IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS
MIDLAND DIVISION

INTELLECTUAL VENTURES I LLC and )
INTELLECTUAL VENTURES Il LLC, )
)

Plaintiffs, ) C.A. No. 7:24-cv-00277-ADA
)
V. )

) JURY TRIAL DEMANDED
SOUTHWEST AIRLINES CO.,, )
)
Defendant. )

PLAINTIFFS’ DISCLOSURE OF
PRELIMINARY INFRINGEMENT CONTENTIONS

Pursuant to the Court’s Standing Order Governing Proceedings (“OGP”), Plaintiffs
Intellectual Ventures | LLC and Intellectual Ventures Il LLC (collectively, “Intellectual
Ventures,” “IV,” or “Plaintiffs”), hereby provides its Initial Infringement Contentions to
Defendant Southwest Airlines Co. (“Southwest” or “Defendant”) for United States Patent No.
8,332,844 (“the 844 Patent”), United States Patent No. 8,407,722 (“the *722 Patent”), United
States Patent No. 7,949,785 (“the ’785 Patent), United States Patent No. 8,027,326 (“the 326
Patent), United States Patent No. 7,324,469 (“the *469 Patent”), and United States Patent No.
7,257,582 (“the *582 Patent”) (collectively, the “Asserted Patents” or “Patents-in-Suit”).

IV makes this disclosure based on the information presently available to it. Discovery in this
case has not started, and 1V reserves its right to amend or supplement these disclosures as permitted
by the Federal Rules of Civil Procedure, by the local rules of the Western District of Texas, and by
order of the Court.

For each Asserted Patent, Plaintiffs identify the following Accused Instrumentalities of
which it is currently aware. The identification of Accused Instrumentalities is based on Plaintiffs’
research and analysis to date, without the benefit of discovery from the Defendant. Plaintiffs
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reserve the right to add, delete, substitute or otherwise amend this list of Accused Instrumentalities
based on discovery or other circumstances, in a manner consistent with the Federal Rules of Civil
Procedures, local rules, and standing order.

The Accused Instrumentalities include, without limitation, the following:

o ’844 Patent. The Accused Instrumentalities include, without limitation, Southwest
systems that utilize Docker, and all past, current and future Southwest products that operate in the
same or substantially similar manner as the specifically identified products and components, and
all past, current and future Southwest products that have the same or substantially similar features
as the specifically identified products and components provided in Exhibit 1.

o "722 Patent. The Accused Instrumentalities include, without limitation, Southwest
systems that utilize Kafka, and all past, current and future Southwest products that operate in the
same or substantially similar manner as the specifically identified products and components, and
all past, current, and future Southwest products that have the same or substantially similar features
as the specifically identified products and components provided in Exhibit 2.

o *785 Patent. The Accused Instrumentalities include, without limitation, Southwest
systems that utilize Kubernetes, and all past, current and future Southwest products that operate in
the same or substantially similar manner as the specifically identified products and components,
and all past, current and future Southwest products that have the same or substantially similar
features as the specifically identified products and components provided in Exhibit 3.

o ’326 Patent. The Accused Instrumentalities include, without limitation, Southwest
systems that provide Wi-Fi Access Points that support at least IEEE 802.11n and/or 802.11ac, and
all past, current, and future Southwest products that operate in the same or substantially similar
manner as the specifically identified products and components, and all past, current and future
Southwest products that have the same or substantially similar features as the specifically
identified products and components. Exhibit 4.

o ’469 Patent. The Accused Instrumentalities include, without limitation, Southwest
systems that provide satellite-based onboard WiFi, and all past, current and future Southwest
products that operate in the same or substantially similar manner as the specifically identified
products and components, and all past, current and future Southwest products that have the same
or substantially similar features as the specifically identified products and components. Exhibit 5.

o ’582 Patent. The Accused Instrumentalities include, without limitation, Southwest
systems that utilize Hadoop and/or Spark, and all past, current and future Southwest products that
operate in the same or substantially similar manner as the specifically identified products and
components, and all past, current and future Southwest products that have the same or substantially
similar features as the specifically identified products and components provided in Exhibits 6
and 7.

o All past, current and future Southwest products and services that operate in the

same or substantially similar manner as the specifically identified products and services above and
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described in Exhibits 1-7 (claim charts identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality).

o All past, current and future Southwest products and services that have the same or
substantially similar features as the specifically identified products and services above and

described in Exhibits 1-7, (claim charts identifying specifically where each element of each
asserted claim is found within each Accused Instrumentality).

Plaintiffs’ infringement contentions apply to the Accused Instrumentalities as well as all
other past, current and future hardware and software products and services developed, made, used,
offered for sale, sold, imported, and provided by Southwest that contain or make use of the
Patented Technology.! This identification of Accused Instrumentalities is based upon Plaintiffs’
diligent investigation to date, and without the benefit of any discovery from the Defendant and
without the benefit of the Court’s claim construction. Plaintiffs expressly reserve the right to add,
delete, substitute or otherwise amend this list of Accused Instrumentalities based on discovery, the
Court’s claim construction, or other circumstances, in a manner consistent with the Federal Rules
of Civil Procedure and the Court’s rules, including the local Patent Rules.

These preliminary infringement contentions are based upon publicly available information
and Plaintiffs’ diligent investigation to date, and without the benefit of any substantial discovery
from the Defendant and without the benefit of the Court’s claim construction. Plaintiffs anticipate
that discovery may provide additional evidence of Defendant’s infringement, may lead to the
discovery of additional instances of infringement, and may also enable identification of additional
claims that are infringed by Defendant.

Based upon currently available information, IV asserts that Southwest has infringed and/or
continues to infringe the patents and claims identified in the attached claim charts (the “Asserted
Claims” of the Patents-in-Suit). Infringement claim charts evidencing the correspondence between

(i) the elements of the Asserted Claims, and (ii) the corresponding items of the Accused
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Instrumentalities are attached hereto. Further, Exhibits 1-7, which are attached hereto and
incorporated by reference, are exemplary infringement claim charts identifying specifically where
each limitation of each Asserted Claim is found within each Accused Instrumentality or practiced
by each Accused Instrumentality.

Plaintiffs assert that Defendant has directly infringed and continues to directly infringe the
Asserted Claims literally through the Accused Instrumentalities by making, using, offering for sale,
selling, and/or importing into the United States the Accused Instrumentalities. To the extent that
Defendant alleges that one or more limitations of the Asserted Claims are not literally found in the
Accused Instrumentalities, Plaintiffs allege that such limitations are found in or practiced by the
Accused Instrumentalities under the doctrine of equivalents. Any differences alleged to exist
between any of the Asserted Claims and any of the Accused Instrumentalities are insubstantial and
that each Accused Instrumentality also meets each limitation under the doctrine of equivalents as
the identified features of the Accused Instrumentality performs substantially the same function in
substantially the same way to achieve substantially the same result as the corresponding claim
limitation. IV reserves the right to assert infringement solely under the doctrine of equivalents with
respect to any particular claim element(s), if warranted by discovery, further analysis, and/or claim
constructions in this case.

These assertions are based upon Plaintiffs’ diligent investigation to date, and without the
benefit of any substantial discovery from the Defendant and without the benefit of the Court’s
claim construction. Plaintiffs reserve the right to add, delete, substitute or otherwise amend these
infringement allegations based on discovery, the Court’s claim construction, or other
circumstances, in a manner consistent with the Federal Rules of Civil Procedure and the Court’s

rules, including the local Patent Rules.
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Plaintiffs further assert that Defendant has indirectly infringed and continues to indirectly
infringe by actively inducing infringement of one or more of the claims of the Asserted Patents
through the Accused Instrumentalities. See Exhibits 1-7.

Plaintiffs also assert that these third parties directly infringe at least one or more of the
claims of the Asserted Patents through the manufacture, use, sale, offer to sell, or importation of
the Accused Instrumentalities. See Exhibits 1-7.

For example, Defendant has actively induced infringement by encouraging the use of the
Accused Instrumentalities in ways that infringe each Asserted Claim. Defendant knew or should
have known that such encouragement would induce infringement. Defendant has taken active steps
with the specific intent to encourage and cause others to use each Accused Instrumentality in ways
that infringes each Asserted Claim. Such active steps by Defendant with specific intent to induce
infringement have included, among other things, advertising, promoting, marketing, making
available for use, offering to sell, and/or selling the Accused Instrumentalities to others;
encouraging and influencing others to import, offer to sell, and/or sell the Accused
Instrumentalities; directing and instructing others to use the Accused Instrumentalities in
infringing ways, including providing and promoting the described hardware and/or software
components and features that when used in their normal and customary ways as intended and
designed; and by providing the Accused Instrumentalities to others. Southwest has performed the
aforementioned steps with the knowledge of the Asserted Patents through receipt of a letter dated
September 30, 2024, and received by Defendant on the same date, and also as of the date when the
complaint in this case was filed. Southwest has known or should have known that the acts it has
induced constitute infringement because, for instance, it has been aware that its customers,
employees, and/or third parties, such as vendors, will use the Accused Instrumentalities, resulting

in direct infringement.
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IV further reserves the right to supplement or revise its infringement contentions and/or
charts. Such supplement may be based upon, for example, further discovery. Further, IV reserves
the right to supplement or revise its infringement contentions and/or chart(s), including
identification of additional asserted claims, based on, for example, new versions or variations of
one or more of the accused products that are later discovered.

The Asserted Claims of the Patents in Suit are entitled to at least the priority dates identified
below:

o Each of the Asserted Claims of the *844 Patent is entitled to a priority date of no
later than December 30, 2004.

. Each of the Asserted Claims of the *722 Patent is entitled to a priority date of no
later than December 18, 2000.

o Each of the Asserted Claims of the *785 Patent is entitled to a priority date of no
later than March 21, 2003.

. Each of the Asserted Claims of the *326 Patent is entitled to a priority date of no
later than January 12, 2004.

o Each of the Asserted Claims of the *469 Patent is entitled to a priority date of no
later than September 29, 2003.

o Each of the Asserted Claims of the 582 Patent is entitled to a priority date of no
later than March 13, 2002.

The subject matter described by the Asserted Claims may have been conceived and reduced to
practice prior to these dates. Plaintiffs’ research and analysis is ongoing, and Plaintiffs reserve the

right to assert that the claims are entitled to a priority date that is earlier than the above dates.
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Dated: February 10, 2025 Respectfully submitted,

By: /s/ Mark D. Siegmund
Mark D. Siegmund (TX Bar No. 24117055)
msiegmund@cjsjlaw.com
CHERRY JOHNSON SIEGMUND
JAMES PLLC
7901 Fish Pond Road
Ste 2nd Floor
Waco, TX 76710
254-732-2242
Fax: 866-627-3509
Email: msiegmund@cjsjlaw.com

Jonathan K. Waldrop (CA Bar No. 297903)
(Admitted in this District)
jwaldrop@kasowitz.com

Darcy L. Jones (CA Bar No. 309474)
(Admitted in this District)
djones@kasowitz.com

Marcus A. Barber (CA Bar No. 307361)
(Admitted in this District)
mbarber@kasowitz.com

John W. Downing (CA Bar No. 252850)
(Admitted in this District)
jdowning@kasowitz.com

Heather S. Kim (CA Bar No. 277686)
(Admitted in this District)
hkim@kasowitz.com

ThucMinh Nguyen (CA Bar No. 304382)
(Admitted in this District)
tnguyen@kasowitz.com

Jonathan Hicks (CA Bar No. 274634)
(Admitted in this District)
jhicks@kasowitz.com

KASOWITZ BENSON TORRES LLP
333 Twin Dolphin Drive, Suite 200
Redwood Shores, California 94065
Telephone: (650) 453-5170

Facsimile: (650) 453-5171

Attorneys for Plaintiffs
INTELLECTUAL VENTURES I LLC and
INTELLECTUAL VENTURES Il LLC
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CERTIFICATE OF SERVICE

| hereby certify that a true and correct copy of the foregoing instrument was served or
delivered electronically, via email, to all counsel of record, on this 10th day of February 2025.

/s/ Jonathan K. Waldrop
Jonathan K. Waldrop
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Exhibit 3 to
IIntellectual Ventures I LLC’s and Intellectual Ventures II LLC’s
Preliminary Infringement Contentions
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Infringement Claim Chart of
U.S. Patent No. 7,949,785 (“the *785 Patent™)

The Accused Systems and Services include without limitation Southwest systems and services that utilize Kubernetes; all past, current,
and future systems and services that operate in the same or substantially similar manner as the specifically identified systems and
services; and all past, current, and future Southwest systems and services that have the same or substantially similar features as the
specifically identified systems and services (“Example Southwest Count 1 Systems and Services” or “Southwest Systems and
Services”).!

On information and belief, Southwest’s Systems and Services directly infringe the asserted claims of the *785 patent, either literally or
under the doctrine of equivalents, through at least using Kubernetes in its various systems. In addition, Southwest directly infringes the
’785 patent by testing the Southwest Systems and Services and its various systems that use Kubernetes. On information and belief,
Southwest, with knowledge at least since the time of filing the complaint, also indirectly infringes the *785 Patent by inducing its
employees, customers, and other third parties (such as vendors) to use Southwest Systems and Services, and provides documents that
include instructions regarding how to use Southwest products and services that use Kubernetes in the Southwest Systems and Services
in an infringing manner. On information and belief, Southwest supplies its employees, customers, and other third parties with access to
the Southwest Systems and Services through various products and services that allows its employees, customers, and other third parties
to use the claimed method. On information and belief, Southwest provides instructions on how to use its various products and services
that use Kubernetes in the Southwest Systems and Services in an infringing manner, the use of which results in infringement of the *785
Patent claims through performance of the claimed methods.

Consistent with this Court’s Standing Order Governing Proceedings (OGP), IV identifies Kubernetes as used in Southwest’s systems
and offerings as the Accused Instrumentality. Information regarding how specifically Southwest implements Kubernetes, including for
which products and offerings, is non-public. IV intends to obtain discovery regarding how the Kubernetes is used in Southwest products
and services and will update its infringement positions once this discovery is completed.

IV does not intend this exemplary claim chart to be limiting, and IV reserves its rights to pursue other accused instrumentalities, patent
claims, evidence, and infringement arguments in this case. Discovery has yet to begin, and this case is still in its initial stages. Accordingly,

! For the avoidance of doubt, Plaintiffs do not accuse public clouds of Southwest if those services are provided by a cloud provider with

a license to Plaintiffs’ patents that covers Southwest’s activities. IV will provide relevant license agreements for cloud providers in

discovery. To the extent any of these licenses are relevant to Southwest’s activities, Plaintiffs will meet and confer with Southwest about
the impact of such license(s).

AA/SWA Ex. 1035, p.10 of 33

2 American Airlines, et. al. v. Intellectual Ventures, et. al.

IPR2025-00786



IV reserves the right to amend and/or supplement these contentions to the full extent allowed by the Court, including but not limited to,
incorporating additional information, claims, theories, and / or accused products.

On information and belief, the Southwest Systems and Services use Kubernetes in Southwest’s private cloud(s). For example, Southwest
posts, or has posted, job opportunities that require familiarity with Kubernetes concepts.

See https://www.linkedin.com/in/madhuker-daraboina-0038001a5/, job profile of Senior DevOps/Cloud Engineer stating use of
Kubernetes. (last accessed 9/24/24).

See https://www.linkedin.com/in/abhijitroy18/, job profile of Platform engineer stating use of Kubernetes. (last accessed 9/24/24).

See https://www.linkedin.com/in/hammad--raza/, job profile of senior security engineer stating use of Kubernetes. (last accessed
9/24/24).

See https://www.linkedin.com/in/saikumar-kada-a8b884135/, job profile of senior tech ops Engineer listing Kubernetes as a skill for
Southwest position. (last accessed 9/24/24).

As another example, Southwest has stated that it is investing in cloud technology and has “moved about 50% of its technology” to the
cloud and has indicated cloud migration is one of its areas of focus for 2024 and beyond. Source:
https://www.phocuswire.com/southwest-airlines-cio-tech-investment.
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On information and belief, other information confirms Southwest uses Kubernetes technology.

Top Airlines, Airports & Air Services Companies Using
Kubernetes

29,575 companies using this technology

By Kubernetes

Kubernetes is an open-source system for automating deployment, scaling, and management of
containerized applications.

Southwest Airlines
Southwests

Technologies used by the company: 1,161

Source: https://www.zoominfo.com/tech/23715/kubernetes-tech-from-transportation-airline-industry-by-revenue.?

2 All sources cited in this document were publicly accessible as of the filing date of the Complaint.
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U.S. Patent No. 7,949,785 (Claim 30)

Claim(s)

Example Southwest Count 3 Systems and Services

[30.pre] A virtual network
manager, comprising:

To the extent this preamble is limiting, on information and belief, the Southwest Count 3 Systems and
Services include a virtual network manager.

The virtual network manager is the Kubernetes functionality related to DNS for Services and Pods.

‘DNS for Services and Pods

Kubernetes creates DNS records for Services and Pods. You can contact Services with consistent

DMNS names instead of IP addresses.

Kubernetes publishes information about Pods and Services which is used to program DIN5. Kubelet
configures Pods' DNS so that running containers can lookup Services by name rather than IP.

services defined in the cluster are assigned DNS names. By default, a client Pod's DNS search list
includes the Pod's own namespace and the cluster's default domain.

See https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/#pod-s-dns-config.

A Service in Kubernetes is an abstraction which defines a logical set of Pods

and a policy by which to access them. Services enable a loose coupling
between dependent Pods. A Service is defined using YAML or JSON, like all
Kubernetes object manifests. The set of Pods targeted by a Service is usually
determined by a label selector (see below for why you might want a Service
without including @ selector in the spec).

See https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/.

Kubernetes assigns this Service an |IP address (the cluster IP), that is used by the virtual IP address
mechanism. For more details on that mechanism, read Virtual IPs and Service Proxies.

See https://kubernetes.io/docs/concepts/services-networking/service/.

AA/SWA Ex. 1035, p.13 of 33
5 American Airlines, et. al. v. Intellectual Ventures, et. al.
IPR2025-00786



https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/%23pod-s-dns-config
https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/
https://kubernetes.io/docs/concepts/services-networking/service/

U.S. Patent No. 7,949,785 (Claim 30)

Claim(s)

Example Southwest Count 3 Systems and Services

Virtual IPs and Service Proxies

Every node in a Kubernetes cluster runs a kul roxy (uniess you have deployed your own

) ) pioyed ¥

alternative component in place of kube-proxy

The kube-proxy component is responsible for implementing a virtual IP mechanism for Services of
type other than

See https://kubernetes.io/docs/reference/networking/virtual-ips/.

[30.a] a network interface
configured for data
communication via a virtual
network that is defined by a
domain name having an
associated public network
address;

On information and belief, the Southwest Count 3 Systems and Services include a network interface
configured for data communication via a virtual network that is defined by a domain name having an
associated public network address.

On information and belief, Kubernetes DNS for Services and pods is implemented in part through a
network interface called kube-proxy, which maintains network rules that allow communication to pods
from network sessions. Kube-proxy communications can relate to network sessions inside or outside of
the cluster in which the services are defined. The services defined in the cluster are assigned DNS names
having an associated public network address.
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U.S. Patent No. 7,949,785 (Claim 30)

Claim(s)

Example Southwest Count 3 Systems and Services

Kubernetes Components

©

.

&
|

Control Plane

kube-proxy

kube-proxy is a network proxy that runs on each node in your cluster, implementing

part of the Kubernetes Service concept.

proxy maintains network rules on nodes. These network rules allow network

Kuoe-[

communication to your Pods from network sessions inside or outside of your cluster.

Source:
https://kubernetes.io/docs/concepts/overview/components/#:~:text=kube%2Dproxy%20is%20a%20ne

twork,0r%20outside%200f%20your%20cluster.
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U.S. Patent No. 7,949,785 (Claim 30)

Claim(s)

Example Southwest Count 3 Systems and Services

DNS

A cluster-aware DNS server, such as CoreDNS, watches the Kubernetes AP for new
Services and creates a set of DNS records for each one. If DNS has been enabled
throughout your cluster then all Pods should automatically be able to resolve Services
by their DNS name.

External IPs

If there are external IPs that route to one or more cluster nodes, Kubernetes Services
can be exposed on those externallPs . When network traffic arrives into the cluster,
with the external IP {as destination IP) and the port matching that Service, rules and
routes that Kubernetes has configured ensure that the traffic is routed to one of the
endpoints for that Service,

Source: https://kubernetes.io/docs/concepts/services-networking/service/.

DMS for Services and Pods
Kubernetes creates DMS records for Services and Pods. You can
contact Services with consistent DNS names instead of IP

addresses.

Services defined in the cluster are assigned DNS names. By default,
a client Pod's DNS search list includes the Pod's own namespace
and the cluster's default domain.

Source: https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/#pod-s-dns-config.

[30.b] a memory and a
processor to implement a
register module configured to
register devices in a virtual

On information and belief, the Southwest Count 3 Systems and Services include a memory and a
processor to implement a register module configured to register devices in a virtual network.

On information and belief, a service runs on a set of pods. The Kubernetes DNS Service module watches
the Kubernetes API for incoming new services and creates a set of DNS records for each of the pods
associated with the service.
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U.S. Patent No. 7,949,785 (Claim 30)

Claim(s) Example Southwest Count 3 Systems and Services

network, the register module

. Kuberneies runs your workload by placing containers into Pods 1o run on Modes. A node may be a
further configured to: 4 ¥ HoeTe y

virtual or physical machine, depending on the cluster. Each node is managed by the control plane

and contains the services necessary 1o run Pods,

Source: https://kubernetes.io/docs/concepts/architecture/nodes.

Initializing your control-plane node

The control-plané moge s the maching where the control plane Components
run, including etcd (the cluster database) and the AP| Server fwhich the kubectl

command line tool communicates with)

Source: https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-
kubeadm/.

DNS co

You can (and almost always should) set up a DNS service for your Kubernetes cluster using an ad

A cluster-aware DNS server, such as CoreDNS, watches the Kubernetes API for new Services and

e - e
creates a set of DNS records for each one. If DNS has been enabled throughout your cluster then all

Pods should automatically be able to resolve Services by their DNS name.

For example, If you have a Service called my-service In a Kubernetes namespace my-ns , the control

plane and the DNS Service acting together create a DNS record 1or sy-service. sy-ns . Pods in the

wy-ns Namespace should be able to find the service by doing & name lookup for my-service (my

service.my-ns Would also work)

Source: https://kubernetes.io/docs/concepts/services-networking/service.
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U.S. Patent No. 7,949,785 (Claim 30)

Claim(s)

Example Southwest Count 3 Systems and Services

Services in Kubernetes

The Service AP, part of Kubernetes, 15 an abstraction to help you expose groups of Pods over a network, Each Service object defines a
ms (usu IH‘ these 2ndpoints are F 35 9 j |} tom QL.‘-‘M',' D (P
e I & cessing backend which s running witt = 3 — ef d
f they us ' 3 )l Pods that ¢ P L ¢ may c! t nd 1 i
) L, nor should they need to ke t [ the set of backends ther
he raction enables th ipl

[30.b.i] receive a registration
request from an agent
associated with a device;

On information and belief, the Southwest Count 3 Systems and Services include a register module
configured to receive a registration request from an agent associated with a device.

On information and belief, a service runs on a set of pods. The Kubernetes DNS Service module watches
the Kubernetes API for incoming new services being made from the kubelet.

Creaté a new ClustedP servics named my.cs

isbectl create service clusterip my-cs --topsSETE: BREA

Create a mew ClusterlP service named my-cs [in headless meoda)

hubect] create service :ln.sttr'iE my =g ==L lusterip="KHone™
— s =t —

Source: https://kubernetes.io/docs/reference/generated/kubectl/kubectl-commands.
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U.S. Patent No. 7,949,785 (Claim 30)

Claim(s)

Example Southwest Count 3 Systems and Services

i : :

Fer clients running inside your cluster, Kubernetes supports two primary modes of finding

DNS

You can (and almaost always should) set up a DNS service for your Kubernetes cluster using

an add-<

A cluster-aware DNS server, such as CoreDNS. watches the Kubernetes API for new

Services and creates a set of DNS records for each one. If DNS has been enabled
throughout your cluster then all Pods should automatically be able to resolve Services by

their DNS name,

For example, if you have a Service called my-service in a Kubernetes namespace my-ns,

the control plane and the DNS Service acting together create a DNS record for my

service.my-ns . Pods inthe my-ns namespace should be able to find the service by doing a

name lookup for my-service ( my-service.my-ns would also work)

Source: https://kubernetes.io/docs/concepts/services-networking/service.

Services in Kubernetes

The Service APl, part of Kubernetes, is an abstraction to help you expose groups of Pods
over a network. Each Service object defines a logical set of endpaints (usually these

endpoints are Pods) along with a policy about how to make those pods accessible.

Defining a Service

& Service is an object (the same way that a Pod or a Confighap is an object). You can
create, view or modify Service definitions using the Kubernetes API. Usually you use a tool

such as kubectl to make those AP calls for you.

Source: https://kubernetes.io/docs/concepts/services-networking/service.

11
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2umr Pod
= g

ku |
=i

Source: https://kubernetes.io/docs/reference/kubectl/quick-reference/.

See also https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-
kubeadm/.

[30.b.ii] distribute a virtual
network address to the device
when the device is registered
in the virtual network, the
device being identified to
other devices in the virtual
network by the virtual
network address; and

On information and belief, the Southwest Count 3 Systems and Services include a register module
configured to distribute a virtual network address to the device when the device is registered in the
virtual network, the device being identified to other devices in the virtual network by the virtual network
address.

On information and belief, a service runs on a set of pods. A new service is assigned to a cluster IP, and
as part of configuration, the Kubernetes DNS Service module distributes the network address to at least
one pod on which the service runs.

Using a Service to Expose Your App

Although each Pod has a unique IP address, those IPs are notl exposed outside

apphications to recedwve traffic

specif

ying a type Inthe spec of

xposes the Service on an internal 1P in the cluster

Service only reachable from within the cluster

Source: https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/.

Service ClusterlIP allocation

In Kubernetes vices are an abstract way to expose an application running on a set

of Pods. Services can have a cluster-scoped virtual IP address [using a Service of type:
clusterIP ). Clients can connect using that virtual IP address, and Kubernetes then load
balances traffic to that Service across the different backing Pods.
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Source: https://kubernetes.io/docs/concepts/services-networking/cluster-ip-allocation/.

VIP

a virtual IP address, such as the one assigned 1o every Service in Kubernetes

Source: https://kubernetes.io/docs/tutorials/services/source-ip/.

DNS e
INS service for your Kubernetes cluster using an

1 can {and almost always should) set up a DNS

such as CoreDNS, watches the Kubernetes AP for new Services and

A cluster-aware DNS server, suc

a set of DNS records for each one. If D

>n enabled throughout your cluster then al

Pods should automatically be able 1o resolve Services by their DNS name

For example, If you have a Service called wy-service In a Kubernetes namespace sy ns , the control

reate a DNS record for sy-service.my-ns . POUS in the

plane and the DNS
sy-ns NamMespace should be able to find the service by doing a name lookup for my-seevice (my

s would also work)

Source: https://kubernetes.io/docs/concepts/services-networking/service.
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~ _ Swrwwe A 103250 2

. new IP addiess
‘ . . | ipdated app

Source: https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/

[30.c] a DNS server for the
virtual network, the DNS
server configured to receive a
DNS request from a first
device in the virtual network
and return a network address
associated with a network
route director, a private
network address associated
with a second device in the
virtual network, and a virtual
network address associated
with the second device.

On information and belief, the Southwest Count 3 Systems and Services include a DNS server for the
virtual network, the DNS server configured to receive a DNS request from a first device in the virtual
network and return a network address associated with a network route director, a private network
address associated with a second device in the virtual network, and a virtual network address associated
with the second device.

On information and belief, a client/ frontend pod sends a DNS query using Kubernetes DNS query
functionality, such as CoreDNS or kube-dns, which includes resolver routines associated with the
requesting pod. The DNS server (cluster DNS server, e.g. CoreDNS or kube-dns) is configured to return
an IP address of cluster DNS server, which is referenced/returned by the process of the kubelet accessing
resolv.conf.
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resolv.conf(S) File Formats Manual
NAME

resolv,conf resolver configuration file
SYNOPSIS o

/ete/resolv.cont

DESCRIPTION e

resolv,conf(S)

signed to be human r

values that provide variocus 1
The configuration file is com

of DNS inforsation; see the trust-ad

sidered & trusted

cption below for

Source: https://man7.org/linux/man-pages/man5/resolv.conf.5.html.

Using CoreDNS for Service Discovery

About CoreDNS

CoreDMS = g flexible. extersible DNGS server that can serve gs the Kuberpetes dyster DMS. Like Kubernetes, the CoreDMS project is

hosted by the CNCF.

You can use CoreDMS instead of kube-dns in your cluster by replacing kube-dns in an existing deployment, or by wsing tools like

kubeadm that will deploy and upgrade the clust

er far you.

Source: https://kubernetes.io/docs/tasks/administer-cluster/coredns/.

15
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Introduction

NodelLocal DNSCache improves Cluster DNS performance by running a DNS caching agent on
cluster nodes as a DaemonsSet, In today's architecture, Pods in 'ClusterFirst' DNS mode reach out to
a kube-dns serviceiP for DNS queries. This is translated to a kube-dns/CoreDNS endpoint via
iptables rules added by kube-proxy. With this new architecture, Pods will reach out to the DNS
caching agent running on the same node, thereby avoiding iptables DNAT rules and connection
tracking. The local caching agent will query kube-dns service for cache misses of cluster hostnames
(" cluster.local " suffix by default).

R

P Tables

KubeDRS Clister®
150010

DNS Reg
TCPUDP

Source: https://kubernetes.io/docs/tasks/administer-cluster/nodelocaldns/.
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Pod foo
» ]‘ ] I
ViCl d fo DNS look
the DNS servi ecified in its /etc/resolv.conf configuration file
I file, w hi W ed L Kubelet, defines the settings for DNS lookups in the
| ) a reference to u DN €

search namespace.svc.cluster.local svc.cluster.local cluster.local

nameserver 10.123.06.10

options ndots:5

Source: https://www.nslookup.io/learning/the-life-of-a-dns-guery-in-kubernetes/.
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DNS lookups on services

Kubernetes node A Kubernetes node B
Pod tao
Application
Forwards | node's
—_—
Ivtiates ONS ookup resolv.conf
| |
pe—— e—— ' pem—
|
DNS resolver resolv.cont pr— CoreDNS
Points 10 |
Usos the DNS sorver speciied In If mat i cache,
etneves DNS secvers from Kubernetes AP
- = Bulld DNS zore | | (Services/Endpoints)
| based on =
resolv.cont ‘——JI nodelocaldns
f a DNS query in Kubernetes, By NsLookup.io, Licensed under CC By 4.0

Source: https://www.nslookup.io/learning/the-life-of-a-dns-guery-in-kubernetes/.
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is first sent to the local DNS resolver in the

Source: https://www.nslookup.io/learning/the-life-of-a-dns-query-in-kubernetes/.

On information and belief, Southwest’s systems include “a private network address associated with a
second device in the virtual network, and a virtual network address associated with the second device.”

On information and belief, the private network address associated with a second device is a unique
private IP address assigned to a backend node. The virtual network address associated with the second
device is the Cluster IP or Virtual IP assigned to a pod (or pods) and/or container (or containers).
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0 Core

kubernetes
| ¥ Source
kubernetes enables reading zone data from a Kubernetes cluste

Description

This plugin implements the Kubernetes DNS-Based Service Discovery Specification.

CoreDNS running the kubernetes plugin can be used as a replacement for kube-dns in
| a kubernetes cluster. See the deployment repository for details on how to deploy

CoreDNS in Kubernetes.
Metadata

The kubernetes plugin will pub

request

Source: https://coredns.io/plugins/kubernetes//.
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Connecting Applications with Services
Kubernetes assumes that pods can communicate with other pods, regardless of which haost they
land on. Kubernates gives eveny pod its own cluster-private IP address, so you do not need to

explicitly create links between pods or map container ports to host ports. This means that
containers within a Pod can all reach each other's ports on localhost, and all pods in a cluster can
see each other without NAT, The rest of this document elaborates on how you can run reliable
services on such a networking model.

Source: https://kubernetes.io/docs/tutorials/services/connect-applications-service/.

Using a Service to Expose Your App

Although each Pod has a unique IP address, those IPs are not exposed outside

the cluster without a Service. Services allow your applications to recetve traffic.
Services can be exposed in different ways by specifying a type inthe spec of
the Service

¢ (Cluster/P (default) - Exposes the Service on an internal IP in the cluster
This type makes the Service only reachable from within the cluster.

Source: https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/.

Service ClusterlP allocation
In Kubernetes, Services are an abstract way 1o expose an application running on a set
of Pods. Services can have a cluster-scoped virtual IP address (using a Service of type:

clustertp ). Clients can connect ysing that virtyal IP address and Kubernetes then load-

balances traffic to that Service across the different backing Pods.

Source: https://kubernetes.io/docs/concepts/services-networking/cluster-ip-allocation.
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[35] The virtual network
manager of claim 30 further
comprising a join module
configured to receive a join
request from the agent
associated with the device to
indicate that the device is
connected for data
communication within the
virtual network, the join
module further configured to
receive a leave request from
the agent associated with the
device to indicate that the
device will be disconnected
from data communication
within the virtual network.

On information and belief, the Southwest Count 3 Systems and Services practice the system of claim
30. See claim 30. On information and belief, the Southwest Count 3 Systems and Services further
include a join module configured to receive a join request from the agent associated with the device to
indicate that the device is connected for data communication within the virtual network, the join module
further configured to receive a leave request from the agent associated with the device to indicate that
the device will be disconnected from data communication within the virtual network.

For example, on information and belief, a kubelet includes a delete pods function or process. As
explained elsewhere, the kubelet (acting as the agent) on the unresponsive node starts responding and
kills the pod and removes the entry from the API server.

kubelet

Synopsis

The kubelet is the primary "node agent” that runs on each node. It can register the
node with the apiserver using one of: the hostname; a flag to override the hostname;
or specific logic for a cloud provider.

The kubelet warks in terms of a PodSpec. A PadSpec is a YAML or JSON object that
describes a pod. The kubelet takes a set of PadSpecs that are provided through
various mechanisms (primarily through the apiserver) and ensures that the containers
described in those PodSpecs are running and healthy. The kubelet doesn't manage
containers which were not created by Kubernetes.

Source: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/.
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A Pod is not deleted automatically when a node is unreachable. The Pods running on
an unreachable Node enter the Terminating' or 'Unknown' state after a timeout. Pods
may also enter these states when the user attempts graceful deletion of a Pod on an
unreachable Node. The only ways in which a Pod in such a state can be removed from
the apiserver are as follows:

s The Node object is deleted (either by you, or by the Node Controller).

¢ The kubelet on the unresponsive Node starts responding, kills the Pod and
removes the entry from the apiserver.

s Force deletion of the Pod by the user.

The recommended best practice is to use the first or second approach. If a Node is
confirmed to be dead (e.g. permanently disconnected from the network, powered
down, etc), then delete the Node object. If the Node is suffering from a netwark
partition, then try to resolve this or wait for it to resolve. When the partition heals, the
kubelet will complete the deletion of the Pod and free up its name in the apiserver.

Source: https://kubernetes.io/docs/tasks/run-application/force-delete-stateful-set-pod/.

DNS

You can (and almost always should) set up a DNS service for your Kubernetes cluster
using an add-on.

A cluster-aware DNS server, such as CoreDNS, watches the Kubernetes APl for new
Services and creates a set of DNS records for each one. If DNS has been enabled
throughout your cluster then all Pods should automatically be able to resolve Services
by their DNS name.

Source: https://kubernetes.io/docs/concepts/services-networking/service/.
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[37] The virtual network
manager of claim 35 wherein
the join module is further
configured to maintain data
to associate a virtual network
address with a device in the
virtual network.

On information and belief, the Southwest Count 3 Systems and Services practice the system of claim
35. See claim 35. On information and belief, the Southwest Count 3 Systems and Services further
include the join module that is further configured to maintain data to associate a virtual network address
with a device in the virtual network.

For example, the kubernetes DNS service module includes defining a service, and within that service
the join module is configured to maintain data to associate by allowing creating ,viewing, or modifying
service definitions and watching kubernetes APIs.

Defining a Service

A Service is an object (the same way that a Pod or a ConfigMap is an object). You can
create, view or modify Service definitions using the Kubernetes API. Usually you use a
tool such as kubectl to make those API calls for you.

Source: https://kubernetes.io/docs/concepts/services-networking/service/.
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DNS

You can (and almaost always should) set up a DNS service for your Kubernetes cluster
using an add-on.

A cluster-aware DNS server, such as CoreDNS, watches the Kubernetes APl for new
Services and creates a set of DNS records for each one. If DNS has been enabled
throughout your cluster then all Pods should autamatically be able to resolve Services
by their DNS name.

For example, if you have a Service called my-service in a Kubernetes namespace my-
ns , the control plane and the DNS Service acting together create a DNS record for my-
service.my-ns . Pods in the my-ns namespace should be able to find the service by
doing a name lookup for my-service ( my-service.my-ns would also work).

Source: https://kubernetes.io/docs/concepts/services-networking/service/.

Service ClusterlIP allocation

In Kubernetes, Services are an abstract way to expose an application running on a set
of Pods. Services can have a cluster-scoped virtual IP address (using a Service of type:

ClusterIP ). Clients can connect using that virtual IP address, and Kubernetes then

load-balances traffic to that Service across the different backing Pods.

Source: https://kubernetes.io/docs/concepts/services-networking/cluster-ip-allocation/.
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