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CLIENT-SIDE TECHNIQUES FOR WEB 
SERVER ALLOCATION 

FIELD OF THE INVENTION 

The present invention relates generally to computer SyS 
tems for use in processing client requests received over 
communication networkS Such as the Internet and more 
particularly to client-Side techniques for processing client 
requests in a computer System including a pool of replicated 
SCWCS. 

BACKGROUND OF THE INVENTION 

Due to the rapid growth of the World Wide Web, many 
Web Sites are experiencing overload conditions, which leads 
to very slow response times for Servicing incoming user 
requests. Increased network congestion amplifies this per 
formance degradation as Seen by the clients. In order to 
accommodate the increasing request load, many web sites 
have been implemented in the form of a cluster or “pool” of 
replicated web servers. The network congestion problem is 
often alleviated by geographically distributing the replicated 
servers of the server pool. FIG. 1 shows a distributed server 
computer system 10 in which a number of clients 12-i 
communicate with Servers 14- Over a communication net 
work 16 Such as the Internet. The servers 14-j in the system 
10 represent a pool of replicated Servers corresponding to a 
particular web site. In this illustration, the Server pool 
includes five distinct servers 14-1 through 14-5 arranged as 
shown. The servers 14-1, 14-2 and 14-3 form a geographi 
cally co-located group 18, while the servers 14-4 and 14-5 
are geographically distributed relative to each other and the 
group 18. This type of distributed server architecture can 
result in increased Service availability in times of high 
network congestion, and can improve performance by taking 
advantage of the proximity of clients to particular Servers in 
the pool. 
A System with a pool of replicated ServerS Such as that 

shown in FIG. 1 generally requires a mechanism for dis 
patching each incoming client request to an appropriate 
Server in the pool. Many current web server Systems imple 
ment a server-Side dispatching mechanism which requires 
modification to Web Server code or the domain name Server 
(DNS) system, or even specialized server-side hardware. 
FIG. 2 illustrates a typical server-side solution which may be 
implemented in the System 10. Incoming requests from the 
clients 12-i are Supplied via Internet 16 to a dispatching 
mechanism 20 that resides at the site of the servers 14-1, 
14-2 and 14-3 in the geographically co-located group 18. 
The dispatching mechanism 20 routes the requests to one of 
the Servers in group 18 in accordance with a technique which 
attempts to provide an optimal distribution of the request 
load acroSS the Servers. 
A significant problem with Server-Side dispatching of the 

type illustrated in FIG. 2 is that the dispatching mechanism 
itself can become a performance bottleneck as the client 
request load increases. Such a bottleneck cannot be 
addressed by Simply increasing the number of replicated 
Servers in the pool. Another significant problem is that 
conventional Server-side techniques do not provide optimal 
performance in applications in which the Servers are geo 
graphically distributed. Unfortunately, conventional client 
Side techniques have also been unable to provide adequate 
Solutions to these problems. For example, a client-side 
approach described in C. Yoshikawa et al., “Using Smart 
Clients to Build Scalable Services,” USENIX 1997 Annual 
Technical Conference, Jan. 6-10, 1997, Anaheim, Calif., pp. 
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2 
105-117, uses a modified web browser to perform routing 
decisions at the client side. The browser downloads an 
applet which a Service provider needs to implement to 
realize Service-specific routing. Although this approach may 
alleviate the potential bottleneck of a server-Side dispatching 
mechanism in certain applications, it can also create 
increased network congestion due to applet transmission and 
potential control messages between the applet and the Serv 
erS. Another problem with conventional client-side tech 
niques is that Such techniques generally cannot achieve load 
balancing at the Server Site, i.e., cannot provide an optimal 
distribution of request load across the Servers of a Server 
pool. 

SUMMARY OF THE INVENTION 

The invention provides improved client-Side techniques 
for processing client requests to a network Service hosted by 
a pool of servers. In an illustrative embodiment of the 
invention, each client which accesses a web site or other 
service hosted by a distributed pool of servers has a dis 
patching mechanism associated therewith. The dispatching 
mechanism for a given client is implemented by a client 
agent which intercepts client requests generated by that 
client and routes them to particular ones of the Servers in the 
pool. The client agent bases its routing decisions on address 
information regarding the individual Servers of the pool, as 
well as performance data regarding processing of previous 
client requests directed to the Service. The address 
information, and other site-specific information useful to the 
routing decision, may be retrieved by the client agent from 
a response to an initial client request directed to the Service. 
The performance data may include, for example, end-to-end 
response times for Servicing previous client requests 
directed to the Service, and the client agent may route the 
client request So as to minimize an average end-to-end 
response time of multiple requests to the Service. The client 
agent may also make use of a probabilistic routing Strategy 
which favors more responsive Servers while Still ensuring 
that each of the Servers in the pool periodically receives at 
least one client request. Such a Strategy allows accurate 
performance data to be maintained for all of the Servers in 
the pool. 

In accordance with another aspect of the invention, a 
pricing manager associated with the Serverpool may be used 
to establish discount factors or other pricing information for 
each of the Servers in the pool. This pricing information is 
communicated to the client agents and used in their routing 
decisions, So as to ensure that otherwise non-cooperating 
client agents will route their requests in a manner consistent 
with a target operating point established by the Service 
provider. The discount factor for a given server reflects the 
relative Sensitivity of the client agent to the responsiveness 
of that Server, and the same Set of discount factors may be 
used for each of the client agents that access the Service. A 
given client agent then Selects one of the Servers for pro 
cessing a particular client request based on performance data 
which includes an average response time of each of the 
Servers multiplied by its corresponding discount factor. The 
discount factors may be adjusted in accordance with an 
adaptive algorithm which compares actual Server load con 
ditions to corresponding target load conditions. The discount 
factors or other pricing information may also be determined 
or updated in a distributed manner by the Server agents. 
The invention can deliver significantly improved perfor 

mance in processing client requests, while imposing only 
minimal additional overhead. The invention also provides a 
number of other advantages over conventional Server-side 

-9-



US 6,175,869 B1 
3 

and client-Side approaches. For example, an illustrative 
embodiment of a distributed Server System configured in 
accordance with the invention: (a) Supports transparent 
mapping for popular web sites that have well publicized 
Server names; (b) gracefully Scales with an increasing num 
ber of clients; (c) allows different clients to use customized 
routing strategies; (d) enables Service providers to effec 
tively control the utilization of individual servers; (e) allows 
for addition, removal, and migration of Servers, and allows 
these changes to be reflected as quickly as possible, (f) 
detects non-responsive Servers and transparently redirects 
requests to other replicated servers in the Server pool, (g) 
quickly reincorporates previously non-responsive Servers 
which become available again, (h) takes advantage of dif 
ferences in network delay between a client and individual 
servers of a distributed server pool while still accommodat 
ing dynamic changes in network performance and Server 
load; (ii) does not require any changes to existing client or 
Server code; () does not require the generation of control 
messages; and (k) conforms to existing standards. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a conventional client-server 
System with geographically distributed Servers, 

FIG. 2 is a block diagram of a conventional client-server 
System which utilizes a Server-Side technique for distributing 
client requests to Servers, 

FIG. 3A is a block diagram of client-server system in 
accordance with the invention which utilizes a client-side 
technique for distributing client requests to Servers, 

FIG. 3B is a block diagram of an exemplary client or 
server in the system of FIG. 3A; 

FIG. 4 is a flow diagram illustrating the operation of a 
client agent which may be implemented in the System of 
FIG. 3A in accordance with the invention; 

FIGS. 5 and 6 are flow diagrams illustrating the function 
ality of pricing managers which may be implemented in the 
system of FIG. 3A in accordance with the invention; and 

FIG. 7 is a flow diagram illustrating an adaptive algorithm 
for updating a discount factor associated with a Server in the 
system of FIG. 3A. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The present invention will be illustrated below in con 
junction with an exemplary computer System in which 
client-Server connections are established over the Internet 
using the Transmission Control Protocol/Internet Protocol 
(TCP/IP) standard. It should be understood, however, that 
the invention is not limited to use with any particular type of 
System, network or communication protocol. The disclosed 
techniques are Suitable for use with a wide variety of other 
networks and protocols. The term “web” as used herein is 
intended to include the World Wide Web, other portions of 
the Internet, or other types of communication networks. The 
term “client request” refers to any communication from a 
client which includes a request for information from a 
Server. A given request may include multiple packets or only 
a single packet, depending on the nature of the request. The 
term “document” as used herein is intended to include web 
pages, portions of web pages, computer files, or any other 
type of data including audio, Video and image data. The term 
“client agent” refers to any mechanism, implemented in 
hardware, Software, or a combination of hardware and 
Software, that acts to process information characterizing at 
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4 
least a portion of a Server pool. A client agent in accordance 
with the invention operates on behalf of one or more 
particular clients, and processes client requests So as to 
benefit the corresponding client or clients. This is in contrast 
to conventional request-processing mechanisms which, for 
example, distribute requests without regard to the identity of 
the originating client. A client agent in accordance with the 
invention may be incorporated into or otherwise co-located 
with a corresponding client computer or other client 
machine, or may be a remote mechanism which is associated 
with the client but not co-located therewith. Similarly, a 
Server agent in accordance with the invention may, but need 
not, be co-located with its corresponding Server. 
FIG.3A shows a distributed server computer system 30 in 

accordance with an illustrative embodiment of the invention. 
The system 30 includes a number of clients 32-i which 
communicate with Servers 34- Over a communication net 
work 36 Such as the Internet. The system 30 is suitable for 
implementing Hypertext Transfer Protocol (HTTP)-based 
network services over the network 36. The HTTP protocol 
is described in greater detail in “Hypertext Transfer 
Protocol-HTTP/1.0,” Network Working Group, May 1996, 
<http://www.ics.uci.edu/pub/ietf/http>, which is incorpo 
rated by reference herein. The clients 32-i and servers 34 
communicate over TCP/IP connections established over the 
network 36 in a conventional manner. For example, a client 
32-i may generate an HTTP request for a network service 
hosted by the Servers 34-j, Such as a request for information 
associated with a particular web site, and a TCP/IP connec 
tion is then established between the client 32-i and one of the 
servers 34-j in the server system 30. The requested network 
Service may be designated by a uniform resource locator 
(URL) or other suitable host name identifying the web site 
hosting the Service. 
The servers 34-j in the system 30 represent a pool of 

replicated Servers corresponding to a particular web site. In 
this illustrative embodiment, the server pool includes three 
distinct servers 34-1, 34-2 and 34-3 arranged as shown. The 
servers 34-1, 34-2 and 34-3 may be George located or 
geographically distributed. Each of the Servers 34-j may 
have an IP number or other Suitable identifier associated 
therewith. At least one of the servers 34-j may be known to 
a standard DNS system by a logical address in the form of 
the above-noted host name. It will be assumed for purposes 
of illustration that the service content available at the web 
Site is replicated on each of the Servers 34- and that each of 
the servers knows the IP numbers of all the other servers in 
the pool. This type of arrangement might be achieved 
through mirroring or with a distributed file System, as 
described in, for example, J. H. Howard et al., “Scale and 
Performance in a Distributed File System.” ACM Transac 
tions on Computer Systems, 6(1):51-81, February 1988, 
which is incorporated by reference herein. It will also be 
assumed that as long as the replicated Service content is 
available on one of the servers 34-j, the clients 32-i will be 
able to access the service. It should be understood that the 
System 30 could include any arrangement or number of 
clients 32-i and servers 34-j. As shown in FIG. 3B, each 
ofthe clients 32-i and Servers 34- may include a processor 
40 and a memory 42. The processor 40 and memory 42 may 
be utilized to execute Software programs implementing 
processing techniques to be described in greater detail 
below. 

In accordance with the invention, the clients 32-i in 
system 30 are each responsible for routing individual 
requests to appropriate ones of the Servers 34-j. Each of the 
clients 32-i therefore has a dispatching mechanism 38-i 
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asSociated there with. The dispatching mechanism 38-i asso 
ciated with a given client is responsible for routing requests 
generated by that client to one of the servers 34-i in the 
Server pool. Although shown as a separate element in FIG. 
3A, the dispatching mechanism 38-i may be implemented in 
the form of a client agent Software module or other type of 
Software stored in memory 42 and executed by processor 40 
in the client. Alternatively, the dispatching mechanism may 
be in the form of a Stand-alone client agent which is 
implemented on a machine configured to include a processor 
and memory in a manner similar to that shown in FIG. 3B. 
An exemplary client agent in accordance with the invention 
may: (1) intercept requests generated by the corresponding 
client; (2) store address information about the individual 
Servers 34-j; (3) collect dynamic performance data, e.g., 
network conditions, Server load, and other Server Site 
Specific information; (4) make routing decisions based on 
this dynamic performance data; (5) forward a request to a 
Selected Server, receive the response, and deliver it to the 
client; and (6) transparently redirect a request to an alternate 
Server if the Selected Server is not responsive. A Server agent 
Software module may be associated with each of the Servers 
34-j. The server agent provides the above-noted address 
information to the client agent. In addition, it can also 
communicate other Site-specific information to control 
access to the Server pool, to Support charging for Services, 
and So forth, as will be discussed in greater detail below. 

Routing Strategies implemented by client agents in the 
dispatching mechanisms 38-i of FIG. 3A will now be 
described. The combination of the stateless nature of HTTP 
and the fact that many web pages contain Several images and 
frames often results in the generation of Several requests to 
retrieve a single web page. The above-described client 
agents measure the total response time for each Such request. 
The total response time measured corresponds to the total 
end-to-end delay which includes connection establishment, 
network delay, and Server response time. The client agents 
in accordance with the invention Strive to minimize this total 
delay. Each client agent makes routing decisions based on 
the average response time of each Server. These averages are 
estimated using the measured response times for the N most 
recent requests. The updated routing Strategy is used to 
direct the next N requests to the appropriate Servers in the 
Serverpool. Alternatively, the client agent could estimate the 
average response times by Sending occasional probes at the 
cost of increased network traffic. 

Although the client agents could employ a simple routing 
Strategy Such as always contacting the most responsive 
Server in the pool, this type of Strategy will generally fail to 
collect new performance data for the slower Servers. Instead, 
a probabilistic routing Strategy can be used to ensure that 
client agents collect new performance data for all or Sub 
Stantially all Servers in the pool. More Specifically, if T 
denotes the average response time for requests routed from 
client m to Server i, then routing of the next N requests may 
be based on the following probability distribution: 

1/ TE, (1) 
) 1 / TE, 
f 

Pni 

here ke0 is a constant. For a value of k=0, requests are 
routed to the Servers randomly, without taking into account 
their performance. For a value of k=1, a linear distribution 
can be achieved. This will favor fast servers while still using 
slower ones. However, the overall performance might Suffer 
due to possibly long delays from slow servers. By further 
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6 
increasing k, more requests will be routed to the most 
responsive Servers. ASkapproaches infinity, all requests will 
be routed to the most responsive Servers. Very high routing 
probabilities for the fastest servers will cause very infre 
quent usage of slower ones, which in turn will decrease the 
potential to quickly detect improved Servers. The invention 
may be implemented with a minimum threshold to circum 
vent this possibility. 

Although the above-described routing Strategies base 
routing decisions on the measured response times for the N 
most recent requests, many alternative Strategies may also be 
used. One example of an alternative routing Strategy is based 
on weighted averages. In Such a Strategy, when estimating 
the performance of a particular Server, more recent data 
should influence the overall performance estimate more than 
older data. The estimates may also be updated more fre 
quently. Another example of an alternative routing Strategy 
is based on time-of-day or other similar criteria. Network 
conditions and Server usage generally vary with the time 
of-day or the day of the week, and this information can be 
considered in the routing Strategy. A significant advantage of 
the present invention is that it allows different clients to use 
different routing Strategies. A set of different routing Strat 
egies can therefore be provided to allow the clients to adapt 
dynamically to changing conditions. 
The above-described client agents also perform name 

resolution functions. AS noted previously, a Service hosted 
by the Server pool may be identified by a logical address in 
the form of a host name. In a conventional System, when a 
client generates a request for the Service, a Standard DNS 
System transparently resolves the host name to an IP number 
which is used to establish the connection. In a System 
configured in accordance with the invention, a one-to-many 
mapping is provided from the host name to the IP numbers 
of the Servers in the Server pool, So as to allow a client to 
contact a particular Server in the Serverpool in a transparent 
manner. This name resolving functionality may be imple 
mented by the client agents. For example, the client agents 
may maintain a cache of logical host names and correspond 
ing IP numbers to perform the one-to-many mapping using 
address information provided by server agents. When a 
client agent attempts to access a Server for which it does not 
have a mapping cached, it uses Standard DNS name resolv 
ing and contacts the Server agent at that logical address. The 
Server agent uses its corresponding Server to generate the 
response and includes as part of the response the addresses 
of all of the individual servers in the pool. The client agent 
extracts the addresses from the response and creates an entry 
in its cache. Future requests to this Serverpool use this Stored 
address information to perform the one-to-many mapping 
from the host name to the individual servers. 
The standard DNS system is thus used in this embodiment 

only for bootstrapping from the host name to obtain address 
information for all the Servers of the corresponding pool. 
Once a mapping for a logical address is cached, the DNS 
System is not needed to acceSS any of the particular Servers 
in the pool. Client agents need to use the DNS to retrieve the 
addresses of the individual Servers only to create an initial 
entry. To avoid unnecessary transmission of address 
information, client agents may include a timestamp in their 
requests which indicates the State of the currently cached 
mapping for the given Serverpool. Upon receipt of a request, 
each Server agent inspects this timestamp and includes the 
addresses in the response only if more up-to-date address 
information is available. This is Similar in Some respects to 
the HTTP If-modified-since header, which is used to avoid 
retrieving cached files which have not been modified until a 
certain date. 
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It should be noted that HTTP allows application-specific 
header fields and requires that all intermediaries Such as 
proxies or gateways conforming to HTTP ignore these and 
forward them unchanged. The present invention utilizes this 
aspect of HTTP to “piggyback' timestamps, addresses or 
other information in HTTP messages. The invention pro 
vides the following new message headers: Replica-Date and 
Replica-Addresses. Client agents use the Replica-Date 
header to tell Server agents the Status of their cached 
addresses for the Serverpool at issue. Server agents use both 
headers to return a list of addresses and a timestamp indi 
cating when this information was updated. 

The above-described mapping from host name to IP 
numbers can be readily extended to a mapping from a more 
general logical address, e.g., host name+port number, to a 
more general IP address, e.g., IP number+port number, So as 
to accommodate usage of different port numbers. This 
generally requires that the address information included in 
responses be extended to contain port numbers as well as 
host names. Similarly, the mapping can accommodate a path 
offset. For example, the host name, port number and path 
offset in the logical address “www.yahoo.com:80/ can be 
mapped to the host name, port number and path offset in the 
logical address “www.cs.nyu.edu:8888/yahoo/.” In the first 
logical address, the Server is accepting connections at port 
80 and the directory structure is rooted at “/.” In the second 
logical address, the Server accepts connections at port 8888 
and the root directory is rooted at “/yahoo/.” This feature is 
useful in applications in which replicated Servers use dif 
ferent root directories and require a relative path offset. 

FIG. 4 is a flow diagram illustrating the operation of a 
client agent in accordance with the invention. In step 100, 
the client agent intercepts a request generated by its corre 
sponding client (also referred to as the “local” client). The 
request is for a web site or other network service hosted by 
a Server pool and identified by a host name or other logical 
address. In Step 102, the client determines the logical 
address of the Web Site to which the request is directed, and 
in step 104 attempts to retrieve information from its local 
cache regarding the individual Servers associated with the 
web site. If the web site is already known to the client agent, 
the attempt to retrieve information in step 104 will be 
Successful, and decision block 106 indicates that the proceSS 
then moves to step 108. In step 108, the client agent 
determines the appropriate Server to which the request 
should be routed, and routes the request to this Server. This 
determination may be based on performance Statistics, other 
Site-specific information, and the currently-implemented 
routing Strategy. In Step 110, the response is received from 
the Server, and in Step 112 the client agent forwards the 
response to the local client. 

If the web site is not known to the client agent, the attempt 
to retrieve information in step 104 will be unsuccessful, and 
decision block 106 indicates that the process then moves to 
step 114. In step 114, the client agent uses a standard DNS 
to map the logical address to an IP address, and in Step 115 
forwards the request to that IP address. In step 116, the client 
agent receives a response from the server identified by the IP 
address. The client agent in step 118 retrieves address 
information regarding the individual Servers of the Server 
pool. AS previously described, this information may be 
"piggy-backed' in the response transmitted from the Server 
site. The retrieved address information is then stored in the 
local cache associated with the client agent, as shown in Step 
120, and in step 112 the client agent forwards the response 
to the local client. For Subsequent requests directed from the 
Same client to the Same IP address, the client agent will use 
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8 
the address information stored in its local cache for that web 
Site to Select one of the Servers for processing the request. 
A number of implementation issues relating to the above 

described illustrative embodiment of the invention will now 
be addressed. As noted above, the illustrative embodiment 
utilizes a Server agent module at the Server Side. This Server 
agent functionality could be added to existing Web Servers in 
a Straightforward manner while imposing little computa 
tional overhead. Alternatively, a Stand-alone application 
may be used to implement the Server agent functionality. 
Such an application may be configured to intercept every 
incoming request, forward it to the corresponding Server, 
accept the response, add the address information to the 
response as needed, and forward it to the client agent. 

Similarly, the client agent functionality could be added to 
existing web browsers in a Straightforward manner, or 
alternatively a Stand-alone application could be used to 
implement the required client agent functionality. For 
example, the client agent implementation may make use of 
the fact that Virtually all existing web browserS Support 
proxies to intercept requests. When a client agent is started 
up, it may create a server socket which accepts HTTP 
requests, in a manner Similar to a proxy. By configuring the 
browser to use this “proxy, i.e., the client agent, the client 
agent can be made to effectively intercept each request. AS 
noted previously, although a client agent in accordance with 
the invention may be incorporated into or otherwise 
co-located with the client machine, the client agent need not 
be implemented in this manner. For example, a given client 
agent may be implemented in a location remote from its 
corresponding client machine. 

Proxies are generally used to allow Internet access 
through firewalls, and they also perform caching of web 
documents. A client agent in accordance with the invention 
can accommodate proxies in at least two ways. First, a client 
agent can be located between one or more clients and a 
proxy. Since name resolution is performed at the client 
agent, the proxy will treat identical documents from different 
Servers of the same Server pool as different documents and 
create redundant copies in its cache. Alternatively, the client 
agent can be located "behind the proxy, i.e., between the 
proxy and the network, which avoids the problem of redun 
dant copies in the proxy cache. Also, only one address cache 
and a single Set of Statistical data may be maintained for a 
number of users, potentially resulting in more up-to-date 
address caches and more accurate estimates. 

Regardless of whether the client and Server agents are 
implemented by modifying existing Systems or as Stand 
alone applications, a System in accordance with the inven 
tion may be made backward compatible with regard to 
clients and Servers lacking this functionality. For example, 
the above-described illustrative embodiment of the inven 
tion is backward compatible. A client equipped with a client 
agent may be used with a conventional HTTP server. The 
Standard Server Simply ignores the timestamp header in a 
request from the client agent and Services the request in the 
usual manner. The lack of address information in the result 
ing response tells the client that it is dealing with a Standard 
Server. The client agent can then react by, for example, 
marking this Server as a Standard Server and infrequently 
including the timestamp in its future requests to this site in 
order to update its cache in case the Server is upgraded; or 
including the timestamp in each request to ensure that its 
cache is updated as Soon as possible. Moreover, a conven 
tional client may be used with a Server equipped with a 
Server agent. A request received by a Server agent will not 
contain a timestamp header if the client lacks the client agent 
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functionality. The Server can then react by, for example, 
Servicing the request in a Standard manner without including 
any address information in its response, or routing the 
request on behalf of the client to an individual server in the 
Server pool. The latter approach is very similar in nature to 
conventional Server-side Solutions described previously. 

Techniques for managing the Server pool will now be 
described in greater detail. In accordance with the invention, 
the client agents may be non-cooperative, in the Sense that 
they may make their routing decisions independently from 
each other, Striving to optimize their individual perfor 
mance. While each client can implement a routing Strategy 
of its choice, in the illustrative embodiment client agents 
route requests to Servers with minimal average response 
time. The operating point of the System in Such an 
embodiment, i.e., the load distribution over the Server pool, 
is therefore primarily the result of the interaction among the 
various client agents, and generally cannot be controlled by 
the service provider. However, a number of different strat 
egies can be used at the Server Site to control the operating 
point of the System, while the client agents make their 
routing decisions in a non-cooperative manner. 

The Service provider generally aims at distributing the 
load currently offered to the server pool in a way that is 
deemed efficient from the point of view of the overall 
performance of the Server pool in responding to client 
requests. The Service provider, for example, might desire an 
operating point that minimizes the overall average response 
time of the Server pool. In other cases, the provider might 
want to discourage usage of certain Servers, even if they are 
the most responsive ones, in order to perform other site 
Specific tasks. Therefore, a mechanism is needed to make the 
distributed client agents implement routing Strategies which 
lead to an operating point that coincides with one desired by 
the Service provider. 

The interaction among the various non-cooperative client 
agents can be modeled using concepts from game theory. An 
Overview of game theoretic aspects in computer networking 
can be found in, for example, Y. A. Korilis et al., “Archi 
tecting Noncooperative Networks,” IEEE Journal on 
Selected Areas in Communication, 13(7):1241-1251, Sep 
tember 1995, which is incorporated by reference herein. The 
operating points of the System may be viewed as Nash 
equilibria of the underlying control game. It should be noted 
that non-cooperative equilibria are inherently inefficient in 
that, when each client agent Strives to optimize its individual 
performance, the overall behavior of the System is Subopti 
mal. 

The invention uses a pricing mechanism to provide incen 
tives to the non-cooperative client agents to implement 
routing Strategies that lead to a desired operating point in 
terms of load distribution over the server pool. Recent 
analytical Studies in the area of networking have shown that 
a Service provider can enforce any desired operating point 
by means of appropriate pricing Strategies. See, for example, 
Y. A. Korilis et al., “Optimal Pricing Strategies in Nonco 
operative Networks.” Proc. of the 5' International Confer 
ence on Telecommunication Systems: Modeling and 
Analysis, pp. 110-123, Nashville, Tenn., March 1997, and Y. 
A. Korilis et al., “Pricing Noncooperative Networks,” 
<http://www.multimedia.bell-labs.com/people/yannisk/ 
price.html>, 1997, both of which are incorporated by refer 
ence herein. An important aspect of this pricing mechanism 
is that there is a Service cost associated with obtaining 
Service from each Server in the Serverpool. Client agents can 
therefore make their routing decisions based not only on 
performance Statistics, but also on Service cost information 
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10 
for each Server. An assumption underlying this mechanism 
is that the client agents are indeed “Sensitive' to Service 
costs. This behavior can be expected in private intranets, 
where client agents and the pricing mechanism are part of 
the Same management System. For external client agents 
accessing the web site, this behavior can be enforced by 
actual usage-based Service charges, e.g., for commercial 
web sites, or by means of a limited electronic budget 
allocated to each client. When client agents are made 
Sensitive to Service costs by use of the pricing mechanism, 
the Service provider can control not only the load distribu 
tion over the available servers, but also the total offered load 
itself. 

In order to Support the pricing mechanism, a Server pool 
may be equipped with a pricing manager Software module. 
In one embodiment, the pricing manager determines the 
Service costs for access to each Server of the pool, based on 
the targeted operating point, and communicates this pricing 
information to the corresponding Server agent. The Server 
agent then provides the pricing information about its Server 
to the client agents that receive Service from it. The goal of 
the pricing mechanism is avoidance of Overload conditions 
at various Servers, and to provide load balancing, i.e., dis 
tribution of the total load offered to the web site among the 
available servers in a way that is deemed efficient by the 
provider. 

FIG. 5 is a flow diagram illustrating the general operation 
of an exemplary pricing manager in accordance with the 
invention. In Step 150, the pricing manager collects infor 
mation about loading conditions at each of the Servers of the 
Server pool. The pricing manager in Step 152 then deter 
mines Service prices based on an appropriate pricing mecha 
nism. In Step 154, the pricing manager communicates the 
prices to the Servers of the Server pool. Those Servers can 
then communicate those prices in responses to client 
requests in the manner previously described. The pricing 
manager may be implemented using a Software module 
Stored in a memory of one of the Servers of the pool, and 
executed by a processor associated with that Server. 

FIG. 6 illustrates the operation of one possible specific 
implementation of the general pricing manager described in 
conjunction with FIG. 5, for a case in which pricing infor 
mation communicated to the client agents is determined in 
a distributed manner by the server agents. In step 160, the 
pricing manager collects information about loading condi 
tions at each of the Servers of the Server pool. The pricing 
manager in Step 162 then determines a desired operating 
point for the Server pool. In Step 164, the pricing manager 
communicates to each Server agent pricing information in 
the form of a target request load for the corresponding 
Server. AS will be described in greater detail in conjunction 
with FIG. 7 below, the server agents can utilize the target 
loads to determine discount factors, and to keep the discount 
factors updated as requests are received and processed. 
These discount factors represent pricing information which 
is communicated by the Server agents in responses to the 
client agents in the manner previously described. Like the 
pricing manager functions illustrated in conjunction with 
FIG. 5, the pricing manager functions illustrated in FIG. 6 
may be implemented using a Software module Stored in a 
memory of one of the Servers of the pool, and executed by 
a processor associated with that Server. 
The pricing mechanism in an illustrative embodiment of 

the invention may be based on analytical results described in 
the above-cited reference Y. A. Korilis et al., “Pricing 
Noncooperative Networks,” for a system of general network 
resources accessed by a number of non-cooperative clients. 
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Each resource is characterized by its “capacity, i.e., the 
maximum load that can be accommodated by the resource. 
Overload conditions can be avoided through the use of 
congestion pricing: the Service cost per Size unit, i.e., the 
price, of each resource is made proportional to the conges 
tion level at the resource that depends on the total load 
offered to it by the clients. More specifically, the price of 
each resource is given by a congestion function associated 
with the resource multiplied by a weight. These weights 
determine the relative sensitivity of the clients to the con 
gestion level at the various resources, and will be referred to 
herein as discount factors. Load balancing can be achieved 
by appropriate choice of these discount factors. This pricing 
mechanism can allow the Service provider to enforce any 
desired operating point while the clients make their routing 
decisions non-cooperatively. 

The pricing mechanism may determine a discount factor 
for each server in the server pool. This discount factor 
determines the relative Sensitivity of the client agents to the 
responsiveness of the server. It should be noted that the 
discount factor of each Server is generally the same for all 
clients. The performance metric considered by each client 
agent in making its routing decisions may be the average 
response time of each Server multiplied by the correspond 
ing discount factor. Therefore, if w is the discount factor of 
Server i and T the average response time from the Server 
to client agent m, then the routing Strategy of the client agent 
described by Equation (1) above becomes: 

1/(w; Tn) (2) 

The server discount factors w may be determined by the 
pricing manager based on the operating point that the Service 
provider wants to enforce, or in a distributed manner by the 
Server agents. One possible way to determine these factors 
would be to map the parameters of the model considered in 
the above-cited reference Y. A. Korilis et al., “Pricing 
Noncooperative Networks,”, to the characteristics of the 
invention and apply the corresponding analytical results, 
expecting to achieve a good approximation of the desired 
operating point. Alternatively, the factors may be imple 
mented using an adaptive algorithm, Such as that proposed 
in the latter Y. A Korilis et al. reference, that does not depend 
on the details of the underlying analytical model. This 
adaptive algorithm updates the discount factors iteratively, 
based on the “distance' of the current operating point from 
the desired one. 

If f * denotes the desired load at server i and f(n) the 
actual load offered to server i during the nth iteration of the 
algorithm, then its discount factor w is updated using the 
following equation: 

w(n+1)=w,(n)eifief), (3) 

where 0.20 is a constant that determines the rate of change 
in the discount factor w of server i. The idea behind this 
adaptive algorithm is that, if the Server is currently receiving 
less load than the desired one, its discount factor Should be 
decreased. This makes the clients leSS Sensitive to the 
congestion level at the Server, thus encouraging them to 
direct more of their requests to the server. Similarly, if the 
Server receives more load than the desired one, its discount 
factor is increased. Under a Set of general assumptions, 
guaranteeing that the client population as a total reacts 
"rationally' to price changes, Such an iterative Scheme was 
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12 
shown in the latter Y.A. Korilis reference to drive the system 
to the desired operating point. 

FIG. 7 is a flow diagram illustrating one possible imple 
mentation of the above-described adaptive algorithm. In Step 
170, the currently offered load is measured for a given server 
of the server pool. The currently offered load is then com 
pared with the target load for that server in step 172. Based 
on the relative values of the offered load and the target load, 
decision block 174 determines the manner in which the 
discount factors are adjusted. If the offered load is less than 
the target load, the discount factor is decreased in accor 
dance with Equation (3), as shown in step 176. If the offered 
load is equal to the target load, the discount factor remains 
unchanged, as shown in step 178. If the offered load is 
greater than the target load, the discount factor is increased 
in accordance with Equation (3), as shown in step 180. The 
process Steps shown in FIG. 7 are repeated for each iteration 
of the adaptive algorithm. The algorithm may be imple 
mented by the previously described pricing manager, or in a 
distributed manner by the Server agents. 

In the above-described illustrative embodiment of the 
invention, Server load is expressed in requests per unit of 
time. Considering the nature of HTTP requests, it may be 
expected that each client will generate a large number of 
requests of Small to moderate size. Therefore, this is a 
Satisfactory approximation. Alternative embodiments of the 
invention may utilize a more complex load metric, Such as 
one which considers the actual size of each request. 
The pricing manager implemented at the Server Site 

periodically collects information about the load offered to 
each Server in the pool by contacting the corresponding 
Server agent, updates the discount factors according to 
Equation (3) and communicates the updated discount factors 
to the Server agents. Each Server agent receives only the 
update of its associated Server and is responsible for com 
municating it to the client agents. This may be achieved in 
a manner previously described, for example, by piggyback 
ing the discount factor of the server to HTTP messages that 
contain the responses to the client requests. 
AS previously noted, the pricing mechanism may also be 

implemented in a distributed manner. Equation (3) above 
indicates that the discount factor of each Server is deter 
mined using only local information, i.e., the difference 
between the load currently offered to that server and the 
targeted load. Therefore, the adaptive algorithm is well 
Suited for a distributed implementation Such as that 
described in conjunction with FIG. 6 above. If the server 
agent is cognizant of the desired load at the Server, i.e., f. 
in Equation (3), then it can update the discount factor of the 
Server without contacting the pricing manager. Note, 
however, that the target load (in requests per time unit) 
typically depends on the total load offered to the web site, 
which is information that is generally only available to the 
pricing manager. If the total offered load is not expected to 
change dramatically, the pricing manager can inform the 
Server agents about their target load less frequently. Then, 
each server agent uses Equation (3) to update its discount 
factor on a faster time Scale. 
The above-described embodiments of the invention are 

illustrative only. Numerous alternative embodiments within 
the Scope of the following claims will be readily apparent to 
those skilled in the art. 
What is claimed is: 
1. A method of processing a client request directed from 

a client to a Service hosted by a pool of Servers, the method 
comprising the Steps of: 
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intercepting a client request directed to the Service hosted 
by the Server pool; and 

Selecting a particular one ofthe Servers in the Server pool 
to which to route the client request based on address 
information and performance data regarding the 
Servers, wherein at least a portion of the address 
information and the performance data is gathered by a 
given client agent associated with the client, the given 
client agent gathering the portion ofthe address infor 
mation and the performance data by processing 
responses to one or more previous client requests 
generated by the corresponding client and directed by 
the client agent to Servers of the Server pool using a 
routing Strategy which ensures that each of the Servers 
in the Server pool receives at least one client request, 
and further wherein the Selecting Step utilizes addi 
tional information received from an entity associated 
with the server pool such that a plurality of otherwise 
non-cooperating client agents including the given client 
agent route their requests in accordance with a target 
operating point for the Server pool. 

2. The method of claim 1 wherein the intercepting and 
Selecting Steps are implemented in the client agent associ 
ated with the client. 

3. The method of claim 1 wherein upon an initial client 
request to the Service hosted by the Server pool, the client 
agent retrieves the address information from a response to 
the initial request received from a Server in the Server pool. 

4. The method of claim 1 wherein the selecting step 
includes Selecting a particular one of the Servers based on 
performance data which includes performance data regard 
ing a network over which the client requests are sent. 

5. The method of claim 1 wherein the selecting step 
includes Selecting a particular one of the Servers based on 
performance data which includes average response times for 
at least a Subset of the Servers. 

6. The method of claim 5 wherein the average response 
times are determined by monitoring previous client requests 
directed to the Service. 

7. The method of claim 6 wherein the average response 
time for at least one of the Servers includes a weighted 
average response time, wherein more recent responses are 
weighted more heavily than leSS recent responses. 

8. The method of claim 5 wherein the average response 
times are determined by utilizing probe messages Sent by the 
client agent to the Servers. 

9. The method of claim 1 wherein the selecting step 
includes Selecting a Server in the Server pool in accordance 
with a probabilistic routing Strategy which routes client 
requests Such that a Server in the pool which provides the 
fastest response is more likely to receive Subsequent client 
requests than a Server in the pool which provides a slower 
response. 

10. The method of claim 9 wherein the probabilistic 
routing Strategy routes multiple client requests Such that at 
least one client request is directed to each of the Servers in 
the pool. 

11. The method of claim 1 further including the step of 
delivering the address information and other Server-Site 
Specific information to the client agent by a Server agent 
asSociated with the Server pool. 

12. The method of claim 11 wherein the server agent 
determines whether the address information used by the 
client agent to route the client request is outdated by 
examining a timestamp transmitted by the client agent with 
the client request. 

13. The method of claim 11 wherein the server agent 
provides updated address information in its response to the 
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14 
client request if it determines that the address information 
used by the client agent to route the request is outdated. 

14. The method of claim 1 further including the step of 
transmitting at least a portion of the additional information 
in the form of pricing information to the client agent, 
wherein the pricing information establishes a Service price 
asSociated with each of at least a Subset of the Servers in the 
Serverpool, based on the target operating point for the Server 
pool. 

15. The method of claim 14 wherein at least a portion of 
the pricing information is generated by a pricing manager 
and transmitted from the pricing manager to a server agent 
and from the Server agent to the client agent. 

16. The method of claim 14 wherein at least a portion of 
the pricing information is generated by Server agents asso 
ciated with the servers and transmitted from the server 
agents to the client agent. 

17. The method of claim 14 wherein the pricing informa 
tion includes a discount factor for each of the Servers in the 
pool, and the discount factor for a given Server reflects the 
relative Sensitivity of the client agent to the responsiveness 
of that server. 

18. The method of claim 17 wherein the selecting step 
includes Selecting one of the Servers based on performance 
data which includes an average response time of each Server 
multiplied by its corresponding discount factor. 

19. The method of claim 17 further including the step of 
updating the discount factors in accordance with an adaptive 
algorithm. 

20. The method of claim 17 wherein a single set of 
discount factors are Supplied to each of a plurality of client 
agents processing client requests directed to the Service 
hosted by the server pool. 

21. An apparatus for processing a client request directed 
to a Service hosted by a pool of Servers, the apparatus 
comprising: 

a processor for implementing a given client agent which 
is operative to intercept a client request directed from 
a corresponding client to the Service hosted by the 
Serverpool, and to Select a particular one of the Servers 
in the Server pool to which to route the client request 
based on address information and performance data 
regarding the Servers, the given client agent gathering 
at least a portion of the address information and the 
performance data by processing responses to one or 
more previous client requests generated by the corre 
sponding client and directed by the client agent to 
Servers of the Server pool using a routing Strategy 
which ensures that each of the Servers in the Serverpool 
receives at least one client request, wherein the Server 
Selection operation further utilizes additional informa 
tion received from an entity associated with the Server 
pool Such that a plurality of otherwise non-cooperating 
client agents including the given client agent route their 
requests in accordance with a target operating point for 
the Server pool; and 

a memory associated with the processor for Storing at 
least a portion of the address information and perfor 
mance data. 

22. The apparatus of claim 21 wherein at least a portion 
of the performance data is gathered by the client agent. 

23. The apparatus of claim 21 wherein the processor is 
implemented at least in part within the client. 

24. The apparatus of claim 21 wherein the processor is 
co-located with the client. 

25. The apparatus of claim 21 wherein the processor is 
directly coupled to the client. 
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26. The apparatus of claim 21 wherein upon an initial 
client request to the Service hosted by the Server pool, the 
client agent retrieves the address information from a 
response to the initial request received from a Server in the 
Server pool. 

27. The apparatus of claim 21 wherein the processor is 
operative to Select a particular one of the Servers based on 
performance data which includes performance data regard 
ing a network over which the client requests are sent. 

28. The apparatus of claim 21 wherein the processor is 
operative to Select a particular one of the Servers based on 
performance data which includes average response times for 
at least a Subset of the Servers. 

29. The apparatus of claim 28 wherein the average 
response times are determined by monitoring previous client 
requests directed to the Service. 

30. The apparatus of claim 29 wherein the average 
response time for at least one of the Servers includes a 
weighted average response time, wherein more recent 
responses are weighted more heavily than leSS recent 
responses. 

31. The apparatus of claim 28 wherein the average 
response times are determined by utilizing probe messages 
Sent by the client agent to the Servers. 

32. The apparatus of claim 21 wherein the client agent is 
operative to Select a Server in the Server pool in accordance 
with a probabilistic routing Strategy which routes client 
requests Such that a Server in the pool which provides the 
fastest response is more likely to receive Subsequent client 
requests than a Server in the pool which provides a slower 
response. 

33. The apparatus of claim 32 wherein the probabilistic 
routing Strategy routes multiple client requests Such that at 
least one client request is directed to each of the servers in 
the pool. 

34. The apparatus of claim 21 wherein the address infor 
mation and other Server-Site Specific information are deliv 
ered to the client agent by a Server agent associated with the 
Server pool. 

35. The apparatus of claim 21 wherein client agent 
transmits a timestamp with the client request, Such that a 
Server agent associated with the Server pool can determine 
whether the address information used by the client agent to 
route the client request is outdated. 

36. The apparatus of claim 21 wherein the client agent is 
operative to retrieve updated address information for the 
Servers of the Server pool from a response to the client 
request. 

37. The apparatus of claim 21 wherein the client agent is 
further operative to receive at least a portion of the addi 
tional information in the form of pricing information asso 
ciated with the Server pool, wherein the pricing information 
establishes a Service price associated with each of at least a 
Subset of the Servers in the Server pool, based on the target 
operating point for the Server pool. 

38. The apparatus of claim 37 wherein at least a portion 
of the pricing information is generated by a pricing manager 
and transmitted from the pricing manager to a server agent 
and from the Server agent to the client agent. 

39. The apparatus of claim 37 wherein at least a portion 
of the pricing information is generated by Server agents 
asSociated with the Servers and transmitted from the Server 
agents to the client agent. 

40. The apparatus of claim 37 wherein the pricing infor 
mation includes a discount factor for each of the Servers in 
the pool, wherein the discount factor for a given Server 
reflects the relative Sensitivity of the client agent to the 
responsiveness of that Server. 
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41. The apparatus of claim 40 wherein the client agent 

Selects one of the Servers based on performance data which 
includes an average response time of each Server multiplied 
by its corresponding discount factor. 

42. An apparatus for processing a client request directed 
to a Service hosted by a pool of Servers, comprising: 
means for intercepting a client request directed to the 

Service hosted by the Server pool; and 
means for Selecting a particular one ofthe Servers in the 

Serverpool to which to route the client request based on 
address information and performance data regarding 
the Servers, wherein at least a portion of the address 
information and the performance data is gathered by a 
given client agent associated with the client, the given 
client agent gathering the portion of the address infor 
mation and the performance data by processing 
responses to one or more previous client requests 
generated by the corresponding client and directed by 
the client agent to Servers of the Server pool using a 
routing Strategy which ensures that each of the Servers 
in the Server pool receives at least one client request, 
and further wherein the Selecting means utilizes addi 
tional information received from an entity associated 
with the server pool such that a plurality of otherwise 
non-cooperating client agents including the given client 
agent route their requests in accordance with a target 
operating point for the Server pool. 

43. A method of processing a client request directed from 
a client to a Service hosted by a pool of Servers, the method 
comprising the Steps of: 

generating pricing information which establishes a Ser 
Vice price associated with each of at least a Subset of the 
Servers in the Server pool, based on a target operating 
point for the Server pool; and 

transmitting the pricing information to the client, Such 
that a client agent associated with the client is enabled 
to Select a particular one of the Servers in the Server 
pool to which to route the client request based at least 
in part on the pricing information, the client agent 
gathering address information and performance data 
used in the Select operation by processing responses to 
one or more previous client requests generated by the 
client and directed by the client agent to Servers of the 
Server pool using a routing Strategy which ensures that 
each of the Servers in the Server pool receives at least 
one client request. 

44. The method of claim 43 wherein at least a portion of 
the pricing information is generated by a pricing manager 
asSociated with the Server pool and transmitted from the 
pricing manager to a client agent associated with the client. 

45. The method of claim 43 wherein at least a portion of 
the pricing information is generated by Server agents asso 
ciated with the servers and transmitted from the server 
agents to a client agent associated with the client. 

46. The method of claim 43 wherein the pricing informa 
tion includes a discount factor for each of the Servers in the 
pool, wherein the discount factor for a given Server reflects 
the relative Sensitivity of the client agent to the responsive 
neSS of that Server. 

47. A method of processing a client request directed from 
a client to a Service hosted by a pool of Servers, the method 
comprising the Steps of: 

intercepting a client request directed to the Service hosted 
by the Server pool; and 

Selecting a particular one of the Servers in the Server pool 
to which to route the client request based on address 
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information and performance data regarding the 
Servers, wherein the intercepting and Selecting Steps are 
implemented in a client agent associated with the 
client, the client agent gathering at least a portion of the 
address information and the performance data by pro 
cessing responses to one or more previous client 
requests generated by the corresponding client and 
directed by the client agent to Servers of the Serverpool 
using a routing Strategy which ensures that each of the 

18 
Servers in the Server pool receives at least one client 
request, and further wherein the Selecting Step utilizes 
additional information received from an entity associ 
ated with the server pool such that a plurality of 
otherwise non-cooperating client agents including the 
given client agent route their requests in accordance 
with a target operating point for the Server pool. 

k k k k k 
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