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Abstract

This paper describes an access control model based on X.509v3 certi�cates

for user authorization on HTTP servers secured by SSL.

The authorization model presented is based on the concept of authentica-

tion roles , that are the handlers that identify a single certi�cate (or a group

of them) inside the access control list (ACL). The separation between authen-

tication (role mapping) and authorization makes simple to write ACLs, and

at the same time provides enough 
exibility to �lter authorized certi�cates.

The authorization model is presented, critically analyzed, and compared

with the basic HTTP authentication scheme. Finally the implementation of

this authorization model is given. It has been developed as a module for the

Apache-SSL HTTP server, the SSL version of the most widely used WWW

server on Unix platforms.
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1 INTRODUCTION

The work presented on this paper has been developed within a project for the

secure exchange of documents in the Italian public administration (Lioy et al.

1997). The need to share and distribute documents between the departments

and the citizens, drove us to the development of an information system based

on a standard WWW server, secured by SSL (Freier et al. 1996), that acts

as a safe repository for signed and encrypted documents. The main problem

here is to strongly authenticate users in order to authorize them to act as a

document reader or as a document author.

While the user authentication can be provided at the protocol level through
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the SSL option (client authentication) that compulsory requires a valid X.509v3

certi�cate to the client, the user authorization must be provided at the ap-

plication level by the WWW server. Nevertheless, the most common HTTP

servers still don't support methods for strong user authorization.

The only widely used standard authorization method is the HTTP basic

authentication scheme that is based on username and password. This approach

provides a very low security level also when used together with a channel

security protocol such as SSL, because authentication relies on passwords

that could be guessed by malicious third parties or unproperly managed by

users. Some SSL secured HTTP servers o�er few con�guration directives that

allow �ltering between valid certi�cates presented from the client, but what

is needed is a 
exible mechanism that allows a \per-directory" control on

accessing documents.

Thawte Consulting proposed the Strong Extranet c
 system (Shuttleworth

1998), that embeds in each X.509v3 certi�cate a number of SubjectAltName

private extensions. Each extension maps a relative identity (e.g. the student

member number of a university, or the customer number of a bank) on the

absolute identity of the certi�cate holder. The relative identity becomes the

principal for authorization, and each institution can easily check the relative

identity of its own members, regardless the other identities, absolute or rel-

ative, carried by the user certi�cate. The biggest drawback of this proposal

is that each time a user needs a new relative identity he needs to get a new

certi�cate from its CA. This can be a serious problem in �rst-click contacts

between potential customers and Internet on-line service providers. Further-

more, a company that wants to start authorization check based on relative

identity needs a special agreement with the CAs that distribute certi�cates

to its users. Both this problems are, of course, less relevant in an Extranet

environment, but make the Strong Extranet c
 system di�cultly suitable for

wide open community of users.

In order to provide access security to distributed computer applications,

a big e�ort has been done in the research area known as RBAC (Role-based

Access Control). RBAC models (Sandhu et al. 1994) (Jaeger et al. 1995),

aim to de�ne a framework in which users are mapped on roles that become

the principals for authorization. Tari and Chan de�ned a very interesting and

complete RBAC model (Tari et al. 1997) for intranet security that identi�es

two separated hierarchies of roles: the local role hierarchy describes permission

of objects to use individual server's resources, while the global role hierarchy

relates to resource accessibility across the whole intranet. The model addresses

very well the problem of access control in an intranet environment, but in order

to be implemented in the existing web servers requires in-depth changes to

the architecture of the server.

In the de�nition of our access control model we followed a very pragmatic

approach: we need a system for the secure management and distribution of

documents within communities like the employee of a municipality or be-
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tween the di�erent departments of the public administration. The users of

these communities are certi�ed by separated, but interoperable, CAs within

the ICE-TEL infrastructure (Chadwick et al. 1997), an European-wide public

key certi�cation infrastructure sponsored by the European Union (DG-XIII)

within the TELEMATICS for research initiatives . This means that the prin-

cipal for the authentication is the general purpose X.509v3 certi�cate held by

each user of di�erent communities, and that access authorization to a web

server must rely on local roles, simply mapped on the general purpose certi�-

cate by the local webmaster. The mapping between roles and certi�cates, as

well as the ACLs that state the access rights for each role, must use a syn-

tax that is a natural extension of the con�guration rules for the Apache-SSL

HTTP server, the SSL version of the most widely used WWW server on Unix

platforms. Nevertheless the model must be 
exible enough to be extended

and adapted to work within di�erent architectures, such as the Netscape En-

terprise web server or similar commercial products. It should be emphasized

that the proposed authorization model, although based on the X.509 stan-

dard, doesn't requires the support of the X.500 directory. We are planning

to extend the model to use the secure LDAP (Lightweight Directory Access

Protocol) protocol to retrieve the role de�nitions: this would allow to increase

the scope of roles from a single server to the enterprise-wide domain.

The following sections describe the access control model and its implemen-

tation as an authorization module for the Apache-SSL server. After a short

analisys of the basic HTTP authentication scheme, our authorization model is

presented and critically analyzed. Finally a description of the main problems

encountered on implementing the authorization model is given, along with

directions for future work.

2 THE BASIC HTTP AUTHENTICATION SCHEME

The only authentication and authorization standard for the HTTP protocol

is the basic HTTP authentication scheme. Despite of its name it is used not

only for authentication, but also for authorization.

The principal for authentication is the pair username/password provided by

the remote user that would like to access a protected document. The message

exchange between client and server is as follows:

1. the client sends an ordinary HTTP request for a protected document

2. the server answers that access to that document is denied, sending an

HTTP unauthorized message, with the name of the authentication realm

to which the document belongs

3. the client asks the user for her/his authentication principal (username and

password) for the speci�ed realm

4. the client sends again the HTTP request for the protected document, to-

gether with the username and the password base-64 encoded
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Figure 1 The basic HTTP authentication (and authorization) scheme

It should be noted that the base-64 encoding of username and password does-

n't provide any further level of security to the password transmission. Only

the SSL channel encryption grants secrecy and integrity when a password is

transmitted over the network.

The received authentication principal must be checked by the server in

order to identify the user and authorize the requested operation. This is done

in three separate steps (Figure 1):

authentication: the username and the password are checked against the �le

.htpasswd, that contains pairs of valid username and password. If this step

fails, the access to the protected document is denied because the user is

unidenti�ed

group mapping: the valid username is mapped on one or more groups de-

scribed in the �le .htgroup. This step would be absent if group authoriza-

tion is not required

authorization: the username and, if present, the group identities are checked

against the ACL .htaccess. The requested operation is performed by the

WWW server only if the user is authorized to access the protected docu-

ment with the requested HTTP method (GET, POST, PUT, DELETE or

HEAD). If the user is not present into the ACL, an unauthorized message is

sent back to the client and the access to the protected document is denied

3 THE PROPOSED AUTHORIZATION MODEL

The e�orts in de�ning new proposals for public-key based infrastructure, such

as the MIT SDSI (Simple Distributed Security Infrastructure) (Rivest et al.

1996) or the IETF SPKI (Simple Public Key Infrastructure) (Ellison et al.

1997), and works like the one of Blaze, Feigenbaum, and Lacy (Blaze et al.

1996) are based on the assertion that schemes like X.509v3, that require global

certi�cate hierarchies, are both excessively complex and incomplete. The use

uiiw 

uiiw 

uiiw 
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of an infrastructure that depends on global name spaces e�ectively requires

formalization of many aspects, but it is possible to design real applications

that rely on such infrastructure for the access control.

In our authorization model the principal for authentication and authoriza-

tion is the X.509v3 certi�cate presented from the client when the protected

document is requested. Table 1 shows the main elements of our authentica-

tion scheme in terms of access matrix model (Ford 1994). The user identity

is related to the subject �eld of the client certi�cate and can be mapped over

one or more authentication roles , that are the handlers that identify a single

certi�cate (or a group of them) inside the ACL. The protected resources are

the HTTP methods of access to a document: GET, POST, PUT, DELETE

and HEAD. In order to better identify the remote user, some restrictions on

other �elds of the client certi�cate could be necessary. As an example, we

could trust the identity of an employee only if the presented certi�cate has

been released from his company CA.

User identity Role Type Methods Restrictions

/C=IT mayor individual GET, issuer=...

/O=Torino Municipality POST, size>=...

/OU=Town Council PUT, valst>...

/CN=Valentino Castellani DEL, valend<...

/Email=vale@torino.it HEAD

/C=IT counselor group GET, issuer=...

/O=Torino Municipality POST, size>=...

/OU=Town Council PUT, valst>...

/CN=([^/]*) DEL, valend<...

/Email=([^/]*)@torino.it HEAD

Table 1 Access matrix of the authorization model

This model maintains the ACL structure simple and, together with the use

of regular expressions (REs) for the role-mapping of group of users, allows


exibility and e�ciency in de�ning roles.

The proposed authorization scheme, as shown in Figure 2, has three steps

(signature check, role mapping, and authorization check) that are explained

in the following sections.

3.1 Signature check

The �rst step of the authorization scheme is performed from the WWW server

at the begin of each SSL connection: the X.509v3 certi�cate presented from the

client is accepted only if it has been signed from a CA that belongs to a trusted

hierarchy. The list of trusted hierarchies is under the control of the webmaster,
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Figure 2 The proposed authorization scheme

and the user that publishes a protected document can only restrict the domain

of trusted CAs. If the presented certi�cate is valid, the SSL connection goes

on and the certi�cate is used as the principal for authorization.

3.2 Role mapping

In the second step of the authorization scheme the presented certi�cate is

mapped over one or more authentication roles, in according to the roles de�-

nition �le (.SSLrole). A di�erent version of the �le can be speci�ed for each

protected sub-tree of the �lesystem and contains a description of the authen-

tication roles in terms of �elds of the X.509v3 certi�cates. A simpli�ed version

of the proposed syntax for role de�nition is given in Table 2.

role ::= rolename ":" role_def { operator role_def }

operator ::= "and" | "or" | "not"

role_def ::= cert_spec | chertchain_spec | role_spec

cert_spec ::= "cert" [ not ] field_spec

certchain_spec ::= "certchain" [ not ] field_spec

role_spec ::= "role" [ not ] rolename

field_spec ::= field_name "=" | "!=" | ">" | "<" field_value

field_name ::= "subject" | "issuer" | "valst" | "valend" |

"size" | "alg" | "exp"

field_value ::= valid value for an X.509v3 field, with REs

rolename ::= string

Table 2 Syntax of the proposed role de�nition

The role mapping can be done in terms of three directives:

� the cert directive acts on the standard �elds of the X.509v3 certi�cate

presented from the client
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� the certchain directive acts as the cert one, but it applies on one of the

certi�cates of the certi�cate-chain presented from the client. This allows a

speci�c control on the CAs of the trusted hierarchy: for example, we can

map a certi�cate on a role only if it has been released from a CA that is

within the hierarchy of another trusted CA.

� the role directive allows the de�nition of an authentication role in terms

of previously de�ned roles.

The directives cert and certchain act on the standard attributes of the

X.509v3 certi�cates such as: the subject, the issuer, the start validity date,

the end validity date, the size of the public key, the algorithm used to sign

the certi�cate, and the exponent of the public key.

An example of authentication roles de�nition is given in Table 3. It should

be noted that the use of REs allows the map of a group of certi�cates on a

single role maintaining the �le .SSLrole compact and easy to understand.

mayor: cert \

"subject=/C=IT/O=Torino Municipality/OU=Town Council\

/CN=Valentino Castellani/Email=vale@torino.it"\

and cert "issuer=/C=IT/O=Torino Municipality\

/CN=Torino Municipality CA"

counselor: cert "subject=/C=IT/O=Torino Municipality\

/OU=Town Council/(.*)" \

and cert "issuer=/C=IT/O=Torino Municipality/CN=CA"

mayor-assistant: ( cert \

"subject=/C=IT/O=Torino Municipality/OU=Mayor Staff\

/CN=Marco Rossi/Email=rossi@torino.it" \

or cert \

"subject=/C=IT/O=Torino Municipality/OU=Mayor Staff\

/CN=Ugo Bianchi/Email=bianchi@torino.it" ) \

and cert "issuer=/C=IT/O=Torino Municipality/CN=CA"

anybody: cert "subject=(.*)"

Table 3 An example for the �le .SSLrole

3.3 Authorization check

In the last step of the authorization scheme (see Figure 2) the authentication

roles of the presented certi�cate are checked against the ACL stored in the

.htaccess �le. The requested operation is performed if, for the requested

method, one of the authentication roles matched from the client certi�cate is

present in the ACL.

The proposed syntax for the entries of the ACL is shown in Table 4. The
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valid-cert directive allows the access to the protected HTTP method to

any of the roles mapped in the .SSLrole �le. A further re�nement between

valid roles can be done using the cert directive followed by valid role names

for the protected method. This directive is especially useful in order to share

a single role-de�nition �le between many protected resources with di�erent

access domains.

acl_entry ::= "require" acl_entry_type

acl_entry_type ::= "valid-cert" | role_directive | cert_directive

role_directive ::= "role" rolename {rolename}

cert ::= "cert" certname {certname}

certname ::= string

Table 4 The proposed syntax for the ACL entries

The proposed authorization framework acts as a placeholder for the basic

HTTP authentication scheme. This is the reason for the �rst two lines of the

sample .htaccess �le, shown in Table 5, in which the type and the name

of the authentication method are speci�ed. The AuthSSLRoleFile directive

speci�es the name of the �le used for the role mapping. The require directive,

that identify valid roles, is placed inside a Limit directive that specify which

are the protected methods. The root directory of the protected �lesystem

subtree is identi�ed from the location of the �le .htaccess.

AuthType Basic

AuthName SSL Client Authorization

AuthSSLRoleFile /services/httpsd/support/.SSLrole

<Limit PUT DELETE>

require role mayor-assistant mayor

</Limit>

<Limit GET>

require role counselor mayor-assistant

</Limit>

Table 5 An example for the �le .htaccess

4 IMPLEMENTATION

An implementation of the proposed authorization model has been written as

a separate module for the Apache-SSL HTTP server. We chose the Apache

server not only because it is the most widely used WWW server for Unix

platforms, but also for the complete modularity of the code. The server is
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written as a simple core program in C that performs the basic HTTP tasks;

all other functionalities are provided from separated modules invoked from

the core.

We developed a module called mod auth ssl that is invoked just before the

standard module that performs the basic HTTP authentication scheme. If

the module �nds the directive AuthSSLRoleFile for the requested document,

the X.509v3 certi�cate presented from the client is used as the principal for

authorization.

In order to maintain full compatibility with the basic HTTP authentication

scheme, we use an Apache-SSL directive (SSLFakeBasicAuth) that forces the

core module to �ll the username and password �elds of the received HTTP

request with the certi�cate subject. In this way the core program doesn't

follow the standard basic HTTP authentication scheme asking the remote

user for username and password, but directly call the authorization module

to perform X.509-based authorization.

Normally if the authorization based on the client certi�cate fails, the HTTP

connection is refused. Nevertheless we designed a directive for the .htaccess

�le (AuthSSLAuthoritative off) that, if the X.509v3 role mapping fails,

let the basic HTTP authentication scheme going on. In this case if the user

provides correct username and password, he can get the document also if he

doesn't hold an authorized certi�cate. This feature can be used, for example,

to provide temporary access (with weak authentication) to users that still

don't hold an authorized X.509v3 certi�cate.

5 OPEN ISSUES AND FUTURE WORK

The authorization model presented, that is based on the concept of authentica-

tion role, can be a valid support for access control on HTTP servers secured by

SSL. The separation between authentication (role mapping) and authorization

makes simple to write ACLs, and at the same time provides enough 
exibility

to �lter authorized certi�cates. If the group of users that must be authorized

is certi�ed from a special purpose CA, is very simple to map the group on a

single role and write an ACL that doesn't need any further modi�cation in

order to authorize new group members.

The implementation of the proposed authorization model still needs some

test, especially in the interaction with the other authentication methods in

which the authorization process can fall back if the X.509v3 authentication

fails.

Future work is oriented to provide a scheme in which the de�nition of roles

can be abstracted from the server level, and rosen up to the intranet domain

level. This will allow the control of user access to replicated services without

the need of replicating the role de�nition. The integration of the proposed au-

thorization model with secure LDAP (Lightweight Directory Access Protocol)

servers, for example, could lead to an enterprise-wide de�nition of roles. More-
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over, the introduction of the concept of protection domain derivation (Jaeger

et al. 1997) could allow the interoperability between roles de�ned in di�erent

domains, allowing the use of roles de�ned inside other trusted domains.

The use of the described authorization model in a complex information

system, such the ones of a public administration, will certainly provide a

valid testbed for the whole system. Moreover, the valuable feedback from

the user community will help us on improving the characteristics of the �nal

implementation.
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