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(57) ABSTRACT

A system and method for providing secure authentication for
website access or other secure transaction. In one embodi-
ment, when a user accesses a website, the web server
identifies the user, and sends an authentication request to the
user’s mobile device. The mobile device receives the
authentication requests and sends back authentication key to
the web server. Upon verifying the authentication key, the
web server grants the access to the user.
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SYSTEM AND METHOD FOR
AUTHENTICATING REMOTE SERVER
ACCESS

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention generally relates to wireless
telecommunications, and more specifically, relates to a sys-
tem and method for authenticating server access requests
through wireless communication network.

[0003] 2. Description of the Related Art

[0004] The Internet is becoming a ubiquitous part of
modern life with wireless and remote access common in
large urban areas. People can access all kinds of information
by searching the Internet and can also perform many func-
tions of their daily life. People can pay utility bills, buy
groceries, and rent videos all by accessing websites through
the Internet. As people access different websites for different
services, they have to remember different login information
and passwords. Often people choose easy identification
information and passwords, so they can easily remember
them. However, information that is easy to remember also
tends to have a low security level. To make things worse,
often users write down their login information and pass-
words and thus making the information easily accessible to
others.

[0005] Besides not securely guarding website login infor-
mation, users have also become targets of increasingly
creative cyber criminals using the Internet. One example of
a crime using the Internet is “phishing,” in which an
authentic-looking email is sent to an unsuspected user
asking the user to verify his information by clicking on a
web link. The email looks authentic to the emails normally
sent by another entity, such as the user’s bank. After the user
clicks on the web link, an authentic looking bank web page
is shown to him and he is asked to log in. After the user types
in his identification information and password, the informa-
tion is then captured by criminals who are actually operating
this authentic-like web page. The criminals can then use the
captured information to access the user’s bank account and
transfer the money out of the user’s account. Usually, the
user does not learn about the problem until it is too late to
stop a fraudulent transfer.

[0006] Some websites have addressed the security issue by
using smart cards or hardware tokens. However, these
solutions either require users to carry extra piece of hard-
ware, or the user’s computers be fitted with special hard-
ware. These solutions generally create inconvenience to the
users and increase the cost for the website operators. There-
fore, it is desirous to have an apparatus and method that
provides additional security to website accesses without
requiring additional equipment.

SUMMARY OF THE INVENTION

[0007] Briefly described, the apparatus and method of the
invention provides secure authentication for website
accesses from a remote wireless computer device. In one
embodiment, there is provided a method for authenticating
a user accessing a website. The method includes receiving
user information from the user, identifying a communication
device for the user, transmitting an authentication request to
the communication device, receiving an authentication
response from the communication device, and granting the
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user access to a website. In another embodiment, the method
for authenticating a user accessing a website includes receiv-
ing an authentication request from a server, prompting the
user to enter an identification information, verifying the
identification information and sending authentication key to
the server.

[0008] In yet another embodiment, an apparatus is pro-
vided for authenticating a user accessing a website, wherein
the user has a wireless device. The apparatus includes a
network interface unit, a storage unit, and an authentication
unit. The network interface unit is capable of communicat-
ing with computing devices and wireless devices, receiving
a website access request from a computing device and
transmitting website contents to the computing device, send-
ing an authentication request to the wireless device, and
receiving authentication information from the wireless
device. The storage unit is for storing user profiles and the
website contents. The authentication unit is for analyzing the
website access request, identifying a user profile, assembling
the authentication request, and analyzing the authentication
information.

[0009] In yet another embodiment, a system for securely
authenticating a user requesting access to a website is
provided. The system includes at least one computing device
connected to a computer network and capable of accessing
websites through the computer network, at least one wireless
device in communication with a wireless communication
network, and a server storing website contents for a website.
The server is in communication with the computer network
and the wireless communication network and is capable of
receiving an access request from the at least one computing
device and sending an authentication request to the at least
one wireless device. The server further is capable of receiv-
ing authentication information from the at least one wireless
device and sending an access grant to the at least one
computing device.

[0010] Other advantages and features of the present inven-
tion will become apparent after review of the hereinafter set
forth Brief Description of the Drawings, Detailed Descrip-
tion of the Invention, and the Claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 illustrates an exemplary architecture of a
network supporting secure website access authentication.
[0012] FIG. 1A illustrates an exemplary architecture of
one embodiment of a user computer in communication with
a user communication device to access a website.

[0013] FIG. 2 is a block diagram of an exemplary embodi-
ment of a wireless device seeking to access a website.
[0014] FIG. 3 illustrates information exchange during an
authentication process.

[0015] FIG. 4 is a flow chart for an exemplary embodi-
ment of an authentication process.

DETAILED DESCRIPTION OF THE
INVENTION

[0016] In this description, the terms “wireless device,”
“wireless telephone,” and “mobile device” are used inter-
changeably; the terms “authentication information,” and
“authentication key” are used interchangeably. The term
“application” as used herein is intended to encompass
executable and nonexecutable software files, raw data,
aggregated data, patches, and other code segments. Further,
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like numerals refer to like elements throughout the several
views, and the articles “a” and “the” includes plural refer-
ences, unless otherwise specified in the description.

[0017] In overview, the system and method enables a
secure authentication for website access. When a user
accesses a website, he provides his user identification infor-
mation (UID), such as user name, to the website. The
website receives this information identifies the user and
sends a short message to a pre-designated wireless device
belonging to the user. The wireless device receives the short
message and sends back a confirmation key to the website.
The website confirms the confirmation key and grants access
to the user. Note that, in one embodiment, no password is
provided by the user when he first accessed the website, and
the security is provided through the confirmation key stored
in his wireless device. Moreover, while the exemplary
embodiment of the invention is to access the website, other
sites and computer interconnection where secure access is
required are possible through the authentication process
described herein, such as mailbox access, key transfer, portal
handover, and other secure transactions as known in the art.
[0018] FIG. 1 depicts a communication network 100 sup-
porting the present invention. The communication network
100 includes one or more communication towers 104, each
connected to a base station (BS) 108 and serving users with
communication device 102. The communication device 102
can be cellular telephones, pagers, personal digital assistants
(PDAs), laptop computers, or other hand-held, stationary, or
portable communication devices that support wireless com-
munication. The commands and data input by a user are
transmitted as digital data to the communication tower 104.
The communication between a user using a communication
device 102 and the communication tower 104 can be based
on different technologies, such code division multiple access
(CDMA), time division multiple access (TDMA), frequency
division multiple access (FDMA), the global system for
mobile communications (GSM), or other protocols that may
be used in a wireless communications network or a data
communications network.

[0019] Information between the wireless device(s) 102
and website is transmitted through data packets over the
communication network 100. The wireless communication
device 102 sends and receives data packets on an assigned
communication channel and control data are sent and
received through a data channel. The data packets from each
device is sent from the communication tower 104 to a base
station (BS) 108, and forwarded to a mobile switching center
(MSC) 110, which may be connected to a public switched
telephone network (PSTN) 112 and the Internet 114.
[0020] In an alternative embodiment (not shown), the
MSC 110 may not be needed in a data-only network. In such
embodiment, data packets are sent by the BS 108 to a packet
data serving node and/or other servers for processing. The
data packets are transmitted between the wireless device 102
and the BS 108 according to a predefined protocol such as
Real-time Transport Protocol (RTP), TCP/IP, or other suit-
able protocols. The information embedded in the data pack-
ets, after processing, may be sent to a server 116 on the
Internet, where the information is used. The server 116 may
host a website that can be accessed by user computers, 118
and 120, through the Internet 114.

[0021] The network 100 as shown in this embodiment
supports secure website authentication for a user on a
computer 118 that attempts to access a website hosted by the
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server 116 through the Internet 114. It should be noted that
the computer 118 could also have a wireless component,
such as a cellular modem or other interface, such that there
is not a separate computer 118 and wireless device 102, and
thus the access and authentication could occur at the same
device using the wireless communication pathway. In the
present embodiment, however, the website prompts the user
for an UID. The website (server 116) receives the UID and
retrieves the user information stored in a user profile. From
the user information, the server 116 identifies a wireless
device 102 to which an authentication request is sent. The
authentication request travels through the Internet and is
transmitted (here as a short message through a short message
service (SMS)) to the wireless device 102. The wireless
device 102 receives the SMS message and prompts the user
to enter a security code. The security code may be a personal
identification number (PIN) or other key. The wireless
device 102 receives the PIN, verifies that the user is the
proper owner of the wireless device 102, and sends an
authentication confirmation (or an authentication key) back
to the server 116. Only after receiving the authentication
confirmation (or key and verifying the authentication key),
will the server 116 grant the website access to the user.
Alternatively, the website can generate a session identifica-
tion information (session ID) and this session 1D is provided
to the user via the web page. The user would enter this
session ID into the wireless device 102 along with the PIN.
The session 1D is then sent to the server along with the
authentication key and used to identify the web access that
the user is attempting to access.

[0022] FIG. 1A illustrates an exemplary architecture of
one embodiment of a user computer 118 in communication
with a user communication device 102 to access a website.
The user computer 118 requests to access website (step 120)
and the request can include a UserID, a Password, and/or
any other data (such as a “Cookie” or other temporary
internet file) that identifies the user. Based on User’s Request
(step 120) the server 116 and or other devices in commu-
nication therewith that can support a website, obtain User
data (step 122) to communicate with User’s communication
device, which may include a communications Device ID;
and Communications Device IP; a Communications Device
phone # or PIN;, or other identitying data as known in the art.
In some embodiments, the web’s server 116 then transmits
a session ID back to the user computer as shown at step 123.
The web server 116 transmits In parallel or separate execu-
tion, the web server 116, requests authentication through an
authentication request (step 124) from the user device 102,
which accordingly receives a user response, shown at step
125, and the user device 102 then sends an authentication
response 126, that can include an Authentication Confirma-
tion, an Authentication Key, a Session 1D, an Authentication
Key encrypted with Session 1D, and/or variations of other
combinations of authentication data or session keys. The
user is then granted access to the website, shown by step
128. Note that the web server 116 can verify the location to
which the Authentication Key is sent as known in the art,
such as sending the Authentication Key to the specific
device that requested access.

[0023] FIG. 2 illustrates a block diagram 200 of a wireless
handset 102. The wireless handset 102 includes a controller
202, a storage unit 204, a display unit 212, a user interface
unit 210, an authentication unit 208, a transceiver 206, and
an antenna 214. The controller 202 can be hardware, soft-
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ware, or a combination thereof. The controller 202 is capable
of digitizing authentication information into data packets
and sending them to the server 116. The controller 202 is
also capable of receiving the data packets from the server
116 and converting them into useful information. The dis-
play unit 212 may display graphical images or information
about an incoming authentication request to the user. The
user interface unit 210 controls hardware, such as speaker,
microphone, display unit 212, and keypad used for commu-
nication with the user. The transceiver 206 transmits and
receives radio signals to and from the communication tower
104, where the radio signals include commands and the data
packets. The controller 202 interprets commands and data
received from the user and the communication network 100.
The storage unit 204 stores authentication information (key)
and other communication parameters. The authentication
unit 208 can be hardware, software, or a combination
thereof. The authentication unit 208 checks the received
authentication request, confirms the user’s identity (for
example, through input of PIN or other security protocol),
retrieves the authentication key from the storage unit 204,
and sends the authentication key to the server 116.

[0024] FIG. 3 is a diagram 300 illustrating one embodi-
ment of an information exchange during an authentication
process. When the user first establishes an account with a
secure website, the user provides his information to the web
server, information such as his wireless device number,
shown at step 302. In this embodiment, the user’s wireless
device is equipped with a special application for handling of
authentication requests received from the web server. How-
ever, the special application is not necessary for such han-
dling of authentication requests. An authentication key is
encrypted and stored in the wireless device. The authenti-
cation key can be encrypted using a user selected informa-
tion, such as a PIN. Alternatively, the authentication key
may be simply stored in the user’s wireless device and not
encrypted. The wireless device communicates with the web
server through a secure socket layer (SSL), or preferably, but
not necessarily, another secure communication link. When a
user tries to access a website through a computer on the
Internet, the computer receives the user information from the
user and sends a login request with the user’s information to
a web server hosting the website. The web server identifies
the user through the user information, retrieves a user
profile, generates a session identification (ID), and provides
the session ID to the user through a display. The web server
also sends an authentication request in a SMS message (step
304) to the user’s wireless device identified from the user
profile. The wireless device, upon receiving the SMS mes-
sage, prompts the user to enter the session ID to confirm the
user’s identity. The wireless device sends the authentication
information (authentication key) along with the session ID
back to the web server, shown at step 306. The web server
receives the authentication key, uses it to authenticate the
session, and grants access to the user, shown at step 308.
Alternatively, the authentication key stored in the wireless
device can be further encrypted using the PIN. In this case,
the PIN would not be stored in the wireless device and a
third party would not be able to retrieve the authentication
key even if in possession of the wireless device.

[0025] FIG. 4 is a flow chart 400 for one embodiment of
a website authentication process from a user computer.
When a user wants to access a website, the user provides
login information, and the login information is received by

Apr. 24, 2008

the computer, step 402. The computer then sends the login
information to a server hosting the website, step 404. The
server receives the login information, step 406, and uses the
received information to retrieve the user information, step
408. The user information includes identification informa-
tion for the user’s wireless device, and can include other
data. In this embodiment, the authentication request is sent
as a SMS message to the wireless device. Although, use of
SMS to send and/or receive the authentication request is not
necessary and other data paths can be alternately used.

[0026] The wireless device receives the SMS message,
step 412, and identifies the SMS message as an authentica-
tion request. The wireless device prompts the user to enter
a PIN and session ID, step 414. The wireless device receives
the PIN and verifies the PIN, step 416, and retrieves the
authentication key previously stored in the wireless device,
step 418. If the PIN supplied by the user is not correct, then
the wireless device starts an error handling routine, step 428.
The error handling routine may include sending a denial
message back to the server. After retrieving the authentica-
tion key, the wireless device sends the authentication key
and the session ID back to the server, step 420, through a
SSL. The server receives the authentication key, uses it to
authenticate the session, step 422, and grants the access to
the user, step 426. If the authentication information does not
authenticate the session, then the server denies the access to
the user, step 424.

[0027] In an alternative embodiment, the server generates
a session authentication code and displays this session
authentication code to the user. The user has to enter this
session authentication code in his wireless device when the
authentication request is received by the wireless device.
The session authentication code and the authentication key
are sent back to the server by the wireless device, and the
server checks for the session authentication code and the
authentication key before granting the user access to the
website. The use of session authentication code ensures that
the user accessing the website is the same person holding the
wireless device.

[0028] The following is a description of one use scenario
illustrating a website access according to the invention. John
opens a bank account with a local bank that offers on-line
banking. The local bank asks for John’s information, includ-
ing his wireless telephone number, and stores the informa-
tion. An authentication key is forwarded by the bank to a
third party who sends it to John’s wireless telephone (or
John’s computer) where it is stored. Later when John wants
to check his bank account balance, John types the web
address (a Universal Resource Locator URL address) of the
local bank into a web browser on his computer. The web
browser displays the local bank’s website and prompts John
to enter his UID. After John entered his UID, the computer
sends the UID through the Internet to a server hosting the
local bank’s website. The server uses the UID to retrieve
John’s profile and from the retrieved profile, the server
obtains John’s wireless telephone number. The server gen-
erates a session ID based upon the authentication of the user,
such as through the session identification code, and displays
it to John via a web page. The server prepares a message
with an authentication request and sends the message to
John’s wireless telephone. The message is ultimately trans-
mitted to John’s wireless telephone as a SMS message.
Alternatively, those skilled in the art will appreciate that the
message may also be sent with different formats, such as
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text, code, EMS, MMS, HTML, RTF and the like, and
through different messaging channels, to include data, voice,
or Internet (WIFI).

[0029] The wireless telephone receives the SMS message,
and then the wireless telephone prompts John to enter a PIN
and the session ID. By prompting for the PIN, the wireless
telephone ensures that the wireless device is being used by
its rightful owner. After receiving the PIN, the wireless
telephone retrieves the authentication key according to the
authentication request received. It is possible that there is
more than one authentication key stored in the user’s wire-
less telephone, and each authentication key is identified by
a corresponding authentication request. After the authenti-
cation key is retrieved, it is sent back to the server along with
the other data sufficient to create a session ID. The session
ID helps the server to associate the authentication key with
the proper web access request. After the server receives the
authentication key and the session ID, the server verifies the
authentication key and grants access to John.

[0030] In view of the method being executable on a web
server or a wireless communications device, the method can
be performed by a program resident in a computer readable
medium, where the program directs a server or other com-
puter device having a computer platform to perform the
steps of the method. The computer readable medium can be
the memory of the server, or can be in a connective database.
Further, the computer readable medium can be in a second-
ary storage media that is loadable onto a wireless commu-
nications device computer platform, such as a magnetic disk
or tape, optical disk, hard disk, flash memory, or other
storage media as is known in the art.

[0031] In the context of FIG. 4, the method may be
implemented, for example, by operating portion(s) of the
wireless communication network, such as a wireless com-
munications device or the server, to execute a sequence of
machine-readable instructions. The instructions can reside in
various types of signal-bearing or data storage primary,
secondary, or tertiary media. The media may comprise, for
example, RAM (not shown) accessible by, or residing
within, the components of the wireless communication
network. Whether contained in RAM, a diskette, or other
secondary storage media, the instructions may be stored on
a variety of machine-readable data storage media, such as
DASD storage (e.g., a conventional “hard drive” or a RAID
array), magnetic tape, electronic read-only memory (e.g.,
ROM, EPROM, or EEPROM), flash memory cards, an
optical storage device (e.g. CD-ROM, WORM, DVD, digi-
tal optical tape), paper “punch” cards, or other suitable data
storage media including digital and analog transmission
media.

[0032] While the invention has been particularly shown
and described with reference to a preferred embodiment
thereof, it is understood by those skilled in the art that
various changes in form and detail may be made without
departing from the spirit and scope of the present invention
as set forth in the following claims. For example, the
description above is based on a wireless telecommunication
network and the Internet, it is understood the apparatus,
system, and method can be easily modified to support other
type of communication infrastructure. Furthermore,
although elements of the invention may be described or
claimed in the singular, the plural is contemplated unless
limitation to the singular is explicitly stated.
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What is claimed is:

1. A method for authenticating that a valid user is access-
ing a website from a remote computer device comprising:
receiving user information from a computing device;
identifying a communication device based upon the user

information;

transmitting an authentication request to a communication
device on a wireless computer network;

receiving an authentication response from the communi-
cation device, the authentication response containing at
least an authentication key;

determining if the authentication key is valid; and

granting the computing device access to a website if the
authentication key is valid.

2. The method of claim 1, further comprising retrieving a

user profile based on the user information.

3. The method of claim 1, further comprising:

generating a session code;

displaying the session code to the user at the computing
device; and

determining if a session code received with the authenti-
cation response matches the generated session code.

4. The method of claim 1, wherein the authentication
request is transmitted using a SMS message via a wireless
communication network to the communication device.

5. The method of claim 1, wherein the computing device
is granted access by transmitting a message to the computing
device.

6. The method of claim 1, wherein the authentication
response is received via a wireless communication network
from the communication device.

7. The method of claim 1, wherein the computing device
and communication device are the same computer device.

8. A method for authenticating, through a remote wireless
device, a user accessing a website comprising:

receiving at the wireless device an authentication request
from a server;

prompting the user to enter a security code;

verifying the security code; and

sending authentication information to the server if the
security code is verified.

9. The method of claim 8, wherein the authentication
request is received by a SMS message via a wireless
communication network from the server.

10. The method of claim 8, wherein authentication infor-
mation is sent via a wireless communication network to the
server.

11. The method of claim 8, further comprising:

retrieving the authentication information; and

decrypting the authentication information.

12. The method of claim 8, wherein authentication request
is received for a user accessing a website through another
computing device.

13. The method of claim 8, further comprising:

providing a notice to the user; and

receiving a password from the user.

14. An apparatus for authenticating a user accessing a
website hosted by a remote server, comprising:

a network interface unit communicating with a wireless
communication network, the wireless communication
network being in communication with the server, the
network interface unit being capable of receiving an
authentication request from the server and transmitting
an authentication key to the server;

10
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a storage unit for storing the authentication key; and

an authentication unit for analyzing the authentication

request and decrypting the authentication key.

15. The apparatus of claim 14, wherein the authentication
unit further being capable of identifying the user through a
PIN.

16. A system for securely authenticating a user requesting
access to a website, comprising:

at least one computing device connected to a computer

network and capable of accessing websites through the
computer network;

at least one wireless device in communication with a

wireless communication network, the wireless commu-
nication network being in communication with the
computer network; and

a server hosting a website on the computer network, the

server further being in communication with the com-
puter network and the wireless communication net-
work, the server being capable of receiving an access
request from the at least one computing device and
sending an authentication request to the at least one
wireless device, the server further being capable of
receiving authentication information from the at least
one wireless device and sending an access grant to the
at least one computing device.

17. The system of claim 16, wherein the at least one
wireless device further being capable of:

receiving the authentication request via the wireless com-

munication network from the server;

prompting the user for a security code;

verifying the security code; and

sending the authentication information via the wireless

communication network to the server if the security
code is verified.

18. The system of claim 16, wherein the server further
being capable of identifying the at least one wireless device
through the access request.

19. The system of claim 16, wherein the server further
being capable of verifying the authentication information.

20. A computer-readable medium comprising instruc-
tions, which, when executed by a machine, cause the
machine to perform operations, the instructions comprising:

instructions to receive user information from a computing

device connected to a computer network;

instructions to identify a communication device for the

user;

instructions to transmit an authentication request to the

communication device;

instructions to receive an authentication response from the

communication device, the authentication response
containing at least an authentication key;

instructions to determine if the authentication key is valid;

and

instructions to grant the computing device access to the

website if the authentication key is valid.

21. The computer-readable medium comprising instruc-
tions of claim 20, further comprising instructions to retrieve
a user profile based on the user information.

22. The computer-readable medium comprising instruc-
tions of claim 20, further comprising:

instructions to generate a session code;

instructions to display the session code to the user; and
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instructions to determine if a session code received with
the authentication response matches the generated ses-
sion code.

23. The computer-readable medium comprising instruc-
tions of claim 20, further comprising instructions to transmit
a SMS message via a wireless communication network to
the communication device.

24. The computer-readable medium comprising instruc-
tions of claim 20, further comprising instructions to transmit
a message to a computer.

25. The computer-readable medium comprising instruc-
tions of claim 20, further comprising instructions to receive
an authentication information via a wireless communication
network from the communication device.

26. A computer-readable medium comprising instruc-
tions, which, when executed by a machine, cause the
machine to perform operations, the instructions comprising:

instructions to receive at the wireless device an authen-

tication request from a server;

instructions to prompt the user to enter a security code;

instructions to verify the security code; and

instructions to send authentication information to the

server if the security code is verified.

27. The computer-readable medium comprising instruc-
tions of claim 26, further comprising instructions to receive
a SMS message via a wireless communication network from
the server.

28. The computer-readable medium comprising instruc-
tions of claim 26, further comprising instructions to send the
authentication information via a wireless communication
network to the server.

29. The computer-readable medium comprising instruc-
tions of claim 26, further comprising:

instructions to retrieve the authentication information;

and

instructions to decrypt the authentication information.

30. The computer-readable medium comprising instruc-
tions of claim 26, wherein the security code is a password.

31. The computer-readable medium comprising instruc-
tions of claim 26, wherein the instructions to prompt the user
further comprise:

instructions to provide a notice to the user; and

instructions to receive the password from the user.

32. A method for providing a secure transaction for a
remote computer device to a server, comprising:

receiving user information from a computing device;

identifying a communication device based upon the user
information;

transmitting an authentication request to a communication
device;

receiving an authentication response from the communi-
cation device, the authentication response containing at
least an authentication key;

determining if the authentication key is valid; and

performing a secure transaction with the computing
device if the authentication key is valid.

33. The method of claim 32, further comprising:
generating a session code;

displaying the session code to the user at the computing
device; and
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determining if a session code received with the authenti- 35. The method of claim 32, wherein the computing
cation response matches the generated session code. device and communication device are the same computer
34. The method of claim 32, further comprising transmit- device, and the transmitting occurs on the computing device.
ting a SMS message via a wireless communication network
to the communication device. LA
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