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FIGURE S1. Secret key cryptography,

script kiddies A slang term used for

hackers who use tools written by others to
attack systems because they themselves lack
the technical knowledge and skills to write

their own tools.
SDMI & Secure DIGITAL MUSIC INITIATIVE.

secrecy Protects information from
people with unauthorized access. See also
CONFIDENTIAUTY.

secret (1) (noun) A quantity known only
to principals that can be used for AUTHENT-
CATION and encryption of information flow
between them. (2) (adjective) A label ap-
plied to CLASSIFIED INFORMATION whose unau-
thorized disclosure may cause serious dam-
age to individual, organizational, or
national security.

secret key The information that is used
for both the ENCRYPTION of data and its
subsequent DECRYPTION Typically, 2 method
needs to be used for sharing this secret key
between the parties who encrypt and de-
crypt the data.

secret key cryptography Also known
as SYMMETRIC CRYPTOGRAPHY. A scheme in
which the same key 1s used for encryPrioN
and DECRYPTION. See Figure S1.

secure communications Telecommuni-
cations secured by Tvpe 1 (US)) products
and/or PROTECTED DISTRIBUTION SYSTEMS.
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Secure Digital Music Initiative A con-
sortium of companies and organizations
with an aim to develop an open framework
for storing, playing, and distributing digital
music and to prevent the distribution of 1l-
legal copies of music. At present there are
more than 200 members in this consor-
tium representing consumer electronics, In-
ternet service providers, information tech-
nology, telecommunications, security
technology, and the music industry. It also
provides specifications for portable devices.
For more details see the information at

hup:// www.sdmi.org.

secure hash algorithm A specification
for a secure hash algorithm in which a
condensed message representation, called a
MESSAGE DIGEST, can be generated.

Secure Hypertext Transfer Protocol
Developed within the Internet standards
process, this protocol defines the secunity
additions to the HTTP protocol. This pro-
tocol 1s an application-level protocol
(TCP/1P four-laycr model and OS] seven-
layer model) and adds encryption and Au-
THENTICATION to World Wide Web com-
munications. Sec RFC 2660.

NOTE: S-HTTP i now virtually obsolete
HTTPS (HTTP using SSL) 15 currently the most

dominant protocol for protecting Web traffic, and the
ILS (TRANSPORT Layrg SECURITY) protocol 1s

being developed (RFC 2817, RFC 2818

Secure Socket Layer Protocol First in-
troduced in 1994 by Netscape (US.), us-






