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L. ASSIGNMENT
1. I have been retained on behalf of USAA Federal Savings Bank

(“USAA”) to offer technical opinions related to 10,171,689 (“the 689 patent™)
(USAA-1001). I understand that USAA is requesting that the Patent Trial and
Appeal Board (“PTAB” or “Board”) to institute an inter partes review (“IPR”)
proceeding of the *689 patent.

2. I have been asked to provide my independent analysis of the 689
patent based on the prior art publications cited in this declaration.

3. I am not and never have been, an employee of USAA. I received no
compensation for this declaration beyond my normal hourly compensation based
on my time actually spent analyzing the 689 patent, the prior art publications cited
below, and issues related thereto, and I will not receive any added compensation
based on the outcome of any IPR or other proceeding involving the *689 patent.

II. QUALIFICATIONS AND BACKGROUND INFORMATION

4. I am over the age of 18 and am competent to write this declaration. I
have personal knowledge, or have developed knowledge of these technologies
based upon education, training, or experience, of the matters set forth herein. My
qualifications are summarized here and explained in more detail in my curriculum

vitae, which is attached as Appendix A to this report. Appendix A also includes a



list of my publications and the cases in which I have testified at deposition,
hearing, or trial within the past four years.

5. I am the Founder and Chief Scientist of Crimson Vista, a computer
security research and engineering company. Furthermore, I hold appointments at
the University of Texas at Austin as an Adjunct Associate Professor in the
department of Computer Science and as a Cybersecurity Fellow in the Robert
Strauss Center for International Security and Law. The following paragraphs
summarize my professional experience.

6. I hold a Ph.D. in Computer Science from Rice University, awarded in
2009. I also received B.S. and M.S. degrees in Computer Science from Brigham
Young University in 2000 and 2004 respectively. In addition to my academic
degrees, I hold a CISSP certification.

7. In terms of industry practice, I worked professionally in various
engineering positions from 2000 to 2011. Employers and clients include
Microsoft, Google, Metrowerks, and various smaller entities. The engineering
projects included testing systems, software development kits, engineering
applications, networking components, security systems, file systems, cryptography
components, web components, package management, and virtual-machine-based
infrastructure. I also worked with software development infrastructure such as

testing systems, source code repositories, code reviews, network security



components, remote access systems, virtual private networks, routing, firewalls,
webmail components, web servers, embedded devices, embedded deployment, and
cross-architecture toolchains. Throughout my engineering years I wrote hundreds
of thousands of lines of computer code in C++, C, Python, Perl, Java, Go, Ruby,
and other languages.

8. I have provided professional services in a wide range of computer
science areas from 2009 to the present. These services include forensic source
code review, forensic data collection and analysis, evaluation of security and
privacy, risk assessment, threat analysis, and audit and compliance. My clients
have included companies of all sizes including Fortune 50 entities, Tier-1 banks,
security companies, medical companies, heavy industry, insurance companies,
software companies, and start-ups. [ was also invited to provide some analysis for
United States Department of Justice in an antitrust investigation. The technologies
related to these engagements include secure email, cloud-based multimedia
delivery, document signing, anti-virus and anti-intrusion, high-performance
routing, networking protocol stacks in mobile devices, PBX telecommunications
software, VolP, high-frequency trading, e-commerce, antivirus, cloud systems,
digital radios, mobile devices, video games, industrial controls, deep learning

systems, medical software, cryptocurrency, and peer-to-peer communications.



0. In my various projects, I have investigated various cybersecurity
incidents, intrusions, and compromises. My assignments include a forensic
reconstruction of the intrusion, analysis of the impact, remediation, and attribution.
I have identified intrusion vectors that include email, software vulnerability, poorly
controls credentials, insider attacks, and so forth. These investigations made use of
various professional tools and data sources from logging systems, SIEMs, and
IDS/TPS components. In one instance, | identified a novel technique related to
electronic document (email) modification. In addition to my work with clients, I
provide training and education to professionals. These trainings, which I presented
at various venues, include topics related to data security, data privacy, protecting
intellectual property, Blockchain basics, and improving a company’s security
posture. I am also on the program committee for the International Cryptographic
Module Conference (ICMC).

10. T also contribute to industry research. I was the primary investigator
on a DOD-funded research project for protecting systems from Ransomware. I
also am a named contributor on another research grant to Curuvar, LLC. In this
partnership, I assisted in developing insider-proof systems and secure enclaves for
government networks.

11.  As part of contributing to the technical community, I co-founded and

co-led the Crypto Done Right project. This project was originally hosted by Johns



Hopkins University and funded by a grant from Cisco. However, I transitioned the
project into a completely independent non-profit entity as one of the founding
directors. Crypto Done Right was designed to bridge the gap between
cryptography SME’s and the IT professionals that use it. This project completed its
operations in 2025.

12. T also maintain ties to Academia. During the 2014-2019 time period I
taught the Network Security and Advanced Network Security courses at the Johns
Hopkins University. I developed my own curriculum focused on mobile code,
cryptography, autonomous agents, intrusion analysis, and education psychology. 1
published a paper related to my curriculum in the Journal of Computer Science
Education entitled, “PLAYGROUND: Preparing Students for the Cyber
Battleground.” From 2016-2019, I was the Director of Advanced Research
Projects at the Johns Hopkins University Information Security Institute (JHUISTI).
During this time, I published “Potential Forensic Analysis of [oT Data: An
Overview of the State-of-the-Art and Future Possibilities” in the 2017 IEEE
International Conference on Internet of Things (iThings). I also published
“Cracking a Continuous Flow Reactor: A Vulnerability Assessment for Chemical
Additive Manufacturing Devices” in 2018 IEEE International Symposium on
Technologies for Homeland Security (HST). From 2020 to the present, I have held

the position of adjunct professor at the University of Texas at Austin. I have taught



the undergraduate Network Security and Privacy class in the Computer Science
department. I also teach the Introduction to Cybersecurity Technology class in the
Law School. I have also mentored independent study courses for Computer
Science students on topics of computer security and artificial intelligence.

13. In addition to published research, I mentored capstone projects related
to IDS/IPS, intrusion detection, cryptography, drone security, 10S security,
BitCoin, SSL vulnerabilities, and Twitter “botnets.” Many of these projects
involved industry collaboration. For example, we coordinated with the company
OnBoard Security to develop better security for anti-collision protocols for air
traffic. I also gave a talk on “Detecting Malicious Sandboxes” at the Workshop on
Defensive Deception and Trust in Autonomy, in association with the 2018 Naval
Applications of Machine Learning Workshop.

14. I am also the author of two books. The first is entitled “Cryptography
in Python: Learning Correct Cryptography by Example” and covers the practical
implementation of a wide range of cryptography algorithms. The second book,
entitled, “Discovering Cybersecurity: A Technical Introduction for the Absolute
Beginner” provides a technical overview of cybersecurity basics for readers with
no background in engineering or computer science.

15. Finally, I have testified in numerous expert engagements and have

been qualified as an expert in court. Many of these engagements are related to my



forensic analysis, but I have also testified on matters related to patent infringement
and validity, copyright, DMCA, and cybersecurity norms and industry standards.

16. My curriculum vitae, included as an appendix to this declaration,
includes a list of publications on which I am a named author. It contains further
details regarding my experience, education, publications, and other qualifications
to render an expert opinion in connection with this proceeding.

17.  In writing this Declaration, I have considered the following: my own
knowledge and experience, including my work experience in the fields of
cryptography and related security techniques; my experience in teaching those
subjects; and my experience in working with others involved in those fields. In
addition, I have analyzed the following publications and materials, in addition to
other materials I cite in my declaration:

18. Ihave reviewed the 689 patent (USAA-1001), and relevant excerpts
of the prosecution history (USAA-1002) of the 689 patent. Among various
textbooks, documents, and publications, I have also reviewed the following prior
art references:

o USAA-1004 U.S. Patent App. Pub. No. 2003/0140235 to
Immega et al. (“Immega”)

e USAA-1005 U.S. Patent No. 6,002,770 to Tomko et al.
(“Tomko™)

e USAA-1006 U.S. Patent App. Pub. No. 2007/0061567 to Day et
al. (“Day”)
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USAA-1008 U.S. Patent No. 5,748,744 to Levy et al. (“Levy”)

USAA-1010 U.S. Patent No. 8,108,318 to Mardikar
(“Mardikar-318”)

USAA-1011 U.S. Patent App. Pub. No. 2009/0307140 to
Mardikar (“Mardikar-140")

USAA-1012 U.S. Patent App. Pub. No. 2009/0305673 to
Mardikar (“Mardikar-673)

USAA-1013 U.S. Patent No. 8,234,697 to Chhabra (“Chhabra”)

USAA-1014 U.S. Patent App. Pub. No. 2004/0111625 to Duffy
et. al. (“Dufty”)

USAA-1015 U.S. Patent App. Pub. No. 2008/0098225 to
Baysinger (“Baysinger”)

USAA-1016 John Viega, Matt Messier, and Pravir Chandra,
Network Security with OpenSSL: Cryptography for Secure
Communications (1st ed. 2002)(“Viega”™).

USAA-1017 Niels Ferguson and Bruce Schneier, Practical
Cryptography (1st ed. 2003) (“Ferguson”)

USAA-1018 RFC 5246 - The Transport Layer Security (TLS)
Protocol Version 1.2 (August 2008), available at: RFC 5246 - The
Transport Layer Security (TLS) Protocol Version 1.2

USAA-1019 ITU-T Recommendation X.509 (August 2005)

USAA-1023 (Excerpts) Gordon Padwick, “Special Edition
Using Microsoft Outlook 2000,” Que, First printing May 1999,
Library of Congress Catalog Card Number 98-87795 (“Padwick”).

USAA-1028 U.S. Patent App. Pub. No. 2003/0005336 to Poo,
et al. (“Poo”)

USAA-1029 U.S. Patent App. Pub. No. 2007/0136604 to
Kuhlman, et al (“Kuhlman™)

11



19.

USAA-1030 U.S. Patent App. Pub. No. 2005/0081040 to
Johnson, et al. (“Johnson”)

USAA-1031 (Excerpts) Vir V. Phoha, “Internet Security
Dictionary,” Springer, 2002, ISBN 0-387-95261-6 (“Phoha”).

USAA-1032 U.S. Patent App. Pub. No. 2008/122796 to Jobs, et
al. (“Jobs”)

USAA-1033 U.S. Patent App. Pub. No. 2002/0099952 to
Lambert, et al. (“Lambert™)

USAA-1034 U.S. Patent App. Pub. No. 2006/0258368 to
Granito, et al. (“Granito”)

USAA-1035 U.S. Patent App. Pub. No. 2005/0246469 to Chu
(CGChuDB)

USAA-1036 Knaggs, P. and Welsh, S., 2004. ARM: Assembly
Language Programming. Bournemouth University, School of Design,
Engineering, and Computing (“Knaggs”)

USAA-1037 U.S. Patent App. Pub. No. 2002/0010819 to Dye
(GCDye,ﬂ)

Counsel (Fish & Richardson) has informed me that I should consider

these materials through the lens of one of ordinary skill in the art related to the

’689 patent at the time of the earliest possible priority date of the *689 patent, and I

have done so during my review of these materials. I have been informed by

Counsel to use March 25, 2009, the filing date of earliest provisional application to

which priority is claimed.

20.

I have no financial interest in the outcome of this proceeding. I am

being compensated for my work as an expert on an hourly basis. My
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compensation is not dependent on the outcome of these proceedings or the content
of my opinions.

21. My opinions, as explained below, are based on my education,
experience, and expertise in the fields relating to the 689 Patent. Unless otherwise
stated, my testimony below refers to the knowledge of one of ordinary skill in the
art as of the earliest possible priority date. Any figures that appear within this
document have been prepared with the assistance of Counsel and reflect my
understanding of the 689 Patent and the prior art discussed below.

III. OVERVIEW OF CONCLUSIONS FORMED

22.  This declaration explains the conclusions that I have formed based on
my analysis of all of the considered materials and my personal experience. To
summarize those conclusions, based upon my knowledge and experience and my
review of the prior art references listed above, I believe that:

e Ground 1A renders claims 1-4 and 6-8 obvious.
e Ground 1B renders claims 5 and 9-21 obvious.
e Ground 2A renders claims 1-4 and 6-7 obvious.

e Ground 2B renders claims 1-21 obvious.

13



23. In support of these conclusions, I provide an overview of the
references in Section VIII and more detailed comments regarding the obviousness

of claims 1-21 (“the Challenged Claims”) of the 689 patent in Section IX.

IV. LEVEL OF ORDINARY SKILL IN THE ART

24.  In my opinion, a person of ordinary skill in the art relating to the
subject matter of the *689 Patent (“POSITA”) would have had a working
knowledge of cryptography and related security techniques. The person would
have had a bachelor’s degree in an academic discipline emphasizing the design of
computer or software technologies, in combination with training or at least one to
two years of related work experience with securing and processing of data or
information, including but not limited to cryptography. Alternatively, the person
could have had a Master of Science degree in a relevant academic discipline with
less than a year of related work experience in the same discipline. /d.

25. Based on my experiences, [ have a good understanding of the
capabilities of a POSITA. Indeed, I have taught, participated in organizations, and
worked closely with many such persons over the course of my career. Based on
my knowledge, skill, and experience, I have an understanding of the capabilities of
a POSITA. For example, from my industry experience, I am familiar with what a
POSITA would have known and found predictable in the art. From teaching and

supervising my post-graduate students, I also have an understanding of the
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knowledge that a person with this academic experience possesses. Furthermore, I
possess those capabilities myself.

V. LEGAL STANDARDS
A.  Terminology

26. I have been informed by Counsel and understand that the best
indicator of claim meaning is its usage in the context of the patent specification as
understood by one of ordinary skill. I further understand that the words of the
claims should be given their plain meaning unless that meaning is inconsistent with
the patent specification or the patent’s history of examination before the Patent
Office. Counsel has also informed me, and I understand that, the words of the
claims should be interpreted as they would have been interpreted by one of
ordinary skill at the time of the invention was made (not today). The *689 patent
was filed Dec.12, 2017, and claims priority to provisional application 61/163,406,
filed Mar. 25, 2009, which I refer to as the “Critical Date” in this proceeding.
Because I do not know at what date the invention as claimed was made, if ever, I
have used the Critical Date of the 689 patent as the point in time for claim
interpretation purposes.

B. Legal Standards

27. Thave been informed by Counsel and understand that documents and
materials that qualify as prior art can render a patent claim unpatentable as being

anticipated or obvious.
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28. I am informed by Counsel and understand that all prior art references
are to be looked at from the viewpoint of a person of ordinary skill in the art at the
time of the invention, and that this viewpoint prevents one from using his or her
own insight or hindsight in deciding whether a claim is anticipated or rendered
obvious.

C. Anticipation

29. Tunderstand that patents or printed publications that qualify as prior
art can be used to invalidate a patent claim as anticipated or as obvious.

30. Tunderstand that, once the claims of a patent have been properly
construed, the second step in determining anticipation of a patent claim requires a
comparison of the properly construed claim language to the prior art on a
limitation-by-limitation basis.

31. Tunderstand that a prior art reference “anticipates” an asserted claim,
and thus renders the claim invalid, if all limitations of the claim are disclosed in
that prior art reference, either explicitly or inherently (i.e., necessarily present).

D. Obviousness

32. Tunderstand that even if a patent is not anticipated, it is still invalid if
the differences between the claimed subject matter and the prior art are such that
the subject matter as a whole would have been obvious at the time the invention

was made to a POSITA. I have been informed by Counsel and understand that a
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claim is unpatentable for obviousness and that obviousness may be based upon a
combination of references. I am informed by Counsel and understand that the
combination of familiar elements according to known methods is likely to be
obvious when it does no more than yield predictable results. However, I am
informed by Counsel and understand that a patent claim composed of several
elements is not proved obvious merely by demonstrating that each of its elements
was, independently, known in the prior art. I am informed by Counsel and
understand that when a patented invention is a combination of known elements, a
court determines whether there was an apparent reason to combine the known
elements in the fashion claimed by the patent at issue by considering the teachings
of prior art references, the effects of demands known to people working in the field
or present in the marketplace, and the background knowledge possessed by a
person having ordinary skill in the art.

33. I am informed by Counsel and understand that a patent claim
composed of several limitations is not proved obvious merely by demonstrating
that each of its limitations was independently known in the prior art. [ am
informed by Counsel and understand that identifying a reason those elements
would be combined can be important because inventions in many instances rely
upon building blocks long since uncovered, and claimed discoveries almost of

necessity will be combinations of what, in some sense, is already known. [ am
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informed by Counsel and understand that it is improper to use hindsight in an
obviousness analysis, and that a patent’s claims should not be used as a “roadmap.”

34. Iam informed by Counsel and understand that an obviousness inquiry
requires consideration of the following factors: (1) the scope and content of the
prior art, (2) the differences between the prior art and the claims, (3) the level of
ordinary skill in the art, and (4) any so called “secondary considerations” of non-
obviousness, which include: (i) “long felt need” for the claimed invention, (ii)
commercial success attributable to the claimed invention, (iii) unexpected results
of the claimed invention, and (iv) “copying” of the claimed invention by others. I
have been informed by Counsel and understand that an obviousness evaluation can
be based on a single reference or a combination of multiple prior art references. |
understand that the prior art references themselves may provide a suggestion,
motivation, or reason to combine, but that the nexus linking two or more prior art
references is sometimes simple common sense. | have been informed by Counsel
and understand that obviousness analysis recognizes that market demand, rather
than scientific literature, often drives innovation, and that a motivation to combine
references may be supplied by the direction of the marketplace.

35. T have been informed by Counsel and understand that if a technique
has been used to improve one device, and a person of ordinary skill at the time of

invention would have recognized that it would improve similar devices in the same
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way, using the technique is obvious unless its actual application is beyond his or
her skill. I have been informed by Counsel and understand that practical and
common sense considerations should guide a proper obviousness analysis, because
familiar items may have obvious uses beyond their primary purposes. I have been
informed by Counsel and understand that a person of ordinary skill looking to
overcome a problem will often be able to fit together the teachings of multiple
prior art references. I have been informed by Counsel and understand that
obviousness analysis therefore takes into account the inferences and creative steps
that a person of ordinary skill would have employed at the time of invention.

36. Ihave been informed by Counsel and understand that a proper
obviousness analysis focuses on what was known or obvious to a person of
ordinary skill at the time of invention, not just the patentee. Accordingly, I
understand that any need or problem known in the field of endeavor at the time of
invention and addressed by the patent can provide a reason for combining the
elements in the manner claimed.

37. T have been informed by Counsel and understand that a claim can be
obvious in light of a single reference, without the need to combine references, if
the elements of the claim that are not found explicitly or inherently in the reference
can be supplied by the common sense of one of skill in the art. I have been

informed by Counsel and understand that there must be a relationship between any
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such secondary considerations and the invention, and that contemporaneous and
independent invention by others is a secondary consideration supporting an
obviousness determination.

38.  In sum, my understanding is that prior art teachings are properly
combined where one of ordinary skill having the understanding and knowledge
reflected in the prior art and motivated by the general problem facing the inventor,
would have been led to make the combination of elements recited in the claims.
Under this analysis, the prior art references themselves, or any need or problem
known in the field of endeavor at the time of the invention, can provide a reason
for combining the elements of multiple prior art references in the claimed manner.

39. T have been informed by Counsel and understand that, according to 35
U.S.C. §316(e), in an inter partes review, “the petitioner shall have the burden of
proving a proposition of unpatentability,” including a proposition of obviousness,
“by a preponderance of the evidence.”

E. Technology Overview

40. The *689 Patent describes a “security application for a computing
device, e.g., a mobile phone.” USAA-1001, Abstract. The 689 Patent further
states that “a computing device is any physical or virtual device that may be used
to perform embodiments of the invention,” and “the physical device may be

implemented on a general purpose computing device (i.e., a device with a

20



processor(s) and an operating system) such as, but not limited to, a desktop
computer, a laptop computer, a gaming console, a mobile device (e.g., smart
phone, a personal digital assistant, gaming device).” USAA-1001, 3:57-67.
However, the 689 Patent, does not describe any particular operation of such
devices, so I provide a brief overview of how a POSITA would have understood
processors and operating systems to operate in conventional systems. USAA-
1001, generally. While there are some limited exceptions (e.g., quantum
computers), I further note that computing devices continue to operate as I describe
below.

41. Typical processors (often referred to as Central Processing Units, or
CPUgs) are designed to execute instructions that are stored in memory, e.g., RAM.
For example, Jobs explains that “[t]he one or more programs are stored in the
memory and configured to be executed by the one or more processors,” and that
the processor executes a large variety of programs, e.g. “an operating system 126, a
communication module (or set of instructions) 128, a contact/motion module (or
set of instructions) 130, a graphics module (or set of instructions) 132, a text input
module (or set of instructions) 134, a Global Positioning System (GPS) module (or
set of instructions) 135, and applications (or set of instructions) 136.” USAA-
1032, [0012], [0115]. Similarly, Chu states that “the CPU 1710 executes

instructions and manipulates data stored in the system memory.” USAA-1035,
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[0148]. Knaggs similarly describes how applications and data are stored in
memory, explaining, “[a] program is a series of instructions that causes a computer
to perform a particular task,” and “[a]ctually, a computer program includes more
than instructions, it also contains the data and the memory addresses that the
microprocessor needs to accomplish the tasks defined by the instructions.” USAA-
1036, 1.

42. Many instructions executed by processors operate on data stored in
memory, as Chu indicates: “the CPU 1710 executes instructions and manipulates
data stored in the system memory.” USAA-1035, [0148] (emphasis added). For a
simple operation such as “X =Y + Z,” a processor would typically execute
instructions that load the value (e.g., 1) at the memory location indicated by the
variable Y into a first register'; load the value (e.g., 2) at the memory location
indicated by the variable Z into a second register; add the values in the two
registers; and finally store the result (e.g., 3) at the memory location indicated by
the variable Z. Such instructions are computer codes in binary language (1’s and
0’s) that directly operate in the processor. However, the instructions are often
described in assembly “language” that make the binary operations somewhat more

readable for humans. For example, Knaggs describes the ARM (a type of

I A register is a high-speed memory cell.
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processor) instruction set (that is, the set of operations that can be performed by the
ARM processor), which include instructions such as “[t]he LDR (Load Register)
instruction [which] can load a 32-bit word from memory into a register,” and “the
STR (Store Register) instructions [which] will store a 32-bit word from a register
to memory.” USAA-1036, 4, 40, 57.2

43. However, such memory has (and continues to have) two drawbacks:
(1) it is erased when the device is powered off, so data stored in memory is lost on
reboot, and (2) it is more costly per unit storage than hard disk drives. For that
reason, devices typically also include storage, such as a hard disk drive, which are
less expensive per unit storage and store data persistently (i.e., data are not lost
during a reboot unless the disk fails). For example, Lambert states that the “hard
disk drive 141 is illustrated as storing operating system 144, application programs
145, other program modules 146 and program data 14.” USAA-1033, [0033].

Granito describes a “storage device 1030 [that] is capable of providing mass

2 While a detailed description of assembly language (e.g., as described in
Knaggs) is beyond the scope of this declaration, it is apparent that a POSITA
would have understood that both programs and program data were (and are) stored

in memory so they are available to the processor.
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storage for the computing device 1000,” and “[i]n one implementation, the storage
device 1030 is a computer-readable medium.” USAA-1034, [0081].

44.  Since storage is substantially slower than memory, before a processor
operates on data, most systems move the data from storage to memory, operate on
the data, then eventually copy the results back to storage. For example, Dye
describes prior art example:

Prior art computer system architectures generally operate as follows. First,

programs and data are generally stored on the hard disk 120. If a software

compression application is being used, data may be stored on the hard disk

120 in compressed format. At the direction of the CPU 102, the programs and

data are transferred from the hard disk 120 through the I/O subsystem

controller 116 to system memory 110 via the memory controller 108.
USAA-1037,[0044].

When the computer system desires to store or cache data on the hard disk 120

in a compressed format, the data is read by the CPU 102 and compressed by

the software compression application. The compressed data is then stored on
the hard disk 120. If compressed data is stored in system memory 110 which
must be decompressed, the CPU 102 is required to read the compressed data,

decompress the data and write the decompressed data back to system memory

110.
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USAA-1037, [0046].

VI. MATERIALS CONSIDERED

45. My analysis and conclusions set forth in this declaration are based on
my educational background and experiences in the field (see Section II). Based on
my knowledge and experience, I believe that [ am considered to be an expert in the
field. Also, based on my knowledge and experience, I understand and know of the
capabilities of persons of ordinary skill in the field around 2009, and I taught,
participated in organizations, and worked closely with many such persons in the
field during that time frame.

46.  As part of my independent analysis for this declaration, I have
considered the following: the background knowledge/technologies that were
commonly known to persons of ordinary skill in this art during the time before the
earliest claimed priority date for the 689 patent; my own knowledge and
experiences gained from my work experience in the field of the 689 patent and
related disciplines; and my experience in working with others involved in this field
and related disciplines. In addition, I have analyzed the publications and materials
listed above.

47. My analysis and conclusions set forth in this declaration are based on
the perspective of a POSITA.

VII. THE 689 PATENT
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A. Overview of the 689 Patent

48. The *689 Patent is directed to “authenticating users” through
verification of a unique user input (e.g., user credentials). USAA-1001, Title,
Abstract. A security application on a computing device, such as a mobile phone,

99 ¢¢

allows “generation of a secret,” “prompts, e.g., via a user interface of the mobile

phone, entry of the unique user input” in response to “receiving an identifier

29 €6

associated with the secret,” “verifies the unique user inputs,” and “provides the
secret for use in encoding a communication with a remote computer-based
station.” Id., Abstract.

49.  As demonstrated below with respect to the applied prior art, the 689°s

claimed subject matter was conventional by the Critical Date.

B. Prosecution History of the 689 Patent

50. During prosecution, the examiner issued a notice of allowance without
a single prior art rejection against the claims, and did not consider any of the prior
art or prior art combinations applied in my declaration, which as explained in more
detail below render the Challenged Claims obvious.

C. Claim Construction

51.  Counsel has informed me that USAA submits that no claim terms
need be construed to resolve issues of controversy in the present Petition, but
reserves the right to respond to construction issues PACid raises. I do note that the

recited term “secret” use in the *689 Patent is consistent with its plain and ordinary
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meaning. For example, Phoha defines a secret as a “quantity known only to the
principals that can be used for AUTHENTICATION and encryption of information
flow between them.” USAA-1031, 3 (emphasis in the original). The 689 patent
explains that secrets can for example be used for encryption, stating that “secrets
used for encryption in a chat session may be different than secrets used for
encryption in an email communication.” USAA-1001, 10:29-31. However,
consistent with the plain and ordinary meaning, the *689 indicates that while the
term “secret” is broad enough to encompass an encryption key, it could
alternatively or additionally encompass other forms of data. USAA-1001, 27:43-
60 (independent claim 1 reciting a “secret”), 27:65-67 (claim 4, depending from
claim 1, reciting that “the secret comprises an encryption key”); see also USAA-
1017, 136 (“we have two types of secrets: the keys and the data™). Further, in the
’689 patent, secrets are also known only to the principals, e.g., “[s]ecrets in the
secrets file (112) are shared secrets,” and “[s]hared secrets (118) correspond to
data known only to the members of the group.” USAA-1001, 9:61-63. Further,
as I explain below, the use of secret in references such as Immega and Mardikar-
318 are also consistent with the plain and ordinary meaning, e.g., as stated in
Phoha’s definition. USAA-1004, [0034]; USAA-1010, 7:28-42; USAA-1017, 136,
347-362.

VIII. OVERVIEW AND COMBINATIONS OF PRIOR ART REFERENCES
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A. U.S. Patent App. Pub. No. 2003/0140235 (“Immega”)

52. Immega is directed to a “method for permitting the secure
transmission of electronic messages by using biometric certification,” where the
messages include email. USAA-1004, Abstract, [0006]. For the method, Immega
describes at least two users, referred to as the “sender” and the “receiver” (though
both the sender and the receive both send and receive messages) and their
respective “computers,” which may be a cellular telephone or personal digital
assistant. Id., [0041]-[0044], [0050]-[0067].

53. Immega explains that “both the sender and the receiver [are required]
to cross-enroll biometric feature sets” on “each other’s computer,” and their
devices “must be equipped with a finger print sensor.” USAA-1004, [0008].
“This allows confirmation of identity of both parties at both ends of a message
exchange” and “allows user-specific encryption of messages.” Id. The method
further employs a “difference key,” generated by subtracting a live-scan fingerprint
feature set of a user from that user’s modified enrolled fingerprint feature set, to
encrypt electronic messages and other fingerprint data. Id., Abstract, [0009]-
[0011]. A POSITA would have understood that a “live-scan fingerprint feature
set” is the result of a user scanning a finger on a finger print reader at a particular

point in time.
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54. In more detail, Immega describes an algorithm for generating
modified enrolled fingerprint feature sets for a user, with reference to FIG. 3A
(below). USAA-1004, [0044]. First, at step 300, “the centroid of the fingerprint is
determined,” and at step 303, a “random number is used to generate a displacement
vector,” which is used in step 304 “to slightly shift or displace all features of the
enrolled fingerprint feature set by a random displacement vector.” Id. This
“modified enrolled fingerprint feature set is then assigned to a specific person with

whom messages will be exchanged (step 308).” Id.

and find centroid of feature set
300 )

Use random nunber generalos (o

generate random displacement vector
302

Cztriem: enrolled FP feature set of use

d"n-.placsallfe:ahlmsmﬂla
enrolled FP feature set by
random displacement vector

FIG. 3A

USAA-1004, FIG. 3A
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55. Immega further explains that “[m]any uniquely modified enrolled
feature sets, one (or more) for each person with whom messages will be
exchanged, may be created and securely stored.” USAA-1004, [0044]. Immega
explains that “both the sender and the receiver [are required] to cross-enroll
biometric feature sets” on “each other’s computer.” USAA-1004, [0008]. From
Immega’s FIG. 2 and related description, a POSITA would have understood that
“cross-enrolled” indicates that information derived from the enrollment process is

stored at both the sender and the receiver. USAA-1004, [0043], FIG. 2.
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1st USER 2nd USER or REMOTE DA TABASE

st User enrolls mulliple live-scans of a
fingerprint on his’her computer creating
an enrolled FP feature set
of 1st User (stored) 200

t

modify enrolled FP feature set of 1st
User uniquely and specfically
for 2nd User or DB 205

J— signature key of 1st User

( 2nd User or DB receives public
208

\

2nd User of DB checks validity
of public signature
key of 1st User 209

2nd User or DB establishes a PKI
public key with an associated
PKI private key 210

!

2nd User or DB sends PKl public
key to 1stUser 215

ist User establishes a public signature
key with an associated privata signature
key and sends public signature

key to 2nd User or DB 207

1st User receives PKI publc key
of 2nd User or OB
220 2nd User or DB receives double
—»| encrypted enroliment message
1 from 1st User 235
create enroliment message of 1st
User comprised of ist User’ s name,
2nd User s nameor DB’ s name, ecrypt enroliment message with
uniquely modified encolled FP PKI private key of 2nd User or D8
feature set of the 1st Usegand a and public signature key
hash of all above 222 of 1st User 240

encaypt enroliment message with 2nd User checks validity of
private signature key of 1st User and 1st User’ s name, 2nd User’ s or OB| s
with PKI public key of 2nd User name and the hash in the
or DB 225 enrollment message 242
1sl User sends double e 2nd User or—%s stores the
enroliment message to 2nd User modified enrolled FP feature set
or D8 230 of 1st User 245

FIG. 2

USAA-1004, FIG. 2
56.  Therefore, through the cross-enrollment process, a device stores, for
each communication partner, the modified enrolled feature set created by the

device for sending encrypted communications to a particular partner, and the
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modified enrolled feature set created by the particular partner and used by the
device to decrypt communications received from the partner, as I illustrate in the
dotted boxes below.

1'100: modified-enrolled fingerprint set (send)
; 100: modified-enrolled fingerprint set (receive)
1 140: modified-enrolled fingerprint set (send)
, 140: modified-enrolled fingerprint set (receive)

1 120: modified-enrolled fingerprint set (send)
; 120: modified-enrolled fingerprint set (receive)
I 140: modified-enrolled fingerprint set (send)
; 140: modified-enrolled fingerprint set (receive)

s e e i (  f { )  mm

computer

: modified-enrolled fingerprint set (send)
: modified-enrolled fingerprint set (receive)
: modified-enrolled fingerprint set (send)

: modified-enrolled fingerprint set (receive))

= e e T S e e e A e e e il

USAA-1004, FIG. 1 (excerpt, annotated)

57. After users’ modified enrolled feature sets are cross-enrolled, users
can securely send and receive “biometrically certified message[s],” as discussed
with respect to FIG. 6 (below). USAA-1004, [0063]. The algorithm of FIG. 6
includes a series of steps by which the sender and receiver both confirm their
identities with one another by twice sending their respective encrypted live-scan
fingerprint feature sets, which the recipient uses to compare against the stored
modified enrolled feature set that was exchanged during cross-enrollment. USAA-

1004, [0063]-[0065]. During this process the receiver generates the receiver’s
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“difference key” “by subtracting the receiver’s first live-scan fingerprint feature set
from the receiver’s modified enrolled fingerprint feature set (step 612)” and the
sender similarly generates the receiver’s “difference key” “by subtracting the first
live-scan fingerprint feature set of the receiver from the stored modified enrolled
fingerprint feature set of the receiver (step 620).” USAA-1004, [0064]-[0065].
Additionally, the sender generates the sender’s “difference key” “by subtracting
the second live-scan fingerprint feature set of the sender from the modified
enrolled fingerprint feature set of the sender that was previously modified for the
specific receiver (step 632).” USAA-1004, [0065]. The sender uses the sender’s

99 ¢¢

“difference key” “to encrypt the message (originally composed at step 600 by the
sender) (step 634)” and “to encrypt the second live-scan fingerprint feature set of
the sender (step 636).” USAA-1004, [0065]. “Finally, the sender transmits to the
receiver the re-encrypted first live-scan fingerprint feature set of the receiver
(previously re-encrypted with the receiver’s public key at step 626) (step 638), the
encrypted message (previously encrypted with the “difference key” of the sender at
step 634), and the encrypted second live-scan fingerprint feature set of the sender

(previously encrypted with the “difference key” of the sender at step 636).”

USAA-1004, [0065].
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SENDER

compose mmge'(o besent 600

cnerypt Ist live-scan FP feature set of sender and send to
receiver 604

decrypt 1st live-scan FP feature set of receiver with
PK1 private key of sender 616

confirm receiver’s identity for 1st time by matching
receiver's 1st live scan FP feature set with receiver’s
stored modified earolled FP fealure st 618

reconstruct difference key of receiver by subtracting
receiver's 1st live-scan FP feature set from receiver’s
stored modified carolled FP feature set 620

use difference key of receiver to decrypt 1st live-scan
FP feature set of sender 622

conlfirm receiver's identity for 2nd time by comparing
Ist live-scan FP feature sel of sender with onginal 624

re-encrypt 1st live-scan FP feature set of reccrver with
private signature key of sender and PKI public key of
receiver 626

sender provides 2nd live-scan of fingerprint and
extracts 2nd live-scan FP feature set 628

retrieve sender’s modified enyolled FP feature set that
was previously modified for the specific receiver 630

create difference key of sender by subtracting sender’s
2nd live-scan FP featurc set from sender's modified
enrolled FP feature set 632

double encrypt message with difference key of sender
and difference key of receiver 634

cncrypt sender’s 2nd live-scan FP feature set using
difference key of receiver 636

send to receiver: re-encrypted st live-scan FP feature
set of receiver, encrypted message and encrypted 2nd
live-scan FP feature sct of sender 638

RECEIVER

decrypt 1st live scan FP feature set of sender 606
receiver provides Ist live-scan of fingerprint and extracts
receiver’s 1st live-scan FP feature set 610

create difference key of receiver by subtracting receiver’s
1st live-scan FP fcature set from receiver’s modified
enrolled FP fecaure st 612

encrypt 1st live-scan FP feature set of receiver, receiver’s
difference key used to re-encrypt Ist live-scan FP feature
set of sender and transmit to sender 614

receiver provides 2nd live-scan of fingerprint and extructs
2nd live-scan FP feature sct which 1s locally matched with
recerver’s stored enrolled FP feature set 640

confirm sender’s identity for 2nd time by decrypting
receiver’s Ist live-scan FP feature set with PKI private key
or receiver and public signature key of sender and compare
receiver’s 1st live~scan FP feature set with original 642

reconstruct difference key of receiver by subtracting
receiver's 1st live-scan FP feature sct for receiver’s
modified enrolled FP feature sct 644

deerypt sender’s 2nd live-scan FP feature set using
difference key of receiver 646

confirm sender’s identity for 3rd time by matching sender’s
2nd live-scan FP [eature set with sender’s stored modified
enrolled FP feature set 648

reconstruct difference key of sender by subtracting sender’s
2nd live-scan FP feature set from sender's stored modified
enrolled FP feature set = 650

decrypt message with diffcrence key of receiver and
difference key of sender 652

display decrypted message 654

FIG. 6

USAA-1004, FIG. 6 (annotated)
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58.  “When the receiver receives [the] transmission, the receiver provides
a second live-scan fingerprint (step 638) and extracts a second live-scan fingerprint
feature set, which is then matched against the stored fingerprint feature set of the
receiver (the receiver must prove his/her identity for the decryption process to
continue) (step 640),” and the receiver generates the sender’s “difference key” “by
subtracting the sender’s second live-scan fingerprint feature set from the sender’s
stored modified enrolled fingerprint feature set (step 650).” USAA-1004, [0066].
Immega additionally describes “an optional algorithmic subroutine that gives the
sender direct confirmation that the correct person has received the message,”
whereby the “receiver’s second live-scan fingerprint feature set (generated at step
640) is encrypted ... and transmitted to the sender (after step 654)” for the sender
to compare with the modified enrolled fingerprint feature set of the receiver.
USAA-1004, [0067]. This process “enables a notification to be displayed to the
sender that the message has been received and decrypted by the proper person.”

USAA-1004, [0067].
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SENDER

RECEIVER

compose message tobesent 600

cnerypt Ist live-scan FP feature set of sender and send to
receiver 604

decrypt 1st live scan FP feature set of sender 606

receiver provides Ist live-scan of fingerprint and extracts
receiver’s 1st live-scan FP feature set 610

create difference key of receiver by subtracting receiver's
1st live-scan FP feature set from receiver’s modified
enrolled FP feamre set 612

encrypt 1st live-scan FP feature set of receiver, receiver's
difference key used to re-encrypt Ist live-scan FP feature
set of sender and transmit to sender 614

decrypt Ist live-scan FP feature set of receiver with
PK1 private key of sender 616

confirm receiver's identity for 1st ime by matching
receiver’s 1st live scan FP feature set with receiver’s
stored modified earolled FP fealure set 618

reconstruct difference key of receiver by subtracting
receiver's Ist live-scan FP feature set from receiver’s
stored modified earolled FP feature set 620

use difference key of receiver to decrypt 1st live-scan
FP feature set of sender 622

conlirm receiver's identity for 2nd time Ly comparing
Ist live-scan FP feature sel of sender with onginal 624

re-encrypt 1st live-scan FP feature set of reccrver with
private signature key of sender and PKI public key of
receiver 626

sender provides 2nd live-scan of fingerprint and
extracts 2nd live-scan FP feature set 628

retrieve sender’s modified enrolled FP feature set that
was previously modified for the specific receiver 630

create diffcrence key of sender by subtracting sender’s
2nd live-scan FP featurc set from sender’s modified
enrolled FP feature set 632

double encrypt message with difference key of sender
and difference key of receiver 634

cncrypt sender’s 2nd live-scan FP feature set using
difference key of receiver 636

send to receiver: re-encrypted 1st live-scan FP feature
set of receiver, encrypted message and encrypted 2nd
live-scan FP feature set of sender 638

receiver provides 2ad live-scan of fingerprint and extructs
2nd live-scan FP feature sct which is locally matched with
recerver’s stored enrolled FP feature set 640

confirm sender’s identity for 2nd time by decrypting
receiver's Ist live-scan FP feature set with PKI private key
or receiver and public signature key of sender and compare
receiver’s 1st live~-scan FP feature set with original 642

reconstruct difference key of receiver by subtracting
receiver's 1st live-scan FP feature sct for receiver's
modified enrolled FP feature sct 644

deerypt sender’s 2nd live-scan FP feature set using
difference key of receiver 646

confirm sender’s identity for 3rd time by matching sender’s
2nd live-scan FP [eature set with sender’s stored modified
enrolled FP feature set 648

reconstruct difference key of sender by subtracting sender’s
2nd live-scan FP feature set from sender's stored modificd
enrolled FP feature set 650

decrypt message with diffcrence key of receiver and
difference key of sender 652

display decrypted message 654

USAA-1004, FIG. 6 (annotated)

B. U.S. Patent App. Pub. No. 2007/0061567 to Day et al. (“Day”)




59. Day is directed to a “system by which documents and other network
resources may be kept secure and private.” USAA-1006, Abstract. In particular,
Day uses “public key encryption technology” to “provide security, encryption, and
privacy for files, e-mail and other messages.” USAA-1006, Abstract.

60. Day’s system “seeks to maintain the integrity of and/or security
information in the forms of files, emails, and the like,” by using “personal digital
IDs for signatures|,] ensuring that the emails or files coming from a specific
individual only.” USAA-1006, [0096]. Additionally, “such digital IDs may be
used to encrypt the email or file so that only authorized individuals can acquaint
themselves with the content of such encrypted emails and files.” Id.

61. In Day, “the secure email utility is an extension to MS Outlook and
provides a very simple interface for users to secure their e-mail.” USAA-1006,
[0119]. To “greatly simplify[] the sending of encrypted e-mail,” “[w]hen a signed
message is received by Outlook and the sender of the e-mail is not within the
Outlook’s contact list; the secure email utility automatically creates a contact and
saves the sender’s certificate.” USAA-1006, [0120]. “To further simplify the use
of email encryption for any incoming digitally signed emails, the secure email
utility automatically updates and stores the public credentials (key) within the
user’s Contacts database,” which “not only provides easy storage of contact

information, but also a transparent tool for managing individual public certificates
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to send and receive secure email.” USAA-1006, [0170]. An example Contacts

data is shown below:

% Address Book
File Edt View Tools

EHEEX| 82 5

Typé Name or Select from List: Show Names from the:
| MEGAWIDGETS

Global Address st~ =

L Name

B8 ALLUSERS@MEGAYWIDGET
2] ADMINS@MEGAWIDGETS
JOHN.LOCK@MEGAWIDGETS,
BILL.PAY@MEGAWIDGETS.CO
KAREN.KEY@MEGAWIDGETS.
TOM.TOKEN@MEGAWIDGETS,
SANDY.SECURE@MEGAWIDG
VICKIE VAULT@MEGAWIDGET
CECIL.CERT@MEGAWIDGETS
OTTO.CONTACTS @ME GAWID(

USAA-1006, FIG. 26
62. In an example, two users, John and Mary, each have their own
personal digital ID and the other user’s public key stored on his/her own computer.
USAA-1006, [0181]. “As users like John and Mary receive and open signed

incoming email messages, the secure email utility automatically updates and
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associates the sender’s digital certificate (personal digital ID) in their address
books in their profile.” USAA-1006, [0181]. Then, “when Mary receives a signed
email from John, John’s personal digital ID (his public key) is automatically added
to the ‘John’ contact in Mary’s address book. If there is not a contact named ‘John’
in Mary’s address book, the secure email utility would automatically create a
‘John’ contact profile appropriately labeled and associated with John’s public key.”
USAA-1006, [0182]. In Day, “[u]sers can only encrypt messages for those
contacts for which such users have public personal digital IDs stored in their

Contacts.” USAA-1006, [0186].

C. Immega-Day Combination

63. Immega explains that, after modified enrolled feature sets are
generated, they are “securely stored” and “assigned to a specific person with whom
messages will be exchanged.” USAA-1004, [0044]. Additionally, Immega
explains that “[m]any uniquely modified enrolled feature sets, one (or more) for
each person with whom messages will be exchanged, may be created and securely
stored.” Id. Immega further explains that a user stores his/her own modified
enrolled fingerprint feature sets. USAA-1004, [0009], [0010], [0012], [0044],
[0059]. To the extent that Immega is not explicit about implementation details

regarding the storage of modified enrolled feature sets in a computing device, a
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POSITA would have naturally looked to related prior art, such as Day, that offers
these additional details.

64. Like Immega, Day is directed to a system for “provid[ing] security,
encryption, and privacy for files, e-mail and other messages” through encryption.
USAA-1006, Abstract. Day describes a “secure email utility” that “automatically
configures and associates the personal digital ID with an email program.” USAA-
1006, [0014], [0020]. Day’s “secure email utility is an extension to MS Outlook
and provides a very simple interface for users to secure their e-mail.” USAA-
1006, [0119]. Similar to Immega, in Day’s system, “personal digital IDs for
signatures” are used to “encrypt [an] email or file so that only authorized
individuals can acquaint themselves with the content of such encrypted emails and
files.” USAA-1006, [0096]. Further, in Day, “the secure email utility
automatically updates and stores the senders’ public key from incoming email in
Outlook clients Contacts Address Book,” which “not only provides easy storage of
contact information, but also a transparent tool for managing individual public
certificates to send and receive secure email.” USAA-1006, [0134], [0223].

65. Day further explains that, to “greatly simplify[] the sending of
encrypted e-mail,” “[w]hen a signed message is received by Outlook and the
sender of the e-mail is not within the Outlook’s contact list; the secure email utility

automatically creates a contact and saves the sender’s certificate.” USAA-1006,
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[0120]. “To further simplify the use of email encryption for any incoming digitally
signed emails, the secure email utility automatically updates and stores the public
credentials (key) within the user’s Contacts database,” which “not only provides
easy storage of contact information, but also a transparent tool for managing
individual public certificates to send and receive secure email.” USAA-1006,
[0170].

66. In combination, the Immega-Day system (“Immega-Day”) includes
computing devices, per Immega, each of which includes a secure email utility
integrated with an email program such as Outlook, per Day, and secures email
transmission using modified enrolled fingerprint sets to encrypt and decrypt
communications, per Immega. USAA-1004, [0041], [0042], [0062]-[0068], FIGS.
1-6; USAA-1006, [0014], [0097], [0119]-[0120], [0170]. Further, modified
enrolled fingerprint sets are stored, per Immega, in each device’s email contacts
database, per Day. §VIIL.B.

67. Per Immega, in the combination, generated modified enrolled feature
sets are “securely stored” and “assigned to a specific person with whom messages
will be exchanged.” USAA-1004, [0009], [0010], [0012], [0044], [0059]. Per
Day, in the combination, those modified enrolled feature sets are stored by the
utility in email utility’s contact database, which is, e.g., “an extension to MS

Outlook and provides a very simple interface for users to secure their e-mail.”
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USAA-1006, [0119]. Additionally, in the combination, per Day, “[w]hen a signed
message is received by Outlook and the sender of the e-mail is not within the
Outlook’s contact list; the secure email utility automatically creates a contact and
saves the sender’s certificate.” USAA-1006, [0120]. Similarly, per Day, to
“further simplify the use of email encryption for any incoming digitally signed
emails, the secure email utility automatically updates and stores the public
credentials (key) within the user’s Contacts database,” which “not only provides
easy storage of contact information, but also a transparent tool for managing
individual public certificates to send and receive secure email.” USAA-1006,
[0170].

68. In further detail, in Immega-Day, the Contacts database, per Day,
stores all modified enrolled fingerprint feature set necessary for secure email
communication, per Immega, among communicating computing devices.
Specifically, both the receiver’s modified enrolled fingerprint feature set (modified
for the sender) and the sender’s modified enrolled fingerprint feature set (modified
for the receiver), per Immega, are securely stored in the receiver’s Contacts
address book, in the contact entry associated with the sender, per Day. USAA-
1004, [0044], USAA-1006, [0119]-[0120]. That is, the secure information that the
receiver uses to securely communicate with the sender is stored together in an

entry associated with the sender in the receiver’s Contacts database. Id. Similarly,
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the sender’s Contacts address book includes an entry for the receiver, where that
entry includes both the sender’s modified enrolled fingerprint feature set (modified
for the receiver) and the receiver’s modified enrolled fingerprint feature set
(modified for the sender) and an identification of the sender (e.g., sender’s email
address). Id. Additionally, if user Alice communicates with Bob and Carol and
has cross-enrolled with them, then Alice’s Contact’s address book would contain
(1) a “Bob” entry that includes Alice’s modified enrolled fingerprint feature set
(modified for Bob), Bob’s modified enrolled fingerprint feature set (modified for
Alice), and Bob’s email address; and (2) an “Alice” entry that includes Alice’s
modified enrolled fingerprint feature set (modified for Carol), Carol’s modified
enrolled fingerprint feature set (modified for Alice), and Carol’s email address. Id.
Therefore, the combination’s address book includes the “[m]any uniquely modified
enrolled feature sets, one (or more) for each person with whom messages will be
exchanged,” per both Immega and Day. USAA-1004, [0044], USAA-1006,
[0119]-[0120], [0170].

69. Since Day’s systems run on a conventional operating system such as
Windows, a POSITA would have understood and found obvious that the Contacts
list that stores the identifier and secret would be stored in a directory at least

because operating systems such as Windows store data in file systems organized as

hierarchical directories. USAA-1006, [0098]; USAA-1023, 298, 337. For
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example, Padwick states that “C/W Outlook can access information about items
stored in your Personal Address Book (PAB)” (emphasis in the original) which is
stored in a Windows directory such as “local settings.” USAA-1023, 298, 337.
70.  Further, Immega-Day’s secure email utility is an application running
on the device. Specifically, Day describes a “secure email utility” that
“automatically configures and associates the personal digital ID with an email
program.” USAA-1006, [0014], [0020]. As I describe below with reference to
Outlook 2000 (which is “one of the applications included in versions of Microsoft
Office 2000,”), a POSITA would have understood and found obvious that a utility
is an application running on a computing device. USAA-1023, 14. Further,
Immega describes “an algorithmic flow chart for securely exchanging enrolled
fingerprint feature sets between two users, for later use in biometrically certified
messages” and “algorithmic flow chart subroutines for modifying the enrolled
fingerprint feature set of the user.” USAA-1004, [0043]-[0044], FIGS. 2-3A. To
the extent that Immega is silent with respect to which computer component
executes the algorithms, a POSITA would have found obvious to perform these
algorithms using an application executing on the communicating computing
devices, as taught in related prior art such as Day. For example, Day states that a
“secure email utility is an extension to MS Outlook™ that “associates the digital ID

with Microsoft’s Outlook/Outlook Express clients.” USAA-1006, [0014], [0097].
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Since Padwick explains that Outlook 2000 is “one of the applications included in
versions of Microsoft Office 2000,” and Day describes the secure email utility is
an extension of Outlook, a POSITA would have understood and found obvious that
Immega-Day combination’s secure email utility runs as an application. USAA-
1023, 14 (emphasis added). Thus, from the teachings of both Immega and Day, a
POSITA would have understood and found obvious that the Immega-Day
combination’s secure email utility runs as an application on a computing device
and is used for enrolling fingerprint feature sets and secure communication.

71. A POSITA would have found obvious that enhancing the
encryption/decryption techniques based on modified enrolled fingerprint feature
sets, per Immega, with Day’s teachings regarding storage and organization of
email encryption keys in a Contacts database introduces multiple advantages. For
example, Day explains that storing communication partners’ credentials
“simplif[ies] the use of email encryption for any incoming digitally signed emails.”
USAA-1006, [0170]. Thus, upon receiving an encrypted communication, a device
need not retrieve remotely-stored decryption credentials since the credentials are
stored locally. A POSITA would have further recognized the benefits of storing
the feature sets, as in Immega, in a Contacts address book, per Day, would have
simplified email communication by co-locating all information required for

communicating with another individual (name, email address, biometric
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information, encryption keys, etc.) in a single record, creating a “transparent tool
for managing individual” the communication keys needed “to send and receive
secure email.” USAA-1006, [0134], [0170]. Further, the combination leverages
an existing email component, Contacts, rather than introducing a separate
component that must be securely stored and managed, simplifying the system
design and administration. USAA-1006, [0170]. As such, a POSITA would have
been motivated to incorporate Day’s teaching of storing encryption data in the
email system’s existing Contacts database at least for these reasons.

72. A POSITA would have found relevant solutions within Day and
would have expected success in incorporating Day’s teachings. For instance, Day
describes “[u]sing public key encryption technology” to “provide security,
encryption, and privacy for ... e-mail,” and Immega similarly teaches using
biometrics to “add convenient security to email, by augmenting public key or other
encryption.” USAA-1004, [0008]; USAA-1006, Abstract.

73.  Moreover, configuring the devices, as in Immega, to leverage Day’s
teachings would have required only routine programming knowledge well within
the skill of a POSITA prior to the earliest effective filing date. Indeed, the change
would have amounted to nothing more than the use of a known technique to

improve similar devices — in each instance a computing equipped with a fingerprint
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sensor — in a similar way, and combining prior art elements according to known
methods to yield the predictable results described above.

74.  Furthermore, the elements of the resulting combination would each
perform functions they had been known to perform prior to the combination—
receiver’s device would perform the same functions generate and store modified
enrolled fingerprint feature sets used to send and receive secure email and, as
taught by Day, would store the modified enrolled fingerprint feature sets in a
Contacts address book located in a directory and that includes the “[m]any
uniquely modified enrolled feature sets, one (or more) for each person with whom
messages will be exchanged,” per Day. Accordingly, a POSITA would have
naturally expected success when incorporating Day’s teachings into Immega. Id.

D. U.S. Patent No. 6,002,770 (“Tomko”)

75.  Tomko is directed to “permitting the secure handling of data between
two remote stations,” which “involves the generation of an encrypted decryption
key which is based,” among other things, “on a fingerprint information signal from
a user of a first station.” USAA-1005, Abstract. Tomko explains that the
encrypted key is “stored at both stations” so that “a message encrypted with the
key may be decrypted at either station by retrieving the encrypted key,” inputting a
fingerprint signal to recover the decryption key, and “applying the decryption key

to the encrypted message.” Id.
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76. A system, as described in Tomko, includes two remote stations,
including base station 12 and remote station 14 “connected for two-way
communication” online 30. USAA-1005, 2:18-30, FIG. 1. Each of the remote
stations includes a processor 16/36, characteristic input device 20/40, and memory
24/42. USAA-1005, 2:18-41, FIG. 1. For instance, a processor 16 is used to
process a received user input (e.g., a fingerprint via the characteristic input device
20) to derive a decryption key and encrypt the decryption key, which is stored in

memory 24. USAA-1005, 2:49-4:65. Tomko further explains that the processor

48



assists in sending messages, including obtaining the encrypted decryption key in
response to a user “applying his fingerprint to the characteristic input device 20.”
USAA-1005, 5:13-26.

77.  Tomko explains that “[s]ystem 10 is used, firstly, to develop an
encrypted version of a message decryption key at the base station which may be
transmitted to the remote station without concern for privacy and, subsequently, to
encrypt messages at either of the stations for transmission to other of the stations
where they may be decrypted.” USAA-1005, 2:42-47. Tomko describes various
methods for “[d]eveloping an encrypted decryption key” where the key is
generated in an encrypted form and stored. USAA-1005, 2:48-5:11; see id., 6:56-
65. In particular, Tomko explains that the “encrypted version of the decryption
key may be stored in memory 24,” and “because the decryption key is encrypted, it
may be passed to the remote station on line 30 and will remain secure even if
intercepted.” USAA-1005, 4:60-63. “The remote station stores the received
encrypted decryption key in its memory 42.” USAA-1005, 4:63-65.

E. Immega-Day-Tomko Combination

78.  As explained further below, a POSITA would have found obvious
integration of Tomko’s teachings relating to its device hardware components and
data encryption into Immega-Day’s system, thereby further enhancing Immega-

Day’s security and offering additional implementation details.
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1. Device Components

79. Immega describes a “method for permitting the secure transmission of
electronic messages by using biometric certification,” where the messages include
email. USAA-1004, Abstract, [0006]. Immega further explains that the receiver’s
device can comprise a “computer or any device equipped to execute the steps”
described in Immega, including “cellular telephones” and “personal digital
assistants.” USAA-1004, [0041]. To the extent that the device of Immega is not
understood to include specific components, a POSITA would have included these
components for performing the various processing and storing steps of Immega’s
method, as Tomko discloses, including executing the secure email utility
(application) described above with respect to Immega-Day. Supra §§V.E
(Technology Overview), VIII.C-D.

80. Like Immega and Day, Tomko is directed to “secure handling of data
between two remote stations” (e.g., base station and remote station) using
fingerprint information. USAA-1005, Abstract. As shown in Tomko’s FIG. 1
(below), each device includes a processor 16/36, characteristic input device 20/40,
and memory 24/42. USAA-1005, 2:18-41, FIG. 1. The processor 16 is used to
process a received user input (e.g., a fingerprint via the characteristic input device
20) to derive a decryption key and encrypt the decryption key, which is stored in

memory 24. USAA-1005, 2:49-4:65. The processor also assists in sending
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messages, including obtaining the encrypted decryption key in response to a user

“applying his fingerprint to the characteristic input device 20.” USAA-1005, 5:13-
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81. In view of the similarities among Immega, Day, and Tomko’s
teachings, a POSITA would have naturally looked to Tomko for implementation
details regarding the Immega-Day devices, including what components would be
included. Combining the teachings of Immega-Day and Tomko would have
merely involved combining prior art elements according to known methods to
yield predictable results. Indeed, both teach systems involving communications

between two devices that are secured with the use of user fingerprints. USAA-

1004, Abstract; USAA-1005, Abstract. A POSITA would have been motivated to
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combine the teachings of Immega-Day and Tomko to realize the implementation
details, e.g., inclusion of processor, memory, and other components to execute the
functionality of the device. Id. For example, Immega describes “any device
equipped to execute the steps described.” USAA-1004, [0041]. The combination
would have been predictable and foreseeable and a POSITA would have had a
reasonable expectation of success because 1) Immega, Day, and Tomko disclose
secure communications between remote devices secured using fingerprint
information (USAA-1004, Abstract; USAA-1005, Abstract; USAA-1006,
Abstract) and 2) the combination merely involves incorporating known features
that are explicitly disclosed by Tomko and would have been understood by a
POSITA as likely present, but not explicitly disclosed by Immega. The
combination is predictable, at least in part, because elements of the combined
system would each perform similar functions they had been known to perform
prior to the combination. /d. For example, the devices in Tomko would still
perform the same or similar functions, including generating and sharing modified
enrolled fingerprint feature sets and transmitting secure communications with the
use of that data, as it did prior to the combination with Tomko. /d.

1.  Data Encryption

82.  Moreover, as discussed for [1.a.11], Immega teaches storing the

receiver’s modified enrolled fingerprint feature set (“secret™) in a directory. See
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supra, Ground 1A, analysis of Element [1.a.i1]. Immega further teaches that,
during the cross-enrollment process, the receiver encrypts the receiver’s modified
enrolled fingerprint feature set (“secret”) during the cross-enrollment process.
USAA-1004, [0047] (discussing double encrypting an enrollment message that
includes a user’s modified enrolled fingerprint feature set), claim 4 (“public key
cryptographic techniques are used to securely exchange modified enrolled
biometric feature sets”). In particular, Immega describes creating an “enrollment
message (step 222) comprised of the first user’s name, the second user’s name|,
and] the uniquely modified enrolled fingerprint feature set” that is double
encrypted and sent to the second user. USAA-1004, [0047]. To the extent that
Immega is not explicit about the timing of storing the receiver’s modified enrolled
fingerprint feature set (“secret”) in the directory, it would have been obvious to a
POSITA to encrypt it prior to storing it.

83.  In particular, Tomko teaches generating “an encrypted version of a
message decryption key” which is based on a fingerprint information signal from a
user of a first station” and used to “encrypt messages.” USAA-1005, Abstract,
2:42-5:11. Notably, Tomko teaches that the finger-print based key is “stored in
memory 24 as an “encrypted version.” USAA-1004, 4:60-65. In the Immega-

Day-Tomko combination, during cross-enrollment, the receiver device would store
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the double encrypted enrollment message prior to transmitting the enrollment

message to the sender device, as illustrated in modified FIG. 2 of Immega below.
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84. Indeed, as discussed for [1.a.i1], Immega teaches securely storing
modified enrolled feature sets that are “assigned to a specific person with whom
messages will be exchanged.” USAA-1004, [0044], [0009]-[0010], [0012],
[0059], FIG. 12. Moreover, as discussed in [1.a.ii1], for the receiver’s computing
device to distinguish the receiver’s various enrolled fingerprint feature sets from
one another, it would have been obvious that each enrolled fingerprint feature set
would be stored with an identifier that identifies the particular user for which the
feature set facilitates secure communication. This information is already included
in Immega’s enrollment message (e.g., “the first user’s name, the second user’s
name[,] the uniquely modified enrolled fingerprint feature set (that has been
uniquely changed and assigned to the specific second user from whom messages
will be received). USAA-1004, [0047]. Thus, it would been obvious to a POSITA
that, in the Immega-Day-Tomko combination, during enrollment, the receiver’s
device stores the encrypted enrollment message for each user with whom messages
will be exchanged. When the receiver’s device later required use of the receiver’s
modified enrolled fingerprint feature set, the receiver’s device would simply apply
his/her fingerprint to retrieve the enrollment message/modified enrolled fingerprint
feature set, per Immega, and decrypt the enrollment message “firstly with the

private key of the [sender] and secondly with the public signature of the
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[receiver],” both of which the receiver’s device has in its possession (per steps 207,
220, 230). USAA-1004, [0009], [0050], [0045]-[0047].

85. A POSITA would have found obvious that enhancing Immega’s
method based on Tomko’s teachings of encrypting a decryption key before storing
it would introduce multiple advantages. Tomko explains that storing an encrypted
version of the decryption key allows the decryption key to “be passed to the remote
station on line 30” and “remain secure even if intercepted.” USAA-1004, 4:60-65.
Moreover, the recipient “remote station stores the received decryption key in its
memory 42,” further benefiting from a secure encrypted decryption key. Id.. A
POSITA would have further recognized the benefits of storing the decryption key
in an encrypted format locally, especially in instances where the base station is not
sufficiently secure. USAA-1005, 6:10-12.

86. For example, as Levy explains that, in known storage systems,
“sensitive information stored on the storage medium 2 is freely accessible to
anyone who may use the system.” USAA-1008, 3:26-37. “Therefore a need
existed to provide a system and method for securing sensitive data contained
upon mass storage media,” and the “system and method must provide a low cost
mechanism for securing media resident data that poses a minimum possible impact
to the end user who is already familiar and comfortable with accepted peripheral

types, operating systems, and off the shelf applications.” USAA-1008, Abstract,
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1:14-39 (emphasis added). Levy then describes ‘“a rational standard for the
selective encryption of sensitive data on a computer system.” USAA-1008, 1:41-
45.

87.  As such, a POSITA would have been motivated to incorporate
Tomko’s teaching of encrypting decryption keys before storing them to Immega’s
authentication system at least because of the added security benefits of locally
storing encrypted versions of sensitive information.

88. A POSITA would have found relevant solutions within Tomko and
would have expected success in incorporating Tomko’s solutions within Immega.
For instance, Tomko describes various methods for “[d]eveloping an encrypted
decryption key,” and Immega similarly teaches encrypting its modified enrolled
fingerprint feature sets. USAA-1004, [0047]; USAA-1005, 2:48-5:11.

89.  Moreover, configuring Immega’s devices to leverage Tomko’s
teachings would have required only routine programming knowledge well within
the skill of a POSITA prior to the earliest effective filing date. Indeed, the change
would have amounted to nothing more than the use of a known technique to
improve similar devices — in each instance a computing equipped with a fingerprint
sensor — in a similar way, and combining prior art elements according to known

methods to yield the predictable results described above.
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90. Furthermore, the elements of the resulting combination would each
perform functions they had been known to perform prior to the combination—
receiver’s device would perform the same functions generate and store modified
enrolled fingerprint feature sets used to send and receive secure email but, as
taught by Tomko, would store the modified enrolled fingerprint feature sets in an
encrypted form for improved security. Accordingly, a POSITA would have
naturally expected success when incorporating Tomko’s teachings into Immega.
1d.

F.  U.S. Patent No. 8,108,318 (“Mardikar °318”)

91. Mardikar *318 discloses a variety of methods for securing “financial
transactions initiated from an electronic device,” including methods for
authenticating a user based on “biometric information” input to the device through
an included biometric sensor. USAA-1010, Abstract, 1:15-17, 3:11-33, FIGS. 4,
Sa, 5b, 6a.

92. In more detail, Mardikar *318’s FIG. 4 (reproduced below) “shows an
example embodiment of ... a client device 400 ... such as a mobile phone” that

“may include a communication chip 405, an antenna 407, secure elements 410,

420, a keypad 430 and a biometric sensor 440.” USAA-1010, 6:43-49.
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93. Mardikar 318 explains that a secure element (SE) “may be, for
example, a smart card ... embedded inside device 400,” adding that a “smart card
is a small, relatively tamper-proof computer” that “may contain a CPU and some
non-volatile storage” that “makes it possible for the card to keep some secrets,

such as the private keys associated with any certificates it holds.” Id., 7:45-57.
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94. FIG. 4’s “Application SE” 410, and “Crypto SE” 420 “may be pre-
loaded with applications and/or may be capable of downloading ... applications for
facilitating financial transactions over a network, key pairs, payment instruments
and/or a Certifying Authority (CA) certificate.” Id., 7:58-63. “Splitting the App
SE from the Crypto SE may enable a single Trusted Service Manager to verify and
authenticate the identity of a user for each of a number of various Service
Providers.” Id., 9:48-59.

95. In more detail, the App SE 410 may, in an exemplary embodiment,
“be designated for and arranged for storing various, resident financial transaction
or payment applications 450, each of which may facilitate financial transactions for
a different financial Service Provider,” for example, “PayPal.” Id. 8:62-9:3. In
that regard, the App SE 410 may be a “SIM card” that “securely store[s] a service-
subscriber key (IMSI) used to identify a subscriber,” and that is loaded with
“applications 450 that are “signed by a common Trusted Service Manager (TSM)
public key.” Id., 9:4-23.

96. The Crypto SE 420 may, in an exemplary embodiment, “be
designated for and arranged for loading and storing authentication data 446 (for
example a PIN or biometric signature), payment instruments 447, certificates 424,
crypto keys 421 and other security-related information, including, for example,

unique biometric authentication information related to a specific user.” 1d., 9:39-
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43. The Crypto SE 420 may, for example, “provide verification and authentication
for multiple applications stored in the App SE 410.” Id., 43-47.

97.  In that regard, a biometric authentication application 442 “may reside
on the Crypto SE 420 and may evaluate” biometric data received from biometric
sensor 440 “and compare the data to data from a registered user, or may register
the data where the data is being collected as part of a registration or certification
procedure.” Id., 9:60-65, 10:42-11:7; FIGS. 4, 5a, 5b.

98. Mardikar ’318’s FIGS. 5a and 5b (reproduced below) “illustrate an
exemplary system 500 for registering client device 400 with a “trusted service
manager 505,” for example, “to unlock a payment credential or CA certificate 424

(FIG. 4) pre-loaded on the device 400.” Id., 10:41-47.
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USAA-1010, FIG. 5a
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99.  “Registration may include registering a biometric attribute, for
example a thumb-print or finger-print, to unlock payment,” and “[a]ll applications
on the device may be registered with and deployed via the trusted service
manager.” Id., 10:47-54. For instance, “a payment credential 424 (FIG. 4) ... may
be unlocked by registering the user’s unique biometric profile using the biometric
sensor 440 (FIG. 4) ... by registering a thumb-print twice ....” Id., 10:54-60.

100. In this context, Mardikar *318 further explains that “when a customer
invokes pre-loaded app 450 (FIG. 4), SCEP/CRMF (Simple Certificate Enrolment

Protocol/Certificate Request Message Format) is invoked,” and a “user’s TSM
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credential or certificate 424” may be “entered and associated with the Service
Provider’s user account.” Id., 10:63-66. A “payment account number may be
randomly generated by the Service Provider along with CVV (card verification
value), and in an exemplary embodiment the “payment account number, CVV and
counter/timestamp (to prevent replay attacks) may be encrypted using the Public
key of the mobile phone and signed using the TSM’s private key.” Id., 11:9-21.
The “counter may be checked and payment account number and CVV may be
stored in the Crypto SE.” Id., 11:17-19.

101. Mardikar *318’s FIG. 6a (reproduced below) “illustrate[s] a method
600 of conducting a near-field communication (NFC) transaction at a point of sale
(POS)” that is facilitated by a Service Provider (e.g., PayPal), and that involves
unlocking the user’s registered payment credentials through further biometric

authentication. /d., 11:29-13:36, FIGS. 6a, 6b, 6c.
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102. In more detail, Mardikar *318 explains in the context of an exemplary
embodiment involving a POS NFC transaction that “preparing the device for

payment may prompt a payment application resident on the App SE 410 ... to
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check 604 the biometric sensor for biometric input,” that a user may then input 606
their biometric identifying data (ID) or signature by placing or swiping a thumb or
finger on biometric sensor 440,” and that the “input biometric ID may be directly
sent or tunnelled 608 to Crypto SE 420 ... for authentication/unlocking.” Id.,
11:44-51; see also id., 9:60-65 (“a biometric authentication application ... may
evaluate the biometric data and compare the data to data from a registered user”).

103. “Once a user’s biometric identity is authenticated properly, the Crypto
SE 420 may send 612 an approval/disapproval message and payment or other
information to the App SE,” which “may then send the payment information 614 to
the communication chip 405 for further transmission or transport to a reader or
other communication reception device located at the POS, for example a POS NFC
reader located at a merchant/vendor’s place of business.” Id., 11:62-12:3. “In
other example embodiments, the Crypto SE 420 may establish a direct, secure
transmission between the Crypto SE 410 and the POS.” Id., 12:4-21.

104. Either way, the transmitted “[p]ayment information may include
payment information, such as amount and account number, and may include a
CVV.” Id., 12:22-30. For example, “[w]hen a payment is made at a merchant
POS 650 using Visa/MC/AmEX, the last four digits of the payment instrument may
be sent to the TSM (using, for example, an application provided on the App SE by

the TSM),” and “[t]his information may be correlated with signature information”
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that is “collected by the TSM” and “used to identify the client device and its user.””
Id., 12:31-43.

105. Notably, Mardikar *318 expressly indicates that “the payment
information may be transmitted by alternate methods of communication as desired
or necessary in a particular embodiment or circumstance ....” Id., 12:22-30; see
also id., 3:11-33, 4:27-36 (“the system is not limited to NFC applications, but may
also apply to other types of applications, for example, SMS, mobile internet or
other forms of communication™), 13:37-14:19 (describing a secure SMS
transaction).

106. For instance, Mardikar 318 explains that “TSM 325 may act as a

payment provider system (PP), such as PayPal, and may provide payment

3 Mardikar 318 explains that “[c]lient device 400 may further include one or more
user identifiers that may be implemented, for example, as operating system registry
entries, cookies associated with a browser application, identifiers associated with
hardware of client device 400, or other appropriate identifiers ... for example, the
International Mobile Equipment Identity number (IMEI #) or the Secure Element
ID number.” Id., 4:57-65. “[A] user identifier may be used by a payment service
provider or TSM 240 to associate client device 400 or user 220 with a particular

account maintained by payment service provider 240.”
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processing for online transactions on behalf of the customer so that the customer
does not expose payment information directly to the merchant.” Id., 6:13-29.
107. In that regard, “the customer may pre-register his account with the
payment provider system, map the account to an email address, and then use the
payment provider system to make purchases when redirected to the payment
provider system from the merchant’s site.” Id. “After the financial transaction is

authorized, the TSM 325 or payment provider system completes the transaction.”

G. U.S. Patent No. 8,234,697 (“Chhabra”)

108. Like Mardikar ’318, Chhabra describes secure mobile Internet
transactions that are facilitated through “an on-line payment service (e.g.
PayPal®).” USAA-1013, Abstract, 10:47-65, 5:41-11:29, FIGS. 1, 3, 4, 5.

109. In more detail, Chhabra’s FIG. 1 (reproduced below) illustrates “a
system for sending credentials securely to a remote server” 20 from a user
computing platform 10, which “may be, for example, ... a mobile computer”

featuring a “web browser as an application for retrieving and viewing web

content.” Id., 1:6-13, 1:24-25, 3:44-56, 2:64-7:64.
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110. As further illustrated and described with respect to Chhabra’s FIG. 3
(reproduced below), the user’s computing platform 10 may further feature a

“management module” 130 that (similar to Mardikar *318’s Crypto SE) “may
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request a user’s input for authorization or authentication” in the context of a web-
based financial transaction that is facilitated by the remote servers 20 and/or 30,
which the user provides through “a sensor such as ... fingerprint sensor 150 or

other biometric device.” Id., 9:32-44.
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111. In more detail, Chhabra’s FIG. 5 (reproduced below) illustrates “a
method for a secure payment transaction” in which “a user desiring to complete a
financial transaction on a web site ... may be automatically redirected to a payment

page” that “may request the user to enter payment credentials ... such as for
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example, a credit card number, a credit card expiration date, a security code, and
... payment account information such as for example bank account routing
information and password, an on-line payment service (e.g. PayPal®) username
and password, or other credentials that may identify or authorize a user and/or a

financial account.” Id., 10:40-55.
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112. For example, the “management module” 130 “may request user input
for authorization to complete the financial transaction” in an operation 506 that is
performed in response to a message that is communicated to computing platform
10 from “database server 30.” Id., 9:32-44%, 6:45-48, 10:65-11:9, 13:58-14:24.
Upon receiving the user’s input from “keyboard 140 and/or fingerprint sensor
150,” the “management module 130 may ... verify or confirm that the user is
authorized” through a process that “may include but is not limited to a table or
database lookup, [and] fingerprint matching ....” Id., 9:45-64, 10:65-11:9. For
example, “[f]lingerprint sensor 150 may be or include a sensor for capturing a

b

representation of a user’s fingerprint for authentication or identification of a user,’

* Chhabra expressly notes that “[i]Jn some embodiments, some operations described
below in the method of FIG. 5 may be similar to like-named operations described
above for the method FIG. 4,” and that “embodiments of the method of FIG. 5 may
be used by, or may be implemented by, the same elements or components as the
method of FIG. 4 including for example an application 25 that may require a
financial transaction, although the invention is not limited in this respect.” USAA-
1013, 10:31-39. From this and related description, a POSITA would have
understood and found obvious that Chhabra’s disclosures with respect to

Chhabra’s FIGS. 1, 3 and 4 are applicable as appropriate to Chhabra’s FIG. 5.
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and a “digital template may be derived from the captured representation and
compared with one or more stored reference digital templates”; a “positive match
may authenticate or identify a user.” Id., 7:44-56.

113. “If the user is authorized, management module 130 may look up in a
table or database the appropriate identifier or credential needed,” which “may be
stored in any memory on computing platform 10 that is secure,” and may “transmit
a permission token, number or string such as an http post login string and/or other
appropriate credential to application 25 over public network 40,” where application
25 1s hosted on remote server 20. Id., 3:3-25, 9:55-10:3, 3:3-14, FIG. 2. For
example, “in operation 510 management module may look up the appropriate
payment credential needed to complete the transaction,” and may in operation 512
“encrypt and transmit the requisite http request string and payment credential over
the public network 40 to application 25.” Id., 11:10-29, 9:65-10:16.

H. Mardikar-Chhabra Combination

114. As independently and expressly suggested by both Mardikar *318 and
Chhabra, a POSITA would have found it obvious to apply authentication
techniques enabling a user to securely log in to a payment provider’s site when
redirected to that site from a merchant’s site during a browser session, and/or to

securely complete an associated financial transaction through the payment
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provider’s site during that browser session. USAA-1010, 6:13-29, FIGS. 4, 5a, 5b;
USAA-1013, 10:40-55, FIGS. 1, 3, 4, 5.

115. Mardikar ’318, for instance, explains that “TSM 325 may act as a
payment provider system (PP), such as PayPal, and may provide payment
processing for online transactions on behalf of the customer so that the customer
does not expose payment information directly to the merchant.” Id., 6:19-23. In
that context, Mardikar *318 further explains that “the customer may pre-register his
account with the payment provider system, map the account to an email address,
and then use the payment provider system to make purchases when redirected to
the payment provider system from the merchant’s site,” adding that “[a]fter the
financial transaction is authorized, the TSM 325 or payment provider system
completes the transaction.” USAA-1010, 6:24-29.

116. Chhabra similarly describes “a method for a secure payment
transaction” in which “a user desiring to complete a financial transaction on a web
site ... may be automatically redirected to a payment page” that “may request the
user to enter payment credentials ... such as for example, a credit card number, a
credit card expiration date, a security code, and ... payment account information
such as ... an on-line payment service (e.g. PayPal®) username and password, or

other credentials that may identify or authorize a user and/or a financial account.”

USAA-1013, 10:40-55, FIGS. 1, 3, 4, 5.
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117. Although Mardikar *318 describes in detail an exemplary process for
performing a secure NFC transaction at a merchant’s POS terminal using
computing device 400, it offers fewer specific details with respect to web
transactions. See USAA-1010, 6:13-29, 11:30-13:36, FIGS. 4, 6a, 6b, 6¢. In that
regard, a POSITA would have found it obvious to supplement Mardikar *318’s
teachings with Chhabra’s when implementing biometric authentication for web
transactions facilitated by a payment provider’s remote server.

118. In more detail, a POSITA would have understood and found obvious
that computing device 400 is, as described with respect to Mardikar *318’s FIG. 4
(reproduced below), equipped with the hardware and software necessary to enable
the customer to “pre-register his account with the payment provider system,” “map
the account to an email address, and then use the payment provider system to make
purchases when redirected to the payment provider system from the merchant’s
site”’; relatedly, the POSITA would have understood and found obvious that

Chhabra’s additional teachings with respect to web transactions could be easily and

advantageously implemented by that device and the payment provider’s remote

server. USAA-1010, 6:19-29, 9:60-65, 10:42-11:7, FIG. 4.
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119. For instance, similar to the computing platform 10 “management
module” 130 and fingerprint sensor 150 that Chhabra describes with respect to
Chhabra’s FIG. 3 (reproduced below), Mardikar *318’s computing device 400
features a biometric authentication application 442 that resides on Crypto SE 420,

evaluates biometric data received from biometric sensor 440, and compares “the
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data to data from a registered user” as part of a process of authenticating a
transaction. USAA-1010, 9:60-65, 10:42-12:43, FIG. 4; USAA-1013, 6:45-48,

9:32-44,10:40-11:9, 13:58-14:24, FIGS. 3, 5.
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120. And, similar to the computing platform 10 “operating environment”
120 and browser 122 that Chhabra describes with respect to Chhabra’s FIG. 3,
Mardikar ’318’s computing device 400 features Application SE 410, which “may

be pre-loaded with applications and/or may be capable of downloading various
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applications ... for facilitating financial transactions over a network.” USAA-
1010, 7:58-9:3.

121. A POSITA would have understood and found obvious from Mardikar
’318’s descriptions that one such application residing on Application SE 410
would be a web browser. See, e.g., USAA-1010, 4:58-62 (noting that “Client
device 400 may further include ... cookies associated with a browser application™),
6:19-29 (“the customer may pre-register his account with the payment provider
system, map the account to an email address, and then use the payment provider
system to make purchases when redirected to the payment provider system from
the merchant’s site™).

122. In that regard, a POSITA would have further understood and found
obvious that Mardikar *318’s system, including both computer device 400 and the
remote payment provider server with which it interacts, is readily adaptable to
conveniently and securely enable authenticated web transactions along the lines
that Mardikar ’318 already suggests, and that Chhabra further details. USAA-
1010, 6:13-29, FIG. 4; USAA-1013, USAA-1013, 6:45-48, 9:32-11:9, 13:58-
14:24, FIGS. 1, 3, 4, 5.

123. For example, as described by Chhabra, “a user desiring to complete a
financial transaction on a web site ... may be automatically redirected to a payment

page” that “may request the user to enter payment credentials ... an on-line
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payment service (e.g. PayPal®) username and password, or other credentials that
may identify or authorize a user and/or a financial account.” USAA-1013, 10:40-
55.

124. In that context, a POSITA would have been motivated and would
have found it obvious to implement Chhabra’s related teachings using, for
example, biometric authentication application 442 and/or another application
residing on Crypto SE 420; in which case, the implementing application would
“request user input for authorization to complete the financial transaction” in an
operation performed in response to a message communicated to computer device
400 from the payment provider’s remote server upon or after the user’s redirection
to the payment provider’s site. See USAA-1013, 9:32-44, 6:45-48, 10:65-11:9,
13:58-14:24; USAA-1010, 6:24-29 (“the customer may ... use the payment
provider system to make purchases when redirected to the payment provider
system from the merchant’s site”).

125. Upon receiving the user’s input from “biometric sensor 440,” the
Crypto SE application would “verify or confirm that the user is authorized”
through a process that “may include but is not limited to a table or database
lookup, [and] fingerprint matching ....” USAA-1013, 9:45-64, 10:65-11:9;
USAA-1010, 11:44-51 (“preparing the device for payment may prompt a payment

application ... to check 604 the biometric sensor for biometric input”). For
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example, biometric sensor 440 would capture a representation of the user’s
fingerprint,” and a digital template “derived from the captured representation”
would be “compared with one or more stored reference digital templates,” with a
“positive match” yielding identification and/or authentication. USAA-1013, 7:44-
56; USAA-1010, 9:60-65 (“a biometric authentication application ... may evaluate
the biometric data and compare the data to data from a registered user”).

126. Upon authorization, the Crypto SE application would “look up in a
table or database the appropriate identifier or credential needed,” and would
“transmit a permission token, number or string such as an http post login string
and/or other appropriate credential to” the payment provider’s remote server. Id.,
3:3-25, 9:55-10:3, 3:3-14, FIG. 2. For example, the Crypto SE application would
“look up the appropriate payment credential needed to complete the transaction,”
and “encrypt and transmit the requisite http request string and payment credential
over the public network” to the remote server. USAA-1013, 11:10-29, 9:65-10:16;
USAA-1010, 11:62-12:21, 12:22-43 (“[p]ayment information may include ...
amount and account number, and may include a CVV ... “[t]his information may
be correlated with signature information” that is “used to identify the client device
and its user”).

127. A POSITA would have been motivated to enhance Mardikar *318’s

system based on Chhabra in this and other ways because they would have
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understood that, consistent with the teachings of both references, doing so would
provide the user with a more convenient and secure process for completing web-
based financial transactions, among multiple additional advantages, including:

128. Enabling Mardikar *318’s user computing device 400 to securely send
authentication information and/or other user credentials to a payment provider’s
remote server for purposes of login, upon or after being redirected to the payment
provider’s site, so as to enhance user convenience and avoid exposing the
credentials to a third party. USAA-1013, 1:31-33, 7:65-10:55, FIGS. 4, 5; USAA-
1010, 4:9-11 (“the Customer expects convenient, friendly and secure services
within a trusted environment™), 6:13-29, FIGS. 4, 5a, 5b.

129. Enabling Mardikar *318’s user computing device 400 to “send]]
credentials securely” to a payment provider’s remote server, upon or after being
redirected to the payment provider’s site, so as to enhance user convenience, and
“so that the customer does not expose payment information directly to the
merchant.” USAA-1010, 4:9-11, 6:19-23; USAA-1013, 1:31-33, FIG. 4.

130. Enabling “a payment provider system (PP), such as PayPal” to
provide secure “payment processing for online transactions on behalf of the
customer” when the customer initiates those transactions through a browsing
session performed on Mardikar *318’s user computing device 400, so as to enhance

user convenience and transaction security in the context of web-based transactions,
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and so as to enhance the overall utility of the payment provider system to the user.
USAA-1010, 5:34-47 (““Customer 305 may desire to purchase or pay for goods or
services provided by merchant/service provider”), 6:19-23, FIG. 3; USAA-1013,
1:34-45, 7:65-11:29, FIGS. 4, 5.

131. In these and other scenarios involving web based-transactions,
providing strong second factor authentication to verify the authenticity of
computing device 400 and its user, and to thereby further enhance the convenience
and security of those transactions for all involved. USAA-1010, 4:7-17 (“although
each player may have its own culture and expectations, they all have the same
basic requirement—the need for security and confidentiality™), 5:34-61 (“a Trusted
Service Manager (TSM) 325 may provide a single point of contact for Service
Provider 315, or providers, to access their customers”), FIG.3; USAA-1013, 3:26-
43; USAA-1012°, 99 [0005]-[0014] (emphasizing the importance of second factor

authentication in a similar SMS context), [0020], [0030]-[0031].

> Mardikar 673 is a publication of a related application that was filed 3 days after
Mardikar ’318 and that, like Mardikar 318, was assigned to eBay Inc. USAA-
1012, Cover Page. Mardikar *673 describes techniques for secure SMS

transactions, but a POSITA would have understood and found obvious that the
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132. These among other advantages would have amply motivated a
POSITA to integrate Chhabra’s teachings into Mardikar 318 in a manner enabling
Mardikar *318’s user computing device 400 to securely log in to a payment
provider’s site when redirected to that site from a merchant’s site during a browser
session, and/or to securely complete an associated financial transaction through the
payment provider’s site during that browser session. USAA-1010, 6:13-29, FIGS.
4, 5a, 5b; USAA-1013, 10:40-55, FIGS. 1, 3, 4, 5.

133. Moreover, configuring Mardikar *318’s systems to leverage
Chhabra’s teachings would have required only routine programming knowledge
that was well within the skill of a POSITA prior to the earliest effective filing date.
Indeed, the change would have amounted to nothing more than the use of a known
technique to improve similar devices — in each instance a computing device
equipped with hardware and software for performing biometric authentication and
related cryptographic techniques in the context of securing financial transactions —

in a similar way, and combining prior art elements according to known methods to

advantages ascribed by Mardikar *673 to biometric authentication in that context
are similarly applicable to the web-based transactions enabled through integration
of Chhabra’s teachings into Mardikar 318. USAA-1012, 94 [0005]-[0014],

[0020], [0030]-[0031].
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yield the predictable results described above. USAA-1010, 9:60-65, 10:42-12:43,
FIG. 4; USAA-1013, 6:45-48, 9:32-44, 10:40-11:9, 13:58-14:24, FIGS. 3, 5. In
addition, the elements of the resulting combination would each perform functions
they had been known to perform prior to the combination. Accordingly, a POSITA
would have had more than a reasonable expectation of success when incorporating
Chhabra’s teachings into Mardikar *318.

I. U.S. Patent App. Pub. No. 2004/0111625 (“Dufty”)

134. Duffy is directed to “generating a cryptographic key using data
representative of an analogue source” such as “using biometric data obtained by
scanning a fingerprint, an iris, a retina or the like.” USAA-1014, Abstract, [0001].
Duffy describes “a computer system including a fingerprint sensor and a
cryptography unit” in one of the embodiments. USAA-1014, [0015], [0029]
(“FIG. 1 shows a computer 1 having a display 3, a keyboard 5 and a computer
tower 7 which includes a slot 9 for receiving a floppy disk 11. The computer tower
7 includes a modem (not shown) which is connected, via a cable 13, to a telephone
socket 15 to allow access to the Internet. A fingerprint sensor 17, which in this
embodiment includes an ATMEL thermal sensing chip, is connected to a
cryptographic unit 19 which is in turn connected to the computer tower 7.”), FIG.
1. Duffy explains, “[A] dedicated cryptography unit is used to process the

biometric data and to perform cryptographic operations. However, these operations
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could instead be performed by computer programs executed by a conventional

computer.” USAA-1014, [0088].

USAA-1014, FIG. 1

135. In one aspect, Duffy tries to mitigate system vulnerabilities by
associated with storage of the entire cryptographic keys. USAA-1014, [0003] (“It
is important that the cryptographic key used in a symmetric encryption system or
the private key used in an asymmetric encryption system is known only by
authorized personnel or devices. However, the cryptographic keys employed are

typically large numbers which are difficult for a person to memorise [sic] and
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therefore a permanent record of the cryptographic key is generally made. This
raises the problem of security of the permanent record.”).

136. Responsive to these concerns, Duffy describes storing a subset of a
cryptographic key®. Duffy describes a cryptographic key that is combination of (1)
an intermediate key (reflecting a post-enrollment biometric capture) with (2) a
mapping key stored in NVRAM (generated during biometric enrollment). Duffy
notes that “a biometric value is calculated using image data representative of the
fingerprint of a user. This biometric value forms an intermediate key linking a
mapping key with a cryptographic key.” See e.g., USAA-1014, [0113], Abstract,
[0008], [0031], [0044].

137. The “mapping key” is generated during the ENROL USER’, i.e., user
enrollment, and is a combination of the private key (used for encryption and/or
decryption) and the biometric value, and is “stored in a mapping key store 1013,”
e.g.,in a NVRAM 41 of the cryptography unit 19. USAA-1014, [0043] (“The
CPU 35 then processes, in step S7, the private key K, and the biometric value Ky,
to generate the mapping key Kqp. In this embodiment, the private key K is a

128-bit binary number and the mapping key K, 1s generated by subtracting the

% In some cases, this is referred to as a “Triple Key Cryptography.”

"ENROL _USER (user enrollment) is described in at least [37]-[44].
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biometric value Ky, from the private key K, as shown in equation 1. K,up=K,i-
Kbpio (1)7), FIG. 2 (showing generation of the mapping key Kap from combining
the biometric value Ky, with the private key K, by the “mapping key generator
1009” and storage of the generated mapping key in a mapping key store 1013),
[0031], [0034] (cryptography unit 19 having “a non-volatile random access
memory (NVRAM)”), [0037] (FIG. 5 showing “NVRAM 41 stores the mapping
key 617), [0044], FIGS. 5, 6 (step S7 “process private key and biometric value to
generate mapping key”).

138. Duffy explains that “[i]n this way, it is not necessary to maintain a
permanent record of the cryptographic key. Although the mapping key is stored, by
itself the mapping key gives no information about the cryptographic key.” USAA-
1014, [0008]. That is, while Duffy describes storing K,.4,, the entire cryptographic
key need not be stored. See, e.g., [81] (noting that private key K= Kiuap T Kpio).

139. Duffy explains “[i]n the first embodiment, the mapping function
which is applied to the intermediate key (i.e. the biometric value Kyi,) and the
mapping key Knp 1s a simple addition. However, any mapping function which is
monotonic, i.e. each set of input variables generates a unique output, could be
used. For example, the mapping function could be a simple subtraction. It can be
shown that the mapping function used does not affect the security of the system. A

bit-wise exclusive-OR function could also be used both to combine the
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intermediate key and the cryptographic key to generate the mapping key, and
subsequently to combine the intermediate key and the mapping key to generate the
private key.” USAA-1014, [0117].

140. To avoid having a permanent record of the private key (or
“cryptographic key”’), Dufty describes a method where the private key, subsequent
to an initial enrollment process (the “ENROL USER routine™), “can only be
regenerated when new biometric data corresponding to the fingerprint of the user
21 1is received and processed to regenerate the biometric value Ky, through a
“RECOVER_PRIVATE KEY routine.” USAA-1014, [0044] (“The ENROL-
_USER routine then concludes by deleting, in step S13, the private key K, the
biometric value Ky;o, and the biometric data. Therefore, after the ENROL USER
routine has been completed, the private key K, is not stored anywhere in the
cryptography unit 19 and can only be regenerated when new biometric data
corresponding to the fingerprint of the user 21 is received and processed to
regenerate the biometric value Kyi,. The mapping key Kinap, which is stored in the
cryptography unit 19, by itself gives no information concerning the private key
Kpri.”); see also id., [0034] (describing the “main components of the cryptography
unit 19” including “central processing unit (CPU) 35, a read only memory (ROM)
37, arandom access memory (RAM) 39, a non-volatile random access memory

(NVRAM) 41,” and “a cryptography processor 45, which is configured to perform
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any required cryptographic operations.”), [0035] (“In this embodiment, the
cryptography processor 45 1s capable of generating the private key K, and the
public key Ky, pair using [an] RSA algorithm.”).

141. In more detail, Dufty describes an “ENROL_USER routine 51” for
enrolling a new user, where a “biometric value Ky;,,” a “private key K,i,” and a
“mapping key K~ are generated and linked together through a mapping function.
USAA-1014,[0031], [0036] (“The ROM 37 stores a number of routines which are
used during operation of the cryptography unit 19, four of which are shown in FIG.
4. An ENROL USER routine 51 is used to process image data corresponding to the
fingerprint of a new user 21 to generate the biometric value Ky;,, and subsequently
to generate a mapping key K, which when combined with the generated
biometric value Ky, using a mapping function generates the private key K, for the
user 21.”), FIGS. 2, 4, 6. “When enrolling a new user, the number generator 1003
processes one or more feature templates representative of the fingerprint of the
new user and determines processing instructions and process variables which
improve the repeatability of a generated biometric value Ky;,. These processing
instructions and process variables are stored as an ambiguity resolution vector
1005. A switch 1007 then directs the biometric value Ky, to a mapping key
generator 1009, and a cryptographic key generator 1011 generates a private key

K,ri and public key Ky pair, of which the public key K, is sent to a certifying
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authority and the private K 1s input to the mapping key generator 1009. The
biometric value Ky, and the private key K, are used by the mapping key generator
1009 to generate a mapping key Kiap, using a monotonic mapping function, and
the mapping key Kuqp 15 stored in a mapping key store 1013.” Id., [0031]. See also

id., [0039]-[0073] (detailed description of the “ENROL USER routine 517).
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Fig. 4

ENROL_USER ~51

RECOVER_PRIVATE_KEY [|~53

SIGN_MESSAGE ~55

DECRYPT_MESSAGE | _ 57

USAA-1014, FIG. 4

142. Dufty then describes a “RECOVER _PRIVATE KEY routine 53,”
“[a]fter enrollment, when a user wishes to generate the private key K, the
fingerprint sensor 17 scans the fingerprint of the user and sends image data to the
image processor 1001, which generates one or more feature templates. The number
generator 1003 processes the one or more generated feature templates, using the
processing instructions stored in the ambiguity resolution vector store 1005, to
generate the biometric value Ky, and the switch 1007 directs the biometric value
Kyio to a private key generator 1015. The biometric value Ky, and the mapping key
Kumap are combined by the private key generator 1015, using the monotonic

mapping function, to generate the private key K,.” USAA-1014, [0032], [0036]
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(“A RECOVER PRIVATE KEY routine 53 enables the private key K, associated
with a user to be recovered by applying a mapping function to the biometric value
Kyio generated from the image data for the fingerprint of the user 21 and the
mapping key Kmap.”), FIG. 10; see also id., [0074]-[0080] (detailed description of
the RECOVER PRIVATE KEY routine 53”), FIG. 9.

143. Duffy further describes a “SIGN_MESSAGE routine 55 [that] is used
to generate a digital signature, using the private key K, generated for a user, in
order to authenticate the source and integrity of a message.” USAA-1014, [0036],
[0033] (“The cryptographic unit 19 is then able, for example, to create a digital
signature using the private key K,.”); see also id., [0083]-[0085] (detailed
description of the “SIGN_MESSAGE routine 55 “using the generated private key
Kyrito generate the digital signature” for an outgoing communication). Duffy
explains, [t]he digital signature is then transmitted, in step S89, to the computer 1,
which attaches the digital signature to the original message to form a signed

message and transmits the signed message to a desired recipient.” Id., [0085].
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Fig. 10
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144. Dufty also describes a “DECRYPT MESSAGE routine 57 [] used to
decrypt, using the private key K, for the user 21, messages encoded with the
associated public key Kyup.” USAA-1014, [0036], [0033] (“The crypto unit 19 is
then able, for example, to ... decrypt a message received from the computer 1
using private key Ki.”), [0086]-[0087] (detailed description of the
“DECRYPT _MESSAGE routine 57). Upon receiving an encrypted
communication (step S91), the cryptography unit “checks, in step S93, if the

private key K 1s currently generated.” Id., [0086]. “If the private key is not
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currently generated, the cryptography unit 19 runs, in step S95, the RECOVER-

_PRIVATE KEY routine to generate the private key K. 1d., [0087].

Fig. 11
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145. Duffy’s “public key K, and a private key K, pair using the RSA
algorithm is [] performed, in step S3, using the cryptography processor 45. The
generated public key K, 1s transmitted, in step S5, to the certification authority by
transmitting the public key K,uw, via the computer I/O port 47, to the computer 1

which in turn transmits the public key K, via the Internet, to the certification
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authority. In this way, third parties have access to the public key Kyup.” USAA-
1014, [0042].

146. Duffy’s explains that the private key (as well as the public key) is
used for both decrypting and encrypting messages between a sender and a
recipient, “[a]s those skilled in the art will appreciate, messages encrypted with a
private key K, generated using the RSA algorithm can only be decrypted using
the corresponding public key K., and similarly messages encrypted with a public
key Kpup generated using the RSA algorithm can only be decrypted using the
corresponding private key K. These properties are put to two main uses, to create
digital signatures authenticating the source and integrity of a message and to
encrypt a message so that only the desired recipient can decrypt the message.”
USAA-1014, [0082].

J. Mardikar-Chhabra-Duffy Combination

147. A POSITA would have found obvious integration of Duffy’s
technology?®, and the use of K, into Mardikar-Chhabra’s system, thereby further
enhancing Mardikar-Chhabra’s security. USAA-1014, [0088]. As explained
below, the result is a system with added functionality (“the Mardikar-Chhabra-

Duffy system”), capable of improving the security associated with a user’s private

8 This may include the use of Duffy’s Triple Encryption.
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keys, by regenerating the entire key whenever needed while only storing a portion
of it, K4, that was generated during the enrollment process. Id.

148. For example, the Mardikar-Chhabra-Duffy system would leverage
Duffy’s technology of generating a “mapping key” from a combination of a
biometric value (e.g., Mardikar-Chhabra’s original biometric signature/profile)
with a private key, storing the mapping key locally (e.g., Crypto SE), increasing
the security of the private key used on the client device afterwards, which reduces
the ability of malicious actors to compromise the user’s cryptographic engine.
That is, the user device in Mardikar-Chhabra-Duffy only forms the entire private
key whenever needed, based on the mapping key (K,.,») and the biometric value.
USAA-1014, Abstract, [0008], [0031]-[0036], [0043]-[0044], [0113], [0117]. This
mapping key is thus a modified biometric signature/profile of the user.

149. In greater detail, Mardikar-Chhabra generates a biometric value (e.g.,
“biometric signature” or “biometric profile”) from a user’s biometric data, such as
fingerprint, retina scan or voice data, obtained via a biometric sensor 440, and
stores this biometric value in a directory of the client device. USAA-1010, 7:26-
43, 10:54-62; USAA-1013, 2:22-28, 5:60-64, 7:44-64; supra, Mardikar-Chhabra
ground. Similarly, Duffy generates a biometric value (e.g., “biometric value Kyi,”)
from “biometric data obtained by scanning a fingerprint, an iris, a retina or the

like,” for example, “from the image data representative of the fingerprint of the
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user 217 obtained from a fingerprint sensor 17. USAA-1014, Abstract, [0001],
[0030]. Thus, Duffy’s particular biometric techniques can be implemented in the
Mardikar-Chhabra described above in Ground 2A.

150. The Mardikar-Chhabra combination operates by accessing local
cryptographic keys (including private keys) on the client device, along with
“unique biometric authentication information related to a specific user.” USAA-
1010, 7:45-63 (client device storing “private keys associated with any certificates it
holds”™), 9:37-43 (“In an example embodiment, the Crypto SE 420 may be
designated for and arranged for loading and storing authentication data 446 (for
example a PIN or biometric signature), payment instruments 447, certificates 424,
crypto keys 421 and other security-related information, including, for example,
unique biometric authentication information related to a specific user.”), FIG. 4.
Duffy provides the ability to dynamically generate a local cryptographic key,
which can then readily interface with the Mardikar-Chhabra protocol.

151. A POSITA would have been motivated to implement Duffy’s “Triple
Key Cryptography” technology for Mardikar-Chhabra, to further enhance security,
such that the entire private keys are no longer stored on the client device, and
instead, each private key is regenerated whenever needed by processing a new
biometric value in combination with the already stored mapping key, in accordance

with Duffy. In the resulting system, Mardikar-Chhabra-Duffy’s key relies upon
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the biometric-based key (Ki.qp) as taught by Duffy with the infrastructure and
protocol taught by Mardikar-Chhabra.

152. A POSITA would also have been motivated to look to Duffy for
implementation details to generate a “biometric signature” or “biometric profile”
from “raw biometric data.” USAA-1010, 7:27-43 (Mardikar 318 describing
biometric sensor 440 generating “a data signal or signals representative of the
user’s biometric signature” from “raw biometric data” without providing
implementation details); USAA-1013, 7:44-51 (“digital template” and “reference
digital templates” generated using “[f]ingerprint sensor 150” without
implementation details); USAA-1014, [0031], [0036], [0039]-[0073] (detailed
description of generating a “biometric value Kyi,” from raw biometric data), FIGS.
2, 6 (step S1 “receive and process biometric data to generate biometric value and
ambiguity resolution vector”), 7A, 7B, 8.

153. Moreover, configuring Mardikar-Chhabra’s system (e.g., modifying
the Authentication Application to perform certain computer programs) to leverage
Dufty’s teachings would have required only routine programming knowledge that
was well within the skill of a POSITA prior to the earliest effective filing date.
Indeed, the change would have amounted to nothing more than the use of a known
technique (Duffy’s “Triple Key Cryptography” technique performed using

computer programs) to improve similar devices (in each instance a computing
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device equipped with hardware and software, employing encryption/decryption
systems relying upon one or more cryptographic keys, for performing biometric
data processing and related cryptographic operations in the context of secure
information exchange with a remote party) in a similar way, and combining prior
art elements according to known methods to yield the predictable results described
above. E.g., USAA-1010, 4:37-5:1 (client device 400), 7:27-8:47 (biometric
sensor and secure elements), 10:25-11:7 (public key infrastructure and registration
process), 11:11-14:28 (NFC transaction and secure SMS transaction); USAA-
1013, 5:59-7:21 (computing platform 10), 7:44-64 (fingerprint sensor), 7:65-10:24
(sending credentials securely to a remote server for a transaction), 10:25-11:29
(secure transaction through a remote web site); USAA-1014, [0029] (computer 1
having fingerprint sensor 17 and other components), [0030-[0044] (generation and
use of various keys including cryptographic keys), [0088] (“In the first
embodiment, a dedicated cryptography unit is used to process the biometric data
and to perform cryptographic operations. However, these operations could instead
be performed by computer programs executed by a conventional computer.”).

154. Furthermore, the elements of the resulting combination would each
perform functions they had been known to perform prior to the combination.
Accordingly, a POSITA would have had a reasonable expectation of success when

incorporating Duffy’s teachings into Mardikar-Chhabra.
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IX. MANNER IN WHICH THE PRIOR ART REFERENCES RENDER
THE 689 CLAIMS UNPATENTABLE

A. Ground 1A: Combination of Immega and Day Renders Obvious
Claims 1-4 and 6-8

[1.pre] A method, comprising:

155. To the extent the preamble is limiting, Immega-Day renders obvious
[1.pre]. USAA-1004, Abstract, [0006], [0008] (“This allows confirmation of
identity of both parties at both ends of a message exchange.”), [0013] (““Once the
sender’s identity is confirmed”), [0017] (“‘checks the identity of the sender™),
[0018] (“receiver’s identity is then checked”), [0019] (“receiver then confirms the
sender’s identity””). At a high level, Immega describes a “method for permitting
the secure transmission of electronic messages by using biometric certification is
provided,” where “[e]nrolled fingerprint feature sets, which have been uniquely
modified for a particular person with whom messages will be exchanged, are cross-
enrolled between the sender and receiver such that the biometric identity of both
the sender and receiver can be checked during message sending and receiving.”
USAA-1004, Abstract. Immega further describes “an algorithmic method to
provide biometric security to electronic messages, such as electronic mail (also
known as email), certifying the physical identity of both the sender and receiver.”
USAA-1004, [0006]. Immega also describes several instances of checking or
confirming the identity of a receiver or sender. USAA-1004, [0008], [0013],

[0017], [0018], [0019]. Thus, a POSITA would have understood that Immega
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provides a method for authenticating (e.g., checking biometric identity of a user) a

user.
[1.a.i] by an application running on a mobile device, and via a user interface
associated with said application, communicating with a user to receive a unique

user input, generating, by said application, a secret based upon said unique user
input, and

156. Immega-Day renders obvious [1.a.1i]. USAA-1004, [0008], [0041],
[0043]-[0044], FI1G. 3A; supra, §VIIL.C, §V.E (Technology Overview).
Preliminarily, Immega explains that the “receiver” device can comprise a
“computer or any device equipped to execute the steps” described in Immega,
including, for example, “cellular telephones, personal digital assistants and the
like” (“a mobile device). USAA-1004, [0041]. Moreover, as discussed above in
§VIIL.C, the secret is generated in Immega-Day by the device’s secure email utility
(“an application running on a mobile phone”), which performs the enrollment
process, including receiving user fingerprints. USAA-1006, [0014], [0020].

157. Next, the receiver’s device (“mobile phone™) receives the receiver’s
fingerprint(s) (“unique user input) and generates the receiver’s modified enrolled
fingerprint feature set (“secret’””) upon receipt of and based on the receiver’s live-
scan fingerprint (“unique user input”). USAA-1004, [0008], [0041], [0044], FIG.
3A. In particular, during a cross-enrollment process, a user enrolls one or more
fingerprints at the receiver’s device (“receiving ... a unique user input”) to obtain

an enrolled fingerprint feature set. USAA-1004, [0042] (“The fingerprint sensor
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provides a biometric input, unique to each individual, which can be used to certify
identity ), [0043], FIG. 2. Then, the receiver’s device (“mobile phone”) processes
the enrolled fingerprint feature set of the user and generates the receiver’s
modified enrolled fingerprint feature set (“secret”) based on the receiver’s live-
scan fingerprint (“unique user input”). USAA-1004, [0008], [0041], [0044], FIG.
3A. Immega requires “both the sender and the receiver to cross-enroll biometric
feature sets,” where a “fingerprint sensor” on the device generates a “biometric
identifier file ... uniquely modified for each recipient so that only the designated
individual can employ it for messaging.” USAA-1004, [0008].

158. A POSITA would have understood that the live-scan fingerprint is a
unique user input since Immega explains that the “fingerprint sensor provides a
biometric input, unique to each individual.” USAA-1004, [0042]. Immega’s
teachings are analogous to the description in the *689 patent, which explains that a
“security application for a computing device, e.g., a mobile phone, allows
generation of a secret according to a unique user input (e.g., user credentials).”
USAA-1001, Abstract. Further, it was well-known as of the Critical Date to use
fingerprints as credentials. For example, Johnson’s “identity credential verification
subsystem 103 uses digital representations of fingerprints as the identity
credential;” Poo explains that fingerprints “have been legally and universally

accepted for verifying identity for over a century;” and Kuhlman explains that
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“other credentials, such as biometrics, have become a preferred method of
authentication.” USAA-1030, [0047]; USAA-1028, [0007]; USAA-1029, [0003].
Immega further explains that its invention requires “both the sender and the
receiver to cross-enroll biometric feature sets.” USAA-1004, [0008]. For
example, a user uses a “fingerprint sensor” on his/her device to generate a
“biometric identifier file, which is a user’s ‘enrolled fingerprint feature set’
(typically a minutiae file) that has been uniquely modified for each recipient so that
only the designated individual can employ it for messaging.” USAA-1004, [0008].
A POSITA would have understood that a modified enrolled fingerprint feature set
is a “secret,” especially given that it is used as an encryption key. USAA-1004,
[0009], [0012]-[0014], [0018]-[0019], [0064]-[0067]. For example, Phoha defines
a secret as a “quantity known only to the principals that can be used for
AUTHENTICATION and encryption of information flow between them.” USAA-
1031, 3 (emphasis in the original). In Immega, the modified enrolled fingerprint
feature sets are known only to the principals (sender and receiver) and are used for
encryption of information flow between them. Further, Immega explains that
“FIG. 3B shows a sample algorithm flow chart for generating a secret ‘difference
key’ which is derived from two fingerprints and is used to encrypt and decrypt
messages.” USAA-1004, [0034]. Therefore, from the disclosure in Immega (e.g.,

“secret ‘difference key’”’) and Phoha’s definition, a POSITA would have
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understood that a modified enrolled fingerprint feature set is a secret. USAA-
1031, 3; USAA-1004, [0009], [0012]-[0014], [0018]-[0019], [0034], [0044],
[0064]-[0067], FIG. 3A (illustrating generating a modified enrolled fingerprint
feature set).
159. With respect to FIG. 3A, Immega describes generating the modified

enrolled fingerprint feature set of a user:

Starting with step 300, the centroid of the fingerprint is

determined from the relative positions of the features of

the fingerprint in the image. A random number is used to

generate a displacement vector (step 302) to slightly shift

or displace all features of the enrolled fingerprint feature

set by a random displacement vector (step 304). The

modified enrolled fingerprint feature set is then assigned

to a specific person with whom messages will be

exchanged (step 308).
USAA-1004, [0044].

[1.a.ii] storing said secret at said mobile device, said secret being stored with an
identifier

160. Immega-Day renders obvious [1.a.ii]. USAA-1004, [0008], [0010],
[0012], [0013], [0044], [0047], [0059], [0066]. In particular, the receiver’s

computing device (“mobile device”) stores the receiver’s modified enrolled
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fingerprint feature set (“secret”) with an identification of the “person with whom
messages will be exchanged” (e.g., email address) (“identifier”). USAA-1004,
[0008], [0044], [0047]. Immega first explains that, after generating the modified
enrolled feature sets, they are “securely stored” and “assigned to a specific person
with whom messages will be exchanged.” USAA-1004, [0044]. Immega further
specifically explains that a user stores his/her own modified enrolled fingerprint
feature set. USAA-1004, [0009] (“The stored modified enrolled fingerprint feature
set of the sender (which was previously sent to the receiver during cross-
enrollment) is then retrieved”), [0010] (“In the preferred embodiments, the
‘difference key’ is derived from the live-scan (real-time) fingerprint feature set of
the sender and the stored modified enrolled fingerprint feature set of the sender.”),
[0012] (“The sender’s live-scan fingerprint feature set is then matched against the
stored modified enrolled fingerprint feature set of the sender (which was
previously sent to the receiver during cross-enrollment), validating the identity of
the sender.”), [0044], [0059] (“Not shown in FIG. 5, the decrypted modified
enrolled fingerprint feature set of the receiver can be optionally compared to the
stored modified enrolled fingerprint feature set of the receiver (which was
previously sent to the specific sender during cross-enrollment)”), FIG. 2 (“creating
an enrolled FP feature set of 1st User (stored)” and “modify enrolled FP feature set

of 1st User...”). Thus, Immega discloses or at least suggests securely storing, at
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the receiver’s device, a modified enrolled fingerprint feature set of the receiver that
is “assigned to [the] specific person with whom messages will be exchanged.”
USAA-1004, [0009], [0010], [0012], [0044], [0059].

161. As discussed in §VIII.C, in Immega-Day, the receiver’s modified
enrolled fingerprint feature set is securely stored in a Contacts address book
located in a directory and that includes the “[m]any uniquely modified enrolled
feature sets, one (or more) for each person with whom messages will be
exchanged.” USAA-1004,[0044], USAA-1006,[0119]-[0120]. Day explains,
“To further simplify the use of email encryption for any incoming digitally signed
emails, the secure email utility automatically updates and stores the public
credentials (key) within the user’s Contacts database,” which “not only provides
easy storage of contact information, but also a transparent tool for managing
individual public certificates to send and receive secure email.” USAA-1006,
[0170]. In this way, the receiver’s modified enrolled fingerprint feature set
(“secret”) 1s stored with an identification of the person with whom the Contacts
entry is associated (e.g., email address) (“identifier”’). Additionally, because Day’s
systems run on a conventional operating system such as Windows, a POSITA
would have understood and found obvious that the Contacts list that stores the
identifier and secret would be stored in a directory. USAA-1006, [0098]. For

example, Padwick states that “C/W Outlook can access information about items

106



stored in your Personal Address Book (PAB)” (emphasis in the original) which is
stored in a Windows directory such as “local settings.” USAA-1023, 298, 337.
162. A POSITA would have found obvious for the receiver’s modified
enrolled fingerprint feature set to be securely stored in a directory that includes the
“[m]any uniquely modified enrolled feature sets, one (or more) for each person
with whom messages will be exchanged.” USAA-1004, [0044]. Specifically,
because Immega teaches that the “modified enrolled feature sets” for multiple
people are stored and that each 1s “assigned to a specific person with whom
messages will be exchanged,” a POSITA would have further found obvious that
each “modified enrolled fingerprint feature set” would be stored with an identifier
(e.g., email address) that identifies the particular person with whom the modified
enrolled feature set is associated. Storing the “modified enrolled fingerprint
feature set” with a particular person would allow the computing device to identify
who each “modified enrolled fingerprint feature set” is associated with for
purposes of later retrieval and use. A POSITA would have further understood and
found obvious that, stored in that directory, would be the receiver’s own modified
fingerprint feature set. USAA-1004, [0059] (“The receiver then provides a live-
scan of a fingerprint and extracts an associated live-scan fingerprint feature set
(step 510). The live-scan fingerprint feature set of the receiver is then compared to

the stored enrolled feature set of the receiver (step 515).”), [0066] (“When the
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receiver receives transmission, the receiver provides a second live-scan fingerprint
(step 638) and extracts a second live-scan fingerprint feature set, which is then
matched against the stored fingerprint feature set of the receiver (the receiver must
prove his/her identity for the decryption process to continue) (step 640).”), [0013]
(“Once the sender’s identity is confirmed, the ‘difference key’ is reconstructed by
subtracting the sender’s live-scan fingerprint feature set from the sender’s modified
enrolled fingerprint feature set. The ‘difference key’ is then used to decrypt the
receiver’s modified enrolled fingerprint feature set (which was received with the
message—not the original unmodified version stored on the receiver’s hard
drive).”).

163. Moreover, Immega explains, with respect to an alternative
embodiment, the use of an “Identity Server” with “databases for names and
numbers, public keys of network users, and fingerprint data of network users,”
where the “information in the Identity Server databases allow cellular telephone
users to verify identity without storing any direct biometric information in the cell
phone.” USAA-1004, [0021]. A POSITA would have thus understood that this
alternative embodiment involving the Identity Server alleviates the need for any
device to store “any direct biometric information in the cell phone.” In other
words, other embodiments that do not involve the Identity Server must store all

biometric information on the cell phone, including, “names, numbers, public keys
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of network users, and fingerprint data of network users.” Id. In this way,
fingerprint data is associated with public keys, names, and numbers—all of which
a POSITA would have understood to be “identifiers.” /Id.

164. It would have been obvious to a POSITA that the receiver’s own
modified enrolled fingerprint feature set (“secret”) would be stored in the directory
at least with an identification of the person with whom messages are sent using that
modified enrolled fingerprint feature set. USAA-1004, [0008] (“a user’s ‘enrolled
fingerprint feature set’ (typically a minutiae file) that has been uniquely modified
for each recipient so that only the designated individual can employ it for
messaging”). That is, if the receiver has cross-enrolled with Alice and Bob, two
separate modified enrolled fingerprint feature sets would be stored in the receiver’s
directory, one uniquely modified for communications with Alice, and one uniquely
modified for communications with Bob. In order for the receiver’s computing
device to distinguish the receiver’s various enrolled fingerprint feature sets from
one another, it would have been obvious that each enrolled fingerprint feature set
would be stored with an identifier that identifies the particular user for which the
feature set facilitates secure communication (e.g., Alice, Bob, or, generally, the
user of a “remote computer-based station”).

165. Moreover, because Immega contemplates communications via email,

a POSITA would have further found obvious that the identifier would be the email
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address, or derived from the email address, of the particular message recipient,
which is what the receiver would use to communicate with each of the individuals.
USAA-1004, [0006] (“algorithmic method to provide biometric security to
electronic messages, such as electronic mail (also known as email), certifying the
physical identity of both the sender and receiver”).

166. For example, Day explains that encryption keys are stored in a
Contact List. USAA-1006, [0014]. Day further explains that “[w]hen a signed
message is received by Outlook and the sender of the e-mail is not within the
Outlook’s contact list; the secure email utility automatically creates a contact and
saves the sender’s certificate.” USAA-1006, [0120]. Since Day teaches creating a
new contact that includes (among other fields) the sender’s certificate after
determining that the sender of the email is not within the contact list, and in the
context of email, a sender is identified by the sender’s email address, a POSITA
would have understood that the identifier used in the contact list comprises the
sender’s email address.

[1.a.iii] so as to be retrievable when the unique user input is again received at the
mobile device;

167. Immega-Day renders obvious [1.a.iii]. USAA-1004, [0009], [0050],
[0065]. In particular, the receiver’s modified enrolled fingerprint feature set

(“secret”) is retrievable when the receiver (“user”) applies his/her fingerprint

(“unique user input”). USAA-1004, [0009], [0050], [0065]. Immega explains that
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when a user applies “a live-scan of the [user’s] fingerprint,” the “stored modified
enrolled fingerprint feature set of the [user] ... is then retrieved.” USAA-1004,
[0009], [0050] (“The sender next provides a live-scan fingerprint (of a finger that
has been previously enrolled) and extracts a new live-scan fingerprint feature set
(step 405). The sender next retrieves his/her modified enrolled fingerprint feature
set, which has been previously modified for the specific receiver (and cross-
enrolled with the specific receiver) (step 410).”), [0065] (“The sender then
provides a second live-scan fingerprint and extracts the second live-scan
fingerprint feature set of the sender (step 628). The sender then retrieves the
modified enrolled fingerprint feature set of the sender that was previously modified
for the specific receiver (and cross-enrolled with the receiver) (step 630).”).

[1.b] receiving at the mobile device from a remote computing device a first

communication, and providing the user, via the mobile device, an opportunity to
respond to the first communication;

168. Immega-Day renders obvious [1.b]. USAA-1004, [0009], [0041],
[0042], [0062], [0065], FIG. 6. In particular, FIG. 6 of Immega shows “an

algorithm flow chart for sending and receiving a biometrically certified message

? Note that the sender/receiver can be interchanged in Immega because messages

are sent back-and-forth. USAA-1004, [0009], [0041].

111



with higher security protection,” which “requires cross-enrollment of modified
enrolled feature sets” of both users. USAA-1004, [0062].

169. As shown in FIG. 6, the receiver device (“mobile device”) receives
from a sender’s device (“remote computer-based station”) a communication (“first
communication”). USAA-1004, [0041] (explaining that the term “sender” as used
in Immega “refers to the individual or to his/her computer or any device equipped
to execute the steps described”), [0042] (“computer work stations 100-150”),
[0065], FIG. 1. Immega explains that the communication includes “the re-
encrypted first live-scan fingerprint feature set of the receiver (previously re-
encrypted with the receiver’s public key at step 626) (step 638), the encrypted
message (previously encrypted with the ‘difference key’ of the sender at step 634),
and the encrypted second live-scan fingerprint feature set of the sender (previously
encrypted with the ‘difference key’ of the sender at step 636).” USAA-1004,
[0065].

170. With respect to providing the user, via the mobile device, an
opportunity to respond to the first communication, Immega teaches that, “[w]hen
the receiver receives transmission, the receiver provides a second live-scan
fingerprint feature set” and the receiver encrypts the receiver’s second live-scan
fingerprint feature set and transmits it back to the sender. USAA-1004, [0066]-

[0067]. Thus, a POSITA would have understood that Immega teaches or at least
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renders this obvious. More specifically, through its teaching of the “algorithmic
subroutine that gives the sender direct confirmation that the correct person has
received the message,” Immega teaches or renders obvious “providing the user via
the mobile device, an opportunity to respond to the first communication” upon
receiving the first communication. USAA-1004, [0066]-[0067]; see also id.,
[0020] (“An optional process allows for the sender to be given direct confirmation
that the correct person has received the message, thus providing a kind of
electronic “registered mail.” To provide affirmative acknowledgement of
reception, the receiver’s second live-scan fingerprint feature set is encrypted,
preferably with the “difference key” of the sender, and transmitted to the

sender. 7). In particular, after receiving the sender’s message (“first
communication”), the receiver (“user”) using his/her device (“via the mobile
device”) sends the receiver’s second live-scan fingerprint feature set, thus offering
the user an opportunity to respond to the sender’s message. /d.

171. Email programs commonly provided (and continue to provide) the
ability for users to respond to messages. For example, Padwick explains that, in
Outlook 2000, “[t]o reply to a message, select that message in the Inbox
Information viewer, then choose Reply in the viewer’s Standard tool bar,” and

“[a]lternatively, if you want to send a reply to everyone to whom the original
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message was addressed (including those people on the Cc list), choose Reply to

All.” USAA-1023, 227; Figure 3.55.
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USAA-1023, Figure 3.55 (annotated).

172. Finally, because the sender and receiver are exchanging email, a
POSITA would have understood and found obvious that the sender’s device is
remote relative to the receiver’s device. USAA-1004, [0042], FIG. 1 (showing
“computer workstations 100-150, which are networked directly 160 or
connected 170 to the World Wide Web Internet “cloud” 180” but otherwise remote
from one another).

[1.c.i] in response to the providing, authenticating the user at the mobile device by
receiving a candidate user input; and
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173. Immega-Day renders obvious [1.c.i]. USAA-1004, [0008], [0019],
[0042], [0066], FIG. 6. Responsive to receiving the first communication and
providing the user an opportunity to respond, the receiver device (“mobile device”)
prompts the receiver (“user”) to “provide[] a second live-scan fingerprint”
(“receiving a candidate user input”). USAA-1004, [0019] (“Upon receiving the
encrypted message and feature sets, the receiver provides a second live-scan
fingerprint”), [0066]. In particular, Immega states that, “[u]pon receiving the
encrypted message and feature sets, the receiver provides a second live-scan
fingerprint.” Id., [0019]. Immega further explains that, “when the receiver
receives [the] transmission [from step 638], the receiver provides a second live-
scan fingerprint,” shown in FIG. 6 in step 640. USAA-1004, [0066], FIG. 6. To
input a fingerprint, the sender and receiver devices are “equipped with a fingerprint
sensor” (“user interface”). USAA-1004, [0008], FIG. 1 (biometric input device);
see also id., [0022]-[0023], [0042].

174. The receiver’s live-scan fingerprint (“‘candidate user input”) is then
used to “extract a second live-scan fingerprint finger set, which is then matched
against the stored fingerprint feature set of the receiver” (i.e., the receiver must
prove his/her identity for the decryption process to continue), thus “authenticating
the user at the mobile device by receiving a candidate user input.” USAA-1004,

[0066].
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[1.c.ii] said mobile device verifying said user to the remote computing device in a
second communication encoded using said secret.

175. Immega-Day renders obvious [1.c.ii]. USAA-1004, [0064]-[0065],
[0067], FIG. 6. Immega describes a “subroutine that gives the sender direct
confirmation that the correct person has received the message” after verifying the
user. USAA-1004, [0067]. Specifically, the receiver device transmits to the
sender (“remote computing device”) a direct confirmation message (“second
communication”) that comprises the “receiver’s second live-scan fingerprint
feature set ... encrypted, preferably with the ‘difference key’ of the sender
(reconstructed in step 650).” USAA-1004, [0067]. Immega explains that the
confirmation message (“second communication’) “enables a notification to be
displayed to the sender that the message has been received and decrypted by the
proper person” (“verifying said user to the remote computing device”). USAA-
1004, [0067].

176. While Immega says the “direct confirmation message” is “preferably”
encrypted with the sender’s difference key, it would have been an obvious design
choice to encrypt the confirmation message using the receiver’s difference key
rather than the sender’s. Immega states that the message is “preferably” encrypted
with the difference key of the sender, but Immega is not so limited. It would have
been an obvious design choice to encrypt it with the difference key of the receiver

because the sender is already in possession of the difference key of the receiver
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(see step 620), which the sender would use for decrypting the message. USAA-
1004, [0065]. Immega also provides a second embodiment in which the receiver’s
difference key is used to encrypt a response to the sender. USAA-1004, [0016]-
[0018]. A POSITA would have understood that using the receiver’s difference key
to encrypt the response to the sender could be applied to other embodiments for
many reasons. The receiver and sender would already be in possession of the
difference key of the receiver (see step 612). USAA-1004, [0064]. Thus, use of
the receiver’s difference key would require no additional transmissions or
exhcanges by either party. USAA-1004, [0064]-[0065]. A POSITA would have
further understood that use of either key is equally secure at least because Immega
states that “[e]ach ‘difference key’ is unique and can be calculated only at the point
of origin and at the point of reception of the message, and can be made invisible to
both sender and receiver,” and that the “‘difference key’ is also specific to the
message being sent and thus is usable one time only.” USAA-1004, [0011].
Therefore, a POSITA would have understood and found obvious that both the
sender’s key and the receiver’s key are equally secure, and either key can be used
without altering the security properties of the system, and the choice of key is a
simple design choice.

177. Moreover, because the “difference key” that is used to encode the

second communication is “reconstructed by subtracting the first live-scan
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fingerprint feature set of the receiver from the stored modified enrolled fingerprint
feature set of the receiver,” a POSITA would have understood and found obvious
that the second communication would be encoded using the receiver’s stored
modified enrolled fingerprint feature set (“secret”). USAA-1004, [0065].

[2] The method of claim 1, wherein the secret comprises an encryption key.

178. Immega-Day renders obvious [2]. USAA-1004, [0009]; §VIIL.C. As
I explained in §VIII.A, §VIII.C, and in reference to claim 1, the process used for
encrypting the communication uses information derived from the modified
enrolled fingerprint feature set. Therefore, a POSITA would have understood and
found obvious that the modified enrolled fingerprint feature set is an encryption
key. Specifically, Immega teaches that messages are encrypted using a “difference
key,” which is derived from a user’s live-scan fingerprint feature set and the user’s
modified enrolled fingerprint feature set (“secret”). USAA-1004, [0009]. Because
the receiver’s modified enrolled fingerprint feature set (“secret”) is used directly to
derive the “difference key” (which is used for encryption), a POSITA would have
found obvious that the modified enrolled fingerprint feature set is an encryption
key.

[3] The method of claim 1, wherein the secret comprises a static portion and a
dynamic portion.

179. Immega-Day renders obvious [3]. USAA-1004, [0044], FIG. 3A.

Immega describes how the modified enrolled fingerprint feature set (“secret”) is
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generated by “modifying the enrolled fingerprint feature set of the user.” USAA-
1004, [0044], F1G. 3A. Then, “[a] random number is used to generate a
displacement vector (step 302) to slightly shift or displace all features of the
enrolled fingerprint feature set by a random displacement vector (step 304),”
resulting in the the modified enrolled fingerprint feature set.” Id. Thus, a POSITA
would have understood that the the modified enrolled fingerprint feature set
(“secret”) comprises an enrolled fingerprint feature set (“static portion”), which is
constant (e.g., based on the unique fingerprint feature of the user), and a
displacement vector generated from a random number (“dynamic portion”), which,
by its random nature, is dynamic. Indeed, as Immega teaches, the same enrolled
fingerprint feature set is used to generate each the modified enrolled fingerprint
feature set (and thus is static), while a different displacement vector is used for
each communication partner (and thus is dynamic).

[4] The method of claim 1, wherein the first communication comprises a request
for user credentials of the user of the mobile device.

180. Immega-Day renders obvious [4]. Immega describes “giv[ing] the
sender direct confirmation that the correct person has received the message,”
whereby, responsive to the sender’s message, the receiver sends the sender the
“receiver’s second live-scan fingerprint feature set.” USAA-1004, [0067]. “When
the receiver receives transmission, the receiver provides a second live-scan

fingerprint feature set” and the receiver encrypts the receiver’s second live-scan
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fingerprint feature set and transmits it back to the sender. USAA-1004, [0066]-
[0067]. Thus, to the extent that Immega does not explicitly describe that the
sender’s message comprises a request for the receiver’s user credentials, a POSITA
would have found this obvious.

181. The *689 Patent lists “a username and password” as examples of “user
credentials” and indicates that “[o]ther forms of user credentials may be used.”
USAA-1001, 13:17-24. Thus, a POSITA would have understood that the
receiver’s live-scan fingerprint (included in a live-scan fingerprint feature set)
comprises user credentials. USAA-1004, Abstract, [0042]; infra, Ground 1A,
analysis of Claim [6]. A POSITA would have understood that any message sent by
the sender that triggers the receiver’s direct confirmation (which comprises the
receiver’s live-scan fingerprint) to be a request for user credentials of the user of
the computing device. Id. More specifically, a POSITA would have understood
that Immega teaches or at least renders obvious that the sender’s first
communication, which elicits the receiver’s second live-scan fingerprint feature set
(“user credentials”), comprises a request for the receiver’s user credentials.

[6] The method of claim 1, wherein the unique user input comprises user
credentials.

182. Immega-Day renders obvious [6]. USAA-1004, [0008], [0044], FIG.
3A. The receiver’s live-scan fingerprint (“‘unique user input”) comprises user

credentials. USAA-1004, Abstract; see supra, Ground 1B, analysis of Claim [5].
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The live-scan fingerprint is received via a fingerprint sensor (“user interface”) of
the computing device. USAA-1004, [0008]. From this and related description, a
POSITA would have understood and found obvious that the user’s live-scan
fingerprint is/includes user credentials. For example, as I explained in
§IX.A.[1.a.1], a POSITA would have understood that the live-scan fingerprint is
unique user input since Immega explains that the “fingerprint sensor provides a
biometric input, unique to each individual, which can be used to certify identity of
both the sender and the receiver for electronic messaging or ‘email,”” and further
explains that “[b]iometric certification can also be used to augment other known
security means such as encryption using public key/private key systems.” USAA-
1004, [0042]. The purpose of the exchange of messages in Immega is to establish
that messages are received by authorized parties. “An optional process allows for
the sender to be given direct confirmation that the correct person has received the
message, thus providing a kind of electronic ‘registered mail.”” USAA-1004,
[0015]. As I also explained in §IX.A.[1.a.1], it was well-known as of the Critical
Date to use fingerprints as credentials. For example, Johnson’s “identity credential
verification subsystem 103 uses digital representations of fingerprints as the
identity credential;” Poo explains that fingerprints “have been legally and
universally accepted for verifying identity for over a century;” and Kuhlman

explains that “other credentials, such as biometrics, have become a preferred
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method of authentication.” USAA-1030, [0047]; USAA-1028, [0007]; USAA-
1029, [0003].

[7] The method of claim 1, wherein the first and second communications comprise
two related communications of a communication session.

183. Immega-Day renders obvious [7]. USAA-1004, [0067]. Immega
teaches that the direct confirmation message (“second communication”) “gives the
sender direct confirmation that the correct person has received the message” (“first
communication”). USAA-1004, [0067]. Thus, the first and second
communications comprise two related communications of a communication
session (e.g., a message and a responsive message confirming receipt).

[8] The method of claim 1, further comprising generating a candidate identifier

using the received candidate user input, and recovering the secret from said
mobile device if the candidate identifier matches the identifier.

184. Immega-Day renders obvious [8]. First, Inmega teaches generating a
live-scan fingerprint feature set (“‘candidate identifier”) using the sender’s live-scan
fingerprint (“received candidate user input”). For example, Immega explains that,
“[u]pon receiving the encrypted message and feature sets, the receiver provides a
second live-scan fingerprint and extracts a second live-scan fingerprint feature set”
(generates a candidate identifier) “to initiate the decryption process.” USAA-1004,
[0019].

185. Next, Immega teaches determining if the live-scan fingerprint feature

set (“candidate identifier”’) matches the identifier. For example, Immega describes
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determining “[1]f the receiver’s second live-scan fingerprint feature set is valid” by
“extract[ing] a second live-scan fingerprint feature set, which is then matched
against the stored fingerprint feature set of the receiver (the receiver must prove
his/her identity for the decryption process to continue).” USAA-1004, [0019],
[0066]. As discussed in §VIII.C, in Immega-Day, the receiver’s modified enrolled
fingerprint feature set is securely stored in a Contacts address book that includes
the “[m]any uniquely modified enrolled fingerprint feature set, one (or more) for
each person with whom messages will be exchanged.” USAA-1004, [0044],
USAA-1006, [0119]-[0120]. Thus, a POSITA would have understood and found
obvious that the modified enrolled fingerprint feature set (“secret”) is stored with
both an identification of “person with whom messages will be exchanged” (e.g.,
the person’s email address), as discussed for [1.a.ii] (Ground 1A), and further with
an identification of the receiver. Id.; supra, Ground 1A, analysis of Element
[1.a.11]. Specifically, a POSITA would have understood and found the latter
obvious at least because the modified enrolled fingerprint feature set is stored in a
Contacts address book of the receiver, so all contact information stored therein
would have been understood to be stored with an identification of the owner of the
address book (i.e., the receiver).

186. For example, Outlook supports multiple profiles, which contain

“information that defines how Outlook works for you.” USAA-1023, 152. For
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example, the profile provides access to the Outlook Contacts and the “location to
which new e-mail should be delivered.” USAA-1023, 152, 155. Each profile is
named (as shown in FIG. 5.2 below), which enables multiple profiles on the same
device, for example, when a user “share[s] a computer with other people.” USAA-

1023, 153-154.

Figure 5.2

Only one profile is

listed if you haven't

previously used

Outlook or Windows

Messaging. PROFILE e
NAME [Microsoft 0

j'.'a‘;‘f l
utlook Internet Settings

USAA-1023, FIG. 5.2 (annotated)

187. Since a profile is associated with a user (e.g., when the computing
device is shared) and provides access to the Contacts (including the senders’s
email address), a POSITA would have understood and found obvious that the
modified enrolled fingerprint feature set is stored with an identifier that

collectively includes an identifier of the sender (e.g., email address) and an
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identifier of the receiver (e.g., the profile name). In this way, a POSITA would
have understood and found obvious that, in matching the receiver’s second live-
scan fingerprint feature set against the stored fingerprint feature set of the receiver
(thus matching the receiver’s live-scan fingerprint feature set with the receiver),
the receiver’s second live-scan fingerprint feature set (“candidate identifier”) is
matched with the receiver (which the “identifier” comprises).

188. If the receiver’s live-scan fingerprint feature set matches the identifier,
Immega teaches retrieving the modified enrolled fingerprint feature set so that the
receiver can “reconstruct” the difference key for decryption. USAA-1004, [0066].
Specifically, Immega explains that “the ‘difference key’ of the [receiver] is then
reconstructed by subtracting the [receiver’s second live-scan fingerprint feature set
from the receiver’s stored modified enrolled fingerprint feature set.” USAA-1004,
[0019], [0066]. That is, since the modified enrolled fingerprint feature set
(“secret”) 1s needed to determine the difference key, and the difference key is used
to decode the message, a POSITA would have understood and found obvious that
Immega teaches retrieving the modified enrolled fingerprint feature set (“secret”)
when decoding the message. USAA-1004, [0019].

B. Ground 1B — Combination of Immega, Day, and Tomko Renders
Obvious Claims S and 9-21

[5] The method of claim 1, wherein the secret is stored in an encrypted format.

125



189. Immega-Day-Tomko renders obvious [5]. USAA-1004, [0047];
USAA-1005, Abstract, 2:42-5:11. As discussed in §VIIL.E, in the Immega-Day-
Tomko combination, during enrollment, the receiver’s device stores the encrypted
enrollment message for each user with whom messages will be exchanged before
transmitting the enrollment message, thus encrypting the “secret” prior to storing it
in the directory. Supra, §VIILE. Specifically, Tomko teaches generating “an
encrypted version of a message decryption key” that is based on a fingerprint
information signal from a user of a first station” and used to “encrypt messages.”
USAA-1005, Abstract, 2:42-5:11. Notably, Tomko teaches that the finger-print
based key is “stored in memory 24” as an “encrypted version.” USAA-1004, 4:60-
65.

[9.pre] A mobile device, comprising

190. Immega-Day-Tomko renders obvious [9.pre]. USAA-1004, [0041];
supra, §V .E (Technology Overview). Immega explains that the receiver’s device
can comprise a “‘computer or any device equipped to execute the steps,” including
“cellular telephones, personal digital assistants and the like” (“mobile device™).
USAA-1004, [0041]; see also id., [0021]-[0029], FIGS. 7-9; Supra, Ground 1A,
analysis of Claim [1].
[9.a] a processor, a storage device, and a memory, said memory storing processor-

executable instructions, which instructions, when executed by said processor,
cause said processor to perform steps comprising:
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191. Immega-Day-Tomko renders obvious [9.a]. As discussed above, the
Immega-Day-Tomko combination includes a processor, a storage, device, and a
memory storing executable instructions that are executed by the processor, as was
well known by the Critical Date. Supra, §§V.E (Technology Overview), VIILE.i.
Additionally, Immega establishes that the receiver device is “equipped to execute
the steps described” in Immega for authenticating communications, so a POSITA
would have understood and found obvious that the processor would be used to
execute the method using the stored application. Id.; USAA-1004, [0041].

[9.b] configuring an application running on said mobile device for
communication with at least one remote computer-based station, said configuring

including communicating with a user via a user interface to receive a unique user
input,

192. Immega-Day-Tomko renders obvious [9.b]. USAA-1004, [0041]. As
discussed above in §VIII.C, §VIILE, the Immega-Day-Tomko device’s secure
email utility (“‘an application running on a mobile device”) performs the enrollment
process, including generating the secret. USAA-1006, [0014], [0020]; supra,
Ground 1A, analysis of Element [1.a.1]. The secure email utility communicates
with a user via a user interface to receive a unique user input. Supra, Ground 1A,
analysis of Element [1.a.i]. Moreover, a POSITA would have understood and
found obvious that the application running on the device would be configured to
execute the methods described in Immega. USAA-1004, [0041] (“any device

equipped to execute the steps described”).
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[9.c.i] upon receipt of said unique user input, generating a secret,

193. Supra, Ground 1A, analysis of Element [1.a.1].

[9.c.ii] storing said secret in said storage device, said secret being stored with an
identifier

194. Immega-Day-Tomko renders obvious [9.c.ii]. Supra, Ground 1A,
analysis of Element [1.a.ii], §V.E (Technology Overview). Since the secret is
stored in the user’s Contacts database, e.g., Outlook Contacts, a POSITA would
have understood that the secret is stored in the storage device, which the 689
Patent explains can be a hard disk. USAA-1001, 27:1-8.

195. As I described in §VIII.C, Immega-Day stores its Contacts database
on a hard disk. For example, Padwick explains that Outlook Contacts can be
stored in a Personal Address Book, which is typically stored on a hard disk (or
other storage device) in a subfolder within the “\WINDOWS\Local Setting” folder.
USAA-1023, 298, 337.

196. In fact, storing application data on a storage device was (and is) a
conventional technique, e.g., so application data survives with the device is
powered off then on again. As one example, Chu explains that the “hard disk 1732
stores program and data files for each software component, including files
distributed by the vendor as well as files created or updated by operation of the
software after it is installed.” USAA-1035, [0161] (emphasis added). A hard

disk’s persistent storage is in contrast to RAM (an example of “memory” in the

128



’689 Patent), which “comprises volatile memory devices such as DRAM or
SDRAM memory chips that do not retain their stored contents when power is
removed.” USAA-1001, 27:3; USAA-1058, [0158].

[9.c.iii] so as to be retrievable when the unique user input is again received;

197. Supra, Ground 1A, analysis of Element [1.a.iii].

[9.d] upon receipt at the mobile device of a first communication from said remote
computer-based station, providing the user, via the mobile device, an opportunity
to respond to the first communication;

198. Supra, Ground 1A, analysis of Element [1.b].

[9.e.i] authenticating the user by receiving, in response to the providing, a
proffered user input, generating a candidate identifier using the proffered user
input received, and

199. Supra, Ground 1A, analysis of Element [1.c.1].

[9.e.ii] recovering the secret from said storage device if the candidate identifier
matches the identifier; and

200. Supra, Ground 1A, analysis of Claim [8] and Ground 1B, analysis of
Element [9.c.ii].

[9.f] verifying said user to the remote computing device in a second
communication encoded using said secret.

201. Supra, Ground 1A, analysis of Element [1.c.ii].

[10] The mobile device of claim 9, wherein the secret comprises an encryption key.

202. Supra, Ground 1A, analysis of Claim [2].

[11] The mobile device of claim 9, wherein the secret comprises a static portion
and a dynamic portion.

203. Supra, Ground 1A, analysis of Claim [3].
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[12] The mobile device of claim 9, wherein the first communication comprises a
request for user credentials of the user of the mobile device.

204. Supra, Ground 1A, analysis of Claim [4].

[13] The mobile device of claim 9, wherein the secret is stored in an encrypted
format.

205. Supra, Ground 1B, analysis of Claim [5].

[14] The mobile device of claim 9, wherein the proffered user input comprises user
credentials.

206. Supra, Ground 1A, analysis of Claim [6].

[15] The mobile device of claim 9, wherein the first and second communications
comprise two related communications of a communication session.

207. Supra, Ground 1A, analysis of Claim [7].
[16.pre] A mnon-transitory computer-readable medium having stored thereon

processor-executable instructions, which instructions, when executed by a
processor, cause said processor to perform steps comprising:

208. To the extent the preamble is limiting, Immega-Day-Tomko renders
obvious [16.pre]. Supra, Ground 1B, analysis of Element [9.a]; §§V.E
(Technology Overview), VIILE.1.

[16.a] configuring an application running on a processor-based platform on

which said instructions are executed for communication with at least one remote
computer-based station, said configuring including receiving a unique user input,

209. Immega-Day-Tomko renders obvious [16.a]. USAA-1004, [0041];
supra, §V.E (Technology Overview).
210. As discussed above in §VIIl.c, §VIILE, the Immega-Day-Tomko

device’s secure email utility is an application running on a processor-based
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platform. For example, Immega explains sender and receiver are “any device
equipped to execute the steps described, depending on the context,” including
“cellular telephones, personal digital assistants and the like.” USAA-1004, [0041].
A POSITA would have understood that such devices are processor-based
platforms. For example, Jobs’s “device has a touch-sensitive display (also known
as a “touch screen”) with a graphical user interface (GUI), one or more processors,
memory and one or more modules, programs or sets of instructions stored in the
memory for performing multiple functions.” USAA-1032, [0008]. The
“processors 120 run or execute various software programs and/or sets of
instructions stored in memory 102 to perform various functions for the device 100
and to process data.” USAA-1032, [0098]. A POSITA would have understood
that the Immega-Day-Tomko device’s secure email utility is an example of an
application as described by Jobs. Similarly, Granito’s “computing device 1000
includes a processor 1005, a memory 1010, an input/output controller 1015, a GPS
receiver 1020, a network adapter 1025, and a storage device 1030,” and the
“processor 1005 is capable of processing instructions for execution within the
computing device 1000.” USAA-1034, [0075]-[0076]. More generally, processor-
based mobile devices were well-known as of the Critical Date.

211. The processor-based platform executes instructions for

communication with at least one remote computer-based station, e.g., the sender.
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Supra, Ground 1A, analysis of Element [1.b]. Further, note that, as described
above, both Jobs’s and Granito’s devices execute instructions. USAA-1032,
[0098]; USAA-1034, [0075]-[0076].

212. The secure email utility is configured to receive a unique user input.
Supra, Ground 1B, analysis of Element [9.b].

[16.b.i] upon receipt of said unique user input, generating a secret,

213. Supra, Ground 1A, analysis of Element [1.a.1].

[16.b.ii] storing said secret in a memory of said processor-based platform, said
secret being stored with an identifier

214. Supra, Ground 1A, analyses of Elements [1.a.ii] and [9.c.ii].

215. Since the secret is used by the processor (e.g., to encrypt and decrypt),
a POSITA would have understood that the secret is stored in memory. Supra,
§V.E (Technology Overview).

216. As I described with respect to [9.c.ii], the secret is stored in the
Contacts database, which is stored on a persistent media such as a hard drive so the
data survives when the device reboots. §IX.B.[9.c.ii].

217. However, a POSITA would have understood and found obvious that
to use the secret (i.e., to make the data available to the processor), the secret would
be stored in memory since such operation (i.e., loading data from persistent
storage, e.g., a hard drive, into volatile storage, e.g., RAM), is how most

computing devices operated (and continue to operate). For example, Chu explains
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that “the CPU 1710 executes instructions and manipulates data stored in the
system memory.” USAA-1035, [0148]. Note that both Chu and the *689 patent
explains can be RAM. USAA-1001, 27:3; USAA-1035, [0158].

218. Therefore, in Immega-Day, the secret is stored in a Contacts database
on a hard drive so that the data survive when the device reboots, and loaded to
memory (RAM) when needed by the processor, e.g., to encrypt and/or decrypt
data.

[16.b.iii] so as to be retrievable when the unique user input is again received;

219. Supra, Ground 1A, analysis of Element [1.a.1ii].

[16.c] upon receipt at the processor-based platform of a first communication from
said remote computer-based station, providing the user, via the mobile device, an
opportunity to respond to the first communication;

220. Supra, Ground 1A, analysis of Element [1.b].

[16.d.i] authenticating the user by receiving, in response to the providing, a
proffered user input, generating a candidate identifier using the proffered user
input, and

221. Supra, Ground 1A, analysis of Element [1.c.1].

[16.d.ii] recovering the secret from said memory if the candidate identifier matches
the identifier; and

222. Supra, Ground 1A, analysis of Claim [8].

[16.e] verifying said user to the remote computing device in a second
communication encoded using said secret.

223. Supra, Ground 1A, analysis of Element [1.c.ii].
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[17] The non-transitory computer-readable medium of claim 16, wherein the
secret comprises an encryption key.

224. Supra, Ground 1A, analysis of Claim [2].

[18] The non-transitory computer-readable medium of claim 16, wherein the
secret comprises a static portion and a dynamic portion.

225. Supra, Ground 1A, analysis of Claim [3].
[19] The non-transitory computer-readable medium of claim 16, wherein the first

communication comprises a request for user credentials of a user of the processor-
based platform.

226. Supra, Ground 1A, analysis of Claim [4].

[20] The non-transitory computer-readable medium of claim 16, wherein the
secret is stored in an encrypted format.

227. Supra, Ground 1B, analysis of Claim [5].

[21] The non-transitory computer-readable medium of claim 16, wherein the
proffered user input comprises user credentials.

228. Supra, Ground 1A, analysis of Claim [6].

C. Ground 2A: Combination of Mardikar 318 and Chhabra
Renders Obvious Claims 1-4 and 6-7

[1.pre] A method, comprising:

229. To the extent the preamble is limiting, Mardikar-Chhabra renders
obvious [1.pre].

230. For example, Mardikar *318 discloses a variety of methods for
securing “financial transactions initiated from an electronic device,” including

methods for authenticating a user based on “biometric information” input to the
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device through an included biometric sensor. USAA-1010, Abstract, 1:15-17,
3:11-33, 7:28-42, FIGS. 4, 5a, 5b, 6a.

[1.a.i] by an application running on a mobile device, and via a user interface
associated with said application, communicating with a user to receive a unique

user input, generating, by said application, a secret based upon said unique user
input, and

231. Mardikar-Chhabra renders obvious [1.a.i]. Mardikar *318 explains
that “[c]lient device 400 may be implemented using any appropriate combination
of hardware and/or software configured for wired and/or wireless communication
over a network,” adding that “client device 400 may be implemented as a wireless
telephone.” USAA-1010, 4:7-49. For example, as shown in Mardikar *318’s
FIGS. 4 and 5b (below), client device 400 features a communication chip 405 that
enables communication with other devices over a network. USAA-1010, 1:60-64,

4:7-49, FIGS. 3, 4, 5a, 5b.
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232. For at least these reasons, a POSITA would have understood and
found obvious that client device 400 is a mobile computing and communication
device. USAA-1010, 1:60-64, 4:7-49, FIGS. 3, 4, 5a, 5b.

233. A POSITA would have further understood and found obvious that
client device 400 includes as a component another mobile device: Crypto SE 421,
which Mardikar *318 describes as a “small, relatively tamper-proof” “smart card”
computer that itself “contain[s] a CPU and some non-volatile storage,” and that in
at least some embodiments further includes “a communication application” and/or

other means to “establish a direct, secure transmission between the Crypto SE 410”
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and other devices “using technologies like Secure Socket Layer (SSL) ....”
USAA-1010, 7:28-42, 7:27-9:23, 9:66-10:4, 12:4-21, FIG. 4; USAA-1013, 5:59-
7:64, FIG. 3; see also USAA-1017, 347-362.

234. A POSITA would have understood and found obvious that an
application running on Crypto SE 420 generates a secret based upon a unique user
input, at least insofar as Mardikar *318 explains that a biometric authentication
application 442 “on the Crypto SE 420” (“application running on a mobile
device”) evaluates biometric data (“unique user input”) received from biometric
sensor 440 (“user interface associated with said application™) and, ““as part of a
registration or certification procedure,” generates a “biometric profile” or
“biometric signature” (“secret”) from the biometric data. USAA-1010, 7:28-42,
9:60-65, 10:42-11:7; 15:54-16:45, FIGS. 4, 5a, 5b.

235. Mardikar ’318 explains, for example, that “[r]egistration may include”
unlocking “a payment credential 424 (FIG. 4) ... by registering the user’s unique
biometric profile using the biometric sensor 440 (FIG. 4) ... by registering a
thumb-print twice ....” USAA-1010, 10:47-60, 7:28-42 (describing “biometric
sensor 440,” “for example a finger/thumb-print sensor, retina scan or voice
identifier” that “sense, measure, evaluate and generate a data signal or signals
representative of the user’s biometric signature” which is “stored as authentication

data 446 on the Crypto SE 420”), 15:54-16:45. And Chhabra similarly discloses
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that its “[f]ingerprint sensor 150 may be or include a sensor for capturing a
representation of a user’s fingerprint for authentication or identification of a user,”
and that “[a] digital template may be derived from the captured representation and
compared with one or more stored reference digital templates,” with a “positive
match” providing a basis for authenticating or identifying a user. USAA-1013,
7:44-51, 7:57-64, 8:33-35, 9:31-39, 9:45-50, 11:2-7, FIG. 4.

236. From this and related description, a POSITA would have understood
and found obvious that the biometric authorization application 442 running on
Mardikar-Chhabra’s client device 400, via the biometric sensor 440 (“user
interface”), communicates with the user of the client device to receive one or more
unique user inputs (for example, two thumbprints), that the sensor captures and
sends those inputs to Crypto SE 420, and that the biometric authorization
application 442 generates and stores the user’s unique biometric profile/signature
based upon the received inputs, for purposes of enabling user authentication in the

context of financial transactions involving the associated payment credential.

USAA-1010, USAA-1010, 2:58-59, 7:28-42, 9:60-65, 10:42-11:7, FIGS. 4, 5a, 5b,
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15:54-16:45; USAA-1013, Abstract, 7:44-51, 7:57-64, 8:33-40, 9:31-39, 9:45-50,
11:2-7, FIG. 4; see also USAA-1011'°, [0040]-[0046], FIGS. 4, 5.

237. More, a POSITA would have understood and found obvious that
Mardikar-Chhabra’s “biometric profile”/*biometric signature” is a “secret”, both
because Mardikar *318 and Chhabra each independently emphasize the importance
of maintaining the security/secrecy of the user’s biometric data, and because
sensitive data was commonly understood to be a type of “secret.” See USAA-
1010, 7:28-42 (explaining that the secure elements may be smart cards featuring
“tamper-proof” “non-volatile storage,” which “makes it possible for the card to
keep some secrets, such as the private keys associated with any certificates it
holds”), 7:27-9:23, FIG. 4; USAA-1013, 5:59-7:64, FIG. 3; see also USAA-1017,
136 (explaining basic concepts of “Practical Cryptography”, including that “we

have two types of secrets: the keys and the data™), 347-362 (describing techniques

10 Mardikar 140 is a publication of a related application that was filed 2 months
before Mardikar *318 and that, like Mardikar *318, was assigned to eBay Inc.
USAA-1011, Cover Page. Mardikar ’140 provides additional description of
systems and methods that are strongly similar to those disclosed by Mardikar 318,
and a POSITA would have understood that those additional descriptions are

relevant to Mardikar *318’s teachings.
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for storing “long-term secrets, such as passwords and private keys,” including the
use of a secure token such as a “smart card”).

[1.a.ii] storing said secret at said mobile device, said secret being stored with an
identifier

238. Mardikar-Chhabra renders obvious [1.a.ii]. A POSITA would have
understood and found obvious that Mardikar-Chhabra stores the user’s generated
“biometric profile”/“biometric signature” (“secret”) at Crypto SE 420 with an
identifier so as to be retrievable when the user’s biometric data (“unique user
input”) is again applied to the mobile device. USAA-1010, Abstract, 2:37-39,
7:41-43 (“The biometric signature may be stored as authentication data 446 on the
Crypto SE 420), 7:44-57 (example implementation of a “Secure Element” such as
a “smart card” including “some non-volatile storage”), 9:36-47, 9:60-65, 10:42-
11:7, FIGS. 4, 5a, 5b, 15:54-16:45.

239. As explained above, and as shown in Mardikar *318’s FIG. 4
(reproduced below), “authentication application 442 ... may evaluate ... biometric
data and compare the data to data from a registered user, or may register the data
where the data is being collected as part of a registration or certification
procedure.” USAA-1010, 9:60-65, 11:44-51. In that regard, Crypto SE 420 is
“arranged for loading and storing authentication data 446 (for example a PIN or
biometric signature), payment instruments 447, certificates 424, crypto keys 421

and other security-related information, including, for example, unique biometric
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authentication information related to a specific user.” USAA-1010, 9:36-47; see

also USAA-1011, [0041]-[0046], FIG. 4.
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240. From this and related description, a POSITA would have understood

and found obvious that biometric authentication application 442 stores “unique

biometric authentication information related to a specific user” in Crypto SE 421°s
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memory!! with an identifier so as to be retrievable for comparison when the user
again applies their unique user input to client device 400 through biometric sensor
440 during the course of a transaction. USAA-1010, 9:60-65, 10:42-11:7, FIGS. 4,
5a, 5b; see also USAA-1013, 9:45-11:9 (similarly describing that “management
module 130 may ... verify or confirm that the user is authorized” through a process

that “may include but is not limited to a table or database lookup, [and] fingerprint

' Mardikar *318 explains that a secure element (SE) “may be, for example, a smart
card ... embedded inside device 400,” including “a CPU and some non-volatile
storage” that “makes it possible for the card to keep some secrets, such as the
private keys associated with any certificates it holds,” adding that “Crypto SE” 420
“may be pre-loaded with applications ... for facilitating financial transactions over
a network, key pairs, payment instruments and/or a Certifying Authority (CA)
certificate.” USAA-1010, 7:45-63, 9:48-59; see also USAA-1011, [0031] (“a SE
... 1s a combination of hardware, software, interfaces and protocols that enable
secure storage and the use of credentials for payments, authentication and other

services”), FIG. 5; USAA-1017, 347-362.
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matching”), 7:44-56 (“a “digital template may be derived from the captured
representation and compared with one or more stored reference digital templates™).
241. In that regard, Mardikar and Chhabra describe a multitude of
identifiers'? with which the user’s “biometric profile”/“reference digital templates”
are stored, including user account identifiers and encryption key identifiers that the
Mardikar-Chhabra system uses to retrieve the user’s biometric profile for
comparison when the user again submits their unique biometric input through
biometric sensor 440 during the course of a transaction. USAA-1010, 4:58-5:2
(“Client device 400 may further include one or more user identifiers that may be
implemented, for example, as operating system registry entries, cookies associated
with a browser application, identifiers associated with hardware of client device
400, or other appropriate identifiers. Identifiers associated with hardware of the

client device 400 may be, for example, the International Mobile Equipment

12 As Chhabra explains, “a credential may be a password, username, fingerprint,
biometric identifier, user identification (ID) number, or other identifier, digital
string, template, or other digitally encoded identifier as needed to confirm a user’s
authority for access to for example a software application or account,” and “may
also be or include a digital identifier required to authorize the completion of a

transaction.” USAA-1013, 2:22-34.
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Identity num ber (IMEI #) or the Secure Element ID number. In one embodiment,
a user identifier may be used by a payment service provider or TSM 240 to
associate client device 400 or user 220 with a particular account maintained by
payment service provider 240”), 6:23-27 (“map the account to an email address”);

99 ¢¢

10:26-40 (“binds public keys with respective user identities,” “public key
certificates issued by the CA™), 10:41-11:7, FIGS. 5a (“TSM issues cert based on
account # or for IMEI #7), 5b (“account #, CVV, SMS encryption and MAC keys
are stored in Crypto SE”); USAA-1013, 2:22-34.

242. In more detail, Mardikar *318 describes the “biometric profile” as
being “related to” the user, and as being generated as part of the larger registration
system illustrated in Mardikar *318’s FIGS. 5a and 5b (reproduced below), which
yields registration of the client device 400 (e.g., with a trusted service manager
505), unlocking of “a payment credential or CA certificate 424 that is “pre-loaded

on the device 400,” and association of the certificate 424 “with the Service

Provider’s user account.” USAA-1010, 10:5-11:7, FIGS. 5a, 5b.
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243. For example, “a payment credential or CA certificate 424 may “be
unlocked by registering the user’s unique biometric profile using the biometric
sensor 440”’; the “certificate 424 is entered and associated with the Service
Provider’s user account,” and a certificate “based on” the associated account
number or IMEI device number is issued to device 400, which stores the “account
#, CVV, SMS encryption and MAC keys ... in Crypto SE.” USAA-1010, 10:42-
11:7, FIGS. 5a, 5b.

[1.a.iii] so as to be retrievable when the unique user input is again received at the
mobile device;

244, Mardikar-Chhabra renders obvious [1.a.iii]. As explained both above
with respect to [1.a.ii] and in further detail below with respect to [1.b] and [1.c.i], a
POSITA would have understood and found obvious that the account number, IMEI
device number, server name, server domain, encryption keys, and MAC keys, etc.,
that are associated through Mardikar *318’s registration process with the
“biometric profile”/“biometric signature” are identifiers that allow the
profile/signature to be retrievable when the user’s biometric data (“unique user
input”) is again received at client device 400 (“the mobile device”) through the
biometric sensor 440 in the course of a login or financial transaction. USAA-1010,
Abstract, 2:37-39, 7:41-43, 7:44-57, 9:36-47, 9:60-65, 10:42-11:7, 12:4-21, 15:54-
16:45, FIGS. 4, 5a, 5b; USAA-1013, 2:22-34 (*a credential may be a password,

username, fingerprint, biometric identifier, user identification (ID) number, or
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other identifier, digital string, template, or other digitally encoded identifier as
needed to confirm a user’s authority for access to for example a software
application or account”), 4:18-21, 8:22-43, 10:8-14; USAA-1016, 10, 11-17.

245. In that regard, Mardikar-Chhabra’s Crypto SE application verifies
“that the user is authorized” to complete a given transaction through a process
including but “not limited to a table or database lookup, [and] fingerprint matching
....7 USAA-1013, 8:22-35, 9:45-64, 10:40-55, 10:65-11:9, FIGS. 4, 5; USAA-
1010, 11:44-51, 13:16-21. For instance, Mardikar 318 explains that “a biometric
authentication application ... may evaluate the biometric data and compare the data
to data from a registered user.” USAA-1010, 9:45-64.

246. From this and related description, a POSITA would have understood
and found obvious that the user’s registered “biometric profile”/”’biometric
signature” is stored in the Crypto SE with an identifier associating the “biometric
profile” with a corresponding Service Provider account. USAA-1010, 4:20-26,
10:42-11:7 (explaining that a “CA certificate 424” may “be unlocked by
registering the user’s unique biometric profile using the biometric sensor 440,” that
the “certificate 424 is entered and associated with the Service Provider’s user
account,” and that a certificate “based on” the associated account number is issued

to device 400, which stores the “account # ... in Crypto SE”), FIGS. 5a, 5b.
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247. Mardikar *318 further explains that a user may maintain separate
accounts with each of several service providers, and that Crypto SE may “register][ ]
and verify[] various applications 450 separately for each Service Provider” based
on unique user biometric data. USAA-1010, 2:2-3 (“each payment application has
its own, separate security registration and verification procedures”), 2:11-14
(“unique biometric identifying information, for example a thumb or finger-print ...
may be captured by any of the several applications™), 9:53-65, 10:25-11:7, FIGS.
3, 5b.

248. In that regard, Mardikar *318’s FIG. 3 (reproduced below) illustrates
various service providers with whom the user of client device 400 may maintain
accounts, and a POSITA would have understood and found obvious that Crypto SE
would, in each separate registration procedure for each separate service provider,
generate a unique “biometric profile”/“biometric signature” that would thereafter
be stored in the Crypto SE with associated identifiers (e.g., a service provider
account number and additional identifiers included in the associated certificate), so
as to be retrievable when the user’s biometric data is again applied to client device
400 in the course of a transaction with the corresponding service provider. USAA-
1010, 10:55-58, 2:11-14, 3:19-22, 7:27-43, 9:37-43, FIGS. 4, 5a, 5b; USAA-1013,

7:44-51.
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[1.b] receiving at the mobile device from a remote computing device a first

communication, and providing the user, via the mobile device, an opportunity to
respond to the first communication;

249. Mardikar-Chhabra renders obvious [1.b]. A POSITA would have
understood and found obvious that Mardikar-Chhabra receives at device 400 (“the
mobile device”) from a payment provider’s remote server (“remote computing
device”) a first communication, and provides the user, via device 400, an

opportunity to respond to this first communication. USAA-1010, 6:19-29, 9:60-
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65, 10:42-11:7, 12:4-21, FIGS. 4, 5a, 5b; USAA-1013, 4:18-21, 8:22-43, 10:8-14,
10:40-55; USAA-1016, 10-17; USAA-1018, 33-63.

250. As explained above, Mardikar *318’s device 400 is equipped with the
hardware and software necessary to enable the customer to “pre-register his

99 ¢¢

account with the payment provider system,” “map the account to an email address,
and then use the payment provider system to make purchases when redirected to
the payment provider system from the merchant’s site,” and a POSITA would have
implemented Chhabra’s additional teachings with respect to web transactions with
that device and the payment provider’s remote server. USAA-1010, 6:19-29, 9:60-
65, 10:42-11:7, FIG. 4.

251. For example, as described by Chhabra, “a user desiring to complete a
financial transaction on a web site ... may be automatically redirected to a payment
page” that “may request the user to enter payment credentials ... an on-line
payment service (e.g. PayPal®) username and password, or other credentials that
may identify or authorize a user and/or a financial account.” USAA-1013, 10:40-
55.

252. Chhabra further explains that “the communication between computing
platform 10 and remote server 20 may utilize a secure connection such as for

example secure socket layer (SSL) and/or transfer layer security (TLS),” and that

the computing platform 10’s management module may “encrypt and transmit a ...
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http post login string including the [user’s] credential using for example a TLS or
an SSL cryptographic protocol.” USAA-1013, 4:18-21, 8:22-43, 10:8-14.

253. In that regard, and as a first step toward completing the transaction
through a secure connection upon being redirected to the payment service
provider’s remote server, a POSITA would have understood and found obvious
that the Mardikar-Chhabra client device 400 and the remote server would engage
in a SSL “handshake”, during which the client device would send a message to the
server, and then receive a message (“first communication”) from the server
including the server’s certificate and a chain of certificates up to a Root CA. See
USAA-1010, 12:4-21 (“Crypto SE 420 may establish a direct, secure transmission
... using technologies like Secure Socket Layer (SSL)”), 10:65-67 (“A user’s TSM
credential or certificate 424 is entered and associated with the Service Provider’s
user account.”); USAA-1013, 4:18-21, 8:22-43, 10:8-14; USAA-1016, 10 (“An
SSL transaction ... starts with the client sending a handshake to the server. In the
server’s response, it sends its certificate”), 10-12, 17.

254. Furthermore, a POSITA would have understood and found obvious
that the user, via the mobile device, is provided an opportunity to respond to the
message from the server containing the server’s certificate, by verifying the
received certificate against the CA certificate already stored in device 400, and

upon verification, giving payment information to complete a transaction. USAA-
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1010, 12:4-21 (“[1]f SSL or IPSec is used, a known Root CA may be stored in
Crypto SE ... [d]uring the SSL or IPSec handshake, the certificate chain containing
POS’s certificate and Root CA is sent by POS to crypto SE directly ... [t]he Crypto
SE may verify the POS’s certificate against the Root CA that it already has. If the
certificate matches, it may give payment information using an SSL/IPSec/secure
channel”); USAA-1013, 4:18-21, 8:22-43, 10:8-14; USAA-1016, 10 (“a certificate
is a piece of data that includes a public key associated with the server and other
interesting information, such as the owner of the certificate, its expiration date, and
the fully qualified domain name* associated with the server”), 11-17 (“for SSL to
work at all, the client must be able to extract the public key from a presented
certificate™).

[1.c.i] in response to the providing, authenticating the user at the mobile device by
receiving a candidate user input; and

255. Mardikar-Chhabra renders obvious [1.c.i]. A POSITA would have
understood and found obvious that, in response to receiving the message from the
payment provider’s remote server, Mardikar-Chhabra’s device 400 would prompt
the user to again provide their unique biometric input (“a candidate user input”)
through biometric sensor 440, in order to authenticate the user by comparing that
input against the user’s registered biometric profile, as part of the process of
completing the desired financial transaction. USAA-1010, 9:60-65, 11:44-51;

USAA-1013, 3:3-25, 7:44-56, 9:55-10:16, 11:10-29.
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256. For example, and as shown in Mardikar *318’s FIG. 4 (reproduced
below), Crypto SE 420’s biometric authentication application 442 is configured to
evaluate biometric data received from biometric sensor 440 and to “compare the
data to data from a registered user,” or to register the data when it “is being
collected as part of a registration or certification procedure.” USAA-1010, 9:60-
65, 10:42-11:7, FIGS. 4, 5a, 5b. “Registration may include registering a biometric
attribute, for example a thumb-print or finger-print, to unlock payment”; for
instance, “a payment credential 424 (FIG. 4) ... may be unlocked by registering the
user’s unique biometric profile using the biometric sensor 440 (FIG. 4) ... by

registering a thumb-print twice ....” USAA-1010, 10:47-60; 15:54-16:45.
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257. In the context of an exemplary POS NFC transaction, Mardikar 318
further explains that “preparing the device for payment may prompt a payment
application resident on the App SE 410 ... to check 604 the biometric sensor for
biometric input,” that a user may then input 606 their biometric identifying data

(ID) or signature by placing or swiping a thumb or finger on biometric sensor
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440,” and that the “input biometric ID may be directly sent or tunnelled 608 to
Crypto SE 420 ... for authentication/unlocking.” USAA-1010, 11:44-51; see also
id., 9:60-65 (“a biometric authentication application ... may evaluate the biometric
data and compare the data to data from a registered user”). “Once a user’s
biometric identity is authenticated properly, the Crypto SE 420 may send 612 an
approval/disapproval message and payment or other information” for purposes of
completing the transaction. USAA-1010, 11:62-12:21.

258. In at least this way, Mardikar-Chhabra renders obvious authenticating
a user at the mobile device by receiving a candidate user input. USAA-1010,
Abstract, 1:15-17, 3:11-33, 7:28-42, 9:60-65, 10:42-11:7, 11:44-51, 11:62-12:21,
15:54-16:45, FIGS. 4, 5a, 5b, 6a; USAA-1013, 2:22-34, 8:22-40, 9:31-10:16, 11:2-
16, FIGS. 4, 5.

259. Notably, Mardikar 318 expressly indicates that “the payment
information may be transmitted by alternate methods of communication,” adding
that “TSM 325 may act as a payment provider system (PP), such as PayPal, and
may provide payment processing for online transactions on behalf of the customer
so that the customer does not expose payment information directly to the
merchant.” USAA-1010, 12:22-30, 3:11-33, 4:27-36, 6:13-29, 13:37-14:19.

260. In that regard, “the customer may pre-register his account with the

payment provider system, map the account to an email address, and then use the
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payment provider system to make purchases when redirected to the payment
provider system from the merchant’s site.” 1d., 6:13-29. “After the financial
transaction is authorized, the TSM 325 or payment provider system completes the
transaction.” Id.

261. In at least this additional way, Mardikar-Chhabra renders obvious
authenticating a user at the mobile device. USAA-1010, 3:11-33, 4:27-36, 6:13-
29, 12:22-30, 13:37-14:19.

262. And, as explained in more detail above with respect to the Mardikar-
Chhabra combination, a POSITA would have been motivated to further enhance
Mardikar *318’s system, including both computer device 400 and the remote
payment provider server with which it interacts, by adapting it to conveniently and
securely enable authenticated web transactions along the lines that Mardikar *318
already suggests, and that Chhabra further details. USAA-1010, 6:13-29, FIG. 4;
USAA-1013, 6:45-48, 9:32-11:9, 13:58-14:24, FIGS. 1, 3, 4, 5.

263. In the resulting Mardikar-Chhabra system, biometric authentication
application 442 and/or another application running on Crypto SE 420 would
“request user input for authorization to complete the financial transaction” in an
operation performed in response to a message communicated to computer device
400 from the payment provider’s remote server, and upon receiving the user’s

input from “biometric sensor 440,” the Crypto SE application would “verify or
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confirm that the user is authorized” through a process that “may include but is not
limited to a table or database lookup, [and] fingerprint matching ....” USAA-1013,
6:45-48, 9:32-64, 10:65-11:9, 13:58-14:24; USAA-1010, 6:24-29, 11:44-51, FIG.
4, 15:54-16:45.

264. For example, biometric sensor 440 would capture a representation of
the user’s fingerprint,” and a digital template “derived from the captured
representation” would be “compared with one or more stored reference digital
templates,” with a “positive match” yielding identification and/or authentication.
USAA-1013, 7:44-56; USAA-1010, 9:60-65, FIG. 4.

265. Upon authorization, the Crypto SE application would “look up in a
table or database the appropriate identifier or credential needed,” and would
“transmit a permission token, number or string such as an http post login string
and/or other appropriate credential to” the payment provider’s remote server.
USAA-1013, 3:3-25, 9:55-10:3, 3:3-14, FIG. 2. For example, the Crypto SE
application would “look up the appropriate payment credential needed to complete
the transaction,” and “encrypt and transmit the requisite http request string and
payment credential over the public network™ to the remote server. USAA-1013,
11:10-29, 9:65-10:16; USAA-1010, 11:62-12:21, 12:22-43 (“[p]ayment

information may include... amount and account number, and may include a CVV
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... “[t]his information may be correlated with signature information” that is “used
to identify the client device and its user”).

266. In at least these ways, and as explained in more detail below with
respect to the remaining claim 1 features, Mardikar-Chhabra renders obvious
authenticating the user at the mobile device by receiving a candidate user input.
USAA-1010, Abstract, 1:15-17, 3:11-33, 4:27-36, 6:13-29, 7:28-42, 9:60-65,
10:42-11:7, 11:44-51, 11:62-12:43, 13:37-14:19, 15:54-16:45, FIGS. 4, 5a, 5b, 6a;
USAA-1013, 2:22-34, 3:3-25, 6:45-48, 7:44-56, 8:22-40, 9:31-11:29, 13:58-14:24,
FIGS. 3, 4, 5.

[1.c.ii] said mobile device verifying said user to the remote computing device in a
second communication encoded using said secret.

267. Mardikar-Chhabra renders obvious [1.c.ii]. A POSITA would have
understood and found obvious that in at least some of the transactions facilitated by
Mardikar-Chhabra’s system, device 400 verifies the user to the remote server in a
second communication (containing payment information to complete a transaction)
encoded using the biometric profile (“secret™), and the remote server that sends the
first communication including the server’s certificate would be the same remote
server that receives the second communication. USAA-1010, 4:20-21 (“The TSM
role includes providing a single point of contact for the SPs™), 5:48-51, 5:65-6:1,
6:19-29, 9:60-65, 10:42-11:7, 12:4-21, FIGS. 3, 4, 5a, 5b; USAA-1013, 4:18-21,

8:22-43, 10:8-14, 10:40-55; USAA-1016, 10-17.
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268. Regarding the payment provider’s server, Mardikar *318 expressly
describes scenarios in which “the duties or roles of one or more involved parties
may be combined and preformed by a single entity.” USAA-1010, 6:13-15. For
example, in the specific context of a web-based financial transaction, Mardikar
’318 explains that a trusted service manager may additionally “act as a payment
provider system (PP), such as PayPal, and may provide payment processing for
online transactions on behalf of the customer so that the customer does not expose
payment information directly to the merchant.” USAA-1010, 6:13-29, 4:20-21,
5:48-51, 5:65-6:1, FIG. 3.

269. In that scenario, “the customer may pre-register his account with the
payment provider system, map the account to an email address, and then use the
payment provider system to make purchases when redirected to the payment
provider system from the merchant’s site,” with the payment provider system
completing the transaction after it is authorized. USAA-1010, 6:13-29.

270. From this and related a description, a POSITA would have understood
and found obvious that a single remote server operated by a trusted service
manager that simultaneously performs the role of payment provider (e.g., PayPal)
would advantageously/efficiently perform the processes described by Chhabra with

respect to both the “remote server 20 and the “database server 30.” See USAA-
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1010, 4:20-21, 5:48-51, 5:65-6:1, 6:19-29, 9:60-65, 10:42-11:7, FIGS. 3, 4;
USAA-1013, 7:65-11:29, FIGS. 1, 4, 5.

271. More, a POSITA would have understood and found obvious that, in
order to complete the desired financial transaction through a secure SSL
connection with client device 400, the client device and the payment provider’s
remote server would first establish the secure SSL connection through the
handshake protocol described above with respect to [1.b]. See USAA-1010, 4:20-
21, 5:48-51, 5:65-6:1, 6:19-29, 9:60-65, 10:42-11:7, 12:4-21, FIGS. 3, 4, 5a, 5b;
USAA-1013, 4:18-21, 8:22-43, 10:8-14, 10:40-55; USAA-1016, 10-17; USAA-
1018, 33-63. And, for at least that additional reason, a POSITA would have found
obvious that a remote server that sends a first communication including one or
more identifiers associated with the user’s biometric profile would be the same
remote server that receives a second communication that is sent by device 400, and
that is encoded using the biometric profile, directly and indirectly, as I describe
further below.

272. Regarding the second communication being encoded using the secret,
a POSITA would have understood and found obvious that the Crypto SE
application would “encrypt and transmit the requisite http request string and
payment credential over the public network” upon, and as an immediate

consequence of, verifying/authenticating the user based on the registered biometric
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profile to which the payment credential relates. USAA-1013, 8:33-49 (“This
management module may prompt the user to confirm his identity by for example a
fingerprint match or other process. If the management module verifies the
identified user is authorized ... then the management module may retrieve a ...
credential and possibly encrypt and transmit a ... string including the credential
using for example a TLS or an SSL cryptographic protocol™), 9:65-10:16, 11:10-
29, FIGS. 4, 5; USAA-1010, 11:62-12:43, 16:33-40.

273. Inthat regard, and as I describe further below in relation to “indirect
usage,” the POSITA would have understood and found obvious that the second
communication is encoded as an immediate consequence of the client device’s
successful authentication check using the biometric profile, and therefore at least
implicitly conveys to the payment provider’s remote server that the user has been
authorized to proceed with the requested transaction based on the biometric profile.
USAA-1010, 11:62-12:43, 16:33-40 (“generating a secure payment information
message in response to an authentication including a match of the biometric data
with the stored biometric signature™); USAA-1013, 8:33-49, 9:65-10:16, 11:10-29,
FIGS. 4, 5.

274. Mardikar 318 further describes enabling a service provider’s remote
server to additionally “identify the client device and its user” through “signature”

information that the client device correlates with payment information and encodes
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into the transmitted communication: “When a payment is made ... the last four
digits of the payment instrument may be sent to the TSM”; “[t]his information may
be correlated with signature information” that is “used to identify the client device
and its user.” USAA-1010, 12:22-43; see also USAA-1013, 7:44-56.

275. From this and related description, a POSITA would have understood
and found obvious that the “signature information” in the transmitted second
communication that is used to identify the user would be information of the user’s
registered biometric profile, which could then be used by the TSM for fraud
detection as described by Mardikar *318 (as it uniquely identifies the user to the
TSM as the biometric signature stored in the Crypto SE does). USAA-1010,
11:62-14:19; USAA-1012, Abstract, FIG. 2, [0029]-[0033]; USAA-1014, [0036],
[0082]-[0085].

276. Indeed, Mardikar *318 interchangeably refers to the user
authentication data that Crypto SE stores as a result of the registration process as a
“biometric profile”/*biometric signature”, and a POSITA would have found
obvious that storage of “biometric profile”/“biometric signature” information at the
remote server would enable the server to compare the “biometric signature”
information transmitted by the client device to the “biometric signature”
information stored by the server, for purposes of further authentication/security.

USAA-1010, 7:28-43, 10:5-11:7, 12:31-43, 15:54-16:50 (“‘the client device is
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registered with the TSM for authentication by registering a biometric signature
using a biometric sensor of the client device™), FIGS. 5a, 5b; USAA-1012,
Abstract, FIG. 2, [0029]-[0033]"%; USAA-1013, 7:44-56; USAA-1014, [0036],
[0082]-[0085].

277. In that regard, a POSITA would have understood and found obvious

that the second communication is encoded using the biometric profile, at least

13 In a highly similar context, Mardikar 673 explains that “a strong second factor
authentication may be provided to verify the authenticity of the client device or
user,” adding that “[t]he encryption and processing of the SMS message or data
may include applying an HMAC to a timestamp or counter along with pre-
registered identification information for a particular user.” USAA-1012, [0031].
For instance, “Crypto block 130 encrypts the SMS message or data by processing
it through, for example, a keyed-Hash Message Authentication Code (HMAC)
using an RSA algorithm or Elliptic Curve Cryptography (ECC), and applying it to
a combination of a timestamp and/or counter along with second factor
authentication information ... for example, biometrics may be used for
identification purposes such as a fingerprint or retinal pattern.” USAA-1012,

[0029]; See also USAA-1010, 14:3-19.
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because!* information about (i.e., an encoding of) the biometric profile (i.e., the
secret) 1s included in the second communication.

278. Regarding the second communication being “encoded using the
secret,” the scope of the term “using” is unclear. A POSITA would have certainly
understood that “using” includes transforming the bits encoding a first message
into an encoded second message using the bits that encode the secret. For
example, while the details of secure encryption algorithms (e.g., DES) are complex

(and were complex as of the Critical Date) and beyond the scope of this

4 To the extent that a POSITA would have understood the recited *689 patent’s “a
second communication encoded using said secret” language to encompass a second
communication that is encoded as an immediate consequence of a process using
the secret, and/or that is encoded to implicitly convey information based on the
secret, Mardikar-Chhabra additionally renders that language obvious in view of
Mardikar-Chhabra’s encoding of a message as an immediate consequence of the
client device’s successful authentication check using the biometric profile, and in
view of that message at least implicitly conveying to the payment provider’s
remote server that the user has been authorized to proceed with the requested
transaction based on the biometric profile. USAA-1010, 11:62-12:43, 16:33-40;

USAA-1013, 8:33-49, 9:65-10:16, 11:10-29, FIGS. 4, 5.
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declaration, such algorithms can include, e.g., performing an “exclusive-or” (XOR)
function between the bits of the message being encoded and the bits of the secret.
In an illustrative (but unrealistically simple) example, each bit of a message can be
encoded can be XORed with a corresponding bit of the key to produce an encoded
bit in the encoded message. As I noted above, such operations would have been
understood by a POSITA as encoding a message using the secret. For the purpose
of this declaration, I will call such usage “direct.”

279. Embodiments within the ‘689 disclose this “direct” use of encoding a
message using the secret. For example, as illustrated in the flowchart of FIG. 3,
secrets are used at step 243 to first generate message digests, which are then used
to assemble cryptographic keys for encrypting/decrypting communications among
members at step 245. In this way, the secret has a direct influence on the bits that
comprise the cryptographic keys used for encrypting or decrypting (encoding or
decoding) communications. Therefore, a POSITA would have understood that such
embodiments in the ‘689 directly encode a message using the secret, as the secret
is used as an input to a function (i.e., the “n-bit generator” shown in step 243 of
FIG. 3) which produces the cryptographic keys used to encode the message.

280. Returning to the Mardikar-Chhabra combination, a POSITA would
have understood and found obvious that the Crypto SE application would “encrypt

and transmit the requisite http request string and payment credential over the
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public network” to the remote server only after verifying/authenticating the user
based on the registered biometric profile to which the payment credential relates.
USAA-1013, 11:10-29, 9:65-10:16; USAA-1010, 11:62-12:43. As such, the
second communication is encoded both as an immediate consequence of
verification of the user’s unique biometric input against the biometric profile, and
in a way that at least implicitly conveys to the payment provider’s remote server
that the user has been authorized with respect to that biometric profile. USAA-
1010, 11:62-12:43. For the purpose of this declaration, I will call such usage
“indirect.”

281. To the extent that a POSITA would have understood the *689 patent’s
reciting “a second communication encoded using said secret” language to
encompass indirect use of the secret, Mardkar-Chhabra renders that language
obvious in at least two additional ways.

282. First, the state of whether the user has been verified or has not been
verified determines whether the message will be encoded. Put differently, the
message will be encoded if and only if the user had been verified. Further, since
that determination is based on a comparison of one or more biometric inputs
against the biometric profile, and the biometric profile is the secret, the secret is
used to determine whether the encoding process occurs. Moreover, that

determination is both necessary and sufficient — that is, the message 1s encoded if
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and only if the biometric input has been verified. Therefore, to the extent that the
“a second communication encoded using said secret” language encompasses such
indirect use of the secret, a POSITA would have understood and found obvious
that Mardkar-Chhabra renders it obvious for that additional reason.

283. Second, as I describe above, since the second communication is
encoded and received as an immediateconsequence of the client device’s
successful authentication check using the biometric profile (and occurs only upon
successful authentication), the successful authentication at least implicitly conveys
to the payment provider’s remote server that the user has been authorized to
proceed with the requested transaction based on the biometric profile.

284. Consider the analogy of a “signal fire,” where the mere presence of a
fire set by one party signals information to another party, which can be deemed
encoding that information by setting the fire. In more detail, whether the fire exists
or not conveys a specific meaning to the person perceiving it, assuming that the
person who perceives the fire and the person who sent the message by setting the
fire previously established the message’s meaning. That is, the person perceiving
the fire is able to recognize the encoded meaning conveyed by the mere presence
of the fire, as previously established between the parties.

285. The Revolutionary War’s use of “one if by land, two if by sea” is a

second analogous example: the mere presence of lit lanterns indicates an attack
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(encodes the information that an attack is occurring or is imminent), and the
number of laterns lit further encodes the type of attack.

286. Since the authentication uses the secret (biometric profile), the second
communication is encoded (indirectly) using the secret. Therefore, to the extent
that the “a second communication encoded using said secret” language
encompasses this second indirect use of the secret, a POSITA would have
understood and found obvious that Mardkar-Chhabra renders it obvious.

[2] The method of claim 1, wherein the secret comprises an encryption key.

287. Mardikar-Chhabra renders obvious [2]. Mardikar 318 describes, for
example, binding “public keys with respective user identities by means of a
certificate authority (CA)” through a “registration and issuance process” by which
“the user identity, the public key, their binding, validity conditions and other
attributes are made unforgeable in public key certificates issued by the CA.”
USAA-1010, 10:26-40. Notably, the “user identity must be unique for each CA,”
and “[1]n an example embodiment, a Trusted Service Manager (TSM) may act as
the CA and may ... preload the Root Certificate of Authority (CA) 424 on a client
device 400, for example on the Crypto SE 420 of the device.” USAA-1010, 10:26-
40.

288. As explained in more detail above, Mardikar *318 further describes

registering a user’s biometric signature/profile with the CA “as part of a
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registration or certification procedure” that yields unlocking of a preloaded
“payment credential or CA certificate 424,” and association of the certificate 424
“with the Service Provider’s user account.” USAA-1010, 9:60-65, 10:5-11:7,
FIGS. 5a, 5b. For example, “a payment credential or CA certificate 424 may “be
unlocked by registering the user’s unique biometric profile using the biometric
sensor 440,” in which case the “certificate 424 is entered and associated with the
Service Provider’s user account,” and a certificate “based on” the associated
account number or IMEI device number is issued to device 400, which stores the
“account #, CVV, ... encryption and MAC keys ... in Crypto SE.” USAA-1010,
10:42-11:7, FIGS. 5a, 5b.

289. In that regard, a POSITA would have understood and found it obvious
to bind the user’s public key with their unique user identity based on the user’s
unique biometric profile, which is already generated by the client device and
registered with the CA as part of the same registration process. USAA-1010,
10:26-11:7, FIGS. 5a, 5b.

290. More, in view of Mardikar *318’s further description of local
generation of keys by the client device, a POSITA would have found it obvious to
generate the user’s key-pair based on the user’s unique biometric profile, and to
store the same together, as doing so would provide an efficient, secure, and

convenient means of implementing related teachings. USAA-1010, 13:56-59,
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10:26-14:19, FIGS. 5a, 5b; USAA-1014, [0033], [0035], [0036], [0081]-[0085],
FIG. 10, USAA-1015, [0016] (noting that “the terms ‘authentication information,’
and ‘authentication key’” are interchangeable), [0007]-[0009], [0017], [0024],
FIGS. 1, 1A, 3; USAA-1019, §7.1; USAA-1014, [0035] (describing local
generation of a key pair); USAA-1004, [0009] (describing a key derived from a
user’s live-scan fingerprint feature set and the user’s modified enrolled fingerprint
feature set); USAA-1014, [0008], [0043], [0117], FIG. 2 (describing generation of
a key based on a biometric value), FIG. 6.

291. Mardikar 318 describes, for example, generation by the client device
of encryption keys including “a symmetric key and a MAC key” that are used to
encrypt messages transmitted by the client device. USAA-1010, 13:56-59 (“A
client application ... may generate a symmetric key and a MAC key” and “may
then encrypt payload with the symmetric key and MAC key”). Mardikar *318
further describes “one or several key-pairs” that, like the user’s biometric profile,
are stored in Crypto SE 420. USAA-1010, 10:18-40, 13:56-59; USAA-1019, §20,
§3.3.39, §3.3.45; USAA-1014, [0082].

292. In that regard, a POSITA would have found it obvious to generate one
or more encryption keys based on the user’s biometric profile during the
registration process for a given service provider, and to store the generated keys in

the Crypto SE with the corresponding biometric profile and identifiers (e.g., a

171



service provider account number and additional identifiers included in the
associated certificate). Supra, Ground 2A, analysis of Element [1.a.i1]; USAA-
1010, 7:28-42 (explaining that the secure elements may be smart cards featuring
“tamper-proof” “non-volatile storage,” which “makes it possible for the card to
keep some secrets, such as the private keys associated with any certificates it
holds™), 9:37-46, 10:25-40, 13:56-59; USAA-1013, 9:45-61 (“a table or database
lookup”); USAA-1017, 347-362; USAA-1015, [0016]; USAA-1004, [0009];
USAA-1014, [0008], [0043], [0117], FIG. 2 (describing generation of a key based
on a biometric value), FIG. 6.

293. The resulting stored secret would include both the biometric profile
and the key-pairs generated based on the biometric profile, both of which also
individually be considered secrets. USAA-1010, 7:28-9:23, FIG. 4; USAA-1013,
5:59-7:64, F1G. 3; USAA-1017, 136 (“we have two types of secrets: the keys and
the data”).

[3] The method of claim 1, wherein the secret comprises a static portion and a
dynamic portion.

294. Mardikar-Chhabra renders obvious [3]. As discussed supra Ground
2A, analysis of Claim [2], Mardikar-Chhabra’s secret comprises an encryption key.
A POSITA would have understood and found obvious that this secret comprises a
static portion and a dynamic portion, at least insofar as Mardikar-318 explains that

“[a] random counter,” and/or “[t]imestamps may be used to prevent replays” and
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“Ik]eys may be rotated periodically using the SMS key establishment scheme.”
USAA-1010, 10:2-4 (“A counter 444 and a clock 445 may be used to identify
and/or timestamp particular communications to prevent against replays.”), 10:65-
11:16 (““A random counter may be generated by counter 444 (FIG. 4) on the Crypto
SE and stored in the Crypto SE for counter based replay protection. In an
alternative embodiment, clock 426 445 (FIG. 4) may generate a timestamp for
timestamp-based replay protection. In an example embodiment, this information,
for example a tuple, may be sent along with the SCEP...”), 14:17-19.

295. As explained above at Ground 2A, analysis of Element [1.c.ii], the
second communication (message from device 400 to remote server containing
payment information) is encoded using the secret, a POSITA would have
understood and found obvious that a counter, a timestamp, and keys periodically
rotated, are used in encoding the second communication, and thus are considered
part of the secret, where the biometric profile comprises a static portion, and the
counter/timestamp/rotating keys comprises a dynamic portion. USAA-1012,
Abstract (“encrypting the SMS data by processing the SMS data with a Message
Authentication Code (MAC) and a timestamp and/or counter along with second
factor authentication information™), [0011]-[0013], [0029], [0031]-[0033], [0039]-
[0041], FIG. 2.

[4] The method of claim 1, wherein the first communication comprises a request
for user credentials of the user of the mobile device.
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296. Mardikar-Chhabra renders obvious [4]. For example, as discussed at
[1.b]-[1.c], Mardikar-Chhabra’s client device receives a first communication from
the remote server including the server’s certificate as part of the SSL handshake
protocol and, after establishing a secure SSL channel, the client sends a second
communication to the server including payment information, among other user
credentials. USAA-1010, 4:20-21, 5:48-51, 5:65-6:1, 6:19-29, 9:60-65, 10:42-
11:7, 12:4-21, FIGS. 3, 4, 5a, 5b; USAA-1013, 4:18-21, 8:22-43, 10:8-14, 10:40-
55; USAA-1016, 10-17; USAA-1018, 33-63.

297. A POSITA would have understood and found obvious that the first
communication sent by the server to the client device includes a request for user
credentials of the user of the client device for at least two reasons: (1) because the
following steps in the SSL handshake involve the client device sending its
certificate to the server, with all of its included credentials; and (2) because the first
communication is part of a process of establishing a secure SSL channel for the
transmission, by the client device to the server, of “payment information”
including additional user credentials such as account number and CVV. USAA-
1010, 12:4-26; USAA-1016, 10-17; USAA-1018, 33-63. Indeed, Chhabra
expressly describes that the remote server sends a request for the user to provide
user credentials “as required to complete the financial transaction such as for

example, a credit card number, a credit card expiration date, a security code, and
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the like.” USAA-1013, 10:40-55, Abstract, 2:22-34, 3:3-14, 3:26-31, 11:11-16,
FIGS. 4, 5.

[6] The method of claim 1, wherein the unique user input comprises user
credentials.

298. Mardikar-Chhabra renders obvious [6]. As explained above, and as
for example shown in Mardikar *318’s FIG. 6a (reproduced below), Mardikar *318
describes receiving, via “a biometric sensor” on the client device “biometric
information” or “raw biometric data” (“‘unique user input”) prior to generating the
“biometric profile”/“biometric signature” (“secret”). USAA-1010, 3:19-22, 6:42-

49 (“a biometric sensor 440 on a “client device 400”), 7:27-43, 10:57, FIG. 4.
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USAA-1010, FIG. 6a
299. From this and related description, A POSITA would have understood

and obvious that the user’s unique biometric input is/includes user credentials.
USAA-1010, FIG. 6b (“Biometric/credential goes to Crypto SE” at step 608),
11:44-55 (“A user may then input 606 their biometric identifying data (ID) or
signature by placing or swiping a thumb or finger on biometric sensor 440. The

input biometric ID may be directly sent or tunnelled 608 to Crypto SE’); USAA-
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1013, 2:22-28 (“a credential may be ..., fingerprint, biometric identifier”), 5:60-64,
6:38-45, 7:44-48, 7:57-64, 9:31-39, 11:2-9, FIG. 3.

[7] The method of claim 1, wherein the first and second communications comprise
two related communications of a communication session.

300. Mardikar-Chhabra renders obvious [7]. As explained above with
respect to [1], the first communication is received by the client device from the
remote server as part of the SSL handshake that establishes the secure channel
through with the client device sends the second communication, with both
communications occurring in the context of the same web-based transaction
between the client device and the remote server. USAA-1010, 6:19-29, 9:60-65,
10:42-11:7, 12:4-21, FIGS. 4, 5a, 5b; USAA-1013, 4:18-21, 8:22-43, 10:8-14,
10:40-55; USAA-1016, 10-17; USAA-1018, 33-63. For at least that reason, a
POSITA would have understood and found obvious that the first second and
communications comprise two related communications of a communication
session.

D. Ground 2B: Combination of Mardikar ’318, Chhabra, and Duffy
Renders obvious Claims 1-21

301. As explained above, Mardikar-Chhabra renders obvious those claims
addressed by Ground 2A, based at least on a mapping of Mardikar *318’s
“biometric profile” to the recited “secret.” See Ground 2A, analysis of Element

[1.a.1] (referencing USAA-1010, 9:60-65, 10:42-11:7, FIGS. 4, 5a, 5b).
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302. As explained in more detail below, Mardikar-Chhabra-Duffy further
renders obvious the same and additional claims, based additionally on Duffy’s
disclosure of a “mapping key,” a mathematical XOR combination of a biometric

value (the biometric signature/profile) and a private key.

1]
303. Mardikar-Chhabra-Duffy renders claims 1-4 and 6-7 obvious for at

least the same reasons discussed above in the analyses of these claims under the
Mardikar-Chhabra ground. Supra, Ground 2A. However, if the Board were to
require the recited “secret” appearing in [1.a.1] and [1.c.ii] to represent a
cryptographic key, then Mardikar-Chhabra-Dufty also renders obvious this
limitation. The Mardikar-Chhabra-Duffy described above relies upon the modified
biometric signature/profile (“secret”), that is, a mapping key. This mapping key is
a combination of a biometric value (the biometric signature/profile) and a private
key, in accordance with Dufty. Supra, §VIII.J, Mardikar-Chhabra-Duffy
Combination.

304. Further, the combination also renders obvious the limitation reciting,
“said mobile device verifying said user to the remote computing device in a second
communication encoded using said secret” as recited in [1.c.ii]. Specifically,
Dufty describes a “SIGN_MESSAGE routine 55 [that] is used to generate a digital

signature, using the private key K, generated for a user, in order to authenticate
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the source and integrity of a message” to the remote computing device. USAA-
1014, [0036], [0033] (“The cryptographic unit 19 is then able, for example, to
create a digital signature using the private key K,”); see also id., [0083]-[0085]
(detailed description of the “SIGN_MESSAGE routine 55 “using the generated
private key K, to generate the digital signature” for an outgoing communication).
Duffy further explains in referring to FIG. 10 (reproduced below), [t]he digital
signature is then transmitted, in step S89, to the computer 1, which attaches the
digital signature to the original message to form a signed message and transmits
the signed message to a desired recipient.” USAA-1014, [0085]. This allows the

server to in fact execute any underlying transaction.

Fig. 10

RECEIVE MESSAGE —S81

585

RUN
GURRENTLY RECOVER_PRIVATE_KEY
GENERATED ROUTINE

GENERATE DIGITAL SIGNATURE }—S87

TRANSMIT DIGITAL SIGNATURE 389
T0 COMPUTER

USAA-1014, FIG. 10
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305. A POSITA would have found it obvious that the Mardikar-Chhabra-
Duffy system signs the original message (e.g., message with payment credential to
complete a transaction) with a digital signature to form a signed message, in
accordance with Duffy, and the private key used to create the digital signature of
the signed message (“a second communication encoded”) is regenerated using the
modified biometric signature/profile of the user (“using said secret”). This
encoding of the second communication provides enhanced security through
authentication of the user (of the client device) (“verifying said user to the remote
computing device”) and the integrity of the message to the remote computing
device (e.g., the TSM facilitating a web-based transaction).

[2] The method of claim 1, wherein the secret comprises an encryption key.

306. Mardikar-Chhabra-Duffy renders obvious [2] for additional reasons.
For example, as discussed supra Mardikar-Chhabra-Duffy Combination, Mardikar-
Chhabra-Duffy’s modified biometric signature/profile (“secret™) is a mapping key,
which is a combination of a biometric value and a private key (“comprises an
encryption key”), per Dufty. Supra, §VIILJ, §VIILI, Duffy Overview; USAA-
1014, [0008], [0043], FIG. 2 (showing generation of the mapping key Kp from
combining the biometric value Ky, with the private key K, by the “mapping key
generator 1009), FIG. 6 (step S7 “process private key and biometric value to

generate mapping key”), [0117] (“In the first embodiment, the mapping function
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which is applied to the intermediate key (i.e. the biometric value Kyi,) and the
mapping key Knqp 1s a simple addition. However, any mapping function which 1s
monotonic, i.e. each set of input variables generates a unique output, could be
used. For example, the mapping function could be a simple subtraction. It can be
shown that the mapping function used does not affect the security of the system. A
bit-wise exclusive-OR function could also be used both to combine the
intermediate key and the cryptographic key to generate the mapping key, and
subsequently to combine the intermediate key and the mapping key to generate the
private key.”).

307. The private key (as well as a public key) is used for encryption
(“encryption key”) and/or decryption of data, for example, messages between a
sender and a remote recipient. USAA-1014, [0002] (brief description of
“[e]ncryption/decryption systems,” “private key” and “public key”), [0082] (“As
those skilled in the art will appreciate, messages encrypted with a private key K,
generated using the RSA algorithm can only be decrypted using the corresponding
public key K, and similarly messages encrypted with a public key K,u, generated
using the RSA algorithm can only be decrypted using the corresponding private
key K,ri. These properties are put to two main uses, to create digital signatures

authenticating the source and integrity of a message and to encrypt a message so
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that only the desired recipient can decrypt the message.”); supra, Ground 2A,
analysis of Claim [2].

[3] The method of claim 1, wherein the secret comprises a static portion and a
dynamic portion.

308. In addition to the reasons explained supra Ground 2A, Mardikar-
Chhabra-Duffy also renders obvious [3]. For example, Mardikar-Chhabra-Dufty’s
secret is a modified biometric profile/signature, which is a “mapping key”
comprising a private key, per Dufty. Supra, Ground 2B, analyses of Claims [1]-
[2]. This private key is regenerated whenever needed by combining a static
portion (e.g., “an ambiguity resolution vector (ARV) 65) stored in the “non-
volatile memory” (e.g., “NVRAM 41”) and a dynamic portion generated from
“new biometric data corresponding to the fingerprint of the user” received and
processed each time. /d.; USAA-1014, [0030], [0032], [0036]-[0037], [0084],
[0087], FIGS. 2, 5, 6, 9.

309. A POSITA would have understood and found obvious that the
mapping key (“secret”) itself comprises a static portion (e.g., ““an ambiguity
resolution vector (ARV) 65” stored in the non-volatile memory) and a dynamic
portion based on “new biometric data corresponding to the fingerprint of the user”
received and processed each time, in at least two ways: (1) the mapping key

comprises the private key having these two portions, and (2) the mapping key

would also be regenerated (and stored in short-term memory for use to regenerate
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the private key) each time from the static ARV and the dynamic new fingerprint
input, to further mitigate security concerns due to permanently stored secrets.
Supra, §VIIL.J, Mardikar-Chhabra-Duffy Combination.

[5] The method of claim 1, wherein the secret is stored in an encrypted format.

310. Mardikar-Chhabra-Duffy renders obvious [5]. For example, Mardikar
’318 describes encrypting its “keys.” USAA-1010, 13:54-61 (“The TSM may
preload a public key inside a Crypto SE, for example an SIM/SE. A client
application on the App SE of a client device, with help of the Crypto SE, may
generate a symmetric key and a MAC key. The application may then encrypt

payload with the symmetric key and MAC key. The keys will be encrypted using

the TSM’s public key that can be then used to create a digital envelope.”); USAA-

1012 (corroborating reference), [0040] (“Secure SMS service provider 330 may
have a public key inside Crypto block 130 of client device 110. ... Crypto block
130 may generate a MAC key and encrypt a message or data with such MAC key.

The keys may be encrypted using secure SMS service provider’s 330 public key

that may then be used to create a digital envelope.”). Mardikar further notes that

the “MAC keys are stored in Crypto SE” with other keys. USAA-1010, FIG. 5b.
311. A POSITA would have understood and found obvious that Mardikar-

Chhabra-Duffy’s mapping key (the modified biometric signature/profile

comprising a private key) (“secret”), like the other “keys,” is also encrypted, for
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example, using the TSM’s public key, prior to being stored in the Crypto SE, to
achieve further enhanced security. Supra, Grounds 2A and 2B, analysis of
Element [1.a.i1]; USAA-1010, 13:54-61, FIG. 5b; Tomko Overview; USAA-1005,
Abstract, 2:42-5:11 (Tomko teaching generating “an encrypted version of a
message decryption key” which is based on a fingerprint information signal from a
user of a first station” and used to “encrypt messages”), 4:60-65 (the finger-print
based key is “stored in memory 24” as an “encrypted version”).

[8] The method of claim 1, further comprising generating a candidate identifier

using the received candidate user input, and recovering the secret from said
mobile device if the candidate identifier matches the identifier.

312. Mardikar-Chhabra-Duffy renders obvious [8]. As discussed above in
the analysis of Element [1.c.i], before sending payment information to complete a
transaction, the client device authenticates the user at the client device by receiving
and verifying a biometric input (“a candidate user input”). A POSITA would have
understood and found obvious that the received raw biometric input (“‘candidate
user input”) is used to generate “biometric data representative of the biometric
feature” (“candidate identifier”’), which is compared with “the stored biometric
signature” (“the identifier”’) for authentication based on “a match.” USAA-1010,
7:28-43, 16:25-35; USAA-1013, 7:44-49.

313. Also discussed above under the Mardikar-Chhabra-Duffy

Combination and analysis of Claim [1], in the Mardikar-Chhabra-Duffy system,
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the modified biometric profile/signature is a mapping key (“secret”) that is
recovered each time for regenerating the private key when needed (e.g., by running
a “RECOVER_PRIVATE KEY” routine”), such as in signing the message
(“second communication” recited in claim [1]) containing payment information to
complete a transaction. The private key is regenerated through combining a
biometric value, generated from “images of the fingerprint” captured each time,
and the stored “mapping key Kmap.” Supra, §VIIL.J; Grounds 2A and 2B, analysis
of Claim [1]; USAA-1014, [0030]-[0036], [0074]-[0085], FIG. 9.

314. A POSITA would have understood and found obvious that in order to
regenerate the private key for signing the message containing payment
information, Mardikar-Chhabra-Duffy’s client device first generates a “biometric
data representative of the biometric feature” (“‘candidate identifier””) using the
received raw biometric input (“candidate user input”), and recovers from the
Crypto SE the modified biometric signature/profile (“secret”), which is a mapping
key, if there 1s ““a match of the biometric data with the stored biometric signature”
(“if the candidate identifier matches the identifier”). The recovered modified
biometric signature/profile (aka mapping key) is then combined with a biometric
value also generate from the raw biometric input, to regenerate the private key, per
Duffy. USAA-1010, 7:28-43, 16:25-35; USAA-1013, 7:44-49 (“A digital template

may be derived from the captured representation [of a user’s fingerprint] and
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compared with one or more stored reference digital templates. A positive match
may authenticate or identify a user.”); USAA-1014, [0030]-[0044], [0074]-[0087],
FIGS. 9-11.

[9.pre] A mobile device, comprising

315. Supra, Ground 2A, analysis of Element [1.a.i].
[9.a] a processor, a storage device, and a memory, said memory storing processor-

executable instructions, which instructions, when executed by said processor,
cause said processor to perform steps comprising:

316. Mardikar-Chhabra-Duffy renders obvious [9.a]. For example,
Mardikar ’318 explains that Crypto SE, a “smart card” that “contain[s] a CPU and
some non-volatile storage” both performs “its own cryptographic operations” and,
in at least some embodiments, also includes means to “establish a direct, secure
transmission between the Crypto SE” and other devices “using technologies like
Secure Socket Layer (SSL) ....” USAA-1010, 7:28-9:23, 9:60-10:4, 12:4-21, FIG.
4; USAA-1013, 5:59-7:64, FIG. 3; USAA-1017, 347-362.

317. For example, Mardikar *318’s FIG. 4 (reproduced below) illustrates
“a biometric authentication application” 442 that “reside[s] on the Crypto SE

420...” USAA-1010, 7:44-63, 9:60-65, FIG. 4.
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USAA-1010, FIG. 4
318. From this and related description, a POSITA would have understood
and found obvious that the mobile device includes a processor, a storage device,
and a memory communicatively coupled to the processor, that the memory stores
the authentication application (“processor-executable instructions”) for execution

by the processor, and that the authentication application, when executed by the
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processor, causes the processor to perform the authentication, cryptographic, and
communication operations involved in enabling a secure web-based transaction.
USAA-1010, Abstract (Crypto SE comprising a “computer-readable medium
having a security key, a payment instrument, stored authentication data and
instructions for generating a secure payment information message”), 2:37-41,
14:51-15:41 (“Logic may be encoded in a computer readable medium, which may
refer to any medium that participates in providing instructions to the processor for
execution. Such a medium may take many forms, including but not limited to, non-
volatile media, volatile media, and transmission media. ... Some common forms of
computer readable media includes, for example, floppy disk, flexible disk, hard
disk, magnetic tape, any other magnetic medium, CD-ROM, any other optical
medium, punch cards, paper tape, any other physical medium with patterns of
holes, RAM, PROM, EPROM, FLASH-EPROM, any other memory chip or
cartridge, carrier wave, or any other medium from which a computer is adapted, ...
the various hardware components and/or software components set forth herein may
be combined into composite components comprising software, hardware, and/or
both ... the various hardware components and/or software components set forth
herein may be separated into sub-components comprising software, hardware, or
both™), FIG. 4; USAA-1012, [0037]; USAA-1013, 4:41-5:9, 12:30-37

(“[e]mbodiments ... may include a computer or processor readable storage
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medium, such as for example a memory, a disk drive, or a USB or other flash
memory, including instructions which when executed by a processor or controller,
carry out or perform methods disclosed herein. ... may also include other systems
for performing the operations herein such as for example mobile computing
platforms™), 14:29-15:41 (describing various processors, memories, and “processor
[] executing one or more sequences of one or more instructions contained in a
system memory component. Such instructions may be read into the system
memory component from another computer readable medium, such as static
storage component or disk drive component™), FIG. 3 (illustrating a security
“management module” including both a “secure signon module” and a “server
communication module”); USAA-1014, FIG. 6 (storing mapping key “in non-
volatile memory”), [0017] (“a read only memory forming part of the cryptographic
unit”), [0018] (“a non-volatile random access memory”), [0034] (cryptography unit
including “a central processing unit (CPU) 35, a read only memory (ROM)37, a
random access memory (RAM) 39, a non-volatile random access memory
(NVRAM) 417).

[9.b] configuring an application running on said mobile device for
communication with at least one remote computer-based station, said configuring

including communicating with a user via a user interface to receive a unique user
input,

319. Mardikar-Chhabra-Duffy renders obvious [9.b]. Supra, Grounds 2A

and 2B, analyses of Elements [1.a.i], [1b], [1.c]. A POSITA would have
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understood and found obvious that Mardikar-Chhabra-Duffy’s authentication
application on the client device communicates with a user (e.g., in collecting user’s
biometric input) via a user interface (e.g., biometric sensor) and with at least one
remote computer-based station (e.g., remote server(s) of one or more service
providers or a TSM), e.g., in registering the user’s biometric profile/signature with
the at least one remote computer-based station, and in conducting a transaction
with/through the remote computer-based station upon authenticating the user’s
biometric input. USAA-1010, 9:60-65.

[9.c.i] upon receipt of said unique user input, generating a secret,

320. Supra, Grounds 2A and 2B, analysis of Element [1.a.1].

[9.c.ii] storing said secret in said storage device, said secret being stored with an
identifier

321. Supra, Grounds 2A and 2B, analysis of Element [1.a.ii].

[9.c.iii] so as to be retrievable when the unique user input is again received;

322. Supra, Grounds 2A and 2B, analysis of Element [1.a.iii].

[9.d] upon receipt at the mobile device of a first communication from said remote
computer-based station, providing the user, via the mobile device, an opportunity
to respond to the first communication;

323. Supra, Grounds 2A and 2B, analysis of Element [1.b].

[9.e.i] authenticating the user by receiving, in response to the providing, a
proffered user input, generating a candidate identifier using the proffered user
input received, and
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324. Supra, Grounds 2A and 2B, analysis of Element [1.c.i], and Ground
2B, analysis of Claim [8].

[9.e.ii] recovering the secret from said storage device if the candidate identifier
matches the identifier; and

325. Supra, Ground 2B, analysis of Claim [8].

[9.f] verifying said user to the remote computing device in a second
communication encoded using said secret.

326. Supra, Grounds 2A and 2B, analysis of Element [1.c.ii].

[10] The mobile device of claim 9, wherein the secret comprises an encryption key.
327. Supra, Grounds 2A and 2B, analysis of Claim [2], and Ground 2B,
analysis of Claim [9].

[11] The mobile device of claim 9, wherein the secret comprises a static portion
and a dynamic portion.

328. Supra, Grounds 2A and 2B, analysis of Claim [3], and Ground 2B,
analysis of Claim [9].

[12] The mobile device of claim 9, wherein the first communication comprises a
request for user credentials of the user of the mobile device.

329. Supra, Ground 2A, analysis of Claim [4], and Ground 2B, analysis of
Claim [9].

[13] The mobile device of claim 9, wherein the secret is stored in an encrypted
format.

330. Supra, Ground 2B, analyses of Claims [5] and [9].

[14] The mobile device of claim 9, wherein the proffered user input comprises user
credentials.
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331. Supra, Ground 2A, analysis of Claim [6], and Ground 2B, analysis of
Claim [9].

[15] The mobile device of claim 9, wherein the first and second communications
comprise two related communications of a communication session.

332. Supra, Ground 2A, analysis of Claim [7], and Ground 2B, analysis of
Claim [9].
[16.pre] A mnon-transitory computer-readable medium having stored thereon

processor-executable instructions, which instructions, when executed by a
processor, cause said processor to perform steps comprising:

333. To the extent the preamble is limiting, Mardikar-Chhabra-Duffy
renders obvious [16.pre]. A POSITA would have understood and found obvious
that Mardikar-Chhabra-Duff’s Crypto SE applications (e.g., the authentication
application) are processor-executable instructions stored on a non-transitory
computer-readable medium, at least insofar as Mardikar 318 describes its Crypto
SE as comprising a “computer-readable medium having a security key, a payment
instrument, stored authentication data and instructions for generating a secure
payment information message.” USAA-1010, Abstract, 2:37-41, 14:51-15:41;
USAA-1012, [0037]; USAA-1013, 4:41-5:9, 12:30-37 (“[e]Jmbodiments ... may
include a computer or processor readable storage medium, such as for example a
memory, a disk drive, or a USB or other flash memory, including instructions
which when executed by a processor or controller, carry out or perform methods

disclosed herein. ... may also include other systems for performing the operations
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herein such as for example mobile computing platforms™), 14:29-15:41 (describing
various processors, memories, and “processor [] executing one or more sequences
of one or more instructions contained in a system memory component. Such
instructions may be read into the system memory component from another
computer readable medium, such as static storage component or disk drive
component”), FIG. 3; USAA-1014, FIG. 6, [0017], [0018], [0034]; supra, Ground
2B, analysis of Element [9.a].

334. A POSITA would have also understood and found obvious that when
executed by a processor, the instructions (e.g., in the form of the authentication
application) stored on the non-transitory computer-readable medium of the Crypto
SE cause the processor to perform steps of the remaining elements of the claim.
Supra, Ground 2B, analysis of Element [9.a].

[16.a] configuring an application running on a processor-based platform on

which said instructions are executed for communication with at least one remote
computer-based station, said configuring including receiving a unique user input,

335. Mardikar-Chhabra-Duffy renders obvious [16.a]. Supra, Ground 2B,
analyses of Elements [9.a]-[9.b] and [16.pre]. A POSITA would have understood
and found obvious that the Crypto SE, having authentication application running
thereon, a “smart card” that “contain[s] a CPU” (“processor”), is a processor-based
platform. Supra, Ground 2B, analysis of Element [9.a].

[16.b.i] upon receipt of said unique user input, generating a secret,
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336. Supra, Grounds 2A and 2B, analysis of Element [1.a.1].

[16.b.ii] storing said secret in a memory of said processor-based platform, said
secret being stored with an identifier

337. Supra, Grounds 2A and 2B, analyses of Elements [1.a.ii], Ground 2B,
analyses of Elements [9.a], and [16.pre]-[16.a].

[16.b.iii] so as to be retrievable when the unique user input is again received;

338. Supra, Grounds 2A and 2B, analysis of Element [1.a.iii].

[16.c] upon receipt at the processor-based platform of a first communication from
said remote computer-based station, providing the user, via the mobile device, an
opportunity to respond to the first communication;

339. Supra, Grounds 2A and 2B, analysis of Element [1.b].

[16.d.i] authenticating the user by receiving, in response to the