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COUNTERSIGNATURE: BLUCK oc;ﬂe REQUEST PAYLOAD:
Countersignature is the LENGTH DIAL
32 bit decimation of the PROMPT | <strlen> is"ig:e;:‘:;"‘lg‘:;‘m:ﬁ‘:;est
MDS hash of "signature gy | padte | BLOCK header plus the sum of
concatenated with the ° l2byie | LENGTH the block lengths of the
Password of thei::lsi;)ondant. DIALOG AGCEPT request payload.
L (public key requ S s —
<~0 > <strlen>
» T e | SUBBLOCK |
0 | K LENGTH ;
RESPONSE PAYLOAD: <
PYTHON GD ——
"response length" bytes anne | cooKiE> DIALOG BLOCKS:
is the length of the responge NOLE .
header plus the sum of SUBBLOCK BLOCK prompt (optional)
the block lengths of the | LENGTH LENGTH contirm (optional)
response payload. DIALOG REJECT abandon (optional)
<0 > <strlen> NOTE: since the dialog is
T o Nyt part of the signed messagg,
N » o 5?55#35'( only someone who knows[[
NULL BLOCK the SIGNATOR PASSWOR
PAD : A
LENGTH is able to authenticate
NULL PAD dialegs-for-elient display.
coro o | NULL BLOCK
suea’L_esx LENGTH
NULL
PAD

FIG. 20
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As this Thing crosses
the inter-Server boundary
communications with it are
redirected by the Gateway

intra-Server® o m one Server to another.

boundary

THING 0

LOCALEO
SERVER 0

FIG. 24
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Q: does this NPS have an outstanding

of packets generated since NPS initialization + 1 TIP O
—JIsip1 heartbeat to who_1 from tip 07
GID1 A: no.: generate initial heartbeat to who_1
sendfrom (from_0, who_1, cmd_1, USER) 'II":I\; ;56 /
) RPt e
PKT1 e
. T HEARTBEATRO |~
Rel Num 0
indicates initial heartbeat TiPo Q. do i have to send a new heartbeat
SID 2 at this time?
GID 0 A: no. send the cmd_1 to who_1
TIM 2 7 .
INP 256 7
RIP 1
PKT 2
CMD 1
TiP 3 Q: does this NPS have an outstanding -
SiD 3 heartbeat to who_2 from tip 37
GID 1 A: no. generate initial heartbeat to who_2
TIM5 ~
sendfrom(from_3, who_2, cmd_1, USER) INP 256
RIP 2
PKT 3
I HEARTBEAT R0 /
Rel Num 0
indicates initial heartbeat. TIP 3 Q. do i have to send a new heartbeat
SID 4 at this time?
GID 0 A: no. send the command to who_2
TIM 6
INP 256
RIP 2
PKT4 /'/
CMD 1
Rel Num 1 TP O Q. do i have to send a new heartbeat
indicates that ONE SID3 at this time?
reliable packet was GID 2 A: yes. multiply who_1_INP X 2 and send
transmitted in the previous group, TIM 257 the next heartbeat to who_1.
including the preious heartbeat. INP 512 /
h RIP 1 .
\\ PKT5 //
- AT R1
Rel Num 1 HEARTRE
indicates that ONE
reliable packet was TIP3 4 Q. do i have to send a new heartbeat
transmitted in the previous group, SIiD 5 at this time?
including the preious heartbeat. GID 2 A:yes. multiply who_2_ INP X 2 and send
\ : TIM 261 " the next hean}:eat to who_2.
S~ INP 512 "
RIP 2 -
\ mg_i‘_“; //
HEARTBEAT R1

v

FIG. 36
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a request for reliable
transmission -

\\

sendfom (from_0Q, who_1, cmd_2, GAME)

a request for reliable
transmission

\\

sendfrom (from_3, who_2, cmd_2, GAME)

Rel Num 2
indicates that two
reliable packets were
transmitted in the previous group,
including the previous heartbeat.
—

—

—
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Q. does this NPS have to send a new heartbeat
at this time?
A: no. send the command to who 1

-

INP 256

RIP1

PKT 7

/

-

-

CMD_2

[

TIP 3

Q. does this NPS have to send a new heartbeat

GID 2 o

SiD 6

TIM 263

at this time?
A: no. send the command to who_2

/

INP 256

/

RIP 2

/

PKT 8

CMD_2

/

TIPO

Q: has the current heartbeat to who_1

SID5

been superceded?

GID 3
TIM 517

INP 256

RIP 1

A: yes. send new heartbeat group to who_1

/

e

s

— ]

Hel Num 2
indicates that two
reliable packets were
transmitted in the previous group,

including the previous heartbeat.
T

\\

PKT 9

HEARTBEAT R2

/

//

[SID7

TIP3

Q: has the current heartbeat to who_2
been superceded?

GID 3
TIM 518
INP 256

A: yes. send new heartbeat group to who_2

o
-

RIP 2

-

PKT 10

HEARTBEAT R2

/

TIP O

SID 6
GID 4

TIM 772

INP 512

RIP 1

PKT 11

HEARTBEAT R1

TIP3

SiD 8
GID 4
TIM 773
INP 512

RIP 2

PKT 12

HEARTBEAT R1

U

FIG. 37
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BUFFER FIND VALIDATE WAIT FOR
PACKET K CURRENT K INCOMING K INCOMING
CONTENTS GROUP | PACKET PACKET

37

CLEAR
CURRENT
SERIAL
NUMBERS
RECORD SEND CLEAR
RELIABLE SERIAL SERIAL CURRENT
PACKET? NUMBER NUMBERS SERIAL
IN GROUP FROM GROUP NUMBERS
RESEND CLEAR
DISCARD RESEND MISSING CURRENT
SERIAL REQUEST? SERIAL SERIAL
NUMBER NUMBERS NUMBERS
[ :>—

FIG. 38
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BUTTERFLY POSITION
< i value >
< j value >
< k value >
SUBBLOCK
LENGTH BUTTERFLY
ORIENTATION < |
value > < j
value > < k
SUBBLOCK
value > LENGTH
BUTTERFLY VELOCITY
< i value >
< | value >
< k value >
[ suBBLOCK
LENGTH BUTTERFLY
ANGULAR <
VELOCITY
value > <
‘value > < k
SUBBLOCK
value > LENGTH
BUTTERFLY ACCELERATION
< i value >
<j value >
<k value >
SUBBLOCK
LENGTH BUTTERFLY
ANGULAR i
ACCELERATION <
value > <
value > < k
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401 405a
Gateway Game
Server
4901 : 4902 Server 1
| | 4903
> SUSCRIBE TO
THING_MOVE » PROXY 2905 SERVER?
CROSS SERVER 4904
local_time CMD_CHANGESERVER & | BOUNDARY
position, system_time UPDATE THING IN f4/908
orientation DATABASE
serverid 4909
07 TRANSFER
" THING_FLUSH 4916
4906 INSERT SERVERID — NEW SUBSCRIPTION |/
INTO LOGINS WHERE system_time TO SERVER 1
4907 LONGINID = N thingid BROADCAST THING’S 4949
90 AREA OF INTEREST
BEGIN BUFFERING TO NEW SUBSCRIBER
CLIENT INPUT CMD_TRANSFER
4911 | SELECT SERVERID system_time \
FROM LOGINS WHERE thingid 4918
4012 LOGINID = N 4915 THING_NEW
4922 \ REACQUIRE THING ON THING_SUBSCRIBE system_time
NEW SERVER -
system_time <thing>
THING_MOVE < UPDI‘:ITFTESSSE: oF thlngld
4914
) LOAD THING
local_time 492{-/ THING_ACQUIRE FROM DATABASE
position, 4913 system_time UPDATE AREA OF
orientation — INTEREST
thingid 4919
FORWARD
UPDATES
THING_MOVE /
4920/_/ system_time
position, orientation
Game
Server 2
405b

FIG. 49



US 2003/0177187 Al

Patent Application Publication Sep. 18, 2003 Sheet 51 of 60

pi023Yy jo
juawipoquiz
lewbLIQ

piGDdY
hm_uoo L
= alen

o W v idneg sweg




Patent Application Publication Sep. 18,2003 Sheet 52 of 60  US 2003/0177187 Al

NN

b4

D s

"

; SRES
2

‘

Predictive
Modeller
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PREDICTION INPUT EVENT UDP PACKET

}
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1ly state changes to those things
whose GUIDs
are passed as parameters 1o
the python script function
vill be propogated by the server
when the function returns.

Sep. 18, 2003
VER PRT
PiP

BLOCK
LENGTH THING
SCRIPT <CALLER
SUBBLOCK
COOKIE> LENGTH
PYTHON MODULE
<strlen> 'm’ o’
o " - mw
" pad to SUBBLOCK
€ | 2ope LENGTH
PYTHON FUNCTION
<strlen> hid o’
- . w -
——,‘ s’ 1t padto
a m € 2 byle
SUBBLOCK
LENGTH PYTHON
GUID <THING
SUBBLOCK
COOKIE> LENGTH
PYTHON LONG
<32 bit value >
SUBBLOCK
LENGTH PYTHON
FLOAT <32 bit
SUBBLOCK
value > LENGTH
PYTHON- VECTOR
< i value >
< j value >
< k value >
SUBBLOCK
LENGTH PYTHON
ENUM <16 bits>
SUBBLOCK
LENGTH PYTHON
STRING <strlen>
o o "t "
e It Tt pad to
! n 9 2 byle
NULL SUBBLOCK NULL BLOCK
LENGTH LENGTH
NULL

PAD
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GLOBALY UNIQUE ID
FOR INVOKING THING
(required)

P

caller id, subtype//type (required)
module (required)

function (required)

parameters (optional)

NOTE: the module and function
specifications should be provided

in order, followed by the {(optional)
parameters, which should fit in a single
packet.

FIG. 53
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EVENT QUEUE
FORTHISNPC & & & 0
(ABOUT OTHER FINITE-STATE MACHINE
OBJECTS) FOR PROCESSING
NEXT NPC LOGIC
TOKEN N+1
WAIT
TOKEN N (for next
incoming
event)
NEXT
WAKE
(shedule
next tick
evebt) >

FIG. 57

entry for
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object

(check type
of event)

Change
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object
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with the
object

Drop ol
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@ 5802 ‘/5800

PC USER Designs Character

l

PC USER Registers Character with Bridging
System

l

System Delivers Character to Other USERS

l f5810

Laptop USER "sees" character

l

J/f5812
L.aptop USER Sends Message to
Mobile USER
l f5814
Mobile USER Receives Signal of Character
Presence
' 1
v f58 6
Mobile USER Interacts with Character
l 5818
v

Effect of Mobile USER'’s Interaction is Seen
by Other USERS

/5820
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COMPUTING GRID FOR MASSIVELY
MULTI-PLAYER ONLINE GAMES AND OTHER
MULTI-USER IMMERSIVE PERSISTENT-STATE

AND SESSION-BASED APPLICATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation-in-part of com-
monly assigned U.S. patent application Ser. No. 09/721,979,
filed Nov. 27, 2000, and claims priority to commonly
assigned U.S. Provisional Patent Application No. 60/364,
640, filed Mar. 18, 2002, U.S. Provisional Patent Application
No. 60/364,639, filed Mar. 18, 2002, all of which are hereby
incorporated by reference in their entirety.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates generally to computer
network systems, and more particularly to computer net-
work systems that facilitate multi-person interaction within
multiple immersive environments.

[0004] 2. Related Art

[0005] In recent decades, there has been rapid growth in
the numbers of computers, and thus people, connected to the
Internet, a vast network of computers connected by common
communication protocols and data formats, and the World-
Wide Web (WWW), a layer of structured information trans-
mitted over the Internet. This increase of connectivity has
allowed computer users to access various types of informa-
tion, disseminate information, be participate in electronic
commerce transactions, as well as engage in various forms
of social interaction and entertainment previously limited by
geographic and/or socio-political bounds.

[0006] Using the Internet, people can send electronic
messages, play games and collaborate on work projects
concurrently with other users regardless of terrestrial or
extraterrestrial bounds. More particularly, there has been a
dramatic rise in the number of servers connected to the
Internet through which service providers offer users the
opportunity to interact in an environment mediated by a
software application. That is, several people can simulta-
neously provide inputs into a shared computer program and
thus participate in the shared computer program. Each
participant’s actions, decisions, etc. can affect the shared
virtual environment and thus affect the shared virtual envi-
ronment for all participants. These programs are known as
multi-user, interactive applications.

[0007] Today, many of the computers connected to the
Internet have the ability to execute software programs that
rapidly render and display data as animated, interactive
three-dimensional (3D) representations of scenes. As the
computer operator interacts with the 3D interface to the
program, the computer redraws the 3D representation rap-
idly enough to convey to the user the sense of a continuous,
ongoing reality in which the user is participating. The scenes
that comprise these applications are composed of many
separate models, each described by sets polygons. The
dimensions of the polygons that make up the models, and
thus the scenes, are manipulated by the software and hard-
ware in end-user’s computer, frame after frame, according to
rules that mediate that inputs provided by the computer’s
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operator and by remote events communicated to the portion
of the software application resident on the local computer
over the network. These events may have been originated by
software processes (“daemons”) being executed indepen-
dently on servers, generated by inputs performed by other
users of the application on remote computers or caused by
physical processes in the real world and translated to digital
computer-processed events by sensors. Software real-time
3D renderers, such as DirectX (created by Microsoft),
NetImmerse (created by Numerical Design Limited), Ren-
derware (created by Criterion) and Alchemy (created by
Intrinsic Graphics) and hardware 3D graphics acceleration
cards, such as the GeForce FX (created by NVIDIA) and the
RADEON 9700 Pro Visual Processing Unit (created by
ATI), designed specifically for the manipulation of 3D
scenes, are typically utilized on the end-user’s computer for
applications that require interactive, sequential, real-time 3D
scene generation. In addition to manipulating the polygons
that comprise the successive scenes, these specialized hard-
ware and software sub-systems accelerate the rendering of
elements that enhance the sense, or illusion, of a virtual
reality existing independently of the computer and network
systems. These elements may include z-buffering for effi-
cient rendering and manipulation of the polygons, dynamic
lighting, which allows the polygonal models to act as
sources of illumination or cast shadows in a realistic manner,
texture-maps which cover the polygonal models in photo-
realistic graphics and bump-maps which apply dynamic
lighting and shadows to the texture-maps to give a tactile
sense of gouges, bumps or other irregularities in the models.
Interactive applications that can manipulate and present data
at a rate of 30 frames per second (FPS) or greater, which is
sufficient to convey to the user a sense of continuous reality,
are known as immersive applications.

[0008] Many forms of multi-user, immersive applications
exist to simulate real-world phenomena within computer
models. These interactive applications, known as Simula-
tions, are useful in a variety of fields and support a number
of disciplines, including energy (seismic analysis and res-
ervoir analysis), financial services (derivative analysis, sta-
tistical analysis, portfolio risk analysis), manufacturing
(mechanical/electric design, process simulation, finite ele-
ment analysis, failure analysis), life sciences/bioinformatics
(protein folding, drug discovery, protein sequencing), tele-
communications/information technology (network and sys-
tems management) and academic research (weather analy-
sis, particle physics). Simulations require accurate data and
algorithms that describe real-world phenomena, such as the
physical properties (strength, elasticity, etc.) of the materials
used in a manufacturing process and the product to create a
simulation of the process and a simulation of the product in
use. Simulations can take numerous forms, including input
as data in the form of text that describes the state of the
processes and products at the point when the Simulation
begins and output as text that describes the state of processes
and products being simulated at the time when the simula-
tion ends. Simulations that display successive 3D graphic
renderings that represent real-world processes and products
are known as immersive Simulations.

[0009] Within the field of manufacturing, immersive
Simulations are often employed in the discipline that is
loosely called Concurrent Engineering (CE) or concurrent
product/process development. Computing systems that sup-
port CE are generally comprised of many separate sub-
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systems that each support a different aspect of the product
design or manufacturing process. 3D CAD/CAM (Computer
Aided Design, Computer Aided Manufacturing) tools allow
design engineers to create 3D representations of the product
or component parts of the while referencing the attributes of
elements used in the design process culled from specialized
databases, Product Description Management (PDM) sys-
tems store the work product of portions of the design process
as files that that can be referencing by other engineers
working on other parts of the product or process and project
management, collaboration or workflow systems guide the
engineering processes through the full life-cycle from con-
ception of the product or processes through de-commission-
ing of the processes or end-of-lifing the product. In each of
these systems, multi-user interaction within the context of
the simulation and the application environment can be
important.

[0010] Within the field of Concurrent Engineering, the
state of the art tends to provides only loose integration
between the applications or subsystems that provide multi-
user interaction, the applications or subsystems that provide
immersive simulation and applications or subsystems that
collect data from sensors or otherwise interface with real-
world processes and operations. While collaborative sys-
tems exist that allow engineers to exchange data, and to
work on those data together, the majority of these systems
are designed to merely transfer data files. Meta-information
about the relationship of those files is stored (so that an
interrelationship can be developed) in systems that are often
termed “knowledge-based.” These systems aid in the man-
agement and development of large projects, but they do not
provide a uniform or holistic view of the component data.
The interactions of users with those data are through mul-
tiple client programs, with no application providing a view
of the whole. Interaction among and between users of the
system tends to be “out of band,” i.e., via email, instant
messaging, Web-based discussion forums, etc. These com-
munication systems can be bundled into an application
suites, but the interactions take place outside the environ-
ment of the data models (the Simulations) themselves.

[0011] Visualization systems for collaborative work also
exist. In general, these systems are data-file view utilities
that allow users to view models produced by various client
software programs with a single program. Additionally, they
may allow users to annotate the files or modify them in some
way, but they often do not allow the users to change those
data to the same extent as the original authoring tools allow.
These systems are beneficial in that users need not master
the intricacies of multiple authoring tools to view different
types of models, but again, they are not interactive.

[0012] Product and process life-cycle management sys-
tems (e.g., project management systems) are another impor-
tant area of multi-user systems. These systems allow users to
oversee the complete life-cycle, from conception to decom-
missioning of a product or system, including the design,
manufacturing and operation of the product. Unfortunately
these systems tend not to be closely integrated with the
systems that are actually used to perform these discrete
phases. They allow users to manage the system to an extent
(by providing an overview of the program). Life-cycle
management systems can also suffer from a common short-
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coming in that real-time input that is germane to the opera-
tion of the program does not update the data model in
real-time.

[0013] In the operation of systems (be they a building, a
manufacturing line, etc.), embedded real-time systems are
often employed. These systems employ a real-time protocol
stack (RTPS) to share data amongst various machines or
systems. These data can be control messages, environmental
variable, status messages, etc. Commonly, the controlling
system either communicates directly with the controlled
devices, or publishes control messages that are distributed
via middleware to subscribing controlled devices. In such
applications reliability and time-responsiveness is very
important, as a delay or loss of information in transmission
can cause costly errors.

[0014] Just as immersive Simulations provide a common,
holistic, interactive model of potential or historical real-
world processes, Massively Multiplayer Online Games
(MMOGs) provide an immersive, interactive model of
imaginary realms. MMOGs have become an important and
popular form of entertainment. MMOGs generally consist of
a responsive, navigable 3D representation of a fictional
realm based on themes, rules, and roles taken from literature,
cinema, original concepts or stand-alone game franchises.
The rules of many MMOGs are based on paper and dice
role-playing games popularized in the dice game Dungeons
and Dragons. They also contain a chat interface for textual
communications between players and to display messages
generated by the system (as represented by Non-Player
Characters (NPCs)). MMOGs also provide tools for cus-
tomizing the interface, characters and environment. The chat
screen also provides a text window for messages generated
by the system. Because the game-world persists even after
the player logs out, MMOGs are also knows as Persistent-
State World (PSW) games. MMOGs are also typically
distributed independently of multi-user environments on
CD-ROM or DVD or available for download over the
Internet. These MMOGs connect to their own servers. In
addition, services such as BattleZone provide a service for
connecting players of session-based games. Unlike
MMOGs, session-based games do not maintain the state of
the game after the players have finished a game-playing
session. Further examples of such online, multi-player
games include “EverQuest” from (Verant Interactive/Sony
Computer Entertainment America), “Ultima Online” from
Electronic Arts, Inc., “Asheron’s Call” from the Microsoft
Corporation, and the like.

[0015] A common characteristic of the tools employed in
the design, implementation, and operation of physical sys-
tems is that they are discrete: the tools used to design a
building (for example) are not the same tools that are used
to track the progress of the construction crews, which are in
turn different tools than are used by those who run the
building day-to-day. While this is understandable (and may
be desirable owing to the specific nature of those tools),
what is lacking is a system that provides an integrated model
of the environment that takes data from disparate sources
and allows users to interact with one another and the system
itself though this shared model.

[0016] One common characteristic (and short-coming)
among the various multi-person interactive applications is
that they are based on the client-server paradigm. This
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means that most of the processing involved in executing
these multi-person interactive applications is centralized on
the server computers to which the client computers are
connected. This method of creating a virtual community is
not entirely scalable or reliable and does not provide for
decentralized management of users and devices. Typically,
because of the limited scalability, only a small subset of
simultaneous users can interact with one another at any time.
Users can only interact with those connected to the same
server (i.e., in the same domain, or realm) so the model
becomes segmented.

[0017] Another common characteristic (and short-com-
ing) among the various multi-person, interactive applica-
tions is that the user (client) interface to the server-based
virtual environment is typically a personal computer, work-
station or terminal where the user must distinguish between
the real world and the virtual world. Consequently, users of
multi-person interactive environments employ terms such as
IRL (“in real life”) to distinguish between their actual
physical location (e.g., “I’m in my bedroom IRL.”), and the
virtual world (e.g., “I’'m in the living room™) which suggests
that such a user is in the living room in the MMOG
interactive application program, and not in the living room
of their real house. In addition, the various multi-person
interactive applications is that users cannot interact or oth-
erwise respond to events that occur in the virtual (or real)
environment when they are away from their personal com-
puters, workstations or terminals. That is, users can not
participate in the virtual, interactive, multi-person environ-
ment unless they are sitting at the computer. A further
shortcoming is that due to their design and inability to cross
technical platforms, current interactive applications are lim-
ited to a few client bases.

[0018] Aside from personal computers, workstations and
terminals connected to the Internet, mobile phones, com-
puter tablets, two-way pagers, personal digital assistants
(PDAs) and the like, are commonly owned and each repre-
sent an opportunity to allow users to participate in multi-
person, interactive applications. Conventional multi-user
interactive applications, however, do not allow users to
access the virtual environment using these devices.

[0019] Finally, another shortcoming among the various
multi-person, interactive applications is that users cannot
control physical devices such as machinery, appliances and
vehicles (IRL), through their interactions with virtual world
objects.

[0020] Given the foregoing, what is needed is a system,
method and computer program product for providing a
multitude of scalable, reliable, and high-performance per-
sistent-state virtual worlds across a common infrastructure
in the context of real-time control, multi-user gaming,
simulation, collaborative engineering, and entertainment
and e-commerce applications.

SUMMARY OF THE INVENTION

[0021] The present invention is directed to a system,
method and computer program product for a computing grid
for massively Multiplayer on-line games and simulations
that substantially obviates one or more of the problems and
disadvantages of the related art.

[0022] Accordingly, in one aspect of the present invention
there is provided a method of managing a collaborative
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process including defining a plurality of locales on a plu-
rality of servers, creating a plurality of objects correspond-
ing to players in the plurality of locales, and mediating
object state of the objects between the locales in a seamless
manner so that the locales form a seamless world.

[0023] In another aspect there is provided a method of
distributing object state across a plurality of hosts including
initiating a plurality of server processes on the multiple
hosts; defining a plurality of objects whose object state is
maintained by a corresponding server process; and mediat-
ing exchanges of object state information between the
plurality of objects such that the plurality of objects perceive
a seamless world formed by the server processes residing on
multiple hosts.

[0024] In another aspect there is provided a method of
distributing object state across server process boundaries
including initiating a plurality of server processes; defining
a plurality of objects whose object state is maintained by a
corresponding server process; initiating a message sink for
the object state on a first server process; and creating a
message source for the object state on the second server
process such that the message source transmits the object
state of objects on the first server process to objects on the
second server process.

[0025] In another aspect there is provided a method of
distributing object state across server process boundaries
including initiating a plurality of server processes; defining
a plurality of objects whose object state is maintained by a
corresponding server process; marshalling the object state
on a first server process using a Network Protocol Stack
(NPS) and at least one NPS packet; transmitting the object
state across a process boundary to a second server process;
and de-marshalling the object state on the second server.

[0026] In another aspect there is provided a method of
managing a collaborative process including defining a plu-
rality of objects on a plurality of servers, each server having
a Network Protocol Stack; exchanging information about
state of the objects between the servers using their Network
Protocol Stacks, wherein, during the exchanging step, reli-
able packets and unreliable packets are exchanged such that
only dropped reliable packets are resent upon notification
from a corresponding Network Protocol Stack to a sender of
a dropped packet.

[0027] In another aspect there is provided a method of
managing a collaborative process including initiating a
plurality of server processes; initiating at least one gateway
connected to the plurality of server processes; directing data
from a user to a server process by performing a discovery
process to match the user to the server process; and dynami-
cally redirecting the data from the user to another server
process when a user moves from one server process to the
another server process.

[0028] In another aspect there is provided a method of
distributing object state across locale boundaries including
initiating a plurality of locale threads; defining a plurality of
objects whose object state is maintained in the locale
threads; changing the object state of at least one object in a
first locale; proxying marshaled data representing the
changed object state through a proxy sentinel at the first
locale to its corresponding stub sentinel at a second locale;
distributing the marshaled data through the stub sentinel to
a receiving object at the second locale.
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[0029] In another aspect there is provided a method of
effecting a distributed secure transaction including receiving
a proposal for a transaction from a first user; verifying that
the proposal is genuine; securing the proposal against tam-
pering with a first password known only to the first user and
the server, embedding the sealed proposal in a secure
message, the secure message being sealed with a second
password known only a second user; transmitting the secure
message to a second user; receiving the secure message from
the second user, wherein the authenticity of the secure
message has been verified, and the secure message has been
countersigned by the second user; verifying that the secure
message has been properly countersigned; and executing the
transaction.

[0030] Further features and advantages of the invention as
well as the structure and operation of various embodiments
of the present invention are described in detail below with
reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGS.

[0031] The features and advantages of the present inven-
tion will become more apparent from the detailed descrip-
tion set forth below when taken in conjunction with the
drawings in which like reference numbers indicate identical
or functionally similar elements. Additionally, the left-most
digit of a reference number identifies the drawing in which
the reference number first appears.

[0032] FIG. 1 is a block diagram representing a system
architecture of an embodiment of the present invention,
showing connectivity among the parts.

[0033] FIG. 2 is a block diagram representing the system
architecture of an embodiment of the present invention,
highlighting the communications flow of the present inven-
tion.

[0034] FIG. 3 is a block diagram representing an archi-
tecture of an orientationally-aware peripheral (OAP) device
according to an embodiment of the present invention.

[0035] FIG. 4 shows an overall architecture of an opera-
tional environment, or “Grid,” and the relationship of the
hardware within the Grid.

[0036]

[0037] FIG. 6 shows one embodiment of hardware use to
embody the Grid.

[0038]

[0039] FIG. 8 illustrates a relationship among tables of the
database of FIG. 4.

FIG. 5 illustrates various components of the Grid.

FIG. 7 is an abstract representation of the Grid.

[0040] FIG. 9 illustrates a context agnostic aspect of the
Grid.
[0041] FIG. 10 illustrates a palette of state choices avail-

able to a game designer.

[0042] FIG. 11 illustrates an authentication packet used
for logging into the Grid.

[0043] FIG. 12 illustrates a response packet sent in
response to the packet of FIG. 11.

[0044]
packet.

FIG. 13 illustrates a one-way hash encrypted
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[0045] FIG. 14 illustrates a process of logging into the
Grid.

[0046] FIG. 15 illustrates dynamic routing of packets by
a Gateway to multiple Game Servers.

[0047] FIG. 16 illustrates in tabular form attributed rela-
tionships between identities, accounts, avatars, and games.

[0048] FIG. 17 illustrates an Identity request process.

[0049] FIG. 18 illustrates an Avatar instantiation process.
[0050] FIG. 19 illustrates instant messaging packets.
[0051] FIG. 20 illustrates a message secure packet type.
[0052] FIG. 21 illustrates an example of a Locale topol-
ogy.

[0053]

[0054] FIG. 23 illustrates multiple Game Servers running
multiple Locales.

[0055] FIG. 24 illustrates an example of a packet used for
moving Embodiments of Record between Locales.

[0056] FIG. 25 illustrates movement across inter-server
and intra-server boundaries for Embodiments of Record.

[0057] FIG. 26 illustrates a taxonomy of object classifi-
cation in a game.

[0058]
[0059]

[0060] FIG. 29A illustrates how players and sentinels
interact across Locale boundaries.

[0061] FIG. 29B illustrates Network Protocol Stack trans-
mission protocol.

FIG. 22 illustrates intelligent Locale design.

FIG. 27 illustrates a taxonomy of a packet.
FIG. 28 illustrates a packet header.

[0062] FIG. 30 illustrates a heartbeat packet beat speeding
up after an interval of inactivity.

[0063] FIG. 31 shows a case of two unreliable packets
being sent followed by two reliable packets.

[0064] FIG. 32 illustrates packet transmission from a
receiver’s perspective.

[0065] FIG. 33 illustrates a dropped heartbeat.

[0066] FIG. 34 illustrates a receiver protocol for receiving
packets from clients.

[0067] FIG. 35 illustrates a scenario of a lost heartbeat
packet in addition to lost reliable packets.

[0068] FIG. 36 shows an example of a UDP packet used
in one embodiment of the present invention.

[0069] FIG. 37 shows a method of determining when
packets have been lost in transit.

[0070] FIG. 38 is a flowchart illustrating operation of a
Network Protocol Stack.

[0071] FIG. 39 shows a payload of packets used in the
Network Protocol Stack.

[0072] FIG. 40 shows how values are passed as data
sub-blocks.

[0073] FIGS. 41 and 42 illustrate additional details of the
Network Protocol Stack packets.
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[0074] FIG. 43 shows an example of a game object.

[0075] FIG. 44 shows a conceptual timeline for a dead
reckoning model.

[0076] FIG. 45 illustrates terminology used in defining
regions of interest of objects.

[0077] FIG. 46 shows interaction of objects located in
different Locales, and different servers.

[0078] FIG. 47 is an alternative representation of FIG. 46.

[0079] FIG. 48 shows dynamic interaction between two
players located in different Locales.

[0080] FIG. 49 illustrates a process of movement by a
Thing in a game.

[0081] FIG. 50 illustrates transfer of Embodiment of
Record between borders of locales.

[0082] FIG. 51 illustrates event multiplexing in a Dead
Reckoning model.

[0083] FIG. 52 illustrates an aspect of area of interest
management.

[0084] FIG. 53 illustrates a python sub-block type.

[0085] FIG. 54 shows a client receiving a secure request
for a transaction.

[0086] FIG. 55 shows a packet used for a Daemon Con-
troller.

[0087] FIG. 57 shows a finite state machine used by a
Daemon Controller.

[0088] FIG. 58 is a flowchart depicting an embodiment of
operation and control low of the multi-user bridging system
of the present invention.

[0089] FIG. 59 is a block diagram of an exemplary
computer system useful for implementing the present inven-
tion.

DETAILED DESCRIPTION OF THE
INVENTION

[0090] Reference will now be made in detail to the pre-
ferred embodiments of the present invention, examples of
which are illustrated in the accompanying drawings.
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[0102] WVI. Software Architecture
[0103] A. General Considerations
[0104] B. X2Y Software Framework

[0105] 1. Gateway

[0106] a. Client Authentication and the Login
Thread

[0107] b. Active Sessions and Session Manage-
ment

[0108] c. Game Avatar Selection
[0109] d. Embodiments and Session Bindings

[0110] e. Validation, Filtering and Packet Rout-
ing

[0111] f. Instant Messaging

[0112] g. Secure Messages and Distributed
Transactions

[0113] h. Handling Denial-of-Service Attacks
[0114] 2. Game Server

[0115] a. Initializing Locales

[0116] b. Embodiments of Record

[0117] c. Propagating State

[0118] d. Server Things
[0119] 3. The Network Protocol Stack

[0120] a. Principles of Operation

[0121] b. The Packet Header

[0122] c. Packet Payloads

[0123] d. Block Formatting

[0124] e. Game Buffers and the NPS Game List
[0125] 4. The Object state Propagation Subsystem

[0126] a. Marshalling Object State

[0127] b. Passing Values as Data Sub-Blocks

[0128] c. Passing References in Packets
[0129] 5. The State Aggregation Subsystem
[0130] 6. Rules Enforcement Engine
[0131] 7. Dead Reckoning System
[0132] 8. Area of Interest Management
[0133] 9. Instant Messaging and Clients

[0134] a. Instant Messaging and Rules Enforce-
ment

[0135] b. Python packets
[0136] c. Creating Python Scripts

[0137] d. Secure Requests, Dialogs, and Trans-
actions

[0138] 10. Session Management Subsystem
[0139] 11. Daemon Controller
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[0140] a. Enthralling Active Objects
[0141] b. Demultiplexing Daemon Packets
[0142] c. Daemon Events

[0143] d. NPC Logic

[0144] VII. Example System Operation
[0145] A. Gaming Example
[0146] B. Alternate Embodiments

[0147] VIIL Simultaneous Display Across Various Cli-
ent Devices

[0148] A. Front-End Client Tier
[0149] B. Middle Tier
[0150] C. The Back-End Tier

[0151] IX. Environment
[0152] X. Conclusion
[0153] 1. Overview

[0154] In embodiments of the present invention, the con-
cept of object state, or simply “state” can be utilized to
facilitate collaborative environments. State, as used herein,
is an abstract quantity (or quality) that may include spatial,
temporal, physical, or logical states. The states are aggre-
gated, mediated, processed, and propagated based upon the
values of these states and/or rules applied to these states into
a shared, virtual environment. Note that the term “object
state” does not refer to objects in the sense of object oriented
programming, but refers to objects that represent entities
(e.g., people, animals, castles, buildings, etc.).

[0155] The system of the present invention includes an
application database that stores state information about the
users, objects, and entities participating in the interactive,
multi-user application. This state information includes both
intrinsic values associated with the objects and environ-
ments, and also information about the types of client devices
owned by each of the plurality of users. The system of the
present invention also includes one or more Game Servers,
each connected to the application database, for executing the
interactive, multi-user applications of the system of the
present invention. One or more Gateways, each connected to
one of the Game Servers, are also included in the system of
the present invention for supporting connections from the
various types of client devices. The system further includes
one or more transportation networks, each connected to one
of the Gateways, for facilitating communications between
the Gateways and the type of client devices supported by
each of the Gateways. The term client device, as used here,
includes both communication devices used by users, as well
as devices that can input data into the environment in real
time, but which need not be controlled or used by a user. As
an example, a temperature sensor could communicate this a
translator, which would communicate to the server to update
the state of the object associated with that temperature. In
one embodiment, the system also includes an orientation-
ally-aware peripheral device within the client devices for
tracking the locating and orientation of users within the
system of the present invention.

[0156] The system of the present invention also includes a
distributed software architecture to connect all client devices
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and servers to form a bridge between the real world and
virtual environments or for extensibility, reliability, scalabil-
ity and performance optimization.

[0157] The method and computer program product
involve users registering with an application service pro-
vider (ASP) providing the system as described herein. This
registration involves receiving a request for presence within
the interactive, multi-user application from a first user and a
second user. The method then establishes a presence within
the application. That is, a computer-generated synthetic
representation appropriate to the user’s context is created for
the first and second users within the application. Next, the
system stores in the application database state information
about one or more devices that the first user and the second
user can use to gain access to the application. Each of the
users, as part of the registration process, may also receive
software updates of a multi-tier software framework, appro-
priate for their client device types, in order to facilitate
messages and other interactions between them and the rest
of the system (i.e., translators, servers, and application
database).

[0158] The system, method and computer program prod-
uct of the present invention accounts for both the physical
and virtual location and context of the participating devices
and people. The system, method and computer program
product also provide for both synchronous and asynchro-
nous communications between people, computers, other
devices and computers for the purpose of coordinating
activities in the real (i.e., physical) and virtual worlds.

[0159] One feature of the present invention is that it can
combine both real (non-virtual) and virtual environments
while facilitating user interaction.

[0160] Another feature of the present invention is that it
allows “X2Y” communications and commerce, where X and
Y can be any device, person or organization. That is,
universal access to the shared environment is allowed via
any device to which a client can be provided (e.g., mobile
phones, video game consoles, personal computers, personal
digital assistants (PDAs), retinal projection displays, ear
pieces, etc.). This offers an advantage over previous Internet
application offerings.

[0161] Another feature of the present invention is that,
aside from personal computers, workstations and terminals
connected to the Internet, it allows mobile phones, wireless
data devices, PDAs and the like, which are commonly
owned by today’s consumers, to represent opportunities to
where users can participate in multi-person, interactive
applications.

[0162] Another feature of the present invention is that
users’ locations can be geographically tracked, via a Global
Positioning Satellite (GPS) system, cell-based triangulation,
dead-reckoning (i.e., inertial tracking) or the like as
described herein, in order to provide more realistic content,
more realistic interactive experience to users, or data which
is more contextually relevant to the user.

[0163] The present invention is a distributed, platform-
sensitive, location-based, contextual system, method and
computer program product for bridging activities in real and
virtual environments within the context of multi-user gam-
ing, entertainment, simulation, collaborative, and e-com-
merce applications. In aggregate, it is referred to as the
“Grid.”
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[0164] An application service provider (ASP), using the
present invention, would utilize an infrastructure of hard-
ware components connected over wireless networks and the
Internet, and an infrastructure of telemetry, metering, moni-
toring, remote control, signaling and visualization software
to create immersive, compelling and ubiquitous interactive,
multi-user applications for business, government and con-
sumer markets. The present invention takes advantage of
low-cost, mass-marketed electronic devices, public net-
works and readily available spectrum space to create new,
powerful capabilities that have not previously been envi-
sioned or deployed. That is, the ASP may utilize a combi-
nation of centralized data-processing capabilities, software,
personal computers, laptops, workstations, and autonomous
agents on mobile devices to create scenarios that bridge
mobile and remote users of the service with contextually
relevant interfaces.

[0165] In one particular embodiment of the present inven-
tion, an organization provides a server (or collection of
servers) accessible via a Web site, that facilitates an inter-
active, multi-user shared environment application. That is,
an ASP allows access, perhaps on a subscription or per-use
basis, to a multi-user bridging tool via the global Internet.
The ASP would provide the hardware (e.g., servers) and
software (e.g., database) infrastructure, application soft-
ware, content files, customer support, and billing mechanism
to offer users (i.c., players) a new set of services and
applications that bridge real-life (“physical”) entities, fea-
tures, spaces and events with computer-generated (“syn-
thetic”) environments, logic and processes based on relative
position, motion and (real or virtual) orientation. Thus, the
system of the present invention allows all entities to have a
unique identity and stores synthetic entities in the same
manner as physical entities.

[0166] Inanembodiment of the present invention, an ASP
may provide users with access to the multi-user bridging
tool of the present invention and charge on a subscription or
per-use basis.

[0167] In an alternate embodiment of the present inven-
tion, the multi-user bridging tool of the present invention,
instead of being accessed via the global Internet, would run
locally on proprietary equipment and be networked among
the local or wide area network (e.g., over an Ethernet,
intranet, or extranet) of an entity allowing multiple users
(e.g., employees of a single company that owns proprietary
equipment) to access and use the multi-user bridging tool of
the present invention.

[0168] In an alternate embodiment of the present inven-
tion, each user device provides some or all of the function-
ality of the components of the multi-user bridging tool of the
present invention as described herein. Such devices, as will
be apparent to one skilled in the relevant art(s) after reading
the description herein, would allow for distributed imple-
mentations of the present invention.

[0169] In an alternate embodiment of the present inven-
tion, the client devices provide some or all of the function-
ality of the components of the content experience manage-
ment tool as described herein. In such an alternate
embodiment, the client devices would maintain connectivity
with a centrally-managed, multi-user bridging tool or alter-
natively the devices would share data, as described herein,
among multiple devices (i.e., a “peer-to-peer” model).
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[0170] The present invention is primarily described in
terms of a gaming example. This is for convenience only and
is not intended to limit the application of the present
invention. After reading the following description, it will be
apparent to one skilled in the relevant art(s) how to imple-
ment the following invention in alternative embodiments
(e.g., multi-user interactive applications focused on enter-
tainment, simulations, project management, e-commerce,
collaborative engineering, etc.). For example, in an alternate
embodiment, a computer-aided design (CAD) application
program executes within the Grid while maintaining refer-
ential integrity between a real life (physical) environment
(e.g., a field engineer) and a computer-generated (synthetic)
environment (e.g., a remotely-located designer using a CAD
program). This allows the creation of synthetic models based
on physically-derived (or observed) data, the maintenance
and enhancement of synthetic models as change occurs in
the physical world, and most importantly, the real-time
interaction between physical and synthetic entities (e.g.,
persons).

[0171] The term “event” shall refer to an occurrence in the
real world (i.e., physical world), and the term “signal” shall
refer to an occurrence or user stimulation that occurs in or
originates from the virtual or synthetic world (e.g., from an
interactive, multi-person application).

[0172] The term “gaming” shall refer to any activity
performed by a user on a client device which provides some
entertainment value. Such activity ranges from participating
in a synthetic environment with structured rules and roles, to
simply forwarding a content file to another for entertainment
purposes.

[0173] The term “entity” shall refer to a physical user or
any part of an synthetic environment that can be manipu-
lated within an environment.

23¢¢ 29¢¢

[0174] The terms “user,”“person,”“player,”“participant”
and the plural form of these terms are used interchangeably
to refer to those who would access, use, or benefit from the
present invention.

[0175] In this description, the “host computer,” or simply
“host”, refers to a physical machine on which a process, or
multiple processes, is running. Each such process has a
memory space, and possibly includes threads, which are
sub-elements of the process. The threads run concurrently,
and all share the same process memory space.

[0176] A Gateway Server (hereafter usually referred to as
“Gateway”), a Hosting Environment (a “Game Server” in
the case of a gaming application, an “Application Server” in
more generic contexts, a “Collaborative Engineering Envi-
ronment Server” in other contexts, or a “Context Server” if
the application were to be thought of as a “context”), and a
Daemon Controller (all discussed in detail below) are
examples of processes, each of which may be multi-
threaded, and each of which runs on a physical host. These
processes, which collectively comprise a single application
(e.g., a game) or multiple applications, may run on a single
host, or may be distributed across multiple hosts. The
discussion below is primarily framed in terms of game
applications for convenience, and thus typically refers to
“Game Servers”, but the invention is equally applicable to
any number of distributed environments. Each of these
processes may also be replicated across multiple hosts.
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Collectively, Game Servers, Daemon Controllers and Gate-
ways may be referred to as “Process Servers.” It will be
appreciated that collectively, Context Servers, Daemon Con-
trollers and Gateways perform the function of a distributed
operating system.

[0177] A Game Server has at least one, but frequently
multiple Locale Threads. Each Locale Thread, or simply
“Locale,” is part of the Game Server. Some of the Locale
Threads accept messages, and some of the Locale Threads
transmit messages. Thus, a Game Server is in a sense a
superset of Locale Threads plus other maintenance activity
needed to permit the Locale Threads and the objects within
them to interact. The Game Server supports as many Locale
Threads as there is memory and other resources allocated to
it. The Locale Threads are bound to the Game Server in a
dynamic fashion. For example, one Game Server can drop
Locale Threads, or it may dynamically move them to
another Game Server. An actual game includes at least one
Locale, and possibly many Locales, where all the Locales
together form a seamless “game world”, or simply “world”.

[0178]

[0179] The Grid is a collection of hosts that decouples
semantic and syntactic context in a packet that is exchanged
between clients (and that relates to the game itself) from
information that is in some sense “essential” to the Grid
itself. In other words, the Grid can mediate the state of the
object(s) without knowing what the states actually means.
The Grid thus becomes a host for the context of the
application (i.c., game) while being agnostic about the
context itself.

[0180] FIG. 1 shows a block diagram illustrating the
physical architecture of a Grid system 100, according to an
embodiment of the present invention. FIG. 1 also shows
connectivity among the various components of Grid system
100. It should be understood that the particular Grid system
100 in FIG. 1 (ie., a Grid system for an interactive,
multi-player gaming application) is shown for illustrative
purposes only and does not limit the invention. Other
implementations for performing the functions described
herein will be apparent to persons skilled in the relevant
art(s) based on the teachings contained herein, and the
invention is directed to such other implementations.

II. Example System Architecture

[0181] As will be apparent to one skilled in the relevant
art(s), all of the components “inside” Grid system 100 are
connected and communicate via a communication medium
such as a local area network (LAN) or a wide area network
(WAN) 101.

[0182] Grid system 100 includes a plurality of application
servers 102 (shown as servers 102a2-102#) that serve as the
“middle-tier” (i.e., processing system) of the present inven-
tion. Servers 102, as explained in detail below, include the
independent software components (e.g., rules enforcement,
scripting, and state update subsystems) that implements the
multi-user shared operation of Grid system 100. While a
plurality of separate servers are shown in FIG. 1, it will be
apparent to one skilled in the relevant art(s) that the Grid
system 100 may utilize one or more servers in a distributed
fashion (or possibly mirrored for fault tolerance) connected
via LAN 101 or the Internet.

[0183] Also connected to LAN 101 is an application
database 104. This database 104, as explained in more detail
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below, stores information related to the players utilizing
Grid system 100 and information related to the state of the
objects in the system. Such information includes player
registration, permission, ownership, and location informa-
tion, as well as game environments and rules.

[0184] Grid system 100 also includes a plurality of admin-
istrative workstations 106 (shown as workstations 106a-
106#) that may be used by the Grid organization to update,
maintain, monitor, and log statistics related to servers 102
and Multi-User Bridging system 100 in general. Also,
administrative workstations 106 may be used “off-line” by
ASP personnel in order to enter configuration data and
gaming rules, as described below, in order to customize Grid
system 100 performance.

[0185] Grid system 100 also includes a translator 108 (a
type of Gateway) which acts as the interface between the
servers 102 and the external (i.e., outside of the ASP’s
infrastructure) devices. Consequently, translator 108 is con-
nected to a firewall 110. Generally speaking, a firewall,
which is well-known in the relevant art(s), is a dedicated
Gateway machine with special security precaution software.
It is typically used, for example, to service connections and
protect a cluster of more loosely-administered machines
hidden behind it from an external invasion. Thus, firewall
110 serves as the connection and separation between the
LAN 101, which includes the plurality of network elements
(ie., elements 102-108) “inside” of LAN 101, and a trans-
portation network 103 (e.g., the global Internet) “outside” of
LAN 101.

[0186] Grid system 100 also includes a Daemon Control-
ler 108 which acts as a privileged client for managing the
activities of elements of the application not directly con-
trolled by users, such as artificial intelligence or aspects of
a simulation that run on their own internal logic and react to
other aspects of the simulation.

[0187] Connected to the transportation network (e.g., glo-
bal Internet 103), outside of the LAN 101, includes a
plurality of external client devices 112 that allow users (i.e.,
players) to remotely access and use Grid system 100.
External client devices 112 would include, for example, a
mobile phone 1124, a video game console (with Internet
connection) 112b, a personal digital assistant 112¢, a per-
sonal area network with retinal projection displays and/or
ear piece 112d; a laptop 112¢, and a desktop computer 112f.

[0188] While only one Gateway 108 is shown in FIG. 1,
it will be apparent to one skilled in the relevant art(s) that
Grid system 100 may utilize one or more Gateways in a
distributed fashion (or possibly mirrored for fault tolerance)
connected via LAN 101. In such an embodiment, as will be
apparent to one skilled in the relevant art(s) after reading the
description herein, each Gateway 108 may be dedicated to,
and support connections from, a specific type of external
client device 112 using a different transportation network
103, or one gateway could support connections from mul-
tiple client devices capable of producing similar communi-
cations protocols.

[0189] For example, in one embodiment of the present
invention, translator 108 may be a Web server which sends
out Web pages in response to Hypertext Transfer Protocol
(HTTP) requests from remote browsers (e.g., desktop com-
puters 112f). The Web server would provide the “front end”
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to the users of the present invention. That is, the Web server
would provide the graphical user interface (GUI) to users of
Grid system 100 in the form of Web pages. Such users may
access the Web server at the Multi-User Bridging organiza-
tion’s site via the transportation network 103 (e.g., the
Internet and thus, the World Wide Web).

[0190] Lastly, while one database 104 is shown in FIG. 1
for ease of explanation, it will be apparent to one skilled in
the relevant art(s) that Grid system 100 may utilize data-
bases physically located on one or more computers which
may or may not be the same as any of servers 102.

[0191] More detailed descriptions of Grid system 100
components, as well as their functionality, are provided
below.

[0192]

[0193] Referring to FIG. 2, a block diagram 200 further
illustrating the physical architecture 100 according to an
embodiment of Grid system 100 is shown. More specifically,
FIG. 2 illustrates a more simplified version of Grid system
100 than that shown in FIG. 1 in order to highlight the
communications flow of the present invention.

III. Communications Flow

[0194] During operation of an instance of an interactive,
multi-player game executing within Grid system 100, trans-
lator 108 acts as the interface between the players’ client
devices 112 (through transportation network 103 that is not
shown in FIG. 2). That is, translator 108 facilitates com-
munications between at least one of the servers 102 and the
plurality of different client devices 112. Thus, translator 108
is responsible for translating (and thus bridging) between the
game’s signals and physical events into the protocol(s) being
used by client devices 112 in order to communicate player
movements, game rules, scene changes, player status, audio
content, video displays, game score data, etc. Such player
movements, scene changes, player status, audio content,
video displays, etc. would be dictated by and/or stored in
application database 104 in communication with servers
102.

[0195] As will be apparent to one skilled in the art(s) after
reading the description herein, one or more translator(s) 108
would be needed to handle devices and software that do not
natively communicate via (proprietary) protocols over TCP/
IP. These include both existing first generation (1G) wireless
data protocols such as Wireless Access Protocol (WAP),
Cellular Digital Packet Data (CDPD) and Mobitex, as well
as current generation technologies and standards (2.5G and
3G) such as General Packet Radio Service (GPRS),
Enhanced Data rates for Global Evolution (EDGE), Univer-
sal Mobile Telecommunications System (UTMS), WiFi and
Bluetooth. Translators are also needed for, Internet protocols
such as Simple Mail Transfer Protocol (SMTP), HyperText
Transfer Protocol (HTTP), Simple Object Access Protocol
(SOAP), Jini, Instant Messaging (IM), etc., in order for
servers 102 to communicate (via the appropriate protocol
transportation network 103) with the different types of client
devices 112 (e.g., mobile phones, video game consoles,
personal data assistants, ear-pieces, retinal projection dis-
play devices, etc.) and for clients 112 to communicate in a
P2P fashion within Grid system 100. I'V. Location Awareness

[0196] Latitude, longitude and other sets of location data
are often integral to the applications executed within Grid
system 100. Such location awareness allows software agents
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to traverse physical terrains and physical entities such as
people, buildings and vehicles to be represented in virtual
worlds. Therefore, in addition to existing systems such as
GPS and the like, inertial tracking can be used to track the
location and orientation of players within system 100.

[0197] In an embodiment of the present invention, an
orientationally-aware peripheral (OAP) device, described in
detail below, may be included within Grid system 100 within
each client device 112.

[0198] Referring to FIG. 3, a block diagram representing
the architecture of an orientationally-aware peripheral
(OAP) device 300 according to an embodiment of the
present invention is shown. OAP device 300 includes an
inertial tracking subsystem 330 and a communication sub-
system 320. Inertial tracking subsystem 330 employs six
accelerometers that will track the placement and orientation
of the peripheral device in six degrees of freedom (“6-
DOF”). Such a design eliminates the need for separate
gyroscopic sensors to determine orientation information.
The six accelerometers are divided into three groups of two
sensors each (i.e., accelerometers pairs 302, 304 and 306)
oriented along each of three perpendicular axes. Each pair of
accelerometers is separated as far as is possible on the
platform. By correctly integrating the acceleration of all six
sensors, both position and angular orientation can easily be
calculated.

[0199] The above-described arrangement of accelerom-
eters allows for the simple orientation and integration of the
OAP device 300 in the client device 112, but should not be
taken as a limitation of the invention. That is, other possible
arrangements exist for locating a client device (and thus, a
player), as will be apparent to persons skilled in the relevant
art(s) based on the teachings contained herein, and the
invention is directed to such other implementations.

[0200] For example, in an alternate embodiment, the six
accelerometers are placed along the vertices of a triangular
pyramid. Such an embodiment would either be a closed- or
open-pyramid, with the six accelerometers along the vertices
of the pyramid.

[0201] TInertial trackers tend to “drift” from the reference
frame in time (via systematic- or bias-errors). These errors
are cumulative. They are also subject to random errors
(noise). Therefore, synchronization is important in ensuring
OAP device 300 works in a wide range of environments.
Synchronization would occur when OAP device 300 is
brought to a known location and the system 100 is made
aware of this fact. With OAP device 300 in a known
location, its position can be reset, while expunging any
current positional errors. Importantly, such synchronization
can be brought into the narrative context of the game,
making it an integral part of the action (as opposed to a
distinct interruption).

[0202] For the pyramidal embodiment described above,
synchronization can be performed by placing OAP device
300 at a known location and in a known orientation. Soft-
ware code logic included in OAP device 300, in an embodi-
ment, would assume that it is synchronized when OAP
device 300 has not moved over a certain pre-selected time
period.

[0203] Also, for certain applications offered by the ASP
where accurate orientation is needed but positional data is
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not essential, it is possible that OAP device 300 could be
self-synchronizing. That is, whenever the device is station-
ary for a pre-selected time period, a correction is applied so
that the normal vector of the downward-facing face is
aligned with the current gravitation vector. As long as the
device is placed on a flat surface fairly often in a random
orientation, these corrections will be often in every direc-
tion; the net affect of these corrections would be a continual
synchronization.

[0204] As mentioned above, OAP device 300 also
includes communication subsystem 320, where the output of
the inertial tracker is received by a data translator 314 and
communicated to other client devices 112 participating in
the same instance of the multi-player, interactive game. One
embodiment of the communication subsystem 320 would
employ wireless communication protocols (such as Blue-
tooth, IEEE 802.11 or the like) to communicate with a
nearby computer or base-station (and thus with translator
108) via a transmitter 312.

[0205] V. Application Database

[0206] Database 104 stores the various types of informa-
tion that Grid system 100 would need to store in order to
provide the bridging of activities in real and virtual envi-
ronments in the context of multi-user gaming, entertainment
and e-commerce applications. Such information, includes
user registration information (name, address, billing infor-
mation, etc.), device 112 registrations, device 112 capabili-
ties (e.g., polygon rendering capability, media formats, oper-
ating systems, available peripherals, color versus black-and-
white display, etc.), user permissions (e.g., who is allowed to
access portions of the bridged environment and what actions
they may perform on those parts) and user ownership of
synthetic entities and environment objects, entity location
information, game environments, game rules, themes and
roles, etc., as will be apparent to one skilled in the relevant
art(s) after reading the teachings herein.

[0207] In an embodiment of the present invention, appli-
cation database 104 is implemented using a relational data-
base product (e.g., Microsoft® Access, Microsoft® SQL
Server, IBM® DB2®, ORACLE®, INGRES®, or the like).
As is well known in the relevant art(s), relational databases
allow the definition of data structures, storage and retrieval
operations, and integrity constraints, where data and rela-
tions between them are organized in tables. Further, tables
are a collection of records and each record in a table
possesses the same fields.

[0208] In an alternate embodiment of the present inven-
tion, application database 104 is implemented using an
object database product (e.g., Ode available from Bell
Laboratories of Murray Hill, N.J., POET available from the
POET Software Corporation of San Mateo, Calif., Object-
Store available from Object Design, Inc. of Burlington,
Mass., and the like). As is well known in the relevant art(s),
data in object databases are stored as objects and can be
interpreted only using the methods specified by each data
object’s class.

[0209] As will be appreciated by one skilled in the rel-
evant art(s), whether application database 104 is an object,
relational, and/or even flat-files depends on the character of
the data being stored by the ASP which, in turn, is driven by
the specific interactive, multi-user applications being offered
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by the ASP. Server 102 includes specific code logic to
assemble components from any combination of these data-
base models and to build the required answer to a query. In
any event, translator 108, client devices 112, and/or admin-
istration workstation 106 are unaware of how, where, or in
what format such data is stored.

[0210] A. Database

[0211] Thus, at the center of every persistent-state, mas-
sively multi-player game lies its database 104. The database
104 manages the persistence of object state across the game
world: from login to login, session to session, Avatar to
Avatar, property to property, it keeps a record of all signifi-
cant state changes. When a player picks up a sword, the
database 104 must record this fact and store it, otherwise the
next time that player logs in they will wonder where they
lost it. When the player spends a gold coin, the database 104
must debit their virtual bank account, so that the online
economy can function without embezzlement. The database
104 is the final authority on the state of the world at any
given moment.

[0212] The Grid preferably relies on the well-proven tech-
nology of the relational database, though it is not bound
tightly to any proprietary database implementation. The
database 104 may be created in a variety of professional
database platforms (including Oracle and DB2 instantia-
tions). An important element to successful Grid game design
is the database schema: a blueprint for the relations that
govern the basic tabular data underlying its relational data-
base 104.

[0213] FIG. 4 represents the overall architecture of the
Grid and the relationship of the various servers. As shown in
FIG. 4, there are a number of Gateways 401a-401¢ (each a
type of translator 108) through which users log into the Grid.
The database 104 maintains track of the state of the game,
the user logins, and the state of the objects playing the game.
The Game Servers 405a, 405b, 405¢ (a type of server 102)
are connected to the Gateway 401, and to the database 104.
Each of the Game Servers 405 may have multiple Locale
Threads (discussed in further detail below) running on it, as
well as other processes (e.g., daemon processes, discussed in
further detail below).

[0214] FIG. 5 illustrates the various components of the
Grid, and shows a spectrum ranging from the back end
(database servers 104), where the persistence storage
resides, to a number of clients and client libraries at the top.
Thus, as one moves upwards in the figure, there may be
thousands of clients and client libraries, but only one data-
base server 104.

[0215] FIG. 6 is a diagram showing one particular
embodiment of the hardware that may be used to embody the
Grid, and the overall topology of the system. It will be
appreciated that any number of hardware devices may be
used, and the invention is not limited to the particular
hardware illustrated in FIG. 6.

[0216] FIG. 7 is an abstract representation of the Grid.
The “Grid” box on the right hand side of the figure repre-
sents all the various elements that are generally needed to
play the game. On the left, the Network Protocol Stack
(NPS, discussed further below) is a mediator for data that
comes into the host, and data that goes out. Some of the
packets coming into and out of the Network Protocol Stack
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are delivered to/from outside the Grid, for example, data
exchanges with users. Other packets are exchanged within
the Grid, and represent exchange of data/state information
between elements and objects of the Grid. The State Propa-
gation and State Aggregation blocks on the lower left
represent the Embodiment of Record management, and
function as an mediator between the Network Protocol Stack
and the Game Servers 405 of the Grid.

[0217] B. Grid Schema

[0218] The Grid schema is divided into a variety of tables,
each of which serves a particular purpose in defining what
games are available to players with valid accounts, how
those players are represented within the game, where they
can go, and what they can do. An overview of the most
important tables of database 104 follows, with the relation-
ships among the major tables illustrated in FIG. 8:

[0219] a) Games 801—ecach game offered is named
and numbered: the currently running version of the
game is specified as well.

[0220] b) Locales 802—cach geographical region of
the game currently available to players is defined: the
boundaries of the Locale 802 define when objects
enter or leave each physical region.

[0221] c¢) Accounts 803—basic control information
for logging in and out of the Grid: username and
password information as well a uniquely generated
public key to identify this account across the net-
work.

[0222] d) Permissions 804—determines the scope of
what an account is allowed to do, and what changes
and account is authorized to make. Distinguishes
daemon accounts from client accounts.

[0223] ) Identities 805—describes who the player
can embody within each game: associates Accounts
with Avatars 806.

[0224] f) Avatars 806—defines a role for the player
within a specific game: associates a specific Thing
representing the player with its most recent Locale
802.

[0225] g) Things 807—the basic description of an
object in the game world. The Thing table distin-
guishes active objects from passive objects. Every
Avatar 806 is a Thing 807, only some Things 807 are
Avatars 806.

[0226] h) States (not shown in FIG. 8)—associated
with each Thing 807, states embody actual persistent
game properties.

[0227] i) State Templates (not shown in FIG. 8)—not
associated with any actual Thing 807, state templates
define which types of Thing 807 may possess which
actual persistent properties. Associates States with
State Definitions.

[0228] j) State Definitions (not shown in FIG.
8)—virtual definitions for each potential actual state:
includes validation information, range limits, and
default values for each State Template.

[0229] k) Sentinels (not shown FIG. 8)—special
entities that patrol Locale 802 boundaries. Sentinels
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are responsible for forwarding object state informa-
tion from one Locale 802 to another Locale 802.

[0230] 1) Requests (not shown in FIG. 8)—a system-
maintained list of outstanding, unsatisfied secure
transactions. Each Request record has a limited
lifespan.

[0231] C. Things

[0232] Each object in every game has an entry in the Thing
table. The Thing table controls the behavior of objects across
the Grid, and maintains their common basic states: position,
orientation, range, presence, region of interest type, whether
they are active or passive in nature. It includes definitions for
the following properties:

[0233] a) Globally Unique ID (GUID)—a game spe-
cific identifier that distinguishes one particular object
from another. Two blue whales may exist in the same
game, but their Things will have different GUIDs.

[0234] b) Object Types—a game specific identifier
that distinguishes one class of objects from another.
Two blue whales may have the same object type,
even if they possess different GUIDs.

[0235] c)Deleted Date—a marker that flags an object
as having been “removed” from the game world. If
this entry is NULL then the object is currently in
existence.

[0236] d) Position—where this object is located in
the game world. Also provided are Velocity and
Acceleration for rectilinear motion.

[0237] e) Orientation—which way this object is
pointed in the game world. Also provided are Angu-
lar Velocity and Angular Acceleration.

[0238] ©) Range—how far this object can “see” or the
extent of its region of interest.

[0239] g) Presence—how far this objects “extends”
in space for collision detection.

[0240] h) Region Type—normal regions of interest
are spherical, but more specialized boundary defini-
tions are also possible.

[0241] i) Active vs. Passive Flag—whether this
Thing responds to stimuli (determines which objects
act as a packet sink for state messages).

[0242] D. States

[0243] When designing a networked game (or collabora-
tive environment), it is usually necessary to define the states
(or properties) that are initialized, modified, distributed and
saved as part of game play. However, since the Grid is
context agnostic (further discussed below), these object
states must be represented abstractly, so that the Game
Servers 405 can initialize, modify, distribute and save these
properties without knowing directly what element they
represent within the game world. Just as state marshalling
(discussed below) allows an object state to be transmitted
abstractly, the state tables in the database 104 allow prop-
erties to be stored abstractly and manipulated with standard
methods for all game instances.

[0244] By way of example, suppose a client is logged into
game #44, which is known by its name “Bootleggers”. This
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example game pits whisky smugglers against the F.B.I in a
massive smuggling operation during Prohibition. The play-
er’s Avatar (represented by a Thing of type 1) is a character
called “Sneaky666” and has the Globally Unique ID #666.
In this game, each player starts out carrying $1,000 in bribe
money around just in case they get stopped by the police.

[0245] Creating a new state for this character, the game
designer assigns the number #257 to a property known to the
game code as “bribe money” and gives it a type of PROP-
ERTY_LONG (a long integer) and an initial value of 1000.
The designer creates a state Template which associates every
object of type 1 with the allowed state property #257.

[0246] When the Game Server 405 reads the database 104
for this Avatar, although the Game Server 405 does not know
directly what property #257 represents, it can associate this
property with Thing #666, set its type to long integer and
initialize its value to 1000. Furthermore, using Grid packets
(discussed below), it can serialize this information and
marshal it out all players as a sub-block within a THING-
_NEW packet block. It is not required or necessary for the
Game Server 405 to interpret the semantic meaning of the
value 1000. As far as the Game Server 405 is concerned, the
value might just as well represent 1000 elephants as $1,000.
This process of systematic abstraction de-links the syntactic
validation of each property from the semantic interpretation
of that state, and is the mechanism that allows the Grid to
remain game agnostic. In a broader sense (i.e., outside the
game applications), game agnosticism may be referred to as
“context agnosticism.”

[0247] 1In one particular implementation, position infor-
mation is “hardwired” as being non-game-agnostic into the
Grid, because in the game context, position information is
usually of an “essential” nature and needs to be passed with
minimal overhead, such that the Grid can resolve the con-
flicts/interference (see also discussion of Dead Reckoning
below). However, other information, for example, bank
account balance, may be “essential” in other context. Thus,
position information is passed in a non-context agnostic
manner, while other state information is passed in a context
agnostic manner. Obviously, the “meaning” of “position”
may be interpreted by the game itself in any manner it wants.

[0248] FIG. 9 is an illustration of the context agnostic
aspect of the Grid. As shown in FIG. 9, top portion, the
client updates its state by sending a signal to the Gateway
401“1 am at X, Y, Z”. The Gateway 401 responds with a
“change state B” back to the client. The packet construction,
illustrated in the bottom left of FIG. 9, has some properties
of the full state that are context agnostic (shaded gray), and
some that are not (shaded white). In this manner, informa-
tion is “marshaled” from the client to the server (see
discussion of marshaling state below). The context agnostic
states are passed through the Gateway 401 and the Game
Server 405 to the game itself, without regard to what exactly
these values represent. Other information (e.g., position) is
not context agnostic in this example, and is illustrated in
white.

[0249] There is no requirement for the client itself to be
context agnostic. When the client receives a THING_NEW
message, it knows that property #257 represents the state
“bribe money” and can display a graphical indication (e.g.,
a green bar chart) that this player is flush with cash.
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[0250] In the same way, other object states can be
abstractly represented:

[0251] A PROPERTY_FLOAT state could be a cur-
rent percentage of blood alcohol.

[0252] A PROPERTY_VECTOR state could repre-
sent the direction in which a game character’s gun is
pointed.

[0253] A PROPERTY_ENUM state could hold the
color of an Avatar’s hat.

[0254] A PROPERTY_STRING state could hold the
nickname of this player.

[0255] Some networked games, especially first-person
shooters, may get by with only a handful of states, such as
health, damage, and strength. Other, more strategic games,
will require an extensive list of special powers, items, and
abilities (the palette of choices available to the game
designer is illustrated in FIG. 10).

[0256] E. State Definitions

[0257] Thus, the persistent state database 104 needs to
represent a variety of state properties. It also needs to error
check the values that are stored in order to keep them
consistent with the rules of the game. For the Game Servers
405 to remain context agnostic, special procedures must be
integrated with the database to perform these actions without
excessive Game Server intervention:

[0258] a) Validation—values must remain of the cor-
rect type. A string value should not be placed in a
vector field.

[0259] b) Range Checking—values should not
become too big or too small. For example, the height
of a character should never be negative.

[0260] c¢) Enumerated Types—legal values may be
limited to a specific set of predefined choices. An
example is a color that may be color #1 (RED), color
#2 (GREEN) or color #3 (BLUE).

[0261] Associated with each State Template is a State
Definition table that determines these special limitations for
each game property. Without these definitions, the Game
Server 405 would be unable to enforce the requirements for
consistency upon the game world. Using the templates and
definitions to filter good values from bad values, the Game
Servers 405 can maintain database 104 integrity according
to the requirements of the game designer.

[0262] F. State Lists

[0263] In addition to the individual state properties, game
objects may require an associated set of states that has some
larger sense of coherency. In this case, the properties provide
support for lists of states, subject to the restriction that each
individual list, when marshaled, may be no larger than the
maximum packet size.

[0264] In general, this restriction allows for up to 64
individual elements per set that may be set, reset, and cleared
individually. These list elements need not be indexed con-
tiguously, in other words the list set may be sparse (i.c.
indices 5, 7 and 9 may be set while all other index values are
presumed to contain NULL).
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[0265] The list types mimic their primitive element coun-
terparts:

[0266] PROPERTY_LIST LLONG—a list of 32 bit
integer values.

[0267] PROPERTY_LIST FLOAT—a list of single
precision IEEE floating point values.

[0268] PROPERTY_LIST VECTOR—a list of

single precision IEEE floating point types.

[0269] PROPERTY_LIST ENUM—a list of 16 bit
integer enumerated types.

[0270] PROPERTY_LIST_STRING—a list of UTF8
compatible variable length strings (aggregate length
of all string data must not exceed MAXDATLEN).

[0271] PROPERTY_LIST TOKEN—a list of
TOKEN values (one 32 bit and two 32 bit data fields)
useful for implementing inventory lists containing a
GUID, Object Type, and Specification Type for each
element in inventory.

[0272] VI. Software Architecture
[0273] A. General Considerations

[0274] In an embodiment of the present invention, servers
102 can be implemented using Intel® x86 or Pentium®
hardware running Microsoft® Windows 2000 server plat-
form or Linux, a Sun Ultra SPARC server running the
Solaris operating system or any other server platform that
can execute POSIX-compliant software. Servers 102
execute middle-tier software applications implemented in a
high level programming language such as Java, C or the C++
programming languages. In an embodiment of the present
invention, the software application communicates with data-
base 104 using a Grid database handler implemented in C++,
C or Java.

[0275] In an embodiment of the present invention, where
transportation network 103 is the Internet and translator 108
is a Web sever, a secure GUI “front-end” for Multi-User
Bridging system 100 is provided. The front-end may be
implemented as a fully-rendered C++ environment, through
a Web translator using the Active Server Pages (ASP),
Visual BASIC (VB) script, and JavaScript server-side script-
ing environments that allow for the creation of dynamic Web
pages, or through a translator to another client device.

[0276] A software framework for providing connectivity
and maintaining referential integrity between physical and
synthetic entities is crucial for Grid system 100 to support
applications (e.g., interactive, multi-player games) that take
advantage of external client devices 112 that are: (1) high-
polygon-count hardware devices (e.g., game console 1125,
etc.) to depict, navigate through, point at and interact with
synthetic models of physical spaces and events; and (2)
mobile, specialized devices for audio (e.g., MP3 player,
etc.), video (e.g., digital video camera, videophone, etc.) and
communications (e.g., mobile phone, PDAs, etc.).

[0277] B. Distributed Software Framework

[0278] This section provides a top-level overview of the
software framework system.
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[0279] To support on-line, multi-user shared environ-
ments, the system is conceptually divided into four main
subsystems:

[0280] (1) Database 104
[0281] (2) Game Servers 405
[0282] (3) Gateways 401
[0283] (4) End-user Interfaces

[0284] While these components are treated as being physi-
cally separate, it is important to keep in mind that these are
functional divisions, and (with the exception of the end-user
device) this architecture makes no assumptions as to the
division of physical machines. However, the architecture
will scale well if these functional divisions are observed.

[0285] The database 104 provides persistence and con-
stancy for all objects within an environment. It will also
provide some state information which will be necessary for
the operation of the application. The database 104 provides
a place where objects are identified, stored, and instantiated.
If also provides the front-end processing necessary to inter-
face with the Process Servers.

[0286] Central to the operation of the database 104 is the
concept of the object. An object is a “physical” item that is
part of a shared environment. Along with generic data about
the object (such as object type and attributes which are
common to all objects of that type), the database 104 also
captures data which are unique to a particular object’s
instantiating. Unique identifiers and descriptions are impor-
tant in this context.

[0287] Because objects will be displayed different end-
user platforms, each object may have a multiplicity of
descriptions. What is appropriate for one platform may not
be appropriate for another. For example, a geometric
description of an object and associated texture maps may be
required to display it on a high-resolution console platform.
However, an SMS platform may require a simple textual
description. Both describe the same object.

[0288] The database 104 will also store state information
about a particular object. This will include all state infor-
mation which is necessary to bring the object into the
environment.

[0289] The Game Servers 405 provide many functions,
including:
[0290] a) An interface to the object store which
objects to be brought into the environment;

[0291] b) Communications between “peers,” i.e.,
end-users;

[0292] c¢) Computation and object manipulation in
support of the application;

[0293] d) Aggregation and mediation of state infor-
mation pertaining to the objects in the environment;

[0294] e) Application of rules pertaining to the
objects and state of those objects within the envi-
ronment; and

[0295] ©) Distribution of control information.

[0296] In general terms, the Game Servers 405 is where
the environment is manipulated, and the state information is
processed. This state information is propagated to the end-
users via the Gateways 401 (discussed below). The database
104 includes object descriptions, the end-user devices can






