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roject Athena was cstablished in
P 1983 1o improve the quality of edu-
cation at Massachusetts Institute of
Technology by providing campuswide,
high-quality computing based on a large
network of workstations. The major spon-
sors of Athena in addition to MIT are
Digital Equipment Corporation and IBM.
Although the approximate outline of the
system was understood early in the project,
the design evolved considerably over the
first few years as the requirements became
clearer. Today, Athena has met its design
goals and is a fully operational production
system. It consists of 1,000 workstations,
in 40 clusters of 10 1o 120 workstations
each. for use by students 24 hours a day.
One of the clusters is an electronic class-
room. In addition to the student clusters,
there are nine instruction development
clusters and two facilities equipped to
project images from workstation display
screens. Workstation clusters have been
installed in five student housing facilities.
some with workstations in bedrooms and
others with workstations in common areas.
Currently, the system provides 10 Net-
work File System file servers. two Andrew
File System file servers, 24 Remote Virtual
Disk file servers, 79 Postscript printers,
three each of name servers and post office
servers, and two authentication servers. it
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Now providing 10,000
students and faculty
with a variety of
network services, MIT’s
educational
workstation system is
designed to grow to 10
times its present size.

supportts the Digital VAXstation and the
IBM RT/PC. In addition to the standard
Athena monochrome workstations. there
are {5 multimedia workstations that support
full-motion color video. The system has 40
gigabytes of disk storage in the worksta-
tions and an additional 50 gigabytes of disk
storage in network file servers. Each work-
station has from 50 megabytes to 100
megabytes of disk.

The Athena system is one of the largest
centrally managed educational worksta-
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tion networks. It presently scrves about
10,000 active user accounts, which gener-
ate about 4,000 logins and 9,000 mail mes-
sages per day. The average student uses the
system eight hours per week. In aggregate.,
users generate 12,000 questions per se-
mester for the on-line consulting system.
and print 3 million pages per year. About
90 percent of undergraduate students and
50 percent of graduate students use the
system. Usage is increasing about 15 per-
cent per year, as more students use the
system and use it for more hours per day.

A major benefitof Athenais that students
need learn only one system for educational
computing. Athena presents a coherent
model of computing in which all applica-
tions can run on all supported worksta-
tions, independent of architecture. Because
of the strong level of coherence, the human
interface to the system is independent of
the type of workstation being used. Thus,
only one training program and one set of
documentation are needed.

The initial equipment for Athena was a
time-sharing environment installed in late
1983, utilizing about 63 VAX 11/750 and
associated ASCII terminals running Ber-
keley Unix. About 160 PC ATs also were
used. Although the PCs did not run Unix,
they provided the Athena designers valu-
able experience in deploying nctworked
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workstations and in managing the distribu-
tion of software to them.

The first workstations were introduced
in late 1984 for staff use. The first public
cluster of workstations for student use
opened in March 1985. Deployment has
continued aggressively since then. As
workstations became more plentiful, the
time-sharing system was used less and less.
It was phased out entirely in September
1987 in favor of a uniform workstation
environment, and the time-sharing mini-
computers were converted to file servers.

This article describes the design of
Athena's distributed workstation system.
Because the Athena project is a large un-
dertaking, we include here only the dis-
tributed aspects of the system. Sources of
additional information are listed in “Further
reading” at the end of the article.

Requirements

The first work in the Athena project was
to decide on the requirements of the system.
Some of the requirements established are
characteristic of campus computing in
general; others are unique to MIT. The
following requirements of a distributed
system were identified as necessary for
meeting the needs of instructional com-
puting on campus:

¢ Scalability. The system must scale to
support 10,000 workstations or more.
Reliabiliry. The system must be avail-
able continuously 24 hours aday. even
though equipment failures occur fre-
quently in a system this size.

Public workstarions. Any user must be
able to use any workstation.

Securirv. System services must be se-
cure even though workstations are not.
Heterogeneity. The system must sup-
port a variety of hardware platforms.

Coherency. All system applications
sottware must run on all workstations.
Affordability. The cost to own and op-
erate must not exceed 10 percent of
tuition on a sustaining basis.

-

.

System support of public workstations
is necessary because workstations arc
presently too expensive to be purchased by
individuals. The plan is to allow (but not
require) individuals to purchase worksta-
tions when they become affordable.

Concerned about the complexity that
might result from the system’s size, the
designers have followed a policy of
eliminating needless complexity through-
out the project.
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The mainframe model
would have serious
drawbacks in the Athena
environment.

Definitions

We define a user as a person who uses a
subsystem(such as a workstation), program,
or service. A c¢lfens is a user or a program
acting for a user. A server i$ a provider of
services or resources. A service is a set of
actions to be performed.

An object is referenced by its name. The
object is located by its address or (more
generally) by its path. A binding of the name
to the object occurs when the name is
associated with the address. Often part of
the address is contained in a context of the
name. Some systems use an address for a
name. Although this may simplify system
development, it can cause problems in
binding a name to a different object. Re-
solving a name means identifying the ad-
dress related to a name.

Coherence refers to the ability of two
distinct hardware architectures to compile
and run the same software. Interoperabil-
ity is the ability of two subsystems to co-
operate in the execution of a single task.
For example, two subsystems supporting
the X Window System (described later in
the article) can cooperate on a single task
as client and server because they support
the same network protocol.

Security has two major aspects: authen-
tication and authorization. Authentication
is determining the identity of the user.
Authorization is determining that the user
has legitimate access to the requested re-
sources.

Fail-soft refers 1o the ability of a system
to continue to operate in spite of the failure
of a subsystem, possibly with degraded
performance.

Models of distributed
systems

Many different models of distributed
systems have been proposed. One extreme
model might be called the mainframe
model. In this model each workstation or

other node in the distributed system can
exchange files with other nodes subject to
security restrictions, but nodes cannot work
together in any other manner. All resource
allocation. security access, and functional
access are handied on a per-node basis.

If a user in a distributed system based on
the mainframe model wants access to a
printer on another node. the user must log
in to that node, gain security authorization
on that node, move the file to be printed to
that node, and then command the print
function. A major benefit of the mainframe
model is that presently available time-
sharing operating systems (such as Unix)
support it and can be used to implement it
with minimal development.

Another extreme model could be called
the unified model. In this model all nodes
in the distributed system are considered
part of one logically unified system. Re-
source allocation, security. and access to
function are handled at the system or net-
work level, not at the node level.

Ifauserinadistributed system based on
the unified model wanted to do the same
print function, the user would simply issue
the print command, logical printer name (if
not the default), and file name. By logging
in on the local workstation, the user be-
comes logged in to all services provided
anywhere in the system. and all system
resources are accessible transparently.

Athenais a single unified model, similar
to asingle time-sharing system, although it
consists of more than 1,000 individual
computers. The major benefit of the uni-
fied model is that it automates much of the
user control that must be supplied manually
in the mainframe model. Indeed, the unified
model has mostof the characteristics of the
single-mainframe model.

Although the mainframe model would
have been easier to implement than the
unified model, it would have serious draw-
backs in the Athena distributed-system
environment. The mainframe model main-
tains system integrity by preventing users
from obtaining access to the kernel of the
operating system. In the Athena environ-
ment users can get access to the worksta-
tion kernel either by obtaining the super-
user password or by booting their own
operating system. Thus, workstation integ-
rity cannot be assured. Since users can
corrupt the kernel of the operating system,
they can masquerade as others or as a
system service. The user can also “infect”
the workstation with a Trojan horse, a
virus, a worm, or other undesirable code.
Of course, the user can monitor all Ether-
nel messages on the local net.
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The mainframe model also assumes that
users are attached to a particular machine.
User files exist on that machine, and mail is
sent to the user on that machine. Because
one of the Athena objectives was to let any
student usc any workstation. this restriction
was undesirable. Instead, the system should
provide mail and file access as network
services, accessible from any workstation,
independent of location.

Access to these network services (de-
scribed later) has security implications. If
user files or system software were stored
onapublic workstation, auser could damage
(or delete) files. A user could corrupt the
operating system, perhaps by inserting a
Trojan horse that would capture passwords
of subsequent users. Since any user can use
any workstation, sending mail to a ma-
chine is not suitable for the Athena envi-
ronment. A preferable alternative is to send
mail to “username” through a network
service. and o allow mailto be read, written,
and filed from any workstation.

The mainframe model also had undesir-
able support implications. The classical
support model for mainframes is a system
manager per system. At a scale of the order
of 10,000 systems, this was clearly not
appropriate. The ultimate objective for
Athena is to have a system manager per
1,000 workstations, requiring a three-or-
der-of-magnitude improvement over con-
ventional approaches. (Presently, five op-
erations programmers support 1,000
workstations.)

Other distributed
operating systems

Several other distributed operating sys-
tem projects have requirements similar in
some respects to Athena’s. Two of them,
Amoeba and Grapevine, are designed for
larger environments than a single campus,
but they have addressed many of the same
issues as Athena.

Amoeba' is designed to run in both a
local and extended network environment.
A lypical local environment consists of
perhaps 16 processors connected to a pool
of several tens of workstations. Beyond
that, multiple Amoeba sites can be inter-
connected through a wide area network to
form a single system. Amoeba research
focuses on the use and management of the
processor set in addition to communications
and protection. An extended system inter-
connects local Amoeba systems in a wide
area network through several countries in
western Europe.
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The Athena and Andrew
projects had similar
objectives but approached
them with different
priorities.

Andrew? is a system for support of in-
structional and rescarch computing at
Carnegie Mellon University, with objectives
very similar to Athena’s. Both systems
support on the order of 1.000 midrange
workstations in a Unix and Ethernet envi-
ronment, with plans to scale to 10,0600
workstations. Both assume that the user
has complete control over workstation
functions, with a central mechanism con-
trolling and supporting network services.

A distributed file system called the An-
drew File System (AFS). developed as part
of Andrew, is now being used as the basis
of a nationwide file system experiment.
The AFS file space is separated into two
parts: local and shared space, The local
space is accessible o the user (generally on
a local disk) but not publicly shared. The
shared space can exist anywhere in the
network and is publicly accessible.

In contrast to the systems just described,
Dash® is intended for very large hardware
and systems of the future. It is designed for
far faster and cheaper processors and net-
works, implemented in numbers of thou-
sands to millions, with worldwide dimen-
510ns.

Eden® is an object-oriented operating
system based on a single remote procedure
call mechanism. It has a single. uniform,
systemwide name space spanning multiple
machines. An object is a set of processcs
that is rcferenced by capabilities and can
migrate freely among systems. All objects
have a data part, which includes short- and
fong-term data. Objects can checkpoint
autonomously. According to the definition
given earlier, Edcn is a unified distributed
system.

Grapevine® is an older system, designed
for much larger geographic distribution. It
supports message delivery, resource loca-
tion (naming), authcntication, and access
control services. Grapevine’'s primary usc
is delivering mail. [t has rapidly come to be
used throughout the Xerox network, with

nodes located in clusters around the world.
Resources are accessed within the local
cluster, but access is allowed to any other
Grapevine system in the Xcrox network.
Grapevine consists of about 1,500 users
and 17 servers in 50 local arca networks.

The objective of HCS (Heterogeneous
Computer Systems)® is to integrate differ-
ent hardware/software combinations into a
single system. Based on heterogeneous
communications protocols including TCP/
IP (transmission control protocol/Internet
protocol). it uses a single global name
space for the entire heterogeneous envi-
ronment along with remote procedurc calls.
The network services supported are remote
computation, mailing, and filing.

Locus’ is a distributed operating system
that supports transparent access to data
through a networkwide file system. It
permits automatic replication of storage
and transparent distributed process execu-
tion. Locus also provides automatic repli-
cation of resources 10 meet reliability re-
quirements and can degrade gracefully with
network and node failures. Locus is anoth-
er example of a unified distributed system.

Mach.® supporting both tightly coupled
and loosely coupled general-purposc
multiprocessors, also supports transparent
remote file access between autonomous
systems. Ithas large, sparse, virtual address
spaces, copy-on-write virtual copy opera-
tions, and memory-mapped files. Multiple
threads of control arc provided within a
single address space. Large amounts of
information can be transferred by the inter-
process communications facility by means
of copy-on-write techniques. Mach has a
binary applications program interface
compatible with Berkeley Unix 4.3.

Sprite? is an operating system that sup-
ports multiprocessing and distributed files.
Its user-level tacilities are identical to BSD
Unix. All files and /O devices are uniformly
accessible to all systems, and they appear
as a single shared hicrarchy. There are no
private partitions to manage, and devices
and files can be accessed remotely. Com-
plete Unix file semantics are provided.
including locking and consistent access.

V' is a testbed for distributed-system
research. Its four logical parts are a dis-
tributed Unix kernel, service modules,
runtime support libraries, and added user-
level commands. V manages a cluster of
workstations and servers, providing the
resources and information-sharing facilitics
of a conventional single machine.

At the beginning of the Athena project,
these and other distributed operating sys-
tems were reviewed. None were found to
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be suitable for Athena, often because they
were in the early stages of research.

System comparisons. Athena differs
from the distributed systems just described
in various ways. The following are some of
the morc important differences and simi-
larities.

Amoeba supports processor server back
ends supporting workstation front ends over
a network using a capabilities-based op-
crating system. The operating system
supports distributed processing by network
processors assigned to tasks dynamically
as the processing load requires. In contrast,
Athena performs all processing on the lo-
cal workstation as a default. Remote exe-
cution can be initiated manually through
the X Window System.

The Athena and Andrew projects are
similar in scope and objectives, but they
approached the problem with different
priorities. The Andrew designers felt that
the issue of a distributed file system was so
important that they needed to develop their
own (AES). They also developed a number
of end-user application packages, such as
compound document editors. Athena’s
developers also thought that the distribut-
ed-file problem was very important and,
therefore, that industry would solve the
problem-—thus the use of Sun Microsys-
tems’ Network File System. Project Athena
concentrated on distributed services and
did little with end-user scrvices. The An-
drew and Athena implementations com-
plement each other quite well: Andrew
uses the Athena windowing system (X)
and authentication service (Kerberos), while
Athena uses the Andrew compound docu-
menteditor (EZ)and instructional authoring
environment (¢T).

Eden is object oriented and allows pro-
cesses to migrate freely among processors;
Athena uses conventional subroutines and
does not support process migration.

Athena and Grapevine have relatively
similar architectures. Both build on exist-
ing operating systems. and both provide
distributed services of mail, naming, and
authentication on dedicated servers. One
difference is that Grapevine provides access
control, while Athena uses Unix access
contro}. Athena supports the additional
distributed services of file access, notifi-
cation, printing. and service management.

Like HCS, Athena supports asystemwide
name space and provides distributed ser-
vices. In contrast, Athena uses a single
operating system programming and user
interface.

The Athena designers studied the Locus
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Athena’s designers
studied the Locus
architecture and used a
number of its design
concepts.

architecture carefully early in the project.
They used a number of its design concepts,
and the fact that it operated on 17 main-
frames interconnected by a local area net-
work established confidence that the ap-
proach was viable. In several areas Athena
and Locus are very similar: Locus provides
a high degree of network transparency.
Files and programs can be moved dynam-
ically with no effect on correct operation or
naming. Local and remote resources are
accessed uniformly. Locus also provides
reliable operation. Reliable facilities include
replicated file storage and automalic re-
covery from various subsystem and nctwork
failures. A major difference between the
two systems is that the Locus distributed
file system puts all files in a single tree,
while Athena has about 10,000 file roots.
for flcxibility and reliability.

Whereas Mach is the kernel of a dis-
tributed operating system on which a variety
of programming interfaces can be built,
Athena's designers took the Berkeley
programming and user interface as a stan-
dard and developed arelatively clean layer
of distributed services on it.

The V system provides a software
backplane that supports network-trans-
parent address spaces. lightweight pro-
cesses, and interprocess communication.
Athena supports none of these, using
standard Unix instead. Both systems sup-
portdistributed file servers and print servers.

Issues in distributed
systems

Several issues arise immediately in the
design of a distributed system. Among the
most important are naming, scalability,
security, and compatibility.

Naming. A name service converts a

logical name into a physical address by an
algorithm, atable lookup, oracombination

of the two. The purpose of a name service
is 1o decouple the logical support of a
function (such as printing) from the phys-
ical implementation of that function. This
makes changing the configuration of a
system far casicr. It is only necessary to
change the logical-to-physical mapping,
not all the code that references the func-
tion.

Systemobjects that can be named include
hosts, printers, services. files, and users.

Factors affecting the design of name
servers include the number of object types,
number of objects, frequency of queries,
and vupdate frequency.

The simplest implementation of a name
server is by means of a centralized service.
If that is inappropriate for reasons of net-
work bandwidth, distance, reliability. or
load, the service can be distributed. If the
implementation is by means of a database.
the usual methods of data distribation can
be used, including replication and parti-
tioning.

A replicated database is created in mul-
tiple copies. Replication has the advantage
of providing good performance and reli-
ability, but update is difficult because of
synchronization requirements. Replication
also uses considerable storage.

In partitioning. the database is splitinto
multiple. disjoint databases. Some means
must be provided to identify the correct
partition, the one holding the data of interest.
This can be done through a directory or a
broadcast search. The advantage of a par-
titioned database is that only one copy of
the data exists, thus saving storage and
simplifying update. One drawback is that
the correct partition must be found for the
access. and in some cases multiple partitions
must be accessed to resolve the name.
Another drawback is that a partitioned
database is less reliable than a replicated
database.

Most of the systems mentioned here use
acombination of replication and partitioning
to achieve a balance between performance
and storage requirements. Most name
servers also use caching of frequently used
names.

Scalability. Design approaches that work
well in a distributed system with a few
nodes may not be usable in one with many
nodes. For example, broadcast protocols
work well for small numbers of nodes but
do not scale well 1o large numbers. More
generally, any design approach in which a
scarce resource such as storage or manpower
scales linearly with the number of nodes is
likely to be too costly to implement. Thus,
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techniques such as putting complete system
configuration lists on every workstation
(storage intensive) or making each work-
station’s software configuration different
(labor intensive) are not usable for even
maoderately large configurations (on the
order of 100 workstations).

Security. Two issucs that must be con-
sidered in security design for distributed
systems are authentication and authoriza-
tion. In a system of more than a few dozen
workstations, the root password cannot be
different on each workstation because the
support task quickly becomes unmanage-
ablc, Thercfore, Athena has made all root
passwords the same and known to all users.

For user passwords, Unix systems store
encrypted passwords for all users on each
workstation. Maintaining user passwords
for 100 or more workstations is very dif-
ficult, and providing complete password
and group files for each machine in a targe
network is highly impractical. This (repli-
cated database) approach to authentication
and authorization does not scale well and
suffers from the usual problems of replicated
databases. A patural alternative is to pro-
vide a centralized password-checking ser-
vice. To access remote services, passwords
must be sent over the net. This method
makes the system vulnerable to eaves-
droppers, who can steal passwords. It also
makes the system vulnerable to availablity
failurcs.

A solution to the problems associated
with sending passwords across the net is to
cncrypt the passwords. Two encryption-
based authentication approaches have been
developed: public-key cryptography and
key distribution servers.

With public-key cryptography, encryp-
tion keys come in pairs. Each key in the
pair is used to decrypt messages encrypted
in the other key. Therefore, one key of the
pair can be given to the servers and the
other (secret) key can be given to the user,
who uses the secret key to become au-
thenticated.

A key distribution server assigns secure
keysto be used between a userand a server.
This approach scales well but requires a
third party. The method gencrally used
employs private keys and a trusted third
party.

Authorization can be handled in many
ways. One way is to delegate the function
to the servers and implement it by access
control lists showing membership in
groups.® Another way is to use capabilities
implemented as a bit pattern passed to the
server, showing that the user is authorized
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Authentication and

authorization are two
issues that must be
considered in security
design for distributed
systems.

to perform a particular operation.!' Capa-
bilities are usually encrypted to prevent
forgery.

Compatibility. Various levels of system
compatibility are possible. including the
binary. exccution, and protocol levels.

In binary compatibility all processors
execute the same binary instruction reper-
toire and are compatible at the binary level,
with differences only in performance and
input/output. The Emerald distributed op-
erating system' and VAX systems exhibit
this level of compatibility. Although it
greatly simplifies system development,
binary compatibility severely restricts the
system source and archilecture and is not
often used in large systems for this reason.

It is more common to provide system
compatibility at the next level up: the ex-
ecution abstraction (called coherence in
Athena). A common execution-level ab-
straction exists if the same source code can
be compiled and executed properly on the
two systems. Andrew and Athena both
support the Unix execution abstraction for
the hardware platforms (VAXstation and
RT for Athena).

The least restrictive form of compatibility
achieves interoperability by requiring all
SYStem COmponents to SUppoOrt @ common
set of protocols. The X Window System in
Athena is an example. Protocol-level
compatibility allows a distributed system
10 be based on common protocols for es-
sential system services such as file access,
naming, and authentication. Because Athena
supports this level of ahstraction, the exe-
cution abstraction could be given up and
diverse operating systems would still be
interoperable.

Athena does not address the issue of
application data coherence except through
the X Window System, whichenables each
type of workstation to access its own type
of data representation (for example, byte
order) separately.

Athena distributed-
system model

The distributed-system model for Athe-
na has three major components:

» workstations,
¢ network, and
* scrvers.

The approach taken by the Athena de-
velopers was to implement a set of network
services toreplace equivalenttime-sharing
services, in esscnce converting the time-
sharing Unix model into a distributed op-
erating system.

The network is invisible to the user. All
services appear to be local and are available
to the user with only a single submission of
apassword at fogintime, The actual delivery
of the services is physically distributed
over the system and communicated to the
user transparently over the network.

In concept, any operating system can be
used on components (workstations or
servers) in Athena. To achieve interoper-
ability with the other system components
(and to gain access to the distributed ser-
vices), the components need only support
the Athena protocols for authentication
service, name services, {ile access, and
print service.

To minimize development cost, the
protocols have been implemented only in
Berkeley Unix on all hardware platforms.
A side benefit of supporting only Berkeley
Unix is the minimization of training and
support cost. The computational model seen
by the users. therefore, is Berkeley Unix.

Scalability. The design approaches used
in Athena have improved its scalability by
minimizing demands on scarce resources
in three areas: network bandwidth, mass
storage, and labor.

The campus network was designed with
a backbone using optical fiber and a token
ring protocol running at 10 megabits per
second. Network routers are attached to
the backbone. with each router supporting
one Ethernet configured as an Internet
Protocol subnet. Because of the routers,
raffic local to a subnet does not load the
backbone. This approach gives a good
mcasure of growth capability because as
more workstations are added, more Ether-
net subnets can be added to the backbone.

Athena workstations are dataless nodes;
that is, all workstations have local hard
disks, which reduce paging traffic on the
net. System software file service is repli-
cated on all subnets, so communications
traffic for the loading of system software

COMPUTER

IPR2025-00716
DATABRICKS EX1014 Page 5



remains local to a subnet.

To minimize mass storage, files that
would normally be replicated on a per-
workstation basis are centralized. These
include password files and most contigu-
ration files.

To minimize labor requirements, all
workstations are anonymous and inter-
changeable. They all have the same root
password and the same software configu-
ration. The only unique items are the work-
station name and net address. The initial
loading of software is done over the net.

Reliability. To improve reliability, no
systems other than network routers are
attached to the backbone. This limits the
number and types of problems that can
bring the entire netdown. All other systems
are attached to the Ethernet subnets. As a
general rule, a hardware failure may prevent
the updating of master files for, say. adding
new user accounts or changing the hardware
configuration. However, system operation
can still continue. Subsystems whose fail-
ure would stop system operation, such as
authentication service, name service, or
access to system software, are replicated
with automatic cutover.

Public workstations. Clusters of
workstations are provided at about 40 sites
around campus; students do not have to
walk more than about 10 minutes from any
location to get to a workstation, In addition
to the clusters for student use, several
clusters are dedicated to the development
of departmental instructional software. Any
user can log in to any workstation and gain
immediate access to private files and en-
vironments.

Because public workstations have no
retained state between sessions, the oper-
ations staff can reload the system at any
time with no adverse consequences. By
default the workstations refuse remote
services such as login, to eliminate the
impact of response time on the workstation
user by others who might log in. Private
workstations, generally used by faculty
and staff, retain state between sessions.

Security. The Athena designers assumed
that workstation security cannot be main-
tained. To obtain system security with in-
secure workstations after login, they de-
veloped an authentication service called
Kerberos.

The Kerberos server is a trusted-third-
party, private-key, network authentication
system that validates the identity of indi-
viduals 10 network servers. It is based on
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To minimize
labor requirements,
all workstations are

anonymous and
interchangeable.

the model developed by Needham and
Schroeder.” Time stamps have been added
to that mode! to assist in the detection and
prevention of replay. Kerberos operates
without imposing any additional burden
on the user as a part of the normal login
process.

Kerberos establishes authentication by
securely making and distributing a session
key for each server-client instance. The
particular server then has the responsibil-
ity to use the key in a manner consistent
with its own authentication policy. The
server may clect to (1) not use authentica-
tion, {2) use authentication on the first
request only, (3) use authentication on all
transactions, ot (4) authenticate and encrypt
all transmissions.

Heterogeneity. Since DEC and IBM,
the two major sponsors of the Athena
project, have incompatible workstation
products, the system must support at least
two incompatible workstation platforms.
In addition, multiple gencrations of hard-
ware from cach vendor are not always
compatible. The following minimum
workstation requirements were imposed to
bound heterogeneity and thereby bound
the range of hardware for which instructional
courseware must be developed:

 Ethernet interface,

» one million instructions per second
processing speed,

+ onc million pixel display (mono-
chrome),

« local hard disk of at least 40 mega-
bytes,

« four megabytes of main memory. and

* pointer device (mouse).

At this time Athena does not support
personal computers and other 300,000-
pixel devices. However, some level of sup-
port for such devices is planned for the
future, as described in the section on future
plans.

Interoperability and coherency. Athena
supports both interoperability and coher-
ency. As with the X Window System. the
subsystems in Athena interoperate by us-
ing a number of common network proto-
cols. Unix and C provide a high level of
coherence so that the same application
source code, and most of the system source
code, can be compiled and executed on all
workstations regardless of architecture.

Coherence in Athena includes standard-
ization of three lower-level interfaces:

* network service—the system interface
between the applications and the op-
erating system;

e the applications programming inter-
face—the interface between applica-
tions and the system;

« the user interface-—the interface pre-
sented by applications to users.

To obtain system coherence, the same
operating system and the same communi-
cations protocols were used on both hard-
ware platforms. Berkeley Unix was selected
for its functional power and multitasking
capability. It provides the same virtual
machine interface to applications on all
workstations. From 85 to 90 percent of the
source code for the operating system is
common to the two workstation types.
Essentially all the source code is common
for applications. Separate binaries (com-
piled from the same sources) are supported
for the two workstation types. For com-
munications coherence, TCP/IP was se-
lected 1o implement the same virtual net-
work interface to all applications.

Applications coherence is a much more
difficult problem. It has been handled in
part by supporting a small number of lan-
guages on Athena. Presently supported
languages are C, Lisp, and Fortran.

Another part of the problem has been
solved by a standard windowing system,
the X Window System, developed by the
MIT Laboratory for Computer Science and
by Project Athena. X provides a network-
transparent, device-independent, vendor-
neutral windowing environment.

The user interfaces for the two types of
workstations are as identical as the key-
boards and mouses will allow. X was de-
veloped to provide applications coherence
Lo the human interface. However, X solved
only part of this difficult problem. Recently
the Motif human interface development
environment from Open Software Foun-
dation has been installed to provide a more
powerful level of abstraction in obtaining
user interface coherence.

In a similar manner, standard applica-
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Figure I. Athena system model.

tions including a 2D drawing package
(GKS), a text editor (Gnu EMACS), a
spreadsheet, a laboratory data management
system, and a document formatter have
been adopted.

Since the two different workstation ar-
chitectures support two different floating-
point and byte orders, the system must
handle these differences in a method
transparent to users. Fach workstation
knows its own type (VAX or IBM RT).
Separate sets of binaries are stored for each
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system type. Text file formats arc the same
for both hardware platforms, When binary
data are accessed. cach workstation type
accesses its own type based on data from
the name scrver.

Affordability. To achieve affordabili-
ty, the designers decided to use centralized
management and support of the system
even though the hardware was distributed.
Experience with Athena has indicated that
centralized management and support pro-

vide significant benefits in reduced sup-
port cost and improved quality of services
compared to distributed management and
support. (Jtistrue, of course, that distribut-
ed management can sofve political and
organizational problems that the centralized
approach cannot solve as casily).

Athena system design

The Athena system design views the
entire hardware complex of (up to 10,000)
waorkstations. file servers, communications
servers, and printers as a single, unified
distributed system (as described earlier).
The system is diagrammed in Figure 1. 1tis
nctwork oriented; workstations attached to
the network are identical in software
configuration. They communicate with a
variety of network servers, which provide
services to users. Because all services pro-
vided are network services, they are avail-
able to all users without regard to location.
They include

* pame service,

s file service,

« printing,

= mail,

« real-time notification.
* service management,

* authentication, and

« installation and update.

Files that would normally be provided at
every workstation are centralized, with a
small number of copies to provide fail-soft
capability and improved performance.

Service management. The configura-
tion management of large numbers of
workstations and servers is very labor in-
tensive and cannot be done effectively by
manual means. Thercfore, Project Athena
has developed a service management sys-
tem called Moira to automate much of the
routine management task. Moira includes
a central database of system control and
configuration information, tools for ma-
nipulating that information, and tools for
updating the services to conform to the
database. Examples of types of informa-
tion stored in Moira include disk quotas, all
hardware configuration files, allocation of
individuals 1o post offices, and access con-
trol lists.

The use of « centralized database has
proved both effective and economical be-
cause each piece of data is stored only
once, is easily updated, and is subject to
fine-grained access control.
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Namte service. In time-sharing systems
names arc resolved (typically ) into addresses
by means of configuration files. These files,
which reside in each node, tend to be rel-
atively static. This static approach is not
appropriate for meeting system needs for
dynamic reconfiguration in workstation
networks. Also, it wastes storage if repli-
cated on all workstations.

The purpose of the Athena name server,
called Hesiod, is to allow centralized. dy-
namic linkage between names and objects.
For example. Postscript printing for the
third floor of building E40 might initially
be provided by a printer named Nil at
address “ps.mitedu.” If, at some later
time, this service were moved to a different
printer at address “lgp.mit.edu,” it would
not be feasible to update a configuration
file on cach of 10,000 workstations to re-
flect the change. Instead, the name server
provides a single, centralized location for
the configuration file for all workstations,
thus providing very significant savings in
storage and making changes in system
configuration manageable with minimal
labor.

Hesiod includes the Berkeley bind name
server with some extensions. Hesiod pro-
vides information on users, location of
user private files, mail delivery addresses.
and locations of network services such as
authentication and printing.

Hesiod is updated by the central system
database (maintained by the Moira service
management system) every few hours and
in effect represents a fast front end to the
Muoira database.

Authentication service. System soft-
ware (except for the kernel) is not kept on
the workstations; they tunction as dataless
nodes. When a user logs in. new system
software is down-loaded from a secure
network file server, thus assuring a validated
initial operating system.

When the user logs out, a program called
roehold deactivates the workstation. All
attached file systems are detached. All
temporary storage areas are cleaned out
and the window system is terminated. No
network connections (for example, to ex-
ternal file scrvers) are retained. Several
other housekeeping activitics are performed.
such as the destruction of any tokens of
authenticity created for the previous user.
Finally, the next login is solicited by a
“Press any key” prompt. If a ncw system
library is loaded onto a server while the
workstation is deactivated, it will be used
at the next login: this deactivation-activa-
lion cycle provides an en masse software
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Figure 2. Kerberos informaticen flow.

update of the nonresident portion of the
system.

When the key depression is received,
toehold executes a shell script that attaches
the system libraries from RVD (described
in the next section) and starts the X Win-
dow System. A login window then is acti-
vated for the user and login is solicited.

Login proceeds with the user submitting
username and password. The user is au-
thenticated transparently by the Kerberos
authentication server, which obtains infor-
mation aboul the user from the Hesiod
name server. The user home directory is
then attached from the appropriate file
server. The Zephyr real-time notification
service (described later) is activated and a
Zephyr windowgram client is started. Lo-
gin continues with the usual execution of
the login files.

Subsequently. Kerberos authenticates the
identity of the user to the desired service in
a fully transparent manner through the
use of encrypted “clectronic credentials.”
The general information flow in Kerberos
is shown in Figure 2. Kerberos only estab-
lishes identity (authentication) and does
not become involved in the decision of
whether an individual is allowed to use
a specific service (authorization). The
normal Unix mechanisms are used for
authorization.

Two types of credentials are generated
by Kerberos: tickets and authenticators. A

ticket is used to securely transmit the iden-
tity of an individual to a server and to
sccurely exchange atemporary sessionkey.
The authenticator contains additional in-
formation that a server can compare {0 the
ticket to prove that the user presenting the
ticket is the same one to whom the ticket
was issued.

File service. Athena workstations are
dataless nodes supported by cxtcnsive file
service. Athena has three different file ser-
vices and in principle supports an arbitrary
number of other file services. One service,
Remote Virtual Disk (RVD). holds read-
only files such as system software libraries
and some applications software. Another,
Sun NFS. holds read/write files. The third,
AFS, also holds read/write files but is es-
pecially useful for files used for coopera-
tive work.

On user request additional file systems
can be mounted via the attach command.
File systems are named objects. Hesiod
resolves the names to location, type. and
mount point. User customization of the
name space is an important capability.

RVD. Workstation software includes a
considerable amount of library software.
Storing this sofiware on each individual
workstation might improve performance
but would lead to excessive cost and would
greatly complicate the software update and
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software integrity problems. Providing the
library software in its eatirety would re-
quire large local disk resources. Outboard
file scrvice. however, must be able to sup-
port high enough client-to-server ratios
that a high degree of redundancy is prac-
tical.

To solve these problems, Athena uses
RVD™ to store system software libraries.
RVD was originally developed at the MIT
Laboratory for Computer Science and sub-
sequently enhanced in Project Athena. RVD
supports logical “packs™ on network server
machines that appear to a workstation to be
the same as local physical disk packs. All
file system information is maintained by
the workstation, and the RVD servers sim-
ply deliver requested disk blocks. AnRVD
pack may be used by many workstations in
a read-only mode or by a single worksta-
tion in an cxclusive rcad/write mode. Be-
cause of the efficiency of the block-level
service. an RVD server can support about
10 times as many users as a generalized
file server. Athena provides this system
library service redundantly on a per-subnet
basis.

NFS. An Athena design requirement is
location independence, so that any user
canuse any workstation. NFS provides the
capability for private user files to be avail-
able at any workstation. Private files are
allocated as “lackers.” Lockers are stored
on network file servers distributed across
the system, but they appear to the userin a
single, local file directory. The files must
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be explicitly attached to the workstation
file bierarchy, but this is done transparent-
ly by .login for home directories. Normal
NFS security and privacy facilities are pro-
vided.

Printing. Conventional time-sharing
systems provide local printing. The use of
this model in a workstation environment
creates two problems: print queuing and
printer configuration.

Unix normally queues the print file on
the workstation, with no indication of
whether the requested printer is accepting
jobs. 1f the user logs off, the next user may
trash the spooled file before it gets printed.
The possibility also exists that the spooled
file will never get printed becausc the printer
is not accepting jobs. Finally, sending a
print request to a particular named printer
is an arbitrary limitation on the manner in
which the print request is eventually ser-
viced.

In Athena the [pr Berkeley print spooler
has been modified 1o queue the print file at
the remote print server. If the printserveris
not available. an immediate error message
is generated.

A second problem is the configuration
problem, which is similar to the password
problem. The prinrcap file would normally
be stored on every workstation in a static
form. Athena has moved the printcap
function to the Hesiod name server. per-
mitting configuration control to be sepa-
rated (logically) from the print service lo-
cation.

Electronic mail. In a time-sharing
system, users send mail to remote individ-
uals by using a mail address of
“username @absolute-path-name” orto fo-
cal individuals by using an address of sim-
ply “username” with the remainder of the
address as a default. An Athena require-
ment is that any user can use any worksta-
tion. Therefore, absolute path names are
not appropriate because individuals are not
limited to one system.

The approach developed for Athena.
shown in Figure 3, combines the best of
local and remote approaches. All individu-
als are addressed as though they were lo-
cal, without using a machine name. The
mail is sent to a central mail hub and then
to a “post office,” where the mail is queued
until the addressee decides to pick it up.
The addressee picks up the mail by trans-
ferring it from the addressee’s post office
(based on Hesiod information) to the ad-
dressee’s private (NFS) mail file (also based
on Hesiod information). The addressee then
can read, write, and edit mail from any
workstation justas if everything were actu-
ally local.

Toaccomplish this, Athena uses the Mail
Handler (MH) mail system. An improved
graphical front end (called XMH) based on
the X Toolkit has been added to MH so that
all commands are entered through mouse
selection of active objects instead of the
command line interface. The Post Office
Protoco! utitized by MH has been retained
and modified to require the use of the
Kerberos authentication server. Multiple
postoffice servers are provided as required
for load management and reliability. MH
uses information inthe Hesiod name server
to select the proper post office for each
individual. All changes to MH to support a
distributed system are transparent to the
user. and the user uses the software as if it
were on a single, centralized time-sharing
system.

Users outside of Athena can also send
mail to individuals within Athena as
if it were a single, centralized system.
They send mail to the address
“username @athena.mit.edu.” This mail
goes to the mail hub and is distributed by
the sarme mechanism as internal mail.

The mail hub also handles distribution
lists within Athena. At this time there are
400 mailing tists, and a total of 9,000 mail
messages per day cross the hub. These
9,000 messages are handled by three post
office servers supporting the 10,000 users.

Real-time notification. There are occa-
sions when real-time notification is use-
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ful—for example, when new mail has ar-
rived or when a file server is going to be
taken out of service temporarily. Real-time
notification is easily accomplished on a
centralized time-sharing system because
the identities of all individuals logged in
are available in a single location. In a
distributed system it is much more difficult
because there is no central file holding this
information. nor can the workstation’s re-
port of this information be naively trusted.
To meet this need, the Athena project
has developed a real-time notification ser-
vice called Zephyr. With this system a user
can send a message immediately by using
a single command. without knowing the
Tocation of the intended recipientoreven if
the recipient is logged in. Zephyr searches
the active workstations to locate the re-
cipient, and if the recipient is logged in.
immediately creates a popup window with
the message. The recipient can select classes
of Zephyr messages of interest and suppress
the rest. This capability operates within the
constraints of privacy and permission.

On-line consulting. An on-line con-
sulting system, olc, which permits users to
direct questions to consultants or other
expert users logged in elsewhere on the
network, has been developed for Athena. A
setof stock answers is maintained for quick
response tocommon guestions. The student
can access the answers through a menu
system, and the consultants can return a
standard answer electronically if appro-
priate. If the consultant is not available,
questions are automatically queued. If a
question is difficult or remains unanswered
when the user logs out, the answer may bc
returned by electronic mail.

Discuss. Discuss is an electronic con-
ferencing system that allows Athena users
to communicate easily and effectively on
specific subjects. At present about 100
concurrent electronic meetings are in
progress. The discuss program is authen-
ticated by Kerberos and uses Zephyr to
send real-time new-lransaction announce-
ments. The system evolved from an earlier
one called forum, supported on Multics.

System software
development

To support coherence at the application
programming interface, most of the source
code for Athena’s operating environments
is the same on the two different workstation
platforms. The source code is partitioned
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into a machine-independent section (the
applications and most of the operating
system) and a machine-dependent section
to simplify the system-building process.

The basic operating system softwarc used
on all Athena workstations and servers at
this time is BSD 4.3, with machine-de-
pendent software (such as device drivers)
supplied by the manufacturers. The stan-
dard Berkeley distribution is augmented
by several third-party software packages
and local Athena modifications and ad-
ditions.

To maintain control of the software
configuration, all software is completely
built from source code about once a year,
Modules are updated three or four times a
year,

The new source code for the Athena
distributed services is about 20 Mbytes.
The total amount of source code for the
Athena system, including Unix, the Athe-
na distributed services, and applications,
amounts to 400 Mbytes. The source code is
structured into a hierarchy of about 1.300
makefiles and generates 12,000 binary
modules.

To control the labor content and quality
of the development, management, and
support of this large amount of source
code. the Athena project developed or
imported a number of software tools, in-
cluding

* prot_sources—to manage access priv-
ileges;

« rrack (like rdist)—to manage distrib-
uted files;

o maksry—a script set to convert work-
station software to servers.

Prot_sources gives a measure of protec-
tion against aborts of system builds due to
lack of access privileges. It allows soft-
ware developers to start a build at any time
without using root access and its lack of
protection. Prot_sources provides four
categorics of protection: writable, execut-
able, locked, and unlocked. It traverses the
400 Mbytes of source code in about 1.5
hours. reporting on its actions as they oceur.

Track creates a local file containing the
update status of all the distributed files
used for the systern build. After the local
file is complete, the system build process
can compare local copies to the update
status contained in track instead of com-
paring against remote files, thus saving
thousands of remote file accesses.

Ideally, all software update should be
entirely automatic and should propagate to
all workstations essentially simuitaneous-
ly. Tools to do this in Athena are available
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for nonkerne) code but not for kernel code.
Presently. changing the kernel requires that
each individual workstation be visited and
the kernel loaded from a floppy disk (the
“roller skate” approach). Work on auto-
mating the update of workstation kernel
software is proceeding.

The makesrv tool builds scrver systems
(such as printers and name servers) as
moditications of a standard workstation
system. The workstation software is ini-
tially instatled on servers. Building a serv-
er from a workstation then becomes a stan-
dard operation. Makesry can build the
server types of NFS. Hesiod, Kerberos.
Moira, olc, RVD, Zephyr, discuss, and
Printer (the server portion of {pr}.

Future plans

Becausc of thesignificant value of Project
Athena to its two industrial sponsors,
funding has been committed through June
1991, The following new initiatives are
planned for the distributed system during
the remainder of the project:

« Mave to private ownership. Todate, all
Athena workstations are owned by MIT
and are made available to students and
faculty at no cost. When the price of a
workstation meeting Athena standards drops
to an appropriate level (currently seen as
$3.000). MIT may scll workstations to stu-
dents and faculty through the Microcom-
puter Store. Eventually the numbcr of
workstations supported (primarily private-
ly owned} will approach 10,000. The net-
work, servers, and infrastructure must scale
transparently inaccordance with the number
of workstations.

« Shift 10 supported software. The strat-
cgy of Athenais to move away from Berke-
ley Unix to a vendor-supported Unix. Since
both major sponsors belong to the Open
Software Foundation, the OSF/1 operating
system looks attractive. (Project Athena
also belongs to the Open Software Foun-
dation and has arcscarch grant relationship
with it).

« Automate software update and integri-
tv checking. Installation of a new version
of the system software is a major under-
taking because it requires a visit to every
workstation. Tools to install a new version
of the system softwarc over the network
and to verify its integrity after installation
are now being developed.

« Provide dynamic network reconfigura-
tion. One of the most common problems in
Athena workstation installation is the in-
stallation of an incorrect lnternet address.
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Experiments arc underway to assign this
address at boot time. In addition, when
Athena begins to allow privately owned
workstations, it must be possible for a user
to unplug from one network connection and
reconnect at a new location without notify-
ing the network administration. Work on
dynamic reconfiguration is also in process.

* Support personal computers. The
widespread availability of personal com-
puters with screen resolutions of 300.000
pixels makes them attractive. The degree
of support and methods of support arc now
being investigated.

* Deployto other universities. Partof the
original vision of Project Athena was that
the system be available at no cost to other
research labs and universities once it is
fully opcrational. In late 1988 part of the
system was installed at DEC’s Cambridge
Research Laboratory. In early 1989 the
entire distributed system was installed at
Bond University. a new, private university
in Australia. Subsequently, parts of the
system have been installed and are in use
at fowa State University, the University
of Massachusetts at Amherst, New York
University, the University of Texas at
Austin, North Carolina State University,
and the University of California at Santa
Cruz. Other installations are now being
considered. W
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