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The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to

publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Decision Granting Request for
Prioritized Examination
(Track I or After RCE)

Application No.:14/984,422

2.

THE REQUEST FILED _December 30, 2015 IS GRANTED.

The above-identified application has met the requirements for prioritized examination
A. [X foran original nonprovisional application (Track ).

B. [ for an application undergoing continued examination (RCE).

The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A.
B.

T ommoo

l.

Telephone inquiries with regard to this decision should be directed to Kimberly Inabinet at 571-272-4618.

/Kimberly Inabinet/ Paralegal Specialist, Office of Petitions

filing a petition for extension of time to extend the time period for filing a reply;
filing an amendment to amend the application to contain more than four independent

claims, more than thirty total claims, or a multiple dependent claim;
filing a request for continued examination;

filing a notice of appeal;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing of a final Office action;

completion of examination as defined in 37 CFR 41.102; or
abandonment of the application.

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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Application No. 14/984,422

This application is being forwarded to your office for
further processing. A decision has been rendered on a
petition filed in this application, as indicated below.
For details of this decision, please see the document
PET.OP.DEC filed on the same date as this document.
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PATENT APPLICATION

REMOTE CONTROL OF FLUID-HANDLING DEVICES

CROSS-REFERENCE TO RELATED APPLICATIONS

[001] The present application is a continuation of U.S. Patent Application 14/147,190, filed 03
January 2014, titted REMOTE CONTROL OF FLUID-HANDLING DEVICES, which is a
continuation of U.S. Patent Application 13/708,557, issued as U.S. Patent 8,649,909, filed 07
December 2012, and titled REMOTE CONTROL OF FLUID-HANDLING DEVICES, the entire

contents of each of which are hereby incorporated by reference for all purposes.

BACKGROUND OF THE INVENTION

1. Field of the Invention

[002] The present invention relates generally to fluid-handling devices and, more specifically,

to remote control of fluid-handling devices.

2. Description of the Related Art

[003] Fluid-handling devices, such as valves, pumps, and various other forms of process
equipment, in many use cases, are widely geographically distributed. For example, when such
devices are used to extract petroleum products from an oil well, the associated fluid source or
receptacle may be in a relatively remote location, as oil wells are generally distributed relative to
one another and located remote from metropolitan areas. Similar issues arise in relation to petro-
water disposal facilities, re-injection facilities, and petroleum pumping stations, all of which tend

to be geographically distributed and include fluid-handling equipment.

[004] When monitoring or controlling such sites, it can be time-consuming and expensive for a
technician to manually adjust or otherwise control fluid-handling devices, as the technician will

incur costs and delays by traveling to the device to make adjustments or gather data in person.
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And these adjustments and inspections often occur relatively frequently, as process conditions

and market demand fluctuate, thereby further increasing costs.

[005] Some systems exist for exercising remote monitoring of fluid-handling devices, such as
various supervisory control and data acquisition (SCADA) systems, but many of these systems
fail when a network connection is lost. Remote logic controlling such systems generally ceases
to exercise control when the remote logic is disconnected in the event of a network failure.
Further, some SCADA systems require the installation of special-purpose software on a
computing device in order to exercise control remotely, which tends to deter users from
exercising remote control of fluid-handling devices due to the burden of configuring each

computer from which remote control is exercised.

SUMMARY OF THE INVENTION

[006] The following is a non-exhaustive listing of some aspects of the present techniques.

These and other aspects are described in the following disclosure.

[007] In some aspects, the present techniques include a system for remotely controlling fluid-
handling device of an oil well, a petro water disposal or re-injection facility, or a petroleum
pumping station, the system including: an input/output module operable to communicate with a
fluid-handling device; a network interface; memory; and one or more processors
communicatively coupled to the input/output module, the network interface, and the memory,
wherein the memory stores instructions that when executed by the processors cause the
processors to effectuate steps including: receiving, via the network interface, from a remote user
device, a command to change a state of the fluid-handling device to a target state; translating the
received command into a translated command operative to cause a local controller of the fluid-
handling device to drive the fluid-handling equipment to the target state, the local controller
being responsive to the command and feedback from the fluid-handling device indicative of
whether the fluid-handling device is in the target state; and sending the translated command to

the local controller..

[008] Some aspects include a tangible, non-transitory machine-readable medium storing

instructions that when executed by a data processing apparatus cause the data processing
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apparatus to perform operations including: receiving, via the network interface, from a remote
user device, a command to change a state of the fluid-handling device to a target state;
translating the received command into a translated command operative to cause a local controller
of the fluid-handling device to drive the fluid-handling equipment to the target state, the local
controller being responsive to the command and feedback from the fluid-handling device
indicative of whether the fluid-handling device is in the target state; and sending the translated

command to the local controller.

[009] Some aspects include a process, including: receiving, via the network interface, from a
remote user device, a command to change a state of the fluid-handling device to a target state;
translating the received command into a translated command operative to cause a local controller
of the fluid-handling device to drive the fluid-handling equipment to the target state, the local
controller being responsive to the command and feedback from the fluid-handling device
indicative of whether the fluid-handling device is in the target state; and sending the translated

command to the local controller.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above-mentioned aspects and other aspects of the present techniques will be better
understood when the present application is read in view of the following figures in which like

numbers indicate similar or identical elements:

[0011] Figure 1 illustrates an example of a command-center server and site master-controller in

accordance with some embodiments;

[0012] Figure 2 illustrates an example of a process by which remote control of fluid-handling

devices is exercised in accordance with some embodiments; and

[0013] Figure 3 illustrates an example of a computing device by which the hardware and

processes of Figures 1 and 2 may be implemented.

[0014] While the invention is susceptible to various modifications and alternative forms, specific
embodiments thereof are shown by way of example in the drawings and will herein be described

in detail. The drawings may not be to scale. It should be understood, however, that the drawings
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and detailed description thereto are not intended to limit the invention to the particular form
disclosed, but to the contrary, the intention is to cover all modifications, equivalents, and
alternatives falling within the spirit and scope of the present invention as defined by the

appended claims.
DETAILED DESCRIPTION OF CERTAIN EMBODIMENTS

[0015] Figure 1 illustrates a computing environment 10 having a control system 12 that, in some
implementations, addresses some or all of the above-mentioned deficiencies in certain SCADA
systems for exercising remote control of fluid-handling devices. As explained in greater detail
below, the control system 12 of this embodiment includes a command-center server 14 and site
master-controllers 16 (specifically, in this example, three such site master-controllers 18, 20, and
22) that cooperate to facilitate remote control at a fluid-handling site 24 from user devices 26 or
28 via the Internet 30. Each site master-controller 16 may be co-located with a corresponding
fluid-handling site 24 and, in some embodiments, may include logic that implements remotely
issued commands, such that once a command is issued from user devices 26 or 28 and received
at a site master-controller 16, the site master-controller 16, in some embodiments, executes the
command to completion, even if Internet access is lost before the command is fully executed.
Further, the site master-controller 16 of some embodiments may be operative to translate
commands into various device-specific protocols, such that a single implementation of the site
master-controller 16 is relatively versatile regardless of the type of fluid-handling device being
controlled. And in some implementations, the command-center server 14 may be operative to
present a command interface and receive commands via a web interface in a web browser on
user devices 26 and 28, such that fluid-handling devices can be controlled remotely without the
need to install special-purpose software on the computing device through which remote control
is exercised. It should be noted, however, that not all embodiments provide all of these benefits,
as various engineering and cost trade-offs are envisioned, and some embodiments may provide

other or none of these benefits.

[0016] In some embodiments, the command-center server 14 includes a web server 32, a data
store 34, and a site server 36. The command-center server 14 may act as a central node through

which any of a plurality of user devices, such as user devices 26 and 28 (e.g., laptops, tablets,
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desktop computers, smartphones, and the like), issue commands to any of a plurality site master-
controller 16, provided that such access is authorized. Only two user devices and three site
master-controllers are shown for simplicity of explanation, but implementations including
substantially more of each are envisioned, such as more than several hundred or several thousand
user devices and more than several hundred or several thousand site master-controllers, for
example. That said, embodiments are also consistent with a single user device and a single site

master-controller.

[0017] The illustrated web server 32 may be operative to send instructions to present a control
interface on the user devices 26 and 28, for example in a web browser on an operating system
executed by processors and stored by memory of the user devices 26 or 28. The web server 32
may be operative to receive a request for such an interface from one of the user devices 26 or 28,
send instructions (for example HTML JavaScript, and cascading stylesheets) to the user devices
26 that when rendered in a browser of the user devices 26 or 28, presents the control interface.
The control interface may include buttons, text-input fields, and the like, that when interacted
with by a user (e.g., touching, clicking, keying in text, and the like) generated events handled by
the control interface and which cause corresponding commands to be sent from the user devices
26 or 28 to the command-center server 14. Other embodiments may have a special-purpose
application executing on the user devices 26 and 28 for presenting the control interface and
sending commands to the command-center server 14, e.g., a smartphone app that communicates
via a web-based application program interface. The command-center server may interact with the
user devices 26 and 28 via an Internet Protocol (IP) address of the command-center server and a
port, such as port 80, which may be different from a port by which the command-center server
14 communicates with the various site master-controller 16, as described below, to keep traffic

from the different components separate.

[0018] The web server 32 may also be operative to send instructions to present reports, and
interfaces by which such reports are selected, to the user devices 26 or 28 responsive to user
requests for such information or interfaces. As explained in greater detail below, the site master-
controller 16 may report various process data, and the web server 32 may present this process

data to users upon request. This process data may be stored in the data store 34.
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[0019] In the data store 34 of some embodiments, the site master-controllers 16 may be
organized according to user accounts, with each site master-controller 16 corresponding to at
least one user account and some user accounts corresponding to multiple site master-controllers
16, as some users may have, for example, a plurality of oil wells or other facilities which the user
wishes to control or monitor. In some embodiments, the data store 34 includes a plurality of
account records, each account record having one or more user names, one or more user
passwords, billing information (e.g., billing address, subscription price, and invoicing data), and
identifiers of one or more site master-controllers (e.g. an IP address of each site master-
controller) with which users under the corresponding account are authorized to interact (e.g.,
issue commands or view reports of data from the site master-controller). The data store 34 may
encode such arrangements of data in a variety of formats, including a relational database,
program state, hierarchical key-value pairs, a flat file, or other information encoded in a tangible,

non-transitory, machine-readable medium, such as a hard drive or random access memory.

[0020] The illustrated site server 36 may be operative to interface between the command-center
server 14 and the site master-controllers 16 by directing commands received via the web server
32 to the site master-controller 16 to which the command is addressed and receiving process data
from the respective site master-controllers to be stored in the data store 34 or presented to the
users via the web server 32. In some embodiments, the site server 36 is operative to receive a
command via the web server 32, identify an IP address of the site master-controller 16 to which
the command is addressed, and send the command to the respective site master-controller 16, for
example via an IP address of the command set center server (which may be the same as that of
the web server 32 or different) and via a port of the command-center server 14 (which may be

different from a port used for the web server 32, or some embodiments may use the same port).

[0021] The data store 34, web server 32, and site server 36 may be co-located, for example in a
single computing device, or these components 32 and 34 may be distributed across a number of
computing devices, either co-located or physically distributed. The web server 32 and site server
36 may be operative to issue queries to the data store 34 to implement requests from the user
devices 26 or 28, and the web server 32 may communicate with the site server 36 to effectuate

commands.
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[0022] In some embodiments, each site master-controller 16 controls a respective fluid-handling
site 24 (only one of which is shown for site master-controller 18, though each of the other site
master-controllers 20 and 22 may be associated with their own, differently located fluid-handling
site, or some sites may have multiple site master controllers). The site master-controller 16 may
receive commands from the command-center server 14 and implement those commands to
completion, for example without further feedback to, and control signals from, the command-
center server 14, such that the command can be executed even if a network connection to the
command-center server 14 is temporarily lost. Further, the site master-controller 16 may be
operative to report process data to the command-center server 14 for storage in the data store 34

and presentation via the web server 32 on user devices 26 and 28.

[0023] In some embodiments, the site master-controllers 16 are physically located at an
associated fluid-handling site 24. For example, the site master-controller 18 may be connected to
the fluid-handling site via a private network through which communications are sent without
passing through the public Internet, and in some cases, the site master-controller 18 may be
within a mile of the fluid-handling site 24, to give one example of co-location. The site master-
controllers 16 may be geographically remote from one another, the command-center server 14,
and the user devices 26 and 28 (each of which may also be remote from one another). For
example, each of these components may be more than 1 mile from one another or not connected
to one another via a private network. In some cases, though, some sites may have multiple site

master-controllers co-located at a single site or some user devices may be co-located.

[0024] To execute commands at the fluid-handling site 24, the site master-controller 18
translates the received commands into a protocol appropriate for a corresponding fluid-handling
device 38 (identified individually by reference numbers 40, 42, 44, 46, and 48). Accordingly, the
features of the fluid-handling site 24 are described before addressing internal components of the
exemplary site master-controller 18 to explain the environment in which the site master-

controller 18 operates.

[0025] In this embodiment, the fluid-handling site 24 includes a plurality of fluid-handling
devices 38 that are fluidly coupled to a fluid source 50 or a fluid receptacle 52, such that fluids

(e.g., liquids or gases) can flow to, from, or through the respective fluid-handling device 38. The
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illustrated embodiment includes five fluid-handling devices, but other embodiments may include

different numbers of such devices coupled to the various site master-controllers 16.

[0026] The fluid-handling devices may be any of a variety of different types of devices that
handle fluids. For example, the fluid-handling devices may be a valve, a pump, a process
chamber (for instance a oil/water separation tank), or a process filter, or level switch. In some
cases, the fluid-handling device may include an actuator, for instance an electric motor or a
hydraulic drive, by which fluid flow or other parameters are manipulated, a sensor 56 by which
process parameters are measured, or a local controller 58 by which power to the actuator 54 is
modulated. Fluid-handling devices 38 may include a variety of types of sensors, for instance, a

temperature, viscosity, flowrate, fluid level, pressure, conductivity, or other parameter sensor.

[0027] The illustrated fluid-handling device 40 is shown with feedback control of the actuator 54
by the local controller 58 based on measurements from the sensor 56, but other embodiments
may include an actuator with feed-forward control, including actuators controlled by an on-off
switch without sensor feedback. The local controller 58 may be operative to receive a command
to drive the actuator 54 from a current setpoint to a target setpoint and control the flow of power
(e.g. hydraulic or electric power) to the actuator 54 to implement the requested change of state.
For instance, the controller 58 may receive a command to change a speed, pressure, or flowrate
of a pump and may respond by increasing or decreasing a flow of electric or hydraulic power to
an electrical or hydraulic motor driving such a pump. Or the controller 58 may receive a
command to open or close a valve and, in response, may increase or decrease a flow of electric

or hydraulic power to a corresponding actuator that opens or closes the valve.

[0028] In some cases, the local controllers 58 may have relatively limited processing power,
such that more complicated changes in state are executed responsive to multiple commands to
the respective fluid-handling device 38. For example, a fluid-handling device 38 with feed-
forward control may receive a command to adjust to a target setpoint, return sensor data to the
site master-controller 18, and received a subsequent command to adjust further based on a
determination made by the site master-controller 18 based on the sensor data. In another
example, a stuck-valve may be loosened by a series of commands issued from the site master-

controller 18 causing a local controller 58 to oscillate between states, working the stuck-valve
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loose. Similarly, shocks to up-stream or down-stream fluid-handling devices may be mitigated
by a series of commands gradually changing the state of a given fluid-handling device, for
instance gradually ramping up or down the speed of a pump or gradually opening or closing a
valve. In some embodiments, an action that affects the system, yet originates from outside the
system, may use logic from a controller in the local system, such as a relatively drastic or rapid
reduction in a specific tank level, which may indicate that a leak in a tank may exists, and the

outside logic may provide which tank is experiencing the leak.

[0029] The site master-controller 18, in some embodiments, communicates with the fluid-
handling devices 38 via a plurality of control buses 60 (individually labeled as 62, 64, and 66).
Each control bus 60 may be operative to convey commands to one or more of the fluid-handling
devices 38 using a different protocol. In this example, control bus 66 communicates with fluid-
handling devices 42 and 40, control bus 64 communicates with fluid-handling device 44, and
control bus 62 communicates with fluid-handling devices 46 and 48, but this arrangement is
merely exemplary, and other embodiments may include more or fewer control buses, more or
fewer fluid-handling devices per control bus, and more or fewer control buses per fluid-handling
device. The control buses 60 may be serial or parallel control buses conveying digital or analog

signals.

[0030] In one particular implementation, intended to serve merely as an example, the control bus
66 conveys commands and data using a serial communication protocol, such as the Modbus
remote terminal unit (RTU) protocol, in which commands and other data are encoded in binary
signals packaged in frames having redundant bits for detecting errors. The fluid-handling devices
40 and 42 on the bus 66, in this example, each have a unique address on the bus 66 by which
commands from the site master-controller 68 are addressed to specific fluid-handling devices 40
or 42, and these addresses may be stored in memory of the site master-controller 18 as described
in greater detail below. In some examples, site master-controller 18 acts as a master device on
the bus 66, controlling which devices are permitted to transmit signals on the bus 66 at a given
point in time. In this example, the fluid-handling devices 42 and 40 may include a bus interface
that detects when a command is addressed to the respective fluid-handling device and stores the
command for further processing, for example by a local controller 58 that implements the

command. For example, fluid-handling device 40 may be a pump, and the bus 66 may convey
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commands to the local controller 58 to increase the speed of the actuator 54, for example an
electric motor speed, to increase a pumping flowrate or pressure. In another example, the site
master-controller 18 may issue a command on bus 66 to fluid-handling device 40 to return a

value sensed by sensor 56, for example a measured pump speed, pressure, or flowrate.

[0031] In another aspect of this particular exemplary implementation, the bus 64 conveys a
single value, for example a binary on/off value encoded in a voltage or current, or an analog
control signal, encoded in a current or voltage, to one fluid-handling device 44 via a single wire
(or pair of wires, if a reference different from ground is used). In some cases, the value may be a
voltage ranging from O to 5 V, or some other range, in which a relatively low voltage, below a
threshold, corresponds to an off signal, and a relatively high voltage, above a threshold,
corresponds to an on signal. In some cases, the same command may be conveyed to multiple
fluid-handling devices connected in series or parallel, or multiple commands may be conveyed
by multiple wires in parallel to a single fluid-handling device or multiple fluid-handling devices,
for instance one on-off signal per fluid-handling device. As explained in greater detail below,
one or more instances the bus 64 may connect to a data acquisition board of the site master-
controller 18 for manipulating voltage or current to encode commands. In one example, the bus
64 conveys a binary value to a local controller for a valve actuator as a voltage-high or voltage-
low signal, commanding the valve to open or close, respectively. In some cases, instances of the
bus 64 may also return data to the site master-controller 18, for example as an analog signal
indicating the state of a sensor. In some embodiments, instances of the bus 64 may connect to
sensors on fluid-handling devices that are also connected to the bus 66 or the bus 62, e.g.,

returning sensor values, while the other buses convey commands.

[0032] In another aspect of this particular exemplary implementation, the bus 62 is an Ethernet
bus, forming a private local area network by which the site master-controller 18 communicates
with fluid-handling devices 46 and 48 via the Ethernet protocol. Examples of various forms of
constraints and set point targeting that might be implemented with such communication are
described below with reference to local controllers. In this example, data is conveyed in frames
of binary data, and each of the site master-controller 18 and the fluid-handling devices 46 and 48
are associated with a respective network address that, when included in such a frame, indicates

that the frame is addressed to the associated device. Frames may include redundancy to detect
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corrupted frames, and access to the bus 62 may be controlled in a distributed fashion, by each
device sensing whether a transmission by the device caused a collision on the bus 62, e.g., using
carrier-sense multiple-access techniques with collision detection. In this example, fluid-handling
devices 46 and 48 may include network interfaces, such as network interface cards or integrated
devices that detect frames addressed to the corresponding fluid-handling device 46 or 48, capture
the frames, and store commands encoded in the frames (e.g., in a buffer) for subsequent
processing by a local controller. Similarly, the fluid-handling devices 46 and 48 may return data
to the site master-controller 18, for example data from sensors of the fluid-handling devices,

using the Ethernet protocol.

[0033] As noted above, the site master-controller 18, in this embodiment, like the other site
master-controller 20 and 22, is operative to receive commands from the command-center server
14 and translate those commands in accordance with both protocols of the respective buses 62,
64, or 66 and command formats supported by the fluid-handling devices 38 (e.g., command
codes, on-off signals, application-program interfaces, and the like, depending on the device). To
this end, in this embodiment, the site master-controller 18 includes a network interface 68, a site
management module 70, a protocol multiplexer 72, command translators 74 (individually labeled
as 76, 78, 80), controllers 82 (individually labeled as 84, 86, 88, 90, 92, and 94), and input/output
modules 96 (individually labeled as 98, 100, and 102). The site master-controller 18 may also

include a report buffer 104 that stores data to be reported back to the command-center server 14.

[0034] The illustrated network interface 68 is operative to communicate with the command-
center server 14 via the Internet 30 (e.g., via the Internet and other networks, such as a local area
network, a cellular network, or the like). In some embodiments, the site management module 70
communicates with the network interface 68 via application program interfaces of an operating

system in which the site master-controller 18 is executed.

[0035] The illustrated site-management module 70 is operative to coordinate the operation of the
other components of the site master-controller 18. In some cases, the site management module 70
monitors a network socket defined by an Internet protocol address and port of the site master-
controller 18 and handles events, e.g., incoming commands, from the network socket. In some

embodiments, the site-management module 70 is implemented with multiple threads, in a system
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in which one thread sends and receives data request; one thread controls and monitors the current
state of the system, causing other threads to be synced with current information; one thread
writes to writeable devices (e.g., devices having memory) to set the target state of each device;
one thread that handles server interaction for updating and receiving; one thread that handles user
interaction (e.g., presenting interfaces on an local display, receiving user input, and handling

events from such input); and one thread that eliminates threads that become problematic.

[0036] The site manager module 70 may also be operative to transmit data with the network
socket, using the network interface 68, to the command-center server 14. For example, the site
manager module 70 may periodically retrieve data from the report buffer 104, such as alarms,
measurements from sensors, and other data associated with the fluid-handling site 24, and push
this data to the command-center server 14. Or the site management module 70 may be operative
to receive requests for such data being pulled from the command-center server 14, and retrieve
the corresponding data from the report buffer 104 for transmission back to the command-center
server 14. Further, the site manager module 70 may be operative to request measurements,
alarms, and other data from the fluid-handling devices via the components 72, 74, 82, and 96,

and store this data in the report buffer 104 for transmission to the command-center server 14.

[0037] In this embodiment, when the site management module 70 receives a command via the
network interface 68, or issues its own command (e.g., to poll sensors or alarm logs), the
command is conveyed to a protocol multiplexer 72, which may be operative to determine which
control bus 60 and fluid-handling device 38 will receive a corresponding translated command.
For example, the protocol multiplexer 72 may store in memory records for communicating with
the fluid-handling devices 38. Each record may correspond to a individual fluid-handling device
38 or an individual actuator or sensor of a fluid-handling device, and each record may include a
unique identifier of the corresponding device, actuator, or sensor; a control bus address of the
device, actuator, or sensor (for those components on a control bus that is addressable); an
identifier of the control bus 62, 64, or 66 through which the site master-controller 18
communicates with the device, actuator, or sensor; and an identifier of the protocol through

which such communication occurs.
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[0038] When a command is received at the protocol multiplexer 72, in some embodiments, the
command includes the identifier of the device, actuator, or sensor to which the command is
directed, and using this identifier, the protocol multiplexer 72 retrieves the corresponding record
from memory to identify the appropriate protocol. In this example, based on the protocol in the
record, the protocol multiplexer 72 selects among the command translators 74, each of which
corresponds to a different protocol. For example, the command translator 80 may correspond to a
protocol of control bus 66, such as the modbus RTU protocol; the command translator 78 may
corresponds to a protocol of the control bus 64, such as a binary or analog voltage or current
signal conveyed via a data acquisition board; and the command translator 76 may corresponds to

a protocol of the control bus 62, such as the Ethernet protocol.

[0039] The command translators 74 may be operative to translate a received command from an
input format to a format configured to effectuate changes in the fluid-handling devices 38. For
instance, a generic command to open a valve may be sent from the control-center server 14, and
that command may be translated to differently depending on the specific protocol used to
communicate with the corresponding valve at a given site, with different sites potentially
employing different protocols for the task. Translating commands may abstract the details of the
site-specific implementations away from those implementing the command-center server 14,

facilitating relatively rapid deployment of new features or sites.

[0040] In one example of translation, the command translator 80 may receive a command to
increase a pump speed, and the command translator may determine a corresponding command
via calculation or look-up table, such as a modbus function code and associated data, that when
conveyed via the control bus 66 causes a corresponding fluid-handling device 40 or 42 to change
state. In some embodiments, prior to execution, the command is checked for validity, to ensure
the current conditions of the system warrant that the commanded action occur to preventing harm

to the fluid-handling devices.

[0041] For example, some embodiments may store in memory accessible to the command
translator 80 system constraints describing acceptable patterns of input and output parameters.
The system constraints may be selected to prevent damage to the system, e.g., a maximum speed

for a pump, a maximum or minimum liquid height for a tank, a maximum or minimum fluid

-13- 034392-0444743

EX1004, Page 346



pressure, a maximum or minimum flow rate, an impermissible pattern of open valves that would
leak oil outside of the system, etc. A command may be compared against these constraints to
determine whether the command would cause the system to violate one of the constraints. In
response to determining that the command would violate a constraint, the command may be
rejected, an override confirmation may be requested from the operator, or the command may be

executed to the extent permitted by the constraints, for instance.

[0042] Some embodiments may execute the translated commands in different modes. For
instance, in an automatic mode, the command translator 80 may select set points to keep the
system within the above-described constraints, execute a process recipe in which a collection of
set points are targeted, or to target other output set points given the above described constraints.
In another example, the system may operate in a mixed automatic mode in which the user selects
which devices are manually controlled while other devices are automatically controlled. In a

third example, a manual mode, each of the devices may be controlled manually.

[0043] In another example, the command translator 78 may be operative to determine whether a
command corresponds to a particular voltage or current on an individual instance of the control
bus 64. For example, a command to dislodge a stuck valve may be translated by the command
translator 78 into a sequence of on and off signals conveyed via a high and low voltage on an

individual wire corresponding to bus 64.

[0044] In another example, the command translator 76 may be operative to translate commands
into a format configured to change the state of fluid-handling devices 46 or 48. Or in some
embodiments, command translator 76 is operative to pass through and un-translated command if

appropriately formatted as received from the command-center server 14.

[0045] Some embodiments may include controllers 82 operative to execute control routines
implicated by the translated commands on an individual device 38, actuator 54, or sensor 56. To
this end, the commands translator 74, in addition to transmitting commands, may also route the
translated command to a controller 82 corresponding to the specific device, actuator, or sensor to
which the command is directed. The controllers 82 may determine set points corresponding to
(or conveyed in) the command, send control signals configured to drive the fluid-handling device

to the set points, and receive feedback from the fluid-handling device 38 indicative of whether
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the fluid-handling device 38 has achieved the target set point. In some embodiments, the
controllers 82 include proportional-integral-derivative controllers for exercising feedback
control, or the controllers 82 may include feed forward control algorithms (e.g., look-up tables or
formulas for calculating commands based on set points). Further, in some embodiments, the
controllers 82 may change the set point over time in accordance with the received command, for
example a command to gradually ramp up a motor speed, a command to gradually open a valve,
or a command to oscillate the position of a valve to dislodge a stuck valve. Algorithms for
changing the set point may be stored in memory accessible to the controllers 82 responsive to a

translated command implicating the specific algorithm.

[0046] The illustrated input/output modules 26 include, in some embodiments, link-layer devices
that accommodate the particular features of the physical medium with which control buses 62,
64, and 66 are implemented. In some cases, the input/output modules 96 also perform encoding
and decoding at the network and transport layer, for example packaging data in appropriately
structured frames for the respective control bus 60. In one example, the input/output module 102
includes a modbus modem, the input/output module 100 includes a data acquisition board (for
example a printed circuit board having one or more digital-to-analog converters or analog-to-

digital converters), and the input/output module 98 includes an Ethernet network interface card.

[0047] The site master-controller 18, thus, may be operative to receive commands from the site
server 36 of the command-center server 14, translate those commands, identify the appropriate
control bus 60 and, if needed, address on the control bus, and implement the command once
received, even if network access is lost after the command is issued from the command-center
server 14. Further, the site master-controller 18, in some embodiments, is operative to retrieve
sensor data, alarms, and other site data, and buffer such data in the report buffer 104, before the
data is periodically returned to the command-center server 14, such that buffered data is not lost
if network access ceases intermittently. Accordingly, some embodiments provide control and
monitoring of remote fluid handling sites 24 that is relatively robust to interruptions in network
service, and some embodiments facilitate such monitoring and control via a web browser on user
devices 26 and 28, such that the addition of new devices or users is relatively simple compared to
systems that require special purpose applications. Again though, not all embodiments provide

these benefits, and some embodiments may provide other benefits.
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[0048] The components of the site master-controller 18 and command-center server 14 are
described above with reference to discrete functional blocks and as discrete unitary components,
but it should be understood that software or hardware by which these functional blocks or
components are implemented may be distributed across multiple computing systems or multiple
processes within a computing system, and code, stored in a tangible, non-transitory, machine-
readable medium, for providing this functionality or the functionality described below may be
intermingled, conjoined, divided, or otherwise differently organized than the manner in which

the functional blocks are illustrated.

[0049] Figure 2 illustrates an embodiment of a process 104 for exercising remote control of a
fluid-handling site. The process 104 may be performed by the above-described site master-
controllers 16, though embodiments are not limited to the implementations described above.
Further, embodiments may include additional steps, fewer steps, and steps in a different order
from the manner in which the process 104 is illustrated, which is not to suggest that any other

feature described herein is required in all embodiments or cannot be modified.

[0050] In some embodiments, the process 104 includes receiving, via a network interface, from a
remote user device, (e.g., via a command-center server) a command to change a state of a fluid-
handling device to a target state, as illustrated by block 106. The command may be received
from, for example, the above-describes site server 36, which may have received the command
from a remote user device via a web browser of the user device. Further, the command to change
the fluid-handling device to a target state may include a command that changes the fluid-
handling device to a plurality of different states over time, such as a command to ramp up or

down a motor speed or oscillate some parameter.

[0051] In some embodiments, the process 104 includes identifying a protocol and control bus of
the fluid-handling device, as illustrated by block 108. Identifying a protocol and control bus may
include parsing an identifier of a device, actuator, or sensor from the received command and
retrieving a corresponding record based on the identifier, the record including an identifier of the
protocol and control bus. In some embodiments, the retrieved record may also include an

identifier of a control bus address of the corresponding device, actuator, or sensor.
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[0052] In some embodiments, the process 104 includes translating the received command into a
translated command based on the identified protocol, as illustrated by block 110. Examples of

such translation are described above with reference to the command translators 74.

[0053] The process 104 may also include sending the translated command to a local controller of
the fluid-handling device via the identified control bus, as illustrated by block 112. Sending the
translated command may include exercising feedback control of the fluid-handling device based
on sensor data received from the fluid-handling device by adjusting a set point sent to the local
controller. Or in some use cases, sending the translated command may include sending a

sequence of set points that change over time.

[0054] In some embodiments, the process 104 includes receiving sensor data from the fluid-
handling device confirming that the command was executed, as illustrated by block 114. As with
the other features described herein, not all embodiments include this step. Using this data, some
embodiments may exercise feedback control or may retrieve sensor measurements following the
execution of a command for reporting to the user device. In some cases, the sensor data is
retrieved regardless of whether a command was issued, for example periodically to monitor the
state of the fluid-handling device. In one example, the fluid-handling device is an oil/water
separation tank, and a set point of a pump is adjusted to change a fluid level in the tank, e.g., a

level at which oil meets water or a level of the oil.

[0055] In some embodiments, the received sensor data is stored in local memory, as illustrated
by block 116. For example, the received sensor data may be stored in the above-described report

buffer 104.

[0056] In some embodiments, the process 104 further includes periodically sending the sensor
data to the remote server for reporting to the user device, as illustrated by block 118.
Periodically, data from the report buffer may be transmitted to the above-described command-
center server 14 for compilation of reports requested by user devices 26 to 28. Similarly, alarms
or other log data issued by fluid-handling devices may also be retrieved, stored, and transmitted

to the command-center server 14 for reporting.
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[0057] Thus, systems implementing the process 104, in some embodiments, offer relatively
robust control and monitoring of fluid-handling devices that are geographically distributed. This
is expected to lower the costs associated with operating such fluid-handling devices and facilitate

the extraction of petroleum products and other processing of fluids.

[0058] Figure 3 is a diagram that illustrates an exemplary computing system 1000 in accordance
with embodiments of the present technique. Various portions of systems and methods described
herein, may include or be executed on one or more computer systems similar to computing
system 1000. Further, processes and modules described herein may be executed by one or more

processing systems similar to that of computing system 1000.

[0059] Computing system 1000 may include one or more processors (e.g., processors 1010a-
1010n) coupled to system memory 1020, an input/output I/O device interface 1030 and a
network interface 1040 via an input/output (I/O) interface 1050. A processor may include a
single processor or a plurality of processors (e.g., distributed processors). A processor may be
any suitable processor capable of executing or otherwise performing instructions. A processor
may include a central processing unit (CPU) that carries out program instructions to perform the
arithmetical, logical, and input/output operations of computing system 1000. A processor may
execute code (e.g., processor firmware, a protocol stack, a database management system, an
operating system, or a combination thereof) that creates an execution environment for program
instructions. A processor may include a programmable processor. A processor may include
general or special purpose microprocessors. A processor may receive instructions and data from
a memory (e.g., system memory 1020). Computing system 1000 may be a uni-processor system
including one processor (e.g., processor 1010a), or a multi-processor system including any
number of suitable processors (e.g., 1010a-1010n). Multiple processors may be employed to
provide for parallel or sequential execution of one or more portions of the techniques described
herein. Processes, such as logic flows, described herein may be performed by one or more
programmable processors executing one or more computer programs to perform functions by
operating on input data and generating corresponding output. Processes described herein may be
performed by, and apparatus can also be implemented as, special purpose logic circuitry, e.g., an

FPGA (field programmable gate array) or an ASIC (application specific integrated circuit).
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Computing system 1000 may include a plurality of computing devices (e.g., distributed computer

systems) to implement various processing functions.

[0060] 1/O device interface 1030 may provide an interface for connection of one or more I/O
devices 1060 to computer system 1000. I/O devices may include devices that receive input (e.g.,
from a user) or output information (e.g., to a user). I/O devices 1060 may include, for example,
graphical user interface presented on displays (e.g., a cathode ray tube (CRT) or liquid crystal
display (LCD) monitor), pointing devices (e.g., a computer mouse or trackball), keyboards,
keypads, touchpads, scanning devices, voice recognition devices, gesture recognition devices,
printers, audio speakers, microphones, cameras, or the like. I/O devices 1060 may be connected
to computer system 1000 through a wired or wireless connection. I/O devices 1060 may be
connected to computer system 1000 from a remote location. I/O devices 1060 located on remote
computer system, for example, may be connected to computer system 1000 via a network and

network interface 1040.

[0061] Network interface 1040 may include a network adapter that provides for connection of
computer system 1000 to a network. Network interface may 1040 may facilitate data exchange
between computer system 1000 and other devices connected to the network. Network interface
1040 may support wired or wireless communication. The network may include an electronic
communication network, such as the Internet, a local area network (LAN), a wide area (WAN), a

cellular communications network or the like.

[0062] System memory 1020 may be configured to store program instructions 1100 or data
1110. Program instructions 1100 may be executable by a processor (e.g., one or more of
processors 1010a-1010n) to implement one or more embodiments of the present techniques.
Instructions 1100 may include modules of computer program instructions for implementing one
or more techniques described herein with regard to various processing modules. Program
instructions may include a computer program (which in certain forms is known as a program,
software, software application, script, or code). A computer program may be written in a
programming language, including compiled or interpreted languages, or declarative or
procedural languages. A computer program may include a unit suitable for use in a computing

environment, including as a stand-alone program, a module, a component, a subroutine. A
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computer program may or may not correspond to a file in a file system. A program may be
stored in a portion of a file that holds other programs or data (e.g., one or more scripts stored in a
markup language document), in a single file dedicated to the program in question, or in multiple
coordinated files (e.g., files that store one or more modules, sub programs, or portions of code).
A computer program may be deployed to be executed on one or more computer processors
located locally at one site or distributed across multiple remote sites and interconnected by a

communication network.

[0063] System memory 1020 may include a tangible program carrier having program
instructions stored thereon. A tangible program carrier may include a non-transitory computer
readable storage medium. A non-transitory computer readable storage medium may include a
machine readable storage device, a machine readable storage substrate, a memory device, or any
combination thereof. Non-transitory computer readable storage medium may include, non-
volatile memory (e.g., flash memory, ROM, PROM, EPROM, EEPROM memory), volatile
memory (e.g., random access memory (RAM), static random access memory (SRAM),
synchronous dynamic RAM (SDRAM)), bulk storage memory (e.g., CD-ROM and/or DVD-
ROM, hard-drives), or the like. System memory 1020 may include a non-transitory computer
readable storage medium may have program instructions stored thereon that are executable by a
computer processor (e.g., one or more of processors 1010a-1010n) to cause the subject matter
and the functional operations described herein. A memory (e.g., system memory 1020) may
include a single memory device and/or a plurality of memory devices (e.g., distributed memory
devices). In some embodiments, the program may be conveyed by a propagated signal, such as a

carrier wave or digital signal conveying a stream of packets.

[0064] 1/O interface 1050 may be configured to coordinate I/O traffic between processors 1010a-
1010n, system memory 1020, network interface 1040, I/O devices 1060 and/or other peripheral
devices. /O interface 1050 may perform protocol, timing or other data transformations to
convert data signals from one component (e.g., system memory 1020) into a format suitable for
use by another component (e.g., processors 1010a-1010n). I/O interface 1050 may include
support for devices attached through various types of peripheral buses, such as a variant of the
Peripheral Component Interconnect (PCI) bus standard or the Universal Serial Bus (USB)

standard.

-20- 034392-0444743

EX1004, Page 353



[0065] Embodiments of the techniques described herein may be implemented using a single
instance of computer system 1000, or multiple computer systems 1000 configured to host
different portions or instances of embodiments. Multiple computer systems 1000 may provide
for parallel or sequential processing/execution of one or more portions of the techniques

described herein.

[0066] Those skilled in the art will appreciate that computer system 1000 is merely illustrative
and is not intended to limit the scope of the techniques described herein. Computer system 1000
may include any combination of devices or software that may perform or otherwise provide for
the performance of the techniques described herein. For example, computer system 1000 may
include or be a combination of a cloud-computing system, a data center, a server rack, a server, a
virtual server, a desktop computer, a laptop computer, a tablet computer, a server device, a client
device, a mobile telephone, a personal digital assistant (PDA), a mobile audio or video player, a
game console, a vehicle-mounted computer, or a Global Positioning System (GPS), or the like.
Computer system 1000 may also be connected to other devices that are not illustrated, or may
operate as a stand-alone system. In addition, the functionality provided by the illustrated
components may in some embodiments be combined in fewer components or distributed in
additional components. Similarly, in some embodiments, the functionality of some of the

illustrated components may not be provided or other additional functionality may be available.

[0067] Those skilled in the art will also appreciate that, while various items are illustrated as
being stored in memory or on storage while being used, these items or portions of them may be
transferred between memory and other storage devices for purposes of memory management and
data integrity. Alternatively, in other embodiments some or all of the software components may
execute in memory on another device and communicate with the illustrated computer system via
inter-computer communication. Some or all of the system components or data structures may
also be stored (e.g., as instructions or structured data) on a computer-accessible medium or a
portable article to be read by an appropriate drive, various examples of which are described
above. In some embodiments, instructions stored on a computer-accessible medium separate
from computer system 1000 may be transmitted to computer system 1000 via transmission media
or signals such as electrical, electromagnetic, or digital signals, conveyed via a communication

medium such as a network or a wireless link. Various embodiments may further include
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receiving, sending or storing instructions or data implemented in accordance with the foregoing
description upon a computer-accessible medium. Accordingly, the present invention may be

practiced with other computer system configurations.

[0068] It should be understood that the description and the drawings are not intended to limit the
invention to the particular form disclosed, but to the contrary, the intention is to cover all
modifications, equivalents, and alternatives falling within the spirit and scope of the present
invention as defined by the appended claims. Further modifications and alternative embodiments
of various aspects of the invention will be apparent to those skilled in the art in view of this
description. Accordingly, this description and the drawings are to be construed as illustrative
only and are for the purpose of teaching those skilled in the art the general manner of carrying
out the invention. It is to be understood that the forms of the invention shown and described
herein are to be taken as examples of embodiments. Elements and materials may be substituted
for those illustrated and described herein, parts and processes may be reversed or omitted, and
certain features of the invention may be utilized independently, all as would be apparent to one
skilled in the art after having the benefit of this description of the invention. Changes may be
made in the elements described herein without departing from the spirit and scope of the
invention as described in the following claims. Headings used herein are for organizational

purposes only and are not meant to be used to limit the scope of the description.

[0069] As used throughout this application, the word “may” is used in a permissive sense (i.e.,
meaning having the potential to), rather than the mandatory sense (i.e., meaning must). The

LR A4

words “include”, “including”, and “includes” and the like mean including, but not limited to. As
used throughout this application, the singular forms “a”, “an” and “the” include plural referents
unless the content explicitly indicates otherwise. Thus, for example, reference to “an element” or
"a element" includes a combination of two or more elements, notwithstanding use of other terms
and phrases for one or more elements, such as “one or more.” The term "or" is, unless indicated
otherwise, non-exclusive, i.e., encompassing both "and" and "or." Terms describing conditional
relationships, e.g., "in response to X, Y," "upon X, Y,", “if X, Y,” "when X, Y," and the like,
encompass causal relationships in which the antecedent is a necessary causal condition, the

antecedent is a sufficient causal condition, or the antecedent is a contributory causal condition of

the consequent, e.g., "state X occurs upon condition Y obtaining" is generic to "X occurs solely
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upon Y" and "X occurs upon Y and Z." Such conditional relationships are not limited to
consequences that instantly follow the antecedent obtaining, as some consequences may be
delayed, and in conditional statements, antecedents are connected to their consequents, e.g., the
antecedent is relevant to the likelihood of the consequent occurring. Further, unless otherwise
indicated, statements that one value or action is “based on” another condition or value
encompass both instances in which the condition or value is the sole factor and instances in
which the condition or value is one factor among a plurality of factors. Unless specifically stated
otherwise, as apparent from the discussion, it is appreciated that throughout this specification
discussions utilizing terms such as “processing”, “computing”, “calculating”, “determining” or
the like refer to actions or processes of a specific apparatus, such as a special purpose computer
or a similar special purpose electronic processing/computing device. In the context of this
specification, a special purpose computer or a similar special purpose electronic processing or
computing device is capable of manipulating or transforming signals, for instance signals
represented as physical electronic, optical, or magnetic quantities within memories, registers, or
other information storage devices, transmission devices, or display devices of the special purpose

computer or similar special purpose processing or computing device.
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CLAIMS
What is claimed is:

1. A hosted, web-based, remote industrial monitoring and control system for geographically
distributed facilities in oil and gas fields, the system comprising:

a computer-implemented datastore storing:

a plurality of accounts, each account corresponding to an entity operating one or
more geographically distributed oil or gas facilities, the accounts associating different oil or gas
facilities with different entities; and

network addresses by which industrial monitoring or control equipment at the
facilities is accessible via cellular network connections, the monitoring or control equipment
including sensors or actuators;

a computer-implemented facility-interface module or modules configured to obtain data
from the sensors at the facilities and send commands to the actuators at the facilities via the
cellular network connections; and

a computer-implemented web-interface module or modules configured to send
instructions to present control interfaces in web browsers executing on user computing devices
logged in to the accounts and to receive commands to control actuators from the user computing
devices,

wherein the system is configured to receive, with the web-interface module or modules, a
user command to actuate an actuator entered via a presented control interface, identify a network
address in the datastore corresponding to a facility at which the actuator is located, and send

instructions with the facility-interface module or modules to the facility to actuate the actuator.

2. The system of claim 1, wherein the sensors include a tank level sensor of a tank at one of the
facilities, and wherein the datastore includes a record associating the tank with the facility, data

from the tank being unavailable to users without an account associated with the tank.

3. The system of claim 1, wherein the sensors include a level sensor of an oil/water separation
tank at one of the facilities configured to indicate a level at which oil meets water, and wherein

the datastore includes a record associating the tank with the facility.
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4. The system of claim 1, wherein the sensors include a leak detector at one of the facilities, and

wherein the datastore includes a record associating the leak detector with the facility.

5. The system of claim 1, wherein:
the web-interface module or modules comprises a web server; and
the facility-interface module or modules comprises a site server distinct from the web

Server.

6. The system of claim 5, wherein:

the web server communicates with user devices via a first network port of a computing
device executing the web server; and

the site server communicates with facilities via a second network port of the computing

device, the second network port being different from the first network port.

7. The system of claim 1, wherein:
the data store stores subscription information associated with at least some of the

accounts.

8. The system of claim 1, wherein the facility-interface module or modules comprise:

means for interfacing with a plurality of site controllers associated with the facilities.

9. The system of claim 1, wherein the web-interface module or modules comprise:

means for sending instructions to present a control interface on the user devices.

10. The system of claim 1, wherein the datastore stores accounts for more than one hundred
facilities, and the web-interface module or modules are configured interface with more than one

hundred user devices.

11. The system of claim 1, wherein the facility-interface module or modules are configured to

send pull requests to facilities to retrieve data buffered at the facilities.
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12. The system of claim 1, comprising;

a controller at one of the facilities communicatively coupled to an actuator or a sensor.

13. The system of claim 12, comprising at least four of the following as distinct threads from
one another:

a thread configured to sends and receive data requests;

a thread configured to synchronize other threads with updated information;

a thread configured to set a target state of actuators;

a thread configured to obtain updated sensor readings;

a thread configured to process user interactions; and

a thread that eliminates other threads upon detecting a problem with the eliminated

threads.

14. The system of claim 12, comprising at least two of the following as distinct threads from one
another:

a thread configured to sends or receive data request;

a thread configured to synchronize other threads with updated information;

a thread configured to set a target state of actuators;

a thread configured to obtain updated sensor readings;

a thread configured to process user interactions; and

a thread that eliminates other threads upon detecting a problem with the eliminated

threads.

15. The system of claim 12, wherein the controller is communicatively coupled to the actuator

or sensor via a private local area network.

16. The system of claim 12, wherein controller is communicatively coupled to the actuator or

sensor via a frame-based carrier-sense multiple access protocol with collision detection.
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17. The system of claim 12, wherein controller is configured to periodically push buffered data

to the facility-interface module or modules.

18. The system of claim 12, comprising;

means for ensuring at least some data is not lost if network access ceases intermittently.

19. The system of claim 12, comprising;
means for translating a command for an actuator from an input format to a format

configured to effectuate changes in the actuator.

20. The system of claim 19, comprising:
means for executing control routines implicated by translated commands on an individual

actuator or sensor.

21. The system of claim 12, comprising;

means for transmitting data to the facility-interface module or modules.

22. The system of claim 12, comprising;

means for checking validity of a command.

23. The system of claim 12, comprising:

an oil or gas facility communicatively coupled to the controller.
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ABSTRACT

[0070] Provided is a process, including: receiving, via the network interface, from a remote user
device, a command to change a state of the fluid-handling device to a target state; translating the
received command into a translated command operative to cause a local controller of the fluid-
handling device to drive the fluid-handling equipment to the target state, the local controller
being responsive to the command and feedback from the fluid-handling device indicative of
whether the fluid-handling device is in the target state; and sending the translated command to

the local controller
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paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B cor both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(.

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number

Title of Invention | REMOTE CONTROL OF FLUID-HANDLING DEVICES

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

-

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name l«mpIiSine Labs, LLC.

Mailing Address Information For Applicant:

Address 1 502 HWY 87

Address 2

City ubbock State/Province TX
Countr)f | IJS Postal Code 79423
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Application Number

Title of Invention | REMOTE CONTROL OF FLUID-HANDLING DEVICES

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]
Prefix Given Name Middle Name Family Name Suffix

- | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City | State/Province
Countryi | I Postal Code
Phone Number Fax Number
Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/Joshua Tucker/ Date (YYYY-MM-DD)| [2015-12-30
First Name Poshua Last Name ‘ |Tucker Registration Number 3809
Additional Signature may be generated within this form by selecting the Add button.
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Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | REMOTE CONTROL OF FLUID-HANDLING DEVICES

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) fumishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e, GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandened or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a viclation or potential violaticn of law or regulation.
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General Authorization for Payment of Fees

The Commissioner is authorized to charge any additional fees that may be required to Deposit
Account No. 033975.

SN e TR e
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R i

Josh Tucker
Reg. No. 63809
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STATEMENT REGARDING IDS PRACTICE

Because the present application is a continuation patent application, Applicants are electing to
not burden the Office with duplicate information disclosure statements to re-cite references
considered with respect to the parent application. Applicants have chosen this course in view

of the Manual of Patent Examination and Procedure® (MPEP) 609.02, which states as follows:

When filing a continuing application that claims benefit under 35 U.S.C. 120to a
parent application (other than an international application that designated the
U.S.), it will not be necessary for the applicant to submit an information
disclosure statement in the continuing application that lists the prior art cited by
the examiner in the parent application unless the applicant desires the
information to be printed on the patent issuing from the continuing application
(for continued prosecution applications filed under 37 CFR 1.53(d), see
subsection A.1. below). The examiner of the continuing application will consider
information which has been considered by the Office in the parent application.

The examiner will consider information which has been considered by the Office
in a parent application when examining: (A) a continuation application filed
under 37 CFR 1.53(b), (B) a divisional application filed under 37 CFR 1.53(b), or
(C) a continuation-in-part application filed under 37 CFR 1.53(b). A listing of the
information need not be resubmitted in the continuing application unless the
applicant desires the information to be printed on the patent.

Applicants understanding is that the Examiner will consider the references listed on the face of

(or otherwise indicated as being considered against) parent applications.

Moreover, to avoid later mischaracterizations of the examination process by accused infringers
before judges or juries less familiar with the intricacies of the MPEP, Applicants wish to note on
the record that, as a result of this practice of the U.S. Patent Office, the face of a patent issuing
from the present application will not necessarily contain a full list of references considered.
One must also review the file history of the parent applications to ascertain the full corpus of

references considered against the present application.

! The forward to the MPEP states as follows: “This Manual is published to provide U.S. Patent and Trademark Office {USPTO)
patent examiners, applicants, attorneys, agents, and representatives of applicants with a reference work on the practices and
procedures relative to the prosecution of patent applications before the USPTO. It contains instructions to examiners, as well as
other material in the nature of information and interpretation, and outlines the current procedures which the examiners are
required or authorized to follow in appropriate cases in the normal examination of a patent application.”
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention: REMOTE CONTROL OF FLUID-HANDLING DEVICES
First Named Inventor/Applicant Name: Aaron Phillips

Filer: Joshua L. Tucker/Kathryn Seeman

Attorney Docket Number: 034392-0444743

Filed as Small Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount SUE_STS::)I in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 70 70
Utility Search Fee 2111 1 300 300
Utility Examination Fee 2311 1 360 360
Request for Prioritized Examination 2817 1 2000 2000
Pages:
Claims:
Claims in excess of 20 2202 3 40 120

Miscellaneous-Filing:
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Description Fee Code Quantity Amount SUB-:S(‘:)I in
Publ. Fee- Early, Voluntary, or Normal 1504 1 0 0

PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 70 70
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:

Total in USD ($) 2920
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Electronic Acknowledgement Receipt

EFS ID: 24487541
Application Number: 14984422
International Application Number:
Confirmation Number: 1094

Title of Invention:

REMOTE CONTROL OF FLUID-HANDLING DEVICES

First Named Inventor/Applicant Name:

Aaron Phillips

Customer Number:

909

Filer:

Joshua L. Tucker/Kathryn Seeman

Filer Authorized By:

Joshua L. Tucker

Attorney Docket Number:

034392-0444743

Receipt Date: 30-DEC-2015
Filing Date:
Time Stamp: 15:40:51

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $2920

RAM confirmation Number 2318

Deposit Account 033975

Authorized User

TUCKER, JOSH

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
TrackOne_R t_034392_04 120267
rackOne_Request_ _
1 TrackOne Request 44743.pdf no 2
00f2ab1cc86f09182af99db26e5aa64223a4)
Warnings:
Information:
Continuation_Patent_Applicati 208614
ontinuation_Patent_Applicati
2 on_034392_0444743.pdf yes 28
Ob 741816e9154950;
27ea
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 23
Claims 24 27
Abstract 28 28
Warnings:
Information:
) o ) ) ) 460108
3 Drawings-only black and white line Continuation_Figures_034392_| no 3
drawings 0444743.pdf
6694d4e3fac1f811f55ca6adfe7f447992e5d|
ebe
Warnings:
Information:
Si d_Declarati 034392_0 247290
. ' igned_Declaration_ X
4 Oath or Declaration filed 444743 pdf no 2
0e907d164fd42df7edbcAde4dd77f407f15q)
Warnings:
Information:
Continuation_ADS_034392_04 1823196
o ontinuation_ADS_{ |
5 Application Data Sheet 44743 pdf no 8
651a0e8b8c885ch48943780%ac 1eb7fd684)
Warnings:
Information:
189065
6 Miscellaneous Incoming Letter General_Auth_for_Payment_03 no 1
9 4392_0444743.pdf
4d7851f5d76326bbf15deecba27557a14d4]
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Warnings:

Information:

189734
7 Miscellaneous Incoming Letter No_dup_IDs._for_cons_034392 no 1
9 0444743 PDF
092eda4fbcd7668117f6b305ca563b7614e|
abbod
Warnings:
Information:
42204
8 Fee Worksheet (SB06) fee-info.pdf no 2
b91dasfbcf24f7a6d6a3ccdf456c969c6ca16)
e31
Warnings:
Information:
Total Files Size (in bytes)1 3280478

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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