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(54) Title: IC CARD INTERACTIVE PLASTIC LEAFLET

(57) Abstract

The present invention relates to an enve-
lope (3) for receiving an IC card (1) comprising
two opposite faces, an internal microprocessor
and memory circuit, and a set of contacts (2)
surface-mounted on one of the two faces of the
IC card to access the microprocessor and mem-
ory circuit. The envelope (3) is formed by a
leaflet including two flexible flaps defining be-
tween them a flat space for receiving the IC card
(1). A window (7) is made in one of the two
flaps for accessing the set of surface—mounted
contacts (2). A graphic scheme, for example a
keyboard layout, is printed on at least one of the
two sheet members for permitting use of the IC
card (1) for an additional, predetermined func-
tion, for example recording the answers given by
the user during a TV game. The present inven-
tion also relates to the resulting IC card/enveiope
combination. The invention is further concerned
with a system for using the IC card for the ad-
ditional predetermined function, comprising the
leaflet and an IC card reading and/or writing de-
vice having a transparent tactile keyboard mem-
brane and a microcontroller. The IC card/leaflet
combination is inserted behind the transparent
tactile keyboard membrane so that the keyboard
membrane of the leaflet appears through the key-
board membrane. The microcontroller writes in-
formation in the microprocessor and memory cir-
cuit of the IC card in relation to operation of the
transparent tactile keyboard membrane.
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IC CARD INTERACTIVE PLASTIC LEAFLET

BACKGROUND OF THE INVENTION

1. Field of the invention:

The present invention relates to an envelope for receiving an
IC (Integrated Circuit) card in view of permitting use of this IC card for an
additional, predetermined function. The present invention also relates to
the IC card/envelope combination. The present invention further relates
to a system, including the envelope, for using the IC card for the

additional, predetermined function.

2. Brief description of the prior art:

Chip cards are currently used as credit cards, for bank
transactions, in security systems, etc. A chip card is a plastic card similar
in appearance to a credit card, but containing a microprocessor and
memory chip programmed to perform several functions when used at a
suitable terminal. As well known to those of ordinary skill in the art, a chip

card comprises surface-mounted contacts for connection to the terminal.

Certain chip cards, usually called IC (Integrated Circuit) or

smart cards and used for making bank transactions at a terminal, contain

IPR2025-00644 Page 00525
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not only ROM but RAM as well. Since these cards have microprocessor
intelligence and a coded RAM memory, they can record card transactions

and store data which are updated with each transaction.

OBJECT OF THE INVENTION

A general object of the present invention is to enable the use

of IC cards for additional, predetermined functions.

SUMMARY OF THE INVENTION

More specifically, in accordance with the present invention,
there is provided an envelope for receiving an IC card comprising two
opposite faces, an internal microprocessor and memory circuit, and a set
of contacts surface-mounted on one of the two faces of the IC card to
access the microprocessor and memory circuit. The envelope of the
invention comprises ( a) two sheet members defining between them a flat
space for receiving the IC card, ( b) a window in one of the two sheet
members for accessing the set of surface-mounted contacts, and (c) a
graphic scheme printed on at least one of the two sheet members for

permitting use of the IC card for an additional, predetermined function.

The present invention also relates to an IC card/enveiope

combination comprising an IC card and an envelope for receiving the IC

IPR2025-00644 Page 00526
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card. The IC card comprises two opposite faces, an internal
microprocessor and memory circuit, and a set of contacts surface-
mounted on one of the two faces of the IC card to access the
microprocessor and memory circuit. The envelope includes:
two sheet members defining between them a flat
5 space for receiving the IC card,;
a window in one of the two sheet members for
accessing the set of surface-mounted contacts; and
a graphic scheme printed on at least one of the two
sheet members for permitting use of the IC card for an

10 additional, predetermined function.

In accordance with a preferred embodiment, the envelope is a
leaflet with two flexible flaps, the two sheet members are formed by the
two flexible flaps of the leaflet, respectively, and the leaflet further

15 comprises a reinforced edge portion for interconnecting the two flexible
flaps and facilitating insertion of the leaflet through a slot of IC card
reading and/or writing device. A slippery coating may cover at least in
part the two flexible flaps and the reinforced edge portion to facilitate both
insertion of the IC card in the leaflet and insertion of the leaflet through

20 the slot of the IC card reading and/or writing device.

According to another preferred embodiment of the invention,

the graphic scheme comprises a keyboard layout.

25 Preferably, indications will be printed on the leaflet to guide

both insertion of the IC card in the flat space between the two flexible
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flaps and insertion of the leaflet in the slot of an IC card reading and/or

writing device.

Further in accordance with the present invention, there is

provided a system for using an IC card for an additional predetermined

5 function comprising an envelope for receiving the IC card and an IC card

reading and/or writing device. The IC card comprises two opposite faces,

an internal microprocessor and memory circuit, and a set of contacts

surface-mounted on one of the two faces of the IC card to access the
microprocessor and memory circuit. The envelope includes:

10 two sheet members defining between them a flat
space for receiving the IC card and form an IC card/envelope
combination;

a window made in a first one of the two sheet
members for accessing the set of surface-mounted contacts;

15 and

a keyboard layout printed on the second one of the
two flexible sheet members.
The IC card reading and/or writing device includes:
a housing defining a planar wall surface;

20 a transparent tactile keyboard membrane mounted
in front of but spaced apart from the planar wall surface to
define a flat cavity between the transparent tactile keyboard
membrane and the planar wall surface to receive the IC
card/envelope combination;

25 a connector mounted on the planar wall surface and
having a plurality of contacts for connection to the surface-

mounted contacts, respectively; and
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a microcontroller for writing information in the
microprocessor and memory circuit of the IC card through the
connector contacts and the surface-mounted contacts in
relation to operation of the transparent tactile keyboard

membrane.

In operation, when the IC card/envelope combination is
inserted in the flat cavity with the connector contacts connected to the
surface-mounted contacts and with the keyboard layout visible through
the transparent tactile keyboard membrane, the transparent tactile

10 keyboard membrane can be operated in relation to the keyboard layout
and the microcontroller can write information in the microprocessor and
memory circuit of the IC card in relation to operation of the transparent

keyboard membrane.

15 In accordance with a preferred embodiment, the IC card
reading and/or writing device forms part of a TV remote control, the
keyboard layout is a TV game keyboard layout for answering questions
asked during a TV program, and the microcontroller comprises means for
recording the answers to the questions given by a user through operation

20 of the transparent tactile keyboard membrane.

The objects, advantages and other features of the present
invention will become more apparent upon reading of the following non
restrictive description of a preferred embodiment thereof, given by way of

25 example only with reference to the accompanying drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

In the appended drawings:

5 Figure 1 is a perspective view of a leaflet in accordance with
the invention for receiving an IC card and thereby form an IC card/leaflet
combination, showing a window in one of the flexible flaps for accessing

the surface-mounted contacts of the IC card;
10 Figure 2 is a side elevational view of the leaflet of Figure 1;
Figure 3 is a front elevational view of the IC card and leaflet;
Figure 4 is a rear elevational view of a TV remote control
15 including an IC card reading and/or writing device for receiving the IC
card/leaflet combination;
Figure 5 is a side elevational view of a leaflet according to the
invention including two flexible flaps and a reinforced edge portion for

20 interconnecting these two fiexible flaps;

Figure 6a is an example of keyboard layout that can be printed

on the outer face of the rear flap of the leaflet according to the invention;

25 Figure 6b is an example of illustration that can be printed on the

outer face of the front flap of the leaflet according to the invention; and
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Figure 7 is a block diagram of the electronic circuit of the TV

remote control of Figure 4.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring to Figure 1 of the appended drawings, the IC card 1
comprises surface-mounted contacts 2 for connection to a bank terminal
or any other terminal (not shown). Just a word to mention that the format

10 of most of the IC cards presently available on the market conforms with
an ISO standard.

Preferably, the leaflet 3 is made of transparent plastic sheet

material. The leaflet 3 comprises a rear flap 5 and a front flap 6 having

15 a configuration and dimensions corresponding to those of the IC card 1.
The leaflet 3 comprises a reinforced edge portion 4 for interconnecting

the flexible flaps 5 and 6 and facilitate insertion of the leaflet 3 through a

slot of IC card reading and/or writing device. Front flap 6 comprises a
rectangular window 7 to access the surface-mounted contacts 2 when the

20 leaflet 3 envelops the IC card 1. On the outer face of the rear flap 5 is
printed a graphic keyboard layout as shown for example by arrow 8 in

Figure 4. This graphical keyboard layout 8 may be composed of various

icons, letters, numbers, or other characters or illustrations such as 22.
25 To further facilitate penetration of the slot of an IC card reading

and/or writing device, outer faces 29 and 30 of the reinforced edge

portion 4 as well as portion of the flaps 5 and 6 can be covered with a
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slippery coating (not shown). In the same manner, portions of the flaps
5 and 6 can be covered with a slippery coating to facilitate insertion of the

IC card 1 in the flat space defined between the flaps 5 and 6.

Arrow-like indications such as 31 can also be printed onto the

5 outer faces 29 and 30 to indicate to a user a direction of insertion of the
IC card/leaflet combination in the slot of the reading and/or writing device.

In addition, guide marks can be printed on the leaflet 3 to guide insertion

of the IC card 1 between the two flaps 5 and 6 of the leaflet 3. Finally,

visual indications of the new function(s) added to the IC card 1 through

10 the leaflet 3 can be printed onto the leaflet 3, in particular on the outer

face of the front fiap 6.

Referring now to Figures 1-3, the IC card 1 is inserted between
the two flaps 5 and 6 (see arrows 9 in Figure 1, arrow 10 in Figure 2,
15 arrows 12 in Figure 3, and arrow 28 in Figure 5) in such a way as to

expose the contacts 2 through the window 7, as best shown in Figure 3.

The IC card 1 can be used in combination with a universal

20 remote control 13 shown in Figure 4. The remote control 13 incorporates
all the function protocols of the TV, VCR, Audio commands of most of the
brands available on the market (95%). Figure 8 shows a schematic block

diagram of the electronic circuit of the remote control 13.
25 The remote control 13 comprises a plastic housing 14. On the

back of the housing 14 is defined a planar wall surface 17. A transparent

tactile keyboard membrane 18 is mounted in front but spaced apart from
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the planar wall surface to define a flat cavity between the transparent
tactile keyboard membrane and the planar wall surface 17 to receive the
IC card 1/leaflet 3 combination. In the illustrated non limitative example,
the transparent tactile keyboard membrane 18 comprises 15 resistive
tactile zones such as 21. The plastic housing 14 of the remote control 13
5 has a top face 15 formed with a slot 16 for longitudinal insertion of the IC
card 1/leaflet 3 combination in the flat cavity behind the transparent tactile

keyboard membrane.

On a planar wall surface 17 of the housing 14 situated behind

10 keyboard 18 is mounted a universal IC card connector 19 including a

standard group of contacts such as 20 for connection to respective

surface-mounted contacts 2 in order to automatically establish a

bidirectional communication link between the microprocessor and

memory circuit of the IC card 1 and the microcontroller 30 of the remote

15 control 13 (Figure 7) each time the IC card 1 covered by the leaflet 3 is
longitudinally inserted through the slot 16.

Of course, the leaflet 3 is so designed that the reinforced edge

portion 4 (Figure 5) is introduced first to thereby greatly facilitate insertion

20 of the IC card 1/leaflet 3 combination through the slot 16. After the IC
card 1/leaflet 3 combination has been inserted through the slot 16, each

icon, letter, number or other illustration 22 appears in a corresponding,

for example resistive tactile zone 21.
25 Referring to Figure 7, the electronic circuit of the remote control

13 comprises the above mentioned microcontrolier 30 and a universal

remote control circuit 36 incorporating, as stated above, all the function
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protocols of the TV, VCR, Audio commands of most of the brands

available on the market (95%).

The microcontroller 30 is connected to ( a) the transparent
tactile keyboard membrane 18 to detect depression of any zone 21 of that
5 membrane, ( b) a 4-digit liquid crystal display 25, ( c) a piezoelectric
transducer 31 to activate this piezoelectric transducer and produce a “bip”
when required or desired, ( d) a programmable real-time clock 32, ( e) an
identification number memory 33 for giving to the microcontroller 30 an
identification of the user, and ( f) the reading head 34 through a card
10 interface 35. The microcontroller 30 is conventionally powered by an
electric power supply 37, for example a 9-volt battery, through a 5-volt
voltage regulator of circuit 38. The universal remote control circuit 36 is
powered by the electric power supply 37 through a 3-volt voltage

regulator of circuit 38.

15

The reading head 34 includes the connector 19 of Figure 4 and
is advantageously of the GEMCORE™ technology. This technology has

been developed by the company GemPlus to read and write on IC cards.

20 Regarding the card interface 35, it uses the language MEL
(MULTOS Executable Language) developed by the MULTOS which is a
merger of financial institutions which establishes standard characteristics
to ensure a compatibility of the communications between the members.
MULTOS is an industrial standard for many applications of the IC cards,

25 including the electronic purse application.
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1

The remote control 13 may further perform, amongst others, the

following functions:

- a pawl 23 to trigger a mechanism (not shown) for ejecting the IC card
1/leaflet 3 combination from the flat cavity through the siot 16 after use
5 (such a mechanism is well known to those of ordinary skill in the art and

will not be further described in the present specification);

- a switch 24 to switch the tactile keyboard 18 on;

10 - the microcontroller 30 will display on the 4-digit liquid crystal display 25:
- the time obtained from the programmable real-time clock 32;
- the TV channel in interaction obtained from the universal
remote control circuit 36;
- number of score units recorded and determined from the
15 answers given by the user;
- minimum and maximum scores reached during a TV game as
recorded by the microcontrolier 30;
- the charge of the battery obtained through the voltage
regulator circuit 38;
20 - etc.

- a push-button 26 connected to the microcontroller 30 for adjusting the
time given by the clock 32 and displayed by the microcontrolier 30 on the
display 25, and for adjusting the intensity of the “bip” produced by the
25 piezoelectric transducer 31 to confirm interactive actions on the
transparent tactile keyboard membrane 18 (upon adjustment of the

intensity of the “bip” through the push-button 26, a bar code
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representative of this intensity is displayed by the microcontroller 30 on

the 4-digit liquid crystal display 25);

- a push-button 27 for resetting the score after saving of the game.

5 Although application of the leaflet 3 to form an IC card 1/leaflet
3 combination to be inserted in a remote control 13 has been described
in the foregoing description, the leaflet 3 according to the invention can
also be used in connection with an IC card and thereby form an IC card
1/leaflet 3 subsequently inserted into any other type of bank, transaction,

10 communication and/or exchange terminal.

The leaflet 3 according to the invention is also designed for and

capable of customizing, adapting, humanizing and/or promoting a
functional card of the security type, or creating actions, synergies or

15 interoperabilities for such cards. To easily penetrate the public at large
with functional cards of the security type, the leaflet 3 may be used to

dress, to complete with added functions or values and/or to make user-
friendly and less formal such security cards, while satisfying the
standards, prints, ISO 1 back magnetic stripe and/or functional prints of

20 the security organization, monetary or monetics transaction organization,

and/or initial issuing organization.

The leaflet 3 according to the invention can further be used:

25 - to promote or lead towards customer loyalty to any privative bank card,

commercial card, credit card, debit card, etc.;
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- to instantaneously optimize the visual access of applications of the card

being used,;

- to guide transactions on a portable card reader; and

5 - as an envelope for interactive direct television advertising.

Example

The following example is concerned with a leaflet 3 having a

10 back flap 5 on which is printed the layout of a keyboard for playing a
game related to a given TV program, for example the popular program
ENTERTAINMENT TONIGHT™. Figure 6a illustrates an example of
keyboard layout which can be printed on the outer face of the rear flap 5,

and Figure 6b illustrates the outer face of the front flap 6 on which can be

15 printed, for example, identification of the issuing organization, advertising

of the TV program, identification of the produces, etc.

Just a word to mention that the leaflet 3 according to the
present invention can be produced at low cost (some cents by unit) and

20 can be distributed to the public at large:

- on wine botties;

- on soft drink packs;

- inside weekly TV guides;

- by direct mail;
25 - in fragrance boxes;

- in magazines;

- on cigarette boxes;
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- in photo film boxes;

- in airflight tickets;

- in show tickets envelopes;
- in gift menus;

- in check flyers;

5 - etc.

Since the leaflet 3 according to the invention is susceptible to
increase their sales and profits, the companies involved are likely to
incorporate the leaflet to their products at no extra charge.

10

To use the leaflet 3 according to the present invention, the first
step consists of inserting the IC card 1 into the leaflet 3 and inserting the
IC card 1/leaflet 3 combination through the slot 16. The keyboard layout
of Figure 6a then appears through the transparent tactile keyboard 18.

15 As can be appreciated, each icon of the keyboard layout of Figure 6a
appears through a respective resistive area 21 of the transparent tactile
keyboard 18.

The microcontroller can further be programmed to respond to

20 insertion of the IC card 1/leaflet 3 combination by:

- pre-programming the clock 32 to synchronize it with the TV program in
order to enable correct time dating of the answers selected by the card
user on the transparent tactile keyboard membrane 18. This is made by
25 means of a time correction increment or decrement recorded in the
microprocessor and memory circuit of the IC card 1 by a bank terminal or

any other type of terminal as will be explained hereinafter;
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- control the universal remote control circuit 36 to automatically turn the
TV set on.

Then the user use the remote control 13 to tune the TV set to

the channel on which the TV program associated to the leaflet 3 is

5 broadcasted. Then, the user can answer the questions broadcasted
during the TV program. A list of possible questions is presented in
attached Appendix 1. As can be seen, an icon 22 of the keyboard layout

8 is associated to each question.

10 If the user chooses answer 1 as a response to a question, he
(she) presses once on the zone 21 of the transparent tactile keyboard 18
behind which the icon 22 corresponding to the question appears. |If
answer 2 is selected, the user presses twice on the zone 21 of the
transparent tactile keyboard 18 behind which the corresponding icon 22

15 appears. If the user chooses answer 3 as a response to the question, he
(she) presses three times on the zone 21 of the transparent tactile

keyboard 18 corresponding to the icon 22 associated to the question.

The user will answer to a series of questions during one, two,
20 or up to five TV programs of a TV channel using one or more leaflets

such as leaflet 3.

The microcontroller 30 of the remote control 13 is responsive

to depression of the tactile zones 21 of the transparent keyboard

25 membrane 18 to record the answers of the user in the microprocessor
and memory circuit of the IC card 1 and the time at which these answers

are given through the card interface 35, the reading head 34 including the
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contacts 20 of the connector 19, and the surface-mounted contacts 2 of
the IC card 1. The user's identification number stored in memory 33 will
also be recorded in the microprocessor and memory circuit of the IC card

1 for identifying the user.

5 In this way, the user accumulates rights in relation to his (her)
answers. He (She) also defines, in time, his (her) consumer profile. The
user can then use his (her) IC card 1 to obtain these rights, through an
appropriate terminal, in particular but not exclusively a sponsor banking
terminal rent for that purpose, or simply a dedicated terminal.

10
As soon as the IC card 1 is inserted in the terminal, the server
of the TV channel or the sponsor network is contacted. The software of
the server reads the contents of the IC card 1, analyses the recorded
times and answers, compare the results with the answer key of the
15 questionnaire and/or TV game, and decides the value of the rights to be
attributed in relation to the accuracy of the answers recorded in the
memory of the IC card 1. Finally, the server of the TV channel and/or
sponsor will attribute a remuneration corresponding to the value of rights
acquired, consisting of points, coupons, units, miles, etc in the IC card 1.
20 The user can then choose to use this gain to obtain free units or, for
example, to credit his (her) VISA account with a corresponding amount
of money. To credit his (her) account, the user has simply to type the
number of his (her) VISA card on the keyboard of the terminal being
used.
25
Finally, the recorded data are erased by the terminal to prepare

the card for a new TV program. Before erasing the recorded data, the
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terminal analyses the time dating of the answer recorded and will store
in the microprocessor and memory circuit of the IC card 1 the above
mentioned time correction increment or decrement that should be applied
to the real-time clock 32 to synchronize this clock 32 with the TV program
in order to enable correct time dating of the answers given by the card

5 user on the transparent tactile keyboard membrane 18.

At the beginning of each game played or operation made
through the remote control 13, the microcontroller 30 stores the user’s
identification number from memory 33 in the microprocessor and memory

10 circuit of the IC card 1, next to the time dating of the answers. This will
enable survey of the population for rating (percent of TV households that

are tuned, on the average, to one time period in a particular program).

Finally, it should be mentioned that the above mentioned gain
15 can be paid by any interested party, for example public survey

organizations.

Although the present invention has been described
hereinabove by way of a preferred embodiment thereof, this embodiment
20 can be modified at will, within the scope of the appended claims, without

departing from the spirit and nature of the subject invention.
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WHAT IS CLAIMED IS:

1. An envelope for receiving an IC card comprising two
opposite faces, an internal microprocessor and memory circuit, and a set
of contacts surface-mounted on one of the two faces of the IC card to

5 access the microprocessor and memory circuit, comprising:

two sheet members defining between them a flat space for
receiving the IC card;

a window in one of said two sheet members for accessing the
set of surface-mounted contacts; and

10 a graphic scheme printed on at least one of said two sheet
members for permitting use of the IC card for an additional,

predetermined function.

2. The envelope of claim 1, wherein:
15 - the envelope is a leaflet with two flexible flaps; and
- the two sheet members are formed by the two flexible flaps of

the leaflet, respectively.

3. The envelope of claim 2, wherein the leaflet further
20 comprises a reinforced edge portion for interconnecting the two flexible
flaps and facilitating insertion of the leaflet through a slot of IC card

reading and/or writing device.
4. The envelope of claim 3, further comprising a slippery

25 coating covering at least in part the two flexible flaps and the reinforced

edge portion to facilitate both insertion of the IC card in the leaflet and
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insertion of the leaflet through the slot of the IC card reading and/or

writing device.

5. The envelope of claim 1, wherein the graphic scheme

comprises a keyboard layout.

6. The envelope of claim 2, further comprising indications
printed on the leaflet to guide both insertion of the IC card in the flat
space between the two flexible flaps and insertion of the leaflet in a slot
of IC card reading and/or writing device.

10

7. An IC card/envelope combination comprising:

an IC card comprising two opposite faces, an internal
microprocessor and memory circuit, and a set of contacts surface-
mounted on one of the two faces of the IC card to access the

15 microprocessor and memory circuit; and
an envelope for receiving the IC card, including:
two sheet members defining between
them a flat space for receiving the IC card;
a window in one of said two sheet
20 members for accessing the set of surface-mounted
contacts; and
a graphic scheme printed on at least one
of said two sheet members for permitting use of the
IC card for an additional, predetermined function.
25
8. The IC card/envelope combination of claim 7, wherein:

- the envelope is a leaflet with two flexible flaps; and
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- the two sheet members are formed by the two flexible flaps of

the leaflet, respectively.

9. The IC card/envelope combination of claim 8, wherein the
leaflet further comprises a reinforced edge portion for interconnecting the
5 two flexible flaps and facilitating insertion of the IC card/envelope

combination through a slot of IC card reading and/or writing device.

10. The IC card/envelope combination of claim 9, further

comprising a slippery coating covering at least in part the two flexible

10 flaps and the reinforced edge portion to facilitate both insertion of the IC
card in the leaflet and insertion of the IC card/envelope combination

through the slot of the IC card reading and/or writing device.

11. The IC card/envelope combination of claim 7, wherein the

15 graphic scheme comprises a keyboard layout.

12. The IC card/envelope combination of claim 8, further

comprising indications printed on the leaflet to guide both insertion of the

IC card in the flat space between the two flexible flaps and insertion of the

20 IC card/envelope combination in a slot of IC card reading and/or writing

device.

13. A system for using an IC card for an additional
predetermined function, the IC card comprising two opposite faces, an
25 internal microprocessor and memory circuit, and a set of contacts

surface-mounted on one of the two faces of the IC card to access the
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microprocessor and memory circuit, said system comprising:
an envelope for receiving the IC card, including:
two sheet members defining between
them a flat space for receiving the IC card and form
an IC card/envelope combination;

5 a window made in a first one of said two
sheet members for accessing the set of surface-
mounted contacts; and

a keyboard layout printed on the second
one of said two flexible sheet members; and
10 an IC card reading and/or writing device including:
a housing defining a planar wall surface;
a transparent tactile keyboard membrane
mounted in front of but spaced apart from the planar
wall surface to define a flat cavity between the
15 transparent tactile keyboard membrane and the
planar wall surface to receive the IC card/envelope
combination;
a connector mounted on the planar wall
surface and having a plurality of contacts for
20 connection to the surface-mounted contacts of said
set, respectively; and
a microcontroller for writing information in
the microprocessor and memory circuit of the IC
card through said the contacts of said connector and
25 the surface-mounted contacts of said set in relation
to operation of the transparent tactile keyboard

membrane;
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whereby, in operation, when the IC card/envelope combination

is inserted in the flat cavity with the contacts of the connector connected

to the surface-mounted contacts of said set and with the keyboard layout
visible through the transparent tactile keyboard membrane, the
transparent tactile keyboard membrane can be operated in relation to the

5 keyboard layout and the microcontroller can write information in the
microprocessor and memory circuit of the IC card in relation to operation

of the transparent keyboard membrane.

14. The system of claim 13, wherein:
10 - the envelope is a leaflet with two flexible flaps; and
- the two flexible sheet members are formed by the two flexible

flaps of the leaflet, respectively.

15. The system of claim 13, wherein:
15 - the IC card reading and/or writing device forms part of a TV
remote control;
the keyboard layout is a TV game keyboard layout for
answering questions asked during a TV program; and
the microcontroller comprises means for recording the answers
20 to said questions given by a user through operation of the transparent

tactile keyboard membrane.
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1
ELECTRONIC CARDS CAPABLE OF BEING READ BY A MAGNETIC STRIPE
READER AND METHODS FOR THEIR USE

Field of the Invention
The present invention is in the field of cards, such as payment cards, which
contain information in a magnetic stripe, and methods for using such cards,

including methods for making payments through payment cards.

Background of the Invention

Three forms of money in widespread use today throughout the world are
cash, checks and payment cards (debit or credit). Each has distinct advantages,
and distinct disadvantages. Cash is readily accepted, easy to use and
anonymous, but it does not earn interest, it can be lost or stolen, and it is not
always readily accessible. Checks are not always accepted, but they offer many
advantages, since they do not have to be written until the time of payment.
However, they must be physically presented and they are not anonymous.
Payment cards are readily, but not always, accepted, and they offer many
advantages over checks. If the card is a credit card, payment can be deferred,
but the transaction is not anonymous. If the card is a debit card, payment has
usually been made before its use, but it is anonymous. Accordingly, it is apparent
that different types of money have different advantages to different persons in
different situations. This may be one reason why all these forms of money are still
in widespread use, and are even used by the same persons at different times.

As society and international commerce have become more dependent
upon electronic transactions, money has also become more electronic. Many
attempts have been made to come up with suitable forms of electronic money that
mimic the physical world, or even create new forms of electronic money.
However, despite the enormous need for such money, and efforts by some of the
best minds and most successful companies in the world, electronic money has
suffered many setbacks and been far slower to materialize than many had hoped
or predicted. The reasons are many and varied, but some of the obvious reasons
are security, ease of use/operation, and unwillingness of the public and/or

commerce to make radical changes or embrace new technology and/or
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procedures. As a result, many efforts, including several potentially promising
efforts, have met with failure.

Even though new forms of electronic money have been slow to develop or
gain widespread acceptance, electronic payments have still moved forward.
Many banks now offer some form of electronic checking. And péyment cards
have been used for electronic transactions in e-commerce and m-commerce
(mobile commerce). Still, there is widespread concern about the safety of such
transactions, and recent news stories have uncovered widespread fraudulent
activity associated with use of traditional credit card numbers in e-commerce over
the Internet. In addition, there is growing concern about consumer privacy, or lack
thereof, due to widespread electronic profiling of consumers who make electronic
payments.

Although the media has been quick to cover fraud associated with use of
credit cards over the Internet, it is often overlooked, at least by the public and the
media (but not the credit card companies), that the majority of fraudulent activity
concerning credit cards is not associated with e-commerce activity. Most fraud
occurs in the “brick and mortar” world, and the numbers are daunting. Despite
many attempts to combat unauthorized or fraudulent use of credit cards, it is
estimated that credit card fraud now exceeds hundreds of millions, if not several
billion, dollars per year. And this does not even count the cost of inconvenience to
consumers, merchants and credit card issuer/providers, or the emotional distress
caused to victims of such fraud, or the cost to society in terms of law enforcement
and preventative activities.

Accordingly, there is a very real, long-felt need to reduce the amount of
fraudulent activity that is associated with credit cards, and this need has only
grown more acute as consumers and commerce search for better ways to
purchase and sell goods and services via e-commerce and m-commerce.
However, any solution needs to be something that is acceptable to the public at
large. It should be easy to use. It should not be complicated or expensive to
implement. Preferably, it should fit within the existing infrastructure, and not be
something that requires a great deal of educational effort, or a radical change in
behavior or habits of consumers. In other words, it should be user friendly, readily
understandable and something that does not require a completely new

IPR2025-00644 Page 00557



10

15

20

25

30

WO 01/088659 PCT/US01/15612

3
infrastructure, which is a reason suggested by some as to why smart cards have
not been widely accepted in the United States.

In addition, it is highly desirable that any solution to such problems be
capable of widespread use, in many different platforms, for many different
applications.

In U.S. Patent No. 5,956,699 issued in September of 1999, Wong and
Anderson were the first to introduce the methodology of a system for secure and
anonymous credit card transactions on the Internet. This patent introduced a
system which used an algorithm to use one’s own selected Personal Identification
Number or PIN as one’s own de facto digital signature. The algorithm instructs
the cardholder how to insert one’s PIN into one’s valid credit card number before
using it for any transactions on the Internet. The resultant scrambled up credit
card number, which is tailored by the algorithm to having the same number of
digits as before, is rendered useless on the Internet because the PIN insertion
algorithm is changed automatically after every transaction. This methodology is
not only capable of drastically reducing credit card fraud on the Internet, it is also
capable of safeguarding one's anonymity, and thus privacy, in credit card
purchases on the Internet.

Since the issuance of U.S. Patent No. 5,956,699, Wong and Anderson
have also invented an anonymous electronic card for generating personal
Coupons useful in commercial and security transactions, as well as a method for
implementing anonymous credit card transactions using a fictitious account name.
The present invention is an extension of these prior inventions that seeks to
provide new methods for allowing a user to customize the use of one-time unique
numbers that can be used in credit card transactions in the brick and mortar world,
e-commerce, m-commerce and in many other applications. Because the
methodology is well suited for use in hardware and software applications, it has
widespread applicability to many different types of transactions. In addition, the
present invention allows a user to include data in the information that is
transmitted as part of a normal payment card transaction. This allows the user a
great deal of flexibility in customizing use of such a card. In addition, it allows a
provider of the card to receive important information as part of the normal
processing of a given transaction.
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SUMMARY OF THE INVENTION

The present invention is generally directed to an electronic card that
contains a magnetic storage medium, such as a magnetic stripe, and a
mechanism for generating a data packet that can be read by a standard magnetic
stripe reader. The electronic card also contains a card base, a computer or
microprocessor, a display mechanism, an input mechanism and a power source.
The present invention is also generally directed to methods for using such an
electronic card. Such methods includes use of a data packet that can be read by
a magnetic stripe reader and methods of customizing use of such a card,
including customizing the use of an electronic card in financial transactions.

In another, separate aspect of the present invention, the data packet
contains data representing a personal coupon and an alias that are readable by a
standard magnetic stripe reader. The personal coupon and the alias can be used
to conduct credit card transactions on or off the Internet. The data packet can
also be used in a security device.

In other, separate aspects of the present invention, a computer in the
electronic card executes a computer program, which can be a diagnostic program,
to generate information that is stored in the data packet. An example of such a
program is a program that checks on a battery life parameter. The program can
generate a warning signal when a low battery condition is detected or a battery life
signal related to an estimated remaining battery life of the battery. Such signals
can be sent to the money source so that the user can be provided with a
replacement electronic card either before or after the battery life drops below a
selected threshold.

In still other, separate aspects of the present invention, a method for
customizing payment card transactions is provided by allowing a user of a
payment card to select a customization variable for any given transaction involving
use of the payment card. The customization variable is submitted with the
payment card number and a user identifier to a verification agency for validation.
The customization variable may be used in a method for processing a plurality of
payment card transactions based upon the user's selection of various
customization variables. The present invention is particularly well suited for use
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with electronic cards, but it can also be used in any method that uses a card
number generator to generate a one-time card number. ‘

The customization variable may involve customization of the generation of
a one-time payment card number. An example of one way in which this can be
done is to allow the user to choose either a first or a second user key as the key
that will be used by an algorithm of a card number generator to generate the one-
time payment card number. The customization variable may also involve
customization of a user identifier associated with the one-time payment card
number. An example of one way in which this can be done is to allow the user to
choose either a first or a second identifier. The customization variable may also
involve inclusion of a customization variable with the one-time payment card
number and the user identifier when they are submitted to the verification agency
for validation.

In still further; separate aspects of the present invention, multiple handling
options provide numerous options for processing payment card transactions. The
handling options can include billing two separate accounts. The user can be sent
a single bill for charges to the two separate accounts, even if the accounts are
established with different entities, such as different credit card companies or
banks, or the user can be sent a first bill for the first account and a separate bill for
a second account. One of the accounts can be a credit account and another
account can be a debit account. The handling options can provide a mechanism
for classifying the nature of the payment card transactions, such as using a first
handling option for business transactions and a second handling option for
personal transactions. They can also provide different mechanisms for controlling
access to information concerning payment card transactions. One mechanism
can be used to implement restrictions on distribution of information relating to
payment card transactions or restrictions on distribution of personal information of
the user to second entities. The user can be charged consideration for use of this
mechanism. Another mechanism can be used to permit distribution of information
relating to payment card transactions to third parties or permit distribution of
personal information of the user to second entities. The user can be given

consideration to use this mechanism.
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In yet other, separate aspects of the present invention, a method is
provided for delivery of an item purchased through a secure and anonymous
transaction between a user and a merchant with subsequent. The user selects a
customization parameter at the time of purchase that is used to implement an
anonymous delivery method. The customization parameter can be used to
customize generation of a user-one time payment card number, a fictitious user
identifier or as a customization variable included with the user one-time payment
card number and the fictitious user identifier in a transaction data packet provided
by the user to the merchant, and ultimately to the money source. After the money
source confirms that the transaction is valid and that the user has elected an
anonymous delivery option, the money source sends a tracking identifier to the
merchant and a delivery agent. Next, the merchant delivers the purchased goods
to the delivery agent, and the delivery agent delivers the purchased goods to a
delivery address provided by the money source. The merchant need not ever be
provided with the delivery address, and the delivery agent need not ever be
provided with any details concerning the goods or the transactions.

Accordingly, it is a primary object of the present invention to provide an
electronic card that can be used for commercial and security transactions in which
an input is needed to control the function of the card and methods for using such
cards.

This and further objects and advantages will be apparent to those skilled in
the art in connection with the drawings and the detailed description of the

preferred embodiment set forth below.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a physical layout of a preferred embodiment of a Universal
Anonymous Credit Card (UACC) in accordance with a preferred embodiment of
the present invention.

Figure 2 is a system block diagram of a preferred embodiment of the
Universal anonymous Credit card (UACC) in accordance with a preferred

embodiment of the present invention.
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Figure 3 is a physical layout of a preferred embodiment of the Universal
anonymous Credit Card (UACC) in accordance with a preferred embodiment of
the present invention.

Figure 4 shows an un-coded magnetic stripe likened to a series of aligned
South-North magnetic domains.

Figure 5 shows a sudden introduction of a strong magnet having an
opposite orientation on top of a magnetic domain of the magnetic stripe causing
flux reversals.

Figure 6 shows flux reversals caused by sudden introduction of strong
magnet having opposite magnetic orientation on top of a magnetic domain in a
magnetic stripe.

Figure 7A is an un-coded portion of a track of a magnetic stripe having 5 bit
cells showing no flux reversals.

Figure 7B shows a representation of all “0”, all “1” and “0” and “1” side by
side according to the Aiken Biphase encoding code.

Figure 7C shows a representation of decimals “0”, “53” and “9” in the Aiken
Biphase encoding standard.

Figure 7D shows a preferred embodiment of an encoder head of the
present invention.

Figure 8 shows a preferred embodiment of an encoder of the present
invention with drive electronics and logic.

Figure 9 is a simplified, schematic diagram of a preferred method of using
an electronic card in a financial transaction. ,

Figure 10 is a physical layout of a front-side of an alternate preferred

embodiment of a Universal Anonymous Credit Card.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
1. A preferred embodiment of an electronic card

In a preferred embodiment of the present invention, a unitary, self-
contained electronic device is provided having physical planar dimensions that are
essentially identical to those of a conventional magnetic stripe credit card, which is
widely used in electronic commerce today. The device has several components,
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8
although some components can be combined together or omitted from some
embodiments.

An initial component is the card base. The other components, in one way
or another, are attached to this base.

Another component is a computer or microprocessor. It is preferable that
the computer be a single integrated chip, but it need not be. A computer typically
contains a central processing unit connected to both storage memory and random
access memory (RAM). RAM is used to load and run application programs as
well as for storing data during run time. The storage memory can hold a variety of
computer programs.

Still another component is a display controlled by the computer. In one
preferred embodiment, this is a liquid crystal display (LCD). The LCD can be
controlled by a LCD driver, and the LCD driver can be contained in storage
memory of the computer. In an alternative embodiment, the display is a series of
light-emitting diodes, each of which is associated with a numeric key of a keypad.
In still another alternative embodiment, the display can be an electronic ink
display, which is a novel and newly available display medium. The electronic ink
display can be fabricated with highly flexible physical dimensions, especially in
thickness, which is likened to a thin piece of paper and also much cheaper to
manufacture than conventional LCD display.

The card must also have an input mechanism. In the preferred
embodiment, this is a keypad. However, it is possible that the input mechanism
might rely upon voice recognition as this technology becomes more and more
developed.

The card also has a magnetic storage medium, which, as already noted, is
a magnetic stripe in an especially preferred embodiment.

The card also has a mechanism for generating a data packet. In a
preferred embodiment, an encoder is used to generate a data packet that is
stored in a designated portion of the magnetic storage medium. This component
allows the electronic device to be dynamic by relying upon an input to generate
the data packet.

Finally, the card has a power source. In the preferred embodiment, this is

a battery or a solar cell.
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1.1 Use of the preferred embodiment in a credit card

The electronic card just described can be used in a method for
implementing an anonymous credit card transaction between a user and a
merchant. A preferred embodiment of such a method is depicted in Figure 9. In
accordance with this preferred embodiment, a user must first establish a user
account with a credit source. The credit source may be a bank, a credit card
company or any other institution involved with issuance of credit cards or bank
debit cards, such as a credit union or other institution, or a money source as
described in U.S. Patent No. 5,913,203. When the user establishes a user
account with the credit source, one or more user settlement mechanisms through
which the user can pay the credit source for charges and fees billed to the user
account will be established. For example, in the case of credit card transactions,
the user and the credit source will enter into an agréement concerning use of the
credit card. As a further example, in the case of debit or electronic checking
services, the user and credit source may enter into a separate agreement
concerning how and from what account such debits will be debited.

After a user account is established, the credit source will create one or
more user account records associated with the user account to contain a variety
of information including a user account number, a fictitious account name, a
“Proxy Agent,” a user key and, when applicable a user insertion key. The fictitious
account name can be selected by the cardholder or the issuer of the credit card,
but it has to be known by both. The “Proxy Agent’ is used to conceal the
cardholder’s actual address and still comply with current credit card regulations —
in other words, it is a fictitious address. Additional information that might typically
be contained within such records includes cross references to other accounts, the
user's name and the user’s billing address.

One function of this electronic credit card, which shall be referred to as the
Universal Anonymous Credit Card (UACC), is to allow a credit cardholder to
execute secure and anonymous credit card transactions on and off the Internet.
This can be done in a system and in methodology in which merchants no longer
have access to the cardholder's real name, address and the actual valid credit
card number. Such an effectual personal encryption does not, however, prevent
the additional use of an Internet standard encryption such as SSL or SET for
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online data exchanges. The latter will simply make such online transactions even
more secured.

For purposes of clarification and illustration, an example of an application
that uses the methodology taught in U.S Patent No. 5,956,699 is presented here.
Assume that the card number (CN) stored in the electronic card and the PIN
number are, respectively:

CN = 46780123 4567 8012 1200

PIN = 2468
Next, assume that the application uses an algorithm that first deletes foUr (4) digits
from the CN and then inserts in their place the PIN according to the insertion
sequence indicated by a so-called PIN Sequence Insertion Number (PSIN) in
order to come up with a scrambled Anonymous Credit Card Number (ACCN), also
containing 20 digits. The 4-digit PSIN number can either be chosen by the
cardholder or assigned by the issuer. Let us assume for this example that the
cardholder's PSIN is 1357.

Next, assume that the algorithm only operates on digits 7 through 16 of the
CN. This takes into account the fact that the first 4 digits of the standard CN
denote the identification of the credit card issuer and the last 4 digits of the
standard CN are reserved for the expiration date, all of which should be left
undisturbed. Thus, it is the middle 11 digits that indicate the account number for
the cardholder of the CN. Therefore, the algorithm calls for the cardholder to first
delete the last four digits of the 10-digit account number. In this example the 4
digits to be deleted will be “8012". The 6-digit number before the cardholder PIN
is inserted according to the cardholder's PSIN is “23 4567".

Now the algorithm defines the numbering convention of the digit positions
in the ACCN. The first digit position is defined as the zeroth (0™) and the second
is the first (1) etc. Thus, according to the PISN 1357, the PIN 2468 should be
inserted to form the ACCN as follows:

ACCN = 467801 22344658 671200
The 4 digits of the PIN= 2468 occupy, respectively, the 1%, 3%, 5™ and 7" positions
(according to PISN=1357) using the defined digit position numbering convention.
In a simpler algorithm for inserting the PIN, the PIN number itself can act
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effectively as the PSIN so that the cardholder does not have to remember two
numbers. Using such an algorithm, in the example above, the ACCN will now be:
ACCN = 467801 2324456687 1200
The 4 digits of the PIN = 2468 also occupy, respectively the 2", 4" 6™ and 8"
positions of the ACCN (according to an implicit PSIN = PIN = 2468) using the
defined digit position numbering convention.

The foregoing is an example of a very simple algorithm to generate a valid
personal charge number. As would be apparent to a person of ordinary skill in the
art of computer programming, especially with the benefit of this disclosure, much
more complicated algorithms could be devised and used which would use the
card number and the user key to generate a valid personal charge number.

The applications just described can be used in a system that reduces fraud
while protecting consumer privacy through anonymous transactions, on and off
the Internet. Such a system has three main components that are provided to
complete a commercial credit card transaction. First, instead of using a valid
credit card number, an ACCN is used. Second, instead of using the cardholder’s
real name, an alias is used. The alias can be selected by the cardholder or the
issuer of the credit card, but it has to be known by both. Third, instead of using a
cardholder’s real address, a “Proxy Agent” is used to conceal the cardholder's
actual address and still comply with current credit card transaction regulations. In
such a system, the use of a credit card for transactions on the Internet can be
anonymous to all except the cardholder and the credit card issuer.

When the electronic card is used in a retail transaction, by merely entering
one's own PIN into the electronic card prior to giving it to the merchant for swiping
the credit card transaction, one takes full advantage of the secure and anonymous
transaction afforded by the electronic card. The user can first check his or her
alias and entered PIN (note that the PIN is not stored in the electronic card) using
the keypad on the electronic card before the electronic card is handed over to the

merchant. Since the cardholder has in effect already signed the transaction with a

- digital signature (his or her PIN), no additional hand signature is required to

complete the transaction. The merchant only need receive the PIN-modified
anonymous credit card humber (ACCN) and the user’s alias. The ACCN and the

aliases are read by a conventional magnet stripe reader and are processed in
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exactly the same fashion as a conventional credit card number and credit
cardholder name since such information can be sent to a credit card approval
agent for approval of the transaction. The credit card approval agent has all of the
information necessary to determine if the transaction is valid or fraudulent. The
identity of the entity who authorized the credit card, as well as its expiration date,
is available in the ACCN in just the same manner as it is available in a
conventional credit card transaction. The card number is verified by confirming
the card number contained in the ACCN as valid for the alias.

To use the electronic card for Internet transactions, a cardholder first enters
the PIN into the electronic card exactly like that for off the Internet transactions.
Next, the cardholder continues the transaction using only the cardholder’'s alias,
the ACCN appearing in the LCD display and also the cardholder's choice of
trusted delivery or Proxy Agent (optional) should the cardholder prefer to make
this transaction completely anonymous. Thus, by carrying just one electronic card
which looks and feels exactly like a regular magnetic stripe credit card, one is now
able to make old world credit card transactions like one always has done in the
past. But more importantly, one can now use the same electronic card for making
secure an anonymous transaction, anywhere in the world, and for both on and off
the Internet transactions.

As is apparent from the foregoing description, the real name and address
of the cardholder, including the credit card number itself, never need appear on
the Internet or even need to be made known to the merchant. Even though the
ACCN or Coupon (Customer One-time Unique Purchase Order Number) does
appear, together with the alias of the cardholder, across the Internet during the
online transaction, this ACCN or Coupon number does not stay the same, but
changes automatically after every transaction or use. Thus, no valid credit card
numbers are actually available in transmission for theft by anybody. Only the
ACCN or Coupon number will appear on any or all transaction records and that
number is useless for subsequent transaction because it is time variant.

1.2 Additional details regarding construction of one preferred

embodiment of an electronic card

In order to reduce the cost of use of the UACC, and increase the range of
applications in which it can be used, the UACC should have a magnetic storage

IPR2025-00644 Page 00567



10

15

20

25

30

WO 01/088659 PCT/US01/15612

13

medium that can be read by a standard magnetic stripe reader. This means that
the magnetic storage medium must be capable of being read by a standard
magnetic stripe reader. It also means that the portion of the UACC containing the
magnetic storage medium must be sized such that the magnetic storage medium
will work with standard magnetic stripe readers. A standard magnetic stripe
reader works by passing the magnetic stripe portion of a card, such as a credit
card, through the magnetic stripe reader in a swiping motion. Standard magnetic
stripe readers have been prevalent in retail stores throughout the United States for
many years.

An especially preferred embodiment of the present invention will now be
described in even greater detail. The especially preferred embodiment uses a
standard microprocessor having its usual Central Processing Unit (CPU), Read-
Only-Memory (ROM), Random-Access-Memory (RAM) and Input-Output devices
(I/0). There are two types of ROMs in the UACC. The first type is a standard
semiconductor ROM, ROM1, fabricated as part of the microprocessor. ROM1
stores the microprocessor operating system and also the bulk of the methodology
software. The second type of ROM, ROM2, is a portion of a magnetic stripe,
namely Tracks 1 and 3. ROM2 stores the relevant information about the
cardholder such as primary account number VCCN, name, expiration date,
encrypted PIN etc. There are also two types of RAMs in the UACC. The first tybe
of RAM, RAM1, is a standard semiconductor RAM as part of the microprocessor
and needed for its normal operation. The second type of RAM, RAM2, is a portioh
of a magnetic stripe, namely Track 2. RAM2 temporarily stores the encoded
ACCN to be read by a standard magnetic stripe reader during a normal credit card
transaction after the cardholder inputs the PIN according to the PSIN algorithm
into the UACC.

The methodology software is installed into ROM1 of the microprocessor
during production. A standard parallel port Input Device serves to interface a
numeric keypad and other functional switches of the UACC to the microprocessor.
The UACC also has two Output Devices. The first Qutput Device is a standard
parallel output port of the microprocessor used for interfacing to it a 10- or more
character alphanumeric LCD display through a driver for outputting information
such as recalling from memory alias or typed in PIN verification. It is also used for
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production testing and repair or servicing of the UACC. The second Output
Device is an integrated circuit (IC) magnetic encoder unit built into the UACC so
as to encode Track 2 of the magnetic stripe or RAMZ2, either statically in
conjunction with the existing magnetic stripe, or dynamically without the use of the
existing magnetic stripe, with the temporary ACCN information for off the Internet
credit card transactions. In this especially preferred embodiment of the present
invention illustrated below, only the static magnetic encoder working in
conjunction with the existing magnetic stripe is described in detailed. For those
skillful in the art, the dynamic thin film magnetic encoder, working without the use
of the existing magnetic stripe, can also be used in the present invention as an
alternative embodiment. In a preferred embodiment of the present invention, the
UACC also contains a battery cell, ON/OFF and other functional switches to
render it a fully functional and self-contained credit card (see Figure 1).

The UACC bridges the old economy world of brick and mortar to the new
economy world of the Internet. The integrated circuit (IC) magnetic encoder with
current-carrying conductive writing heads is fabricated on a flexible and ultra-thin
polymer (e.g. polyimide) printed circuit board (PCB) intimately in contact with the
magnetic stripe located above for data impression. The encoder driver and digital
logic chips are also mounted on the flexible PCB, but in different areas to form the
complete IC magnetic encoder. The IC magnetic encoder is technically
compatible with conventional magnetic data transfer methodology and makes
possible the fabrication of the present UACC with physical dimensions exactly like
those for a regular magnetic stripe portion of a credit card.

Even greater detail will now be provided by reference to Figures 1 through

Figure 1 shows the physical layout for an embodiment of the present
electronic device or Universal Anonymous Credit Card (UACC) 1. The areal
dimensions of the UACC 1are 3.375" x 2.125" or exactly those of a regular
magnetic stripe credit card in use in electronic commerce today. The thickness of
the UACC 1 varies from ~0.030” at the top where the magnetic stripe resides to

" 0.030" — 0.060” for the rest of the card dependent upon the thickness of the LCD

used (see Figure 1). Besides the ON/OFF switch 3, the front side 2 of this UACC
1 has five (5) more functional switches, 4-8, labeled and defined as follows:
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Reserved for Automatic Teller Machine (ATM) card
Reserved for Anonymous Credit Card (ACC or A-Card)
Reserved for Internet Type Il Cash

ATM (switch 4)
ACC (switch 5)
IC (switch 6)
MC (switch 7)
BC (switch 8)
In addition to the switches 3 — 8, there is a 12-character keypad 9. The

Reserved for standard Magnetic Stripe Credit Card

Reserved for A-Card transactions using bar codes

primary function of the keypad 9 is for the cardholder to enter the PIN into the
UACC 1 for generating the ACCN for on and off Internet commerce transactions.
There is also a 10- or more character alphanumeric liquid crystal display (LCD) 10
on the front side 2 of the UACC 1. This LCD 10 displays the alias and the ACCN
for use for Internet commerce transactions or the alias and bar code representing
the ACCN after the cardholder's PIN is entered. The display of the ACCN will
automatically erase itself after about 2 minutes to avoid exposing significant
information to third parties.

At the top of the back side 11 of UACC 1 is a standard 3-track magnetic
stripe 12 found in every common magnetic stripe credit card in use today. Track-1
13 and track-3 14 are used to store the relevant information about the cardholder
such as primary account number VCCN, name, expiration date, encrypted PIN
etc. Track-2 15 of the magnetic stripe 12 normally contains only the cardholder’s
VCCN to be read by a magnetic stripe reader at the merchant's site. For the
present UACC device, the ACCN, instead of the VCCN, will be generated on
command by entering the PIN with the appropriate function switch “MC” 7 by a
special encoder 16 located at a designated location underneath the magnetic strip
12. As will be explained in more detail below, the generated ACCN which resides
temporarily on Track-2 15 of the magnetic stripe 12 will disappear automatically 2
minutes after it is being generated. This is to ensure that no significant
information about the credit card account stays long enough for someone to steal
for committing subsequent credit card frauds.

The system block diagram for the especially preferred embodiment of the
present invention is shown in Figure 2. At the center of the system is a
conventional 16-bit microprocessor 16 comprising a Central Processing Unit
(CPU) 17, a Read-Only-Memory (ROM1) 18, a Random Access Memory (RAM1)
19, a 16-bit parallel Input Port (Input) 20 and a 16-bit parallel Output Port (Output)
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21. The microprocessor 16 receives inputs through Input 20 from a bank of
functional switches 22, which contains switches 4 through 8. The microprocessor
also receives inputs from a 12-character keypad 9 through Input 20. Outputs from
the microprocessor 16 emanate from Output 21 through a LCD display driver 23
to reach the 10- or more character alphanumeric LCD display 10 and also through
an encoder driver 24 to reach a designated location of Track-2 15 of the magnetic
stripe 12. Such a designated location of Track-2 15, where the encoder 25 is
positioned, serves as a second RAM, RAM2, for the microprocessor 16. RAM2
stores the encoded ACCN needed for offline credit card transactions to be read by
the merchant’'s standard decoding equipment very much like a conventional
magnetic stripe credit card.

The software program is installed into ROM1 18 of the microprocessor 16
during production of the current UACC unit. Information pertaining to the
cardholder is encoded onto Track-1 13 and Track-3 14 of the magnetic stripe 12
which serves as an independent ROM, ROM2, for the UACC unit. Since
information stored in ROM2 will be read with a standard magnetic stripe reader, it
operates independently of the microprocessor 16. A battery supply 26 with
contacts 27, controlled by the ON/OFF switch 3, completes the UACC system.
The battery supply provides power to all the components of the UACC system,
including the microprocessor 16, LCD display driver 23, encoder driver 24, LCD
display 10 and the keypad 9.

Figure 3 shows the physical layout and construction for the especially
preferred embodiment of the present UACC device. All the electronic components
of the system, namely the microprocessor 16, the LCD display 10, the keypad 9,
LCD display driver 23, encoder driver 24, encoder 25, functional switches 4-8,
ON/OFF switch 3 and battery contacts 27 with battery cell 26, are fabricated on a
flexible multi-layered printed circuit board 28. The flexible printed circuit board 28
with all the loaded components is then encapsulated in plastic into thin 29 and
thick 30 parallel sections as shown in Figure 3. The thickness of the thin section
29 where the conventional magnet stripe 12 will be fabricated on top of the
encoder 25 (to be explained in more detail below) on the backside is about 0.030",
the same thickness as the magnetic stripe credit cards in use today. The plastic
encapsulated thick section 30 (see Figure 3), while holding the fully-loaded flexible
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printed circuit board 28 in place, allows the ON/OFF switch 3, functional switches
4-8 and the keypad 9 to be physically accessible (e.g. by fingers) from the front
side of the UACC device. The LCD display 10 is also directly visible from the front
side. Note that the thickness of the plastic encapsulated section would also be
0.030" thick if a polymer-backed (e.g. Mylar®) ultra-thin LCD display (0.020" thick
typical) is used.
1.2.1 Background discussion of magnetic stripe technology theory

A much simplified theory on magnetic stripe technology, especially on
how to encode (write) and decode (read) digital data respectively on and off a
magnetic stripe used in ordinary credit cards of today, will now be provided in
order to better explain one way in which an encoder can be fabricated and work.
A magnetic stripe is made out of a thin layer of very tiny ferromagnetic particles
(typically 0.5 micron long) bound together with resin and subjected to a very
strong magnetizing magnetic field (known as “coercivity”) when such a stripe is
printed onto a substrate. When the resin is cured or set, these tiny “magnets” are
magnetically and permanently aligned (magnetized) into a series of South-North
magnetic domains forming a chain of S-N, S-N ... interfaces. The adjacent N-S
magnetic fluxes of these magnetic domains are normally linked together for the
entire magnetic stripe to act like a single magnet with South and North poles at its
ends. In other words, an un-encoded magnetic stripe is actually a series of
aligned South-North magnetic domains (see Figure 4).

If a N-N interface (instead of the normal N-S interface for un-encoded
magnetic domains) is created somewhere on the stripe, the magnetic fluxes at the
N-N interface will repel each other, resulting in a concentration or increase of flux
lines around the N-N interface called a “flux reversal’. The same situation exists
for a S-S interface as compared with a normal N-S interface. Such a situation will
take place if a strong magnetizing magnet 31 having an opposite magnetic
orientation, namely N-S, is suddenly introduced on top of one of the S-N magnetic
domains 32 of the magnetic stripe as shown in Figure 5. The magnetic domain 32
will realign its magnetization as that of the strong magnet on top' of it, namely N-S.
Under this situation, two flux reversals have taken place, as illustrated in Figure 6.

The process of encoding or writing involves the creation of N-N and S-S

magnetic domain interfaces, or flux reversals, and the process of decoding or
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reading that of detecting them. Knowing that magnetic flux lines always emanate
from the North pole and terminate on the South pole, a sudden introduction of a
strong magnetic field (greater than the coercivity of the magnetic domains) having
a N-S magnetic orientation can magnetize a normal S-N magnetic domain into N-
S orientation, resulting in the creation of a pair of flux reversals S-S and N-N,
much like that shown in Figure 6 above.

Before proceeding to explain how the encoder of the especially preferred
embodiment writes the ACCN on Track-2 15 of the magnetic stripe 12, it is helpful
to delve deeper into the data storage mechanics of the magnetic stripe 12 itself.
As stated earlier, the magnetic stripe 12 has three tracks, namely Track-1 13,
Track-2 15 and Track-3 14. Digital data are stored in these three tracks according
to the American National Standards Institute (ANSI) and International Standards
Organization (ISO) BCD (5-bit Binary Coded Decimal Format) or ALPHA
(alphanumeric) standards. The ANSI/ISO standards for Tracks 1, 2 and 3 are

summarized in Table | as follows:

Table {. ANSI/ISO Track 1, 2, 3 Standards

Track Name Density Format Characters Function

1 IATA 210 bpi ALPHA 79 Read Name & Account
2 ABA 75 bpi BCD 40 Read Account

3 THRIFT 210 bpi BCD 107 Read Account & Encode

Track-1 13, named after the “International Air Transport Association”
(IATA), contains the cardholder's name as well as account and other discretionary
data. Track-2 15, “American Banking Association” (ABA), is the most commonly
used. This is the track that is read by ATMs and credit card checkers. The ABA
designed the specifications of this track and it is believed all major world banks
abide by it. It contains the cardholder's account number, encrypted PIN, plus
other discretionary data. Track-3 14 is unique and intended to have data read
from and written on it. At present, it is an orphaned standard and has not been
widely used to date.

Before the encoder can write on command the ACCN on Track-2 15 of the
magnetic stripe, attention must be paid to the data layout for Track-2 15.
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Encoding protocol specifies that each track must begin and end with a length of all
Zero bits, called CLOCKING BITS. These are used to synchronize the self-
clocking feature of bi-phase decoding, an industry standard. A typical Track-2

layout is shown as follows:
0000000000000000 ; 1111222233334444=9912****000000XXXX0000?

The symbol “” after the “0’'s” is the “START SENTINEL" according to the BCD
data format. The 4 digits “1111" following is the issuer or acquiring bank’s
identification number. The 12 digits following is the cardholder's account number.
The symbol “=" following is the “FIELD SEPARATOR” according to BCD data
format. The 4 digits “9912" following is the expiration date. The four characters
following “****” are data reserved for private use. The data length “XXXX" after
the string of 0’s may vary and is the encrypted PIN offset. Finally the symbol “?”
after another string of 0’s is “END SENTINEL". |

The location of the 12 digits that need to be encoded or written on
command is represented by “2222 33334444” on Track-2 15 of the magnetic
stripe 12 in the example cited above.

Next, it is helpful to have an understanding of how the 12 digits are
represented in BCD data format on Track-2 15 of the magnetic stripe 12.
According to the BCD data format, each decimal digit is coded by 5 bits. The
ANSI/ISO BCD Data Format is reproduced in Table |l below. Note that all 21
digits, including the field separator, namely “1111222233334444=9912", can also

be encoded on command if so desired.

Table Il. ANSI/ISO BCD Data Format

Data Bits  Parity Character' Function
b1 b2 b3 b4 b5

0 0 0 0 1 0 (OH) Data
1 0 0 0 0 1 (1H) Data

IPR2025-00644 Page 00574



10

15

20

25

30

WO 01/088659 PCT/US01/15612

20
0 1 0 0 0 2 (2H) Data
1 1 0 0 1 3 (3H) Data
0 0 1 0 0 4 (4H) Data
1 0 1 0 1 5 (5H) Data
0 1 1 0 1 6 (6H) Data
1 1 1 0 0 7 (7H) Data
0 0 0 1 0 8 (8H) Data
1 0 0 1 1 9 (9H) Data
0 1 0 1 1 (AH) Control
1 1 0 1 0 . (BH) Start Sentinel
0 0 1 1 1 < (CH) Control
1 0 1 1 0 = (DH) Field Separator
0 1 1 1 0 > (EH) Control
1 1 1 1 1 ? (FH) End Sentinel

Note 1. Hexadecimal conversions of the data bits are given in parenthesis (xH).

How BCD data is actually encoded onto Track-2 15 of the magnetic stripe
12 can now be explained. Table | above notes that Track-2 has a density of 75
bits per inch (bpi). According to the ANSI/ISO BCD data format, each character is
represented by 5 bits. Thus, if the encoder needs to encode 12 digits (see
“222233334444" in example above), it will require a total of 60 bits. Since the
density is 75 bpi, the maximum physical space available for a stationary encoder
head is 0.800". But the important dimension for the design of the encoder head is
the space available for each BCD bit. In the present case, the bit dimension is
1,000 mils/75 bits or 13.33 mils (0.0133") per bit.

At this point, it is useful to explain with the help of Figures 7 A-D, how a
single character or decimal digit comprising 5 bits in the ANSI/ISO BCD data
format is encoded onto Track-2 15 of the magnetic stripe 12. Figure 7A shows an
un-encoded strip of Track-2 long enough to accommodate 5 bits of data. The
physical length of this strip is 5 x 0.0133" or 0.0667" (66.65 mils).  This un-
encoded strip is divided into five segments, each representing a single bit, and
each is further represented by two magnetic domains as shown in Figure 7A. In
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accordance with the industry standard of encoding called Aiken Biphase, or “two
frequency coherent-phase encoding”, data is encoded in “bit cells” defined above
and the frequency of which is the frequency of the ‘0’ signals. ‘1’ signals are
exactly twice the frequency of the ‘0’ signals. So, at least from the conventional
way of decoding, the actual frequency of the data passing the ‘READ’ head will
vary with the swipe speed, for the data density, control functions etc., the “1’
frequency, however, will always be twice the ‘0’ frequency. This is illustrated in
Figure 7B where the representation of all ‘1s’ , all ‘Os’ and how ‘1’ and ‘0’ data
exist side by side. Note that in Figure 7B, the bit cell waveforms for ‘0’ and ‘1’ are
the results of creating the so-called flux reversals of “N-N" or “S-S” at the magnetic
domains interfaces of the un-encoded strip. For the stationary encoder of the
present preferred embodiment, the encoding must be consistent with the Aiken
Biphase convention because the same ‘READ’ heads will be used to decode the
Track-2 data temporarily stored in UACC devices during offline (off the Internet)
credit card transactions.

Consistent with the Aiken Biphase convention therefore, Figure 7C shows,
as an illustration, how BCD decimal digits ‘0’, ‘5" and ‘9’ would appear referenced
to the un-encoded 5-bit strip of Figure 7A. Also shown in Figure 7C are the
orientation of the magnetic domains and the flux reversals at the domain
interfaces. Thus, if an encoder head of the present preferred embodiment is
designed to be on top of the 10 magnetic domains representing the 5-bit decimal
digit, it would be possible to magnetize on command the individual domains in
order to create the appropriate flux reversals corresponding to the desired decimal
digit. This is illustrated in Figure 7D. The orientation of the magnetic domain 33
when un-coded is S-N as shown in Figure 7D. The two contact bits 34 and 35
control which direction the magnetizing current is flowing. When 34 and 35 are
suddenly made “1” and “1”, current |+ will flow in from contact 34 to ground
resulting in flipping the orientation of magnetic domain 33 to N-S. Meanwhile the
current |- from “+V” to contact 35 is zero. When contact 34 and 35 are suddenly
left open circuited, both |+ and |- are zero and the orientation of magnetic domain
33 will stay as'N-S. When contacts 34 and 35 are suddenly changed to “0” and
“0”, current I- will flow from “+V” to contact 35 and cause the magnetic domain to

revert back to S-N while I+ is zero. No domain flipping occurs if the bits for
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contacts 34 and 35 are either “1" “0" or “0" “1”. In the former case, the
magnetizing effect of I+ is neutralized by I-. Both I+ and |- are zero for the latter
case. The magnitudes of currents I+ and |- needed to flip the magnetic domains
with coercity of the order of 300-500 gausses (“soft” magnetic stripe found in
conventional credit cards) for current carrying conductor of 1-2 microns thick are
several hundred milliamperes. The electrical power required to encode or decode
12 decimal digits is of the order of tens microwatts.

In order to encode in the present example a total of 12 decimal digits, one
would need to encode 5 x 12 or 60 bits of data. As shown in Figure 7D, the
encoder has to have two micro-heads per bit of data. Furthermore, each micro-
head has a PLUS or MINUS polarity. If the polarity is PLUS, current will flow in
one direction so as to generate a N-S magnetizing magnet. Similarly, if the
polarity is MINUS, current will flow in the opposite direction so as to generate a S-
N magnetizing magnet. So the encoder of the present preferred embodiment will
have 2 x 60 micro-heads each with a PLUS and MINUS polarity. An especially
preferred embodiment of the encoder with the driver electronics and logic is
shown schematically in Figure 8.

Figure 8 shows the 12 decimal digits divided up into 60 bit cells with each
bit cell comprising two magnetic domains and each having a PLUS and MINUS
polarity. There are therefore a total of 120 magnetic domains that have to be
addressed, each with two polarities, making it a total of 240 address lines as
shown in Figure 8. These addresses lines are accessed in bunches of 10 (5
magnetic domains or 21/2 bit cells). The address originates from using 10 bits of
the 16-bit Output port 21 (see Figure 2 of system block diagram for UACC) and
then through the encoder driver 24 (also see Figure 2) as current buffer before
being connected to the 24 bunches of 10 address lines. Each of the 24 bunches
of 10 address lines is accessed with a 32:1 decoder using five of the 16 bits of the
Output parallel port 21. The decoder selects one of the 24 bunches of 10 address
lines via switch bank 36 (there is a total of 24 switch banks similar to switch bank
36) comprising 10 switches each. In essence, it is the switch bank that selects
which of the 10 address lines out of the 24 bunches that are being connected to
the output of the encoder driver 24. Thus, it is possible to encode the 12 decimal
digits into a designated location of Track-2 15 of the magnetic stripe with
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commands from the microprocessor and outputted through the paraliel port 21
through the encoder driver 24. Such a software command is stored in ROM1 (see
Figure 2) of the microprocessor 16. The stored algorithm generates the ACCN or,
in essence, a “Coupon” (Customer’'s one-time unique purchase order number),
from the valid credit card number VCCN and the cardholder's PIN when inserted
properly into part of the VCCN.

1.3  Additional details regarding use of the Universal Anonymous Credit

Card

The manner in which the Universal Anonymous Credit Card (UACC) will
work under different on and offline transaction circumstances will now be
described in greater detail. It is first assumed that the cardholder has opened an
UACC account with an issuer or acquiring bank. The cardholder has turned over
a real name, address, personal and financial information to the issuer. In return,
the cardholder is assigned a valid credit card number, VCCN, a credit limit, an
Alias (chosen by the cardholder) and a proxy agent, and most importantly a
cardholder UACC. The issuer has to assign the cardholder a proxy agent to use
instead of giving out the cardholder’'s address in order to comply with the existing
credit card transaction regulation. After obtaining a UACC from the issuer, the
cardholder is now free to do anything and everything on and off the Internet safely
with full assurance that nobody will find out what, where, when and how money is
being spent with the UACC card, except its issuer.

The manner in which the cardholder can use his or her UACC to shop on
the Internet will now be described. It is possible that not every online merchant
will accept the UACC in the beginning, so the cardholder may have to identify
those merchants that are partners with the UACC issuer bank. Otherwise, the
transactions with the UACC will not be processed properly by the existing
infrastructure that processes only conventional credit cards. Suppose the
cardholder now wishes to purchase some merchandise from an online merchant
who accepts UACC. All the cardholder has to send to the merchant's Web site
online is his or her alias, a proxy agent's name assigned to the cardholder by the
issuer bank, the ACCN or anonymous credit card number which will be obtained
from the UACC (to be explained below), the merchandise and shipment choice.
This is completely different from what the cardholder normally has to give out, viz.
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a real name, address and the valid credit card number, should the cardholder use
a regular credit card. To obtain the ACCN from his UACC device, all the
cardholder has to do is to first push the button “CC”, which is reserved for
Anonymous Credit Card transactions, then to enter the cardholder’s PIN using the
keypad and then the “#” key. In the LCD display, the alias will first be scrolled
across the display followed by the 10-digit ACCN. Note that the first six digits (four
digits are used to identify the issuer bank and two more digits to designate a
specific BIN number) and the last four digits of the ACCN always remain the same
as those in the VCCN which signifies the issuer’s identification and credit card BIN
number, and the expiration date respectively. The cardholder can then use this
ACCN to complete the transaction with the online merchant. After the cardholder
finishes using the ACCN, he or she can either erase it from the LCD display by
pressing “*” followed by “#" in the keypad, otherwise the ACCN will disappear from
the LCD display automatically after approximately 2 minutes.

As one can see from this transaction on the Internet using the UACC, the
real name and address of the cardholder, including the credit card number itself,
never appear on the Internet or even are made known to the merchant. Even
though the ACCN or Coupon does appear, together with the alias of the
cardholder, across the Internet during the online transaction, this ACCN or
Coupon number does not stay the same, but changes automatically after every
transaction or use. Thus, unlike all the other credit card transactions on the
Internet today, no valid credit card numbers are actually available in transmission
for theft by anybody. Only the ACCN or Coupon number will appear on any or all
transaction records and that number is useless for any subsequent transactions
because it is time variant.

For off the Internet transactions, the UACC behaves just like an ordinary
credit card. The only difference is that before one hands over the UACC to the
merchant for charging the amount, one enters one’s PIN after pushing first the
“MC” button on the UACC device, which is reserved for magnetic stripe credit card
transactions, and then follows it with a “#” key on the keypad. It is assumed here
that the cardholder is satisfied with what is being charged on the credit card
before the cardholder, in effect, “signs” it digitally in the transaction. Unlike
ordinary magnetic stripe credit cards of today, no personal hand signature is
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needed for off the Internet transactions with the UACC. By entering the PIN, the
UACC automatically encodes temporarily the ACCN onto Track-2 of the magnetic
stripe 12. The use of the resultant ACCN or Coupon is likened to the cardholder
already signing the credit card with a personal digital signature for the transaction.
The rest of the transaction simply follows that of a regular magnetic stripe credit

card with the existing credit card processing infrastructure.

2. An alternative preferred embodiment of an electronic card

Another preferred embodiment with an alternative structure will now be
described. In this embodiment, which is depicted in Figure 9, the electronic card
does not have a display, such as the LCD; instead, the keypad has LEDs
associated with its numeric keys. Otherwise, its structure is similar to prior
preferred embodiment.

Figure 10 depicts a front side 2 of an electronic card 1. The electronic card
1 has a twelve key keypad 9. Ten of the keys are numeric, for numerals 0-9, and
two are special function keys, namely an ENTER key and a CLEAR key. All of the
keys are touch activated. In addition, keypad 9 has ten light-emitting diodes
(“LEDs"), 101-110, one for each of the numeric keys. It is especially preferred that
the LEDs be located in the same corner of each key, but it would also be possible,
although less desirable, to make the LEDs a separate element, such as a
separate array of LEDs. The electronic card 1 also contains two additional LEDs,
111 and 112, which function as a visual display device for indicating whether a
personal identification number (“PIN") has been correctly entered into the card by
designating whether the card is ready or whether there has been an error. If
desired, the electronic card 1 can also contain one or more special function keys
113.

The purpose of the LEDs 101-110 is to allow a user to confirm correct entry
of numbers into keypad 9. After card 1 is turned on by On/Off switch 3, once a
numeric key is activated by touch, the LED associated with that LED will light up
and remain lit for a specified time or until another key is activated by touch,
whichever is shorter. The LEDs can be controlled by an LED driver (not shown).
Because there may be times when the user does not want the LEDs to light up, or
certain useres who do not want such a feature, the LEDs can be turned off by
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entry of a specified preprogrammed code into card 1, and, if subsequently
desired, reactivated. Thus, for example, a deactivate or reactivate sequence
might be a series of key entries such as ENTER, ENTER, 7, 2, 5, ENTER,
ENTER, 7, 2, 5, CLEAR. In addition, in a less desirable aiternative embodiment,
the LEDs could be deleted in their entirety, or there could be a less than one to
one correlation between a key and an LED (for example, there might only be one
LED, its only purpose being to confirm activation of any key).

This embodiment does not require any special function keys other than
what may exist on keypad 9. By selection of a preprogrammed code into card 1,
in the same manner as was just explained, the preprogrammed code can serve
the same function as a special function key. For example, such a code might be
used to select different uses for the card, such as accessing different accounts. It
might also be used to send a special command to the computer to store specified
data in a preselected portion of the magnetic storage medium.

Although this preferred embodiment does not require any special function
keys other than what exist on keypad 9, it does not preclude their use. If optional
special feature keys 113 are included in card 1, they could also trigger or be part
of any sequence used to deactivate or reactivate the LEDs or any other function
or operation that could be triggered by a special function key. For example, they
could be used as a trigger, or be part of a triggering sequence or code, for
changing a user identifier stored in the magnetic storage medium affixed to the
card that can be read by a standard magnetic stripe reader.

It is also contemplated that this alternate preferred embodiment may
require correct entry of a PIN before the card will function, or that a PIN be verified
before it is used to generate a user one-time number through use of a card
number generator. In either scenario, it is useful for the user to be able to
determine whether the PIN has been correctly entered into the card. In either
scenario, when the user is ready to enter a PIN into electronic card 1, the user
presses the ENTER button. If the correct PIN for the card has been entered, the
READY light 111 will light, but if the PIN is incorrect, the ERROR light 112 will
light. The CLEAR key clears all entries of earlier information into keypad 9 and
allows the user to begin reentering a PIN. If desired, the READY and ERROR
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lights can be deactivated or reactivated in the same manner as described for the
LEDs.

The versatility of this embodiment will now be illustrated by a theoretical
example of how an electronic card in accordance with this embodiment could be
used in a number of different situations.

First, assume that the user of the card wants to use the card for a company
business expense. In this scenario, the user could select a company credit card,
issued in the name of the company, by turning the card on, touching a special
function button 113 followed by numeric key 1, then the ENTER key. This could
tell the card to use an algorithm for a company account stored in the card’'s
computer. Next, the user would enter the user's PIN for that company account.
The card's computer would then generate a payment card number and
temporarily store that number, and a user identifier representing the company
name, in track 2 of the card’s magnetic stripe, which could then be read by a
magnetic stripe reader and sent to a verification agency for validation.

Second, assume that the user wants to use the card to charge a personal
expense. In this scenario, the user could select a personal credit card by turning
the card on, touching a special function button 113 followed by numeric key 2,
then the ENTER key. This could tell the card to use an algorithm for a user credit
card stored in the card’'s computer. Next, the user would enter the user’s personal
PIN. The card’s computer would then generate a payment card number and
temporarily store that number, and a user identifier representing the user’'s name
(which would be different from the user identifier used in the first scenario), in
track 2 of the card’s magnetic stripe which could then be read by a magnetic stripe
reader and sent to a verification agency for validation. The payment card number
generated in this scenario would be different from the payment card number
generated in the first scenario in two respects. First, the bank identification
number would be different. This is a fixed variable portion of the payment card
number (since many different cards for the same bank could have this number).
Second, the account number would be different. This is a variable variable portion
of the payment card number that changes each time the card is used (this is the

same as the individual account portion of traditional credit card numbers).
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Third, assume that the user wants to use the card to charge a personal
expense, except the user wants to make a note that the expense is tax deductible.
This scenario would proceed the same as the second scenario, except that a
second personal PIN would be entered. In this example, the fixed variable portion
of the payment card number would be the same as in the second scenario, but the
variable variable portion would be different.

Fourth, assume that the user now wants to use the card to enter a parking
garage controlled by an access card, and the requisite code has been stored in
the card’'s memory. In this scenario, the user could access the requisite code by
turning the card on, touching a special function button 113 followed by numeric
keys 98, then the ENTER key. This could tell the card to temporarily store the
requisite code in the card’s magnetic stripe, which could then be read by a
magnetic stripe reader.

Fifth, assume that the user now wants to use the card to enter the building
of the parking garage, and this requires a PIN plus the requisite code of the fourth
scenario. This would proceed the same as the fourth scenario, except that the
user would enter the PIN into the card and it would be added to the magnetic
stripe with the requisite code.

As should be apparent from these limited examples, there are many ways

that an electronic card according to the present invention can be used.

3. A method for transferring a data packet from a user of an electronic card to

a money source as part of a payment card transaction

The electronic cards of the preferred embodiments can be used to allow a
standard magnetic stripe reader to read a data packet that is submitted to a
money source for approval of a given payment card transaction associated with
the data packet.

When such a data packet is read and transmitted to a money source,
additional information can be conveyed within the data packet, as long as it can
be conveniently read by the money source. This is why it is especially preferred
that the data packet be encoded in the second track of the magnetic stripe within
the field of data that can be read in a normal credit card transaction. Combination
of this capacity for transmission of data with the flexibility provided by use of the
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encoding technology opens a communication channel for data transmission that
can be exploited every time such a transaction takes place.

One way to exploit the communication channel is to use it to directly
convey information from the electronic card to the money source. This can be
useful in synchronizing the electronic card with the money source. For example, it
can be used to provide the money source with a current sequence number of the
electronic card used in generating a one-time unique purchase order number.
(The sequence number can be used in connection with an algorithm that is
executed that uses the selected user key and a customer sequence number to
generate the Coupon. The sequence number is changed after each Coupon is
generated and a new Coupon can then be generated using the changed
sequence number and a selected user key for the new Coupon.) It can also be
useful in providing the money source with results of diagnostic test programs that
are periodically run by the electronic card’s computer, an important example of
which is remaining battery capacity

Because of the limited capacity of current batteries that are useful in the
type of electronic card described herein, it is possible that the battery will cease
working before an expiration date of the card if the electronic card is heavily used.
To solve this problem, the computer can run a program that measures remaining
battery capacity or checks for a battery life parameter and generates a warning
signal when a low battery condition is detected. The computer could even run a
predictive program estimating when the useful battery capacity will expire based
upon past usage, and this program could generate a battery life signal related to
an estimated remaining battery life of the battery, which could be sent to the
money source. The money source, in turn, can use such diagnostic information to
send out a new electronic card to the user before the electronic card runs out of
battery life. The same type of communication system can be used for other
diagnostic programs that measure at least one parameter and generate a warning
signal when a preselected threshold is exceeded.

Another way to exploit the communication channel is to use it to directly
convey information that is generated by a user of the card to the money source.
For example, the user could include a customization variable in the data packet.
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4, A method for customizing use of an electronic card through a customization
variable

Like a traditional payment card number, a one-time payment card number
should be capable of being read by a standard magnetic stripe reader when it is
part of a physical card used in traditional face-to-face transactions in which a user
presents the physical card to a merchant for payment. However, like traditional
payment card numbers, a one-time payment card number should also be capable
of being used in a Mail Order Telephone Order (“MOTQ") credit card transaction
between the user and a merchant. Thus, like a traditional payment card number,
the one-time payment card number should fit within, and work with, present
platforms and protocols for financial transactions involving payment cards, such
as traditional credit cards. This versatility allows the one-time payment card
number to be used with electronic cards, software programs used in network
applications, or telephones (especially telephones used in what is now being
referred to as m-commerce, or mobile commerce).

A traditional payment card number can be characterized as having three
parts. First, there is a set of fixed variables. This contains numerals that
represent certain specified data fields, such as a bank identifier and a month and
year expiration date for a given payment card. (The “bank” may be any “money
source” as that term has been defined in U.S. Patent No. 5,937,394.) Second,
there is a set of variable variables. This contains numerals that will vary for
different payment cards issued by the same money source. In other words, this is
the portion of the card number that will be specific to an individual entity or
account for a given issuing money source. Third, there is a check sum digit. The
value of the check sum digit is dictated by the other numerals in the card number.

In the context of the present invention, a user one-time payment card
number is akin to a traditional payment card number, with certain exceptions. In a
traditional payment card number, there might be a set of six fixed variables,
followed by a set of nine variable variables, followed by a check sum digit and
another set of four fixed variables representing the month and year. When a user
uses this traditional payment card number to complete a given financial
transaction, the transaction is always completed by using the same twenty digits
for the payment card number. By contrast, if the user uses a one-time payment
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card number to complete any such given financial transaction, the transaction will
not be completed by always using the same twenty digits for the payment card
number. Instead, the twenty digits of the one-time payment card number will vary,
and the degree to which they vary may depend upon user selection of a
customization parameter. In addition, because the one-time payment card
number varies with successive usage, the check sum digit will not necessarily be
the same with successive usage, although it may be. Thus, the check sum digit
must be recalculated for each new one-time payment card number, and this is
why it shall be referred to as a “check sum variable” in the context of a one-time
payment card number according to the present invention.

Another difference between a traditional payment card number and a one-
time payment card number is the way that a given transaction using either number
is validated by a verification agency, which may be a money source or an entity
who processes payment card transactions. When a transaction involving a one-
time payment card number is processed, the verification agency must verify that
the one-time payment card number is valid for the user identifier for the particular
given transaction, as opposed to any given transaction involving the user
identifier. (The verification process must take into account how selection of the
customization parameter may affect what the verification agency will receive for
verification.) This difference is a reason why use of the one-time payment card
number provides greater security and anonymity than can be obtained through
use of a traditional payment card.

A card number generator generates a one-time payment card number. No
matter what method is used to generate a one-time payment card number, two
successive one-time payment card numbers should be different. This can be
accomplished by using a sequence number that is changed after each one-time
payment card number is generated. (The present invention does not require that
all theoretical possibilities will result in different one-time payment card numbers.
Instead, it is preferred that there be a low probability of occurrence of identical
one-time payment card numbers attributable to convergence of two different
inputs leading to the same result due to operations performed on the inputs by the

algorithm.)
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A user can customize use of an electronic card having a card number that
varies with each use by selecting at least one customization parameter to
customize a given use of the electronic card. There are three general
customization parameters that can be used to customize a given use.

First, the user can customize generation of the one-time card number. This
can be done many different ways. An example of one way in which it can be done
is to customize selection of a selected user key that is used to generate the one-
time card number. Another way in which it can be done is to include a
customization variable in the one-time card number, or as an input into the
algorithm used to generate the one-time card number.

Second, the user can customize the user identifier that is used to validate
the one-time card number. This can be done many different ways. One way is to
choose one of two or more preselected identifiers as a selected user identifier.
Another way is to modify the user identifier. Still another way is to add a
customization variable, such as a numeric character, to the user identifier at a
preselected location.

Third, the user can include a customization variable with information
transmitted to a verification agency for validation of the given use. Unlike the first
two customization parameters, this parameter relies upon use of an additional
field of data collected as part of the validation process for a given transaction, and
this may require a change in established validation protocols. It is especially
preferred that any such change be technically feasible within the confines of
hardware that is being used to process traditional payment card transactions. In
the context of an electronic card with a magnetic stripe, this means that it is
preferred that the additional customization variable be stored in the magnetic
stripe, and it is especially preferred that it be stored in the second track of the
magnetic stripe.

Once it is recognized that using one or more of the foregoing customization
parameters will customize a given transaction involving use of a one-time
payment card number, and that such customization will seamlessly allow a user to
transmit additional information to the money source processing such transaction,
without loss of desired security or anonymity, the options for using such

customization are virtually limitless.
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After a one-time payment card number is validated for a given transaction,
the money source can determine what customization parameter(s) was selected
by the user for the given transaction, which allows the money source to determine
what handling option should be used for the transaction involving the one-time
payment card number. (It also allows the money source to determine what
sequence number is associated with the one-time payment card number, so that
its records can be synchronized as part of the validation process.)

One use of multiple handling options is to allow the money source to
access multiple accounts. For example, a user might use one account as a credit
card, and another account as a debit or checking card. By choosing which
account should be used for a given transaction, the user could determine, at the
point of use, whether to charge the transaction, or have it deducted from an
existing account balance. The same idea could be used for multiple credit cards,
whether they are from the same issuer or different issuers, or even different cards,
such as Visa®, MasterCard®, Diner's Card®, Discover® or American Express®.
In addition, the user might elect to have separate billing statements for separate
accounts, or have all billing consolidated in a single statement.

Another use of multiple handling options is to allow identification of the
person completing a transaction, or to allow multiple persons access to a single
account, or place different restrictions on multiple persons on a single account.
For example, a single account might be opened with an issuing bank, but an
entire family might be authorized to use the account. Thus, a father and a mother
might have their own customization parameter, a teenage child might have
another customization parameter and a lower authorized spending limit, and a
preteen child might have a fourth customization parameter, but only be authorized
to engage in a certain limited number of transactions per time period with a
maximum spending limit for each transaction. All the members of this family could
use the same card number generator embedded within a PDA or mobile phone, or
on a computer or in an electronic card. At the end of a specified billing cycle, all
transactions completed by any member of this family could be consolidated in a
single bill, and that bill could indicate who spent what when during the billing

cycle, and what it was spent on.
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Still another use of multiple handling options is to allow a user to classify
the nature of a particular transaction at the time it is completed. For example,
suppose an individual uses a single credit card for personal expenditures and
business expenditures. By assigning one customization parameter to personal
transactions, and a second customization parameter to business transactions, the
user can simplify accounting for such transactions without the necessity of having
and carrying two separate cards. If desired, the user could even receive two
separate statements for such expenditures so that the personal expenditures
would not be discernable from the documentation associated with the business
expenditures. Individual transactions could also be classified according to a
preselected set of criteria, and such criteria could be used in various financial
programs. For example, a user might include a code classification system used in
a money management system to create various reports that itemize categories of
spending or assist in budgeting of finances.

Yet another use of multiple handling options is to allow a user to preselect
how a particular transaction is treated in a subsequent bil. For example, an
individual user might not want a billing statement to include information about the
identity of second entities who provide certain goods or services, or when
transactions with such entities take place, but still want to have the billing
statement include such information for other transactions. By selecting two
different customization parameters with these two different handling options, the
user has the option of controlling what information it receives in billing statements
about individual transactions.

Multiple handling options can also be used to guard privacy, or for
commercial purposes that do not presently exist. For example, the user and the
money source might enter into an agreement about how, and under what
circumstances, the money source can distribute information about transactions of
the user, depending upon which customization parameter is used in a given
transaction. The agreement might provide different levels of confidentiality, and
set up different levels or types of compensation tied to transactions falling within
the different levels for a given time period.

One level of confidentiality might restrict distribution of any information

concerning a transaction by the money source to any third party. For example, a
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user might want strict confidentiality of any transaction involving medical services,
and would not want the money source to divulge that information to any party
unless legally required to do so. Or, maybe the user does not want any third party
to learn of any transaction that exceeds a certain dollar amount, for fear of a
potential deluge of unsolicited advertising. A user might pay a monthly fee for use
of this option, a transaction based fee, or no fee at all.

A second level of confidentiality might permit distribution of any information
concerning a transaction by the money source to any third party. Such
information is potentially valuable for purposes of advertising, and creating profiles
for targeted marketing, and the money source might even pay the user for the
right to sell such information.

Other levels of confidentiality might fall between those already noted. For
example, a third level might permit distribution of certain information concerning a
transaction (such as the payee, the amount of purchase, the date of purchase,
and a profile of the user), but restrict distribution of other information concerning a
transaction (such as the identity of the user). Another level of confidentiality might
restrict distribution of information concerning a transaction to any third party, but
allow the money source to use such information for its own marketing efforts

directed to the user.

5. Anonymous delivery system

By using a customization parameter, use of a one-time payment card
number can be customized for a desired delivery method, as will now be
explained.

When a user purchases certain goods or services, the delivery or
availability of such goods or services can be immediate and made at the time and
point of purchase, and therefore can be anonymous. Examples of this include use
of a payment card in a face-to-face transaction at a check out counter or use of a
payment card to obtain immediate access to something, such as a service,
information or a software program, that is delivered telephonically or over a
computer network. In such situations, the user may not be required to provide the
merchant with a user address. However, even if an address is required, it need

not be used for delivery, so it need not be an actual address of the user or an
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address for delivery of goods. Accordingly, in such situations, the user might want
to provide a meaningless address to avoid undesired solicitation and junk mail, or
an address of somebody who screens anything received at the address. Such an
address could be a Proxy Agent.

When a user purchases goods that have to be delivered, the user is
traditionally faced with a dilemma. Before the goods can be delivered, the user
has to provide an address for delivery. If a home address is used, so the goods
can be conveniently delivered to the home, anonymity is sacrificed. Once a
merchant or marketer has a home address, the address is available for solicitation
and, unfortunately for many consumers, junk mail. In addition, once a merchant
or marketeer has a home address, it can be cross-referenced against available
data bases, which can often reveal the true identity of the user, even if the
transaction was otherwise conducted anonymously through use of a one-time
payment card number and a fictitious user name. Once a true identity is obtained,
that identity can be matched with the purchase, and this information can be used
for all sorts of marketing purposes, including telemarketing. As is readily
apparent, use of a real home address, even with an otherwise anonymous
payment transaction, can lead to significant loss of a user’s privacy and unwanted
intrusions upon such privacy by a variety of marketing methods and practices.

To avoid such loss of privacy, a user might request that the goods be
delivered to an address other than the user's home address, such as a work
address or an address used for delivery of mail, such as a post office box.
However, this option eliminates the convenience of a home delivery, and creates
additional inconvenience. It is also not an option if the user making the purchase
wants the goods sent to a third party, such as a relative, for a birthday or a holiday
gift. This problem is aggravated when the desired delivery date is crucial and
there is not sufficient time for delivery to a secondary address, and then a second
delivery to the intended recipient. (In addition, this would involve extra cost and
inconvenience associated with receiving the shipment at the secondary address,
and then resending the package to the desired recipient.)

Even when a user is willing and able to put up with the inconvenience of
delivery to a secondary address, there may be additional drawbacks with such a
delivery.
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The user may not want some goods delivered to the user's work address
for a variety of reasons, including a resultant loss of privacy associated with such
delivery. Not only may the user want to prevent colleagues from knowing what
the user has purchased, but delivery to a work address may lead to junk mail
being sent to the work address, or correlating the work address, in one fashion or
another, to the true identity of the user. For example, assume that the user uses a
fictitious name and a work address. The delivery agent may require proof that the
user is entitled to receive the goods, and this proof could compromise the user's
true identity. Alternatively, the user might not be able to claim goods delivered to
the user's work address, or such goods, even if they have been delivered to the
work address, may not reach the user due, for example, to theft by another
employee.

Although delivery to an address designated for pick-up may avoid some of
the problems associated with delivery to a work address, it has other drawbacks.
For example, it requires that the user have an account with the delivery address,
and pay for this service. In addition, it does not prevent the address from being
used for junk mail. And, unless the user is careful with use of the address, and
the service guarantees anonymity, it might still be possible for marketeers to use a
database to cross-reference the delivery address to develop the true identity or
address of the user.

To avoid the foregoing problems, the preferred embodiment of the present
invention allows a user to select an anonymous delivery option when a one-time
card number is used with a user identifier to complete a given commercial
transaction. The mechanics of the anonymous delivery option can be triggered by
use of a customization parameter associated with the anonymous delivery option.
By selection of an appropriate customization parameter, a user can select from a
variety of different, anonymous delivery options. For example, one option might
be home delivery. Another option might be a pick-up by the user at a specified
address. Another option might be a handling option by which the user selects a
preselected delivery address. Still another option might be an alternative handling
option by which the user provides a specified one-time delivery address for the
specific transaction, and this might be provided before or after the actual

transaction is completed with a merchant.
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Once the anonymous delivery option is triggered, it can be implemented as
follows.

When the commercial transaction is completed, whether it is a face-to-face
transaction or a MOTO transaction, the user will provide the merchant with a one-
time payment card number and a user identifier. As already noted, the user can
customize the one-time payment card number so as to select the desired delivery
method and address. Or, alternatively, the merchant could specify who the
delivery agent will be, such as Federal Express® or UPS®, and the user could still
specify a delivery option for such a carrier by selection of an appropriate
customization variable. Once the merchant receives this information, it is sent to
a money source to confirm the validity of the transaction. The communication
from the merchant to the money source will also include an identification of the
merchant and the amount of the transaction, and will also typically include the
date of the transaction. When the money source confirms the validity of the
transaction, the money source will send the merchant a confirmation number that
can be used to identify the transaction. In other words, so far, this transaction
proceeds in the same fashion as an ordinary credit card transaction, except that
the merchant does not yet have a delivery address for the goods.

The delivery address can be provided to the delivery agent in a number of
ways without allowing the merchant to learn the delivery address.

One way the delivery address can be kept from the merchant is for the
money source to provide the delivery address to the delivery agent along with a
tracking identifier. The money source can also give the tracking identifier to the
merchant, so that it can serve as an identifier for the shipping process. The
tracking identifier might simply be the confirmation number that the money source
gave the merchant to confirm validation of the commercial transaction, or it might
be another number specifically designated for this purpose. Once the merchant
has the tracking identifier, the goods can be delivered to the delivery agent with
the tracking identifier taking the place of a delivery address.

After the delivery agent receives the goods, the tracking identifier can be
used to access the delivery address. Now the delivery agent to the delivery
address can deliver the goods, and the delivery agent need not have any
information about the addressee. To confirm delivery, and to verify that delivery
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has been made to the right party, the delivery agent can be given a delivery code.
This might be information about the commercial transaction, such as a merchant
invoice number or the one-time payment card number used to complete the
transaction, but it is preferably a separate code that the merchant, and the
merchant's employees, would not have access to. The delivery code can be
generated by the delivery agent or the money source, or even the user, as long as
it is known by the delivery agent and the person who will pick up the goods, who
will be designated the “addressee” (the addressee may be the user or a third
party). By using the money source or another source as an intermediary, there
need not be any direct contact between the delivery agent and the addressee until
the time of delivery.

Another way the delivery address can be kept from the merchant is to use
two delivery agents, or to deliver the goods to a destination address where the
purchased item is held at a pick-up location for pick-up by the addressee. For
example, the goods could be delivered to a local office of the delivery agent. In
both of these cases, the first delivery agent will not have an address of the
addressee, and the merchant could not get such an address from the first delivery
agent. A variant on this method of delivery is to segregate knowledge of the
delivery address within the delivery agent. For example, the delivery agent might
use an internal delivery address for the first point of delivery. This might be a
central location where a number of packages from a given collection zone are
collected for sorting and subsequent distribution. Once the goods reach this
central address, they could be processed according to special procedures to limit
access to the correlation between the tracking identifier and the delivery address.

If the goods are not to be shipped by use of a delivery agent, but held for
pick-up by the user or an authorized agent of the user, the delivery process can
be modified in a number of ways to safeguard anonymity, while still providing
security against fraud. For example, the money source can send a delivery code
to the user and the merchant that the user must have at the time of pick-up. The
user can also be required to provide an additional verification of identity, albeit
anonymous to the merchant, at the time of pick-up. One way to do this is to
require the user to provide a valid one-time payment card number at the time of
pick-up, and it is especially preferred that this number be a dummy number that is
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designated as such by using a customization variable designated as a dummy
variable. When the dummy one-time payment card number is submitted for
verification, the dummy variable tells the money source that this is not a
commercial transaction, but rather, a request for verification of valid identity, and
that it should be treated as such. Thus, the money source can use the dummy
one-time payment card number to confirm that the person picking up the goods is
authorized to pick them up, and then send a confirmation of the transaction to the
merchant to verify that the party presenting the dummy one-time payment card
number should be allowed to pick-up the goods. This confirmation also creates a
record of receipt of the goods by the user. And, of course, all of these same
methods could also be applied, if desired, to the situation of a delivery by the
delivery agent to a delivery address.

In an alternative embodiment, the methods for anonymous delivery can be
used to implement an anonymous “charge on delivery” that is somewhat akin to
the concept of cash on delivery. In this embodiment, the money source can put a
hold on charging or debiting the user's account (and, if desired, paying the
merchant), until there has been an actual delivery of the goods. One way to
establish such delivery is through use of a “dummy” one-time payment card
number.

As described above, at least four parties are involved in completing an
anonymous delivery of goods when the user does not pick up the goods from the
merchant. In an alternative embodiment of the present invention, a fifth party is
deliberately placed into the loop as an intermediary to act as a further safeguard
against loss of anonymity. The fifth party, which shall be referred to as “Privacy
Systems,” can function as a further buffer and safeguard of the user's privacy.
Using Privacy Systems as a payor to the merchant, a payee to the money source
and the clearinghouse for all of the details of a given transaction, including the
delivery address, does this. By adding this fifth party, who might be legally
obligated not to divulge preselected details of a given transaction to third parties
without consent of the user, the money source is taken out of the loop as a
coordinating party with knowledge of all of the transaction details. Privacy
Systems can also function as a clearinghouse for collecting, categorizing,
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marketing and selling information about transactions in which it is serving as an
intermediary.

Although the foregoing detailed description is illustrative of preferred
embodiments of the present invention, it is to be understood that additional
embodiments thereof will be obvious to those skilled in the art.

Accordingly, it will be readily apparent to those skilled in the art that still
further changes and maodifications in the actual concepts described herein can
readily be made without departing from the spirit and scope of the disclosed
inventions as defined by the following claims.
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What is claimed is:

1. A method for transferring a data packet from a user of an electronic
card to a money source as part of a payment card transaction, comprising the
steps of:

executing a program on a computer of the electronic card to generate a
data packet that can be read by a standard magnetic stripe reader;

using the standard magnetic stripe reader to read a payment card number,
a user identifier and the data packet as part of a given payment card transaction;
and

submitting the payment card number, the user identifier and the data
packet to the money source for approval of the given payment card transaction.

2. A method as recited in claim 1, wherein the program is a diagnostic
program that measures at least one parameter and generates a warning signal
when a preselected threshold is exceeded.

3. A method as recited in claim 2, wherein the program checks for a
battery life parameter and generates a warning signal when a low battery
condition is detected.

4, A method as recited in claim 1, comprising the further steps of:

generating a user one-time payment card number through use of a card
number generator; and

using the user one-time payment card number as the payment card
number.

5. A method as recited in claim 4, wherein the one-time payment card
number is correlated with a sequence number that indicates the relationship of the
one-time payment card number to a sequence of one-time payment card numbers
generated by the card humber generator.

6. A method as recited in claim 5, wherein the data packet can be used
to obtain the user sequence number.

7. A method for alerting a money source to a low battery condition of a
battery used in an electronic card, comprising the steps of:

(1)  using the electronic card to conduct a plurality of payment card
transactions in which a payment card number and a user identifier are submitted

to the money source as part of an approval process;
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(2) executing a program on a computer of the electronic card to check
for a battery life parameter and generate a warning signal when a low battery
condition is detected; and

(3) when a warning signal is generated, submitting a low battery
indicator to the money source in connection with the approval process.

8. A method as recited in claim 7, wherein the program is executed
each time the electronic card seeks approval of a preselected number of payment
card transactions.

9. A method as recited in claim 8, wherein the program generates a
battery life signal related to an estimated remaining battery life of the battery.

10. A method as recited in claim 9, comprising the further step of:

(4) submitting a battery life indicator that is based upon the battery life
signal to the money source in connection with the approval process.

11. A method as recited in recited in claim 10, comprising the further
step of:

(4) providing a user of the electronic card with a replacement electronic
card before the battery life parameter drops below a selected threshold.

12. A method for allowing customized use of an electronic card having a
card number that varies with each use, comprising the steps of:

(1)  allowing a user to select a customization parameter to customize a
given use of the electronic card by at least one of the following steps:

(a) customizing generation of a one-time card number;

(b)  customizing a user identifier; or

(¢) inclusion of a customization variable with information
transmitted to a verification agency for validation of the given use;

(2) generating a user one-time payment card number through use of a
card number generator,

3) submitting the user one-time payment card number and the user
identifier to a verification agency for validation, and, if the user has selected step
(1)(c), including the customization variable with the submission for the given use;
and

(4) verifying that the one-time payment card number is valid for the

given use.
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13. A method as recited in claim 12, wherein the electronic card is a
payment card and the one-time card number is a one-time payment card number.

14. A method as recited in claim 13, wherein the card number generator
generates a new card number by executing an algorithm that uses a selected user
key to generate the new card number.

15. A method as recited in claim 13, wherein the user can customize
generation of the one-time card number by choosing either a first user key or a
second user key as the selected user key, and wherein the algorithm will generate
a first one-time card number if the selected user key is the first user key or a
second one-time card number if the selected user key is the second user key, the
first and the second one-time card numbers being different, but both valid with the
user identifier. ‘

16. A method as recited in claim 12, wherein the electronic card is
comprised of:

a card base;

a computer affixed to the card;

an input mechanism;

a magnetic storage medium affixed to the card that can be read by a
standard magnetic stripe reader;

an encoder for generating a data packet that is stored in a designated
portion of the magnetic storage medium and is readable by a standard magnetic
stripe reader; and

a power source for supplying power to the computer and the encoder;

wherein the electronic card is sized such that the magnetic storage medium
can be read by the standard magnetic stripe reader.

17. A method as recited in claim 16, wherein the data packet is further
comprised of the customization variable.

18. A method for processing a plurality of payment card transactions
based upon a user's selection of a customization variable for each of the
transactions, comprising the steps of:

(1)  establishing a plurality of handling options between a money source
and the user, b

(2) providing the user with a card number generator;
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(3) allowing the user to complete a pluralty of payment card
transactions within a time period in accordance with the following steps:

(a) allowing the user to select a customization parameter to
customize a given use of the card number generator by at least one of the
following steps:

(i) customizing generation of a one-time payment card
number,

(ii) customizing a user identifier; or

(iii)  inclusion of a customization variable with information
transmitted to a verification agency for validation of the given use;

(b) generating a user one-time payment card number through
use of the card number generator;

(c) verifying the validity of the given use by submitting the user
one-time payment card number and the user identifier to a verification agency for
validation, and, if the user has selected step (3)(a)(iii), including the customization
variable with the submission; and

(d) repeating steps (a) through (c) at least once within the time
period; and

(4) processing each of the plurality of payment card transactions in
accordance with one of the plurality of handling options based upon the
customization parameter selected for each of the plurality of payment card
transactions.

19. A method as recited in claim 18, wherein the card number generator
is included within an electronic payment card.

20. A method as recited in claim 19, wherein the electronic payment
card is comprised of:

a card base;

a computer affixed to the card;

a keypad for providing input to the computer, the keypad having ten
numeric keys and at least one special function key that are touch-activated;

a magnetic storage medium affixed to the card that can be read by a

standard magnetic stripe reader,;
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an encoder controlled by the computer for generating a data packet that is
stored in a designated portion of the magnetic storage medium; and

a power source for supplying power to the computer and the encoder;

wherein the electronic card is sized such that the magnetic storage medium
can be read by a standard magnetic stripe reader.

21. A method as recited in claim 18, wherein the first and the second
handling options are mechanisms to bill two separate accounts.

22. A method as recited in claim 19, wherein the user is sent a single bill
for charges to the two separate accounts.

23. A method as recited in claim 22, wherein the user is sent a first bill
for the first account and a separate bill for the second account.

24. A method as recited in claim 18, wherein the first and the second
handling options are a first and a second mechanism for dealing with distribution
of information concerning the plurality of payment card transactions.

25. A method as recited in claim 24, wherein the first mechanism
restricts the distribution from the money source to a third party of information
relating to any payment card transaction in which the user payment card nhumber
was generated by use of the first user key.

26. A method as recited in claim 24, wherein the first mechanism
restricts the distribution from the money source to the second entity of personal
information of the user relating to any payment card transaction in which the user
payment card number was generated by use of the first user key.

27. A method as recited in claim 25, wherein the user provides the
money source with consideration for use of the first mechanism.

28. A method as recited in claim 24, wherein the second mechanism
permits the distribution from the money source to a third party of information
relating to any payment card transaction in which the user payment card number
was generated by use of the second user key.

29. A method as recited in claim 28, wherein the second mechanism
permits the distribution from the money source to the second entity of personal
information of the user relating to any payment card transaction in which the user
payment card number was generated by use of the second user key.
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30. A method as recited in claim 28, wherein the money source provides
the user with consideration for use of the second mechanism.

31. A method as recited in claim 18, wherein the first and the second
handling options provide a mechanism for classifying the nature of the plurality of
payment card transactions.

32. A method as recited in claim 31, wherein the first handling option is
used for business transactions and the second handling option is used for
personal transactions. |

33. A method as recited in claim 18, wherein the first and the second
handling options provide a mechanism for identifying either a first user or a
second user as the user.

34. A method as recited in claim 33, wherein approval of a payment card
transaction for the first user is subject to different restrictions than approval of a
payment card transaction for the second user.

35. A method as recited in claim 18, wherein the first and the second
handling options provide a mechanism for controlling what information is reported
about the plurality of payment card transactions in a billing statement.

36. An electronic card, comprising:

a card base;

a computer affixed to the card,;

a display mechanism controlled by the computer;

an input mechanism;

a magnetic storage medium affixed to the card that can be read by a
standard magnetic stripe reader;

an encoder for generating a data packet that is stored in a designated
portion of the magnetic storage medium; and

a power source for supplying power to the computer and the encoder;

wherein the electronic card is sized such that the magnetic storage medium
can be read by a standard magnetic stripe reader.

37. An electronic card as recited in claim 36, wherein the magnetic

storage medium is a magnetic stripe.
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38. A method for providing a secure and anonymous transaction
between a user and a merchant with subsequent delivery of a purchased item,
comprising the steps of:

(1)  establishing a user account between a money source and the user
which is associated with a fictitious user identifier, a user account number, and a
user settlement mechanism through which the user and the money source can
settle payment card transactions involving the user account;

(2)  providing the user with a card number generator;

(3) completing a payment card transaction between the user and the
merchant in which the user account is charged a monetary value for the
purchased item, comprising the following steps:

(@) allowing the user to select a customization parameter associated
with an anonymous delivery option for subsequent delivery of the purchased item
to customize the payment card transaction by at least one of the following steps:

0] customizing generation of a user one-time payment
card number;

(ii) customizing the user identifier; or

(i)  inclusion of a customization variable in a user
transaction data packet that includes the user one-time payment card number and
the user identifier;

(b) generating the user one-time payment card humber through use of
the card number generafor; and

(c) providing the merchant with the user transaction data packet;

(4) submitting a merchant transaction data packet to the money source,
wherein the merchant transaction data packet includes the user transaction data
packet, the monetary value, a merchant identifier and a purchased item identifier;

(5) providing the merchant with a confirmation that the transaction is
valid after the money source verifies that the user one-time payment card number
is valid for the user identifier and the transaction; ‘

(6) sending a tracking identifier from the money source to the merchant;

(7)  sending the tracking identifier and a delivery address from the

money source to a delivery agent;
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(8) invoking the settlement mechanism to charge or debit the user
account for a transaction amount correlated to the monetary value;
(9) delivering the purchased item to the delivery agent with the tracking

identifier; and
(10) delivering the purchased item from the delivery agent to the delivery

address.
39. A method as recited in claim 38, wherein the merchant is not

provided with the delivery address.
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PORTABLE ELECTRONIC AUTHORIZATION SYSTEM AND METHOD

RELATED APPLICATIONS
This is a Continuation-in-Part (CIP) of U.S. Application Serial No. 09/675,438, filed
September 28, 2000, and now pending, which claims the benefit of each of: (1) Application
Serial No. 60/156,356, filed September 28, 1999; (2) Application Serial No. 60/167,050, filed
November 23, 1999; (3) Application Serial No. 60/184,425, filed February 23, 2000; and (4)
Application Serial No. 60/217,542, filed July 12, 2000.

FIELD OF THE INVENTION

The present inventions are directed to novel systems and methods for engaging in

transactions involving financial and/or non-financial media.

BACKGROUND OF THE INVENTION

People often times carry wallets with them when they engage in their day to day

activities. A typical wallet is made of leather or other suitable material, and is generally a
foldable structure that readily fits into a pocket or purse. A wallet typically includes a
number of pockets, pouches, or the like for storing items such as a driver’s license, a social
security card, identification cards, credit cards, debit cards, membership cards, commuter
passes, access tools, business cards, cash, coupons, event tickets, transportation tickets,
frequent customer cards (e.g., a frequent flier card), medical information cards, receipts,
photographs, etc.

Wallets are frequently stolen, lost, or misplaced. When any of these events occurs,
not only must the wallet itself be replaced, but all of the contents of the wallet must be
replaced as well. As anyone who has lost a wallet can testify, replacing the contents of a
wallet can be cumbersome and expensive. In addition, if a wallet is stolen or if a lost wallet
falls into the wrong hands, the contents of the wallet may be used to engage in unauthorized
activities which financially detriment the wallet owner, as well as any banks, credit issuers,
and/or other institutions that issued financial media to the wallet owner.

While the wallet owner is generally able to “cancel” financial media in such situations
by contacting the respective financial media issuers, often times this is done too late, i.e.,

after one or more media have been exploited by the unauthorized user. In some cases, the
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wallet owner may not recall all of the contents of the now stolen wallet, and so may fail to
report theft of one or more items. Further, in addition to any cash contained in a lost or stolen
wallet, many media issued by non-financial media issuers have a significant cash value, e.g.,
transportation tickets, event tickets, commuter passes, and the like, and therefore represent an
immediate (and often times unrecoverable) financial loss to the wallet owner. Moreover, the
misappropriation of media issued by non-financial media issuers that contain personal
information, e.g., a drivers license, social security card, identification card, etc., present the
opportunity for an unauthorized possessor of a wallet to engage in the practice known as
“identity theft,” whereby the possessor may assume the identity of the wallet owner for
various fraudulent purposes, e.g., using the assumed identity to obtain and exploit one or

more new financial media.

SUMMARY OF THE INVENTION

According to one aspect of the present invention, a method is disclosed for enabling a
software module on a computer operated by a user to access restricted information on a
server. With an electronic device distinct from the computer, an identity of the user is
authenticated to determine that the user is permitted to access the restricted information on
the server. In response to the electronic device authenticating the identity of the user, the
software module on the computer is permitted to access the restricted information on the
server.

According to another aspect, a method is disclosed for altering settings on a computer
to correspond to settings on an electronic device distinct from the computer. With the
electronic device, an identity of a user is authenticated to determine that the user is authorized
to use the electronic device. In response to authenticating the identity of the user, the settings
on the computer are altered to correspond to settings on the electronic device.

According to another aspect of the invention, a system for enabling a software module
on a computer operated by a user to access restricted information on a server includes an
electronic device which includes a user-authenticator to authenticate an identity of the user to
determine that the user is permitted to access the restricted information on the server. The
system further comprises means for, in response to the electronic device authenticating the
identity of the user operating the cémputer, enabling the software module on the computer to

access the restricted information on the server.
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According to yet another aspect, a system for altering settings on a computer to
correspond to settings on an electronic device distinct from the computer comprises a user
authenticator included in the electronic device to authenticate an identity of a user to
determine that the user is authorized to use the electronic device. The system further
comprises means for, in response to authenticating the identity of the user, altering the
settings on the computer to correspond to settings on the electronic device.

According to another aspect, an apparatus includes a housing; a user authenticator,
supported by the housing, that authenticates an identity of a user; at least one memory,
supported by the housing, that stores transaction information for at least first and second
media; and at least one output, supported by the housing, that releases at least a portion of the
transaction information to a point-of-sale (POS) terminal after the user authenticator has
authenticated the identity of the user.

According to another aspect of the present invention, a method involves steps of: (a)
storing transaction information for at least first and second media in a memory of a device (b)
using the device to authenticate an identity of a usef; and (c) after authenticating the identity
of the user with the device, transferring at least a portion of the transaction information from
the device to a point-of-sale (POS) terminal.

According to another aspect of the present invention, an apparatus includes: a
housing; at least one memory, supported by the housing, that stores transaction information
for at least one media; a user authenticator, supported by the housing, that authenticates an
identity of a user of the apparatus; and at least one output, supported by the housing, that,
after the user authenticator has authenticated the identity of the user, releases an embedded
identification code of the apparatus from the housing that enables a device receiving the
embedded identification ID code to authenticate the identity of the apparatus.

According to another aspect of the present invention, a method involves steps of:
storing transaction information for at least one media in a memory of a first device; using the
first device to authenticate an identity of a user; and after authenticating the identity of the
user with the first device, releasing an embedded identification code of the apparatus from the
housing that enables a second device receiving the embedded identification code to
authenticate the identity of the first device.

According to another aspect of the present invention, an apparatus includes: at least

one memory that stores transaction information for at least first and second media; at least
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one input that enables a user to select one of the at least first and second media; a display that
provides a visual indication to the user regarding which of the at least first and second media
has been selected with the at least one input; and at least one output that selectively releases
at least a portion of the transaction information to a point-of-sale (POS) terminal.

According to another aspect of the present invention, a method involves steps of:
storing transaction information for at least first and second media in a memory of a device;
receiving as input a user’s selection of one of the at least first and second media; displaying a
visual indication to the user regarding which of the at least first and second media has been
selected; and transferring at least a portion of the transaction information from the device to a
point-of-sale (POS) terminal.

According to another aspect of the present invention, an apparatus includes: at least
one memory that stores transaction information for at least one financial media and at least
one non-financial media; and at least one output that selectively releases at least a portion of
the transaction information to a point-of-sale (POS) terminal.

According to another aspect of the present invention, a method involves steps of:
storing transaction information for at least one financial media and at least one non-financial
media in a memory of a device; and transferring at least a portion of the transaction
information from the device to a point-of-sale (POS) terminal.

According to another aspect of the present invention, a system includes: a housing; at
least one memory, supported by the housing, that stores transaction information for at least
one media; a device releasably attached to the housing; and configuring means, supported by
the housing, for selectively configuring the device to hold the transaction information so that
the device may be used to engage in a transaction involving the at least one media.

According to another aspect of the present invention, a method involves steps of: (a)
storing transaction information for at least one media in a memory of a first device, the first
device having a second device releasably attached thereto; (b) while the second device is
attached to the first device, configuring the second device to hold the transaction information
for the at least one media based on the contents of the memory; (c) detaching the second
device from the first device; and (d) using the second device to engage in a transaction
involving the at least one media.

According to another aspect of the present invention, a system includes: a first device

including a user authenticator that authenticates an identity of a user; and a second device

IPR2025-00644 Page 00620



10

15

20

25

30

WO 03/029942 PCT/US02/31335

-5

releasably attached to the first device, wherein the second device holds transaction
information for at Ieast one media so that the second device may be used to engage in a
transaction involving the at least one media, and wherein the second device is detached from
the first device after the user authenticator has authenticated the identity of the user.

According to another aspect of the present invention, a method involves steps of: with
a first device, authenticating an identity of a user; and after authenticating the identity of a
user with the first device, detaching a second device from the first device, the second device
holding transaction information for at least one media so that the second device may be used
to engage in a transaction involving the at least one media.

According to another aspect of the present invention, a system includes: a first device;
a second device that has the first device releasably attached thereto, the second device
including means for selectively configuring the first device to hold transaction information
for a first media but not for a second media so that the first device may be used to engage in a
transaction involving the first media but not the second media, and the second device further
including means for selectively configuring the first device to hold transaction information
for the second media but not for the first media so that the first device may be used to engage
in a transaction involving the second media but not the first media.

According to another aspect of the present invention, a method involves steps of:
selectively configuring a device to hold transaction information for a first media but not for a
second media so that the device may be used to engage in a transaction involving the first
media but not the second media; and selectively configuring the device to hold transaction
information for the second media but not the first media so that the device may be used to
engage in a transaction involving the second media but not the first media.

According to another aspect of the present invention, a system includes: at least one
memory that stores first transaction information for a first media; at least one cutput that
selectively releases at least a portion of the first transaction information to a point-of-sale
(POS) terminal; and means for enabling a person to whom the first media is issued to
selectively add second transaction information for a second media to the memory.

According to another aspect of the present invention, a method involves steps of:
storing first transaction information for a first media in a memory of a device; releasing at

least a portion of the first transaction information to a point-of-sale (POS) terminal; and in
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response to a request by the person to whom the first transaction information is issued, adding
second transaction information for a second media to the memory.

According to another aspect of the present invention, a system includes: at least one
memory that stores first transaction information for a first media and second transaction
information for a second media; at least one output that selectively releases at least a portion
of the first transaction information to a point-of-sale (POS) terminal; and means for enabling
a person to whom the first media is issued to selectively remove at least a portion of the
second transaction information from the memory.

According to another aspect of the present invention, a method involves steps of:
storing first transaction information for a first media and second transaction information for a
second media in a memory of a device; releasing at least a portion of the first transaction
information to a point-of-sale (POS) terminal; and, in response to a request by the person to
whom the second media is issued, removing at least a portion of the second transaction
information from the memory.

According to another aspect of the present invention, a system includes: at least one
memory that stores transaction information for at least one media; at least one output that
selectively releases at least a portion of the transaction information to a point-of-sale (POS)
terminal; and means for enabling at least one functional characteristic of the at least one
media to be altered by altering the contents of the least one memory.

According to another aspect of the present invention, a method involves: storing
transaction information for at least one media in a memory of a device; releasing at least a
portion of the transaction information to a point-of-sale (POS) terminal; and altering at least
one functional characteristic of the at least one media by altering the contents of the least one
memory.

According to another aspect of the present invention, an apparatus includes: a
housing; a user authenticator, supported by the housing, that authenticates an identity of a
user; at least one memory that, supported by the housing, stores first transaction information
for a first media and second transaction information for a second media; and at least one
output, supported by the housing, that releases the first transaction information only after the
user authenticator has authenticated the identity of the user, and that releases the second
information without requiring the user authenticator to have authenticated the identity of the

user.
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According to another aspect of the present invention, a method involves steps of:
storing first transaction information for a first media and second transaction information for a
second media in at least one memory of a device; using the device to authenticate an identity
of a user; releasing the first transaction information only after the identity of the user has been
authenticated; and releasing the second transaction information without requiring the identity
of the user to be authenticated.

According to another aspect of the present invention, a system includes: a first device;
and a second device having the first device releasably attached thereto such that, when the
first device is attached to the second device, the second device causes the first device to
generate a machine-readable code for only a predetermined, finite period of time after the
first device is detached from the second device.

According to another aspect of the present invention, a method involves a step of
generating a machine-readable code on a device for only a predetermined, finite period of
time.

According to another aspect of the present invention, an apparatus includes: a portable
substrate; a power supply supported by the substrate; and at least one controller supported by
the substrate and powered by the power supply, the at least one controller being configured to
generate a simulated magnetic stripe on the substrate.

According to another aspect of the present invention, an method involves a step of
generating a simulated magnetic stripe on a portable device.

According to another aspect of the present invention, a system includes: at least one
memory that stores transaction information for at least one media; a user authenticator that
authenticates an identity of the user; and a display that provides a visual indication to the user
regarding the at least one media, the visual indication being displayed for only a
predetermined, finite period of time after the user authenticator has authenticated the identity
of the user.

According to another aspect of the present invention, a method involves steps of:
authenticating an identity of a user; and displaying a visual indication to the user regarding
the at least one media for only a predetermined, finite period of time after authenticating the
identity of the user.

According to another aspect of the present invention, a system includes a portable

device that can be used to engage in point-of-sale (POS) transactions; and a device remote
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from the portable device, that can disable an ability of the portable device to engage in POS
transactions.

According to another aspect of the present invention, a method involves steps of:
providing a portable device that can be used to engage in point-of-sale transactions; and at a
location remote from the portable device, disabling an ability of the portable device to engage
in POS transactions.

According to another aspect of the present invention, a method involves steps of:
storing transaction authorization information for at least two media in a first memory of a
first device; and storing the transaction authorization information for the at least two media in
a second memory, which is disposed at a location remote from the first device.

According to another aspect of the present invention, a system includes: a first device;
and a second device having the first device releasably attached thereto such that, when the
first device is attached to the second device, the second device can cause the first device to
generate a machine-readable code after the first device is detached from the second device,
the second device including at least one controller configured so as to be capable of causing
the first device to generate the machine-readable code only for a finite, predetermined period
of time.

According to another aspect of the present invention, a method involves a step of
configuring a first device such that the first device is capable, for only a predetermined, finite
period of time, of generating a machine-readable code on a second device.

According to another aspect of the present invention, a method involves steps of:
receiving information at a first device that has been transmitted over an electronic
communication link; and after receiving the information at the first device, using a media at
the first device to access a quantity of credit or cash reserves that could not be accessed prior

to the first device receiving the information.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram illustrating an example of a network system in which a

portable electronic authorization device (also referred to herein as a “Pocket Vault”) may be
employed according to one embodiment of the invention;
Fig. 2 is a block diagram showing an illustrative embodiment of the Pocket Vault

shown in Fig. 1;
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Fig. 3 is a block diagram showing an illustrative embodiment of one of the interface
stations shown in Fig. 1;

Fig. 4 is a block diagram showing an illustrative embodiment of the network server(s)
shown in Fig. 1;

Fig. 5 is a diagram showing an example of how the memory of the Pocket Vault
shown in Fig. 2 may be configured in accordance with one embodiment of the invention;

Fig. 6 is a block diagram showing an illustrative embodiment of the token (e.g., a
card) associated with the Pocket Vault shown in Fig. 2;

Fig. 7 is a flow diagram illustrating a primary routine that may be executed by the
controller of the Pocket Vault shown in Fig. 2;

Fig. 8 is a flow diagram illustrating an example implementation of the PROCESS
POCKET VAULT VALIDATION routine shown in Fig. 7;

Fig. 9 is a flow diagram illustrating an example implementation of the
UNAUTHORIZED HOLDER routine shown in Fig. 7;

Fig. 10 is a flow diagram illustrating an example implementation of the
AUTHORIZED HOLDER routine shown in Fig. 7;

Fig. 11 is a flow diagram illustrating an example implementation of the PROCESS
CARD TRANSACTION routine shown in Fig. 10;

Fig. 12 is a flow diagram illustrating an example implementation of the VERIFY
CARD RETURN routine shown in Fig. 7;

Fig. 13 is a flow diagram illustrating an example implementation of a primary routine
that may be executed by the controller of the pocket vault interface unit shown in Fig. 3;

Fig. 14 is a flow diagram illustrating an example implementation of a primary routine
that may be executed by the controller of the interface station computer shown in Fig. 3;

Fig. 15 is a flow diagram illustrating an example implementation of the PROCESS
REQUEST TO VALIDATE POCKET VAULT routine shown in Fig. 14;

Fig. 16 is a flow diagram illustrating an example implementation of the PROCESS
REQUEST TO UPDATE INFO ON POCKET VAULT routine shown in Fig, 14;

Fig. 17 is a flow diagram illustrating an example implementation of the PROCESS
REQUEST TO AUTHORIZE TRANSACTION routine in Fig. 14;

Fig. 18 is a flow diagram illustrating an example implementation of the PROCESS
UNSUCCESSFUL OPERATOR AUTHENTICATION routine shown in Fig. 14;
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