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section of central hub.

specific messages mobils device from b
200 The 800 e

2 transaction. The BRC &

he linked w0 some banks s seivice in BRC
: Part of functicns that may be commaon betveen

¥, a3 internet bank,

i is described ather preferced embadimeant of the prese

Gy device "and”

Term celfular phone and " travelling carriage
2 (GIM) " Mobile device nas the 1

ige:
vavelli

iy Ca
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on with the example of preferred embodiment and with reference to accompanying drawing, the present invention

re completely is dese

azch sever hod of the presant invention,

i part of

WEET SOme Hart anying out method of the present invention, and

Fsignature authenticstion.

efy the gene oductions of digitsl signature esloulating and ¢

eference i ments,

¢ drawing s represented £l

Fig. 1 areprasents 1o ¢a
is included inthe

out the =xample of overview of the several part of method of the present invertion.™

ctively, nevwork operator's Territory 200, central hub 200, hank d ing centar (BDT ta
i
e telephona svstam 108 can b

expresasd a% in the teritory 100
nid the banking

ingtiwtion

proce

n s the maohile e 101 and 102 gital mobile telephone '::ys\e.rn 103, and whe

gichat sys

n mabile phane “;U‘l is senders of alectronic pay:
s digital ce

e phone 102 is &cmiems,Thi oM for mebile communications (GSM) art

in tig explanation, term " recipient " is used {0 represent ser i term " sender " is used to represent the mebile

ohore 101 from wharein sending aie-:tromc payment chegue But, tarm”
phone 102 the

{ slectrenic payrnent chague, 5

can reprasent respectively to its send elec

chedis

oty
HE-1300s)

¢ payme

ds electonic DRYIMENT ehedie,

ve, term celiular ph velling cs sical blocks: " mebite

y’ modie {(SIM) " 10, 102a.Mobile o O, 102h nave the
device 10, 1026 equal travellin

synonym, and be used for defining mobile phene 101,102, it

ety and " aubse

pertaire that is used for carry inq out with digital mebiie
espectively with SIMCEDT 8, 102300 1 the

G oarrisge 100,102 is explanai

appiication prcgrsm of carying out msmcd of the present invention is arranged on the SIM card; For ease of reading this explana essariby offers some

clsrification on,

in order t¢ use methad of the present invention, prompily to aciivate spplicstion program, the user must registar in banking institution 500 by internar bank usually, wili

aie balow After registration, the user recelves new SIM card 1073, 1023 as the subscnber from network operator 200.This SiM card 107a, 1024 compr
sment cheque that is used te support the m on.Sid card 101
on before can using o

gt

recein

apoification pr

that @ saful exer.
sntion, and after this, the user

e paymant ¢f

aization, 50
ng 1o thi
reapanaible

hrough persor fow the remote updste of a Hon must be by suec

dle devies and customization.Applization pre

TA} Activa
:3e SIM card 101a, the 102a of
ctions,

hs metnad aces
ta, the 10731

que and and user int

<y T in the BDC

shori mess

and carry out the GTA renewal via SMS gateway/ proxy

02 by S
ser data in

megsage wans

rressage 10 ransimit betwean mobite okm‘ 101,102 and SM3-T 201,

i tenitory 408 has the interface ©

@ g envirsnment 1o centr
centrat hub 300 and network cosrator t ry 200 interior SME-C 201.8
<y 401 10 carmriinicate. By this intarface, can allow BDC 200 ask
interface comprises recipient’s tel
orogram sends. XM docurnent utiiz

ing by

ce and SM3

3int oard 101, the 1023 ¢ upgrade The XML
smng that ihe application message of 5IM application
es HTTF methed POST ¢ send between hani's apniication 402 and SME geteway/proxy 401,

GTA of the application mes

shone number and as ordin i fe the charac

a
5]
]
%

1§83 O be

303 gateway/proxy 441 also has the service of inkisting message of moving of maritoring. This service processing is from the antire message of mobils phone 101,102

{ig 1o move rorirekevant ot ingtitution 500 g

regu

¢ mobile terminating request responding with i), and mes

vt te the territory of bank

KML danumeant,

For the Information that is sent 1o M8 gateway/proxy 407 from bank's application 407, bank us
rip serverUse 402 information for be sent to bank from SMS gateway/proxy 401, use op posne process, premptly SMS gateway/proxy 407 ts used

fent cormputer, and SME gsteway/

Comp

ban uses 407 a3 hitp servan

By short messsge service (SMS), carry out the ser
means of the SMS gatewsy/p

ier 107 of electionic payment chegue and the
= BRO tervitory 480 of central hul 300
ussed 307 by the bank that communi

f \;f\'i “n:ra.swk -G 20
3 and
stitution 500 can Qommunics

GKY server antin Eiwork O:JF:I‘dD'J. 8 ine

upported BT territory 400 can ba

8 transparent that communicating by | G hank MBS gateway/proxy
Terriiory 40 it the SMS-C
ne when sending reqguest from SMS gatewsy/progy 401, and the

inated short message at specific SME address, be so-called big 3o

aateway/proxy 407 of forwands in the BOD terrftory 400 Message, be that the transmi

setwaen SME galeway/proxy 401, ce

le for sending 3M3 mes

201 as SMPEIMS-C
se of inftiating from mobile gf warded 10 SMS gatewsy/proxy 401.Mebi
Unt.SMS- C the SME map addregses (0 the address of SMS gateway/proxy 401, and the SMS

mant, is cannacted 1 Newwork aperator's

(EEEE @

feg of the MSISON of mobile phone must be delivererd to SMS gsteway/proxy &

trom SMS-C 201, use 402 so that further be sent 1o bank.
o, BME can ke arra

entity that ceive and/er send SMS

breviation SME sents " Short Mess Entity ", and it is

[

presents sy ’PHH’!"J & d--(obf‘ internatio

nai tel

iravell r‘g carrage or fixed network Abbraviation MSISIN N number 7 and g ihe gstandard internati

is pased on ITU-T (Internaticnal Telecommunications Union felecommunication standardizativ
nd of traffic model, and wharsin each side has identical abit

s used to dentify giver use
SMPP represents

"acity short message ", and wharein " aguity Y, and

n the short message, and utifizes mobile in and mx
5 the service of initis

ta the mobile terminst

oerm :d shoit meisage i transmit between

mob i G BMB- 21
hite phone 107,102 {is to move the request of initistion or
500 35 XML document.Tha SMS g
from @ mobile phane,

phﬁne a SMS gateway 40

§ meassage of maving of monito fingj
i requast responding wi .‘) i

> massage th

; service proacessing is fror

RS 1h

Tewav/ nroxy i functional must to send to another 16 th

& described in more detail requir
102 Accond
nowi in Figire 1 from or the mes

ment below 1o SME gat

o yne of message,
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essage 20 and me

egsage of 102 (SM) frem a mobile phone 107 and generally can comprise

nvention

wrt message; Bul they do not have shown in et bec

Ao dd be caried HHos

send and be forwarded to 1 cne HILSMS gateway/proxy 400 5

From move in +application

> aciual date fram the gateway/pr
cheok effes

wobile terminating messsge codir spoin data are downlosded (SMS PP DD) m rwarded 10 SIM to short

350 of recipient's navw,

i3 respactively in canjunction with aperator's terriiory 250, elecironic payrment
ses SIS central SMS-0 251,

wamendg the 1k

hanking institution 52 Network c;, r's tert
at SMS gateway/

ynunicate by lenter, but further do not spe

nrer (BOC territery! 3

oy 250 ¢

s 452 to the
es electrcnic

:posit it in his bank account of banking institution 380 For this reagon,
sends to its bank S55C.Th

ng and sender

sSME ¢

SME from meiile phone 102 via SMS-C 251, huo 300
vimen: ¢ qequc 14 and check deposits request 4
s by letten th
is ¢f this communication is

<y server 451 and bank :
oh

wal check depogits req:.-e's:. A1} in, banking institution 850 bey

the azcounttran of money that indicates in th yment chegue zount to

one number that receives mobile phone 102, will transfer inte the digital signawure of the

i of recipient’s the amournt of money and the sender acce t sheiin therefrom withdraw depesit and mebile phons 1017
tomaticalty M3ISDN that sends mabile phone 101 of 3M3 gateway/proxy 301 Therefars, the sender of dectronic payment

application pregram generation onthe 3
s in addition, the additions

from the serny

s jgsued to el

he offered ke clockwork snd be received me

ohone

0 adued dater, provides ds

¢ adopt second di and adopting the s
o hub 300 from secc.-nd ravetling car zxagc 102 Hub 200 is carried out foliowing ﬂ“e SN

dtution 550.8Banking institution’s 880 certifying signawres of second user

g ing
=gond user 102 and account's index.

M second user 102 appends 10 1
on EOD checking is

e pant of the

Trah uger's 11 banki rom first user's g

These data are sentto
re are enough funds amcng the account that telephene number {for e
funds in first user's 197 account, then frst user's 101 500 second users of begl
acununts Firat user's 101 banki
second users 101,102,
ype SMS

ng instiiion

ery and account's index by first ussar 101 > are enough
ning in secondary bank mechanism S50 of hanking institution account tansfers

ub 300 return responses Be rejfected if thisi jed, then central hul 303 sends SME sage to first and
wat than central huh 202 sends application

iwad the information of transfening accoums.if reply 1o oo

o gecand user 102, thiz ap) >3 the chisck from second user's 162 SiM card,

rmation i the aliocation

s matier reply refussior a { eslectronic payment chegue all can have notice snd net p

v, the

oan recaive about apticn and th

recipient of elaciron

c payrnent chegis ot delay when receiving basically.

Iness in the user domain can be ca

Wough only represented two users, BRC

5, o banking in
method of the present invention per familydn addition, 5 plurality of BDD, bany

fon, shouid be sppreciated that any amoeunt of basiosily

reaiization.

stitution, 3MS center can be used in the nresent invent

O BIGGREN SUPRGT s s

1, The user is for ex

o to realize method of the present i on s the SiM cand s sent from a plurality of accounts of different
e starting the service that reaiizes this methed in B di ffe @ ther.

tic -:iiaqram cf the data fiow between d cf th

> part of car

chedgu
m withdraw

te phone 102 from sender's mabiie phons 101,
shone 102, will tran

nat should ihe-

ieasy, receive U‘e -»lbpm 3 Nu -r“Le- rinto recipient’s the smount of meney and the sender acoount

refore, check

depasit from r.Chack se o comprise the digital signature
wure by the sender bafore send

he SMS gatewsy/|

1 ganerated on the ik of mobils phore 1017

application prog

send via sender's SMS gateway/proxy &
wone 102,

eck sender duta 5¢
varded to and receive

0 are sent vis SM3
compile and be

1 {nat

g chack and deposit

reciplent 102 w

23 ace 3 the annropriate applicstion onthe
1 of checluin

:positin, and ha iy

ol¥

Sidi card of mobile phene 02 vis the suftable menu received the tabula

mutual, recipien hen alsc aeicc tha accou.nhx:‘r shouid

£t

BV

102.8hown information is the amount
nsaction identifiers mnacted with signature identifi
uest 81 and send o central hub 300.Therefore, check depo

Send:r:q from recipient 102 before check deposits request &1 in, s #l intreduction of collected information 1o recipler

or confirrns and wit

134

3 pet name, date and Ref, o, Shown Raf, No. st

fgnature general introduction, and deposiis check e check

nature and check sender's signatura

& &t comy

sart of the chieck of second user,

tion &

Hiiiilsts

cation 52

data comim
162 i
correspending acoount numpe

senond usar's 102 banking in
in wansfer of data 52

sncd user 1072, and, 1

dfon 551
\,cmrai hub 3093 accern

gratures second i banking in 380 certifying sig

to GAM number of second user 1282 and socount's index,

instiwticn 580 from second user 102 apn o part of the action of first us
r Trdﬂ?f&’r of dats 53 st user’s banking institution 800 ch s froen first user's 5
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and determines whether there are encugh funds amang the ac

there are encugh funds in first user's 107 account, then

aunt that tefephone number Hor evample GEM nu
first user's 107 banking ingtitution 500 inilis

1} and secount st user 167 showdb

acceunt's of second user in secondary bank mechanism S50

count rranster {

tion 500 is 1o cenal hub 200 returm responses S4.83e n
vely whersin hag o have refused the inf
nd user 10 check that

Iy 84 then ¢
ts. ¥ reply to o
d user's 1

o of ‘;ransferrir‘-g aAcC

plication yne 8MS 53

rat the right asymmetric or

SOy symimetic key key and PEY by emint
reference te Fig. & 3 and 3b below with

= preser:t. wention Lemq Usf:fj in wombinatian,

signature ot i will be

adept two different xeys, promptly are used for the PKI 40 and the private key 4a cof e

y of individus], but can not be ¢

soticn and decrvotion. Two key

Ging to the underst g of a key is caloulsted another i

or

e key can be used for enc zvptx q.Key i3
oubiic |
{or Rivest, Shamir,

tout.For

o i right corresponding secret kay (s ca
a1 Kay 1o ba yotad {Adiernan} algorithm is the actual ¢

'<a~1pi-‘ adept the message of recipient's

encnyotion can only adopt same 1 o the PRI svsiem now 16 RSA

dard that is u

Hashing algerithm 2

is sed for cr

ing the =ap-message digest of digital finger-print or certain segi

atso produces diverse dightal fingerorint. MAC (auth

changs in the origination

ation of Y is the ashed information that adopts symmetric

ndicating ni
A1 is the hashi

AL pmvxd‘»:s integratity for message, does not abandon but do not have S

algo iuces the 20 byte me

age
any input message.

ted in the follawing manner

Origination

adopts hashing aigorithm 2 For exarmple SHa-1) 1o oa

ination mes

fingernint 3 of ore

ting o

B
@
@
2%

[t
I3

Fingerprint 2 adopts the private key 42 of Gansmit ey o enciypl.

Tis unicus for each com

Atio

ignatire §, an of massage T and private key d4a.Message 1 and digital signature 8 form antity 6.

5, digital signature §is verified in the following masnner

the entity 5 of origination message 1 and diy
'is provided.

ERREY gﬂ in ature 5 through being userd to crest

.
1

ng sl 7 of digital signature 5,

Signature 5 adopts the PEI 4D of ransmit leg to be decrvptad, and the

nger-orint 3 of daciphering is prov

finger-print 3" and deci

g " compare 7.4 they are identical then dig

sigrature 8 is effective,

Digital signature provides the following:

: checking of the identity of ransmit leg.

The agsurance of any vanation of i«

Transmit fog cant refuse to send the assurance (nothing is ab

mathed for the invention, above-rmentioned notion

e sehivaton of the service that will describe below, De used for carrying out method of the presen

oo, itis rigiu 1o generate RSA key on SiM card Private ey is

stered in the ia
again.The apr

rproof zen: on the SiM card, and PRI cutois to server the BDC territory from mobile p
sk that il RSA keys {end user andd BDT Koy) nave 1624 meduluses and are setie 2416

ends to mobile phone with the B34 PKI of itself

in arder to atow

bank} of safety

wansmit ey that server can verifiostion pubiic key, the user res
server in advance.Application program on &

it the connaction sting of OTR

ves aneime password (otph by the a

v card utilizes SHA-T to catcuiate eap-message digest.innut is alt infermation of transmis

bytes, but is truncated 1o preceding 8 bytes, so thatcre

ean-m

identi

fying code.

PHl is output 1o the BDC territery with

+ of Memory an
Kist3 hyte identify

coi version+1

ng code. The total leng
g codes),

f message is 139 oytes (1 byle message types+1 byte

B4
-5
@,

ayte S Epy

Sont1 I8 vte ©

ngend in a S

G code with the same mann

aceording 1o known 0T and received information T with he comparison success of the identifying
cede that receives, itis destroved te think that then Pii does not hav

Pr) that belongs 1o this BDO terrdtory, and it will be used for server au

ansmitian

process, and it comes from desaribed user realiyif ac ,Op
3 Dseruent operation.Mess
cplication program on the SIM card can verify that this message comes from correct souros. it also comprises BDC ident

ect BLC {

'3 PKY, then server

100 COMHITRS NAW e, st
rBRCHD, and 8 D is used for
rage digest of SHAT

undar the

sticn of a plural

y of BRT) by phoneddentifying code is preceding 8 hytes of wilizing the sapn

of frangm i the cannection string of OTR

nforma

ien in message {© ising BKI

K ig sent to mobile phene with aut of Memery snd Identifying code. The total fength of fvwemaqe is
m en the Stk card
risen success of Rex

38 bytes (1 byte megsage types+i byle BRCADHTZE byte PKI+HE Lyte
: v OTH
have in

ving eodes), and it can send in s SM.Apnfication o
rfermation that is received.if with the co
cess, and i oo

3] wzth the sama mi
esiroyad 1o

ree pre

For the OTA thet mohile phone can be rusted from

oublic key cryprography standar
apofication program on the SIM card can

woe of message, B

re, and it makesy ":he

g proce QBT J Ma35a
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nerates, an ust add one tc e
&4\
g manner b

h pew eperation of spe

135 adopts
« ilied Into 123 hytes. Owing 1o do not esleuiste the hash of mess therefore will not

Sequence ni
indeper
comprise the hashing algorithm identifierFill and carry cut s

3 3 byte integer that BDC ge
@ cryptographic operation, information mus:
the Teliow

Qn

3

aiiy:

-xadecimai value FF.

The string of filiing character that ctire is made of (bvite lengihs of the data that 128-Iwill signi-3) eight bit byte v

Cormact the string of filling characier, message and delimi » e sighed, tharaby form mass

250 signs lling message by the private key that adopis BDC 1o Information encryption then When receaiving this massage, the SiM application program is caried out

BDRC PRI o decryn

ting be used for decrypt messages

m

filled charactern, so thay suthorizatien information do han.For

Naz--mq aduder security, 300 the signed message and typ

not chiange after signature, deletes the data of filling character and heing signed to recove

messade also osn compare with BLCAD and the type of message that ur yition just sends, so

zaticn information =g not ch nge @9 yst,

nd the se

Sequence number quence nurnner that receives with fast OTA reguest are compared, so that prevent th ript of resetting. This numbering must add one 1o

each new DTA refuest by server

Clier tiated move ransaction is signed, and can list follow

Send check {via 3M3)

nosi check {via S

Sign transsction according w public-key encryption standsrd, employ

Be surnmarized in p wter and order the dlated accory

the folfowing connection dats

in =ach transacticn.

Chequeaim

que 1l (3 byte)

5, by user's input, do not have "+ or " 08"

Date (8 byte)

ssuer (128 hyte)

jon is summed up, show 7
{Signil) of userBut in depositing check

et

clio

reference numbars [Refio) 1o the identifiers {TriD} that Refdhio nermally is conn

nerefore may nat receive TrdD For the form that slows RefNo that the useris

HERHEHEL

o with 3 sig

fing in, generation and O

0, i this ane

ation, adopt unsigned paud

sation, 20 byte results of above-m 16 128 bytes, and encryot by us

te Key, employ

i gignature calc

fing according 1o EMBA-PKTST-v_ 8 coding computing carry cuUFH and carry aut in the following mannar basically:
& B J ¥

Utitize Sria-1 i come shuffing m

age.

Utilize DER {special coding rule) 1o construct SHAT hashing algorithm identifier This preduces following eight bit byte character s

res with hevadecimal value FF

ter, shgffi wesssge and defimiter, &l m Ly form,

TG E, OV §EF AFLLSEXRE. 33213009 06
S Tion is Can

Utliize the original transastion of SHA-T shuffling, and use above-m

vicned filling.

The PKI that utiiizes RSA and user is 1o the signature decipharing.

efective

20 snd decrypred signature after shuffling and the Tlling are compsredif thelr couplings, then signstur

the sutivation of the a;

s registration is described helow sication program on the SIM csrd Desoribed registration is carmied cul via it

net bank Suppose that the
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» e used fo cary out of the D irvernition by

ser oi’ inter shada between user

service -:;f canying out mathed of 1

ed te carry out the new SiM card of 1

ution support is v application p

ops.rator,!n :":ddi:icn. suppnse that mabile phione stans shootng, and |

vice that is

on in the inte bank, s¢ that acth sad 1o Cany cut me

useid for the SiM ogram, user rs suthentic

password {olphs o the usern This informatio

rd of the prasant invention on mao

on is 8¢ that acth ice that is used to camy cut o

B

" Service Activation " opt

o in the me

and inpiit OTRInput OTP igg
ying code on the SiM card All informa

af COIMRY

ramperproef me
tyoe of rmessags, OTA protocel version, SIM application version and user's PRI The 8 byte identifying codes that generate

y ceil of SiVi cardAp pii

nete, on Siv card, need SME address (lelephone number), so that send mess

S card, but i

en afier OTE

plurality of BLC environment, the SME address preferabiy can show 1o the usar with OTP on compis

iing befo <3 is used Tor the BT teritory, the identifying code accarding to the local calou g of identical parametars the identifying code that receives from
one and the BDO territory resif relatively be successful, storage of public key

if accept ussr's PK, then the PKE of himselt is exported in and this PKI wili be used for server auth

tion i SUD“SQL‘@W

sage comes Trom correct

cumprises new identilying code, and this makes the apt
1, and this BDCHD i used for PR is linked o correct BRC (W

sation program on the SIM card can verify that it
tion of a plurality of BDCY by phe

iate identifying codes, all information in the mmiessags that inpit is with OTP is connected, the L. PRI of type of message, BRCID and BDC. The 8 by
SM

codes that generate than | her parameter be sent ta mobile phone.

When re Ton i lig al alcutates of wder

i mesaage, the apphc on the SiM card will compare accerding to the | dentifying code t fparameter

is result of BRO

identifying code and the mobile phone, thus the awthentication sign indicating numberif be proved 10 be successiul, storage of public keys then, and to 1
field notice.

& BDC 1
nackets of infermation adopied the pri

ram on the 3 cand. Thig
N program can ¢

wne, wherein comprizes the reguired information of guration of the applicationp

: the SIM appii

sie key of BRO 1o sign hefore sending 1o mabile phone (encrvption)

fY QUL BevVer

authantization when recei

are not had

Except appiication message, the me
o the 8iM appl Ton ni

e " mistake then! Do not find

enarypt yatic e sent, bec

reference souros "

:d message, and checking seguence number.BDC D is

88ag%, SV ap

be used tc verify the

n program verit:

BLCs

proverd 10 be success 3, and 1o this Ler that rec rngct in

ing sppiied dats
r=aponss, and can e used for results link i correspending request at serve

e tice. The sequence

1 ihe redgy

uest iser selects the PIN code of 4 figure places, and it will ke us=d for obtaini q. T te the key file on the SIM card. T

in this article.at fast, no vay soreen of maobile 1

activated,

an by cent Wab sarver check, this transmissicn was

unt's mdc sheck that " check sends ™

Bub and SMS server v ge To Web serve

MESSage COMprises -.ndcrsvx:im ipiznt ide

register cheak, it can send " check sends
and da

it’}‘ GNE NUMDE!, adc

server wiites the checkbook tadle to these data.

fant of elecironic tion was oo anoournt

s banking ing

ayrnent o e depasits checi in, this wilh camry out via central hub. Whern central hub rec

hub sent " ¢t

e 0 Web server.Th

S, cic i paid " mes

SGIRGE COMpY {5e sign, sen

natically have the renewal

<

ephens number, treat tran amount and date Web server s put into " cheok is paid " table to this check Here, sender and recipient 3

'H’!‘.] sent A "'X‘g received check

), user's {being sender andiorre

wected 1w Web server, and checks and alf sent check For exasmple, may there be foliowing five kinds of

W

checks ", " paid settied chech

received check ", and " cashing check ",

" gt chenks " axplicit user
heck " explicit user sends, the

of aif chacks of its state (depasiting
bu!ahom!r% heck that deposits in of the s

> aceount of banking institution in)." paid

"gent check " has sent but the
1 the tabuiation of the
i institution the talu nof check The po

ms unider situation of not recei

sutation of in cf the side

@ check that deposit ot being received as yet

do not depositin as yet, and " osshed check as received and deposited in the accounts oi b

]
d settied check ™ provides de-,

reciprocal aucount o

=

san cle, then can retransm

in addition, the service o checkbook can comprise geners! strobe utility, maka the user can select only t check in the selected time interval, to have sent and/or

recaived, from and/or be sent o the cheok of selected teiaphone number o the

Oheck wilf expire after given nurmber of days. When closing on the validity dste of " not esshing " checi, Web sarver can be notifted user und

. because bullc informat igignature in the check m send 5y twa ghort

s divided and check then sends zs two 8M, has the part of

Hustrated that more thar
messages from the check that the sender

wwsssge can send as sho

signature in VFor can De ance mor

ating the ather pars of message; This psrameter
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st afiow the SMS

compiises the second portion of signature,

mene number (MSISDNY, sc it

i MessageReference, is a byle cou
et the recipient. The second portion that sends to

v U”ﬂqJ' to each user. Twe kinds o Messags must -‘r-n‘p"xoe

ecipients check ram the ¢

hat forwards is sy

ng in of check of sending snd se res; he racini san st by the short messsge that

ent's banking instin

st message must send as three short

[Equally, hecause bul aticn and compiise the sender and the nature, re

@ ane S eor

1 Osn be hee mate in
ageRefere

wi sender's signature respectiv

nprises check information, and back two shart messages compr

g the aiher parts of message; This parameter iz called Mess

36 recipient g

L each ma 25age MUSTCO

S& Quatis

,is @ hyte

sty to withdraw denosit fronmy AT AT be wall-known df the electronic payment chergue
used far by the amount of money in the ATM
slactronis Dayrment chedue,

wath fa

Use he eguipped with i, fast the mobile phone

A, auichk DA or piuetooth faciity then mobils phene can't

realizes that in the SiM card of the mobile phene with &
ic pavment crieque.dn additicn, the user can salect to axtrast from ATM the part of the amount of monay th

senvic
T show

extraction elect

and the remainder of the amatnt of money is ¢ 1 the account.
i general pe noted that the peint i point fink between z travelling carriage {mcebkite phens) and ar travelling carriage also can be according 1o DA or guick

ion standard,

standard, bluetcoth standard, Wi-Fi standard and/or any other short-range communi
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Safety device controlling acosss o a computer or a network terminal.

Slassifications

ns o personalise their use, e.g. with PIN-
irtroduction/comparison system

Other languages:

inventor: Yyan Korshun

Worldwide applications

TERE S TRRE ATERBERS

Application CHO3375/95A events &

1995-11-23

1605-11-28

Claims {3}

1. Security device centrelling act

S888 10 a o rorto @ network ten

#l provided with me
ance of a dete

g allowing its use

naccess code, characterized in that said access

]

is carried by 8 nortable sup

¢ intended
cede suppor,

aced in the pn
naving i know the fatier

o connecied 10 said corm

07 NaTWn

terminal, the

orized user, carrying ssid

54 necessarily

2. Sequrity < coording To claim 1, charac

ed inthat the code support comprises me

ed Usen

cters of the author!

3. Security dey ized i that the access code is ¢ WD Can i said portable code car
A
Security device secording to claim 1, characte

wiernal o the computer or the network termingd, byt

cennected to it

i

. Security devi

arding to olalm 4, charac M

rorto the network terminal,

o

. Security device according to claim 4,

aradier

is carriad oy 3 keyboard connected 1o the computer or 14 the network tarmi

7. Becuwnity device according 1o claim 1, characterize

sunted on the compiiter or on the network terming

e

ity deviee accordl

g

5 1o claim 1, characteri

zad in that the access code detector compises an antenna 30 that the reading can be ¢
ot between the suppurt of the code sccens and said resder,

xd ouT Without necesssa

having any physical

9 Secwity device aceording o claim 1

the reading of
the code access ¢a

sniy be made whan the reape

Dageription

The nras

nt invention relates to a securlty device controlling access to a computer or o a network terminal provided with measns

ags cogda.

allowing its use only using an
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such safety dovices are known ser sa. In these kaown devices, the user of the comsuters or of the network temp

cess code and enters it into

knows the nal using the keyboard srovided with t

e computer

a5

rational mode does not exclude at

Ive uses due, In particslar, to indis

revions that the avthorized user could comeit

invantion is to remedy this drawback by providing asans so that the access code can be antered into

code.

the author

ninal user sven having to know Th

4

ce, it will be the n er does pot koo this code.

s

ad by the

The draving represants, by way of sxample, an embodiment of imvention.

ter.

-n
o
r

13 a perspective view of a personal compu

iz a view of a detail, and

71
P

kel
[V ]

sohamatically illustrates the operational principle of this computer.

The (o0 shown i

ready

e

pouse 1z pr wd with a ader o detoctor 7 connected to sald antenna (Fig. 2}

tallstion als tains a comput

includes a set of smart cards §, the memory of w

The dnstallation disgram illustrated in Fig
all the usual

system (basic input-ou

richerals of a personal computer {(hard disk, programs, files, networks), a set 18, comprising a basic input-output

tput system BIOSY 11, a memory 12 and a microprocessor {me PY 130
5
2

Figure as well as the wouse 5 and two user chip cards 8.

tall

a the computer 1, ne

The o on 1s used as follows: sach authorized user will be provided with s smart card & whi

mouse 5. The access code contained in the wemerv of the smart card

wi s to

the gomgputer 1. The lztter will compars t

antanna 6 of -

the accs relesse the blockages preduced by

it can then be usad.

will net have fo know ©

ill not have to know and, principle accesy rode, which will prevent indizcretions §

In orger to increass security, the user

=

ip ind

for example i

a fingeeprint of 4

cods can be recegnized by the computer. Thus, any misuse

In order to ensure great flexibility in the use of instal

Lion, any data relating to the s¢

3 th

cods of the users may be into the computer m

esenting new 30cess oards

wout which the ontained in the computar A

into wory could not be modifi

<

puter wit
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The medis of the access code msy not consist of user cards but by sny other porfable means such a5 b cctronic

agendas, or lika,
In the example described and shown, the detector of the access code iz carvied by the wouse, which has the advsntage that the computer

ations so that the device according to the invention can ne ap

tazif dees not have te undargo modi ied to it, especially since the

the mouse to the computer wil

such that as

1 be the ordinary conductor that the mice contain. It will suffice that the resder 7

soon 33 a usar card

@3 gwitching means the mouse, it is the informstion relating to the

P ownareas, as scon as the user oa a of infloance of the

iz transmitted to the compu

d i3 no longer locyted in the a

ere, which is transmitied to the

antenna 6, it is the ordinary inforsation provided by the ususi mice, produced by their rotsting s

comouTar,

The means of det:

ing o reading the access oode may also be mounted on other elsments separate frowm the cowmputer than the mouse, for

examplea on a keyboard for entering data into the computer, on a printer controlled by the computer or a aodem, For examele. These

s can alse be inte ed inte the o

puter it

Similarly, in the axample described and shown, the reading is carried out remotely, wi tomsterial contact o
the >t
thea material ceontact so that the acces:

ween the

by means of an antenna. But it could alse

2 @i

support of the acce

izaged t

-

ch o will have to

code can be pead.

ictive zones wh

broyght into

information elements

Ik sho

e be roted that the data oo ned in the access code osrriers may not be all id

but may i

to each user in such a way that thay are not all able to access all the functions of tha computer or of the network terainal,

and that access is thus "selective’”.

the computar or tha network t

i@l to be arranged in such a way that the user is obliged to represent his

g card during

ans he performs in order to prevent an unauthorized user from replacing himseld.

5

during use.

The presspt inventlon will arnet databaszes, etc. It csn be

appiled to any equips any maching or of
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Ahagt interface unit for exeouti

of a specific bit width tranamitiad from the host devies;
A nonvolat i memaiy addrass of the

Bank iden ality of ban

of bank
b2
comimand tran

fng o the o

< designation 1 1a bank designation

st device;

Memaery con ssing one of the spe tted from the host device and

Stion SO

& pank designation cormmsnd (s 8 card nand wi ry card device

> card acddress toa data ¥ ting data ransfer with the bost device A memeorny card device characterized by the abave,

ingli

g.a.cemmunication with host devies and re mand gre

nga

QY. 30Cess sommand with 2 memery address

2d from the host de
having a storage ar

of 2 specific Wi widih franshy

a larger tnan the madimum memory size addressante by
a.cfxhe nonvelatile semicend

Anenvitatile semiconducter mer

memaon address of the specific bit width;
Rank ig atio i

wrality of ha andmana

W mameryini.s.n

a0cess Iarget hank acconding 1o @ hank identification mumher ingiudad

g.one of tha gl

oat device,

command fransmitied

emitied from the host device and

Memory conirgl g for accessing one of the 8o of banks in responss 1o the mermory access command

accompanied by

The hankideny

= ponfigured 1o generate 2 bank iy 1 number corresponding to each of the plirality of ba g card
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the memory.gard device

neommand includes g bdf.

: of the mernory card device and the

s gonftgured 1o desigr

3 b connacted io a hogt device
Comimunication v'M‘ ihe host devics is performed and at least a card address generation semmand for reruesting genaiston of & card address for
device, which s transmided fromahe hostdevice, and the mamery. tod. Acan and that ingiudes 3 value generated
or the b s the opergiion ernory. card device te 3 transfer mods
daiatra scalvingasommands neiuding & memeory ogess
with g mernocy addre
A nonvelatite serniconductor memen: faving a sterage area larser than the waxi memery size addressable by the memory addiess of ine specific bit width;
ress and ransroitting rie the host d
[ransges values senersted fromiihe card soidresses generated
dross ceneration 0esns as ‘rhﬂ Lank igentification numbais rasn Ay corresnonding 1o she pivvality of banks An idertificarion number manasament
Bank designaticn means for designs aumber ngiuded in the card
Memery conir sng for ag  of the designated pburaiity of banks inresponse o the e tted from the host device and
Felelsto o by the mamery the snecific D widih. Mermarv card dovige,
4 mamery card control methed for controding tns operation of a memony card devies detachably connecizble to 5 host deviee
Execuring a communisation with the hostdevice and recaiving a.cornrmnand group /ngiug COMINand with a memary. add
ted from the host device;
rerags area of the nonvolall micondugior memary having a g9 areq larger than MumLImernoiy size that can be addrassed Dy memenyaddress
of the specific bt width is divided Into s piuraliny of banks, snd the card address for idertifving the memory card device [s used. Generating a piurality of bank
icaticn numbers sssigned 10 each of the pluraiity of banks;
includes avalug gene nogt.device as identification number and chanoes the eneration
= of the memory card device o 3 tansfer mede capable of performing data fransfer with the host device 1n aceordance with 3 command a bank so step
‘
inespeciiied banks nresponse o od from the host device and accompaniad by a memgery addresz of the
spes ':c it widin, Card centrel methed.
Dascription

The pres vice that can be det

invention relsies 1o a memory Osrd de

chably connected 1o a host device and a control method thereo!

the digi

In recent yoars, wit

don of content data such as music and video, digital devices have been actively devel
storage devics such as 3 compact disk drive or 3 hard disk drive for recerdis

ced, Many of these digital device

centent data.

Reventdy, digital devices have been miniaturized, For exampi

ars, products having a size of several centime

necessary o reduce the size of the recerding medium, Az a small recurding medium, a memory card incorporatin

sppeared. In such a smali digital device, G2
ct

ronvelztile semicenductor memery has sitraciso attenticn.

Az one Type of such memary card, a memary card having a cop ction is known (Jor @

e Patent Document 1), This memory card has a

1 protection f

ating unauthorized d ion functions.

vy card is @ marnory eard b

An 8D {Secure Digital) mer ing a copyright protection function, and is equipped with 3 NAND flash EEPROM. Thig MAND flash EEFROM is a
i oy and can be electrically rewritter, MAKND fash EEPROM is ol

5 an erase b

1 of nonvoelatile semiconductor mer

ified as flash memary. in the flash rmemory, the lowast arca that
of erage blucks. Therefor

be erased by one erase operation is defined
cording s large-capacity file thana v

B AOD-3

, and dats is always erased iy
gom access application | - data is frequently upc’ate-:i.

= flash memory s more siitable |

FRVAN

an add

in sn 80 memoery card,

. o it
S UBing 3 32-hit wir

g method (hereinafter referred tc a5 a byte un
mamery address attached 10 a memory acesss oo

ddressing method) in which an ace
and from a nost device. i's G used. The

s position iz designated in
Fore, the upper fimit of the m

SITSY SiTe

nernory card ig mited Hytes, that is 468,

reinafier referred 1o as a block unit addre

nyies are grouped instead of a byvte unit add

3 methed

cesa position g apecifiec

s, Bve

ressing method is us

or mere van be accessed.

methed 15 8

A, ing the
address spaue exceeding 4 GB due o file fragmentation. This i
e, although a part of data constituting a file A exists in 5 posi

Huwever, when hicck unit 2

block
buted

unit addre ot be maintained. Thatis, when data is w

ng method ca

groups consttuting one file may be dis
L for example, @ memory card with an overall mern
: mory shace of 8 6B
ing part of the file A exists al a position inthe upper 4 BB. Ag desaribed above, when a data group constituting one Tiie is dist
468, th

and w

SN A MR
as ah e

veizeof & GBIs
this situation, the data of the

ibuted in @ mermary address space

existing host device that does not support the block unit addrzssing methed bitt supperis only the byte
is hecause the maximum mermory spac

od. Can no long
@ aceessible by the bvite unit addressing methad is 4 SR, Trerefore, It is necessary 10 resliz
ce of the memory card,

orrectly. T

ismi

e-described cire wpand 30

stances, and it i accessible memery address spacs while
G host device ‘rh"* does not suppernt the block unit addmssing method. An abject of the present inverdion is o provide a mermary

rraiviaining comn

card device and a contrel method theread,
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in order to sclve the above-descrined problem, the present inventicon provides at feast @ specific bit width tran from the hast device by executing communication

able 16 the host device, & host Interface
2 mamery, a nonvelstile semicend
58 of the speciic bit width, and the nonvatatile et

with the host device In a memary osrd device detschably conner wngd group including & memory

sccess command aceompanied by 3 memory address tor memery b : area farger than a max

TMEMery $
W 3Terage ares of

addressable by the meam oy Bank identification number managemant means for dividin

Ecandusior memorn
ban¥ designation co

1y of banks and managing a pluraiity of bank
itted from the nost device One of

fication numbers correspending fe the plurality of banks, snd @ bank inuvluded
oluratity of barks is assigned accerding to the {denti n number. Bank designation
be gecessed and one of the designated banks are accessed sponse 1o the mamary access cormmand tansmitied from the
> and accompanied by a ress having the specific bit wi
fngIhe memony {7 ¢ 3 cand addre

means for desig

tunit, and g card add ration dinit that gen

nihehast g

soeciic g
the host device in

of the pluralizy of banks, Bank ident

van mode af the memory card devige design

i selection command fomaking a fransition 10 3 noesigie data transier mode.

s space can be expanded while

descrived with reference to the drswin

5T is a bicck diagram show
that can e detachably connect

F the present invention,

: memaery card 107 is 3 memory card
mory card 107 is

N

lized, for ex mamery card. The 3D aremovabie
ot (S0 card slon)

ce device. Al communicaticns between the host device 10 and the 80 memory card 10T are contreli=d by

3D (Secure Dig!
rost device 10 such as a personal cor

walhis detschably mounted ina

card

oY CErd ¢ puten 5 FDA (Persanal Digital

Agsistanis), 5 camers, or a mobile phane. 1tis a st
comnmands from the host device 10

e

{51 bug) 20 conna most device 10 and the S mermary card 187 includes six sommuni niines (dsts DATG-3, cormmand CMD, clock CLI) and three
power supply fines (VDD GMD, GND). Corespendingly, the 3D memory card 101 has four data pins [DATO-3! 10%, 110, 102, 103, a command pin [OMD] 104, and a clock
“LK] 107 as shawn in the fig Ay pin [V 0108 two ground ping IGNDT 103 and 108 are provided. The functicns of the six

< (data RATD-3, camimand CMB, clock TLKS are as follows,

S he nawer s

wefer between the host devi

DATG-3: Each data i = bidirectional signal line used for data
SO memory card 101 operstes in the push-pull mode.

= 10 and the SD memaiy card 101, Each of the hest device 10

gnaliine, {Uis userd o transTer commands from the host device 101 the 8D memaory card 107 and to 1
S0 memoery card 101 o the hest device 10, Each ma

O, T
respanses frem
memary address

command signat line is a bidirectd

Gy access command, sueh as a read command and a wiite command, inciudes & 32-bit wide

argume

CLK
device 16 to the S me

vand transfer from the host

3 memaery Ca ard 11 The oo

« for trangmitting the clock
vy card 101 and the data transfer between ﬂ‘e vost device 10 and the 80 memery card 107 are synchronized with the clock signal CLK supphied
Gie the S0 memory card 107, Ex

from the host device

ble nonvaola

e and wi
cry 116 inciudes a sterage area

A, Th
> NAND flasn EEPROM chips. Inthe 1
at osn he address

ed with a card controlier 114 and & Sash memaory 1

S0 memory card 107 s p ey 1160 an eled

iconductar

emaory, and s, for exampie, on

Baving & meaman

o by 5 32-bit wide mermnary address.

rage area of the mory 116 is camposed of 5 large number of block: sive of each erase block is, for exampﬁe, 2113, 18 KE, or 32 KB, Each
erase bleck is o*noos-z-:i of a plurality of pages. One page i usually compesad of 528 (512 + 16} bytes. 512 bytes are used as a dat and 16 byies are used

of the
5 H4 ME

55 a redundant ares for gie
srase ook KE, one
fragh EEPROM is compos

VIRt rection code and the fike I the size of the erase block is & K& one ersse bicek is composed of 16 pa
=z pompoesad of 32 pages, size of the erase biook is 32 KE, one ersse bluck iz compesed of 84 nages,
ed of 578 hytes « 32 pages » 4096 erase bloaks.

g normal command mana efy flash me

area. In order 1o 200ess the pro‘tec\ed area, o prede\erm:r‘-ed awhentication fIroCess is

i the S0 memary card 101, the user

5 area can only read sndwr

S SEPa gt d
equired. This method uses the mechanism of CPRM {Content Pratection for

ordsble Media htpy/www dcentoom thorized de

(3 BOCO85 DY LY

The card contreler 114 s & conralier
interface unit 0/ Q1SR T, 5 ROM T
and An MPU 120 is provided.

sation with th sitedd

interface un

Aniy dimterface unit (7 01/ ) 1 a hos
ay the MPU 120, The memory interface 115 8 a memory ¢o

e control of the MPL 128, The

SHEh

N GOy stdevice 10, The ROM 112 stores a program firmwsre) ex

and from the host
118isa

unitthat accesses the flash memorny 116 1
7 is used 10 hold vario formation regarding

socordancs with a memaory access oo
» mamery card 101, The

that divides the storage area of 1

s flash memory 116 into a plurality of banks {a p

s correspanding 16 the plura i bxw{s
ty of &

icn bank igentif

he bank i gens
: bank designa

nu 18 generates a plursiity of ba
ng unit that designat
wemitied from the host devies 10. The MPU 120 is a processor that controle the
0 the SRAM 11
3 plurality of banks by using the
host device 12, The memaery davice is acce

8} 10 be assigned 1o each of the piu

5 one of & pluraiity of benks 53 an

access target vank according to

operation of the SO memory card 101, & ecutes frmwa
116 by dividing = flash memory 11

bark specified b

the storage ares of the fash memaory

3 sicrag‘»: area of ¢ 3, and

ad command, aic) 10, Addressing (sddressing) for each ba
with existing host devices that do not suppart the block unit addrzssing methed.

> desoribed with reference 1o FIG,

ample of the flash memary 116 will &

i clion s of the user dats area

nszei%a\ san be arddressed by a 82-bit

RNl The marmory siz

isame ant to the

310 bank 3. That

socess command, for examnnie, 16 GB. The user date srea 202 Is managed by the benl il gene ~unit 118 by haing divided imo four banks of ¢
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ce of REGOBOCLNND to

¢ 0 a Fe-bi

s iower address side tothe 16 58 1 ser data area 202 (the

sf each of the bank G to bank 2 s a mary size of & G or les

= memery size of each bankis 4 GB.

betwsen the hank 1D

ows an example of a2 bank D table 1 = is A table

3

absolute add

responding w each of bank 2 1o hank 3 and ¢ address corresponding 1 each bank,
oy 3ddve-u space (@ space of GO000CRODNC0 to SFFFFFFFF in he iuded in the user dais area 202, The bank

viute address oo randing to the bank D spe ¢ st device 20 with reference 16 the bank iD

s i a 34-bit rmemory sddress

canzble of addres a 16 GE ma tacimat notatien) i

Tying unit 119 obtaing the upng

FIi5.An absolute memoery address of 3 vided as a command

agddrass command from

Fi3. 4 shows the refationship betwean the upper 2 bits of the absc

and the 34-Lit wirdth absolute addres

host

a3

Ags descrined above, the memery address hav
device 10. The wirn value of a 32-

¥ access command frem

o

imamory

IR
MEMaiy aCCess o

hank 1D degignated by the host devic wirth memao

20 s G, the bani designating unit 114 5 i response 1o a 3

and from the host device 10, By adding the upper 2 bits "00”,
iD desig
snd fromthe b

absoiute memory address having a 34-bit width for acesssing the bark 0 is

th memory address attached o
for accessing the bank 11z

y bank designating unit 113 sele
qthe upper 2
he hank designa

generated if the bank ed by the hogt device 201w 1,
3t device 10, By

nated by the host device 2

with respem 1o 32-bits

ihe memary asc
generated. tha b

CO

iDde wide

with the mamary aceess command from the host device 13. By adding ¢
3 generated. if the bank ID designated by the host device 20 is 3, the bank desi

© ey
unit 119 G;t 3 bank 3 in resy

y address having s 34-bit wid
onge 1o a 32-bit width memory address

th for accessing the bank 2

upper 2 bits 7117, an absolute memory sddress having a 84Dt width for

device 10, Thus, by

aocompanying
g the bank 3 iy generated.

» memary access command from the

scribed with reference 1o FIS, Here, it is assumed that the wiite data from the host device 10 is wi

t. the operation of the 8B memaory card 107 will be J

Hank,

sard 107 vis 3 comin
dic the

in sep
card 101
viz & command (TMD) line

o8t devics 10 trans an initialization command 1o the SD memaory
s @ predetermined inftialization process in step 502, an

g o transiy

ge i

resi

in step 303, in step 504, the host apparatus 19 receives the response and confirma th

a bank 10 be actessed

abiank g
rrand {CMD} line. In step 585,

in sep
memory osid 107 via a com

cation number (ba 1 that desig
;card 107 uses the bank iU table descnbed above 33 the bs

i
an cornmand from the fiost device 13 10 the upper twe absoiule addresses. A process of

sitroller 114 of the S0 me

desig N precess 1o set the bank D value included in the bank design

cenverting le bits is executed, snd the vaiue of the upper 2
process o the host device 1

iroffer 114 of the ST mernory card 107 iransmi
step 503, the host apparatus 10 receives the re

sponse indicating
and confirms the

st device 10 transmits

ite command to the SU memary card 107 vis a command {OMD) Hine. A marmory addre

s value -“-avmg g 8Z-bitwidthis
card

~E
of

added 10 the write ¢n d 33 a command argumernt. Whan the card o SO memory ¢ ard 101 recelves the write |

olier 114 ¢ it widih memory ador &8 value From the commasnd argument attached 1o the cmimand, and for th S8
valug, An absolute avm-; a 34-bit width is generated by extending the stored upier 2 bits. In the :‘-3!!0\ step 511 thecardc SU memery

card 101 fie\vgﬂ“es v s transmitted from the host device 10 via the data (DATN-3) fine following the write cormmand by an sbsolute sddress having a 3a-0it widih

inhe fash memory 116 is axecuted. in the writing process, the abscluie address, the write dats, and its cor

trol

mamcn FAE11E The wiite 1 bank is de
ned by the 32-h

net have a3 ank desi

hed fy the vaiue of the upper 2 bits, and to which sterage position

and is
nation

i omemory address value associaied with the write command. When a write com

n function, that is, when 3 write ©

rimand

or 114 af the 8D memory card 107 abwsys has a bank. O s selected 58 an access target bank.

2, the card ¢
in ¢

antrofler 114 of the 80 memory card 107 transmits 4 responge jnd

ep 513, the hast apparatus 10 recsives the response and confirms the completicn of writing.

pietion of the writing process to the has

rthe case where the write access to the same b ica T ondy ¢ nation convand crve before

3 the first write cummand. fUis only necessa NG,

Ag the bank 1D value, any value that 1hank can the bsnk D does net

: used, Furthermere, the bank designation command inciuding

have 1o he 3 dedicated the command can include the value of the bank 1D as a com

nd srgurment, various exdsting

commands can be used as the bark designstion command.

Ag degcribed above, in this embodiment, an acces

awrite acoess 1o the deSiqnaxed aces

0

st device 10 can access a memaery address spad

ble by 3 32-bit width mem

Y only by changing the sccess target bank, Therafore, i iz possible 1o sxpand the

ACCES race while maint the blonk

> that does NoT suppo sing method. Further, at the

ompatbility with an «
), several wiite accesses forwiiting | red, For
= fragmentation occurs,

@ aven for an existn

e af wr

the dsts groun cor sed for the degignated bank while 5 certain bank is designs

3 possile t¢ tuation where tata groups cons g the same file are stored acress

i host device that does not have a & ank designation function, for a file ex ng the file

hank D, aif data groups cor

> procedure as in FiG. Further the bank 03 may e cemposed of four flash EEPRGOM chi

n this case, for example, by

G 1o the value of the upper 2 bitg of the absolute memaory address, one of the four flash

EEPREM chips is designated 55 an socess tar hip is executed according to a memory sccess

command including s 32-bit wi Namaery ¢ -dd 03
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Next, a case where 3 card selecticn command {CMD 7} s used as the bank designation command will be described.

itosdd

2 transter mol
RIGI

The card selection command (CMI7} is & command for changing
nafer with the host device The osrd selection carmmand (CMI7) ncludes g card addrass for identifying the 8D meamory ¢
card address). When the 3D o selection command |
mermony asrd 11 1o the 4
cmmand, write command, ete)

the cperation mods of the SD mermary card 1

e {0 55 POA (1o

uding ite cwn RCA, the 85D me
o 1o the data tansfer mode, the 8D memary card 107 cann

o1y ¢

[

a transier . Y HCCR5E OO

5D memery card 161, the €0

& aceess o tr

T the | arf aceess snd w

device 10, Therefore, normally, when performing o

Necassany o

remory card 1071 s made to have data by issuing a card selection command 1o the SO memary card 107 betore fssu & memaory aceess cormrand. 1T

gel

a bank I is transmitied 1o the 8D memery card 191, an instruction o transition to the da
e cornmand. .

Therefere, it a card selection command (CMD7) inch
sfar mode and an access tergel hank can De specified with a sir

FiG. 8 shows @ procedure of processing for designsting an sccess targst bank using a card seler

FON

1idof
e N sten 804, the
command

A0ess target

507, the card contr

nd for request
memaery <;ard 4 Hse!f generates sn RCA and in step 603, retuns the RUA as 5 regponse b
nthe SD memory card 107 and obiaing an BCA. Next, in step 605, the host device 10
s card selection command LLME‘,; includes an ROA of the 80 mamory card 101 and 3 bankil for de

b

he

108 apna \emits & card

{TMD 73 to the 80 memery card 101,

the card sefection

nK D

ion command {CMDT} dees not necssss &

he bark i

Hank. e card sele

narately, and the RUA value ir

command (CMD7) can a

in stap 606 antrolier 114 of the 38 marnory card 101 changes the oparaticn mode of the 8D memory card 101 1o the dats transfer mode, and a5 a bank

addresny is sxecuted,
maode has

is of

4 (CMD7 s absolute, A process of conv

bank 0 vaiL.ethu ded in

designation p
and the value of ﬂ“e upper 2 b

g e upper 2
izating that the data transg
mary card 101 has been changed to the data

ST memory card 1071 retun
aeen changed 1o the host cje\ric 8 and confims that the $0

sfer mode.

I stap H04, whan the host device 10 wants 1o change the ROA value obtained frorm the SO memery card 101, the host device

rests steds

a new ROA vaiue s obigined from the 3D memory card 107, Tan be received.

s the card selection command (CMD7) is used as the bank 10 instead the bank 1D in the card

in addition, whe RUA value ncludad
mand {CMOT7), the bank 1D @

RCA valiue issued 1o the host daevice

neration unit 118 A har

seloction oo

1.

N corresponding 10 each of the hanks (-3 is ge

DAnEG. Y the R
hank 2 is RCA + 7, and Yhe it

MmRCA s usedas ab

nding
hanik 3 is RCA ¥

7 shows an example of 3 bank 1D table when a value generated 1
bani 1is ROA + 1, the har

0. The bank iT corresponding 1o ssponding to th

103, and the bank iDs of
tue of the upoer 2 bits of the absclirte addres

aank O, bank 1, bank 2, and

5 agscciated with eacn of RCA, RCA + 1,

7 shows a case where the
bark @ are G110, Ox110
REA+ 2 and RTA + 3,

emery card 147 1o the host device 10 s Gx

G, 7, the va

i this way, bank iIDe cf b
are assceiated with each other usi

nk G, bank 1, bank
g the hank 1D tanie. By holding this,

thess bank s and values of the upper 2o

A bark only by Issuing a card &

ghate a des

33 valies as command arguments,

including the foliowi

nory card 107 as a command argument.
wriand including the RCA obtained frorr the SO memary aard

When designating bank 3, the hast device 12 {ssues a card sefection command inci
va1 device 10 that does not have the hank designation functinn abws

[ e

151 as 4 command argument, For this reason, when the SD memary card 1 nation function,

arget bank.

ted on sn exigting host device 10 that does not have a bank de

hank O can ke automatically selected 35 an accasst

<f

i}

ined by adding 41 10 the value of RUa obta
and including ROA + 2, that is, 3
doe 10 issues a

Wwhan d
from ihe 8D memery card 101 48 a command

banic 1, the host devioce BUSS B O
g
value obtained by adding +2 o the value of RCA obtained from the 8D

P eommand inciurding RO + 11
G bank 2, the host device 10 issues 2 card selection oo

urnent. Whan designat

4101 a5 a cam ekt

NNy

card selection command including RCA + 3, thatis, a vaiue obitained by sdding +3 1o the value of RCA ynand argume

banks i
-invert the valie of RCA @

arresponding

1,2, 8nd 3 sre genarated by adding D, 1, 2, and 3, respectvely, to RCA. Add & valuey ot
from RCA, o1 ¢ iy ;

ng ciher

acﬂv’&iy,

fan is used to indicate REA, snd the lower 16-bit portion

A valiue to be set inthe command a"qw*wem-\f-h rd selection commantd o RCA, RCA+ 1, RCA+ 2 RCA+ 3, RTA s
wed1e D, 1,2, 3, 0 RCA, RCA + 1, RCA + 2, ROA + 2. in this » bank designating
')°r‘k 1D tabie 1o convart the

ROA as 8 command

The valus may He chs

4 in the comma or comimanid, ¢ refers e

o ir addi

5 1in

meant

. any cornmand that includ

i this way, by using a
designaticn dedics

vy card 101
1¢ frem 101,

in the above
detert
For example, the SI me

e, the procedure for generating the ban

bank ik corresp ng te each bar

nsmit 4

vanoe. However,
y card 107 ¢
-3, For exampie, the S0 memory card 107 msy iss
eg. if the predetermined number is, %
generation commands from the fir @10 the
i generated for the RCA generation commands fro

alsa possible to

st device 10 and

k3 0-3101h

A COrEspond

ive hanks s naxt bank whan sn RIZA ¢

w0 the resp
=determined number of

30 memery © a'd 01 mcrste an RCA for oar‘t« L‘- nres, powse o the RCA

time, and generates RCA
the seventh

ROA Far bank
gerierated. Gene

x 30 RCA for bank 3.
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wration cornmand i3 not G, or whern the cormmand arguiment inclided in the received RCA

wWhen the vaiu

of the command argument included in the received RCA ge
generatad RCA, the 8D msmo’y- ard 101 You may nrake it issue ROA for hanks. Inthis case, the
nmg #n ROA for bank 0. Mext, the host device 13 trans
K 1. Next, th

ot device 190 firet vransmi

genieration cormrnand indicates an slr

a1 RCA G

ST

rr‘ﬁrycard T, aining the ROA Tor bank

and including the RCA for bank 2 as 3 command argument te the 30 memery card 101, thereby obtaining

i the firgl erbodiment deserfbed above, the case wh ied im0 four banks has been desoribed However, the
numper of banks is not mited o o 2tz g

diment 2

Next, an 8D memory card 11 acoor to th

in the first embodiment, the exa
corid embadimnent, the 16 GB storage

a bvie u

a is divided into th
:f;fl snidd addressing o
ment, and ther addresses the lowsr 4 GB usin
atldres:

NG A biock unit addre 10k,

> above-desaribed byte unit addressing meths \-:i 3nd

performed u ddressing

firste

by the same methed as in
o the upper 12 GB. address

block un

ard contoler 114 of the 50

frard 107 aceor

ng 1o the second embodiment, The
=g in the ROM 112 is configured to selectively ise th

Fi1G. 8 ig 8 block dizgram showing a configuration of the 8
W BCT i addit

ing method The other part

mware

5 provided with a byte address conversicn ¢ 110 the configuration of FIG. The

wre the same 45 0 FIG

el

ing method and the block w

3]

r{hank D) for managing the storage ares of the flash rmemaory 116 by dividing i into two barks.
ording 1o 3 bank identification nuim

The nank D ger
The bank designstion unit 119 designates s bank
method is u byte address converter 201 converts a nlock
5 byle address. For exampie, when one block is 812 bytey, the byte add:

ration unit 118 genarates a bank identification nu

i he aucessed ace

S oQnvarsian

s value of th

emory address vaiue of the block unit by muitipl

The storage focation ths
depending on the memory sddress in block units
ax0CEODN0T
GxOGE0D%02

units of tlocks is discrete fo h blck, that is, @

zan be specitied oy the m

10 @ byte unit address,

A0CC04NG
it hecomes,

The ROM 112 stores firmware that has been changed to interpret the bock unit addressing method, Since the MPU 120 exedutes this firmware, block unit addrassing

can be interpreted.

> desoribed with reference 1o FIG,

guraticn exampie of the flash mermary 116 will &

ided inlo & protection area 207 and a user dats area 202 The mamory size of the user dats area 202
nk 1, for managernent. Thatis, the banks 8 and 1 are 335
cace of BEOOO0E0NNNG to IFFFFFFES

59, the storage ares of the flash memary 118 1s
tThe user data sres 202 iy divided

5 twe banks, bank B and

is, for example,

newation). The memary

haxadecim:

fower ac‘j-"f"iﬁ : > user data srea 202 (the «

&
7
@
=3
7
o
2.
&
h
&
5
ba
&%
A
L)

& OOITRsNon

D generstion unit g to the bank

nik B s et 1o 2 and the bank iD corre

2 bank 10 tab
erre, the bank D comesponding 1o the

ie mansged by the bar

@ bank 105 set 1o 1. Howeve

i Za-bit widih,

ship between s command argument {32-bit wit

cf

o each bank and sn absolute add

g

nomemery adidress) correspend

332b together with the mamery access command fro

inwidth mermnary address conresponding to bani 1 is & block unit

As de it width i as an argumernt of the co

device 10,
add

address, and the

KD desi forthe 32-kit w

herd 1o th

the upper 2
", 5 34-bil absoiute mermory address {byte unit ob(j"z“%h for accessing ba-

ifthe

gnated by the host de
att MEMONY QOCERS COMIMand
gensrated. if the bank iD designaied by the hest device 20 is 1,
with tha mermory acoess command from the host devics 10 by 512, A 34-bi

is G, the bank design

wost devios 10,

tion wnit 119 multiplies the 32-bit witdhh memory address (Dlock unit address) ass
& memary address {hyte unit address) for aceessing bank 1 is genarated.

assumed that the write data from the host device Tz wiitlen to the

Hexy, the operstion of the nernary osrd 101 will be described with reference 1o FIG, Hare, It
bank. FIG. 12 dif

rom FEG. S

+that steps 907 10 S06 are zdded. Other paits are the same 33 those in FIG.

e SD memory card 121, The card contrelizr 114 of the 8D

1its an inftialization command o mary card 101 gerferms a

fion process in step 502, and fransmits 4 response |

t device 10 trans

insten G03, In step

oredeiermined inji cating the end of the inlialization precess 10 the host device 1

the nhost appa rmis the end of the initialization process.

hest device 10 transmits 3 bank desig 3 bank identification nu o (b gnating a bank 1o be accessed
ey card 107, instesd of the bank designation command, a csrd selection command including & hani D may be used. n sten 5
i process, the card cantroller 114 of the 80 memery card 107 holds "00" as the vaiue of

eof by the command, the value of the upps

L the asrd controller

memory card 107 exes
ofthe a

we
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process 10 the host device

net neld at ail in step S07, the card controller 114 ¢f the 5D
i, the hos:. apparatus 13 receives the responge snd confirms the end

=mory card 107 transmits @ response indicating the =nd of the hank des

of the bank des

10 insiep gnation process.

ress mode change command indic at the address mode of the 30
sg mede capabie of receiving an adds
ihat the address mode of the 58

when acoessing the bank 1, the ho:s:. ey

zas in block

i3 an addr

o
e}
Ie)
=
=
=
1
iZL
o
2

=g 10 the ntock

memory card 101 is swite!

units, On the other hand, when aces
memory card 197 is switched 1o &

e 10 usnsmit sn address moede change command indicsting
maemory card 107 iy step 907, The byte unit address mode iz an addres

s made for accepting
addresses in byie units.
memaory card 101 changes s own address mode from the byte unit address mode 1o the bock unit address mode or from

the address mede change command. changs d controfier 114 of the S

H 10 receives the readons

card controlier 114 of the 80
e 1c the byte unit address medeinre

se e

p 903, the ¢

Y

remory card 1071 transmits s response indicating completion of the address mode change to the hast device 10. The host devir

r“cde of the SD memary card 121 is the byte

he addr moede. Mot that the utt addy

and conft the 8D memery card 101 has -‘:%

wie change cornmand is receivad from the host de

host device 10 fransmits a write command 1o the 8D memaory card 101
t Thi

if the bank to be av

32-bit memary address
mamery card 1071 dete

oyle unit adidrass

e whe

Foontrofler 114 of the SO memary card 107 proceeds fo siep 885, > card contrell

s value from the command argument attachad 16 the write con
s {4a bitwidthy (Absolute sddress). i the following step 517, the oard contrelier 114 of the 52
eltfe ge kacation in th [ memcery 116 designated oy

5
« address, the wille date, sndd its controf signal are supplie sh memory 116 via the memaory b/

memary address

iowing the write command to the

acuie, i the wiit

2n the cther hand, if the current address mode is the byvte unit address mode,
card controlier 114 of the S0 memory card 10T obtains a 32-Lit width memory sddress value fram the command argument attached 1o the write command, an
g the 2-bit value, a S4-bit wide absolite address is generated. in the following step 511, the

> card controlier 114 of the SD memaiy card 107 procesds o st

stepg 510, the
holds the

upper address stored for the 32-bit width memory address value. By expsr

card conodier 114 of the S8 me » data transmitted from the host device 10 following the write conimand 16

wry eard 101 performs a writing process of writing the w

ihe sterage tocat smory 116 designated by the absolute sddress. Exec

device 10.In

@

conroller 114 of the SD

ponse and oo

v card 101 an sonse indics
rms the completion of valting.

512, the can cemplztion of the w

arawus 10 receives th

Whern 2 write commanid is received from an existing host device that does not support the banic designation function and the block unit address mode, the card
he byte unit ting hostdevice ¢

S0 acoess bank &

centrelier 114 of the 50 memory card 101 always aco de. Good. As a result, the exi

correctly

{Erabodiment 3)

T, an 80 memoery card 101 accerd ntinventicn will be described.

=nt, the 30
sfed,

odiment has an access cont

e third ¢

n addition te the configuration of the first embedir ard 107 according o i functicon Hat permits access

0 each bani only when a predetermined condition is sst

the S0 mernory card 101
190 is

Fils. 18 s 2 block diagram shawing s configuration of the 3D memory card 107 sccording
1901 i addition to the configuration of FIG. The athe

S contrad

is provided with a hank access control ur

orovided to reslize an access control function, and determines whether or not sccess by the host device {0 is r;ermmed far each bssr:k.

K nirmber for which sccess
ions of the bank designation comimand

Fis. 14 shows an access conirol tabl
with the number of 5 of the ba

itions for frerm g AUCesn,

Nation command, The bank seoess oo

device 10 by hani de

from the host device 18 3
command s an index, Decide which .)°r‘k: shouid be sllowead, rcrevaﬂmie

oerr“med when the number of
k designation
is ¥ or more, is permitted when the

of the nank d

Capticr nation command is thres or more. Siritarly, 3
s 5 ormorg, and access o the bank 21

f received bank designation comman

155 to the bank 1 s parmitied when

nermitied when the number
s % ormore

COMIN3
NUMDEE o

ceptions of the bank designa

cribed with re data from the host device 10 is written o

nged from step 1107 10 step 1105

Ne, the operation of the SO memary card 107 will be nee 1o FIG, Harg, |

«.in this example, step 505 to step 508 in AIG. 5 are ¢

host device 10 transmits an initiafization command o the 8D memary card 191, The card controlizr 114 of the 3D memory card 101 p-zrfcrms a
dizating the end of the inftinlfization pro : 10 The hiost device 18 in g

alization p

= 1101, the host device 101
ead of the bank design

= hank desi

amits a bank designation command inciuding 3 bank identification number (bank D} for design
an carniriand, & card command including a8 hank I may be used. Wi
wnd i gtep 1102,/
d for the fir
deterry

MY

#tion o ements the value

jcating the number of recep

ar of receptions of i
o method, |

afer the inftialization nrocess, the n
i

3 an accessible bank, the card contraller 114 of the SD memoery card 101 uses a bank des

w command s reos
sten 107 1 olier 114 of the S 1
access target vank designated by the bank designation com
comimanid frorm the host device 10 89 a bank d
executed, and the va s held, i the acoss

ines an accessibie b

oy card

number by the above-de

gnation process. & process of converting

ncluded bank 10 value into the uowf 72 hiws of the ¢
s the Dank desiy i

-

'crf\
ion process has been successful. The host device 10 =xect

vorocess. N step 1108, the host appa
ten 1107 again as necessary o access the desired

firms whsmerthe ba l\ jt ign
132, shey

m=aponss and ©

banik, Accordin o 110% and sten 1104 are executed sgain in the same procedire,
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Here, 33 an example of bank

ZCoEeR8 ¢ nation command is recsi

ate where the bank designation

g, It i deterrnined that bank O is scoessible with reference 10 the acoes :
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cnof the control card, the RAM can he used as & temporary data storsge location. The bus adaptar DATAL 1 D adapis the

control card to the SIM application medule bus 14 and 26 to the controd and data

iule card 13

ithent

as that shown in Figure 3a is connecied to the module
ion 10, Apptication module connect

o connedtor iule card 13 may have e.q. the ¢o
5 are aranged on the apolivation madites 1¢ in the moduie card 13

oy
conirol card SH in 2 reduced bio

&

K dizgram. The control ynit £ e contrel card SiM an the = stored in the i

memary ROM. The data-15 memcery EEPROM can store varicus user

module connactor unit 8. mg the opeiy

rds 13 1o the apphication module connector unit & of the
ation oy on the i
CHoP LN 6 1o i

itis aiso possibie 10 connact ather moduie

shisched w i e card
card Si

by reans of which the applicatic

cwn module card connectors, The appl
the apiticati e |3 an appiication moduie hus 14
25 19 connected to the application module connactor unit & cormmunicate with the central unit MCUL It the transmigsion of data
nat are known e.g. most comman modems. AT commaind mare detail in Petri Heinonen's thesis Proposs! for

Wi

module conne > central unit MCU of the o station,

shown in Fige

and commands, e.g. AT comm are describend

T Comvands Used wi

Master of Sciense 7

G5M Mabile Equipm

sis, 1994, Tampare University of Technology.

Mg a separate controf and data

on 1o the applic
217007001 O (Figure 2) to the cent

o madile bus 14, each apolicstion medule connector 16,17 of the application module conneatar unit ¢
{ processing unit MOUL In this case, the control and data line 3898071 74/ 51/ 0

based on the standard series 180 7816, The standard serie

G 'tis posaible 1o use 3 giniciure

5180 7816 presents e.g. val

application modules 19

are refated 1o the car

trofand dataline b/ /G100

(91

dule 19, threughn which t n module bus 14 is routed to i

shawn i Figure 3o, The second apglivation module 19 'en the module card 13 can

the maobile station 1. The first data wransmissicn means IR can be

Hission Means IR 13, such as an infrared trans o Forrnes

on 3t close distancss, £.9. in a store when makin

g a payment.

The makimum communication mesns iR may aly

noiide a data connector 206, which 26 can be usedio

ect a computiar to the mebile stat

to the secend and vice versa, By

Figures 4a and 4b show how aopl-- ation 13 is ted, and how applicaticn 18 is changed § first mode of oper

QW ingl

first operating mode- e in which the spplication dees nothing on i
toperating mode, The second mede o

centrol the operation of different i

ves s operating ingtructions through the application o

aration i thi

ON MEadns a oo maode, in which case an application in the
e station 1, incliding the centraf uni

nd moeds of operatian has the ¢ aits of the mob and send messages 1

Hons.

unit MCU can alzo have twe diffe

The central pr

7 it operating modes: 1) normal made and 2} application mede. In the normal mede, the central o

Cessing unit

MU U operates wh mobile station 1, in the application mode, the central processing unit MCU may be cortrolind by an application 18 in another operating mods,
i mode, the central precessing unit MCU can read the keyhoard 8 and transmitinformstion about the key press 89071 3 o the spplicstion 18 inthe

wede, if the appiicaticn 18 in the second opers mode s wishes.

1 s181Ts by awitching on the mobile ¢ €18 the contral
0 a reset state (ulock 101\ ifanap
g unit MCU (bock

application module connecior 15 Hlock 103} In block 104, the C

h the central processing urit MOU
module 19 iz connected to the first application module connector
of firat-

v all application module connectors 15,16, 17 have been examined, if all the
ceeds again o step 131, v

ddsia finef/ Gof
1

18 the contod andd data / G anabie state

dule connect module connects

e the next apatication 1708
whie, the operation proceeds to bloack 108

, 17

apoiication

15,14, 17 nave

= application madule connecters 15, 16, 17 have & y bicck 105, where user identificat
pped (block 107),

ctly the third time, the user must enter a longer iden

waversedc

Known per se s y:-erf, e

user authentication fsils, the mobile slation ¢

25 if the sucess cede is notentered ©

ways for 5 user 1o enter thelr own perscnial

ter which the user has three more «

cation code, af
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rher cwin persanal access code correctly. I the user does not enter his passcede correctly in these three additicna fields either, must enter a

B

ne 20 Key

pagseode again
card S M unusable,

Ures are noL entered \-UT-'QCH)I k

the permitted atternpts, the contrel card will destroy the information it contains, making the ¢o

After successfully entering the personal identification nu
far
ihe application

nit MOU proceeds to block 108, where the central proesssing unit MCU que

first application module connector 15, 1F there are 18 spplicstions in

318 oo sotad w

sgsing unit MUU reads

rformation about the apicato

ule 19, the central pr

329071 applications 18 data (olock 100} and stove them in ite memory (block 110}

medule 19 i
MOU determines whsther all 5 application v

it the applications 18 con

e are i applications 18 in the axaminad appli & certral processing unit MOU stores this information In its mamery Block 111 In block 112, the

ave been examined e are s

DIOCRLSING i
ekl aginlication moduie 19 s

st block 108, where information

unexplored application modules 18, th

After the centraf processing unit MO
unit MG ¢

nas examined ali the application modides 19, the operation 10 continues sfier block 112 in black 113, where the central processi
rﬁoeratmg mode. i 1
stay 7, the keyaoard § and / or
the aper block 112 in
g unit MO 20 enters the application s

m which the us
arts of the user imerface U e

s mobile sta
application 15, the TPU MCU asks for the

n i display 7§

can se
quired &
bie regponse from th
ted applicat

tthe a},o'zcaum B he wants tu switch o anad
t=d application 13, s
cred application 13

. the central process

< User

as the di

sgiedt

s indiosiors 28, 1 the SR MOU does not receive an accepta the event st

nit MCU receives an accspted res
& {hock 115).

RIS T

ise from the se

nge, e, T

18
unit MCU 25, but ait the

+ sefect the appiication

pioci 118}, the unit MG enters the normal made (block 118), wharaby ne spplication 18 controls the

g mode.

e in the first cpe

rlications 18 on the application modules 1% of the mobile

fon (hicek 113) i the module card 13 is removed fram the

bock 117

the user can select the application 18 he wams to switch to sn mhw mede of oper
ciule card connector, zH ap)

station 1, from which

cations 18 on the remeved medute card 13 are remaved from the menu of the mobiles statien 1 (block 128}

il

in piook 118, the central process unit MCU receives an

seeepable response f:om 1he ag ;pli‘..
ons 18

applic
FEo)

(toch

netrecsive an accepiakle re from applicaticn 18 no new Appivc ations 18 are addsd {block

Sif the OPU MOU s In normal maode in Dlock 116 and the user selects one of the selecta
the OPU MOU 10 aw the OPL MO

ot e le response frorn the centr

B
=quired by the applicat

oiicstions 18 fram il wyoe application 18 not
121). i the applicaticn 18 dees
.

ing unit MCOU, the oparation of the central processing unit MCU proe eH_k o bioek 117, i the spplicstion 18
G unit MOU enters ¢

s

1 1o anctha
i
receives an acceptable respo

SV B ACCEY

e
o

When the central processing unit MCU is in application miode (bl automatic type 18

sration
& cf the automati

ton is met, the appixcanon 18in se-‘:ﬁnd mode of operation is currently ssked iF the application of tyoe Ao :vpe 20can s

¢k 115, if handaver is possib i proces

'EP statian 1 i needs ook 123) 41 the answer

1 18 of the automatic type switches e the secar
irat cperation mode,

fype which units of the user interfac s incarrect, the aperation of the central processing unit MOU retums to

block 115, i the res same time the appiicaticn 18 in the

sacond ope

°c-:eptas e, the

operation mode

& madule card 1 removed from the module card

3 in which the spplications 18 of the application modules 19 In the first opersiing mode are in &

ns 18 are del=ted from the ¢

o, thege applic

i g new module card 13 is added to the tion medities 19 o

€ ap

station 1, the identifiers of the applicaticns 18 of the appii

frers 1o the MU, discards power up appli

fication morule 19 sends
accsptab

128,

tons 18 and stores other ap foations 18 in the applics

s added {block 127).

fihe
blac k??D 111268

m
“w

-
(.'3

celved from applhc

ticn i

i a moduls card 13 with & powsr up-fype or avtematictype ap

moduls card connector the moti

0 18 i the ope

switched off,

118 iz gwitched o1

first operating mede and the central processing unit MCU retums o the no

y the first

-contrelied manne

nd mode of operation may alsc return auwtomaticatly ¢

f a bank or other paviment card apy

according to the

Connectzd 1o the mclile station T is beth 3 control card 5iM and one apilica

appfication. The application 18 has atieas

n this example is a bank card
:nts from the account in app 18,

s ACCHUN nation is prafersh un g & of the ¢ ati & stored in the dats memory EERPROM

helon he s i L aed by the appiication 18, In connecti natance of the account in the
appiic The updating of peymaent rsngactions, &
centrelied by the apilication 18, =.g. at 3 certain ti
bank account update phase, i
ally ihe fixed telephone netw:
number stared in the app

e application 18 redu

on 18 1o the user's bank scooumt can advantageously take place sulor

dfori L with

sonnection vis the mabile netwe
I

er for a tel

won 18 according in the appl

Sonnacti

, and / or selected by the uss 7 the menu of the mebie stati

e

KMSE snd
S

ine

& Dank comp
cation's mernary, the better,

by first asking the TCNE NUMDEr Or Dy Usin

7 1

fferent accounts at the same t
nt applicat 19. This

in the mobile station 1, the user ¢an have several o
be in different in diff

3, such as a bank account, @ credit aecount and / or s cash accwint, which can also
g.

v a credit accaunt to s bank scoount or & cash

money DETwEan ALC0UNtS, 2.G.,
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The application 18 is activated e.g. after the i
display 7 messages for enten
cor

station 1 has besn switched o, as shown in fiow chart of Figurss 4a and 4b. The CRU-10 is printed by the MCU to
ng the passcode The user enters his own code, which is read by the central processing uni

U oon the controd cand 3IM exarmines the given code by comparing it with the previously stored code s

o 1o the control cand Siv

inferms the central unit MCU whsther the -‘:mje

el Lni

Gt

passrode.

ras been enterad corractiy. i the passcode was not correcy, the MOU may nossibly ask the " again 10 enter i

shove stens. Since the other t
3 unit MCU disp la‘r» a mer
mich the application 18 switches t¢ another oper

e passcode is entered corectly, the cential processing unit MEU operates

on medudes 12 in this application exampie, the central preces
ion medute 12, which is a debit card application, aiter wi

7 from which the user can select ihe. app:xc‘.«‘tzﬁn 18

ing mede and the central pracessing unit MOU

ile station T can be used 1o make MH in the usual way. Al ot iie station 1 are also avadable. The essentiat

iers, for exar

unctions beienging to the
& number fram the keypad &,

he central processing unit MOU forwsrds Reys

ch control 3 unit MOU o establish & connection.

iis bank acoount rst selects the menu function i

application 13, The spplicstion 18 controls the central processing unit m
the meni, the central processing unit MU transm
ing unNiT MCU o display 7 a text informing the user that the mobile station is performing a balance |

& data mamory EEPROM of the

w0 the ce

module 19 and generates a my

ger

balance

ssage based therson by whic

10 The foliowing Is an exarmple of Implementing the sbove batance inguiry using AT commanids:

fvent code, + ckay: 1.1 AT command: AT + ODIS = "NOKS

" iew A "menu v G AT command: st + gind =, , 1131 fupdate indicators)

Event coder + CEEV: 9
Eyent code: + ckev: 4%.1 AT command: at + cind =

s

Event code: + CEEV: 42.0 20 Event code: + chey: 23,1 AT ¢ and: at+eind =, ,, 1,8

Svent coder + OKFEV: 53,0 AT command: AT + CDIS = "NOKSET, "amount of | "satance”, ™, "0F
command: AT + SDIS = "NOKBET", "Requesting.

* fOuit” AT command: at 4+ cind =, 0, 0 25 Bvent coder + OKEVI 61,10 AT

Event coder + OKEV: §1.0 AT and: AT + OMGS =

Event code: + omt 125,122,32.69 0.0.0, 34102510100038,8, AT command AT + CDIS = "NOKSET', 11 [ FIM 125232,69 7,

"Quit”

Payments frarm the scoount can alsa be easily made by entering 35 the approoriaie infor on on the kevpad of the mobils staticn 8.

EPDTEIE

method accord
ssheparan a

An evampie of an appheation

payments can be made, such &

station 1 and his awn

mobile )

increases the bat viment card and the balancs of 10

ntof th

ceversa. internal ¢

appiication 18 that he wa

o unit MOU o the first ¢ feation means IR, such as an infra

ther data wemission meang (R2, such as an infrared trans

register 21 can be In carmrunication with each o

sser enters the 25 PIN of his ow “mred ene ifthe
code is entered correcily and thers is a suificient balanc the apiolication 18, it
re mabile station, w ) oafance on the pavment card is reduced accordingly, The update of the paviment rsnsaction o the b

take place either from the

Onee the connect

payment card, which i ard apoiicstion stilf compe

with the pi

payment ransaction §s registered both in the cas 271 and in the applic

information mach

For infrared data transmission, it is advaniag

baserd on the 150 08 mord
metwork bayer, and 7} the an;

MS !nrer.f;or‘.na;ﬂon). The protocol

Open Sy

ation layer,

At the physical fayer,

o, but athier known data transmission methads can alse be used, such a5 ultrascund, elactiv

ragnetic
induction or radio wa

B
veraf

5 the date for example, errer tion algonthms

data vansm

iton, the functions of the data link tayer are per

ns whera there may he several ion means in opery me tirme, e.q. In shops with s¢

number of communication means

through the communication means can be distributed 1o the correct recipient, regardiess of

rnation 16 be transmitted can be established i the netwo

is especially important in payment applic
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17122, 8:05 AM FI98071C - Procedure for use of applications i 2 mobile telephone as well as a mobile telephone - Google Patents

The application 18 relates Yo data transmissien via an apphication fayer, v o0 18 transmits and receives

he MOU of the mohile station, preferably 1o the Tirst da

were the applic aticn and commands reguired for data

Lansmission vig ransmission means 17, or 1o the mobile netwark,

N whis

N araC

Sorregpondingly nd device partic rthe daia trsnsmis

s iRZ azcording 1o the above-mentic

n, such as the cash reg

red fayer struc

& nessages

second data tranamission mean

received via

APPLICATION and the mobile switching center MS » mobile commuricstion

Figure 5 shows 8 5 diagram of the calf flow hetwesn the applicatior
retwork, In step 200, the apph
cerier MO the jdentificat

vansmits W the mobile station

nene number e mobile siation
s for estaklishing a cennection {step

n 204} snd the connection extablishment (sten $90771 15 208}, after which

the called 1

al pr ne mobile switching

center MEC

other necass Yy inferma

re mabile

nt 1o the mol ng canter MSC {step 206} and the application 18 {step 2071 To end the

e mobiie station central provessing urit MOU 3 (step 208), which sends a disconnection raguest 1o the
g center MCU
e connaction has nean disconnactad {step 2113

@ progress of the call (ste

ction establis Swits

N, the application 18 sends a disconnest command i

station 1 sends an acknowiedgment of ¢

maebite swit n o the mebi

{step 210}, Fi

g center MSC {step . Yo the mobile switching center, the MEC sends an acks
aily, the rnobile unit centraf procassing unit MOU

swhedigment of the discon

5 10 the applicstion 18 information that U

K

rmethod sceording to the invention can b

sed fur applications other than those related to payments. ©

or example, scheduie nformation and stock quotes can be

eved 1o the mebie station

taticns T commiin with each cthe ng of the first data tra i means iR

HESIG

n 1. The mat2d coffes machine wcording to the inventicn

flexinie way 16 increass the usabiiity of the mahile statio

¥ have severa DUSES

cr(—:di? o d pay

which manufaciure 3 method iz one way tu reduce

tons 13, For credit card companies,

ents.

inventicn is not fimited cnily 1c the embedis

ion can be modified within the scope of the appaended claims.

Patent Clations (164} =

ity date

sticn date Assignee

Transpendsr apparatus and system

1280-01-03 19811208 Benton Wiliam Modular funds transter system

1982-D5-18 vericard Dorporation Funds transfer system ising optically counled, portshie modiles
12851108 HE flectronic funds tansfer

1286-08-08 16651171 Norand Corporation Packet size data eapture unit with processer and shell modules

1987-03-20 1989-01-30 iwatsu El=ctric Co Lid Portable te

sincerperated Bari card aystem meter

Pom incorporated Eectronic pa

")’"} meter svsienm

1687-06-02 wictorcla, inc. Radintelophens telephone numier down ioading
1287-06-02 1985-0822 Miotorola, ng. 0@ oredit card data communications

TRANSPONMDER ARRANGEMENT.

19823-01-28 1998-05-20 iC card data ransmission method
1922-09-08 1991-04-16

TACT INFRARED PEARING PROCESS 8Y MEMORY CARD,
2 ANS QF TR B AND PEARING DEV!

1988-09-0% Stephen B, Meads Mobile pav telephone svstem
1288-11-26 1992-07.28 Motorsla, e, Radio telephone with repertery dialer

Oeifular mobile radictelephone-baged

Gte Mcbilnet

aystem for rental of mebile equipment

FES0-738

oh

cnann Anine Miethod of paying psrid
device for

2

rges by infrarad radiation and prepsid card and

Rattio e
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nal Marvin E ne seivices

1936-05-31 12911126 War

ing the

perational mede of a digits

quransoeiver

NMetrcka Michael P Sommunications device with movable elernent contred interface

1996-04-(04 Visaint Se

Muotoreda ing USEr
1990-03-22 12930712 hokia M
1991-12-G4 Yokogawa Blectric Corp ireless » charge o charge prepayment aysterm and portable

1963-0831 titephone Systems L1d, £nhance arad-connacted)

ura Electric Works Lid Mcbile radio

ephens system

1993-0525 # gttt Wirele

FE

fes payment system

FOOG-(9-27 19920811 wotorola, ing. Cordless eieghone with internal debit and credit memary

ind Co

i3]

minal equipmeant for radio teleph

1995-13-38 16941054 Programimable synapse

1994-08-21 Telecommuunication networks

1663-0615 Detuir ra

wwtelephone credit card paystation methed

1990-10-24 FEGZ-09-01 tular radiotelephone credit osrd paystation method
cations Service
1990-11-03 1923-06-26 AT Beil Laboratories Recording and kiliing sy

1881210 15357-10-08 media Bt

FOMBON M

thod and apparatus Far interfacing smart cards with 18

1990-12-24

Notorels, ine Hlectranic waliet

1eeT-04-12 Comvik Gam Ab PHONE SYSTEM PROCEDURES
19%1-05-31 15993-1210 Nelia Mebiie Phones Lid ning instaliation data in a mobils phene

Mokia o

AV EN KEDUKEREKVENSTEYTT SMART CARD GRAENISNITT

FEE-07-08 1926070 Nokia Mebi

£,

functon 1o display recaived message

1552-08-28

5
N,

1996-08-27 Seiderman; Abe Ceiliiar teleph Hing systen using credit card validation

1993-D3-G3 Sharp Corp i card system

1331-08-9¢ ed electienic

Schiage Lack Comp

ny Remotely-operatad self-contal

d self-contained electrent

wlogy O Remctely-operd

wone with inte

Celiular st calt accounting

integrated portabie device for point of sale tr

Flectre

Sttty

Trangpender for prox caticn system

1552-02-14

w cellilar telenhone

Page 021017

Arrangeme

adapter 10 3
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Nokia Metworks Dy RADICPHONE
Alan Kipatrick Conray A pre-payable maohile cellular phone

it

rated cin

togy, inc. Remote identification of int

System for purchase pavment and remote kil ¢ nttrans

Smart phor egratiun with computer aystems

eprogramming methods ¢

2002-08-15 Nokia Corp Apparatus and metnad for providi
base unit of 5 radictelephone

g digital infrared communication between z
 and snother device

FEGZ-(19-04 1994-03-68 Jefirey Ch sferring information hetween arsdio transeeiver

ment

1993-06-22 1995-09-26 Texas instrum
Datgchiand

Transgen

1992-10-n Mordictel Ab Digitat gyatermn in which & iption is assigned a
subsern ser and muftiple subsoriber

interdigital Technelagy Wireless te
Corperaticn

thod for carrying cut financial transa
Bysiem

s by means of a moebile telephone

1 and mmsthods for enhanced Information transter

TeeE1107

Nstrum
incerperated

Dornrriiniostion sy

1992-12-18 1884-08-02 Sommunication system and methods for enhanced inform transfer

1994-08-27 Al omm incorparsted Automatic debiting parking meter system

1646-01.26 Feidman; Ron sing method and system
1993-02-1% 1996 04-06 ATET Qop. ment for providing real time access 1 oall

Partable radic telephons set

RF {dentificat:

guraticns and assemblies

Electronic tiok

iy and resery

vetemn and method

192305818

OMMUNICATIONS 5

1GG3-07-

Methad and ap

aratus for upgrading ce

1 versst win

S08-04 19361102

“o

s radiotelephone system

1993-08-08

Speaier device

Data enty systems

1923-11-15 1996-0123 Qualcomm Incorporated Method of invoking and canceling voice or data service from a i @ it

15%4-02-17

Fuiitsu Lid Personast communication charging service device by credit card

1ee4-05-14 19260

Freflering Joseph ) B

4-04-12

R

fa, inc. Method and

ttip

1%

19940428

Texas instruments Transponder interface ciriit

FGG4-09-02 19260518

1 and memary i xible package

Mabile

ultifuncticn cards

one with reading and appli

aZuonh uni

saction controller

Celluiar telephone as an authenticated
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4-10-07

190411

15%4-11-14

1G4

15857-02-18

15855-02-18

1555-04-24

1Ge5-06-16

16e5-08-04

19931

16060824

20010810

FE98-818

2002-02

1993-08-24

potorola, ine.

Combitech Traffic System

Al

s Lid

Texas instrume
incerperated

intemational Business
Machines Corpars

Fom, inc.

Nedsriand P

Popi Phong, inc.

Powsdl Ken R,

Sefiectsofr, 1.0,

Newnet, inc.

wicterels, inc.

wotorola, ing.

bt

rofa, ing.
Armech Corporation

Nokia Moebii

Nelia Mobii
Limited

Mokia b

ishin Frame e

wotorola, ing.

ation o a device in 3

sethod and apparatus fo
communication system

lactronic watet system

ad / write device and
Mulimedia electronic wallet with generjc card

aidd sect cediular releca

ETel]

we phone with inte

cedure for use of spplic
telephong

Parking charge system, inspaction device snd maans of identification

etary transactions using a transpaonder in conjunchion v

inteliigent shopping cart

Fayrent sfot conmmunic

ng apparatus for vendng prices

B

Telephona/ftransaction envy devics and system far entering transaction data

Retail store
oertabl

cards
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