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pa,:ket n-2tworks whereiP the d:3t~ car.tent is prc~ect-2c;, e.g. by -::ncryptii~:q or er:c~ps:..;!:3tiPg ~he 

p8yk'lr.1d wf;t::P.ir: the send:r:g ;'.":r:d r~ceivl:1g neti.'\1!"J:"k e;;:_::.IP.s 8pp!y QSyrnrnet;ic er:c::yptl!°J:1, :.e. 

cMforen~ k-::ys fer -2Pcryptiori and d-2-:ryp~:cn 

Cl:aims (22) 

Olher languages: c.,,;,-,,·,,,e 

wo,ldwide app!icalions 

Applicalion GNA0381028Q3A evenls ® 

2002-03-13 

1. a pr•Y.:es.s:ng re!::it.::-s ·to the rr;eth0d for the dectrcr::•: p;::yrr;ent cheque cf trnr:.sfer~:;;g from flrst user's ,A B;;r;k One Ccrp. i71>:t:han:srn (5LlU) ac•:G:.ir:t tc .see:or:d :)ser'-s of 

sef..01:da:--y ~"J:":1:k rr.echa~ir,:~n (550} acCO'.:l:fr, tt:e orr.c:v:t (!f 11:nney, rk::;c:--:bed pl\'!Ces:,ing c~vn~x:ses t~1:":t the w,y~1~1etr:c key tt:at ccrr.p:l:,es p:lv·ate kf:y rv:c: PK! by f:11:ploy:1:g 

p;;..1d:_;ces dig:·:~! Blgr:81l:re to e~t·:yi:1g GUI ;'.":Syrr::ne'~r:c '-TffJ::JsyslP.::1, ::. is c:f;r,1:w/~eri::.wJ in tf;r,1t, s8:d ::1ethcd cG:nprisi;;g lhe steps {:f. 

In rk::;c:--:bed first :Jse:"'s fl:r,t s:M cord ("! 0·1 t:), ere at:: elect:fJ:lic pay"rne~~ c~1f:q:Je, and ado~~Jt by fo·:,t (!f righ~ f:rst o:1\..-me key ~v:1:e:--0~:cn of tt:e f:rst a:,yr:--:r:--:etric key a~d :,ign 

d.::-scribed e!e;..-:t~;..1:H..: paymer:t c~1eq:.ie, this fi:.st pr:vate ~ey r.::-side:.: :r: d.::-scribed lirs·t ~mv~ c;;rd (101 ;::) that fF.st rr;c,b::e devi;..-:e (1 Ll1 b) c•Ji7lpr:ses 

\!i8 rfosc:;:bwJ first :1i;__1bi!e dev:c:e (": OHJ) of ·:he d~scr:bed S!~A u:i;d (1 o·: 8} lh~·: c:;..1:11p;:ses d~scribed flrs-: L:SH, de:~er:bed s:gr:ed P.:e;..-::_;;..1:1:e pciyrr:er:'~ ,j;t;q:je ::~ se:1:. :.o setxJ;;d 

SIM card (1 U2a) :r; se;..-:c,r;d mcbi!e device (1 D2b) t~;at :s :r;duded :r: d.::-scribed sec;..1;;rJ :.ise~, 

i:1 desc:;:bwJ secG:1d ~i!M c8:d ("! D/.8}, t::npk:yl:1g iB g:Jr:e :_;p ~ddit:o;;8! s~c:Jr:d ;..1f 9H1er;'.":'~i{:n by the sec:c:1d rlg~r: pr:vr.1tt: key {:f the secc:1d 8S~F~,r~;t:tr:e k~y i:1 rfosc:;:bwJ secG:1d 

SIM card {1023) CJnd is signed the described dectronic pay;-nrnt che~ue ,hat h,;s 3dcpt~d desci-;!:,ed first sigcatuce t,:, sign, this seccnd p1wate key resides oc d~scribed second 

S!M (';8;d (10:-?8) lh;'.":'~ C:e:~eribed :~f;(;Cnd rr:Gbi!e (foViCf: ("! D✓-b) c:or~;prlses 

The desci-;!:,ed elecceonic puyme;·,t cheque thm adopts desci-;!:,ed first ,;nd second dig;till s;,;w,ature s;qnmure is sent t,:, central hub i300i from described seccnd mobile ciev;ce 

("! D7-b). i:lr:d ·:his cf:r:'~r;'.":! f;ub (:;DD) c:;..1:11:11:_;r:i:;fcteB with (fosc::'ib~d fo·st ci;;d sec:or:d b8nkl:1g i:i:~nlullor: (50Cl,S5D). 

!n desc:-i~Jed c:::~:t:":":! hub (3GG), ban;dng ln:;titutio~ (55Q} ~JY bei1:g pres::t at der,-:.1·:bed r,f:co~d :Ee:--:;, to the c~1f:ckl:19 of desf .. 1·:bed r,f:co~d :,ignoture :":1:d ~he d:eck:ng ~o 

des;..-:r:bed fi:.st :.:igr:atu:e 1r1 de.scribed f;r:.:t use:'s ba:1~ir:g :;;st:·t:.i·t:cr: (5DO), ar:d ~JerJir:r::;;g depc.s1ts the ;;rr;c,un·t cf r:-:cney i:1 t~;e de.scribed e!ectror:i;..-: pay;71>:Pt cheq:)e ;::r:-:cng 

desci-;!:,ed second user's the accouc, in. 

2_ the rr:et~K'ld for dai;71: :s •:har;::cte:ized j;; that. described nrst ;::r:d :.:eccnd private key:.: ;::re g•J;;e :..;p :r; de.s•:r:bed fi:.st ;;rid se•:Gnd SIM •:ard (1 Ll1 a, 1 Ll2a) re.spect:ve!y 

a1:d genNt:ted. 

3. the rr.eth•:1d fo1· daii~:1 :, it is ch:31·~cter:z-2c: :~ th:3t the transrr.i::s:cn ,:if c:escribo::d se-:ond S!M G:ffC! {1023} cf d-2scribed s:gr:ed e:e,:ti·ori1c payme~~ ci~:eq:.ie frcr:--: 

df:scrib::d fi:·s~ r:--:cbl:e dev·ice ("! o·i b} nf the de:;c:·ibed s:M cord (: 0·1 t:) tt:at ccr:--:pri:,es de:;c:--:bed f:1·:;t :Jse:- tfJ seccnd 11:nbik: c!e'lice ( ! C:2b} that is lnc!:Jded in de:,c:·ibed 

se;..-:c,nd u.s.::r is c;;r~:.::-d out via dig:ta! r:-:cbile ·te!ephGne .systerr:, 

t~. ci:~ ef!d; thP- C:e:~eribed ;~1t:thGd in :_f;t; di:l:rr: ·i ,~{: 3, :,~ iB ehmc1;..-::.H:1-ed :n ·:h;'.":t de:~eribed s:gr:ed p~y:11~r:t :;he;..-:k '~r~r:s;~1::_:~ ;'.":S :~h!°Jrt :nesBr.1ge by S~AS se;v/:;e :~yste;~1 Gn 

gsrr: :.:yste;71 

5. ci:~ ef!d; thP- C:e:~eribed ;~1t:thGd in :_f;t; di:l:rr: ·i ,~{: 3, :,~ iB ehmc1;..-::.H:1-ed :n ·:h;'.":t de:~eribed s:gr:ed p~y:11~r:t :;he;..-:k '~r~r:s;~1::_:~ ;'.":S :~h!°Jrt :nesBr.1ge by !r, b!ue'~odh ;..1; vv:-1=: 

stand,;1·d. 
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6. as eEJch the riesc;·i::,ed methcd 111 ,he cla:m 1 ,,:, 5, ;, 1s c:·,m-ac,er:zed :n ,hilt the es,,;l:,l:sh;·:1rnt at electrc,pic p,;yment cheque compc:seo 3nd ;pd:c3,eo ,he te:ephcne 

r1L:tr:be; ;~!evQr:t with dP.sc::'ib~d seccrid S!M ;..-:r.1rd C! D/..8), tf;t; ;'.':t::c:u:1t of r~;criey :_f;r,1t win ·:r~r:sfo:· Qr:d s!K1:..dd ·:herefrot:: e:-:trw;·: H:e QC!";C:L::1fs ef the desc:;:bwJ cm:;__1u;;:_ Gf 

rnor:ey :r:d-ex. 

\ii:": desf..:"ibed Tirst :~:IO~Jlle de;:rx: {101 b}, oo:11t a:..:-:: -::he es-::abE:;hn1er.t !"Jf df:scr:b::d iks-:: ur,f:1· affl:--11:a:::cr. t:J e!ectrcnic poyT-r:en-:: ch::c:ue. desc:l\·--;fa! fks-:: S!~;1 ca:T:! ( 1 CJ! o) that 

des•:ribed prc:11pt:r;u ccmpri:.:es ~t descri~J>:d flrst rr:cb:!e device (1 o: b) u0es up ·to be initiated 

9. as euch the 1Jesci·i;:1ed rnethcd 111-::he da:rr. 1 to B, it 1s ci~:urac-::er:zed :n th~t the ekc-::ron:c ::1uyrr.erit chequ-2 of desuibed eri-:ryp-:::cn tr:F:sm:-::s vi3 the Mess:3qe .A.ger:t ii~: 

lhe dew;t·ibed eer:tni! hub (::DO). 

·1 G. n1e-::hcd t:s dt:111:ed i:~: c:a::~n 9 :s charncte:-ized ::~: tha-::, thf: e:ef .. t:"•~v:lc paf11er:t ct:eq:..1e fJf df:scribfa! e:n:c:yptlnn i:, co:n:vertfa! :r:tc SMS ~~)l!in-::--::o-pcint t!ata dcw1:!ood 

mes.sage c11 desc~i~Jed ~vies:.:age !\~}e;;t, :s ser:t tc d.::-scribed sec•JPd 5:M c;;rd that des•:ribed .seccr:d ;71,Jbi!e d.::-vic.::- ccrr.p1i.ses the;;. 

1 ! fJ:lf: kind is :,ent-::he :nf:tt:l!d -::ho-:: re!:":tf:s -::c thf: elect:-cn:c pairne:n:-:: c~1f:q:..1e fJf tra:1:-:Je1Ti11g frnn1 Tirst :J:;e:--·:, nf Sank Or:e CfJ:"(J. 1:~:ech,v:ls:n:1 (5C:O} acco:..:r:t tc :;eccnd Liser's of 

.secor:d::i~y b3r:k mech::;;;1sm (550) ::i•:e:o:..;r:fs the ;;mGLlr:t cf rr.cney, desc~:tied ser;dir:g ,:.::c;rr;prises that fr1e ::i:.:yrr:rr:et1i.;..; key that c.;..1111p~::.:es p~:,,r3te :-.:ey ;;r;d Pt<! by emp:cy1ng 

(J:"fJd'.ices dlgi-::a! :,lg:n:ature to car:yi:19 nut 38ill:n1e-:::--:c f .. l)T'l-::Osyste:n:1. :tis ct:a:,ac-::erized in tt:at, said :n:1ethcd cnn1p:--:s1:~:g the r,tf:ps cf: 

!ri desci·i;:1ed first u::er's tirs-:: s:M -:~re; {1013), -:rea-::e ekc-::ron:c puyrr.ei~:t chequ-::, arid adop-:: by tks-:: cf right fo·::t priv:3t-2 key ger:-2i-~tion of-::he fo·::t asyP-:P~:etric k-::y <F:c; sigri 

df:scr:bed elef .. t:"fJ:lic pairne:n:-:: c~1eq:..1e, this fl:-r,t private key 1·f:side:; ::n: df:scr:bed fi:,s-:: s:M ct:1·d ;: 01 o) -::hat fi:-r,t 1:~:l!b::e devif .. e ( 1 CJ! b) co:~n~x:ses 

Vi:3 desci·i;:1ed first mol:11!e d-2v:c-2 (: 01 b) ot-::he -:kscrib-2d S!tvl cai·d (1 o: a) tha-:: com::1i·ises d-::scrib-2c; tks-:: L:s-::1~ d-2::cribed s:gr:ed e:e,:ti·oriic payrr:e:n:-:: ci~:eq:.ie i:: serit t•:1 sec,:1i~:c; 

S!M c:e1;d (1018) ir: -SW;()r:d ;~1c;bi!e dt:1fi;_x, C! D7-b) -~h81 :s ir:duded :;; des;..;r:bf:d s~c:'"Jr:d ~r~P-r. 

1 J. ::i:.: d::i:m 11 c1 12 desc~:tied rr:eth-:..1.;.L, it :s c~1;;r;;e:teri2.ed ir: th::it t~;e ·trar:s111::.:sicn c;f desc1iti.::-d se•:Gnd S!f\1 .;_;ard (102.a) cf described signed e:e-:..;t~.;_-1;;1e: paymer:t c~;eqLle 

fl\!11: der,cr:bed fl:-r,t 1:~:l!bi:e deviu·~ (1 a! b) cf the t!esc:"i~Jf:d s:M ct:1·d (: 01 o) -::hat f .. 01:~:prlser, t!esc:-i~£~d f:rst :J:;e:, -::o Sf:cnnd rr.ct·--;:!e de\..-:ce ('! G7.b} tha-:: ir, lnd:Jded in 

d.::-scribed sec•Jr;d :..;se~ 1s c::i~1ied 0:..;t v:a di~}t;;! mobi!.::- te:ep~;c;r;e systerr:. 

1 ~~. e8c:f; the de:~eribed ;~1t:thrJd 8-S ir1 the cL::i:11 1 ·: IG ·i :i :s che1;e1<..'.IP-ri..-:.ed ir1 H:e11, des;..;r:bf:d s:gned pe1ymen1 ;__;hf:ck :_;Qr:smits QS sho;t :11ess8ge by SMS set·,dcf: sys-:em e:1 

~nm system. 

1 t,. e8c:i; the de:~eribed ;~1t:th!°Jd 8-S ir1 the cL::i:11 1 ·: IG ·i1~ :s che1;e1<..'.IP-ri..-:.ed ir1 H:e11, des;..;r:bP.d s:gned pe1ymen1 ;__;hf:ck :_;Qr:sm:ts QS sho;t :11ess8ge by:;, b!u~tcGth or w:-n 
stm1d3rd. 

1 c," as ~ash the desut>ed ;ne\lwd in the cl3i,111: to 1 ~, it :s d1arncte,;zed ;,; tr,a-t ·the estab:iBbrr>ent cf eiectr0nic pay,1ier>t ehequ~ cc;np,iBes a,v_j indiccates the ,~leplK>'>e 

riLllT:ber re!ev3r:t '.<Vith described ::eccnd S!M card (102u), -::he ~P-:oun-:: of rr:cney-::hat vvi:! tr:3i~:sfor 3cu::-unts arid shcu!d therefrom exti·:3ct the a-:i:o:..;r:t's cf -::he describ-2c; 

~t::c:u:1~ of r~;cr:ey Index 

18. me,hcd ,;s cl,;1med i;·, c:a;;·:7 17, ;, 1s c:·,ilrnc,er:z~d :n ,hilt, described s1gced ~lectrcn;c p3y1-,-,en, cheque is cocver,~ri :ntc SMS pc,in,-,o-pcin, ,Jata dcwPlo3d ;-,1~ss3g~ 

(J:~: desuibed Me:,sage ,i',~v:1:t, be ser.t tc d(:scribfa! seco1:d s:M C:":l"d (: O:?.a}-::hat rk:scr:bed seC(J:ld 11:obik: de'lice ( ! C:2[')} (,l!ll:p:'ise:, the:n:c 

19. m-2ti~:oc; th3-:: de::1,:1si-::s th-2 e:e,:ti·oriic payrr:e:n:-:: ci~:eq:.ie th:3t 1·-::!a-::ir:g t•:1 c,f being 1·-::ceived -::r3r:sfH from first :.ise<s cf Bari~ OPe Corp. rr.e-:ha:n:isi~:1 (500) acc,:1~Pt to se-:ond 

~r~P-r'.s Gf sec:o;;d,1ry be1r:k t::ed:,1r1is;~1 (t,5D) ,1u·:;..1:.;r:t1s :_f;t; ;'.':t::c:u:1~ cf r~;cney lr1, d~scribed prrJr;e.ssir:9 ;..;crr:prise.s tha: ·:he e1:~y11:11:e~:k key lh~-~ c:;..1:11pr:ses pr:v;'.':·~e kP-y Qr:d P!<! by 

e;71p!0y:;;g pr0duc.::-s dig:t;;! sig;;ature to c;;r~ying -:..1ut asr1v11.::-t~:c crypt•J:.:ys1ei7l, it i:.: cha1::i•:ter12.ed 1n that, s;::id ;71eth0d c-:..1;71pr:sir:g 1~1>: steps Gf: 

i:1 desc:;:bwJ secGr1d ~i!M c,1rd ("! D/.8}, t:rnp:c:ylr1g i.s grJr:e :_;p ~ddi1:o;;,1! s~crJr:d ;..1f g~ner;'.':·~:c:n by the sec:e:1d rlg~r: pr:vr.1tt: key c:f the sece:1d 8S~F~,r~;t:tr:e k~y i:1 rfosc:;:bwJ secGr1d 

SIM card {1023) CJPd :s s:gned the described dectronic pay;-nrnt cheque ,hat cece:ve,J thm h3s adcpted 'll"St sign,;ture ,a 3;,:;1\ th;o secc,pd pr:vEJte key res;,Jes on desc;·;::,ed 

se;..;or:d ~;:~,.,~ c:Qrd (": D7-~) -~h8t desu·:bed sec:;..1;;d rnrJbi!e de1,1:ce C-i o~:b) ;..;crr:prise.s 

Th~ desci-;!:,ed elec,ron:c pilyme;·,, chequ~ thm adopts desci-;!:,ed first ,;pd second dig;till 3;,;w,ature s;,:;nmuce io sent,,:, desc;·;::,ed ce;·,,;·,;I hub (30Q) f,crr, ,Jesccio~d secc-nd 

rnrJbi!e de1,1:ce (': o~:b), this ;__;t:rr:r,1: hub (:3DD) ;'.':r:d :.foscribed fjrs·~ 8nd sec:;..1;;d b~r:k:r:g in.s:.:tunGr1 (:-500,5:SD} U)11:11:u:1:e;'.':·~e 

ln desc:-i~Jed Cf::~:t:":":! hub (3GG), ban;dng in:;tltutio:n: (55Q} ~JY bei1:g presf:t at der,-:.1·:bed r,f:co:n:d :Ee:--:;, to the c~1f:cki:19 of desu:bed r,f:co:n:d :,lgnoture :":1:d -::he d:eck:ng -::o 

des-:..;r:bed fi1st :.:igr:atu1e 1r1 de.scribed f;r:.:t use1's ba11~ir:g :;;sti·tLl·ticr: (5DO), ar:d ~JerJir:r::;;g depc.s1ts the ;;rr;c;un·t cf rr:cney i11 t~;e described e!ectror:i-:..; pay;71>:r;t cheq:)e in 

desci-;!:,ed s~cocd cods accouPt. 

~'.1., it :s c:he1rQ<..'.IP-ri..-:.ed :r: the1~ ~f;t; described slgr1ed pQyt::e:1~ chec:k th~·: h8.s rw;ei",.red trnn.sr~;lls 8-S shc:n mes:~,1ge by SMS -SHi/ic:e sy.s:.Hr: ~s ci~:11: 19 Gr 7-D de:~eribed 

m-::thods cri qsm sys-::err.. 

~'.?. e8c:i; the de:~eribed ;~1t:th!°Jd 8-S ir1 the c!;'.':i:1119 IG :.:-: :s d1e1;e1<..'.IP-ri..-:.ed ir1 H:e11, the de:~eribed sigr:ed P.!ec:~:·e:1:c p8yrr:P.r:·~ c:h~q:je 1he1~ h,1s re;..;t:ived lmnst::its 1r:e1 ~f;t; 

M-::ssag-:: fa.qen-:: in ti~:e des-:ribed ,:entra! hu!:1 (300). 

Description 

:;~:e pres-::nt ::n:ventio:n: re;utes tc ;~:und:e th-:: me-::hcd ~bo:.i-:: -::he -2!ectror:i,: payi~:1-::nt che-=:~e of-::rar:sfoi·ririg fr,:1P~: tirs-:: L:s-::1·'s ,:if 8:3i~:k One Ccrp. m-2ch3r:i::rr: acc,:1unt to 

secGr1d u.st:r1s cf sec:;..1:1:.fary be1:1k mec:f;r.1n:s:11 Q<.X;()u:1fs the 8:"fl!°J'.:r:t ef :1i;._1;;t;y, lhis process:ng c:;..1:11p;:ses ~hQ:. :.hf: 8.syrnrne·~r:c: kP.y :_f;r,1t U)t::pris~s priv8lf: key e1:1d i=•K: by 

err:p!c;ying prc;duce.s digita! sign::itur.::- tG ca1ry: PfJ out a:.:yrr:rr:etric cryptcsysterr:. 
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The i-m.dtip:e p-:ear:s ,:if payrr.-21~:t is ,3t ::11·0::ser:t u::-P-:IT:DII; fer -2xarnpk~ c:..;rrer:cy 3r:d -:oir:s, che,:k, tho;: money tru:1sfer frorr: ,3 bank ~ccoL:nt to m1cr::her b.:F:k 3c,:ourr::, uo;:dh: 

c,1rd. d~b:·: cci;d_ GI re lr,1:1sfo:· 1c1b:P. ot· H:e :ike Pi:lr1 :r: these rr:f:;'.':r:s cf p~y:·n~r:t be rr,;._1:·e S:ji18bl~ :r: frc:t:: e1 pP-op!e tG ~::c:1he; pHS!):'! but ;;ct Glhet· t·err.it ;~1or:P-y ThP- foi! s~fo 

•A rr;c;ney t~;;r;sfer is verJ 1mportarrt. S-:..1111-2 do r:ct vvar:t tc .;_;arry buc:•,'..e-ts cf .;_;;;sh, and everycn-2 is re;;dy that i7VJr>: the rr.c:1>:y tran.sf.::-r via t~;e ban:-.: acc•J:)r;t or the c1-.·e:0:..;r:1 

tt:at ren1:~s a1:d '.::,ansfe:r, a:Tiver, cor:,ect re~'..lp:ent's fa!! sofe, and wher: thf: 11:eor:r, l!f pay:w:1:t hod thf: i:n:~r::n:sic pro~ecti(V: thm pre-../t:n~s utl:lzoti(V: 1Nhf::~: bei:19 rne~wny 

:.::c•:essed, thi.s wa.s Y11ek0me. 

/~L1•J:)t mrx1ey tr;;nsfer, a k_:;;rJ 0hhe .sc;krtior: -:..1f t~V:- safe ;;r;d si;71p!e rr:eHwd Gf rernit"tir:9 i7VJPey frcrr:;; peep!.::- tG :.::r:cther persor:·s -2lectr0r:ic:.: is pr•Jvided is des:r:.::b!-2, f0r 

f:xorr.ph": the f::ec~ro:n:ic:; su~J:,tltLitt: of c~1f:ck. 

U:1::.HJ ~;·:f{~es PQ:.H1I (us:=:; S6T795S her~ bee;; desc;:bwJ 8 :<ir1d ef ;.,-:c;r~;puler biisHJ e!e<..:trc;r:ic :;;s-:rurner:11hc1t cGrr:prise.s lhe elw;·:rrJr1ic:~ sL:b.s:.::.:_;tt; of check.Wus-:rff:e i;; 

t:·,e :itec;;;-y ccn,pos1tioc th3t ,h;s ekctconic ;i-,sceument cun be ,,,v,sfocred ,o 3;·,c,,:·,ec ccmpu,~1· fccm" ccmpu,~;; and cac 0elute m fend crnd iocw3cd ;;cccw11 i:,uyee to 

frc:n ~~)aye:- t:cccunt.T~1:s eh":c~:\111:c :1:s~r:..1:n:1ent f..a11 be :;ig:n:ed bythf: elect:"fJ:lic s:91:ature that :Jti!:zf::; OSill:ll:e~ric :,ecre~ kf:y e:~:c:ypticn art, or.d ~~)asse:; th:\1:..igh thf: 

rec-2pt1rx1 cf the e!ectrcn:•:s s:)bs·t:·t~.rte cf -:..-:heck, :.::r:d t~V:- p:.::yee ccl;; depcs:t e:he-:..-:k :n :ts ban:-.: by :r;ternet a:1d/cr [rr:cl:!. 

Even ti~:e e!e-:t1·,:1Pics s:.ibstitute of chec~ c,3ri be stored in the port~b!e p•:P~:c:3 -:~re;, the use of the e:e,:ti·oi~:1cs subs~:tL:te ,:if chec~ c3n tho::reby i~:ot rr:oved yet, and it ,:1P!y 

:in1:~s tfJ Lise::~: cor.":pute:·/PC.!11 odditi(!ll, thf: e:ef..t:"fJ:~:lcs :,Libs~:tute of chec;( 11:ay Lise Girnberscrr.e, bect:Lise ~1t:vin9 1·f:!m:'H:!y t:lgh expectotifJ:~:s ~o ~he :11h!r1:~:atio:n: that 

cc:11p;::,:ed. 

C~i-: use ti~:e e!e-:t1·,:1Pics s:.ibstitute of chec~, the::e re,3so11s beca:..;se of rna:n:y f.:11·i~:10::1·thereby commcr: ;~:ope in p~:obi:e ::1hone i:: :r:tr:r:sic tT:cbi:1ty, !ow-power ,:i:,11sL:rr:pti•:1i~: 

t:11d r.":Oni :n:1obih": phcnf::; tacts of :;ta:'t al: thf: tln1e ba:;ico!:y cf rr.fJ~Ji!e ph•,Y:t:,The '.ise cf the elect:-cn:cs r,d)s~:~:..:~e fJf f..heck ch.1 :n:ct rea:lze (!I: n1obih": phcr.e yet ~Jf:ca:..:sf: 

of stin fai!i;;g tG reac~; high :.:ecurity. th::.: hiffl secu;:ty for ar:y a!kx-:;;t1rx1 cf1he fu;;ds, ,_·rxnprise t~;at the a-:..-:c0:..;r:11ran.sf.::-r Gf the e!.::-e:·trrx1:c.s s:..;bst:t:)t>: 0f che•_·k an is 

\Ah;P-r1 be:r:g c:hi:lrQCIP-:"ised ir1 H:c1t i.'\1hen ;~1r.1y fl:nher cor~;prlse the s-:eps, ·:he :·ne:.f;cd described:;; lhe beglrir:ing p,1r~gt·~ph ;~r.1!:l.~s 8b;.,1\1e-t::e:1t:cr:P.d c1:1d Glhet· pu:pe.st:: i:1 

fo·::t SHvl c~i-d first :..;sei~ cre~to:: e:e,:ti·-:F:IC p,3ymer:t ,:;~:eq:..;e, emp!oy::n:g fvst 1s signed e!ectro:n:i,: payi~:10::Pt che-::~e by wh3t i·ight tks-:: privute key cf the first asyrnrne-::ric key 

pt·oC:lK':HJ. i:'l;;d lhis r:r:~t privi:'lte key rP-sid~s c:n r:r:~t S!~A cc1:·d tf;r,1t Firs-: t::c:bi:t: devir;e cGrr:prise.s: Viii r:r.s:. rr:Gbi!e (Jf;v:cf: c:f '~he s:M r;ferd thi:lt VJrnp:-ise:~ fo·s'~ u.st:r . .slgr1ed 

e!.::-ctrc;nic p;;yrr:e:1t ,_·hequ-2 is s.::-nt t0 s,2,_·rx1d SH\1 •-·ard ·th:.::1 c•Jrr;prises 1r1 s,2,_·rx1d u.ser's secc:vj rPGbi!-2 dev:,_·e.: j;; sec•J;;rJ S!~vi c;;rd, add:t:c;na: .secor:d :.:igr:ature t~;at 

err.pk!yin9 ge:n:erate:; o:n: r,f:co:n:d SlM card bi the r,f:co:n:d :"19t:t p:,ivate key nf the r,f:co:n:d a:;yr.":rr.et:"if,, kef :,lgnoture t:as ado~~Jtf:d f:rst e:ec~ro:n:ic pay:nf::~:t cheq:ff: ot 

:.::gr:i:19, thi.s sec•J;;rJ privi:'lt>: kffy"t◊ res:de er: :.:eccnd S!~1~ card thi:'lt sec-:..1:vJ mGbi!-2 dev:,_·e c-:..1;71pr:ses; ·rhe electr0nic pay:11,e;;t e:hequ.::- 0f hav1r1g s:gned fFst and s-2c0nd 

d1~irnl oi~catuce 1s sei-,t to cent;·;;: hcb !rem seccnd ,,;;vell;ng c3cri;;ge, th;o cen,,3: hub ;;;·,ri tics, and seco;·,ri bank;n~ ins,;tLlt1on co;·:7;·,1;;nic3te, 3nd ;n cent;·;;: hcb, baclff,g 

in.s:.:tunGr1 by bei:1g prP.set 8:. sec:;.,1:1d use:· :s ·:rJ '~he chec:k Gf secor:d si9;;r,1turf: find :.f;t; check h: fo.s:. signi:'ltu;~ ir: fo·st uset·':~ b~nklrig i:i:~n1uilrJr:, r.1wJ beglrir1in9 dt:posit.s the 

3rr:c:,F:t of rnoney in the e!ectrcnic payT:~:en-:: cheque iri secoi~:c: :.iser's ,3,:co:.i:n:~. 

'.f/i~:en iri ti~:e est~l:,Hshmo::Pt of h3v111g c~i-riec: a:.;~ ekc-::ron:c ::1uyrr:erit cheque on ~he s:M c3rd ~i-:c: sigri~ture bL:t ,3lso er: s:M c3rd, carried out t•:1 its ci·ed1t/debit receive the 

s:gr:,11urf: {:f elt:c:rrJr1ic p,1y11:e;;:. ehequ~ lhe ti:·ne, ob18i;; ngh·: securi·:y, becQuse SlM c~:-d c1:1d irr:et·foce bt:lweer: lhe 11:;.,1b:!e dei.1ic:e Gf this ;.,-:r.1rd :s f;cused f;r,1s nr~;IIP-d ,,1:si'~ 

:nho::rent!y t•:1 darn en ti~:e S!M c~1·d.The examp:e ,:if used dig:rn: mol:1i!e tekphor:e systeP~: c3n ;:1e g:cb~: sy::tem for mobile ccrr:rr:ui~:1c3~:cns {GSM) ,:y u.s:s d:gita! ce!!~!ar 

phcn;, service (D -AMPS). 

Fi:·st Qr!d secGr1d p:·iv8lf: k~ys Qr~ p:-efornbly'~o ger:P.r~·:e e:1 Drsl ~r:d :~f:!';{:nd siM r;ferd :·e:~pectivP-!y w;ce:·d:;;g lrJ t::eHKKi cf thP- pres~ril invt:rr::on.Wh~ri pt·i\1Q:.t: key is 

gerio::rnt1ng cri ti~:e s:M c~1·d a:n:d rio::ver oeycr:d s:M c3rd opo::n!y ti~:e -:::me, they me rnmperprcof. 

;pa prefoi·red embodimePt, siqned e:ec~ro:n:ic paymePt chequo:: :s ,:arried cut v:3 diqita: rr:obde tekpho:n:e ::ystei~:1 fr-:F:1 the ~rar:si~:1issiori of sec,:1i~:c: S!M c~1·d oftirs-:: mcbi:e 

devir;e to sec:;.,1:1d rnrJbi!e !Je,,1:ce H:c1t :s induded :r: se;.,-:cr:d '.:Ser cf thf: S!~v~ ;.,-:r.1rd lh~'~ c:;.,1;~1pr:ses f':r:~t use:·.:r: ~ fonher c1di.1~r:'~~geous e:·nbodlrr:er:'~, signed p,1y:·ner:t ehe;.,-:k 

-::ra:n:smit:: 33 ::hart rness~ge by !R, o:ue-::oo-::h er v,n-~1 starid~1-c: . 

. 4f,,co:T:!::n:g tfJ a preferred f:1:~:bnd::n:1ent of t~1ls r.":ethfJd, c:-eatf: ekif,,t:"fJ:~:lc payn1er.t ct:eq:..:e :":1:d ccrr.o:-i:;e ~he :":cccunt's i:~:c:ex that l11d:catf:S ~he tf:!ephcnf: 11:..1:n:1bw :-e:ev,v:t, 

·:he Qr~;curr: of t::{:ney '~h81 w::! t:·i:'l;;sfP.:" ~c:;.,-:curils c1:1d sh{:uld the:-efrrJrn ex:.;8cl lhe i:'l\.':C!'J'.:t:1 ef th::~ ~t::{:u:1t of r~;criey '✓,tilh :~f:!';{:nd siM r;f!rd. n,~r~fcr~. the user ef fi:·st 

mcbi:e device, be th3t tho:: sender of e:e,:ti·,:1i~:1c p~ymer:t ,:;~:eq:..;e ,:1i~:!y rio::ed ki~:ow the chec~ reci::1ie:n:~, ::1i·,:1i~:1::1t:y the user's ~e!e::1hone ri~P-:ber, tho:: atT:cL:nt ,:if i~:10Pey ti~:ut he 

i.'\1~n1s :.o trnrisfor i:1to thP- t·ec::p1en1 ef st:eond ;~1obi!e d~1ric~ ~r:C: h~ w8;;:. f;;.,1;~1 whid: ~c:;.,-:curi1 ·:rJ 1,,vlthdr,1w dt:posit. n;ls t::ethod S'.:pp;.,1:ts th~ se:1dH rJf e!ectro;;lr; Pfffrnen1 

cheque tG h~'.lt: lhe .st:!ec:tii.1e p;.,1.ssibil:ty '~he:·ef:·ern t;.,1 wi1hd:·c1i.'\1 C:epo:~i·: of 8 p:ur,1!i1y Gf ,1u·:;.,1:_;r:ts. i:'l;;d ~ def8:J!I ~ccouril p:-efornbly is se'~, :f :.hf: L:s~r dGes ;;c:. ehf!ng~ lhis 

,:eWng, tben from wbecein withdrawing d~p0sit 

Wheri s:gned payi~:10::nt che-:k ~r3r:si~:1its 3S short messuge by SMS sHvice systeP~: on gsi~:1 systo::P~:, ci~:eap, -::uick mid siP~:p!e rr:crio::y trans for rnode th~t this tT:ethod 

provide:~. 

-rhi.s me·thod ::,: preferably f:..;rther c-:..1:11p;:sir:g th.::- s·teps c;f: vi;; lirs·t mcbile device, ar:d the estab!:shrr:e:1t •A pc;in'tir:9 •Jut lirs·t :..;ser tG cor:firrr: e!ec1ror:i-:..-: pay;71>:nt cheq:_:e. 

,his pr,:.n-,pticg ;" initc;;ted on fvst SIM cacd th;;, ti est mobile device c,:.1-c,pnses.:heceioce, ;;vcideri being no, inte;·,ried ,c pccd;;ce mcn~ytrnnsf~1·.Check;ng oi 

~s-:~bH:~hrnen1 te ~!ec:tr{:nic p~~F~IH1I chequP. prefe:·i:lb!y :;;ch:C:e:~ :r:put :=:iN-~t),t\ m:11:be;:r:g.P!N-R.S,\ :1:_;r~;bP.:-ir:9 :s ·:he F!N c:;.,Ki~ rJf t~ figu;e p!~c~s. i:'l;;!J i'~ i.s used :.o G~J:~in 

t:·,e 3ccess ;·ight to key iii~ on ,he s:o,1 c3rd . 

.A.ccordii~:q to ~he ::11·0::ser:t ii~:ventioi\ ~he o::!ectrcni,: p3yP~:en-:: cheque cf eri-:ryp~:cn tr~i-:sm:rn vi3 Me::s3ge Ago::nt, ,3ric: the ekc-::ron:c puyrr:ei~:t chequo:: agen,:y cf ei~:cryp~icri 

:s sw:·:d:ed tG s~ .. r; pei;;:.-to-pcdr:'~ C:c1tc1 dGwnk'lr.1d mes:~,1ge, is .sH11 ·:rJ secGr1d ~i!M c,1rd '~h81 s~eond ;~1obi!e d~1ric~ :s ;.,-:crr:prised :.f;t:r1.Me.ss~ge J\ger:t is the irr:egrnti-:..1;; 

oection ,:.f central hub. 

Message .4gei~:t in the ce:n:~r3! ;~:ub :s s:.i:rnbk for spe-:itk rr:e::s3ge:: :s ::en~ ~o the S!M card th~t compr:so::s :n tho:: mobi!o:: device frotT: b~i-:k:r:g ins~:~:..;ticri v:a tho:: b3r:k's 

Qpp!icQ:.:rrn '~h81 ::~ ~!so eor:'~f!i:1~d in :_;s:j~!ly'~he ::mc.-:-he ::me '~en°:'~{:t-y c,1r1 c;.,1;~1pr:se sor~;t; biinks '~er:-i'~ot·y, pt·omp'dy be !:r:ked to some bQriks of :.f;t; se:vlee :r: mx: 
to::1·i·it•:1iy, ~Pd :..;ses :dei~:tica: 8DC -::o h~i-:c:!e trnnsuc-:::cr:.Tho:: BDC tHi·itoi·y can ;:1e divided ii~:to a B:JC and soP~:e ban~s z,:1i~:e.Part of functicri:: th3~ tT:3Y be ,:oiT:IT:on betvveen 

8DC i:, i:n: ct:arge cf in bank, as :1:teri:e~ bonk. 

-rerrr: •:e!!u!ar phor:e ;;rid., tr:.::vd!ing carri:.::ge" sy:v_J;;ym, and be used fer denn:r:9 ;71,Jbi!e p~;c;ne, :tis d:vided in'to t1,,1,,·•J logic;;! bkx-:ks: ·' ;71c;bi:e devi-:..-:e '' :.::r:d ·' SLlbs-:..-:r:ber 

:rk::~:tity rr.cd:J:e (SIM} ''}Jlcbi!t: de-../lce ~1as ~he :"f:pe:i(!i:'e ~hot f,alTit:s c:Jt :":":c:io CfJ:n:~:l'.il:icotifJ:~: 1Nith cHg:~o! :~nobile tf::ephcnf: sy:,tf:ll:.Therefcre, 11:nb:k: de'lice eq'.ia!s 

t;i:'li.'emr:g c:c1;:·ii:'lgt: w::.f; S!M.DG r:d helve SlM, mobil~ device ;.,-:r.1ri on!y cc1:ry cul :j:"gent ;.,-:r.1!Ui!M c,1rd is r.1 s11:c1:·'~ CQrd, find II :s :_;sed Le :~tcm ·:he :·e:t:,1c1:1t lrifGrr~;r.1i1rJr: ef 

oubsc;·;l:,1ng. 
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tl~kJw :n ctrnJun:/~ic:n i.'\1i'~h the P.xc1;~1p!P. c:f prefo;red t:rnbodi:·ner:t ,1:1d 1Ni·:h t·efore:1cf: '~o ci;.::<..:!)::lpcrnyi::9 d;e1i.'\1ing, lhe p:·e:~P.::'~ inve::'~ien r~;cm cc:rr:plt:tt:!y Is de:~c:ibed, 

whereiP: 

;=ig. 1 ~ repres-2Pts -::o c::Fry o:.r:: -::he -:::<3rr:p!-:: of ov-21-view of the e:3,:h s-2vera! purt c,f rne-::hod cf th-2 present mvei~:tion.These p3n:s 3;·-2 expressed :3::; :r. th-:: territory 100 ti~:ut 

:s i:1c!:..1ded :n -::he :E;er resof:cti'lf:!y, ne~wo1·k operatc:'s ~errh:ory ?..GO, Cf:ntral hut·-; 300. ~Jank datt: p:\1cer,:;i~g f..enter (BOC t::1·:-:t:J:y} ,~ oa and the banki~g ::·:sti'::: .. r:::cr. 

5U[LS~;ry.:,:r. :s fr1e :11-:..-i~Ji!e p~1or;e 101 and 102 of wcrki:;g ::: d:gi ta: rr:-:..1~J:!e 1e!.::-phor:e :.:ys1e;71 1 DO, ;;pd w~;ere:r: ;11-:..-i~Ji!e p~VJPe 101 1s s-ePders -:..1f -e!ec1ror:i-:..': pay;71>:Pt cheq:)e. 

ond 1·-r:l!bi:e ~~J!':nne ·1 Q?.. is it:; :'eCloien~s.Thi:; d:r.iita: n1obik: telep~101:e Sis~e~ ·! QQ eon ~Jf: g:cba: sy:;ten1 tor :---:1obih": ccrr.rr.uniem:cn:, (GS~,n fJ:' U.S.';, c:ig:to! ce:!:J:a:, phcnf: 

:r: t~1:s exp!ar:ali.;_1;;, term'' re-:..;1pient ·' :s us.::-d ·to repre:.:errt s,e;;rJ to i1 :1w~J:!e p~vJ;;e 1 U2 •A dectrcn:•: p:.::yrr;errt cheque, ;;rd term'' s.::-nder '' i:.: Llsed tG repres-ePt the rr.cb:!e 

phcnf: 1 O ! fro~ wherein sendi:~:g ek;ct1·01:ic pay:---:1ent f..heq:..:e.8:Jt tern1 ·• recipient ,. a:~:c: ·, se:~:c:e:, ·, Ohl! eon :"f:p1·esent :e:;pectlv-e:y h! :~s :,end dee~:\1n:c ~~)ayrr.e:~:t cheq:ff: 

;~1Gbi:e phGne 1 Cl? thP- L:SH ,1:1d frot:: the user ef the rr:Gbi!e ph!"Jr:e 1 tr: lh;':'~ 1.-vhP.:ein :~P.r:ds t:!ec:~:·en:c pfeyr~;P.:r: c:h~que. 

As me,,t:oned ,i,_1ove, term cellular P'K"'e and' t:;;vell1ng c,ir:i;;ge ., syno~y,,1, and be used for defiti:r19 mobile n~cne 1 IJ1,1 Cl2, il :,: d:v1ded i"\;_1 twc k1gical bklck,:: ., mcb:ie 

dev-ice '' 101 b. ·i G?..b ond" SLlbSf.l"iber :de:~:tity ~cd:J:t: (SIM}·, ! e:·! a, ! 02a.Ml!bile de;if,f: 1O:b,102b ~1:":Ve t~1f: :,epeno:re t~1:":t Is !F,ed for ca:rf1:g out vvi~h dl9ita! ~cbl:e 

~~!ephe:1~ sy:~tt:m :~C:i;J C!):fl::J::nicr.1il!"Jr:. rhe;efo;e, t::c:b::t: devi:;e 1 o·! b. 102b equ8: 1rr.1,1e:nr:9 ;__;r,1rr:r.1ge 1 Cl1 ,·i D✓- :·e:~pP.c1ivP-!y '✓,.iith s:M ·! 1n ~, ·! D7-~.!:1 :.f;ls exp!~n8~:<.,;r:, the 

~ppHc~tion prcgram ,:,f carrying out me~hcd ,:,fthe pres-2Pt ir:vo::Ptior: is arranged on ~he S!M card; ;=or eas-2 of reading this explan~tioP, thi:: nc~ n-2-:ess~1·dy offers some 

d;::r:ne~'~ie:1 er:. 

:1: order tc :Ee ~ethfJd nf the pre:,en~ :n-../en~:cn, p:\1n1p~ly to ac~h/ate opp!lt--:o~:cn p1\!gran1, thf: use: :n:Et :,eg:r,tN 111 banking l:~:stitLl~:on 5QG by i11ten1e~ brv:k :..:s:E:!ly, 'Nil: 

i!h..:s·trate b-ekJw,;\fter reg:stratior:, t~;e :..;s,er r.::-e:eives :1>:w SIM card 101 ::i, 1 U2::i as the SLlbs-:..;r:ber fmm r:e1i.-1;c;rk oper::it-:..v 2GD."fhi.s S!~1~ card 101a.102a cctr:pri:.:e ·the 

3pp!1c3~:cn proqrum of s-21~1c;ir:g ~i-ic; receiv:r:g ,:,f ti~ie e!-2ctr0Pic p~yment -:heqL:e ti~iut :s :..ised tc ::up port the m-2ti~ioc; acc,:,1·d1ng ~c thi:: :r:ven~:or:.S!M card ~ 01 ~, ~ 02~ 

pr~ft::,1b:y p~ss :.hrcugh pe;.scr:,1:izr.1n:Jr:, WJ ·:hfe1 ci:kJw ~h~ :P.::K/~e updr.1IP. c:f fee;:;::! (O'f~'\)Ac:~:.,.,~,~ic:n ;~1:_;s-: be by sucees:~f:_;! ext:e::'~ien bt:fGm cc1:1 using :.f;P. se;vi:;e of 

carrying c-Llt the meth•:":! acc,:,:·d:n~ ,o thio icvrntioc, und 3fter th:o, the user c,;p cs~ SIM c3cd 101 a, th~ 1023 ,:,f :·,1,:,l:-ile d~vic~ acd cusmmizut1on.Applicatioc pccg:·;;:-,1 on 

s:M card ·1 Q1 a, thf: 1 O:?o i:; :'eSpfJns:b!e fo:- :;ignln9 e:ef.t:"fJ:~:le payn1ent ct:t:qLle a1:d ond '.iser intf::":":ctio:---:s. 

s~wJ sp~eific: r~;t:ss8gt:s from b8;;k':~ ~pp!:<..:~·:ion -~02 IG mobilt: phc:ne ·! 1n,102 by SMS-C~'.o·: ~r:C: ;__;r.1rr:f oL:11he cir;; ;e;;t;w8: ,d8 SMS g~'~ew,1y/p::Jxy t~D-: :;; the E:DC 

to::1·1·1t,:,iy 4QC: ~i-ic; network oper,3toi·.Ap::11ic,3tioi~i rness~ge ~r3r:si~nits 3S ti~ie :..:SH c;ata in ti~ie shor~ rr.e::s3ge, 3r:d :..itd:z-2s mobile :r:iti~tion and p~iob::e-t-21·m1Pated si~iort 

:~nessa9t: to ~ranr,:~nit be~\I\Jfa":11 ~cbl:e phcnf: 101,·1 Q?.. a:---:d SMS-C ?..G1. 

n;t::P.by BOC: 1e:ri1ery 4DD hci.s lhe i:1~erfa;__;t; of '~he gsm envi:G:1ment t;..1 cP.r:'~:~! f;ub ::oo ~;..1 :.f;t; r:etwcrk ope:·8~o;, SMS g~'~ew,1y -~o·: is ;esp:Jr:s:b!e fot· c:;..1:11;~1:_;r:i:;feti:19 by 

:e~ter vi~ centrnl hLlb 300 und n-2twork cpo::mtor territory 200 1nter:or SMS·C 201 .8~Pk iri ti~ie 8:JC te1T1to1·y 400 :..ises 402 3r:d :..itd:z-2s Xtvl:.. ii~ito::rfo-:e and SMS 

9ateway/p1·0:,/ f..:.G1 ~o CfJ:~n:~n'.il:icate.Ry ~h:r, ln~erfoce, eon :":!!ow RDC 2QQ ask tt:e GTA nf the !ffJ~~)ncatlfJ:~: 11:esr,t:ge en s:M eord ·1 o·i a, the 1 O:?o tc :Jpgrnde.Thf: XML 

inte;fac.::- ccrr:pri.ses re.;_;:pienrs 1e!.::-phor:e ;;umber and as crdi;;arytext rr;ess::ige or be :.:er:t tc the e:hara-:..;t.::r string that t~k app!:catior: :11.::-ssag-2 Gf S!~✓l appi1ca1ic:1 

program :;e:---:ds.XML docu:nf:1:t uti:izes HTTP n1e~hcd POST ~c r,f:11d betvveen ~)a11k's apo:lcaticn 1~0-z and SMS go~eway/proxy ,~O!. 

SMS gme'1✓ay/p:\1xy ,~01 a!:;n ha;, the Sf:l"v-ice of 111:~:atln9 11:esr,t:ge cf rr,(;v-ing cf :"nfJnih!rl11g_Thl:, serlice p:ccf:ssln9 is frc~ thf: e:---:~:re :~nf:SS3~V: of n1obik: phone 101, ! Q2 

(:s t-:..1 rr;Gve t~k reque:.:t Gf ir:i1i::it:c;p or :rre!-ev:.::r:11c t~k mobile termir:ati:19 reqLle-St ;,espor:di;;g Y1iit~1 1t), :.::nd rr;ess::ige is :.:er:t le the territc;ry cf ba;;kir:g :ps·tit:..;ticn -':,GD :.::s 

XML :focun1ent. 

Fer the i:1fo:rr:a:ion th8:. Is s~r:1 IG ~;~ .... t; g8~ew~y/p:·exy -~ 01 f;;._1;~1 b,1:1k.'s c1ppVicc1tio;; 4D/.., b,1:1k. uses ~~02 ~s ~h~ H 1":"F client ;..;crr:p:J:et·, r.1:1d ~;M~; 9;:::.~wc1y/p;;__wy -~o·: is 88 

http .s.::-n,rer.Us-e 402 i:1fcrrr:c1t:•JP fc;r be .s.::-nt tG ban:-.: frc;rr; SMS ga1evvay/proxy 4U1, LlSe c;pposite prc;ces.s, prcrr:p1!y SMS gate-..v:.::y/prcxy 4011s u.s.::-d :.::s t~;e HT:"P ,J:e:1t 

cc:no'.itf:I~ rv:c: bank Lise;, 1~0-.? ar, http se:'H:r, 

By :~h!°J:t rr:ess;::gP. sen.rice (SMS), e~t·:y ;..1:_;:. :.hf: se;;df:: ·i o-: ;..1f ~!ec:1rc:nic p~~F~IH1I chequP. fend :.f;t; infr:n::feti;..1;; P.xc:f;r.1:1ge 88 sh;..1\\1:1 by ~::Gw-S be·:weH1 '~he ;ecipie;;:. ·: D7- by 

mea;;s of the SMS gatew;;y/prGX'/ serve; i!.C:1 :r: t~k !3DC: t-errit-:..vy 40Ll cf .;_;entra! huti 30Ll a:vj send-er bank. ;;pd v:a the Sf\1S •:en·tra: SMS<.: 201 :r: :1>:twork. -:..1peratrx'.s t~;e 

~err:~o~ 2QG.SMS gatevvay/proxy se:--../t::' ,~o: i:; :..:sf:d 302 bi the ~Ja1:k ~hat f,l!ll":11":Un:catf:S 'Nith bon;d11g in:;tltutio:---: 5QQ and I:; supoo:-ted.RDC te:r:tcry 1~00 can be 

pc;siticn.::-d Y11:t~i:r1 fr1e ~J;;Pking 1ns1i1uti-:..1;; 50Ll er near. ~J:)t t~;1s i:.: op·t:cr:aL as !0r:g ::i:.: !3DC t.::r;:t•J;y 4LlU ::;;;rJ b:.::r:king i:1:.:t1tutior: 5DO e::.::r: .;_;c;rr;mun:c::it.::-. 

:t i.s trnnspare;;t that cctr:rr:u:i:r..::.::ting by !.::-tt.::r be·tY11-2.::-n SMS g::it-ew:.::})prc:::y 401, ce:1t;::;; h:..;b 30G ar:d the !3MS-C 201 u.ses 4Cl2 tG b:.::r:k.!3M!3 g:.::teway/proxy 4Ll1 :;; the LiDC 

~err:~o~ <0GG :s '.itiHzfa! the SMS·C a9:Y:t:n1ent, Is CfJ:~:1:ected to 11e~WfJ:";( nperatcr's SMS·C 2e:·! :":s SMPP.SMS-C ?..G1 :;, l"f:sponr,ib!e fer r,f:11d:nr-1 SMS 11:essage ~o rr.c~J:!e 

phGne vvher: :.:endi:19 reqLle.st frc:11 SMS uatew;;y;pmX'J 401, ;;pd ·the .shrxt mes.s;;ge cf in:t:ating frorr: nx1~J:!e p~vJ;;e :.s f-:..vvvarded 1-:..1 SMS uate1.--..·;;y;prGxy 401.rv~cb:le 

,:,1·1qir:ated short messuge ,3t ::pecif;,: SME 3ddi·o::ss, be so--:al!ed b:g ,3,:co:..:r:tSMS·C the SME m3p ~dc;ress-2:: ~o ~he ~c;dress of SMS g3~eviuy/proxy 401, mid ~he SMS 

gfetew~y/pt·oxy 1..:.01 of fo;w,1:ds i;; thP- UDC tt::rltGry 1~oc1 Mt:sscigt:, be th,11 ·:he trn:i:~rr:i·: :eg cf thP- r,.,~S!~iD:"~ Gf rr::Jbi!e phor:e ;~1:_;s-: be d~!:\.'HHJ ·:o ~;M~; 9;:::.~wc1y/p;;..1xy -~o·: 

trom SMS· C 201, LlSe 402 so ti~iut h1rti~ier be so::nt to bari~. 

~ere;pbefore, ~blxeviut1on SME r-2::11·0::ser:ts "Short Mess~qe Er:tity \ ,3rid i~ :s ti~ie entity thm c~i-i receive ,3rid(cr send SMS m-2ssag-2.For e>:~P-ip!e, SME can be 3rrnr:g-2c; :r: 

·::~v~l!:ng c,1::l~ge o; Dxed ;;t;lwerk.Abb;evifeti;..1;; MS!SDN :·epr~sen1s" :,;;::ve!Hng c:8;:·i;::gP. !n1e:·n8~:cr:,1; !SO!'~ :1::t::be; ·•. ~nd ::. is the s-:~r:C:ci:·d :r11P.:n~'~ic:n8: IP.:ephcr:f: 

r:umtio::1· that :s :..ised tc ider:~:fy q1vei~i user.:i-11s mFn!:,er :s ti~sed oi~i !TU-T {!ntern3~icri~I Te!o::comm:..:r:i-:atior:s Uriion-~e:e-:ornrnur:ic~tion st,3ridmc!iz,3ti,:,1~1 sect,:,n st~Pdard 

F.'! 6/..: .. At :as~. :":bb:'e'li:":tlnn SMPP repre:,e11ts ,. ref.lp:\1city sher:: :---:1er,:rnge ··, a:---:d vvhereln ·,equity·, :s :": kind l!f t1·t:ff"le rr.crk:!, and whNf:in each side ha;, ldentif.a! abi:lty, a:---:d 

t~;e either party an e::.::r: :piti:.::te .;_;c;rr;munic;;t:c;n se:.:s:cn, 

Thecefc,e, 3ppl:cmicn :·,1~ss3g~ transmits as th~ use, dotil ic the short mesoa~e. und utilizes mobile 1ni,i3ti,:,:·, ace :no::,:le·,ermi:i,;t~d sho:·t meos3ge tc, trnnsmit o~twee:·, 

;~1cbi:e phrrne ci;;d S~AS-C 7-D-: .~iMS gr.1tt:wff{ 1..:.01 ;::!sc: h;::s ·:he .st::1ric:~ :Jf initi;:::.:r:g t::e.ss~ge of ;~1oving cf r~;cni·:o:ing. r:i:s service process:ng is f;;._1;~1 thP- ent:;e rr:P.ss;::gP. c:f 

;71c;bi:e phGne 1 Cl1,l Ll'2 (i.s tG mov.::- the requ.::-s·t cf in:t:atior: er :;relevc1:1t t•J the rr:cb:le termin::it:PfJ requ-e:.:t respc:vJ1ng 1.--..·1th it). ::;;;rJ mes.sage i:.: se:1t t•J bar:k:;;g :r:.st:t:)t:c;n 

5GO os XML docu:nf:1:t.The SMS ~F:tev,;ay/0:"fJ,<y is tLl:---:ctlfJ:~:a! ~ur,t to send to ano~he: tc t~1f: n1es:,age that is enf,l!ded tc SMS pni:---:~ ·~o ,pc:l:~:t t!ata dcw11load :~nessa9f: 

frrxn :.:: :1w~J1 !e p~VJPe. 

8.::- des-:..;r:bed i:1 rr;Gre deta:; req:..;ire;71>:nt bekY,,V to SMS 9;;te-Wffy'/p;.;_1xy i!.01 .!3MS ga1evvay/proxy 4U1 :n)st be ::iti!e tc ~J,e prGofreaded t~;e er.tire rr;ess::ige of :n:t:at1ng from 

t:-ave!!i1:g ca:-:ia9e ! C:: ,1 O:?.,Aecc:di:~:g tn ~yrv: nf n1es:,age, SMS gme'1✓ay/p:\1xy ,~o ! r,t:l!Li!d bf: l\!Litt:d ~o rr.f::;sor.ie banki:~:g :nr,tit:Jtil!ll 5C:O o:- fo:-v1m:T:!s I:; ar:,ived ano~he: 

me bile phcn-e 101,102.Show;; ir: F:gure 1 frorr: er the mes.s;;ge that::.: se:1t t•J mGbi!-e phor:e •:Gmprise e!ectrcn:c payrr;en·t ch.::-que 1 Cl, move ar:d :;;1tiate ::ipp!icati•J;; 
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message 2Q acd mo::,;!e te0min,;tmg ap;:,:ication 1T:ess,;qe 30.Ge 0,ain:y, send,,:, acc,hec short n·,essCJqe oi, 02 (SM) !rem" 1T:obile phoce 1 G: and genernlly ce3;·, compris~ 

~~x-: ::11:~s:~,1ge; !3ut thP-y de rK/~ hci·,.re sf;cwn :r: Figu;e ·!, bec~::se thP-y r.1m ::c:'~ fr:c:~r~ !)f·:he p;e:~e::'~ i:r,.renlie:1 

ini,;,;,e ,he CJdr11·~ss !rem m-:,ving to 1ni,i3te ,,:, extract t:·,e SM he,;,J, Gnd i, is put intc th~ parametec ,:,f ,;pplic,;,;,:,n message CJS ,he te:ephcne number cf trans1T:it leg 

(Bt:r1der). 

Prefot·~b!y ·:he e1<..Ju~: ;__fa:.~ fror~; the gc1~ei.'\1;'.':y/pn .. 1x.y s•.:T .. ,e: is r.1ppend~d I!) 8ppHe;'.':'~ie:1 r~;t:sse1gt: ;'.':S pr.1:,1:w/~er. n,~mfGm, e:P.!"/~:rJ::ic: p,1y:·ner:t ehequt: hiis bP.en ~quipped 

w;th the c:·,eck ,:,pening ,Jate, ,;nd ch~ck effe,:,;ve o;:,,;,:,n in ,h~ limit~d pericd th,;, back se,s is prov;ded.The ~ffoctive ,;IT:e ci ch~ck th~n can 1:-e from ,:me ,h,;t check 

:~e::C:s, ·:!) be It begi;; tG :;8!cu!;':'~e 1h;;._1ugh d;':'~e of ~h~ S~AS 98tei.'\1~y/prc:xy se;vP-r f..:.D-: ;Jf :~f:r1de:·'s bc1:1:<:::9 :r:s-::·::J:ic:n t,OO. 

:s tf;t; ::1obi!~ IP-:rni::81i:1g rr:essQgf: c:;Jdlng 'd-!81 SMS pGiifH:"J-pc:i:1t (fal8 me dG'✓,:'r:k1Q(Jf;d (~)~viS PP DD) r~;t:ssclgt:.-:-his r~;,1ke.s rr:rJbi!e rfov:ce be fo;w~:ded t;J SiM IG sh;J;t 

rnes::age p-::!hxicHy. 

Tt:e ek:1·-r:en'.: of Fi 9. 1 b o:e:;e:n:'.:o'.::cn g1·aphs ·1 :": :s :e:;pectiv-e:y in C(V:junctifJn 1Nith tt:e '.:er:'ito:y 35Q nf :'ecioien'.:·:, 11e'.:wo:-;( operate r's '.:err:'.:ory ?..5G, e:ec'.:ron:c pay:nf::~:t 

cheque rec:pienrs ba;;k data pr•J•:es.s:r;u ce;;t.::-r (BDC territcry) ::;;;rJ recip:errt':.: b3r:king i:1:.:t1 tuti0r: 5tiO_Netv1Grk cpe~;;t•Jr's 1e~:it,:.vy 25Ll c•Ji7lpr:se.s s~ ... t3 central s~,-t3-C 251, 

3nd ti~:e BDC t-::1T1t,:,1·y 350 ,:,f i·ecipiei~:t's ;:,c:mking instituti,:,i~: cor.-:pris-::s '.:hat SMS qatew:3y/proxy serve;· 35: ar:d ;:,~nk use 352.~ig. ~ :3 and honm111 ~1·1·ow arr.cng the ~ b 

~xpre.s:~ pos.slbi!ity ~::d ;..-:t;::.Qi:1 '~;'.':k~s p!8ce c;..1;~1;~1:_;nicc11e by !~t:.H, but fu;the; dG :1(Y: sp~cify th:s c:;..1:11:11:_;r:ir;8tk1:1 

YVhe:1 ree:ipi.::-r;t 1 Ll2 ~1;;d rece:ved e!ectror:i-:..-: pay;71>:nt cheq:)e. ~1>: can deposit :tin h::.: b3n:,,: acc-:..1:)r;t Gf b3r:k:ng in.st:tut10n 55Cl_Frx this ~e;;sor:, t~;e rec:p1er:t u.ses 4ti2 to the 

SMS from rr.code ph-:F:e 1 C:2 vi3 SMS-C 251, hub 300, SMS qatew~y/proxy serve;· 451 3r:d ;:,c:mk :31~:c; sends '.:O its l:,ankii~:q ::n:stitutioP 550.This SMS c,:,1~:1prises e!ectrcnic 

pr.1yrne;;:_ chequ~ ·i D 8:1d ehec:-:- dep;..1.slls t·equ~sl 1..:-0 :;;,..'\fte; ;eceivlng '~h81 ;..-:hP.ck (fopos:t.s :P.q::e.s:. 4D ir:, b~r:k:r:g in.s:.:tunG:1 55Cl bP.gin:1:r:g ;'.':r:d se::de;'s bcl;;kir:g :r:s-:i'~::'~ien 

500 ccnFnui~:1c3tes by ktte1~ thu:: the :3,:co:..;r:t trans for of the 3mO;___iPt of mo:n:ey thm indicmes 111 '.:he i--2~!:z:3t1011 e!ectroPic p~yrnent -:heqL:e from se:n:de(s ,3,:co:..;r:t tc 

:Y:c:pif::~:t's :":eccunt.Tt:e detai:s- cf '.:hi:, eor.-:r.-:unicm:on is der,crlbed ~Jf:!ow. 

R.~cipier:t ·! D/.. h8:~ :P.ce:ved ~!ectt·c:r:ic fJ;'.':~F~'IH1I chequP., where:;; h~s th~ IP.:epf;Gne r:u;~1bH th~·: rec:ellre.s rr:Gbi!e ph!°J::e 1 O:.?, 1Ni!! t:·ci:i:~ft:: i::h: the digitiil si9n8tu;e Gf lhe 

,;pplic,;,;on prcgram generation on ,he s:o,1 of recip;enfs the amo,F,, of money acd th~ send~1· EJccc,F,, ,:·,at shcu:,1 therefrom withdraw depcs;, m,d mcbfo phon~ 1 o, 

frc:n t~1e sende:,; in t:c:rH'.::cn, the additlnno! :":Litn1i-:m:ca!!y MSlSDN '.:ho'.: r,f:1:ds rr.fJ~Ji!e p~1•,Y:e ! tJ'! of SMS gme'1✓t:y/p:\1xy 301-The:"f:fo:f:, '.:he :,ender fJf f:!ectro:n:if.. pay:w:1:t 

cheque c;;r; be -:..1ffe:ed !ik.e e::cc:-.:wcrk ;;rid be ~eceived rr:cbile phc:1>: 102 . .Sf\1.S 9;;tewa-y"/p~-:..1xy 301 is ;;!so added date:, prov:des d::it.::- is.s:)ed to electronic payrr:e;;t e:hequ.::-. 

:;~:e reci::11e:n:'.: begins tc ~c;opt se,:ond digit~! sigPature '.:C sign ekc'.:ron:c ::1uyrr.ei~:t cheque, and udop'.:ir:g the SL:•:!~: sign-::d e!-2-:t1-c,pic p~yrnent -:heqL:e of first 3r:d ::eccnd 

dlg:'.:o! :;ig:n:ature to be r,f:llt tn ce:~:t:-a! h:..;b 3QG f1\:1:~: sef .. l:1:d '.::'a-H:Wnr-1 ca:Tlage ·1 Q?...H:J~J 300 i:; carr:ed l!Lit fo!lG't✓lng the p1\:ces:,l11g: 

n;t: pmt {:f '~he chec:k rJf se;..-:<;r:d ::ser,--: O~'- sigr:citu;es is se::'~ h: -SW;{:r:d :_;set·':~ ·i D/.. bQr:king lns'~i1L:tk1:1 SSD.U;'.':r:klng i:i:~ntunrJ::'s 55Cl cenifyi:1g si9n8t:_;r~s {:f se<.xJ:1d u.st:: 

102, e3;·,,1 re,urn co;-cesponding EJcccu;·,, number 3,:,:ording to GSM ;·,umber cf s~cocd user 102 ,;nd 3CWLlnt's icdex. 

The t:et:..10! t:cccunt :~:Lirnber '.:hat f .. f:11tral h:J~J 300 rerx:ive:; the ba:~:k:nr-1 :11s'.::'.:uticn 550 frnn1 Sf:cnnd !F,er 1 02 a~~J~~Jends tfJ tt:e par.: cf '.:he t:-a:~:s-actifJ:~: nf iks'.: ur,f:I~ ·! en 
:~igr:c11u:·e:~.-rhe.s~ d~·:;'.': ci:·e ser:t te r:r:~t use:·'s--: 01 b,1:1k..i;;g i::stitut:Gr: SDO.f':r:~t :jse:·'s lrn;;ki::9 :r:s-:i'~::'~i{:n t,OD checking Is from fo·.st :_;set"':~ si9:1Qtum. 8;;d de'~en::i:1~s 

wheth~1· ,:·,ere are mo ugh funds 3mcng the accoun, ,hat te:ephcne number (for e;:,;mple GSM nu;·,11:-er) and 3,:,:ount's ind~:< by tics, us~r 101 s:·,c-w.lf ,h~re 3re ~mugh 

f:j::d.s l:1 first ~r~P.:'.s ·! 1n ci;..-:<.xJ::r:t, :_f;t::1 first ~r~P.:'.s ·! 1n 5Cl0 sec:;..1;;d :jse:·.s Gf be9i:1;;fng i:1 sec:;..1:1:.fary bci;;k ::1ecf;r.1nis:11 t,5D of biinki:1g i;;slll:J:ior: 8CGOL:n1 trn:i:~ft::s 

3c•:oun·ts.F:r.st use:'s 101 bank.i:19 ir:stitut:•JP 5LlU ::.: ·to ce;;tr;;! hub 3GO ret:..;rr: re.spGnse.s.Be reje•:ted if thi.s is :ep!ied, the:: c.::-ntrn! huti 300 ser;ds .SM.S ;71>:ssag.::- tG ·f:rst a:vJ 

Sf:cnnd u:,ers- : tJ'!, 1 o-z. vvherei:~: hos f:xprer,:;io:n: a:~:c: hos 1·f:f'.is-ed thf: into:--11:m:cn fJf t:,v:s-fe:Tl11g rKco:..1:n:'.:s.lf :"f:p!y tfJ cnnf:r:n:1:n9 tt:at the:n: f .. e11tral h:J~J 300 r,f:1:ds a~~Jp!:catio:~: 

type SMS t•J sec-:..111.-J Llse: 102, thi.s appl:•:atior: type sr,,,~s elimir:ate:.: the c~;eck f:c:11 :.:eccnd user's 1 U2 s;~,.,~ t:3rd. 

No matter reply refos::il 0: aff:r::1atic:1 to the a!kJt:3tic:1 c,f the for:d.s, fr1e :e.-:ipie:1t c,f e!ect:cn:c payrr;en·t c~1>:que aB ca:1 have PGtice ;;rid r:ct p•J:.:tpGne t.1::isicaBy,;:..-_:ua!!y. the 

reciple:n:'.: cf e:ec'.:ro:n:ic pay:nf:1:t eheq:ff: can 1·f:eeh/e obfJ:Jt tt:e :n:c'.:irx: of th:s :"fa':ep'.::cn and '.:he :~:l:t de!ai wt:e11 recf:lvin9 basif .. a!:y. 

·:h{:ugf; G:1:y mp:P.se;;:_HJ ·:we :_;set·s, !3DC:, two bcl;;kir:g :ns'~i'~::'~ie:1, s!K1u:fJ be QpprP.dcited lh~·: ;'.':ny ~t::{:L:n1 of br.1sicQ!!y :_;sef::!ness i;; thf: L:-SH rfom;'.':in c,1:: be G;'.':t·:ied o:_;:_ 

::1eHwd of the pre.s.::-nt ir:ven·tior: p.::-r f;;mi!y.!n add:t1Gn,;; p!:..;ral:ty cf LiDC, ba:1~ir:g :;;sti·tLl·ticr:, !3M!3 ce:1ter car: t.1e used 1n the pr.::-ser:t :;;venti•J;;'.s rea:izati0r:. 

n;t: ;'.':ppHe;'.':'~ien prGgmm suppGrt th Qt is ~r~P.d ,~{: :·ecl!i . ..-:.e r~;P.lh!°Jd ef the prP.se:1t :n,1e;;:_:Gn or: ~r~P.:'.s thP- S!M ;..-:r.1:d is :~f:::'~ ch~ek. fr{:n: 8 ph:rn!::.y of 8CCGu:r:s ;..1f d:ffer~r:t 

tiank.i:19 ir:stitut:•JP: rhe user i:.: for exa;71p!e s1a~tin9 the se~vice t~1;;t rea:izes th::.: ::1ethcd :n 5 d:ffe:e;;t bar:k.s, s-:..1 t~;at Llse: o 3c-:..-:ounts a!t•Jgether. 

eig. 2 is ,:·,e sc:·,emmic d;agram cf th~ darn i:cv; betweec s,:,n·,e par: cf ce31·')'1ng cut ;·,1~thod ci ,he ;:,1·~sent ;;·,venti,:,;-,.Fig. 2 represe;·,,s thm ch~ck sender dCJ,CJ 50 s~;·,d ,o 

tf;t; :ecip:P.::'(~ rJf e!ectrGr:ic pQy::1en1 cheqL:e sec:e:1d rr:Gbi!e ph!°J::e 1 O:.? frGrr: se:1:.for's r~;Gbi:e phG:1e 1 Cl1 .Cf;w;k :~P.::de:· :.fatr.1 SD cor~;pr:se e:P.c'~t·o::k-: p~y:11~r:t d:eq:_;t; ;'.':'~ 

le3s1, recei,,re the tdeph-:..111>: n:..;rr:be~ .-:i; rr;c;bi:e phGne 1 Cl2, '.o'.1:!! trnn.sf.::r in't0 rec:pier:fs the ;;rr;Gun·t cf rr:cney a:vj the ser;der 3c-:..-:oun·t fr13t .s~;c;u!d the~ef~.;_1111 withd:a-,,v 

deposit frcrr. t~1f: sender,Chec;( sendf:1· c:ata ab.1 ccrr.p:i:,e '.:he digi'.:a: :,lgnoture t~1:":t app!if .. atio:n: p:cr-1:a:~n ge:n:e:ated nn '.:he s:M nf n1obik: phone 101,The:efcre, check 

se;;rJer d3ta tiO we~e e:0::firrr:ed and s:gr;atLlre by the .sender befo:e ser:d:;;g, a:1d are .s.::-nt vi::i !3M!3.Check ser:der data 5U .send via ser;der'.s !3MS gatevvay/proxy JLl1 (twt 

sh,:,w:n: ,3m,:,1~:q Fig. 2), 3r:d whereiP the SMS gutew:3y/::11·,:i:<y i·ece:ves SM, to :rn re-:orr:pi!e mid be foi·vvarded to mid rec-::1ve p~:obi:e ::1hone 102. 

V'Jt:en recipient ·1 Q?.. wi:;!1es t~1:":t 1Nhe:~: receiv::n:g f .. heck and de~~Jl:s-:'.: bank ocf .. l:Un'.: :n, :'.: o!:,l: can car1y cut vio S~;1S.Rf:cipie:~:t 1 o-z entf::-:, the ao~~J:"O~x:ate apoHeo'.:icn l!I": '.:he 

5:M -:..-:ard of mobil.::- phcr:e : 02 v:a ·the .sui tab!e rr;en:..; e;;t~:.::-s i:1 t~;e se~vice.s mer:u, and h::i:.: bee;; prmtid.::-d 3!! and ha:.: rece:ved 1~1>: tab:..;!at:•JP of che•:k.!n t~k next c;r;e '.o'.o'OS 

:n:1utuat recipient ·! Q?.. sek:cted '.:he chec;( thm derrn:;it :n, it do nfJt :;e'.: defa:J:t accc:v:t, '.:hen t:!sc :,electf:d the rKcn:..1:n:'.: that :;!10:..1:fJ df:posit i1:, and he i:~n~~Jl!l·t:, indh/ld:..;a! 

:~e:,1k-:t: PlN <.XJde, 1=•iN-R~i1\ :_f;Ht:by r.1!k:'.ovt:d '~he :~ig::81l::·e :_;8;;s~c:tk1;; 

5end:r;u frrxn rec:p1er:t 102 before c~1>:ck d.::-pGsits r.::-quest ti1 in, :.:how t~;e ge:1>:ra! intrcdu•:t1Gn cf <x1nected informatior: tc ~ecipie;;t: 02.5hC\•'ir1 ir:fcrrr:ati-:..111 is the am0:..;r:t 

of r.-:cnf:y, accc:v:t's ~~Jet nor.-:e, do'.:e a:~:c: Ret r~n.$hcw1: ReL r~n, ir, the '.:ra:n:sactio:n: idf:11titiers t~1:":t is f .. l:1:11ected 1Nith :;ignature ldentifo":1·:;.The :Eer ccnfo·:n:, a:n:d 1111:'.:h 

dlgi'~;'.':! fo:n: :~ig::81l:re gt::1ern! lnl:Gd:jctie:1, ;'.':r:d :.foposit.s ehe;..-::-:- ir: ;equP.st 51 r.1wJ ser:d ·:o c:er:trn! hub :3DD::he:·efere, d:eck deposi·:s :;; ~::d 8:~ks -:,: IG cen:p:·i:~f: c:heck 

1·-::cipi-21~:t's ::ig:n:,3ture mid ch-::ck sender's sigPature. 

The data ccrr.:n:v:lcoticn 5:?. of ce:~:t:-a! hub 3QG :nitit:t:n11s a:~:c: sef .. 01:d :JsN's ·1 Q?.. bonk:119 in:,titLitlon 55Q.Cf:1:t1·t:! hub 3GO se:~:c:s '.:O the pa:i nf the c~1eek of :;eccnd Liser, 

1 O:.? sig;;r,11u:P.s .sw;or:d :_;set·':~ ·i D/.. bQr:king lns'~i1L:tk1:1 SSD i:1 :_;8r:sfo: of dc11c1 5:.?, c1:1d b~r:k:r:g in.s:.:tunG:1's 55Cl cP.:nfying si9r:8tu;es of secG:1d u.sH ·i D/.., r.1wJ, ;e:.:_;r;; 

,:orrespcndiPg 3c,:oun'.: :n:L:rr.b-::1· to centrnl hLlb 300 ucccrdii~:q to GSM :n:L:rr.bH of second user 102 a:n:d :3,:coL:nt's index. 

The t:et:..10! t:cccunt :~:Lirnber '.:hat f .. f:11tral h:J~J 300 rerx:ive:; the ba:~:k:nr-1 :11s'.::'.:uticn 550 frnn1 Sf:cnnd !F,er 1 02 a~~J~~Jends tfJ tt:e par.: cf '.:he t:-a:~:s-actifJ:~: nf iks'.: ur,f:I~ ·! o·i 

:~igr:c11u:·e:~:rhe.s~ d~·:;'.': ci:·e ser:t te r:r:~t use:·'s --: Cl1 b,1:1k.i;;g i::stitut:Gr: SDO :r: 1m:1sfor ;..1f ;__fa:.Q 5'.3.Fi; .st user's biinkl:1g i:i:~n1ullo:: scio ehe;..-:ki::9 :s frGm fo·st u.sP.:'.s si9n8tu;e, 
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;'.':nd (Jf:IP-rrn:r:e.s w!ie:.~;t;; lhet·e i:'l;e P.::c:L:9:1 f:_;r:ds c1;~1or:g ·:he e1cco::r:11!1e1t :.~!ep!i;..1:1~ :1::t::be; (h:r ex,1::1p!e GSM ;;urr:bet·) ;'.':r:d ;::c:;c:u:1t·s :;;(fox ~Y>' first ~r~P-r ·w-: :~h!)w. if 

·there ;;re er:cugh funds :r; ·f:rst u.ser's: 01 ac•:Gun"t, 1:1>:r; ·f:rst u.ser's: 01 ba:1~ing :;;sti·t:Jtior: tiOG ir:itiat.::-s the ;;cccu:1t·s cf .secor:d :)ser in secc:v.fary ba:1~ mec:1;;nisrr: -':,SC: 

occl:Un'.: ~:--a:n:sfo:- (not s-ho'N:~:). 

Fi:·st :_;set·'::~ ·i D-: b;::r:king ln::/~i1L:Li;..1:1 SDD i.s tG :;e:1t:·c1: h:jb 3Cl0 mlum respo;;ses 54.BP- t·ejeclP.d if :·ep:y 5•~. ·:hen cP.::'~:~: h:_;b :mo .st::1ds SMS r~;P.sse1gt: :-55,56 I!) first c1;;d 

s-2•:rx1d u.sers 1U1,102 respee:·t:vdy, w:1>:re:r: h;;s ·to hcr,,re refl:.s.::-d fr1e :r;f•Jr;71;;t:fJri cftr:.::r:.sferrj;;g acc•J:)r;ts.!f rep!yto c•J;;fmr;1ng 1hc11 t~1>:ri ce;;t;::;; h:..;b 30G se:v.L: 

opoHeo~:cn type SMS 55 to Sf:cnnd u:,er 102, tt:e chf:ck that t:ppHcati(!n ~yrv: SMS 55 f::in1:r:ate:; fl\'!n: sef .. (!1:d :..:sN's ·1 G7. SIM ca:-d. 

:,~ i.s wen-kr:ewr1 'd":81 lhe rlg~r: 8.symme'~r:c: '..TffJ:osyslem ef cr~yT::t::e1ric key thff: ce:·np;::~P.s p;:·,.rff:e kt:y e1r:d P!<! by t:mpk)ylng ge;;t;r,11es d:g1·:~: .slgr1~1L:re ::_:~P.:f, but 1·: w:i! be 

de.scribed vvith refere;;ce le f-'.:fJ. 3 ::i and ~1b ~Je!ov·,1 with •A t~;e pre.s.::-r;t :r:v.::-ritior: being u.sed :n •:rJmbir:ati•J;; . 

.4symmetr:c cryp~csys-::etT: system ,:,1· PK! systeP-: adept t\<vc, d:fterer:t ~eys, protT:pt!y are used for -::he PK! 41:, and the private key 4a cf eri-:ryp-:::cn ~nd deuypt:or:. Tvvo key 

1..:-8, t~b 8:·e r~i~·::\1~ IG eci;..-:h !J:he1~ ,1r1d it :s t·ight t;._1 f;._1;:·n tht: :jr:iq:_;t; key of ind:1riduQ!, but c~r: 1K1t bt: ~c:;_-:crdlr1g h: the ur1de:·.ste1;;dir1g ef e1 key is ;_-:r,1k;L:!Q:.HJ ~r:etherYK: Gr 

pr:vute key c:F: be used for enuyptir:g.Key :s ti~:en ado::1to;:c; :r: ,:kc:pheiT:g, ai~:c; righ-:: c,:yrespond:ng secret ~ey 1s c::Frio::c; o:..:-::.Fcr examp!e, 3dcpt tho:: messuge cf re-:1p:erit·s 

pubHe kf:y e:~:C:'YP~:cn car: cn:y ado~~Jt satT:e :"f:cipie:~:t's ~~J:"ivo~e ;(ey tfJ be def_.1yp-::edc(Ad:e:na1:} algcr:thrr: :s -::he :":ctua: :,tt:1:dard ~hat is :..:sfa! h!r the PK! Sis-::etT: novv ~c RSA 

f.:.v R:vest, !3har::ir, 

,SEJshing algcrithm 2 is coed for cce,;,;n~ ,he ~ilp·rnesoa~e d;qest cf d;qital f1ngec-pcin, er c~1-t3;p seg;-nff,t :ciorcn3,:cnEven ,h~ rn:nim;;1-,-, chang~ :nth~ oci~:n3,;,:,p 

r:1er,:rnge doc:..1r:1ent a:so prcd:v.es divers!': t!ig:ta! fmger-pr:nt.M.4C (outhf::~:t:eo~:cn of 1:~:essa9e si~v: ir:dif .. atlng n:vn~)e:'} Is the ashed lntnn1:at:or: that adop-::s :,yr:1r:1etr:c 

~ey encrypt:or1.~vii\C prGvid.::-s integr;;!:·ty fer :11essa9e, dee:.: not ab::;;;rJGn but d•J ri::-Yt have.5H/~-1 1s the hash:;;g a!9.:,vit~V7l of using a!w;;ysJt pr•YJuce.s the '20 tiyte rr.e:.:s:.::ge 

:;:..1r:1r:1or/ (!f any :1:p:..1-:: tT:er,sage. 

;:.ingerprint 3 adopts t~1>: pr:v::ite key 4:.:: -:.1ftrn:1:.:mi·t :eg to er:oypt. 

Tt:e res:J:t is a t!ig:ta! s:gr:at:J:"f: 5, rv:t! :-:: ir, Lin:quf: fo1· each cnrnb:r:ati•,Y: of n1es:,age ·! t:1:d pr:-../ate kf:y 4a.Mf:ssa~v: 1 and t!ig:ta! s:gr:atU:"f: 5 tnn1: entity 6, 

G!"J:"flpt·:se Grlgir:citio;; mes.sr.1ge i:1 :.hf: entity 6 {:f eri9:r:,1ilor: :·ness8ge ·! ~r:d dlgi'~~! :~igr:81l:re 5 lh:"Gugh b~lr1g u.st:d '~o c;eQtt: ·:he hQshing r.1!got":'~ht:: ~'- cf digi18! sigr:citu;e s. 
,hereby dig;t,;I i:ng~1--;:,1·;pt 3' 1s pccv1ded. 

,·,,e checking of tbe ider;t1ty cftran::mit :eg 

-:-he QGlive1t:cn of·:he .st:r1ric~ lh~·: 1,,v:n de:~eribe bt:!01,,v, be used fo; c,1rryir:g out rr:P.·:hod ;_1fth~ prP.se;;:_ lm1e;;:.IG:"1, ::. Is right :.o ger:e:·e1te r<SA key Gn s:~,.,~ ;_-:r.1rd.Pr:1r81e :-:-ey Is 

stc0ed 1n ,he ,e31-c,pqxoof zcn~ on ,he s:M card, and PK: cutpu,o to sw,ec the BDC ,eccitocy from mo ode ph•Y,e.Ser,~1- sends t,:. rnobil~ phone w:th th~ RSA PKI ,:.f itself 

or.v~:1:.The fJ~~)f:n :ndf::< ~hat a:! RSA keys (end user a:~:t! BOC key} ~1:":ve ·i G7.,~ r:1cduh~ses t:nd are :;e-:: -::o 2''-1 S ! : (:.:65537}. 

:r: ;_1;dH tG ~:k1i.\1 H:e t:·c1:1sm:·: !eg th,11 se:vt:r :;8n i.'et·ificQ:.IG:"1 pubHe k~y, lhe u.sH rP.:;e:·,.res or:P.-·::t::e pr.1ssv,;Grd (Gip} by th~ ~::'~{:r:e:1i;_1:_;s che1;;r:f:: (fot· exr.1rr:p!e i/i~ :;;:_Hr:P-1 

bari~) of s3fety fr-:F:7 ser1H 111 3dvance . .4pp;icatiori program en tho:: SlM c::Fd utilizes SHA-: to ca;c:.i:ate eap-tT:essage d1gesUri::1ut :s :3n infcrtT:ati-:F: of trnnsrr.iss:cr: ;p 

r:1er,:rnge (co1:~:pr1s:r:r-1 PKl} a:~:t! the f .. 01:nectifJ:~: s-:::,ing fJf OTP.Tt:e eao-1:~:essa9e d:[-!f::;t thm genf:rates i:; ·zo bytes, but :s truncated tc (J:"f:cedin9 B by!f:s, :;;(! thm creatf: 

;rJent:fy;r,9 cede. 

PK! :s c,utp:.i-:: -::o -::he BOC terr:tcry w:th o~t c,f Memory ~Pd :dei~:tify:r:g -:ode. The tot~! :erigti~: of messuge i:: 139 tJytes (1 ;:,y-::e rr.e::s3ge types-:-1 byte p1-c,toco: vers:cn+ 1 

by'~e SlM r.1pp:k-:r.1nGr1 \.'Hsior:n ~'.B byte :=:K!.s·H~ byte identifylr1g codt:s), e1;;d i'~ c:e1;; send lr1 8 SM 

~;er\1~r thP.:"1 CQr: :;8!cu!~'~e :dP-rr::fy:;;g :;{:de '✓,..-i1h th~ s8rr.e rr:,1r1r:e:· e1ceordin9 :.o kr:{:v,m D·r 1=· ,1r1d re;_-:t:ived ir:form~·::{:n .:f i.'\1i'd": the eomp8:·i.scr: SlK-:ces.s Gf thP- kier:nfying 

ccd~ thm cec~1ves, it;" des,,cyed tc th;i-,k ,h3t th~i-, PKI does not have :n ,,e3;·,srn:,rncc~ pcoceso, 3'1d i, ccm~o tr,:.n-, described uoec ce3lly.lf 3,:,:ept user's PKI, ,hen oecvec 

:~er:C:.s :_f;t; P!<! ·:h~1 be!Gr1gs t;._1 :_f;ls E:DC IP-rrilGry, ,1r1d it i.'\1i!! bf: L:.s~d f!"J:" se:vH 8::H:e:1t:c,11:or: :;; sL:b.st:q:jent ;_1pHr.1il:"Jr:.Me:~s~9e C!"Jmprise:~ r:ev,; :c:e:1t:fyir:9 \.':G(fo, Qr:d ·:his 

;71oke.s the appi1e:2:1ic:1 program er: 1~1>: S!~✓l c::i;d car: verifyth::it t~;1s r::e.ssage •:rxnes frcrr. •:Grr.::-e:·t scu;.;_-:e.H :.::!.so ccr::pri.ses 8DC ident:f;er !3DC>lD, ar:d ;:mc-:o :s used fer 

PK! :s k:ked tfJ ctxree-:: 8:JC ('.~nder ~he :;i-::~rn~:cn (!fa p:ura:lty cf BDC} by ~~)1:nneJdf:1:tlfy:n9 code i:; precfa!ing 8 ~NWS of Liti!:z:1:g -::he f:ap-r:1er,:rnge digest cf SHA-1 

cc1k::.i:a1i:19 equa!;yJ;;put :s ;;!! i:1fcrrr.c11:•JP of transrr.::.:s:cn :ri me.s:.:age (c•Ji7lpr:s:r:g PK!) ::;;;rJ the c•J;;riecti-:.111 s·tring cf crrE 

PK! :s ser;t tG mobi!.::- phcr:e with •Jut Gf Mer::cr1 ;;rid ider;t1fyir:g cGde. rhe tota! !e;;gth of me.s:.:age ::.: 13B LY{tes (1 ~J'.f~e :11essage types-:-: byte BDC>!D+128 byte PK!+H tiyte 

:der:~:fy:1:g ccffos}, and it can ser:d :1: o S~;L4poHeo~icn p1\'!gran1 or: thf: S!M ca:-d tt:en ca:~: be ct:k::u!atfa! :dentifiir:g U!t!e 'Nit!: -::he :,arne tT:an:~:e:, acco:-d:1:g ~o k:~:CN'fr: C:TP 

:.::nd t~;e ir:fcrmati-:.111 that is ;ece:ved.:f v•,1:th the c•Jrr;pariscn :.:uccess cf Re•:eipt Va!:datior: .s1un i:vJ:e::.::ting r;urnber, it is destroyed tG ·thin:-.: tha-t ·then PK! does :vJt have 1n 

-::rar:smitt::mce prc,:ess, ar:d it comes frcm this B:JC rea:!y. 

:-nr the OTA -::ho~ rr:ct·--;:!e phfJ:~:e can be ~r:..1sted f:c:n tt:e 8DC tf:r:-ito1y :..:pr.iradf:s and 1·f:quest, need a kind nf 11:echa1:istT: that Is ur,f:d to:, server a:..:~henticat:or: . .4cu!1·dlng ~c 

pub!1e k.::-y c;yptGfJraphy s·tar:tfa;.;_i:_:, ad•Jpt F-'.Sf'.. ;;rid LiDC pm,ate key to er:c;ypt1ng from aB ir:form:.::ticn 1ri the ;71>:ssc19.::- of server.-rh:.s cre:.::te.s sigr:atu;e, and 1t makes ·the 

3pp!1c3-:::cn proqrnm or: the S!tvl cai·d car: c~1·1y o:..:-:: sHver 3uthePt1c3-::icri wheri receivir:g message.Exce::1t app:i,:ut1on rr.e::s3ge, the message of s:gn:3t~1·0:: a:s,:, compr:ses 

type ;_1f :·ness8ge, UDC identi~H ,1r1d .s~q:jer:c~ r1::t::be; 

Notice th::it type .;.1f ;71>:ssc19.::- ar:d 8DC ide;;t:ner :.::re :vJt a!sc ~;ad crJpt•Jgrnphic::i!!y :.:er:ds t•J mGbi!e ph0r:e, bec::i:)se 1he SIM :.::pp!:ca-t:cn pr•Jgrnm need:.: ·therr. ~...1.::-f•Jr>: the 

r:1er,:rnge t~1:":t checkir:g (deciphe:in9) Is signe6Ho\riJ tyr1e cf :nf:SS3[-!f: is !F,ed for dete:"rr:i:~:lng p:"CCf:ssin9 11:esr,t:ges.T~1f: BOC it!er:~:Tie:· :s ur,fa! ftx sek:et:r:g ~Jf:ing !F,ed 

fo; th~ Pt-:J IG dec;ypl mes.sr.1ges 
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Sequ,;:pce (l;_jp-d)er :s 3 byte 1:-r::eger th~t BOC g-2Permes, ar:d it p-ius-:: add c,pe -::c e~ch n-2w cp-21-~tic,n of sp,;:cific user':: reqL:e::t to 8DC, ar.d ::1;·,:1i~n::1t;y e~ch L:so;:r adopts 

:ridepe;;dP-rr:!y c:"J::n1e:·.::1ef;._1;e erypk1g:·e1phi:; ep~rnnrJr1, :rifGrr~;r.1nrJr1 rnu.s:. bf: fH:wJ int;J 1 :.?8 bytes.D'✓,.iing :.c d!"J net ;..-:r.1!cuh:>tt: ·:he hQsh c:f rne::>s;'.':ge, ·:hen:~fr:t·e w:n r:Gt 

•:rxnprise t~;e ha.shing a\;Grithrn id,e;;t1 lier.F:;! and carry cut :r; fr1e f c!k•wi:19 manr:er ~J;;sicany: 

tlOC s:gns rnnr1g :·ne::>s8g;2 by the pri,1c1te key thff: ~dcpt.s !3DC: t;J lnfGrr~;r.111:"J:: e;;cryp'~icn :_f;H1. Whe:1 rt:eeivir1g th:::> ::1es.s,1ge, :_f;t; ~;:~,.,~ e1pp!icc11:or: prrJgr~t:: i::> :;c1n-:ed cul 

f.;Jlkn, .. 1:;;g step.s: 

C:~1f:ck i:; f:!k:c: cha:acte:: :,t! thm autho:-iza:::er. :1:fo1·:-:1:":tinn dee:; no~ c~1:":11ge after :,ignature, dek:tf:s ~he dt:ta ot f:Hi1:g cha:-t:cte:, or.d ~£d:-"':g :,igned tfJ 1·f:CO'H:1· tl:en-FfJ:' 

ob18i;;fng 8dd~d se;__-:urlly, !3DC:-m :;; the s:gned :·nessf!g:2 ,1:1d 1ypt: of ::1es:~,1ge e1!so GQr: :;c:n:pe1;e with BOC-!D f!:1d thP- '~yp~ :Jf mes.sr.1ge H:e1t :_;r:P.::c::·yp:.IG:1 ju:~t send.s, s;._1 

-::hat 3:..it!~:or1z3ticri 1ntorrr:atio:-"': doo;:s r.ct ,:hange ~s y,;:t. 

Sf:q:..1er.rx: n:..:i-':be:- :":lld ~he :;eq:..:ence r.u:n\·--;f:1·tl:at :'ece:ver, with :as-:: OTA :'eque:,t a:,e CfJ:n~-J:":red, :,t! thm prev-en~ ~he :":t!f:1:-:pt of :'esettl:19.Th:s :-:Lirnber:r.r-1 :-:1'.iS-t odd •,Y:e -::o 

ea.;Ji r:ei.-1; O"f/\ reqLlest ~Yf s.::-r,,rer. 

Send chec~ {Vi3 SMS) 

Be .surr:rr:,1:L..-:.ed i:: pe1;e1r~;t;IP.: ;'.':t:d o;dH thP.:-ec:f 1,,vhP-:: s:gning :r: lhe p:-;__1;__-:t:ss of ~xc:hQr:ge be:Gw n;t: ~;:-:A-1 h~sh :s c:e1k;:j!c1ted w;c:;__1;d:r:g ·::J H:e fonGw:;;g :;c:n:1~cllo:: ;__fa:.Q 

in ~ach t03noacicn. 

Gh~que ID (3 byte) 

The fo:Tr. of :"fa''::pif::-:t's tf:!ephenf: 11:..1io':be:, Ms:soN-:"f:ce:-ver are c•,Ynp!e-::e ::-:tf:ri:ati0:-"':3! tf:!ephfJ:lf: n:..:rr.bf::" \.vhen s:gr.at:J:"f:, by user's in~-)'.it, de not hffH: ··--:-'' tx ·, 00 •• 

d1arnc\e: ,:tr:ng t~e iJr~cedi:vJ 

:Jepcsit chec~ :r. 

aoc:o _re-:e:v,;:1· (1 byte) 

:r: 1:,1:1sc1c:.IG:1 is s::t::t::ed up . .shGw? mft::P.::c:e r:u::1bern (RefN:J) ·::J H:e :_;set·.t~ t;e1;;s~c:1k1;; identi~Hs ("r:-x!D) ·:h;'.':'~ Ref!'~G ::c:t·::18Hy i.s eo::nectwJ 1,,v:th '.3 s:gn~·::j:"e id~nn·~ern 

(S:gr;!D) of user,8ut :n dep.;J:.:itir:g -:.-:heck t;;;ding j;;, ge;1>:rnti0n c1;1d Cashie;·s i:.: not rr:u1u::iL therefore rr;ay iVJt r.::-e:eive ~-rxlD_;:fJr the form that ::;;!0w.s RefN-:.-1 t~;at the u.ser is 

cnnsl:,te11t, 1:-: this fJ~-Jf:ratio:-"':, adop-:: un:,igned ~-)se:..:de-v-a:ue (" QGOO "}-::o rep!t:ce T:x!D. 

Uti:ize GER (special wd1ng rul~) ,,:, cocstruc, SHA-1 hCJohing ,;lgoci,hn, idrntii:er.:h:s produces fcll-:,wing eight b:, 1:-y,e chacactec s,:·::·,e;: 
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::s~r h,1s :·ecP.i\.·~d r1ev,; S!~vi c:e1;d ,1r1d her~ bee;; ir1s1r::c:1ed tG frcrr: lhe ne:.i.'\1~xk ;__1pHr.1IGr ~::d e1cth1c11e :_f;t; se;vl:;e b~ :jsed tG :;f!:ry out rne·:hc:d ;Jf th~ prese;;:_ ir1ver:nGr1 by 

:ntwn~, back<::~,ecefore su;:,;:,c,se ;;~,1;:,l:edly ,hat the user is the reg;stered user ot :ntecne, bank crnd ,hereby h3s had 3 ,;"uSt1ng rel,;,;onsh;;:, be,ween us~r and b;v,k<:n 

odditi(!ll, :,Lippose tt:at thz u:,e:, hos 1·f:gistered tt:e se:-v·ice of cany:r.r-1 l!Lit n12~hcd :Jf t~1f: p:--zs:::~:t in'lf:1:tlnn v:a :nte:-n::t ba:n:k, a:n:d afte:- t~1:s bank sends :--equ::st sc that 

pr•Jvide and di:.:tr:butior: s:)pp:xt is u:.:ed le .;_;arry out the r;ew SIM card -:..1f t~V:- app!:ca-tior: p~.;.19r;;rr; of rnethcd •A t~;e pres-er;t ir:v.::-nti0:: le 1~1>: Llser 1-:..-1 t~;e r:eti.-1;ork 

ope:--a::o:--Jn t:ddh::cn, supoo:;e ~hat :nfJ~Ji!e p~101:e sta:~s :;iioo~:r.r-1, a~d ::~:serted nf:W S!~;1 ca:T:L 

The '.~ser Sf:!ects t~1f: nier.u C!ptlon In the inte:-nf:t ba~k. sc that ae~:vt:tf: the r,f:rv:cf: that :s '.~sed tc -:.any cut :w:tt:nd of ~he ~Xf:ser.t 1:~:ventifJ:~:.The~, l!ll sc:-fa:11. :;iio\ri; 8 nne­

t:rr;e pas:.:wcrd (ctp)s t•J the us.::-r."fhis 1r1formatior: ::.: Llsed for the s:rv~ app!:cat:•JP pr0gr;::rr:, user rs ;;uther.tic;;t:fJn is provided ar:d :r;iti;::tes key to gener;;t.::-.!ndic;;t1rx1 us.::-r 

cho:cf: 11:e~ur, nptio~ I:; sc that ae~:vt:tf: the r,f:rv:cf: that :s '.~sed tc -:.any cut :w:tt:nd of ~he ~Xf:ser.t 1:~:ventifJ:~: nn r.":cb::e phcnf:. 

Sek:ct ·, Ser'lice Acth/atio~ ,. fJ(Jtio1: :r. thf: 11:e~u of '.~ser en :~nobile ot:l!lle. t:11d ino'.~t OTPJ~put OTP ~:--:gge:-1:~:g genf::":":tf:s RSA key er. s:M eord ri[tit.P:lv·a::e kf:y i:; s~cred :11 

t~;e ·tamperprccf :11err;ory cen of s:M .;_;ard.App!:cat:on ccrr.put.::-s ide:;t1fyir.9 •:Gde c:1 t~;e s:M .;_;ard.A!! infcrrr.ati•J:; ir: the rr;essage ·that i:;put is ·,,vith o-rp is c0nr:e-:..;t.::-d, i.e. 

type fJf :nf:ssa[-!f:, OTA p:--otocd verslo:\ SIM appHcatil!I: 'H::-:,lon and user's PKLThe 8 byte ltie~~ify:1:g ccdf:s ~hat [-!f:1:e:,a::e the:~: i~ SM ot~1er pa:--or.":ete:- ~Jt: sent to the 8:JC 

<,cle, 0n SIM ;:arrJ 'ked SM[ ;,ddress (lelenhone r;urnbert % that ser;d rnes,,age le ,,k 13DC: ,er,;,;_1,y<-rhe SM~ addres,, can , .. e are-o.1r;,igcred "" :31M ca,d, bet i,1 a 

~~Jh..1:--aHty of BDC f:1wl:fJn:~nf:11t, the SME oddre:,s prefe:a~J:y ct:1: shcvv ~o ~he '.~Ser 'Nith GTP n11 cc:no'.~tf:r sere!'::\ be t:":":1:st: .. rned tl! niob:k: pho~e tt:t:11 aher OTP. 

J\-:..;cep'~ing bt:fGrt: P!<! is used fe:· the !3DC: te;:'i1-:..1:y, the kfor.tifylng c:-:..1d~ ~c:cordlng '~() the h"Jc:81 c~:c:_;!a:ir:9 ;Jf :dP.:(~ic:e1: p~t-~11:ete;B lhe id~r:llfying crJde thQ:. rt:ceivP-s frc:t:: 

:71obi:e phGne a:;d the 8DC terr1trxy c•J:71pares.!f relatively be SLlcc.::-ssfo!, stornge of pub:i-:..; keys the:1 

:i sccep, us~r•s PKI, thee the PK' of h:ncself is exported in ,:-,e BDC: ,~1T;t,:,1y, ,;nd ,his PKI wil: be used ior sw,ec 3Uthe;~,,;cm:cn ;p suoseqcent ,:,pecm:on,Messsge 

cGmp:ise:~ :1e1N ide:1t:fyir:9 ;__;<;df:. e1r:d ·:his r~;r.1kes thf: 8pp:fr;~tie:1 prcg:,1m ()r, th~ S!~A c:e1;d c~r: VP.:ifythe1t :_f;ls 11:e:~s~ge cGmes f:·e:·n cGrr~e: seu;;__;t;J: 8!BG U)11:p:·iBt:s E:DC­

:D, and ,"IS BDG-ID is u,,ed fer PKI is l:nk~d "tQ ccvrecct GDC (L:nd~r tbe s;,;_;at1on cf a ;.1luca:ily 0f 13DC:) c1y ph,>'k< 

ca:e:..1:ate lder.tifyi11g CfJdf:, a!: :r.for~io~:cn 111 ~he :~nf:ssa~v: tha:: ino'.~t Is with OTP is f,l!llnected, ~he :.e PK: cf type of r.":e:,sage, SDC!D rv:c: BDC.T~1f: B by'tf: :dentify":~g 

ccd.::-s that ger;era-te the:; ir: .Sf\1 •Jt~;er parnrr:eter ~Je se:;t t•J m0bi!e phor:e, 

\ 11/~;en rec.::-ivi:;g mes.saue, t~1e app!:ca-ticr. pr•Jgr;;m or: the SIM card ·,,vi!! compare ;;cccrdi:19 to the ki•:a! id.::-ntifyi:19 code t~1;;t e:;::!c:Aa-tes •A :der:tic;;! p;::rameter:.: ir. 

ide~~:fy:1:g ccrfo a~d thf: 11:nb:!e pho~e, th:..1s thf: a:..1~henticatio~ :,lgn ind:eo~:r.9 1:uniberJf ~Jf: p:--o'H:d tn be :;ucce:;st: ... d, sto:,age fJf ~~JLibHc key:; ther., a~d tc t~1:s rer,'.~!t of BOC 

<r:eld nO"t:ce 

r~;en, t~k !3DC terr:t•Jry se:vJs mes:.:age tc :71obi!e p~;Gne, where:r; cctr:pri.ses the reqLlired :nforrr;at10n cf c•JPligLlrnticn of t~;e ;::pp!1e:;::ticn pr•Jgrnm or. the !3!~✓1 card, r~;1s 

~~Jackf:t:; ot :r.fcr~ioticn adop~ed thf: p:,ivatf: key of BOC to s:gn ~Jt:fore sending tc :flfJ~Ji!e p~101:e (er.c:yptio~),Thi:, 11:ake:; the S!M t:ppHct:tin11 prcgra:n can ct:1·:·y 0:..1~ Sf::"v·e:-­

;::uther;t1e:;::tic:1 whe:1 ree:eivir:g :11essa9e 

;:.xcept app:ic;;t1Gn rr:e.ssage, the me:.:s;::ge of signature a!s-:..1 comprise:.: type of mess;;ge, ;:mc-:o ;::r.d :.:eque:v:e r.u:WJ>:r."fyp.::- of mes:.:age a:;d !3DC>lD ar.::- no·t had t•J 

f:11cr/ot ye~ tc ~Jf: sent, beca'.~se the SIM app!:ca:::cr. ~~J:"091·t:11: need:; ~hesf: pa:--or.":ete:·:, so that ~xocesr,:1:g ~ier,:rnger,.Messa9e :s s:gr.ed ·, 11::sta;(e ~hen! DfJ 1:nt n~d 

refere:v:e scur-:..;e ''. 

',f/;~:en rec-::ivii~:q th:s i~:1-::ssag-::, S!M ~pp!:c:3t;c,p progrnrr. ver:tic:3t;c,11 sigi~:ed rr:essage, a~d ,:hed..;;pg se-::~ence PumberJ3DC-l:J :s ~sed fer s-::!ectii~:q be u::ed ~c verifyth-2 

PK! of 1:~:essa9e, 

:f bf: pr()\.'HJ ·:o be s:jcc~ssfo!, ::/~ot·ir.g Qpp!:ed da:~ H:e:1, ~r.d to this :·eBuH of UDC Fie!d ;;cnce. rhe sequ~r:ce :1:_;r~;bP.: ·:h~t re;__;t:ive:~ ir. th~ :P.q'.:eB:. f;;._1;~1 BOC i:~ :P.·::j::1ed :r: 

;·,;:spor.s,;:, arid c;::r. ti,;: : .. JSed f.:11· 1·0::s:..;!ts !i~k t•:1 correspcrid111g requ,;:st ;::~ s-21·ver end. 

The ;<equest user selec,s the PIN wde cf 4 f;quce pl;;ces, and it w:11 be us~d toe obrnin;pg ,he ;;ccess cigh, tc the key ti:e ,:,p the SIM card<This PIN rnde is c3lkd Pn",-RS/. 

:n ·:his r.1r:.:c!e.1\t !e1s1, n;..1t:fy lhe UBt:: by :.~x-: ::1es:~,1ge ;__1;; disp!r.1y Bc:P.er. ;Jf ;~1obi!e te:t:phc:r.e, ·:he Bt::1ric~ lh~·: is used t;._1 c~::y tK1t ;~1t:th!°Jd c:fthe pmsent :r:1re:1t:or: is 

Ca~ by cerit;·:3; h:..;b p;·ov:de :..iSef:J: furi-:t1on;::! ;:1e to h,3ri,::He ch-::ckboo~ vi~ V✓eb so;:rver.V'/h'::P -::he u::er serit t•:1 a~c~her u::er witi~: che,:k, this -::ra~smissicri was through c-2Pt1·u! 

f;ub 8nd SMS ser\1H.When cP.:(~:~: h:_;b :P.gister check, it c,1:1 ser:d '' c:heck s~wfa ·, ;~1~ssc19~ IG Web :~f::,1e:·TP.!ephor:f: r.u:·nbH, ci;__;crJ'.:r.1's ind~x, chec:k th,11 '' c:heck BHJds ·, 

1~:1ess,3ge ::err.prises s-::nder arid rec:pi-::nt :deritify, tre~t t1·:ff:ster arr.c~.v:t and d:3t-2.V✓eb so::1·ver w1·1t-::s ~he -:heckbook taok: -::a ~hese data. 

VVhen the recipient cf f::ec~:--o~ic pay:nf:1:t eheq'.~t: depfJ:,lts c~1f:ek :1:, th!:, wi:! carry l!Lit via eer.tra! hub.\il/hen eer.tra! hub rerx:ptlon 'Nas c•,Y:fm:~:ed froni ~he t:cccunt 

t;e1;;sfP.: of se;;df::'B b~r:k:r:g ir.st::_:_;:_:rrn. ;__;t::r::,1: hub sent·, chec:k is pQld '' t::eBs~ge to \A/f:b s~n.ret·. rh::~ '' check i:~ p~id ·, r~;t:sse1gt: cernp; i:~f: c:h~ck Blg:1, :~P.r:C:e:· e1r:d :ec:ip:P.:(~ 

t-::!ephcri-:: n:..;rr:bei·, -::re;::~ trnr.sf-::1· umo:J~t Grid da::e.V1je!:1 serv-21· 1s put into·• ch-::ck ;::; p;::id "tub!e tc this ch-::ck.Here, sem:l-21· mid recipient :3:jtc,p-:utica!:y h:3ve the 1·0::11ew~! 

checkbe;._1k rJf h~vlng ser:t ,1:--:C: hQvir.g r~ceivwJ c:h~ck. 

\/:;.; web ir:'~erface, '.:ser's (be:ng se;;dP.: ~r.d/o: t·ec::pler:'~) u:i;; be co;;r:P.cted to WP-b SHi/et·, r.1:1d cht:ck.s ,1:1d cdl se:1t chec:kJ=rJ: exQrr:p!e, rr:,1y thHt: be fenGwi:1g Fi,1e kir.tfa Gf 

::11:::,ssitid:-:::es: •• ;::B checks"," pa:d sett!ed ci~:eck '',··having s,;:pt che-:::k ", ,, havii~:q received ,:heck", ;::nd" cashiPg ch-2ck ,. 

·• a!: chef.ks,. f::<pHf.lt : .. rne: :;ends :":11d/01· 1·f:eeiv·es, has thf: tab:..1:atl•,Y: of a:i chec;(s of its state (depfJ:;iti~g fJ:' do 110~ derrn:;it :r. t~1f: acco'.~1:t of bor.kl11g in:;tltlitio~ l:i).'' poid 

:~en!ed chP-ck" P-xpHci'~ UBH send:~. the :.Qbu!8ti;..1:1 Gf thP- c:h~ck. the1:. (fopos:tB ir: ;Jfthe side cf being r~ceivwJ.-n:e t:xp!:ci·: '.:Ser :_f;r.11 ·= se:1t chec:k ·= h~s ser.t but tf;t; 

t~bu!;::~icri c,f the ch-2ck th:3t deposits i~ cf th-2 s:de c,f PDt being received a:: yet.:i~:e ex::1!icit ~ser-::hat ,. re-:::e:v,;:1::; che-:::k" h:3:: received ;:,ut the ~abu:utio~ cf th-2 check th;::~ 

de: :10:. (fopos:t In 8S yet, r.1nd •• CQshed chec:k" expHcit UBt:: h~s r~ceivwJ 8nd (fopc:s::.~d ir. the ,1cc:;._1:_;r:t's cf b,1:1k.:;;g ir.st:tu:.:cn ·:he tcib:_;j~·:ic:r. of chec:k. ·r he peBsibin:.y 'd':8t 

in.str~F71>:rJt '· paid set"t:ed chec:-.: '· pr0v:des def;r;i·te c~;ee:k. ·,,vhether t•J be dep•Jsi·ted :r; recipr.;_1.;..;a! ao:rJLlr:t for the :)ser, t~;1s claims ur;der ·the .s1tuaticr. •A :;ot recei,,rir:g dieck 

~he :·f:,:.ip:e:~:t and i:, s:..:ita~J:e to:Jf ~he :Y:c:pif::~:t e:a1:~n:; do nfJt :·fa':e:-../e or.d :;e~d f_.t:eck, tiler. can retror.:,1:~:1t th:s check.The fail sate cf thi:; :--e -~:--ar.r,:~n:ssifJn is that tt:e chf:ck 

•A any repeti·tior. vvi:! ~..'le refosed by ~J;;nking 1ns1ituti-:..1:;. 

:r. adcfrtior., the service •A t~;1s c~;ee:k.b-:..1,_-i~ ca:1 comprise uer.eral strobe ut:!i·ty, m;::ke the u.ser e:;::n :.:e:e-:..;t or;!y t•J e:hec~ ir.1~1>: se!.::-cted time in"ter1aL tc ~1;;ve .sen·t ;::nd/or 

:--ecf:lved, t1\!ll: ar.d/o:-- be :;en~ ~o the check ot sdee~ed te:ephcr.e 1:u~iber c: thf: Hkf:. 

;!!:..;strated that more tha:; mess;;ue ca:; send as s~;ort :71essag.::- vi;; the SM.S t.1:)sir:e.ss.8Ll"t. t.1.::-e:aus.::- b:..;!k information a:;d sig:;ature in t~1>: che•:k rr:u.st ser.d ;;s ·tY11-:..1 short 

i~:1essages from ~he check tha:: -::he ::ender kft mid s-2Pt to -::he re-:::1p:erit.;=1rst :..;s-2(s s1gn;::~:..;re is divided ii~:to twc p~1"ts, and check ther. sends ~s ~wo SM, h:3:: the p:3ii of 

s:gr:,11u:P. i:1 t:~ch .:= er c~r. b~ rJr:c:e r~;Gm in ;ecipie;;fs o;;t; sid~ w:tf; rr:P.ssQgf: t·e!e1t:r:g. eQch 11:e:~s~ge r~;us-: c:;..1:11p;:se qu;..1t:;;g lhe ;Jther p,1::.s of ::1es:~,1ge; ·r his pQrnrr:P.·:et· 
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:s ca:!-2c; tvlessugeRefereri-:e, is 3 tJyte co~.viter uniqu-:: to ea,:h :.isei·.:wc ~1nds ,:if i~nessag-:: m:..;st ,:c,rnprise 1·-2cipiei~it's t-2;ephcn-2 n:.irnber (MS!SDr✓), sc th~t a!!cvv the SMS 

;::ge::c:y·:h;':'~ fot·we1;d:~ :s ;::r;:·,.red the rw;ip:t:r11.·rhe BW;c:nd pcr~:or: lh;':'~ ser:ds h: :·ecipie:1fs ;..-:hP.ck f;;._1:·n :_f;t; se;;dt:r :;c:rnp:·iBt:s the sec:;..1:1d p!"JrnGr1 c:f s:gmf::jt·e. 

/.,s dew;ribed r.1~xNe ir1 tfo~i:ll!. Bt:r1der's C:epo:~:-::ng :r: !"Jf check ef s~nding ;::rid se;;di::9 :;; rf::;ip:H1t'B b~::k:r:g inB:.::_:_;:.IGr1 H:e ;ecipie;;:_ c~:: B:.;::rt by H:e :~hort rnesBr.1ge 1hc11 

s-21~1c;s from -::he 1·-2cipi-21~1t.Eq:.rn!!y, ;:1ecause bL:!~ :r:form3-::icn ~nd compi·ise the ser:dei· ~Pd -::he ri,;:eds ,:if 1·-2cipiei~:t's ::igr:ature, reqL:e::t rness~qe rr:L:st ser:d ~s -::hree ::hart 

;~1t:ssc1gt:s. -n:e cne ~;~,.,~ ;..-:cr~;p:lse.s chec::< ir:fr:t·::1c11ie:1, ;'.':r:d br.1ck. tw-:J sho;t :11ess8ge:~ cerr:p:·i:~f: :ec::ple::'~ c1:1d send~r's :~ig::81l:re ;~spec:t:·,.re!y.Fc:r c:;::r: be ;..1:1cP. t::ere :n 

r.::-cipie;;fs •Jr;e s:de w:t~; mess;;ue re!;;t:r;g. each rr:e,3s2:ge rr;ust c;..1;71pr:se qu•Jt:r;u fr1e ;..1t~1>:r parts of rr:e.ssage; ·rhis parnme·ter i.s e::.::!!.::-d ~vies:.:ageRefere;;ce, :s a tiyte 

cn: .. m~er unique tc -::aeh :J:;e:· 

U.st: be ~quipped with :r:),\ fcr~I lhe rr:eb:!e ph;._1;;t; of :t"DA G: b:L:et;..1oth f;::ci!ity 1-:J 1,,v:thd:,1w dt:p-:Jsit frerr: J\:"M (J\:"M) bt: wel!-k:1oi.'\1::.!fthe P.!ec:t:·e:1:c p8yrr:f:::'~ c:h~q:jf! 

oe:vice ceal;zes t:·,ilt ic the SIM cacd ,:,f the mobile phone with :;·DA, ~Llick 11·:JA cc b'Lle,omh facfaythei-, mobile phcn~ canoe used fo1· 1:-y th~ EJmount cf money;;·, the ATM 

f::-GractifJn ele(.t:"fJnie pailT:er:~ c~1eq:..ie.!n add:ticn, -::he :Eer can select tn ex!:a(.t f:"fJ:-n ,L\TM the pa:1 fJf t~1f: ar:1ount fJf :-no1:ey t~1:":t shews -::he dectror.lf ... pay:-nf:llt che-:;Lie, 

:.::nd t~;e rerr:ai;;rJer ohhe CF7VJunt of mor:ey :s depos:ted :r: the a:::::c;..1~i;;t. 

:i-, gen~1·,;L o~ no,ed tho, ,:·,e pc int,,:, po:c, l;i-,k be,v;een,; trnvellicg cm1·;EJge (mcbi:e phcne) m,d 3n,:,t:·,er trnvelling c,;i-;·;EJge 3loo c3n be accocd:cg to 11·:JA cc q;;1ck l;·DA 

:;tandard, bl:..:etGfJth standard, Wi-Fi :;tandord rv:c:/c: a:-:y cth-:::" :;i1ort-range U!ll:ll:un:ct:ti(!ll standarc:. 
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~i11;;n:::::ia! :3ervic.::-s 
-:-ech:10:egy i~G:1set":iL:rr: 

Sy::tem 3nd p~:ethod for s-21~:c;ir:g a short messuge c,:1Ptuir:ing purchase 
infcrrr:ati•J;; tG:.:: destin2:1ic11 t.::-rrr;ina! 

Use ,:,f 1·,-,,:.l:,ile tdephcn~ acd SMS ;·ness3g;ng w;th cred;, cacd er accouc, tc 
rr:ake -::rar:sa-:t1on 

T:tle 

Mt:lh-:Jd fo: enJcying sen,:cf: '~ht·oL:gh r~;cbi:e te!ephe:1~ IP-:rr:i::8! 
ond s:..ibsuibe:· :dentifieo~:cn card for :rr:pk:11:en~:r.r-1 it 

Method and system for mob:I~ paymei-,t 

S~!ec:tio;; rr:e·:hc:d, sy.s:.Hr:, SHi.1et· f!:1d tHr~;i:1;'.':! fo:· :·nobi!e 
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9 SP.cu:'ity de\.•:ce cicc:J:dir:g to c!cii;~-, ·:, cf;r.1rw/~et·i::.HJ :r: thQ:. thP- detectc;r Gf the ci-:..-:cess c:Jde Qr:d ·:he .suppo:I lhet·eef b-:..11h lw;!udt: :;c:nd:_;cll,1e r.1m~s :~G ·:h;'.':'~ the r~wJir:g of 

1~1>: code ae:ce.ss ca;; Gn:y be r::ad.::- Y11her; the re.spective ccnd:)ctive a:e;::s ;;re :r: -:..-:c;ntact with eadi ::::rther. 

Descriptior. 

n;c :Jr·es2n-:.: .ir.ve;;-:.:.i.0r. r21 ~ ::.es tG ~ se,:t;r'.i_ t.y d2vir.e rvn-:.:r·c:J.J ·! ng :'!cr::,·:_;::, t.(~ ~ UJt~1ru~·::,;· 0r- ~-v ~ ~e~·wcwk term.i.r1:'!J. p:'(N.ided v-;.i. ::.~ ;iJ::,;rns 

3ll,:,1,1ing its ~se o,~,ly l:si,-,g ar. :J,::,:ess c-:,de, 
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~,vch saf2ty devJ,:f:s are kw)L•m :J>:T ::..e. En t.hes::, k~(~i:.in df:v..i.c.e·:,;_, ::.~e v•:,;f:r• c:f th~ cn;ilpt;-:.:er- ;Ji' of t~12 n~t.l•~nrk ::.er-:rd;;,:11 l•~h,..1 "i.:-:i :'!u~-~;cwi;:_ed 

knm·JS the ~ .. :c2ss c-:,d2 and t:'.11ters it ir.t,:, the comp~ter ,: .. ~- the ,-,1::'.t~or-k tt:r'tnin:Jl. ~sing the ke:yboa:"'d ::-.. ~-ovided \'1i th t:-,1::'. l; __ :rt:t•::.".•~-. 

lf~e 0bj2ct 0f ti12 ::.1r·2s2;~t it"!'J2;~ti0(! is -:..:0 (-2~ilcdy this dr·c1;_,1~c:ck by µ;•uvidl:1g ~~1~c1ns so that -:..:h~ acce:.s:c code: -:.c1n ~'=' ~t"!t2:'ed into -:..:h~ 

t.CFllpt_;te:-- o< the nehi0:"k te:•·:-tdr.~,] v;.i. thci.1t the ~,i.1th0:--f :.,:e,:: U$er e:ven hcrv-.: ng to kn0• .... • th"! ':i ;.cde. 

~ ig. ·! ·:,; ~ rer·:,;p~r.tJv::, vie;.,,i of ~ µe:'·:,;or1:'!J. c.or1:rJ'.~ter. 

~ig. 2 is a vi(:W of a detail~ a11d 

;-:-_:_g, 3 :c,:h2r~a-:..:i-:.c1ll:l illustr'::1t2s thf: 0µ2:'a-:..:i,:,nal pr·it"!c.!_plf: of thi:c GX~put.2t'", 

·r~e p::,;·:-:ior.d] co~1:.:u~·::,;· (~C) ·:,;h!)~m J ;; f.ig, ! :is ge;;>:T~~~J.y df:s.igne1tcd hy ! . It J ·:,; :-:i:.lr·t~:nvn-:..:~d by .i. t.:c:.. dJ ·:,;p.1~y s;_·;•f:~~ 2. f\ :.:r-ng;'~~1 dJskc-:..:t.e 

ready t,:, be enir;,ged j;-, u:miruter' -~- ha::. been rer.H'ese;·,ted .:=tt 3. ,o. •i~,:,,_;:;e, r.,:1;·01·,,etted to :-:c•1~p1_;ter- J. t;y a r.at;le 1, "!:; r·erre::;ented ?'- r:-,-.:.,~ 

mo:.ise i:c µ:'cvid2d wit.(! c1:, anr..2n:1,3 6 ::~t!d V';it.(! c1:, ir1f0t""~ilc:ti,:•t"! t'cadf:r· o:' df:t2ct:cr' ~: co;~r:(:ct2d tu :cc1id ;:1r1t2n:,a (f.ig, 2) 

·r~e J;;·:,;-:..::'!J.J.e1t"!or1 dJogr·~m JJ1ust.r-d~·::,d .ir. -f·!g. :;, whf:r•e t~;c ~~~e:r.e;;ts app2;:1r• ..i.n thf: fc:rr~ of hJ.;_,;_-ks, c.;_,r~pr'.1.ses 3 rJer-Jphf:r•:'!J. 9 r·~:.:r-es2n-:..:.ir.g 

~-11 th(: 1.Js:...:al :=-•e1""iph(:<·als cf a per-so,~,al co,~1::-.i.Jt2:"' (:~,ai-,d di:,k 1 pr-og•-ams., fil.2s., 'l•::.".t\,10:"'ks),. a set 10., comp1""isirig a basi,: ir.put--o:Jtput 

::..ystc~: (hd·::;".:c .ir.p;..ri.."-!)'.~tp;..ri.." :-:iyster~ 1no:;) !l, a ;jj::,~::Y·y J2 ~~d e1 m.i.cr·c:p;'Gc~::..snr (~1'.~ P) !.3. n,2 pr·ogrom d.isket-:..:~ :i J·:,; ~~~sn v"!:-:iihJ.e "!n t.hJ·:,; 

f1.gvre as we.l:L .:=ts the mou:.:.e 5 an~ two u:.:.er :-:h1.p cards 8. 

n;c rJr·es2n-:..: .ir.s~·o.1.1:!tJ;_,;; .i.s us::,d ~::.. -fo1.1'.")~~s; ::,~c~ di..ri.."hor·..i.:r.ed user- w"!.1.1 he pr''.")v..i.ded y;_;.t_h o :-:i~1:'!r~- c~r·d 8 V'ihir,h ~,2 ~,J.iJ.J. p;•f:sen~- .. y;rJer. ~;c 

,,.,/is:~,es tc ,_,s2 the ,::ompl:t(:<· 1 1 n(::;:t to t:~,e mol:S(: 5, Th(: access ,:ode c,:,11tair.ed in th(: 1?;2mcry o·f th(: s:r,a:"'t ca1""d 8 ~,;ill be ,::et2ct(:,:;: by th•:". 

c:nt.~t"!na 6 ,:,f t:f~e :~1,:,usc S ::~t!d tr'::1r!~:rdttf:d by thf: dt'i',_t(:(' 4 tc t.(!2 con:::.1.__:t21' i.. rh2 l;:1r..t2t"" V';ill cor~p::1r·2 t:f~e ::1,:c2ss c,:,d2 cf th2 c;:_1r•d 8 wi-:..:(! 

the .:=tr.c:e::;.'~ code: U'.>r:ta".:1·,,ed J.n "!ts n~e,n,:,,·y J.? ?1·,,d) if there "!:; if!ent"!ty, ;,,d ! 1 r·eJ.e?:;e the b.ln:-:k~,~~<: :1rcd;__1,:-ed hy "!t.'~ $ec:;_;;-·_i.ty dev.i.te s.:, that 

it can th2;~ bf: 1..,:s2d. 

Ir. or,::e1"" to i11c1""23S•::.". s2cL:rity I th(: 1.Jser- c~ .. ~-ds 8 may be ::-.. ~-ovided 1dth •~l•::.".a11s for- d2tecti11g biom2t:"'ic d•a1""3Ct•::.".•~-s of •::.".ach cf th2 l:S(:<·s 1 

frn' ex::1t~1µl2 -:..:h~ fi;~gf:r·pt'"i;~t 0f t:f~eir· .i:idex. ~c1cf~ u:02t"" will tiicr: h::~v2 tu ;:.,lc1ce t.(!2lt' ind2x or: .s::~ld d(:t.~•:ticn m2c1:is .s,:, tiic:t t.(!2 c:ccf::c~ 

;.ode: car: be: r"e;.cgn"!zef! by the r.rn:1puter-. Th:-l$, a;·,y r.·1J.Si.15e of i.15er' :-:.:=tr,:::; hy unr;,ut~crjyed rer:.:.ons ;,,d ! 1 he e~i.•:·.l:.lf!ed. 

3;; or·der to er.si.F'f: gr-ee1t f.1exJ~;"!.1.H.y ·!n t.~e u•::;f: of ~-~;"!:-:i ..i.nstr.1.1.1:!tJon_, :'!r.y d~t.:'! re!r.1-:..:.ir.g tG t.~e occ~::..s n;d~ t:r th~ µer-::;Gn~~~ t1·!G~:~t.r-J;_­

;.ode: of the: user-s mr.ly he d',ter-ed "!nto t:·,e ton~pi.1ter· n~e,n,:,,·y hy p•·eser.t".:1·,,g r:e;,-.i r;,ctess ,:-r;,r,(!s t,:, the ,n,:,1_;_,~e S ;,-.ih.i.1e in:.:.er·tfn~~ r;, mast,:,· tar-d 

inr..,:, tiic c,:,1r:µ:.iter' ~Jlt:f~cut. ld1ich th2 Gar..::~ co;~t;:dr!2d in th2 cu:~1;:_.1..,:t2:' :~1~1r:0t'y c01..,:ld r:ur.. b2 n:udifl2d. 
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n;c ~1edJo of the ~t(.ess code ;iJoy r10t ,:Gns.ist vf '.~Ser c~r·ds ~;t;t: hy ony (Ythe;· rK,r--~.e1~;!f: i~:e~;;·:,; S'.~01 r.1:-:. hadge-:i, l•~a~·,:h~s 1 e!cc::.r·nn·!c 

3ge:,~,das,, or- the li~e, 

3;; -:.:he exr.1r1:rJ~~e d2:-:icr·..i.bed ~rid s~;Gy;r1, ~-~;c detector· c:f thf: dC.G:'·:,;:-:i (.c:d2 :is car;·.i.~d by the ;r,;_,v-:,;f:, i:.i~r!ch ~as th~ advon::.:'!ge th~::. t~12 U)t~1rut>:T 

itS•::.".l·f dee:, 11ot h:Jv·e tc 1..1,~,dt:r'go modific~•tio~s s,:, that tl1 1:: devi,:e 3cc,: .. ~-di~g to the i,~,ve~tio,-, ca~ ti•:". applie:d to it_. 2speciolly si11c2 th•:". 

,:or1dLic.~·0;· 4 c.;..,;;nf:t Ung -:.:he ;r,;_,t;:-:i~ tn th~ cn;ilpt;t:~r- ,,r! !.1 he thf: 0r-dJ ;;;:1r•y c.;..,;;ductnr th~ t_ t~;c ~1.ice ,:or1 t.aJn. I::. ;:,d ! ! S'.~f-f·! er.: t.ha~- -:.:h~ reodr.:r· 

,:,·f the mouse c:,:,rr.r;r·:;_se:.:. .'~~:..tc:h"!ng n~ea;·•':i Sl:C:h thl.lt a::. .'~nor. ?':i l.l l:ser- t;=:rd "!:i :1res,:-1·,,t~d t,:, the ,,~,:,,_;_,~~, it "!.'~ the "!nfor•n?t:i.nr. re!r.lt:..r.g to the 

::~cccs.s -:.ode ~,;hid1 i.s tr-c1:isrd::.t2d tu th2 cu~~1;:.,1..,!"t2:' ~•J(!2t'23S_,. c1s scur1 c1s thf: 1.1s2;' c::~r-d is r!O lor:gf:r· loG.1::.~d ir: ::.(!2 a:'e::1 of ir:fl.__12:,ce 0f tf~e 

;=:ntd',nl.l f:, "!t :;_s t:·,e ordj;·•rH'Y infr.:.r"m;=:tj,:,1·,, :1rc'.d,::ed hy the l:SiJ?! m:..r.e_. 1"-H'Oduc:>:-d hy t:·,,:-.i.r r.:,tr;,tir.g :.:.ph~re, v;hi:-:h j:,:. tr.:-rnsm"!tted to the 

r:-,,:- me.:-rn:.:. Df det<:-ct:..r.g ,:,,· r·e~-=id".:1·,,g the r;,ctess .:-Dde •i~ay r.l::_so t;,:- mm:nt>:-d or. ,:1th~r e],:-rr,er.ts :.:.>:-pl.lr~-=it<:- ·fr•on~ the :-:c•i~p,_;t~r th?1·,, the mouse, for' 

2x::1t~1µl2 en c1 k2:/b0::~t'd fur· 2nt:er'i~\g dc:t::1 .into -:.:h~ con:put2t'_, 0r1 c1 µ:'ir1t2t' ccn::.r-olled by tht= -:.o:riµ:.,:-:.:f:r· Dt' 3 ~~1od2r(l_,. -f,.::,r- 2x;-.1~~1;:.,l2, ·rh~~2 

<'f:~d..i.ng rr.r.::'!r.s ,:·;rn :!lso b~ ..i.n~·cgr·:'!ted ".:r1t_(~ ~-~;c co:r.p, .. d.-r.:r· _;_-~.-::;c.1-f. 

Sitrillc:;'ly: i;~ -:.:h~ 2xc:1:::.1l2 de.scr·.ib2d ::1r!d sf~c~,;r1 ~ t:f~e r·~c1dir:g i~ c,3;•r·i2d rn.:-:.: r-2~ilott=l y: wi -:.:h,.::,ut r(l;-_1 ::.~r-lal c0t"!tact b~t~'l/cen th2 :'t=::1d2t' c:r:d 

th~ rortr;,b::_e •n<:-d.i.:jr.·1 ,:1f the ~,c:,:·ess r.,:,.::,:-) hy m>:-r.lns ,:1f r.ln :::tnt>:-nn;=:, 8•_;t :;_t c:,:,1.;.ld ~,] :.:.o he e;·,v.i.s;=:ged th;=:t t:·,,:- Sl:pp,:,,·t of the ;=:r.r.e:.:..'~ ;.cde r;,nd 

th2 dGt•::.".•:ticn 1!11::'.ans c,:-1?;pr·isG ,:ondL:ctiv2 ZO'l•::.".S whic:-, \'1ill :~,ov2 to t•t:'. bro1..1gl•t int-:, :r,atGriol ccnt~•ct so tl•at t:--1•::.". accGs:, G)dG c~-11 bG r•::.".Odu 

It sh,:,1.;.ld he 1·',Dted thr.lt the fht:::t c:,:,1·,,t;::fne,:: .i.n th<: r.lt:-:es:.:. cnde C:?•T:..ers rr.r.ly n.:,t b~ :::tJ.l .i.der.tj .:-r.l1, hi.1t :1:l.ly j ;·,,:·.l:jde "! 1·,,·fnrn~~,t-.: Dn eJ.em>:-nts 

::µ2ci fi-:. to t=::1-:.h :JSt=r· .in st.:ch c1 wc:y that -:.:h~y a:'t= (!Ot c:ll c1bl2 -:..:0 c1cce.s.s c1ll -:.:h~ f:_i;~c-:.:ions cf th2 cu~~1;:.,1.1t2;' 0r· of th~ n2t\,.;ur·~ t:2;•1:ir!c1l_, 

:!nd th~t. ,Ker.cs::. Js -:.:h'.~S "·::;c.1~ctJvc·'. 

~':'cvi:ci.0;~ 1:::1y b2 1:::1d2 fo;' ::.h2 cc1:::.1.__it2:' or· th2 nf: tl110t'K -:.:~r-:rd;~,31 to be ::1r·r-c1:igt=d .in st.:C(! c1 wc:y that -:.:h~ user' i~ 0blig2d tc r·~p1'2St=r1 t his 

;=:r.c:<:-':i.'~ :-::::tr,:: d:jrfn~~ the op,:-•·r.ltfon:.:. h~ re•·f Dr·r.·1s j ;-, nrder tD rrev>:-nt :::tn 1.;nl.l::th,:1,·_i.zed i.1:.:.>:-r' frrn:1 r'~:;J.a.:-"! ng hj;n':ie1 f, t,:, the a,_;thnri::<:-d :jser 

duri11g :...:sG. 
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Sys1e:11 and rr:e1h-:.:id for provid::;g cu.st•J:71ers ..,,,1:th se::;:71les.s entry le ::i remote 
s~n,e; 

Sy:.:tern and rr;eth0d p:cv1dir:g :rr;prG,_ted error de·tecti.;.:i:; re!:.::1ed t•J tr;;r;smi.s:.:ior: .;.:if 
dc1\c1 ove, "c0mmcnirnti0~ 1,r;k 

/.\ggreg::it:r;u m~!1iple ·trar:.sc1•:t10n prc1cc•J!s fortrar:.s::icting bet-..vee:1 a p:u:ai1ty cf 
diBnn:/~ pciyrn~r:1 cicqu:r:r:g dt:1ri,::t:s c1:1d ,1 ·:r~r:se1<..Ji:Jr: ci;_-:qu:r~t· 

SeGire erxJ:;yste:~n int:,as~r:..1cture f:11abk:g n1:..1!tio!e ~yp::s- ot ek:ctl\!11:c vva:k:t:; :r. 
an ecosis~er.": fJf i:;sue:r,, se:--../lce (J:"fJv:de:r,, or.d :":cq:..:ire:, nf :r:strurrx::~:t:; 

Sy::tern and p-:ethod for prcv1dir:g discrirr.iri~ted ccritePt to netwc-1·~ ~sHs 

Syste,n and ~e\lwd for crediti,19 byoity prc9<c1,11 poi~ts oPd arov,d1ng k1y3lty 
r~wci:·dB by :_;s~ ef c1:1 P.!ect:·e:1:e '~;'.':9 

System and r.":ethfJd fo1· es~ob!:s-h:r.9 l!I" 1:~:nd:ty1:~:g ar: acco:..:r.t with ur,f:r sek:ctab:e 
t"::IT:-:S 

Sy:;ten1 and 1:~:ethod fer s:1:gle :,lgn -er. :;essil!I: r:1or.a9f:11:er:~ 'Nitho:..1~ c:::~:t:"t:! 
SHVer 

Fir:an-:.-:1a! .system fc: :s0!a1ed ee:or:crr.:•: er:v1ronrner:1 
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rv~eth•Jd and syste:11 f.;Jr p.::-rf.:..v:11:;;g p:..;rch::ise a:1d Gther ·trar:s::ic t10ns :)sir:g t-:.:1:-.:er:s 
w1 th mcl\ipie ch,ps 

P-::rson3! ~uther:tic~tion softwure 3r:d ::yst-21-ns tor trave: privi:ege :3::;sigri~tic,n 3nd 
verifi-:::atior: 

Methods tor secure ewcl:1-,-,en, and 1:-acku::, of perscn,;I :den,,,y c0edrntials 1n,o 
ekc-::ron:c devi,:es 

NetK-:Gnlw/~ i;..-: C;'.':t"d ree1dt::/vvrltt:: ~ppc1:·8t~r~. n;._1;;c!"J:f:;'.':c:1 :c Cfc:-ti, :::put e1pp,1:ff::jS, 

and nonccntact n:e-::hcd fer co1·-r:puti:-"':g oo:;i-::ior. fJf :c ca:d 

/.\:: i:H.:ir:::::uit :.:ecurity sy:.:tern :.::r:d ;71ethods fer c•JPtr•J!!ir:g ;;c:::::e.ss ·to a:1d use •A 
ser:si1ivt: dc118 

Device fer r,f:c:..1re acces:, tn d:r-1:ta: n1edia co:n:~ent, vir.::..:a! 1·-r:Li!-::: -inte:"faf..f: dri'lf:1· 
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sr~;r,1r:. c~rd fot· pc1Bsport, e!H;-:rGr1:c: pr.1ssp;_1;1, r.1r1d rne~hod, sys-:et::, r.1r1d c1ppr.1rr.11us 
for r.1u1heni.ic:;::nng pe;Bcr: hc:!d:r:g srnci:i. c:;::rd Gr e!ectro;;f:; pcr~spc:t·: 

U:;e cf kx.atk:in avvarer.e:,s ~o fac:!i~me c:in:c:a11-cha:"qf:1· in~ernctl•,Y: ::n: a 
he3lthcm-e environment -
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~1~eth0ds ;;r;d sys·tems f.:..F u:.:e i:1 t~;e prov:s:cr: •A :.:ervi-:..;.::-s i:1 an in.st:tut10n2:! 
s~/c::r:g :~w-J~ er~~ her.1!·:hcc1:·e fQci:ity 

U:;e cf kx .. atk:in avva:--er.e:,s- ~o c•.Y:t:-o: :'ad:c freq:Je11cy in'.:erferer.rx: ::n: a l:eo!thf .. :":re 
envii·oi-:P~:en'.: 

Use c.f hx:::ati.;.:i:1 aY11::i~-2r;ess t•J estabk,h cF1d s:..;sp.::-nd c-:..J:1v71:)r;i:::::a1i.;.:i;;s se:3sicn.s ir: 
a ~;ea:thc::ir.::- er:v:rc.r;mer:t 

l.t~P. c:f k1;__-:r.1tk"Jr1 ciw~rene.ss ·~o tt·~n.sf~r C!)::l::l::n:c,1ilor:s sess:rrns be:.i.'\1ee:1 
'.:err.":int:!s in a hea:tl:eore f::·:v:rcn:nf::·:t 

IJ::e cf !c,:ut1on ,3vvarer.ess cf est~b!:sh cornrn:..;r.i-:atio:n:s w:'.:h ~ tmqet diPici,31~: in 
a he::ilt~;e:are ,e;;vircnrr:,e;;t 

Use c.f kY;felkJ:1 8w8;er:P.ss :.o mq:jf!S~ ;::ssi.s:_;::n:;e fe:· 8 r~;P.dic:8: e\1H1I !"Jcc:u;:·i;;g :r: 
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rd3ticn.ships 

Sy:~tf:rn fend r~;t:lh!°Jd fr:t· 9rn:1~:;;g pr:J::K/~ic:ni:"l: rP-wi:"lr:.fa ·::J beth cus·~ot::e:·s r.1wJ ne:1-
custcrrx::·:, 

Sy::tem and p~:ethod fer graritii~:q prornm:cn~: rew~1·d:: '.:O beth -:us'.:or.":ers und r.cri­
CU'3tGmers 

Sys1e:11 r.1wJ t::et!K'ld fc.r gmrr::r:9 p;;__J;~10:.:c.n~: :·ei.'\1~t·ds ~'-'l bGth cu.s:.or~;t:rs fend r:Gr1-
c:E;tn1i-:ers 

Syste:·n r.1wJ t::et!K'ld fc.r gmrr::r:9 p;;__J;~K'l:_:c.n~: :·ei.'\1~t·ds ~'-'l Dn~r:c::r.11 feGCGurr: 
hclde:·s 

Embedded au,hentirntioc sys,ems in 3'1 elec,,cn,c device 
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Memory card devlce and memory card control method 

Images (15) 

Classifications Worldwide app!icaticns 

Applicalion .JP2004069424A evenls 1:1) 

Claim;;(4) 

1- l:n: a 1·-r:en1ao;y .-:.arc: de-../iee that ca:n: bf: ren10·,_1a~J!y .-:,l:1:11ected tc! a hc:,t c!l:::'lice. 

!\ ~vJst :r:1erfac-2 unit for exe:::::uti:19 a cc:1v11~i;;1:::::a1i.;.:i:1 with t~V:- host d.::-vic.::- ar:d re•:e:v:r;u:.:: ,:.::orr;rr;and ff CUP inck:d1ng a rr;err;0ry CF:f..::es.s e:orr:rr:a:1d with Q rnerr:cry address 

.-:Jf :": spe('..ific bit width t:a:~:s-n1:~~ed frc~ thf: hast rk:v:cf:; 

A :1or:vG!~·::!e set::icor:d:jch:r rne;~1o;y hflvlng c1 :~tGmge ci;e;:: !;'.':rge:· th;::r: lhe rne1xi::1::t:: :·ner~;cry s:~e ci;..idr~ssc1b!t: by :_f;t; ::1ern;._1:y rKkfres:~ !)f ·:he .spP.:;ifi;,:: bi'~ 1,,vidlh. 

Back 1dec,if1cut1on n,Fn::,er 1T:acagep·,en, Cl€3'E toe div;dicg the s,ocage ,;rea cf ,he m1wcl,;t1le se1T:iccnd;;ctoc 01e01cry mto 3 p:ucality of backs acd mCJPaging,; piurnl;ty 

;Jf br.1nk :dt:nlifa--:e1t:Gr: ::L:rr:be;.s :;ot·resp;._1;;dir1g Le th~ p:L:n~i:ty c:f be1;;ks, r.1wJ 

8c1;;k de.s1rJr13tic;1 rr;ea::s fo; des:9nc1t:r;u or:e of the p!u;c1!i ty ;__1f tv;nks ;;s an ;;e:ce.ss ·target ~...1;;r;k a;__-/.:rxdir:g 1-:..1 a b;:,:r:k identifi•:atior: ;1:)rr;ber :r:cluded :;; a bcF1~ des:un;:,:ticn 

!".-C!IT':IT:a:n:d tra:1:;1i-:itted fro:n:1 ~he t:C!S~ dev·ice, 

~;lerr:crJ cor:tro: rr:e;;ns for a.;:J:ess:r;u or:e of the spec:·f:ed phK3!ity of ban:-.:s in ;espor:s.::- tG fr1e ;11err;ory ac•:ess cornrn;:,:r:d trc1;;srnit"ted frorr: the host de,,rice and 

ac,:,:1P-:panied by~ p-:ernory ~c;c:;ress ,:if ti-:e sp-2-:itic ;:11t width; 

C:ci:·d_;::ddrP.ss gP-::ernti;._1;;_rr:e;'.':n.sJor _gP.::ernti;;g_~ ce1;d_wfrfres.sJGr _ider:1ifvl nq '~he_r~;t;rr::Jry c;::rd de\1:ce i;;_mspen.st: ·:o 8_c,1rd ;'.':dd:·e:~s _c:e:1t:r,1i1:J:: cor~;r~;r.1nd 1t·;'.':r:s;~11 t:.HJ 

!rem the host device acd trans1·,·,ittlng the cacd add;·ess tc the host device; 

T~1(: bor.k identifv.m:or._:1~~1·-r:ber :n:1ona~·~en:e:n:~_rr.et:1:s_i:, ,ge:n:e:at::t! by t~1(: cord_t~t!t!ress .~·wnerati:Jn 11:ear.r, so_~hot_a ba:n:k :de:n:~:fk.t:tlnn_r.u:n~J(:r ec:..:o! t~! the -../a!:..:e of t~1(:. 

gener;;t.::-d card ;;ddress 1s a.ssigr:ed tG a spee:ifi,:.:: Gne cf the p!:..;ra!:ty of ba:1~s. A bc1;;k ider;t1lka1i-:.1:1 nLlmber .;_;or;espor:di:19 tG ea-:.;~; of the p!urn!ity of bank.sis 9.::-r;erated 

fl\!ll: the : ... :":I\! addrer,:\ 

n,~ b;'.':t:k desigr:,1!10:: cor~;r~;r.1r1d i.s ,1 ce1;d se!ecnGr1 c;._1;~1;~1;::wJ 1,,vf;ld: ::~ ·:r,1r1s:11:aed fro;~, thP- he.s:. (Jf;v:cf: find <.)1;'.':t:9es ·:he ;__1pH8ilo:: :1KKi~ :Jf ·:he :11er~;Gry cci;d dt:,dct: 

do::sign~to;:c; by ti-:e c,3rd ~c;dress t•:1 a dat,3 ti-~i-:sfor mode -:ap3blo:: of e>:o::c:.r::ir:g dutu -::rar:sfer vvi-::h the hos-:: device. A p-:ernory ,:me! device ,:haracterized by the ,3Q,:1ve. 

2, j;; a rr:e:1i;__vy card d.::-vic.::- that ca;; be re:1i;__y,,rab!y ccr:nected tc c1 hGst de,,rice,_ 

.4 h•:1st ir:terfac-2 uni-:: for exect.:tirig a ccmm:,F:1catiori with tho:: host de•.tico:: ar:d re-:eiviPg 3 -:i:•P-:rr:and grcu::1 inch1c;1ng ,3 p-:err:ory ,3,:cess corr:rr:arid with~ rnerr:cry uddress 

cif ~ Bpw;ilk bi', width ·,rr,ns:n::.,ed frGr" th~ hci:;r rfov:c~,_ 

fa. nor:vc-~a-::i!e serr:ic•:1Pd:.ictcr rr.ei-:1,:1iy having ,3 ::tornge ,3;·-2~ !3rger th~P the rr.~xim:..;rr: m-2P-:01"'£ si:e ,3dd1·0::ssati!e by ti-:e memory addres:: ot-::he specifi,: bi-:: width;_ 

Ba:n:k lde:n:~:fl: ... atlon_r.~vn~£~r 11:a:n:oq::1:~:en~_:n:1ea:1:; ttx d:v:di:n:c th:: s~o:--ace t:rea_cf_~he 1:rnwc!t:ti!e_::;;erniccnd~~cttx n1er.":cry lnto_o p:L~:·a!ity nf ba:n:k:; a:n:d_:na1:ag:r.q :": ~1:ura!:ty 

cii :ymk ;;Jentir:cc1,;r_.r; ~L:tnbe,B corcesp,i;,rJing le ,,k n:L:ral;ty cf ba,,ks,..filli. 

Ba:~:k de:,lgno~icn 1:~:ea:n:s fo:- des:[,1nat:1:g or.e ~!f the P-hJ:-a!iJY. !"Jf ~J:":nks :":son :":cce:,s ~arget ~J:":1:k o: ... uxd::n:g t:J a bor.k identifv.atio:n: :1~~1:~:be:-- :r.c:uded ::~: a bank der,:gno~:cn 

:;c:n:n:ci;;d 1mr1sn:i11ed f;;._1;~1 :_f;t; hc:st :.fo,1i-:.-:t: 

tvlerr.crJ cor:-::ra: rr.-2~ns for 3,:-:essiPg or:e c,fthe sQ-2citied p!:.ir3!ity at ban~s in 1·-2spor:so:: to-::he m-2P-:01"'£ ac-:ess cornrn3r:d tr~i-:srni-::-::ed frorr: th-2 hos-:: device und 

e1c:;ot::pc1:1:P.d bv ~ t::e:11-J;y ~ck:re.ss of'~he_:~peci~c bit wid:~1,. 

n1>: b;:,:r:k identifi•:atior: 11:)rr;ber m;:,:nc19err;er:t rr:e;;r;s i.s e:or:ft9u;ed to ge:1>:rnte;:,: ~J;;r;k id.::-r;t1lkati•J;; n:..;rr:ber .;_;orr.::-spor:d:;;g to eadi of-the pi1xa!i1Y. Gf bar:k.s frorr; a cc1;d 
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~c;c:;ress for ic;err:::fy3q the m-21~nc,1·v: c3;·d c;evi,:e,_ 

·r he bQr:k de:~i(~r:citio~~ _cot::t::f!:1d_i r1dudt:s c1J;,1r1k. :dP-rr::fic:Q~_:Gn ::u:·nb~r _gP.::e:·c11edJro~~'1}hP- c:e1~ d_wJdresB,. '~r~r:s~~,: ~-~~d _frcrr: Jhe h;y~~ _de\1:c~,.r.1nd 8_ dQ~r.l Jr,1r1sfo:· :1KKi~ 

:::::apab!e cf executi;;g d:.::t:.:: tra:1:.:fer betw.::-en the .._-ipera-ticr: ;71,Jde of ·the i7V:-rPGry card dev:ce a:1d the he.st devi•:e. !.s a card :.:e:e.;::t:on cc:1v1v:;;;rJ ·to trar:.s:t:fJn to 

The_:w:1·-r:n1:v ca:-d c!l:::'lice .. vvhere::·: the_ba:·:k de:,lgno~inq L~11h:_i:, eo:n:Tiq~J:"f:c: tn_de:,l,gno~e ~v:e_ot '.:he_p:u:,aHty nf ba:--':k:; as t:1:_acc(:ss ta:-qf:t ba:n:k t:cccrdin~-~ tn_a_ba:·:k 

:derrtiftc;;t:fJn r:u:11~.J>:r included in t~;e ca:d :.:e!e.;::t:on ccm:11a:;d. 

:·L ~;;_,1 t::e:1i;._1;v :;8rd d~1ric~ Jhff: c:f!;;_b~ re:1KY,.r~b!v :;c:nneclP.d '~c: e1_hG::/~ dei/ice ... 

Ccm:11~i:;1c3tic:1 with t~V:- host d.::-vic.::- is p.::-rf.:.vmed, and at !ea.st a ca~d address uer:e:ati•J;; ccrr:rr:a:vJ for r>:qLlest:;;g_gene~;;t:fJn of a .;_;ard 3ddre.ss for ide;;t:f{i.Qg t~1>: 

:w:1·-r:n1y ca:-d de'lice. vvhic:~: is tra:1:;1i-:i-::ted fror:1 -::he hns-:: dev·ice, ar:d th(: n:er:1cr/ ca:T:! dev·ice :":1·e :dentifo::d_ A ct:1·d sek:ctior: co1:~:1:~:and that i1:c:urk:s o v·al:..:e 9eneroted 

from the cc;;rd addres,: for the C<l"k ide,,t1tka\ici,1 numbe: ,Ea C<l"k ide,,,:,ka\ici,1 r;umber a"d cha:19es \he operatien "V.lde efthe "krPory c;;rd rJev:ce le" tr;;r,sfer mcde 

caQ~b!e cf executii~:q d3rn trari::for with t:~:e hcst devi,:e, ~i-:c; a sQo::c:fic bit wicHh fa. host ii-:terfoce uriit f.:11· 1·0::ceiv1ng ,3 -:ommar.d g1·,:1;_jp :r.c;ud:r:g ~ IT:emory ~ccess 

;..x_;rr:rr:,1r:d wi·:h 8_;~1~rr:Gry cKidr~ss·_ 

.4 ri,:1Pvd~tde seP-:1cor.du-:tor rr:emory :-:uving a stcrago:: are3 !~rqer th3r. the IT:axi;-:7;_jp-: mer.--:cry s:ze addressub!e ::i:/ -::he 1~:1err:ory ,3,:J,:J1·0::ss of tho:: SP-e-:itk tiit width;_ 

,l:~: respcn:;e_-::o the card_odd:-::ss_q::1:e:·m:or. f .. (!ll:ll:ar:d~ card_add:-::ss_q::1:erm:cr. :~:!(:ans fer q::1:erm:r.q t~1(: cord_ac;c;ress :":1:d_-::rar:s:nitti1:,g_:-:: tc th:: host_d::V:c:~·-

/\ b3nk that divides;; s·tor3ge area cf the PGnv-:.1!ati!e .semicc:vJue:tor merr:crJ. 1n·to a piura:ity Gf bank:.:, a:vJ mar:a9es values 9enern1ed f:c:11 t~V:- card ;;ddresses ge:1>:rated 

by t:~:e ca:-d t:dd:·esr, ger:eratifJ:~: 11:eon:, as th:: bar:k ider:-:::flf .. atlnn r.u:n~Jers reso(:ct:'H:!y f .. 01·:-::spor:di:19 tn -::he o:L~raHty (!f bar:k:, ,L\.1: :dentif:cm:cn :~:L~rnber r.--:o:1t:gen1er.t 

:11~r.1:1s;_ 

B,v,k des1gn3,icn p-,eacs fo:- design,it:pg one c,f the P-lc 1-,ility of o,mks ,;s sn ,;ccess rnrget o,;pk in EJccccd31-,ce with 3 o,;pk idePt1ticGtio1-, nun,bec :pc;ud~r! ic th~ card 

.se!H;-:ic:n_ccrr:rr:~r:d·_ 

~;letr:crJ. cor:tro: me;;ns for ao:ess:r;u one of the de-SlfJil31ed p!Llra:ity of b3nks in ~espor:se to the tr:2i7lory 3c.;_;ess •:rxnmar:d 1:a:1:.:mi·tted from the hGst de.,rice and 

acf .. 01:~:pan:ed by th:: 11:er:1orY. t:c!rkess havi:~:g the r,~~Jec:flf .. b:-:: width. Me:nfJ:y cord d(:v:c::. 

,t ft. men,crJ card co1-,t:·ol 1T,e,hod fer c,:,pt1·,:,:ling the operstio:-, of a n,emo:y card device dernc:-,ilbly concect,;1:-le tc ,i host d~vic~~ 

Exfa;u-:::r:c_a cor:1r:1unicat:or._11v:-::h_-::he hns-::_dev·ice :":nd_rec::lvinq a_cc:n:na1:d_gro:..:p_i1:c:udi:~:ga_rr.e:~:101·,( ocf .. ess cnrnrnar:d_vv:-::h_a :~:l(:ll:tXV add1·(:ss fJf _a s::ieciik_bit \.v:dth 

\:a:ic:miHed from the bost device~ 

T~1(: s-::cro[-1:: a:·eo cf th:: nor:vo:ati:e :;er:1:cfJ:~:c:L~c-::or r:1errxJ:y havi1:g o :,t•,X:":ge o:ea larger thrv: the r.--:oxln1:..1r:1 rr.e:~no:y size -::hot f .. :":n be :":c:dressfa! by t:~:e r:1er.--:cr/ addres:, 

:Jf·:he BpP.ci~c bi'~ 1Nldlh is div:dwJ inte Q p:L:rcd:ty c:f be1;;ks, r.1wJ '~he c,1:d iidd;e:~s fot· ider:nfying :_f;t; ::1en:e:·y e~t·d de·,.ric:e is uBwJ. c;~ne;e1~:r:g~p:um!:1y cf b,1r:k 

ident1f1c3,icn ,-,umbers ,;ssigned ,o e,ich oi ,he i:,lura:ity of banko;_ 

,\ ;..;r.1rd _se~~e:ion_ thQU:1dudt:s ci_ i/~!ue _g~ne:·e1~ed _fror~~ Jh~ CQrd_wJdt·esB Jrr.1:1sn:i11ed_ f; ;..1;~1_ ~-~~t: hc:s~_ dt:,1i;..;?; ;'.":S_r.1 _b;'.":nk_identi~c,1 lion_ :1:_;r~~bP.: ~nd_ ch~r:q_e:~ Jh~ ep~rn n:J:1 

111-Jde of ·the i7V:-rPGry card dev:ce tc a t~;;r;sfer rr:cde capable of performin9 data ·transfe: vvi·th the hGst de.,rice, !n ac•:Grr . .fonce with;; e:orr:rr:and, 3 ~J;;r;k sp.::-e:ifY..!.'.2:J steg •A 

,:~pecifvlng_cn:: nfthe_ph~1·t:!:-::y of bank;, as_an acce:;s_-::orcet ~Jank~. 

/\e:ce.ssin9 •J;;e of the :.:pecif;ed ban:-.:s in r.::-spons.::- tG ·the 111.::-rr;Gry ao:ess comm3nd t~a;;smit"ted frcrr: the host device and a-:.;compan:.::-d bY. a memc:Y. addres.s of the 

fRecitic o:t width. Cmr! centre! :-nethod. 

DsJscriptivr. 

!r: re;..;t;nl yer.1rs. wi·:h '~he dl(f~i::.Q:.IG:1 c:f c:;..1;;:_H1I d;":'~~ Buch clB :"fl:jsi;..; ~r:d vi dee, digitci! rfov:cf:s h;;:1re bt:P.r: c1c:.l1re!y devP.:c:ped ~..-1;'.":ny Gf lh~se digi18! (Jf;v:cf:s :;;c!L:de r.1 

::torage ,:kv:co:: sL:ch as ,3 comp3ct disk di·ive or~ hard di::k drive tor reccrdii~:q ccr.terit c;uta. 

Recer:-:::y, di9ltal dev:ce:; ho'H: bee:~: rnir:iatwize6 r-01· exo:no:e, i:~: d:gita! devices :;uch a:; r:1:..:sic p:ayers, pl\'!duc-::s t:avin9 a size cf r,(:vera! cer.ti:n::t(:r:; squa1·(: ho'H: 

;;ppeared_ !n su•:h 3 .srr;a!: d:g1ta! device, i1 i:.: necessarJ to red:..;ce the s:ze cf the reccrding mediu:11, t....s a s:11;;!! rec•J~d:r;u rr:ed:um, a rr;err;ory c;;rd ir:c-:.vp-:.vat:r;u 3 

i~:onvd~t1!e so::1T:iccm:bctor mer.--:cry has ~ttra,:t-::c; m-::er.ticri . 

.4s (!l"':e -::;ffJ(: ot sud: n1er.--:cry card.:": 11:er:1cr/ ca:·d hrNing a copy:-i9ht p:\1tec-:::cn f:v:ct:or: i:; knfJvvn (to:· ext:1:~:p!e, see Pat::1:t 0(!C:..1r:1ent ·1 }. This :n::1:~:(!IY ca:-d has a 

~.::-vccat:or; func1i-:.1:1 f•Jr e!:rr:i:1;;ting unauthGrized dev:•:es a:.: or:e •A •:Gpy:ig~;t protecticn fu;;ctior:s, 

J\n SD (Secu~e D:rji"ta:) rr:e:11-J~Y card :s 3 :11err;ory ca~d hm,i;;g a c-:.1pyrigh1 p:-:.1te•:t1Gn f:..;nct:•JP, a:vJ is equipped with;; N/iJ,~D f:ash tI .. PRCHvt n1:s Nf'....ND f:3s~1 EE.PROM :s a 

ki:~:c: ot r:cr.·v(!!a-:::k: ser.--:iu!1:d:..1ctcr rrx::~:101y or.d car: b:: elect:"lcal:y re\ri1ritte:1. ~,JAr~D f:ash EEPROM i:, c:,:1:,s:f:ed as flr:1:,h r:1err.c:y. :r. th:: tlash :~nerno:y, the kx,,vest a1·(:a -::ho-:: 

•:ar: be erased by .;_1;;e eras.::- operati-:.1;; is d.::-nned a:.: an er;;se b!ock, and data 1s ah:,:3ys era.sed in :)r;i·ts cf e~;;se b!•Jcks, Therefore, t~V:- tl3s~1 rr;emory :s more .suitab!e f•J~ 

:·ecording,; l3rge·Cilpacity ti:e t:-,m, s c,i:-,r!om 3ccess ,;pplic,it:c,n in whic:-, darn is frequently upd3ted. 

,JP ~'.ClCl0<3S·n /.b ,\ 

Hm,1;eve~, in ;;r; SD merr:crJ card, t~1>:re is an 3dd:e:.:sin9 ;71ethGd (he:e:r;after referred tc a:.: a byte :..;nit ;;ddress:r;u methcd) :r; v,1~1:ch a:1 ae:ce:.:s pc.s1t1on i.s des:gr;ated i:1 

::i:r::e ui-:1ts usiPg 3 32-bit wicHh mer.--:cry uddress attuched to a r.--:emoi·y acco::ss -:i:,p-:1~:-:and from ,3 :-:os-:: device. !t's ::1e:r:g used. Tho::refore, the upper liP-:lt of the mei~:101·y size 

of'd':e SO ;~1~r~;Gry c:e1rd is !:r~;IIP-d 2 :32 by~e:~. 1he1~ :s t~GB. 

!f 3n address:;;g methcd U1.::-reir:afrer refe:red t•J as a b!◊ck unit add~e:.:sing rr;ethod) in ·,,vhic~; ar: a-:.;ces.s positi.;_1;; is .specif;.::-d in u;;1ts cf b!•J•_·ks :r; w~H..::h a p!Llra!ity of 

~J~,~es are grouped ir:steac: of a byte :..:r.it t:c!rkessi1:g r:1ethcd Is u:,ed, ::Ver. if a 32-bit w:dth :~:1(:11:n1y add:-::ss i:; :..1sed. E'H::~: :r: :,Lich a case, a rr.e:~no:y oddre:,s space cf 4 GB 

or mere ;;an be accec:sed. 

H•x,,vever. vvhen t~V:- b:cc:-.: Llr:it address:;;g methcd :s s:;71p!y u:.:ed, t~;ere 3ris.::-s a p~-:.1~J!em that .;_;ompa-tibi!:ty ',,\.'Ith 3n .::-xisti;;g host d.::-vic.::- tha-t dee:.: no·t suppGrt t~;e b!c-:.;k 

'.~n:-:: odd:e:;s:r.r-11:~:ethod ca:~:1:ot be :nt:lnta:r.ed. Tho-:: i:,, 'Nt:en data Is v1tritt(:n :..:si1:g -::he ~J:(!ck :v:lt addre:,s:r:g :n::tt:(!d, datt: g:\1:..1ps cnns-::ituti:19 nne fi:e r:1oy be di:;t1•ibuted 

3nd written:;; a rr:e:11-J~Y addre.ss spa•_·e e::u:eed:r;u 4 G!3 due t•J li!e fraff11.::-r;tatior:. n1:s is becau:.:e, fc: example, a :11err;ory ca~d with ;;r; over;;!! tr:ei7VJ~Y size cf B GLi i.s 

rnk~P as ,;p e>:,;p-,ple, EJl,hough "p3r, oi dst3 constituting a iii~ A exiots in,; positi,:,:-, ic th~ low~1· 4 GB 111 ,he :-nemory Si:,EJce of 8 GB. :p this oitu3,icn, the d,it,i of the 

;~r~;,1ir:i:1g p~:t :Jf lh~ fHt: A ~x:s1s 81 e1 pGsi1k1:1 i:11he upp~t· 1~ c;u. /J,s d~scribed ~l""x:vt:, 1Nh~n e1 da:~ gr{:up C:J:"1s1ituti;;g !"J:"1e ~:f: is distt·ibuted i:1 c1 ;~1~rr:G:y ciddr~ss Bpw;e 

exc~edicg" GB, the exis,ing hos, device c:-,ilt does mt suppo:·t th~ block uni, 3dd1·essing IT,e,hod but suppcr,s only th~ byte :;pit 3ddcessing :-nethod. C3n nc, locge:- :·~Eld 

tt:e f:!e co:Tec-:::y. Thi:, is ~Jfa':a:..:s:: the r.--:axln1:..1r:1 rr.e:~:101-y- space occessib!e by the byte unit add:·esr,i1:g r.--:ethfJd Is 4 GR T~1(:refr!l"t\ it is r.ef .. essa:y to reo!i:::e a new 

mec~;anis:11 fo~ .::-xpand:r;g the ;71>:rr;rxy sp;;ee -:.1fthe memory ,_·ard. 

The p;·e::er:-:: imrer.ticri has tio::en r,--:,3do:: :r: c,:1Ps:dei-~t;c,p ot-::he ~1:,c,ve-do::scribed c:rcui-:1::tm1ces, and 1t :s :x,ssiti;e -::o expand ~i-: accessibk mer.--:crJ uddress spaco:: whde 

:~:1ain-::oini1:g ccrr.oatibi:ity 1Nith an exis-:::r:g t:(!St de-../lce tht:t ch.1es :l(!t s:..:ppc:-:: -::he b!ock Lin:-:: odd::::;s:n9 1:~:ethod Ar. fJ~Jject cf th:: present i1we:1ti(!n :s to p:\1vid(: a r.--:e:nfJ:"y" 

ca~d devi•-·e 3nd a centre! ;71>:thGd the:e•Jt 
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:r. oi·d,;:r to sdve -::he ~bove-descriti-2c:; prob:ei~n, -::he p;·-2::er:-:: iriver.ticri provid-2s 3-:: !-2us-:: 3 specif;,: bi-:: vndth -::rar.si~nitt,;:c; frorn the h,:1::t device by e>:o;:c: .. r:::r.g ,:omm:.ir:i-:c1t1on 

i.'\1i1h the h!"JS1 dev:c:e ir1 c1 ;~1t:rr:Gry c:;::rd !Je,,1:ce de~;::chd:!y ctrn:1~e:~b!e :.c lhe h;..1.s:. rfov:cf:. /), h;y~t irr:et·foce un:·: 'd-!81 re,::t:ives ~ ;..-:Gr~;r~;,1r1d ff'l1Up ir1dudlr1g c1 ;~1t:rr:rJry 

;;e:ce.ss cc:1v11::ir;d :.::c.;::orr;par:ied by c1 memory ;;ddress •A t~;e merr:cry, a ;;Gm,c!;;ti!e s.::-miccnd:)ctrx merr:cry havi;;g a st.;v::ige :.::rea laruer than a max:rr;i_..:rr; merr:crJ s:2.::­

:":drkesr,t:b!e bi-::he :nf:1·-r:C!IY add:"f::;s cf the specific bit \.Vidth, and the 1:nn'lfJ:atile :nf:1·-r:C!IY Bon;( identif:cm:or. n'.~1·-r:be:-- r:1ona9e11:er:~ rr.et:1:s for div·id:r.r-1 tt:e stcror-!!·= a:,eo fJf 

·the :.:ern:c-:..1:vJue:·tor merr.c:y ir:to a pkira:ity of b3r.ks 3r,d :71onagin9 a p!u:::il1ty -:..1f ~J;;r;k id.::-r;ti flcati•J:; n:..;rr:be:s e:orrespc:1ding tc the p!:..;ra!:ty of ba:1~s .. ;;r;d 3 ~J;;r;k i:v:hJded 

:nth-:: b3r.~ desigPatior: ,:,:1P-:P-:und trnnsP-:ltted trorn -::he h•:1st device Or:e ,:if ti~:e p!ur:3;1ty cf O::rnks is 3s::igr:ed ucccrdirig to -::he iden-:::tic:3tic,n r:L:rr.be1·. Bar:k desigri~t1on 

:~1t:,1r:s f;J:· d~s:9ne1t:r:g ~ be1r:k '~c: be ,1cc:essed ;rnd c:r.e cf thP- deBlgr:81ed b,1r1ks 8rf: f!C:CP.ssed ir. :·e:~pGr1se :.o the t::e:·no:y ~c:c:~ss ;..-:crr:rr:,1r1C: trnnBr~;inwJ frrJrn '~he f;cs-: 

device 3nd ,;cccmp;v,1ed by 3 rr,e;·,1c,1y 3dd0eos h3v:cg the specitic b;, w:dth. A i-,·,emory c,:,i-,t1·,:,I unit, and 3 card add;·ess ge1·,erm:on ,F,lt th3, ge;·,emtes;; c3rd 3dd1·ess fer 

:der:~:fy:1:,g_-::he_:w:1:~:n1:v ca:-d de'lice_in 1·(:s::ior.r,(: tn_o f..arc: addre:,s_genf:1·t:tlnn_cfJ:~n:~nt:1:d_-:::--ar:s:n:ttfa! frl!I"':~: the_hfJ:;t dev:ce_and t1·a11sr.":itr, ti~:e_card t:drkesr, tl! the_hfJ:,t 

device; ·rhe b::;:;k id-er;t1lka1i-:..1:; nLlmbe: :11::;:;agerr:e:1t rr;ear:s :s ge:1>:rnted by the c;;rd addres:.: gen-e~;;t:fJn mea:;s sc t~1;;t a ban:-.: ide:1t:f;caticn :;umber equ;;! ·to the V3!u.::- of 

-::he 9(:11ern~ed ca:T:! oddre:;s i:, assigned tc :": spef .. ific en(: of the r.;:h~1·aH~y l!f bankr,. Bank it!en-:::Tict:t:n11 ccrre:,pl!lld:r.r-1 to each l!f tt:e phJ:-a:ity fJf ~E:1:ks Tt:e ban;( 

dt:sig:1;:::.IGr1 c:;..1:·n:~1;::r:d ext:G'.:'~es :.hf: C:818 t:·e1:;sff::" w::_f; the h;..1B:. rfov:cf: i:1 :_f;t; ope:·e1t:or: mode of tht: rnet::e1y· c~:-d de-,.rice (fosi9:;r,1twJ by the c:e1rd wJd:-esB 1,,vhid: :s 

ti·:3i-:srn:-::-::ed frcrr: the host dev:ce. lt :s ~ card se!ecti•:1P ccrr.rr.3ric:; for rr:akirig a -::rar.sition -::o 3 :x,ssio;e dat3 tr:3i-:sfor mode . 

.4.cf .. l!l\!lng tc th(: p:,ese:~:t ln'H::~:tlnn. :":1: acc(:ssi~"J:t: r:1err.fJ:'Y addrer,:; sprKt: can be expanded whih": n1ointa:1:ir:g f,l!l"':~:pcr:::bi!:ty 'Nith ar. f::<:stin9 host -:-fov:cf: thm dee:, 110-:: 

:~:jppc:n ·:he b:Gek :_;r:il ~C:dreBsir.g :~1~thGd. 

Here:r.afte:, err:bcd:rr;en·ts cfth-e prese:1t :nve:;t:on w:!! be desoiti.::-d w:t~; referer.c.::- tG fr1e d~::i-..v:r.~Js. 

(E~1bcdi,,i,·,11t 1) 

;:1G_ 1 :s a b:cc~ diag~::;:71 shm,1nng a •:Gn·f:gu:ati•J:; of a me:7vJry ca:d ;;cccrdi:19 to the fi:st .::-mbodime:;t of the present :r.ven·t:or.. r~;e memc:y t:3rd 1 Cl1 is ::i rr;ernory .;_;ard 

t:·,ilt c3n ::,e detac:·,ilbly connected ,o ,he :·,os, device 1 G, 3'1d is ce,;lized, for e;:,;n-,ple, as 3;·, SD (Secure Dig;t,;I) memor1 card. The SD i-,·,en-,ory c,;i-,J 101 io a removab:e 

cci:d :_f;r,1t is d~tr.1eh8bly t::c:u:1ted ir: e1 r~;t;rfl!"J:"y ;..-:r.1rd rfl!°J'.:t:1i:1g sk:1 (SD c:ci:d sk/~) pt·ov:(Jf;d i:1 :_f;t; h{:st dt:,d;..-:t; ·w Buch c!B ~ pe:sor:,1! co:~1pulP-r,;:: !='[i;\ (Pe:·so:;r,1! Di9i1c1: 

.A.ssi::tun-::s), ~ c3rr:er:3, or 3 mol:11!e ph•:1Pe. !ti:: 3 st•:1i·:3qe device. AH ccrr.rr.ui-:1c3-:::cns be-::w-::en -::he hos-:: device 1 O ar:d th-:: SD IT:emor1 -:a rd 1 C:1 ~1·-:: ccntrdkd by 

cc:n:na1:ds fror:1 the hns-:: dev·ice : G. 

,\ b:_;s (SD b:js) ~'.Cl crJr1r:e;..-::.:r:g ·:he f;csl devlr;e 1 O ,1r1d the SD r~;t;rfl!"J:"1/ ;..-:r.1rd ·1 D-: ::;c!L:de:~ six r;ot::t::u:1:c~·:i{:r. :1r1es (d;:::_;:: DAr 0-'.3, ;..-:crr:rr:,1r:C: C:~v~D, c!oc:k Ct!>:.) r.1wJ '~ht·ee 

pcwer supp:y l;i-,es (VGD, GND, GND). Correspcndmg:y, the SD i-,·,en-,ory c,;i-,J 101 h;;s tour data ;:,ms [DAT0-3] 109, 1: 0, 102, , 03, a c,:,;-,1;·,1m1d pin [CMD] 104, ,;i-,d 3 dock 

si~mal pi:~: ICLK] ! C:7 t:s shfJ\.Vr: in the TI[-!:J:"f:. The (JfJ\.ver s:J~~)p!y ~~Jill [VQDJ 1 OS rv:t! tv,;c 9:-fJ'.~1:d pin:, [Gi';D] ·! Q5 and·! QB a:,e prcv:de6 T~1(: functicn:; ot-::he :,Ix 

•:rxnrnLlr.i-:..;at1on !::;es (data DArD-3, c-:..1:7v71;;nd C~;lD. dGck C.:U<) ::i~-e as fcUows, 

DAT0-3: Each dEJta :ine :s,; b:di 0ec,;onal s1gcal line coed fer d3t;; ,;·,;i-,ster between the host dev:ce 1 O and the SD memocy c3rd 101. E3ch ,:.f the hes, ,Jevice 1 O ;;;·,d ,he 

SQ r:1err.cry eord ·! o·i npern~er, In ~he ~~JLish-p:J:! r:1ode. 

C:MD. n,~ r;ot::t::c1:1d si9ne1: !ine is e1 bidirect:cr:,1: s:gr1~! Hr1e. lt :s L:s~d ·:rJ '~:-~r.sfer crJrnrn~r.tfa fro:~-, thP- heB:. (Jf;v:cf:-: o t;..1 :_f;t; ~;:) metr:e1y· c~t·d 101 r.1r1d h: trn:v~fH 

resp,:1Pses frcm ti~:e SD rnerr:cr; card ~ 01 t•:1 the hcst 1Jevi-:e ~ 0. Euch meP-:ory ac-:ess cornrn3r.d, sL:c!~: as 3 1·-::ad comi~:1~Pd 3nd u vvrite comm3r.d, :r.c;udes ~ 32-bit vv:de 

r:1err.fJ:'Y addrer,:; as it:; ccrr.rr.a:~:t! a:--g:...:r.":ent. 

C:LK: Tf;P. dock s:gn~: l:ne iB ~ s:gr:,1: !:r:f: fo:- '~:-~r:s:·n::.t:r:g ·:he dGr;k :~igr.cil c:_ K f:;..1:~1 thP- hest (fo,dct: ·i o t;..1 :_f;t; ~;:) rnet::{:ty· c~:-d -: 01 ·r he c;..1:~-,:~1r.1wJ '~:-~r.sfe: f:·e:·n tht: ~K:st 

device 1 G to ,he SD me1-c,,:.ry c;;;·d: 01 and ,:·,e data ,,3;·,sfor between the hos, de-,:ce: O 3nd the SG memcry card , 01 me sy1·,chronized with ,he dock s:gn3I C~K suppl;ed 

f:·e:·n tht: h{:st d~1ric~ ·1 D h: th~ SD rr:P.m~xy c,1rd ·i 01. i: xecu:.~d. 

n,~ SD rr:e::K:t-y c,1rd ·i 01 :s pr{:1.1:ded wilh 8 ;..-:r.1rd C{:ntrdlH ·! ·11..:. c1:1d ,1 f:c1Bh rnet::{:ty· ·: ·! 6. rhe f:,1sh :~1~rr:Gry 116 Is c1:1 P.!ect:·icr.1!:y P.:"~scib:P. find '✓,:"tf~~b!~ r1or:1.1o!a:i:e 

sei-:1icor:du,:t•:11· p-:ernory, ar:d iPC:L:des, fer exarnp:e, or:e ,:11· p-:ore ~·~.4f·~D flash EEPRCM ,:hips. !P -::he we::er:-:: em0,:11Jirner.t, ti~:e t1asi-: rnemcr11: 6 :r.,:;udes u s-::crnge urea 

f;,1,d:1g ~ t::e:1i;._1:y si::.t: :ci:·ge: tf;r,1n ·:he :11;::xit::L:tr: :~1~rr:Gry s:1-e (,~ c:u) ·:h81 c;::r: be e1ddmssed by ;:: '.37--bit wide :~1~rr:Gry ciddr~ss. 

n,~ s'~~x~ge r.1rf:~ ef the f:,1sh :~1~rr:Gry 116 Is co:~1pcsed of;:: !~t·ge :;urr:bet· {:f e:·e1:~f: bkK'.ks. n;t: sizP- {:f ee1ch ernBt: bhx-:k is, fGr exe1:~1ple, B !<!3, -: 6 :<t!, Gr 37- K:3. Ecid: 

ernse b!c,:~ :s composed of a ph.ff~H-::y ,:1f ::1uges. One page is L:s~u!:y compcs,;:1::; at 528 (S12 + 16) bytes. S12 bytes are used 3S u d3-::a stomge 3re~, and : 6 bytes 3re ~sed 

;::s 8 :eduwfor.1 e1:er.1 fr;r s'~~xir.g ;::r: et·:-rJ:" cen-ect:or: !";{:de r.1r1d the Vike !f the s:1-e ;..1f the P.:"~se b!ock is B Ktl, rJr1e er;::se bk;ck ::~ C{:tr:p;..1:~P.d {:f 16 pr.1ges. if thP- s:~e ef the 

.::-rase ti!Gck :s 16 K8, Gne e~::i:.:e b!•J•:k is e:orr:pcs.::-d of 32 p;;ues. ;f t~;e size cf the erase ti!Gck :s 32 K8, Gne e~::ise b!•J•:k is e:orr:pcsed of 64 p;;ues. ;:Gr exa:71p!e, ;; 64 rv~8 

f:ash EEPROM i:, eor:1pcr,(:d ot 528 ~)~,--::es .: 32 pa9es x l..:-G9C, W!F?t"': bkx..ksc 

:r: lhe SO me:~1ory cci:·d 1 o·!. the user ;__fa:_;:: ,1re~ ;..-:r.1n or.!y :-e~d ;::r:d w::te ,1 r.en::fll C!"J:":1:":l~nd r~;r,1n~9eB sepe1:e1:.~!y fl;::sh me:~10:y ·i ·i 6 t;..1 tf;t; .:..:.~~! dr.11,1 ~reci r.1wJ '~he pro:.H;-:ed 

;;re-a. 1:1 order to 3c-:..;ess t~1e ;xo·tected area, a prede1e~:1i:;;ed aut~1>:Ptica1i-:..1:1 proe:es:.: :s ~-equired. n1:s rr:eHwd uses the rr:e-:..;~;an:s:11 c,f CPRf\1 (Ccr.1e:1t P~-:..1te•:t1Gn for 

R(:co:--dobk: Media: http://w;_,-,.r,,vAf .. t:llt:-::y.cnn1/tfa'":h/cpn1:/}. Tt:ls rr.echar:ir,:~n rea:izes a f'.~1:e-:::or. for r,'.~pp:,esr,:1:g occess ~)y unt:Lithtxi:zed de'lices. 

·rhe ;..-:r.1rd !";{:ntr{:!lH ·! ·11..:. iB ,1 c:;..1:1t:;..1HP.:" ·:h~'~ ci;..-:cess~s '~he f:r.1sh :11er~;cry-:-: 6 :n :-espo:;se Le e1 eo::it::f!nd f:;..1:~1 :_f;t; h{:st dt:,1i;..-:t; ·i o. n;t: cf!:·d cGnlrG!:e:· 11 ~~ ir:c:l:_;df:s e1:; ! / o 

:nterfoe:e u:;1t (! / O; / F): 11,;; ROM:: 2. ::;:; SRJ\M 113,;; rnerr:cr11nterfoe:e (me:7KW{: / ~) 115, a re~}:.:ter 11 ?, a ban:-.: !D gen-e~;;t:fJn :..;n:t 1: 13. ::i bank desiff1;;t:on :..;r.:t 119. 

,,11d A:1 MPU : 20 's prcv'tizdc 

Ar::/ D ir:'~erfoce uni'~(:/ D ! / n ·1 ·i-: ::~ ~ h;..1:~t ir:'~erfoce uni·: fo:- ext:G'.:'~ing C!"Jrfl:":l'.:r.icr.1ilrJr: wilh '~he f;csl devlr;e 1 o. ·rhe RO~vi-: 1~'- slrJrf:s e1 prGgr,1m (fo·mw;::r~) P.xeculP.d 

i?/ the MPU 120. The i~:1err:ory ii~:t-::rfo-:e ~ 1 S is a i~:1-::rr:ory coi~:ti·o; :.ir:it th:3t uccesses th-:: tl3sh IT:ernory 116 :r: :3,:cord3r.c-:: vvith a memory access c,:1P-:P-:und from -::he ;-:os-:: 

devif .. t: ! C: :V:t!e:, -::he f,l!l:t1·0! ot -::he MPU ·! 2G. The re~fs-::er : : 7 :s ur,(:d -::o hdd varifJ:E :r.fcrr:1oticn 1·(:ga:--d:r.r-1 tt:e SQ n1er.":cry ca:--d : 0·1. The brv:k :o gen(:1·atlon un:t 11 B i:, a 

ba:1~ ide:1t:ne:at:cn :;umber rr:a:1;;gerner.1 u:;1 t tha-t divides t~;e s1cra9.::- area -:..1f t~1>: flas~1 rr;ernory 11 ;:. ir:to a p!Llra!ity of b3n:-.:s (a pk:r;;!:ty •A :.:tGrage ::i~-eas) 3r,d :7mnages a 

phJ:"a:ity fJf ~"J:":1:k id(:lltillcatio1: n:...:r.":be:·:, eo:--:,espfJnt!lng tc thf: p!:...:ro!:ty cf banks" . The bank lQ genN:":tinll unit: 1 B gen(:rates a p!:.i:--oHty" ot ban;( identif:cm:cr. n'.~ll:be:--s 

(b;::r:k !Os} te bt: ~sBlgr1ed t;..1 t:~d1 of :_f;t; p!u:·e1H1y ef b;::r:ks. n;t: bf!nk des:gn~·:ir:g :_;r:il ·i ·i 9 :s ~ be1r:k C:e:~igr:81i:1g ur1i'~ 1hc11 d~signe1:.~s {:r.e cf ,1 p!u:e1:i1y ;..1f b;::r:ks ;::s fin 

,;ccess rnrget o,;1·,k 3c,:ord:cg to ,:·,e cracsm;os:cn bank ;,Jen,:fic,;,;011 cumoe1· 11·,;i-,smit,ed frcm the host device 1 o. The MPU :20 is a proceosor ,hat cc,i-,t1·c,ls the 

ope:e1t:cr: of ·:he SO :11er~;cry c:ci:d ·: o·!. e1:;d ex~e:J:es Dr:~,w~re :cwfod fr{:tr: the r<OM ·: ·: :-? ·:o the SRJ\M 1 ·: 3. ·:he MPU 1".?0 rn~r:c19~s '~he :~tcmge ci:·e;:: rJf lhe fle1:~h t::e:1i;._1:y 

116 ~Yf di,,riding t~;e s1cra9.::- area -:..1f t~k tl3s~1 rr;ernory 116 ir:tc ::i p!Llr3!ity of ban:-.:s by usi:19 the ba:1~ :c gen-er;;t1Gn un:t 11 B and t~;e ban:-.: spe-:..;1lkati-:..1:; un:1 119, 3nd t~;e 

bank specilled ~)y ~he ~)allk iden-:::f:catil!I"': r:urr.bN frfJ:n tt:e hcst devif .. t: ! Oc T~1(: n1er.":Cr/ t!e'lice ir, acce:;sed :":cccrdin9 h! a r.":e:no:y acc(:ss f,l!ll:ll:and ('Nl"it(: ccrr.rr.and, 

~.::-ad cc:1v11::ir;d. -et-:.;.) f~•J:71 the hcst devi•:e 1 U. /~dd~-essing (;;ddress:r;u) for e3c~1 bank :s pe:formed :)sir:g ::i byte :)r;i·t 3dd:e:.:s:r.9 :71ethGd in order tG mai:1tc11r1 cc:11p;;t:bi:ity 

w:th e:<:sting host dev:ces ,h3t do mt supp,:,;-t the block un:t 3dd1·essing 1i-,e,hodc 

,\s show:; ir: HC:. ".?. ·:he B:.crnge ci:·e;:: Gf lhe fle1:~h merr:;..1:y ·! "!:") iB di1,1:(Jf;d i:1t;..1 r.1 p:-0-:ec:ti-:..1:; ,1:-e~ ~'.01 ,1r:C: e1 user tfate1 8rf:~ ~'.Cl? ·r he :11er~;cry s:~e ef the user tfat;:: 8rf:~ ~'.Cr.? 

is a memc:y s:2.::- !3rge: th::ir; the tr:axim:..;rr: :11-err;ory s:ze that •:an be address.::-d by a J2-b:t wide rr;ernory ::iddress ;;tt;;ched ::is 3 oJrr;rr;and a:9~F71>:nt ·to the :71>:mrxy 

occess cnn1n1ar.d, for exa:no:e, ·16 G:1. The ur,(:r dma area :?.02 i:, 11:ar:a[-!fa! by t~1(: bor.k !D ger.eratil!I"': :Jr.it ·1 ·i R by ~)e:r:g divirk:d ir:~o fcur ba1:ks fJf ~):":Ilk Oto bar:k 3. Tho~ 
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is, ;:1c:mks 0, ~, 2, :Fie; 3 are u!!cc:3t,;:c; :r. ,:yd-21· from ti-ie :c,.,ver 3ddress side -::a -::he 16 GB p-iemory :3,::J1::;1·0::ss space ,:if ti-ie :..;s-21· c;ata 3rea 202 (the spuce of OOOOQQC:C:0000 to 

:HTr:= i= i=i:;: :;; hexQdP.:;i:118: r10'~;'.':'~ien}. n;t: ::1erne:·y sil.~ !"Jf ef!cf; Gf lhe bi:l;;k o te b;rnk 3 Is 8 ;~1Qxirnu:·n ;~1t:rr:rJry s:1-e ;Jf ~~ Gtl or !P.ss :_f;r.11 :;fen bt: ;'.':(:d:·e:~sed by 8 3?-ti: 

memory addres::. :r. this err.bodiP-ierr::, th-:: merr:cr1 s:z-2 of e3ch bank is 4 GB. 

FIG. 3 shows un e>:mT,ple ,:,f,; b3nk ID tuble mCJna~ed oy,he ::,m,k ID gff,ecmlcn ;;ni, 1 '8. ,:·,is bCJ;·,k ID rnbl~ Is" tuble th,;, dei:nes the rel,;t1onsh;1:, be,w~en ,he ::,m,k ID 

ce:respcnding ~o P.~di c.f b,1r1k. o tG b;'.':nk 3 ;'.':nd ~h~ :jppe;? b:·:s ;Jfthe ,1bse!:_;:_~ ~ck!reBs ce:respcndir:g t;..1 t:~ch b;rnk. n;t: ;'.':bso:u1P. 8dd;e:~s i.s ~ :i,~-b::. rr:P.mot·y QddrP.ss 

c31:,,;ble of CJcWress;;·,e; a 16 GB mff,-,c,ry sdd 0ess sp,;ce (s space ,:,f GOOOQOOOQQGO ,o 3ff:=FFffF ;p he;:,;,JecimCJI nm3,lcn) ;pc:ud~•:! le th~ user dCJ,il are3 202. The o,;nk 

S(Jf:c:tying :Jr:it ·1·19 nb~a:r.r, the upof:1· 7. b:ts of tt:e obr,o:ute odd:"f:ss co:-:-e:;pondin9 tc! the ba:-:k 10 S(Jf:c:Tied fr(V:I tt:e hcr,t devif..e :?C: vvi~h refwence ~c thf: bar:k :D tt:b!e cf 

;:1G_ /\;; abs;..1!ute merr:cry addres.s Gf 34 b:t.s t:3n ~Je gen-er;;ted frrxn fr1e upper 2 b:t.s ar:d c1 rr;emory c1ddress •A 32 bits pr•Jvided as a crxnm3r:d ;;rgumer:t cf1he rr;em0ry 

t:drkesr, cor:1r:1ond frc:n tt:e hcst de:if..f: ·zo. 

r-:G. f..:. shews ~he :"f:!m:or.r,t:lp between t~1f: Llppw 2 bits cf thf: abscbtf: addrer,:; ccrre;,~-JOl:d:r:g tfJ each ~):":Ilk, tt:e cc:n:na:-:c: argurr.e:-:t (37.-b:~ 'Nidth r:1err.c:-y addres:,), 

;;rid the 34-bi·t •..-..·:dth 3bs•J!ute address . 

.4s c;escriti,;:d 3bcve, the IT:erncr1 ~ddress havii~:q a 32-l:11t width is giver: ~s 3n ~1-gu1T:er:~ cf the cornrn3r:d t•:1gether with the meP~:01·y ac-:ess ,:ommar:d frcrr: tho;: host 

dev-ice ·w. The :-:it::<:~u:n \/aluf: nf a :32-~Jit 11:er:10~ :":c:dress :s FFf-':"TFTF ::-: hext:c:eci:na: no~o~:cn. 

lf th~ b;'.':r:k n) rfosi9;;r.11P.d by lhe h;..1:~t de\1:ce ~:o Is o, thP- bc1:1:-: des:gn;'.':'~ir:g uni·:-:-: 9 :~P.:e;..-::.:~ ~ be1;;k D i;; mspen.st: ·:o c1 :?,:.?-bi'~ • . .vldlh merne:y wkfres:~ ~cco;~1p,1r1y:;;g ·:he 

memocy acc~ss c,:,1·,-,1·,-,ilnd from ,he hos, device 1 G. By ,;,Jdicg th~ upper 2 bits "QO", ,;n abso:ute memocy address h3Vlll~ s 3.C:-bl, w;dth tor acc~ssing the b3;·,k Q is 

gt:r1ern1ed !f lhe lrn;;k :D de.slgr1;'.':'~ed by the hGs'~ de-,.rice :.?O is 1, H:e br.1nk desi9r:c1t:;;g :jr:i1 119 se!~e:s c1 br.1r1k 1 '✓,.iith ;espec:11;..1 r.1 '.37--bit "Nid1h :11~r~;Gry 8dd;ess c1Hc1d:P.d '~() 

t~;e merr:crJ acce:.:s c;..1i7li7l;;nd frrxn the ~;ost device 1 o. !3y c1dding the upper 2 ~JI ts ''tJl ". cli; absc!:)te merr:crJ addres.s hav:PfJ 3 3i!.-bi t w:dth for accessing the bail~ 1 i.s 

9enerated. !f the brv:k :o de:,igno~ed ~)y the hns~ de\/ice 7.G :s ?.., ~he ~)allk df:s:gr.at::-:g :Jr.it ·1 ·i 9 seh":c~s a bank 2 in re;,~-)l!l":Se tfJ a 32· bit \.v:de 1:-:en10:y add1·f:ss assccit:ted 

w:th the rr:,ei7KW{ 3c;..-:ess •:rJmmar:d frcrr: the h0s1 device 1 o. 8y adding t~;e ~pp-er 2 bits ··1 er·, an ab.soh..rte rr:ei7KW{ 3ddre:.:s havir:g c1 34-bi1 1Nidth for ac•:ess:PfJ ·the ~J;;pk 2 

Is e;ecernted. If the bCJ;·,k ID desi~csted by th~ hos, device 20 Is 3, the bank d~slgne3J;ng cnit 1: 9 selec,s " bank 3 ic respc-nse to "32-b;, width ;·,1~1T,ory 3dd1·~ss 

:":cccrr.pa:-:yin9 tt:e r:1err.fJ:'Y accf:ss co1:-:1:-:a11d fror:1 ~he t:l!S~ dev-ice ·i G. Thur,, by add:r.r-1 tt:e :..:ppe:·?.. b:~s ··: ·! '", an ab:,l:!:J~e rr.e:-:101-y- oddre:,s hrNir:g a 3,~ -b:t wid~h for 

3c•:ess:PfJ ·the ~J;;pk ~1 :s gei1>:rnted. 

N-:x-t. th-e Gpera1iCil of the SD merr:;..Fy t:3rd 1 D1 wrn be d-:scribed with r-:f-:rence t•J F!G. !-1-:re, it :s as:.:umed 1hc1t t~;e wr:t-e data from the hGst de.,rice 1 o is ·,.vri·tter: tc t~V:­

~)ank. 

!r: step SD-:, :.f;P. hest dt:,d;..-:t; ·i o 1rn:i:~rr:1·:s c1:1 ir1ilic1H1-8lk1:1 G!"Jmm;'.':tKi :.o thP- SD t::e:11;..1:y :;;'.':rd 101 1rie1 r.1 ce11::11e1;;d (CMD} nne. rhe G;'.':t"d cor:troHet·-: 1,~ cf :.hf: SD merne:·y 

•:ard 1 U1 perf•Jri11:.: a predderrr;1ned :pi ti3!:zaticr: pr;..1•:ess 1n step '.:>02, ;;pd ·trar:Si11:t:.: a response :pdicat:i;g the ei;d of ·the :i;1tia!izatior: pr;..1;..-:ess t;..1 t~;e, hcst ;;pparnt~s 1 O 

v:a a cor:1~and (C:~;1[:) H:-:e :r. :,tep 5C:3. !1: steo 5G{ thf: host a~-)~-)aratus ·1 Q 1·eceiv-es thf: respcn:,e ond conf:rr:1s t~1f: er:d of t~1f: :r.itit:!izat:01: proce:,s, 

!r: step 5D5, :.f;P. hest dt:,1i;..-:t; ·i O trn:i:~rr:1·:s c1 br.1r1k d~si9ne1t:cr: ce11:11:e1;;d ir:c:!udir:9 e1 b,1r:k :rfor:'~ifi;..-:r.1nGr1 r:u:11bt:r (b,1r1k :o} 1he1t dt:sig:1Q:.~s 8 br.1nk te bt: ;'.':c:;..-:t:ssed tG lhe ~;o 

i7lHP0ry c;;rd 101 via a •:ommar:d (C~viD} !ir:e_ !n step 506, t~;e, card •:Gntro!!er 11.:'.!. Gf the SD r:-:eilVJry card 101 Llse:.: the bc1i;k !D t3b!-: des;..-:r:bed at.1•Jve c1:.: the bc1i;k 

desi[-!:l:":tinn prccf:ss tc :,et ~he ~J:":1:k m -../a!:Je :1:c:urk:c: :r: thf: bar:k desi[-!:l:":t:nn cc:n:nt:1:d trnrn ~he ~1ost de-../ice ·1 Q tl: the uo~-)er tv,;c a~)so:ute t:drkesr,f:S, A prcrx:ss fJf 

CCi1-,,rerting 1c ~J1ts is exeo..:ted, ;;pd ·the va:ue of the upper 2 bits :s hekL :r: .st-:p 5Ll?, the cc1rd c0r:tr0:!er 114 of ·the SD i11-err;ory cc1rd 101 trar:sint:.: 3 re.spGnse :ndicc1t:PfJ 

~he ,;:pd of ~he ;:1c:mk des:gr:3t;,:1P process m the hos~ device 1 O vi~ the C-:F:11~:1~nd (CMDJ ;ine. ;p s~ep 508, the hos~ ap::1~rutus 1 O 1·,;:ceives the 1·espcnse 3r:d ,:ontkms the 

~wJ {:f the b,1r1k d~si9ne1t:cn pt·oce:~s. 

ji; s·tep ti09, the ~;Gs·t device 1 G transrr:it.s a '.o'F:t-: cor:-:r:-:aiVJ to the SD rr:ei7VJry card 1 C:1 vi;; a C\.1i1V7lQPd (C~1m) line.!\ i11-err;ory addr,e:.:s va!~e ~;aving a J'2-b:t width :s 

odrk:c: tn ~he 1111:'ite CfJ:-:1:-:1:":lld ar, a ccrr.rr.a:-:c: arg:..:~ent. Wher: thf: cord c•,Y:t1·0:!er ; ·! 4 l:f tt:e SQ r:1err.cr/ card ·! 0·1 l"f:ceiv-es thf: 1Nrite cnn1n1ar:d, ir: r,tf:p 5 ! CJ, tt:e card 

cGrr:rG!:e:· 114 !"Jb·:;'.':in.s ~ :i~:-b::. width r~;f::"fl!"Jry e1ddmss -,,,~:ue f;;._1;~1 thf: c:;..1:11:11Qr:d ;'.':t"gL:11:e;;:. ,1nr.1ehed :.o the '.ovr::.t: !";{!ll:ll:cl;;d, f!:1d for :.f;ls :l~'.-blt wid:.f; rr:P.mot-y QddrP.ss 

V3!ue, An 30::o!:..:~e :3,::Jc;ress ;~:uvirig a 34-bit width is gei~:erated by e>:tei~:c;ing the s~ored up::1er 2 bits. !n ~he fonm11111~:q s~ep 511, the c3rd c,:11~:t1·,:1;!er ~ 14 of ti~:e SD rnerr:crJ 

cc1;d ·; o·! de.slgr1;'.':'~es wt":'~e ;__fa:.r.1 1r,1r1s11:itted f;;._1;~1 :.hf: hest dt:,dct: ·w vi;'.': the (fal,1 (D,.'\rD-'.3) :i:1~ fc!k:'.ovlr1g the wri'~e ;..-:cr~;rr:,1r1d by ;'.':r, e1bwJ:L:1e QddrP.ss hm1:;;g ~ J,~-blt width 

-rhe ·,,vri·tir:9 pr•J•:ess f•Jr writir:9 t•J the stcrag-: !occ1t:op ir: 1~1>: flash rr;em0ry 11 ;:. is -executed. :r: the writing proe:es:.:, the absc!ut-e addres.s, the write ;__fat;;, and its c;..1i;tr;..1! 

si~ma! we s:Jpp!:ed ~o the f:ash :nf:1:-:l:ry : ·! 6 \/:a t~1f: n1er:1cr/: / ;: 1 ! 5. T~1f: write tt:rget bon;( is df:tf:rn-:ined ~JY ~he \/a:!H: nf the upof:r:?. bits, ar.d tfJ whid: s~Cr3[-!f: pnsitifJ:-: 

:n ·the vvri te target ~Jank the data i.s written :s det,eri1i:ried by the ~12-ti1 t \llddt~; memory ;;ddress V3!u-: ass•J•:i3ted ·,,vith the write •:ommar:d. vv~;en a vvri te c;..1i7V71;;nd is 

;·,;:ceived from an ,;:xistiPg hcst devi,:e th3~ dee:: r:c~ h:3ve 3 bank do;:s:gn:3t;c,n tur:ctioi\ ~hat i::, \<Vher: :3 wr:~e ,:i:::,rr:rr:and ;::; received w:~hcut re-:e:viPg 3 ti~Pk de::igr:atiori 

ce:11:11e1r:d. the e~t·d co;;:.;o:!et·-: 1,~ of :.f;t; ~;:) met::ery c~rd 1 01 r.1!wQys hr.1s 8 br.1nk. Cl Is s~!ec:ted r.1s c1:1 ,1u·:e:~s 1m9et br.1nk. 

!r: the f•JB0w:PfJ step S12. th-e t:3rd OJPtr•J!!er 11i!. of the SD merr:cry t:3rd 1 Cl1 tr;;nsr:-:i1s a resp;..1i;se ii1d1e:3ting t~;e CCi11pleti0r: cf the writing proe:es:.: tG ·the ~vJst device 1 O 

vis th~ command (CM Di l;;·,e. In step 513, the h,:,st apps03tus 1 Q rec~ives the cesponse m,d conf1r;·,1s ,he WIT,pleticn ,:.f writing. 

l:-: the ca:;e 't✓here the wr:~e acces:, tn ~he :,arne ba:-:k :;, exef_.Lited 3 ~-):u:,a!ity nf tinies, the hfJ:;t device ·! Q l:1:!y :-:eeds to ser.d tt:e ban;( desi~matior: f_.l:1:-:1:-:and cnce before 

:.:er:diil'.:J the first ·,,vri·te <>.Ji7lrr;and. 11 :s or:!y nec-:ssary to transmit;; \111rite c0mm3r:d ·,,vithcut traiE:mi'ttir:g. 

As t~;e ban:<. !D vah..:e. cli;y va!~e t~1;;t t:3r: Ui;1qLle!y idei;t:fy eadi b3n:<. t:3r: ~Je Lls-ed. i-=~rthermcre, the bail~ des:unaticn •:rxnmar:d :pe::ud:i;fJ ·the t.1;;pk !D de-es r:ct 

r:ef..essa:·::y have tc ~£~ o rk:c:icated bank df:s:gnatil:1: ccrr.rr.a:-:c:. :f ~he cnrnrnar:d f..an :ndude thf: vabe ot ~he ~J:":llk ![: a:; a CfJ:-:1:-:1:":lld argu:nf:1:t, V:":1·:nus f:.<:sti:19 

•:rxnmar:d.s t:3r: t.1-: Llsed as the bar:k desiff1;;t:fJn CCi11i11QPd . 

.4s 1Jescriti,;:d 3bcve, ;p th:s "::IT:bod:r:-:erit, 3r: :3,:ces:: targe~ b31~:k :s first desiqnmed tiy ~he ;:1~nk !D fror:-: the hos~ dev:ce: 0, :31~:c; a w1·1te 3c,:,;:ss to ti~:e design3~ed ~cces:: 

~orget ~J:":1:k i:, exf:cuted 1:-: accfJrda1:ce with a 1111:'ite CfJ:-:1:-:1:":lld froni ~he t:l:st de-../ice ·i G. Therefcre, the hfJ:,t de'lice : o can tff_.cesr, a r:1err.c:y addres:, sprff_.e :arge:· t~1:":ll o 

i7lHP0ry addr-:ss .space ;;cce.ssib!e by c1 32-bil \-'iidth r:-:eilVJry addre.ss (byte unit addr,e:.:s) or:!y by ch3r:g:PfJ ·the c1•:e:es:.: taruet bail~. -:-her,efor-e, i1 i.s poss:b!e 1c -:xpand t~;e 

:":cce:,s:bk: 11:er:10~ :":c:dress :;pace while r:1oi:1ta:11:r:g f_.l!ll:pm:bi!ity 'Nith or. f::<:sti:-:g host de;:rx: thm dee:, no~ s:J~-)pnrt tt:e bkx_.k :..:r.it :":c!rkesr,:1:g r:1ethcd. F-:Jrther, at the 

·:it::e of wri'~ir:g tf;t; ·~!e, sevf:r;'.':! wrile c1;..-:cP.ss~s for w;:t:r:g ·:he ;__fa:.Q gr:J:jp ;..-:or:s-:i'~::'~ir:g :.f;t; ·~!e r.1m ext:e::'~ed fo:· th~ des:gr:a:ed be1r:k '.ovhi!e Q een~in br.1nk ::~ des:gn~·:ed. :=er 

~his 1·eascn, ev,;:n :t ti!,;: fragmer:tatiori occurs,:~ is possible tc ::1i·event tho;: occ:yrei~:ce cf 3 ::i~Ll3~:cn where c;ata grct.:ps cor:stit:..itiPg ~he ::a me fde ore st•:11·,;:d 3crcs:: 

dlffHt:rr: bf!nks. rhe;efo;e, evP-r1 fot· fin t:xist:r:g h{:st dt:,d;..-:t; ·:h;'.':'~ dees r:d he1ve e1 b,1r1k d~signe1:.:cn f:jr:c:ti;..1;;, for;'.': ~:t: ex:s-:ir:9 :r: b;'.':r:k D. e1n d818 gro:_;ps c:;..1;;st1·::J:ir:9 th~ fj;e 

;_-a~ be read c;_;c,e;_-tly. 

Dst3 ;·~udlcg ;s 3lsc, e>:~cu,ed ;;·, the s,;n-,e procedure 33 111 elG. Fu;·the;; ,he ::,m,k 0-3 may ::,e ccmposed cf /cur flCJsh EEPROM chips. In th;s c3se, fer example, by 

:~:jpp!yir1g c1 chip er:,1b:e sigr:c1! tG :Jr:e of th~ frrnr f:;'.':sf; 1:EPr<OM chips r.1ecerdi;;g IG ·:he v,1:L:e cf :.hf: L:pper:.? bi'~s of th~ ~bso:u1P. t::e:1i;._1:y ~(kfres:~. e:1~ :Jf lhe foL:r fle1:~h 

;:.cPF-.'.CHv~ ;..-:hips :s de.s1un3ted ;;s an ;;cce.ss ·target bc1Pk. !.s done. r~;en, ;;p acc-:ss 1;..1 t~;e des:gnated fl;;sh [[PRC~;l ch:p is -execut-:d acc•Jrding to a rr;em0ry c1•:e:es.s 

cnn1n1ar.d :1:c:udi1:g o 32-bit widtt: n1er:1cr/ :":drkesr,. 
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The f..arc: seh":c-:::or. f..c)11:11:and (CM:J7} :s :": corr:rr:and fo1· chor.r.i::~:g the G(Jf:1·ation rr.crk: nf the SD rr:e:nfJ:y cord ·1 a: tn o datt: transfer rrx;df: copa~J:e cf executi:19 da::a 

·:r~::sfo; i.'\1i'd': the h!"J::/~ de·,.r:c:e ·n1e GQrd se!~<..:tio:: ;..-:or~;r~;,1r1d (C~AD"J) i::c:h_;df:s e1 c~rd iidd;ess fr:t· id~r:nfying :_f;P. ~;:) ::1erne:·y G;'.':t"d 1 Cl1, wf;l:;f': ::~ refot·red Le QS :~GA (;e!a::ve 

c,3;·d uddress). VVher: the SD p-:emory c~rc! 101 re,:e:v-2s 3 -:~re! se!,;:ctior. ,:i:::,p-:rnand ii-:c!:..;dirig h:s cv-v-r1 RC-A, -::he SO m,;:p-:ory c~:Fd: 01 shifts the cp-21·~t1on rr:cde c,f the SD 

;~1t:rr:rJry c:;::rd ·i 1n Le th~ df{~;'.': LninBfH rr:rxfo. WhH1 ·:r~::s::_:cni::9 t;J :_f;t; d;'.':18 1:·c1:i:~ft:r rw"Jde, thP- SD t::e:•n;._1;y :;8rd 101 :;;'.':n ;;cr;~1r.1!!y w;cep:. r.1 ::1err:ery w;c:e:~s c:;_1;~1;~1;;:nd 

(re;;d cerr:rr:cF1d, '.o'H:t.::- cerr:rr:cF1d, etc_) frc:11 t~;e hest d.::-vk;.::- 1 Ll. n1>:refore, ri;_v:11::iBy, w~1>:n perfor::1ir:g r.::-ad 3c•:ess ;;rid '.o\1r:t.::- acc.::-ss tc t~k SD rne::1er1 •:ard 1 U1, the SD 

:~ne1i-:o:y ct:1·c: 1 :J! I:; n1ade to ha-H: da::a by" :s:,Liing a card s::!ecticn con1r:1or.d to the so r:1err.c:y cord·! en betore l:,s:..1:n9 tt:e r:1err.c:y acc:::;s c~vn:~nand !ti:; r:erx:ssa:y tn 

set t~;e ·trar:sfer 111-Jde. 

Therefore, it 3 c~1·.::J se!-2ctior: c,:1P-:P-:und (CtvlD7) ind~c:ing 3rl RC.4 :F:c: a b:F:k !Dis t1·~psrnit::ed to ti~:e SD rnerr.cry c3rd 101, 3n ;ps-::ruc-:::cn t•:1 tmnsitiori to the d:3t:3 

t:"a:~:sfer r:1ode and on acce:,s -::orget ~"J:":1:k ca1: be :,peciflfa! \ri1it~1 a sl:~:g!e c•,Yn1:~:and 

I:; s·tep 601, the ~;Gs·t app::ir;;t:)s 1 O tra:;srni·ts ::;:; RC/~ 9.::-nerntic:1 c0rn::13r:d (C.rv~DJ) to the SD 171err;0ry c;;rd 101 via a •:ommar:d (C~viD} !ir:e ·r he RCJ\ gener;;t:fJn 

CC'TFTlCJPd (CMD3) ;s 3 WIT,macd fer requ~s,:ng th~ SD 1T,erner1 cacd , 01 t,:, e;ece,3te ,in RCft. (ulsc ;·d~1·;·~d to 33 ;ssu;;·,e; an RCA). :c st~p 602, the ee3;·d cocceo:le 1 :4 ot 

~f;t; ~;:) met::c:ry c~:-d-: 01 ltse!f ger:P.:-~·:es ;;:n :~CA, ;'.':t:d :n step 6D3. :·e~u;:,:~ lhe RC.t\ ;'.':S;;: :P.sp;._1:v~P- '~c: the h!°J::/~ c1ppr.1rr.11us 1 Cl vifl;;: cot::t::f!:1d (C:MO) !:;;t;_ !n :~tt:p CO{ lhe 

;-:os-:: app:31·~tus ~ o 1·-2ce:ves a 1·-2spor:s-2 fr,:11~:1 the SD rr:emory c3rd 101 ar:d obt:3ins 31~: RC.4. ~ext, :n ::tep 60S, the ho::t device 1 o t1·:3psrn:-::s ~ c3rd se!ecti•:11~: cerr:rr:3ri.::J 

(C~;1D 7) tc t~1f: SD 11:er:1ory ca:\-:! ! tJ"! Tt:is ct:1·d sek:ctior: co1:~:1:~:and (CMD7} ir:cbt!es a:~: RC/, of t~1f: SD n1err:Gr/ card ; tJ"! :":nd o ~"J:":1:k !D fer de:;igr:otin9 an !ff .. cesr, targe-:: 

ba:1~. Not.::- th3t the •:ard selecticn c0rnrn3r:d (CMO-i) deeB no·t r:e;_;ess::ir:;y j:;d~de t~;e RC/\ and the bank ID :.:ep3ra1e!y, and the RC.:_.O, vah..ie :pe:uded ir: the card sdec1k1:1 

CG:n:na1:d (CMD7} can a!:;n be '.iSed a:; the ba:~:k me 

lr: r,t::p c,06, tt:e ca:-d cnn-:::\1!:e: ·i ·i 1-1 ot -::he SD rr.:::~no1y card ·i G1 cha:~:ges th:: nperoticn 1:~:nde cf the SD 1:~:en1ory f .. art! 1 CJ! tc t~1f: do-::o tron:,for 11:nde, and ,:1:, a bank 

de01un3tic:1 procesB, the ~Jank m value indud.::-d ir: t~1>: card 0elect:•JP cerr:rr:cF1d (CMDn ::.: abs•)ute. A prec.::-ss ;_1f ;_;opvertin9 t~;e ~pper 2 bits ;_1f t~1>: addreBs is exeo..:ted. 

ond tt:e 'la!ue cf the Lipper 2 ~Jlts ir, l:e:d. :1: s-::ep 6G7, th:: cord c•,Y:t1·0:!er ; ·! 4 t:f tt:e SQ r:1err.Gr/ card ·! 0·1 l"f:tliri:s o :-::spor:s:: ir:dif .. atlng that t~1f: da-::o tron:,for 11:nde ht:s 

bt:en d:,1:1ged :.o thP- heB:. (Jf;v:cf:-: o. Tf;t; h{:s~ dt:,d;_;t; ·w :·ecP.i\1~s '~he ;esp:Jr:se i:1 s~ep f.>Dg ci;;d :;onfon:s :.h81 lhe SD n:e;~1ory cci:·d 1 o·! h8s bP.en ch~r:ged tG lhe tfa~e1 

t;·:31~:sfor mode. 

l:~: s-::ep 6[M, 't✓her: the l:ns-:: de\..-:ce 1 O wa1:ts -::o c~1:":nge th:: RCA v·a!ue t:btair:ed frc:n tt:e SQ n1err:cry card ; 0·1, the ~10:;t device ·! Q l"f:peots :;teps 6Q1 tn SC:4 t:ga:r:, so -::hat 

;; ne\-'i RC/\ ,,ra:ue is ;_1~Jt::i:ned frorr: the SD rr;ern0ry ;_;a rd 1 Ll1. C.:CFl be rec.::-1ved 

1:; addi1k1:1, w~;en the RC.:A vah..ie :pe:uded ir: the card sdec1k1:1 eo::1::1and (C.:f\1D?) iB used as the bank ID :ps·tead •A :ndud:PfJ the RC/.\ and the ba:1~ !Dir: the e3rd 

s:::ec-:::cn cnn1n1or.d (CM07}, th:: bar:k !D generotifJ:~: un:t ·! ·18 ~. bank :D ctx1·espcndi1:g -::o each of -::he ~Jan ks G-3 :s generated f:fJ:~n tt:e RC~, vo!:Je :s:,Lied tc th:: host d::V:c:: 

1G. 

f-'.;G. 7 shews an exarr:p!e of 3 ~J;;pk !D tab!.::- Y11~1>:n 3 val~e generated fr;._1111 F.'.C.:A iB Llsed as c1 bank ID_ !n HG. ?, the RCJ\ value i1sdf is u:.:ed BB the b::;:;k !D C\.FreBpGndir:g t•J 

-::he ~J:":nk o. The bank :Q ccrrer,~~Jt:1:d:r.r-1 tfJ tt:e ban;( 1 ir, RCA -i- 1, the bank lD Ct!ITf:spor.d::~:g to-::he ~Jank 2 ls RCA l 2, and the bank lD Ct!ITf:spor.d::~:g to-::he ~Jank 3 ls RCA l 

'3. 

f-'.;G. 7 shews a •:ase ·,,vhere t~1>: RCA V3!u.::- trnnsrr:iUed fr;._1111 t~;e 5D rnerr:crJ card 1 01 to the twBt dev:ce 1 o :s Ux1: DO. ::;pd ·the ~J;;pk ms •A ~Jank Cl, b3n:-.: 1. ~J;;pk 2, ar:d 

b3:1k 3 3:e G:<1; DO, ax·1 ·1 Q1, Q,:11 oz. Q:<1103. 11; ,he ,,a1;k ID t3bl;, ot FIG. 7, tl;e v;,lue c;f the, upper 2 bits cf the abscl,J,,, addrers:, :s ,,sscc'ated witl; e3,,:·, of RCA, RCA<- 1. 

RC.:A + 2, and F.'.C.:!\ + 3. 

!i~: this vvay, b3rik !:Js cf b:31-:k C:, bar:k 1, b3rik 2., ~nd b3rik 3 are qenerated fr-:F:7 ti~:e RCA vakies, ~Pd -::hes,;: b3r.k !Ds 3nd v3!u-2s of-::he ~pper 2. bit:: ot-::he :3;:1so:l_:te ~i:::dress 

ore :":sscciated 'Nit!: eof .. t: other ur,ing -::he ~Jank lD ta~J!e. By l:n!din9 this, tt:e hcr,t devlf .. e ! C: f .. an de:,lgno-::e a desl:-::d bar:k t:n!y by l:,s:..:in9 a card :;e:ef .. tit:n ccrr.:na:~:t! 

;rdud;r;g the icl:owir19 val;.;es a:r ce0101ar1d acgurnen\B. 

Whrn des1gn3,:ng bank 0, ,he h,:,st device 1 Q issues 3 cacd se:ec,:en command ;i-,c:ud;i-,g ,he RCA obtain~d tcom ,he SD rn~;·,1,:,1y c3;·d: 01 38" cernrn3;·,ci ar~urnent. The 

exls-:::r.r-1 t:t:s-:: dev·lce ·i Q tha-:: dee:, no-:: hrNe -::he ~Jank df:s:gnatit:1: functifJn a!wt:ys issue:; a ct:1·d sek:ctior: co1:~:1:~:and inc!:..idin9 the RC~, nbta:r.ed fr•,Yn the SO r:1err.fJ:'Y cord 

1 C:1 3S a cerr:rr:c1:1d arg~rr:e:1t Frx this reasor:, whe:; the SD rr:e:1i;_vy card 101 is 111-J:)pted en ;;p ex:stir:g ~vJst device 1 O that doeB n0·t have 3 ~J;;pk de:.:igr:ati;._1:; functien, 

~Jank Q car: ~Jf: a:..:-::orr:otif .. a!!y selected or, an access tt:1·9et bor.k. 

When dt:sig:1;;::_:ng bc1:1k ·i, ~h~ host d~1ric~ ·i D iBS:jes r.1 cci:·d :~P.:e;_;:_:cn ce:11:11e1r:d inc:uding RC:/-\ -;- 1, ·:h;'.':'~ iB, 8 i.r~:L:e cbl,1ined by e1ddl:1g n :.o thP- -.1;;:hje ;_1f RC:/-\ d:18:;;wJ 

frc:11 t~1e 5D rnerr:ery card 101 as a •:Gmmar:d ::;rg:)rr;en"t. Whe:; des:gpatir:g ~J;;pk 2, the tw:.:t dev:ce 10 1ssues 3 ;_;;;rd se!.::-e:tior: ;_;orr;rr;and j:;c!~di:19 RC/\ 7 2, that :s,;; 

vo!u:: nb-::a:n::d by :":t!dir:g -i-?.. tt: the -../a!:..:e of RCA cbta:1:ed fror:1 -::he SD :~nf:11:txy ct:1·d 1 :J ! ,:1:, a CfJ:n:~nt:1:d orgurr.:::~:t. 1Nher. df:s:r-1nati1:g bank 3. t~1f: host df:virx: 1 CJ l:,s:..ier, a 

card se:e;_;t:fJn c;_1:1v11;;pd ir:dudir:g RCA+ 3, ·th31 i:.:, c1 ,,ra:ue Gbtair:ed by ::idding +3 to the va!Lle ;_1f RCA ebta::;ed fr0rn the SD :71>:rPGry c::ird 101 aB a cc:1v11::iPd 3rgurr:e:;t 

I~ \he ab0ve descr;pc1on .. C'k bank ID valu~s wrreBponding c;_, ba~k:r Q, 1, 2, and cl ;;r~ gener;;c~d by add:ng 0, ', 2. ,ir.d 3, re:rneclively, le RCA. Add" valu~s ether \h,ir, Q, 1, 

?.., :3 :e:;pectlv·e:y, r,d:t1·t:ct CJ. ·i, 2, 3 resof:cti'H:!y frorr: RCA, c: ~Jit-lnve:-t th:: vo!:Je ot RC~, tt: RC.4 :t 1:~:ay ~Jf: ger.e:":"ffa! by pe:'ft:1·:~ning c-::he: fJ~~Jeratior:s s:..ich :":s. 

·rhe ;_;cr~;rr:,1:1d c1:·9u;~1H1I of ·:he ;_;r,1:d se!H;-:i{:n cGrr:rr:~r:d h;;:s 8 3?-ti: w:dth sizP-. b:_;:_ !Is L:ppH ·! 6-bi1 p;_1;1k1:1 is UBt:d ,~{: i;;d/:;81e RC:,\ ;;:r:d '~he k:we:· 16-bil rx:nion ::~ ;'.': 

;·~ser,~d b:,. The~f,:,;-~, instead cf c:·,m,~:ng t:·,e RCA V3lc~ to be oe, :nth~ ce01rn3nd ac~urnent ,:,! the cacd oelect;,:,i-, ccrnrne3;·,ci to RCA, RCA+ 1, RCA+'.', RCA+ 3, RCA is 

:":!ways :,et :r: th:: upper·! 6 bits and set I:~: the rer,f:l'\/ed ~Jit:;. The \/alu:: 11:ay ~£~ cha:~:ged tc Q, ! , 7., :3, tx RCA, RCA -:- 1, RCA ! 2, RCA -:- 3. in t~1is ca:;e, t~1f: bor.k desl~v:ating 

~n:t 1: 9 3cq:)1res the bar:k ;D frc:11 t~k reserved bitB inck:ded in t~;e ccrr::11::;:;d arg~rr:e:1t c,f t~;e card se:e;_;t:fJn c;_1:1v11;;Pd. ::;:;d refers tc t~k b3r:k !D table l\.1 c0nvert t~1>: 

oc,:;'.il:·ed brv:k :o :ntc '.ipper bit;, t:f the ob:,t:!:..i-::e add1·f:ss. Tt:at's fme. ln add:ticn tt: a ca:-d se!ectlnn CfJ:~n:~nt:nd, a1:y c•,Yn1:~:and -::hat :1:c:urk::; RCA as a cnn1n1ar:d :":1·9Li11:er:-:: 

c,1r: be used ;;:s 8 b;;:nk designc11io;; !";{:t::t::c1:1d 

1:; this vvay, by usi:19 a ::1eth;_1d of desig:;ating c1 bank usir:g ::i e3rd sdecti;._1:; eo::1rr:and, it iB p0ss:b!e tc design::it.::- a bc1:1k ·t0 be aece:.:sed v1i·theu1 u:.:ing c1 bank 

de:,lgno-::icn t!ed:catfa! ccrr.rr.,v:t!. :r: pal"t!Gi!or, by :nak:r:g th:: bar:k !D vol:ff: asr,igned tfJ bank Q eq:..:o! to RC.4, any exir,ti1:g hcr,t devlf .. e can 1:tx11:aHy acc::ss ba1:k C:. 

lr: the abo'H:-t!esc:-l~Jed ext:11:p!e, the prcrx:t!u:·e for genf:1·atlng the bank;:; t:as bef:1: der,crlbed fJn the or,:;un1p-:::cr. t~1:":t the hcr,t t!evlce ; C: a1:d -::he SD rr.:::~nt:1y card ·i G1 

deter:1i:;;e in ;;dvan;_;e. HGwe-,,rer, t~;e ban:-.: !D cerresp•J:;dir:g tc .::-ash ~J;;pk iB ass:gned tc t~k SD rnerr:er1 •:ard. 11 ::.: a!s•J p0ss:b!e le :vJt:fy ·the ~;ost 3pp::ir::it:)s 1Ufrerr:101. 

Fer es:ar:1p!e, -::he SD :n::1:~:t:ry ca:-d 101 crv: t1·t:nsrr:it a:~: RC.4 CtllTf:spcr.d::~:g-::o each ot-::he ~J:":nks Q-3 -::o -::he t:t:s-:: dev·ice ·i G ar:d :Ee -::he:,e RC~,:; as ~Jank !Ds ctxrespcndi1:g 

~o thP- t·esp~e:i-.1~ b~nk:~ D<L :=er P.;rn:11p:P.. the SD rr:P.::1~xy cr.1:d ·w-: :11;;:y iBS:je e1;; HCJ\ fo:· th~ :1ex~ br.1nk when ;;:r: HCA gt::1ern1k1;; cor:-it::f!nd (C:Mo:i; iB iss:_;HJ ;'.': 

;:,1·~de,er01:n~d nurnbec of t;;·,ies. If th~ pcedete0rni;·,ed curno~1· 1s, fo;· ~X3rnpk, 3 t;;·,ies .. th~ SD rnernery card , 01 e;enerates ac RCA. foe bank G :n °eoponse t,:. the RCft. 

ge:1~mtl!°J:1 co;~1;~1r.1wfa fr{:t:: the Fi:s-: ·:it::e ~o :.hf: '~hird 1i;~1~. c1:1d gene:·e1~es :~CA f;;._1;~1 :_f;t; fo::nh ·:it::e ~o :_f;P. s:x1h ·:it::e. A:1 RC,\ f{:r be1;;k-: ::~ gener;;::_HJ fo: lhe ;_;or~;r~;,1:1d, r.1n 

RC/\ f•Jr bank 2 is gePerated fer the RC!\ 9.::-Per3tien •:rxnrnar:ds fr;._1171 the se,,rer:1h t;._1 t~;e r:i:1t~1 t:me, ;;pd 3r: RC/.\ ge:1>:rnti0r: c•Jrr;rr;and for the tePth t0 twe!ft~; times :s 

genf:rated. Ger.e:-tff:s on RCA for bank 3 
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W~V:-n fr1e va:ue of the c-:..111v11;;r;d :.::rgurr:,;.=,;;t included in t~;e rece:ved RC_.O, ge;;eratior: ,:.::orr;rr;and i.s no·t U, Gr wher; the c•Jrr;rr;and ar9u;71>:nt :r:c!uded j;; the rec.::-1ved RC!\ 

genf:ratk.1n co:~:1:~:1a11d ind:eo~er, an o!:et:c:y [-!f:1:e:--a::ed RCA, thf: SD 11:e:---:10-;y ca:T:! ! C:: YoLi n1ay 1·-r:ake :t iss:Je RCA frJ:" ~Ja11ks. !11 ~hi;, easf:, '.:he t:C!St de-../lee ·1 Q fi:'S'.: '.::ca:n:s:n:t:; 

;;n RC/\ ger:erati•J;; ccrr:rr:cF1d inck:ding D ;;s a ,:.::ommar:d a~g:)rr;errt ·to the SD ;71>:rr;rxy c;;rd 101, t~;ereby obtair:ing an RCA for bar:k 0. N.::-x"t. th.::- host device 1 Q tr:.::r:-3;71:ts 

,;n RCA e;ece,3ti,:,;-, ccn,n,3nd incb:!ing the RC.4 fer b;v,k O ;Ea c,:,;-,i;·mmd argumff,t to ,he SD mff,·,c,1y c3;·d: 01, th~1-~by o::,t,;111:ng th~ RCA fo;· ::,,;nk 1. Next, ,he :·,os, 

devi:;e 1 O 1mr1srni~.s 8i1 H.C.l\ gene;e1:.:cn ce:·n:118;;d :nc::udi::9 ~h~ HCJ\ f;._1:· bQr:k 1 QS 8 ;..-:<;rr:rr:,1r1d e1;9:_;r~;t:rr: ·:o '~he SD ;~1~rr:Gry GQrd ·! 1n, ~f;t:mby Gbtr.1i::in9 :.hf: ~~GA for b,1r1k. 

2. f;naily, th~ host d~v:c~ 10 ,rnns;·:11ts 3n RCA ge;·,emtioc c,:,p·,p·,and inclcding the RCft. for back 2 as;; con,n,3nd me;ument tc th~ SD men,cr1 card '01, thereby obrnin;pg 

j;; thf: first er~;bGdit::e:1~ dt:sc::'ib~d ~bc:vt:. the G;'.':S:2 whe;~ lhe U-SH df{~;'.': ci;eQ !)f lhe flcr~h t::e:•n;._1:y ·i ·i hi:~ d:,,1:(Jf;d i:1~0 four b~::k.s h;'.':S bt:e:: dew;t·:bed !-l;._1i.'\1e\.'H, the 

cumo~1· ,:.f backs :s n,:,, l:n,ited ,,:, fc.u1: ;;;·,,1 the user d3rn ;;;-~" m3y be divided ;nto n,ore o,;1·,ks. gc-od. 

(Efnl:1c,dirnent 2) 

:"~t:x\ r.1n ~;:) ::1ernery c~t·d 101 w;cc:·d:;;g I!) ·:he :~P.:;c:nd t:rr:b:"Jdirne;;:_ Gf thf: pre.sHf: :m:t:rr::c:n i.'\1i!! bf: de.scribed. 

!:: the nrst err:bcd:rr;errt. the exCF7lp!e i:1 whi,:.:Ji the 16 G8 .stornue are;; is d:v:ded irrto four bc1;;ks ,e;;e:h h::i·,,r:r:g Q memor1 :.:ize of 4 GB has t.1.::-er: d-e:.:e:ribed !-lcvvev.::r, i:1 the 

:;eccnd en1bodi:nf:1:t, ~he "l 6 GR sto:,age t:l"f:a :;, c!ividf:d :r.tc t~1f: lo'Nf:r ,~ GS bar:k. !t :s d:v:rk:d ir:~o t'NC! bar.k:;, O t:1:d bank 12 cf thf: upper·! 2 GR .4dd:"f::;s:n9 fo:- ~Jank Q is 

pe:frm:1ed :_;sir:9 e1 byte :_;r:i·: ;'.':(:d:·eBsing ;~1~thGd, Qr:d ;'.':(:d:·eBsing f;J:· bQr:k 1 :s pe:frm:1ed :_;sir:9 e1 b!oc:k u:1i1 e1ddr~ssi:1g rr:e·:hod. n;t: hc:st dt:1rk-:t: ·i D designe1te:~ lhe be1r:k 

by the s::vne methcd ~s in ti~:e first ei~n;:1c,1Jimer:t, and thei~: addres::es th-2 !ow-::1· 4 GB us:ng ti~:e 3bcve-described tJyte L:riit uddress111g rr.eth•:1d, and ti~:e 3bcve-r:--:enti•:1Ped 

bh"J:;k uni·: frJ: ·:he uppP.: ·i /.. G:3. /-\(kfres:~ :jsi;;g ~ddres:~ir:9 :11e:.f;cd. 

r:G. Bis e1 b!oc:k di;'.':9rc1:·n :~how:r:g ;'.': ;..-:cr:Fig::rntie:1 cf thP- SD men:;..1:y G;'.':t"d 1 Cl1 ,1u·:;..1;d:r:g ·::J '~he :~P.ce:1d P-mbodi:·ner:t ·rhe ;..-:r.1rd :;c:ntrc:!lH ·! ·11..:. ef the SD r~;t:m:J:y ;..-:r.1rd ·ur: 

:s provid-21::; \111ith u byt-2 address ccr:vers:cn ~Pi":: BC:1 ;p 3dditi•:1P to -::he ,:c,ntigL:rati-:F: of FlG. The fo·i~nwme st•:11·-::d :r: th-:: ROM: 12 :s cor:figur-2d to sekc-:::v-::ly u::e -::he i:i:,r::e 

:;ri:: ~dd:e:;s,119 r"8rhcid 8'K1 rr:P. bkick l:11:r. orJdress:rig 1-,.;ethcid Hie ether p8rr.:; ~1·e the s~me os i:11=1c 

The tE:1:k !D [-!f::-:e:,m:or. :v:it 1 ! 8 9f:1:ermes a b3r.k identifv.atior: n'.~1:-:ber (bar.k !D} frJ: :na1:ag:r.r-1 tt:e stGr3[-!f: a:,e3 :Jf thf: tlash :-nerno:y ·! "! 6 by d:v:di:-:g :~ int:J tvvo banksc 

-rhe ~Jank d.::-sign::it:or; Llr:it 119 des:gna-tes Q bar:k to be ci-_·ces0ed ac•_·Grding tc Q bar:k 1der:tifi-:::ati0r: nu:71tier (bar:k ;D) frcr:-: the host device 1 o. Wh,e:; the b!•Jck addr.::-ssi:19 

method 1s used, th-:: byte uddress cor:v-::rtH 801 ccmrerts a ;:1lock 1~:1-::1T:ory ,3dd1·-::ss :3::;soci~t-::d witi~: a r:--:emoi·y acc-::ss ,:i:::,p~:1T:and transP~:1tted from -::he ;~:ost device 1 O ir:-::o 

Q byte wJd:esB. Fot· exr.1rr:p:e, wher: !"J:":e b!G:;k :s 51 ~: by~es, lhe bylf: cidd:·e:~s c;..1;;vers:or: :jr:it 801 ~c1L:c1Hy ciceesBt:s the sl:J:~ge Qr~,1 of '~he f:Qsh n:e;~1ory ·i-: C i.'\1i'~h the 

;·:1emory 3dd1·~ss ,aiue ,:.f the block un;, 1:-y mu:,;ply;;·,e; ,he mffc,,:.1y add 0eos v,;lue of th~ bicc, ucit oy 5'2. To 3 m~;·,1,:,1y 3dd0eos v,;lue ;;·, byteo. 

The ::to rage k1cm:or. th~t car: b-2 spe-:itied Oy-::he m-::P~:ory addi·-2ss iri un:-::s ,:if ;:1bcks is discrete for -2uch block, that :s, ev-::1-y 5~ 2 i:i:,r::es. For e>::3P~:p!e, OxQC:000000 

:.fopend:r:g or: the rr:P.mot·y Qddmss :n bk1;..-:k ::ni~B 

Q:<OOOOQQG: 

G:<ODQOQQG'.' 

OxQGGOOQQQ 

OxDOOOCl1GG 

Q:<OOQO&QG 

·rhe RO~vi-: 1~'- slG:P.s fo:·nw~:e thci~ f;r,1s be~n che1;;gf:d 1t1 :;;:_Hpml lhe block u;;ft 8(kfres:~i:1g :·ne~f;cd. ~)in;..-:~ lhe MFU "":~'.Cl t:xe;..-:utt:s thi:~ fj:mwe1;e, bk1ck L:n::. r.1dd:esBlng 

cac b~ i n,erpre,ed. 

,\s shm11m ir: HC:. 9, ·:he B:.crnge ci:·eQ Gf lhe ffa:~h ::1en:;..1:y ·! "!:") iB di\1:(Jf;d i:1~;..1 r.1 p:o-:ec:tk1;; ,1:e;'.': ~·.01 ,1r:C: e1 user tfa~e1 8:'f:;'.': ~'.Cl? ·r he :·ner~;cry s:~e ef the user tfa~Q 8:'f:;'.': ~·.er.? 

:.s, for ex::irr;p!e, : 6 GB_ "f he u0er d;:.:t;:,: ::;:,ea 2Ll'2 :s divided ::;to twc t.1Qr;ks, bar:k G ar:d ~JQnk 1, for mar:ag-err;en"t. -:-hat :s. the bar:k:.: Q and : are ::;:.:signed :r: -:vd-er f :.;J:11 t~;e 

:ewer 3dd:e:,s side -::o ~he "l 6 GR 1:-:en1ory adc:ress :;pace l!f tt:e :..:sf:!" c:ata area 7.0-? (-::he :,pace of QGOOOOC:OQQQG tn 3FFf-':"TFTF 1:-: hexac!ecirr.a: no-::m:cn}c T~1e n1er:--:Gr/ s:zf: 

•A bank O is 4 G8, and the rr;em0ry 01ze •A ~Jank 1 1s 12 G8. 

f-'.;G. 1 G shcvvs a:1 exa:1ipie of a t.1Qnk ID tat.1ie m;:.:r:::iged by the ba:1~ :c gen,erQtlGn un:t: 113. -:-he bank ;D t::ib!e iB a t;:.:b!.::- tha-t defF;es b::;:;k !Ds -:::or:-espor:di:19 tG fr1e LJQPk D 

3nd tt:e ban;( 1, :'f::;pectiv-e:y. :--:ere, thf: bar:k !D co:Tespcnd:119 ~o the bank Q is :,et tn O and the brv:k :o cc:re;,~-Jl!lld:r.r-1 to the bank 1 i:, set tc ·i. H!"J\.Ve'H:I~ a:; :r: thf: iks-:: 

.::-mb0dirr:e:;t, RC/\ rr;ay ti.::- Llsed as the bar:k m. 

fa.s described ~bove, the rr.-21~:1c,1·y 3ddre::s h,3v:r:g :3 32-bit '.<Vid-::h is g:v-::P 33 ~11 3rgt_:rr.ei~:t of the coi~:11~:1~Pd-::ogethH with th-:: mer:--:cr1 uccess ccmm:3Pd trorn-::he h•:1::t 

devi:;e 1 G. -:-he :?,?-bi·: w:dth men:e:·y wJd:esB eot·:esp;..1;;di:1g 1t1 bQnk o :s c1 b:fe u:1::. wJd:esB, cind thP- :i:.:.-b::. '✓,tkhh r~;t:m:J:y e1ddr~ss ;..-:crr~spond:;;g l:J bcink ·i iB ,1 bkK-:k L:n:~ 

;:.:dd:e:.:s. 

It ,he o,;1·,k ID deoi~cated 1:-yth~ host d~v:c~ 1 O is G, the bank des:gn,;,;pg un;,: :9 dete 0mi;·,es the upper 2 ::,;ts torche 32-1:-it 101;,J,:·, men,cry uddress (':,y,e unit addreso) 

;'.':E;'.':c:h~d ·::J '~he ;~1Hr::J:y ci;..-:cesB eot::t::c11Ki f;;._1;~1 :_f;t; h{1S~ dt:,d;..-:t; ·i o. tly ~ckJi;;g bi'~ "DO", Q 3t~-bit e1bwJ:L:te ;~1Hr:G:y ciddr~ss (bytt: ::nit Qdd:P.ss} for e1ceesBl:1g be1;;k D ::~ 

geri-::rnted. !f th-2 bar:k ;o 1Jesigri~ted by the hcst 1Jevi-:e 20 is 1, ti~:e ban~ desiqPm:or. ui~:1t 119 mu;t1p!:es the 32-l:11t widti~: rnemory ~1::;dress (o;ock ~Pit 3ddress) ass,:1c:3-::ed 

with the rr.f::-no1y 3C!"..ess ,.-.n11:n1ar:d frcrr. thf: host rk:V:cf: 1 a by 512 C ,4 3<0-bit abs:J!Lite r:1err.:J:y addrer,:; {byte '.~1:i-:: 3dd:e:;s} ftx accf:ssin9 bar:k 1 :s ~v:11ern~ed. 

Nex~, lhe ep~rnnG:1 {1f the SD ;~1Hr::J:y CQrd ·i 1n 1Ni!! b~ descr:bP.d 1Nilh t·efore:1cP. '~o HC:. Here, 1·: is r.1ssu:·n~d lh~'~ '~he i.'\1:i·:e tfa~e1 fro;~, thP- heB:. (Jf;v:cf: -: o :s w;:ae;; IG ·:he 

ban'<. elG. '2 d1ff~ro trc-m elG. 5 ;;·, thm ste;:,o 90' to SG6 3re ,;,Jded. Q,her p;·ts me ,he some 3s those ;n elG. 

le s,~p 50', ,:·,e hes, ,Jevice 1 O trnnolT,i,s 3'1 in:ti3l1zation con,n,3nd ,,:, the SO n,emocy c3rd 1 Ql. The cm,:! ccntrclkr 114 cf th~ SD 1-c,emocy cm,:! 1 o, p~1·fc,ms" 

pt·ede~~r;~1:ned i;;fn~:iz,111:Jr: p:·e;..-:t:ss :r: s'~ep t,G:-?. e1;;d 1r,1:1sn:i~B ,1 t·espor:se :;;di:;c1ti:1g thP- e:1d Gf lhe i:1:n,1!izr.1ti!"J:1 pr{1c~ss 1t1 ~h~ host d~1ric~ ·i D i:1 s-:ep SCJ:?. !r: s~ep 5(Vi, 

-::he ;~:ost 3pp:3;·:3t~s 1 C: re-:e:v-::s -::he 1·-2spor:s-2 and c,:1Ptirrns -::he -::nd cf -::he 111:-:::a!;z3-:::cn p1·,:1cess. 

lr: st-2p 505, ti~:e hcst 1Jevi,:e 1 C: trari::rni-::s ,3 bunk d-::s:gn:3t;c,p ccrr.rr.:31~:1::; :r:dud:r:g :3 bar:k ider:-:::f1,:ut1on r.uml:1er (bank ;o) fer de::igr:atirig a b,3ri~ -::o be uccessed tc th-:: SD 

::1en:;..1:y G;'.':t"C: 1 Cl1. !r:steQd :Jf lhe be1r:k C:e:~igr:c1tk1:1 e:J::1::1c11Ki, ;'.': CQrd se!ecil:Jr: cor~;r~;r.1:1d i:1chK]i:1g ,1 bcink !D m~y bf: L:s~d. !n :~tt:p 506, lhe CQrd eontm!!er ·: ·! t~ {1f '~he SO 

memory c3rd 1 01 ex-2-:utes b~Pk d-2::igr.,3ti•:11~: proces::ir:g. ;p th:s ;:1u11k d-2s:gr.,3t;,:1P process, th-2 c3rd c,:1Pt1·,:1ner ~ 14 of ti~:e SD merr.cry c3rd 101 holds "00" ~s -::he va:u-2 of 

-::he '.~pper 2 bit:; of the a~Jsolute t:c:dress if bar:k G :s df:s:gnatfa! by tt:e ban;( desi~matior: !",l!l:-:1:-:an6 !f ~Jt:11k ·! :s S(Jf:c:Tied by thf: cor:1r:--:and, -::he v-alue l!f the uppN 7. b:~s :s 
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cet hdd at 3:1. In step 507, the c,m:J controlle1·: 14 ci ,he S:J ;·,iemory c,m:1101 trnns;·,1Its a cesponse 1ndic,;,;n~ ,he end ci ,he ::,m,k designe3,;,:,n process ,o the hos, device 

1 o. :n B:.~p SOH, the h;JB:. ,1ppCH'81UB ·! D t·ec:eh1eB lhe respcnse Qr:d ce:1~:r;~,:~ lhe e;;d !"Jf lhe bi:lr:k C:e:~ig::f!Li;..1:1 prGees:~. 

WhH1 ;'.':c:;__-:t:ss:;;g lhe bi:lr:k -: , thP- heB:. (fov:cf: -: o ~:·c1:1srn:·:s te ~h~ SD rne::K:t-y c,1rd -: 01 QrJ ;'.':(:d:·eBs t::c:de <.)1;'.':nge eot::t::f!nd lr1dic:Q:.:ng 'd':81 the wkfresB rw"Jde ;Jf ~h~ SD 

memocy c3rd 101 is switched ,o ,he ::,lock ;;ni, 3dd0ess mcde in stei:, 901. The blcc, ucit CJdciress ;·,1,: .. Je is un add 0ess mede c3p30:e oi receiving an add;·ess i;·, bloc, 

:_;n:·:s. On the Glhet· hc1:1d, 1,,vhP-r1 ci;.::cess:ng H:e b;rnk Cl, lhe ho:~t de,,1:ee 1 Cl :_;Qr:s::1:1s Qr: ;'.':(:d:·eBs t::c:C:e <.)1;'.':nge eot::t::f!nd lr1dic:Q:.:ng 'd':81 the wkfresB rw"Jde ;Jf ~h~ SD 

;71emory c;;rd 1 01 i:.: S'.o'il tched t-:..-1 t~;e byte unit addr.::-ss 111-:..-ide ·to the SD :71>:rPGry c::ird 1 01 i:1 step 9D1 ·r he byte un:t address rr;Gde i.s ar: addr.::-ss 111-:..-ide for acc.::-pt1ng 

:":drkesr,f:S in by~e :v:lts 

!r: step qD✓-, :_f;P. cci;d cG:r::G!:e:· 114 !)f ·:he SO rr:e;~1ory cci:·d 1 t;·! d1e1;;gf:s :t:~ !)w:1 wkfres.s rr:rxfo frot:: the byte :_;r:il ;'.':dd:·e.ss t::c:de :.c lhe b!ock u:1::. wkfres.s :w"J:fo ;_1; frerr: 

ti~:e b:cc~ :..;r:it ~c;dress p~:oc;e -::c th-2 byte ~Pit 3ddress tT:cde 111 res::1,:1Pse tc tho:: address mode ch3r:g-2 command. chango::. :r: sto::p 903, the c::Fd cor:-::ro:!ei· 1: 4 ot -::he SD 

:~ne1l':o:y ct:1·c! 1 :J ! tran:,1·-r:lts a :·f:spor:sf: indif.:":tlng CfJ:~n~~J!e-:::cr: fJf t~1f: addrer,s r:1ode char:r.ie tc! the hfJ:,t de'lice : o. The hc:,t c!l:::'lice : o :·f:ce:vf:s -::he :Y:spor:r,f: :r: r,tf:p 904 

3nd con·f:rms t~1;;t the SD merr:c:y t:3rd 1 D1 has •:har:ged t~;e 3dd:e:.:s rr:cd-e. N;_1t-2 that ·the d.::-f;;u!·t 3dd:e:.:s rr:cd-e Gf the SD rr:e:1KFY ::;3rd 101 is the byte :)n:·t 3dd:e:.:s 

r:1cde, 3r:d t~1f: SD n1etT:Cr/ card ; o·! ope:·mes :11 -::he ~Jy1e unit addres:, 11:nde :v:ti! 3r: :":c;dress :~nt!t!e c~1:":1:ge c•,Yn1:~:a11d i:, received frotT: the hns-:: dev:ce. 

Ir: r,tf:p 509, tt:e hcr,t t!eviu·: ! C: tran:;11:i-::s a wr:-::e f,01:~:1:~:and tc thf: SD 11:er:1ory ca:·d ! C:; .. 4 :~nf:ll:txy add1·f:ss ~1:":v:n9 a 32-bit \.v:dth is 3drk:d tn -::he vvTlte CfJ:n:~nt:1:d 38 a 

cc:1v11::ir;d 3rgurr:e:;t_ ·rh:s 32-bi·t rr:e:1KFY addres:.: :s;; byte un:·t add:,e:.:s ifth-e bar:k t•J be a;_-/.:ess.::-d :s bank O, 3nd a b:cc~ Llr:it ::iddress :f the ba:1~ to be ;;e:ce.ssed ::.: b3r::-.: 

! C !:~: s-::ep 0Q5, the card CfJnt:"fJ!!er ! ; 4 of t~1f: SD n1etT:Cr/ card ; e:·! deten1::r:e:, 1Nhf:tt:er the c:J1·:e:~:t add res:, 11:ode i:; -::he ~J:t!Ck :v:lt addrer,:; r:1ode 01· tt:e by!f: un:t add1·f:ss 
;~IG(fo. 

If t~k currer:t ::iddress :71,Jde is t~;e b!c.;::k :..;r:it ;;ddress rr;ode, t~k card .;_;ontro!!er 11.:'.!. Gf the SD rr:e:1i;_vy card 101 proceeds ·to step 906. I:; s·tep 906, the card c-:.111t:c!;er 

! ; 4 of tt:e SQ n1etT:Cr/ card ; 0·1 t!bta:r:s :": 32· bit \.v:dth :nf:1:~:t!ry add:·f::;s \/ah_;e frcrr. t~1f: cotT:tT:and a:·g:..1r:1ent :":ttached tc t~1f: \riJ:ite cor:1r:1ond, ar:d t~1f: n1etT:cry add:·esr, 

·,.r;'.':!ue is ;_;cr:1re:··~ed f:rm: th~ bk)c:-:- :jr:it e1ddmss to :.hf: by:.~ :jr:it e1ddmss (J,~ bil w:dth) (AbwJ!L:te QddrP.ss}. :r: lhe fr:!kY✓,ting slP.p 511, ·:he ;_;r,1rd U)ntrc:HH ·! "! /..:. ef the SD 

;·:1emory c,;i-,J 101 ,vrItes the wri,e d,;,il transmitted f;·o;·:7 the hes, ,Jevice 1 O fcl:c,wing the wI·;,e ccmm3nd to ,he s,,:,I·,;ge locutioc in the i:ash memory: 16 des1gn3,ed ::,y 

·:he by:e u:1::. wkfres.s Execu:e. i:1 :.hf: '.ov;::_:r:g pt·oc:e:~s, tht: ~bso:ulf: 8dd:·e:~s, th~ w:'ite (fal~, Qr:d its cGnlm! s:gr:,1; ci;e s::pp!:wJ ·~o the f:,1sh :·n~r~;Gry--: 16 vifl th~ met::c:ry i / 
;: 11 :,, 

Q;·, the ethe :·,and, 1f the cryce;·,, uddress mode is the b-.,.1e en;, ,;ddress n·,ode, t:·,e cacd contmllec 11.c: of the SO mem-:,;-y card 1 Q: procee,Js ,o step 510. :;·, s,ep 51 G, the 

cci;d c:J:f::d:e:· 114 :Jf ·:he SO n:e;~1cry cci:·d 1 t;·! ob'~f!i:i:~ ;'.': J~'.-blt w:d:.f; rr:P.mot-y Qdd:P.ss V;'.':!U~ fror~; lhe co;~1;~1r.1wJ f!rgu:·n~r:t ~-:1wJ:ed tG lhe writ!: ce:·n:·ne1r:d, ci;;d ho:d.s thf: 

:.;pp-er address s·tored fer the 32-bit \-'iidth rr:e:1i;_vy addres:.: v::ilue. 8y exp::;:;dir:g the 2-bit va!:..;e, a 34-t.1:t wide absck:te 3ddre.ss is ger:erated_ !n the fo;!oY11::;g step -':,11. the 

ca:·d con-:::·nl:e: ·i ·11~ ot-::he SD rr.f::~nt!IY ca:d ·w1 perforn1s a wr:-:::n9 p1"tx:es:, nf writin9 the w1·:te dota tran:rn:i-::ted fror:1 the hns-:: dev-ice ·w fo!:cwing the wr:-::e f,t!ll:11:ar:d tc 

t~;e stcrag-e !0cati•J:; :r: the nash :71>:mrxy 116 desig:;ated by the at.1:.:fJ!:..;te ::iddress. Cxec:)t>:. 

1;·, scbsequent step 512, the ce3;·d concrollw 1 :4 ot ,he SD mffc,c-Iy c3;·d: 01 cracsm-,s a response ;ndice3,;;·,e; ccmplet1on cf the wri,ing process to the h,:,st dev;ce 10. In 

steo 513. t~1f: host a~~)pa:·m:..1s ·1 Q receives t~1f: :·espfJn:;e and cor:TirtT:s tt:e ccrr.ph":tlon cf writing 

WhH1 ;'.': wrllP- c:;_1:·n:·nQr:d :s r~ceivwJ fr:Jm fin t:xist:r:g h()St dt:,d;_;t; ·:h;'.':'~ dees r:c:·~ s:_;pp:J::. thP- bc1:1:-:- des:gn~·~:c:n fu;;cll:Jr: c1:1d the b!ock u:1::. wJd:es.s m:J:fo, thP- c:e1;d 

cen,,cl:er 114 of the SD memory card 101 ,;lw3ys 3ccesses bCJ;·,k Q i;·, the byte cnit ,;,Jdress ;·,1,:.,Je. Good . .4s " result, ,he e:<isting host device c3n ,;!so 3,:cess back G 

cc:rect!y. 

(Embc:di;~1~nl '.3) 

(,,ex,, un SD memerJ card 101 uccecd;;·,e; to ,he ,h;1·d embcdi;·:1ent ot ,he p;-esec, inventien wil: be described. 

le 3dd1t1on tc the cocfrgrF,;,;on ci ,he f;1·st embcdi;·:1ent, the S:J n·,emory c,;r,J 101 3,:cording ,,:, the ,hird ffc,1:-odimen, :·,us 3n uccess co;·,,;·o: func,ien t:·,ut permi,s ,;ccess 

·:o ee1ch bc1:1:-:- or:!y wh~r: ;'.': p:·e:.fott::rr:ir:ed cG:1ditk1:1 Is sQ:.ls-f:ed 

l'IG. 13 ;s 3 cilock ,J;awam sri;.,wing a ccnf1gurnti0~ cf the SD rr1em0ry ccard 1 u, ,,;;cording tc, tbe third emb0di1T:er1t ·r he cord eo~tr0ller : : 4 of the SD r11err1ory cord : IJ1 

:s prc-../lded vvi-::h 3 ~Jank acces:, cor:tro! :v:lt 90; i:~: additifJ:~: tn -::he f,t!l:fig:..:roticn t!f nG. The fJt~1f:1· pn:r:-::s :":l"f: the r,t:11:e ar, In F!G- Thf: bar:k acce:;s CfJnt:"fJ! un:-:: 9C!"! is 

pt·o1,1:rfod h: :·eQ!i,:.e ,1:1 f!;_;cf:ss c:Jr:·~::J: fL:n;_;:_:cn. e1;;d deten::i:1~s '.oVhP-lhet· {:r tK1t Q<.X;e.ss by thf: hest (fo,dct: ·i O :s pen::iHed fo; ~w;f: bQr:k. 

t=:G. 14 .shGY11-S an a-:.;cess cor:tro: tat.1ie ·th3t d,ef;r;es .;_;onditicn.s for perrnit"tir:g ;;cces:.:. -~hi.s access c.-_-1:;tr•Ji tab:e asscc:ates ::i bar:k :;umber for '.o'-t'~;1::-;h ::i•:r..::es:.: is p.::-rrr;1tted 

\.v:th thf: n:..1r:1be: fJf :·f:cep-:::cn:, nf the ba:~:k de:,lgno-::icn con1r:1or:d. The bank ocu·:ss Ct!lltl"t!! unit 9G1 cc:J:~:t:; the n:J:~nbe:· ot rece~~Jtit!llS cf thf: bar:k t!esir.int:tlnn CfJ:n:~nt:1:d 

f:·e:·n tht: h{:st d~1ric~ ·i D, r.1wJ 8CCP.ss~s -~he f;cs-: devl:;e 1 o by ;ef~r;:;;g l:J -~he Q<.X;es:~ centre! :.Qb!e u.sl:1g the <.XJ::nted r:umbet· ef re;_;qJilor:s e,f :_f;t; bf!nk des:gr:~·::on 

•:rxnrnar:d ;;s 3n :r;dex, D.::-cide ·,,vhi-:.;~; b3r:k:.: sh-:.1ukJ be ::i!!◊w.::-d. ~er examp!e, :r: t~1>: acc.::-ss .;_;or;tr•J! ·tab!e of F!G. 14, ae:ce.ss to b::;:;k U ::.: perrr:itted ·,,vhe:1 t~;e r:urr:t.1-er of 

:Y:cepticn:; ot the ~Ja1:k de:;igr:atifJn cor:1r:1and Is th ref: nr 11:0:·e_ Si:ni!ady, access to the bank! i:, perr:1:t-::ed vvhen t~1f: n:..:rr.bf::· of l"f:cepticn:; ot-::he ~J:":1:k de:;igr:atifJ:~: 

cc:1v11::ir;d is Sor more, and ac•:ess to the ba:;k 2 i:.: permitted ·,,vhen t~;e r:urr:b-er c,f r.::-e:epti-:.1:1s of-the t.1;;nk d-esigr:ati•J:; corr:rr:a:vj is;' or rr;Gre. !s perm:·tted wher: the 

cumoeI· ,:.f received bCJ;·,k des1~cation comm3nds is'! or more. 

Nf::<::, thf: nperaticn t!f the so r:1err.fJ:'Y cord ·1 en 1Ni!! be df:scr:bed 1Nith 1·f:forence to nG. Hf:re, it :s ar,:;un1ed that tt:e w:·itf: dma fror:1 the hns-:: dev:ce 1 o :s vvr:-::ter: tc t~1f: 

ba:1~. :r: th:s ex;;rr;p!e, s·tep -':iD-':, tG step .:,c:g :r: ;:.ic1, s are c~;anged f:crr: :.:tep 1101 to step 11 C:5. 

le step 50', ,:·,e hes, ,Jevice 1 O trnnsmi,s 3n initi3l1zation comm3nd ,,:, the SO memocy c3rd 1 Ql. The cm,:! ccntrcller 114 cf the S:J n·,emory cm,:! 1 o, pe1·fc,ms" 

~Xf:de-::err:1:nf:d ir:itia:i:zatifJ:~: p:"t1cer,:; :r: :,tep 5C:2, ar:d tran:rn:i-::s a l"f:spor:r,f: :r:dif.ating the end cf thf: in:tiaH:z.atifJn pl"t!cer,:; tn -::he ~1ost de-../lce ·1 Qin r,tf:~~) 5:J3c !:~: s-::ep 5Qf..:., 

·the ~;ost 3pp::i:::it:)s 1 U :e.-:e:v.::-s the :,espor:s-e and <>"JPlirms the .::-rid cf the 1r1:t:a!:z3ticn pr•Jces.s. 

le step 11 o,, the hes, ,Jev;,:e , O ,,3;·,smi,s" bank design,;,;on cemmCJnd inc:uding,; bank 1dentif1catioc nrF:1I:-er (back l:J) fer design3,;;·,e; a bCJ;·,k m be uccessed to ,:·,e 

SD :~nf:ll:txy ct:1·d 1 :J ! !n:;tead cf thf: bar:k t!esir.int:tlnn CfJ:n:~nt:1:d, a card r,dectifJ:~: cor:1tT:and lnd:Jdlng 3 ~Jank![: :nay be Lised. V'Jt:en -::he card ccnt:d:e:· ! ! 4 fJf t~1f: SD 

merr:-:.Fy t:3rd 1 Cl1 recei,,res t~k b3r:k desig:;atior: c•Jrr;rr;and i:1 step 1102, it ::;e:rements the v;;!ue ::;dicati:19 the r:u:WJ>:r Gf recept:•JPS cf the bank d.::-sign::it:or; ccrr:rr:::;:;d by 

! ; . V'Jt:en -::he ~Jank df:s:gnatio1: ccrr.rr.,v:t! :s :'f:ce:'H:d ttx the fi:r,t t:1:~:e oher -::he :11:-:::a!:?.m:cn ~xocesr,, -::he n'.il:~:ber of recf:ptlnns fJf t~1f: bor:k desi~v:atior: c•,Yn1:~:a11d i:, 1. In 

:~IP-p --: 1 Cl?, -~he c,1:d ctrntn:d:t:: ·i ·if..:. ef the SD r~;P.mo:y ;_;r,1rd ·i D--: d~tHr~;l:1es r.1n 8Cct:ss:b!e be1;;k r:L::·nb~r by the ,1bo1,1~-des;_;;:bwJ t::et!KKl !:1 the s:jbsequP.r:·~ step ·! ·i D::, If lhe 

,;ccess rnrget o,;nk desi~cated 1:-y the back ,1esign,;,Ion com-·:1,;nd is un access;l:,le bCJ;·,k, the c3rd c,:,nt1·,:,ller , 1" ,:.f the so memecy c3rd 101 uses a ban~ des;qnmicn 

ce:·n:11e1r:d fmrr: ·:he ho:~t de1,,•:ee 1 Cl r.1s c1 br.1:1k. d~s:9ne1t:cr: proce:~s. /), pr{:c~ss ;_1f ;_;cn,1e:i.in9 :_f;t; :nduded bQnk !O v,1h:e :r11G ·:he uppP.: ✓- bit.s Gf lhe cib:~d::·~e e1ddmss :s 

exec:..;ted, ar:d 1~1>: vak:e of the :)pper 2 b:t:.: is ~;e!d. If 1~1>: acc.::-ss ta:g-et bank d.::-sign::it.::-d by t~;e ban:-.: des:gr;atior: .;_;orr;rr;and i:.: not an ae:ce.ssib!-e bar:k, the t.1::ir;k 

de:,lgno-::icn p1"tx:es:, is not exef,Lited_ !n step ·! ·! Qf..:., -::he ca:·d ccnt:d:e:· 1 ! 4 fJf thf: SD 11:er:10~ ca:·d ! C:; t:an:rn::-::s a l"f:spcr:r,f: :r:dicating thf: end cf ~J:":1:k de:;igr:atifJ:~: h! the 

~;Gs·t device 1 G. -~his respcn.se ca:1 include :r:form3tic:1 1ndic;;t:r;g the :.:ucc-e:.:s er failure of the ti;;nk d-esigr:ati•J:; proce.ss. !n :.:tep 11 D-':i, ·the ~vJst appa:::itu:.: 1 Ll re-:.;eiv-es ·the 

i·o::spor:so:: ar:d ,:i:::,ptirrr:s \<Vhe-::her the bar:k desigri~tion proc-2ss h:3:: beei~: s:..;c,:essfL:L The host device ~ O o::xec~to::s ste::1 11 Q~ :3guin 3S nec-2::sary t•:1 acc-2ss the c;esired 

bf!:1:-:-. ,t\ece:·di;;g!y, step·;·; D7-, :~tt:p--:--: 03, ;'.':t:d :~tt:p--: 1 c1,~ r.1:P. ext:u:ted r.1g~:n :r: lhe .sr.1rr:f: pr{:Ce(Ju:P.. 

https://patents.google.com/patentiJP45i 5793B2/en?oq=JP4515793 7il1 Page 02078



1/7/22, 6:16 AM JP4515793B2 - Memmy card device and memory card control method ~ Google Patents 

H'::IT:, ,3s ar: exarnp!e of bar:k ~ccess ccritrd, 3 st~t,;: vvh'::P 3 b::v:k des1gr:atiori cornr:13nd 1s rec,;:ived three tirr.-2:: wd! be c!escriti,;:ct :r. ~ srn-::e '.<Vhere th-2 bar:k c;esigri~t1on 

ce:·n:118r:d :s r~ceivwJ H:t·ee :.:r~;P.s, II :s dt:tt::rr:i::ed ~hr.1t b~::k o :s QC:;es:~ib!e '✓,.iith ;eferH1:;e t;J :_f;t; ;'.':C:;.::t:ss cGnlrc! '~;'.':b!e Gf F:G. :fH:e b;rnk designci~ed by ~h~ b;'.':nk 

des1gn3-::icri comrn3rid is C:, as th-2 bar:k desigri~tion proc-2ss, u process of corivertir:g th-2 bar:k !D correspcnding-::o b:F:k C: ii~:to the upp-::r 2 bits c,fti~:e 3bsokr::e ,3d,::fr-2ss 

cc:rer,pc!11d:r.r-1 to bar:k Q is Of:1·frJ:rr.ed. As a :e:;uh. ~J:":11k O can b:: acce:;sed. r:cweve:~ 'Nt:en -::he ~Jank df:s:gnat::c: by t~1e bon;( desi91:atio:n: f .. 01:~:1:~:and i:, 1, t~1f: bar.k 

desiff1;;t1rx1 precess i:.: not executed_/\:.: a re.suit, a•:ces.s tG b3n:,,: 1 :s prohibited_/\:.: 3 rr:et~vJd of prohib:t:r;u 3c-:..;ess t•J bar:k 1, in additicn t•J a methcd t~;at does PGt 

~~)e:to1·:~n bank des:r.int:tit!ll ;xocf::;s:n9, ttx exa:~np!e, a n1e~hcd of cnn'H::1in9 tn o higher-order bit of a n1er.":Gr/ addres:, nf a r.cnf::<:stf::~:t ba:n:k, or o r,~~)eciflf .. ba:n:k s:..1ch :":s 

l'"n~:1k D i.s s::pp;._1:·'~ed i=Gr exi:'lr~;p!e, :_i;t:rf: is r.1 methed In wf;l:;f-: 8 spec:ne bc1:1k :s r.1!wff{S .st:I ~s Qr: ~c:c~ss 1c1;9~:. b,1r:k by co;;ven:ng ::. irr::J L:ppH:.? bits e,f :_f;t; ;'.':bsolule 

3dd0eos. 

l:n: r,tf:p 1 ! C:4, 1Nhf::~: the hfJ:;t device·! O l"f:c:eh/es the l"f:spcn:,e or.d :"fa':ng:n:izes that t~1f: des:g11med ~"J:":1:k i:, accf:ssib!e, the hns~ dev:ce 1 O perforn1s thf: p:\1eer,:;ing fror.": 

step ::,oq c:nw,1:-d '~o 1Nr:tt: d818. ir: step t,09. lhe h!°Js1 device·! D ·::-~r:s:·n::_:~ ;'.': 1Nrltt: cerr::118;;d l:J H:e so :11~r~;e,ry c:8;d ·: !)"!. /), t::e:11-J;y ~ck!re.ss vi:'l:ue h8i.ring Q 37--bil wid'd": ::~ 

3ddec; to -::he vvrite coi~:11~:1~nd as u ccrr:rr:~:v:c; arg:..;r,--:erit. V✓he:n: the G3rd c,:11~:t1·,:1;!er n 4 c,f ti~:e SD merr:cr; card 1 01 1·0::eeives the write ,:omma:n:d, i:n: step 51 Q, ti~:e c,3rd 

cGrr:rG!:e:· 114 !"Jb·:;'.':in.s ~ :i~:-b::. width r~;f:rfl!"J:"y 8ddmss i.r~:ue f;;._1;~1 thf: c:;__1:11:11Qr:d ;'.':t"gL:n:e;;:_ ,1nr.1ehed :.o the 1,,vr::.t: :;c:n:n:ci;;d, f!:1d for :_f;ls :l~'.-blt wid:.f; rr:P.mot-y QddrP.ss 

·,,r3!u-2, /.\n a~J:.:fJ!:..;te ::iddress ~;avi:19 a J4-b:t width :s ge:;erated by exte:;ding 1h-e s·tored upper 2 bits_ !n the SLlbs-equer:t step 511, t~1e ca:d •:Gntro!!er 11.:'.!. Gf the SD rr:e:11-:..vy 

card ; e:·! t:"a:~:sfers the wr:~e dt:t:": transmitted frfJ:~n tt:e hcr,t deviu·~ ! C: fcd:t!Win9 the '1✓ 1·itf: ccr.":rr.and tn the :,to1·t:ge kx .. atlon in tt:e t1or,t: n1er.":cry 116 spfa'::f:ed by the 3,~ -b:t 

w:dth 3bs•)ute add~-ess. l:::ecute t~;e w~:t:r;u proce:.:s to \-Hite. !n t~V:- v,1:iti:;g proce.ss. the absck:t.::- addre.ss. the write data, a:;d :·ts oJr;tr•J! sig:;a! are :.:upp!i.::-d to the f:;;sh 

:-nemocy 116 via ,he ;-,1~1T,ory I / F 1: 5. In oubseq;;en, step 512, th~ c3rd cc-nt1·,:,ller 11" ,:.f the SO :-nemocy c3rd 101 tmnsmits " respo;·,se ind1c3ting co:-nple,;,:,n ot ,he 

i.'\1:-:·::ng procP.ss :_e, lhe h;._1:~t de\1:ce 1 o. in step=:.·! '.3, th~ host 8pp,1ra::jS 1 o rw;eii.1es th~ rP-spe:i:~P. find c:Jr:fin::s th~ :;c:n:pl~nGr1 c:f 1Nr:nng. 

j:; the ab-:..Y,,re b::;:;k ac•:ess cGn·trG!,;; tab:e :ndic::it:r;u ban:-.:s that ::i~-e permitted tc ~Je 3c-:..;essed is :ef-e~:ed to, a:vJ the c-:..vre.spGnding bank •:an be ae:ce.ssed vvhen t~V:­

:n:umtio::1· of received b~:v:k des1g:n:atiori c:Jmm3nds :s re~ehed. Nc'vvevei~ -::he ::11·0::ser.t 11~:venti•:11~: is ri,:1t Hmited t•:1 this. C3ri be L:so::d m restri-:t acce::s tc eueh b~:v:k. 

l:n: et:ch cf the abo'H: en1bodi:nf:1:ts, thf: use:- dt:t:": area of t~1f: SD n1er.":Cr/ card ir, c:i'lided :ntc :": plurality cf banks" Howf:ver, the p:-e:;en-:: inv-e:n:~:cn :s r.ct Hrni-::ed tc t~1f: :..1se:" 

data ;;re-a. ::ir;d ·the p~-:..1t-2•:t1on a:e;; may ~Je divided ::;to a p!ur;;!:·ty •A tianks_ G-:..1•J.-J !-l•Jwever. :r; this ,_·ase, :·t :s r;ece.ssary t-:..1 use the abov.::--des-:..;r:bed CPRM mec~1;;nisrr: :r; 

order tc ~ccess -::he p;·ote-:t1on ,3re~. tvlorecve1~ ~;ti~:ough e~ch ,3Q,:1ve- rr:ei~:tic-ned ei~:1;:ic,diment do::1-r:onstrn-::ed ~Pd demoi~:strnted -::he SO i~:10::rr:ory c~1·d, -::he ::t1·:..icture cf the 

~Jank f .. t!lltrt!! of each er.":bcd:1:~:en-:: ir, app:if .. able tfJ tt:e 'la:"iOLis r.":e:no:y cord;, which can be CfJn:~:ec~ed tfJ a hcst df:Vif .. f: :'e:n:1ovt:b!y. ~. 11:e:n:1ory ca:T:! :;, a genNic :n:orr.f: fo1· a 

rerr:cvab!e :.:tornue device and .:.foes r:c1 !:rr;i t the p~1ysi-:..;a! s~1;;pe cf the rr;ernory .;_;;;rr,.L 

!-=:..;rther, the pre.sent :nven·t:cn :s r:c1 !:rr;1ted le the abov.::--des-:..;~:bed e:11t.1o_-id1rnen1s ;;s they are, and c::ir; be ,e:71bodied t-iy rr:cd:fying the e:or:stitu.::-nt e!e:71>:nts 1,,1,,·1 thoLl·t 

deporti:n:g frcr.": thf: seep!': nf the in\..-er.ticn In ~he :11:plerr.e:~:t:":t:n11 sta~v:. ::n: adcHtio:n:, vor:cu:, ::n:'H:11tio:n:s can bf: fo1·:~nfa! by appropr:ote!y cc:nt·--;:1:i:n:g a p!:..;rn!:ty of ccn:;tltue:n:~ 
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Method fer en:·,,mcing the ekcceic c,:,r-,nection be,w~en 3 p,:,wer e:ecceon:c cievice and rts p3ckage 
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Priority Applications (1) 

PrlGrity dote 

Applications Cl3imir:g Priority (14) 

,l\pp!:cr:1tio:1 1: iHng rfa,~ 

2005·04·14 

21JQ5-Ll4·1"-

20Clti-G4-14 

2005·04·14 

21JQ5-Ll4·1"-

legal EvsJnts 

P~FP 

2018 04·2Q PLFP 

f':.H' 

2021-03-25 P~FP 

Tille 

srnUCTURE COMPRISl~JG Ar, ElEC'RO~;IC DFVICE, l:'s PARCICUlAR FOR THE M.<\NUFACTUPE 01' A SECURITY OR VALUF 
:JOCUMEr✓T 

mruc-:::..;re fer the p-iun:..;facture c,f u senff1ty er va!L:e c;oc:..;rr:erit, senff1ty er vuh.:e doc:.irnent, proces:: ot r:-,3nufa-:turing 3 ::t1·;_jcture for-::he 
rnan:..;facture c,f a se-:urity or va:L:e c;oc:..;rr:erit, process for prodL:cing 3 secL:rity or v,3h1e dccuP-ierr::, sti·u-:tLffe 3r,d ::ecurity docum-2Pt 

S,ructuce 111dud;11~ an ~lectrcn;c device, in p3ctic;;lar tor fobr:c3\j;·,e; a s~cur:c>f document,:,;-,; documff,t ofv3ILle 

Ftle Descrlpti!"J:1 

Year of foe payment: 13 

Year of foe payment: 13 

Data prov:ded by !t=: CL.o.:rv~S Pate11t Services 
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Fl99071C 

Procedure for use of app!icationski "afriobile felephi:frie as weffa:Sa friobile felephi:frie 

Abstrnct 

,:·,e invec,icn ;·dates to" mobile radic cc-1T,1T,ucic,;,;on un;,, ccmpcis:ng 3 conceoliec (MCU) acd "' 

:eQsl !"J::e :~tGmg~ dev:c:e (6) ·n1~ cit :t:~s1 e:1~ ::/~ot·~ge (fov:cf: ste:·e:~ ff: !eQsl o::e Qpp!:c:Q:_:l'rn pt·ogn~rn 

3nd 1der.tif1,:ut1on iriforrr.~ti•:11\ \<Vhereiri ti~:e idei~:titk3ticri mtorrnatior: identities a :..;s,;:1· c,f s3id p-:obi:e 

rodifJ cor:1:---:1:..:r.icatior: unit. A.1:d '.:he :~:IO~Jlle :ad:n ccrr.rr.:v:leo~:cn Lin:'.: CfJ:flfJ:"ises :":1: :r.terfacf: (7,2:3,8) 

,.-oualed w the o.1r;tr,.1ller {MC:J), ·the ;;,c~r:oce be;r,9 for mec>vmically ""d ele;;tr;caily ccupi1ng le the 

:":t !ew,t l!lle r,tfJ:"a9e de-../lce. Tt:e ot k~as'.: cr.e sto:·age de:if..f: :s :":t!:":chobk: tn '.:he ::-:tf:rfoce (7), 

wf;t:rP-in whi!e thP- ime;fa;__-:t; :s ;~1t:eh8n:c~:!y ~nd ~!ectt·:cQHy cGup:ed :.c lhe c11 :t:~s1 e:1~ ::/~ot·~ge 

device, the c,:,;-,,1·,:,:ier is electcirnliy cocpbi to ,he,;, least ,:,1·,e stcc3ge device, and the ilppiicEJt1on 

progmrr: :s r.1rfap'~ed t;._1 send ;~1~ssc19~s '~o c1:10:.f;t:r ~pp!:ca::on vi~ the lrr:erfw;e. 

Claims (14) 

!7 09G71 

Worldwide applications 

Applicalion Fl950685A evenls (Zl 

ft. IT,e,hcd fer uoing 3n applicEJtioc ('Si i;·, a mcbi:e statio;·, (: ), 5 c:·,m-ac,erized in th,;, the app:1caticn has" tirst ope,3,;;·,e; mode ,;1·,d 3 second •=•i:eaticg mode, wherein ,:·,e fast 

;__1pHr.1ilr1g rr:ed~ :s pQssivP- find lr1 '~he :~P.cend cper~'~ing r~;crfo '~he Qpf .. dit-:Q:)rrn c;._1:1t:·e!:~ ·:he ;__-:t:r1lr,1! p:'l'H.-:~ssi:1g :j::it 

Method 3ccc,r,Jing tc daim 1, cho;·octerized in th3t the appkmion (18) ;s 3 poyment cm-d 3ppkmicn. 

Methcd ,;cccrding to Claim 1, cho;·,;cteriz~d ic th31 .4: comm3nds are used ,o c,:,;-,,1·,:,: the centrnl prcc~ssing uni, (MC:J) c.fthe mcb;:e st3ti,:,;-,. 25 

~;le1hcd ;;e:ccrdi:19 tG C!airr: 1, ch::ir;;cter:2.ed i:: that t~V: ce:1tra; prGce.s:.:i::g u:;1t (MCU) .;..1fthe m0bi!e s·ta-t:cn (1) ~1;;s tw-:..1 oper;:,:ting rr;c;des: - norma! :1wde, a:;d - app!1e:;:,:tic:1 

:11ode. 20 

M;._1bi!e -StQ:.:cn ("!) w::.f; rr:e~n.s for GpP-r~'~ing tf;t; ~ppnc~·::c:n (1 B), :;hc1:·c1c:.HIJ..ed In '~h81 the rr:Gbi!e sla::on fu:·'~he:· ;__-:cr~;prlse.s 9q1r;-: 1 B rr:P.~n.s (C:PU, :)/},r,\-! / o, i / Cl, : / D ·, ! / o ••. 

14) f.:11· se'.:'.::r:g th-:: app!i-:at:or. (1 B) tc th-:: tks'.: rr:cd-2 of operation, r.-:e<F:S (CPU, DATA-!! 0,: / 0, ! / O ',: / O \ 14) fer settmg the upp:ic~t1on (18) '.:C th-2 sec-:F:c; mode of ,:1::1erat:or., 

~::d S - mef!nB (c:=:u, DJ\:"/~.-l / 0, ! / 0, ! / C ', ! / 0 ". -:,~) fr:t· c;._1;;:,;;__1n:::9 the MCU cf :.f;f: t::c:bi:t: s181k1;; 

Mobile srn,icn (1 J ,;cccrding to clo;:-,·, 9, charactecized in that ,he mo::,;!e s,ot;c,n ( 1) fur,:·,er ccmpcises me,;:-,s (iR) tor infrnred dEJtil ceansm;osicn. 
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A sy:.:tern for rn;::k:r;u payrr;errts, ch;::ract-er:zed :r; that the :.:yst,e;71 e:ompris.::-s 25. ;;t !east or;e rr:cb:!e stati•J;; (1) hav:r;u - CFl app!i,:.::ati0r: (1 B), - rnean.s for oper;::ting t~;e ;::pp!:e:;::ticn 

{1 B}, and -f:rst data t1·t:11s~ir,:;io~ :nf:a11s OR 7.0, RF} fer kJcal data t1·t:1:s:---:1ir,:;io~ fer, 30- at :east G:lf: car,t: reg:stf::" (2·1) C!I" tt:e :/;(e hrNi~g :,eeor.d cn11:11::..i~ict:tinn ~ea:-:s (lR:?}, 

8;;d; - the 8pp!:c8IIO:! (-: H} \.':Gr~;prlses rr:f:;'.':nS fo; :_;8;;sff:iili1g i;;f ;__1;:118t:cr: be1"'w;e:: the Firs-: (;('m::·nu;;f:;;'.':lie:1 r~;t;~:!S (lR.} e1r:d ·:he -St:cond CGrr:rn:j:'.icQnGil t"'::88;;s o:~7-). ': 9 990"7"! 

O;,scriptior. 

99071 

Mobi:e :.:tati0r:s ;;r.::- nov·,1 kr:ci.-1;r; :r: v1h:c~1 the c.;..1:1t~-:..1! t:3rd c•Jrr;prise.s a sut.1.scriber id.::-nti·f:cat:•JP Llr:it, s:..;c~1 as as;~;~ m0d:..;!e (S:)bscriber !der:tiW MGdLl:e), whi•:h ccrr:p:i.ses 

:": ccr.trd '.~1:i-:: (CPU, Cem:,cd Pros:,lng Ur:it). ~xo91·a11: n1er.x.:r/ (ROM). :"f:t:d or:!i n1e~cr/ (EEPROM). E:ec-:::--:ca:!y E:-a:rnb:e P:"fJ9:-a1:-:1:-:ab!e Rf:ad G1:!y Mernn:y) and Rt:ndor:1 

,t\:;c:e:~s Me;~1o;y (!:.,AM). TG ::se ,1 t::c:bi:t: s181k1;;, you r1eed :_c; er:'~er c1 pt:rsoncil iden1i~c,1ilor: :1:_;r~;bf:r sh:red or: lhe ~i!M r~;c;du!e i.'\1hen :_;sing th~ m:Jbi!~ ::/~;'.':'~ien, :jSUi:lHy by 

svvi-::chirig on-::he 1~:1obile ::tut1on. 0-::her user-specitk irifoi·rr:~ti•:11\ ph•:1Pe r:umtio::1·::, rr:e::s3ge::, et-:. can ~!sc tio:: s-::ored ;p the d~t~ IT:emory,:1ftho:: S!M rr:cdu;e. 

~cwaday:;, rr.c\·--;:!e r,tatiC!l"':S have a!so bef:1: de-...•e!oped w:th a dma CfJ:-:1:ectcr for CfJn:-:ec-:::n9 an extf:1·:-:a! data p1\:c:es:,lng dev:ce, ttx exa1:-:p!e a !ap-::op co1:-:pute:, !n tt:ls 

ca::.:e. the m0bi!e s·ta-t:cr: ,_·an be used QS 3 dQtQ trnnsr:-:i.ss:cr: 111.::-di:..;r:-: beti.vee:1 t~;e :apt-:..1p compute: ::ir;d scrr:e Gther data pr•J•_·es.s:r;u device 1,ri3 the mGbi!e r;e·tv-1-:..Fk_ !n 1hi.s 

w~y, i-:: :s possil:1;e -::o c,:11~:tuc-::, fer examp!e, -::he u::er's bar:k t•:1 IT:Dni-::cr a-:i:o:..ir:-:: iriforrr:,3t;,:1P ar:d m~ke p~yments. Hovvevo::1~ S:..ich a ::ystei~:1 1s quit,;: curr:tiH::ome tc u::e 

bw;f!U-St: ;'.': .sqBr;'.':'~e ;..-:r.1b!e :s requ:;ed be'~w~P-r11he C:J:"flfJ::'~er ci;;d lhe rr:eb:!P. stcit:or:. :n clddillor:, :_f;P. ce:11p:_;:_H rr:u::/~ be r,1,1c1:!,1b:e '✓,the:1, for ex;::r~;p!e, r.1 b;'.':nk connecti!"Jr1 i.s 

desired. 

Tcd~y, your '.<Vire:ess :s u!sc ~nowri: h1nc-:::cn~! sr:-:,3r-:: c~1-d::, which me m3iri;y used in puyrr:ei~:t upp:i,:ut1ons ::uch ~::; b:..;s ti-~ve! ::1uyrr:ei~:t:: ar:d ::1~yphories. -Su,:h srr:,3r-:: 

c,1rds ;..-:c;r:sist of t:.g. c:H1lm! pr{:c:essi:1g ur1i'~, progmrr: merr:e:·y ,1r1d tfati:l rr:P.mot·y ·n1e c:~r:trn! L:n:t C:Jrr:rG!s th~ ir:'~en:cil Gpet·;'.':tie:1 cf thP- s:118;1 ;..-:r.1rd :n ;..-:r.1rd :jscig~ 

:::-:::..i3-::icri:: acc,:11·ding-::o the program co-:k s-::ored ;p the prcgi-~i-:1 IT:emory. The d~t~ IT:emory is :..;sec! as~ s-::or3ge p-:ediurr: fer ii~:foi·m~tic,n 3c,:orc;1ng tc the p:..irpose c,fthe 

:;n1a:--t card, s:..:c~1 as -::he 1:-:l:1:e-::ary va:tx: l!f the s:nal"t f..arc: 35. To perfon:-: a payn1er.t tran:,ae-:::cr., the ca1·d a!sfJ t:as data t1·t:ns~ir,:;ior: f:-:;Liipr:1ent, s:..:c~1 as a t:·a1:sr:1:~er / 

receive: t.1Qsed -:..111 e!ect:c:11::igr;e·t:c :r;dLlclic:1_ ·r he d::.:adv::ir;taue cf .s:)ch -Si7lQr1 ,_·ards i.s e.g. t~1>: fact that 99G"71 '2 111-:..ve differer:t s111::irt -:..-:ards rr:ay be ;;eeded fo: d:ffer.::-nt 

P3ill:er:-:: sit'.~atlons, sc thf: n:..ir:1ber fJf :,1:-:a:'t ca:--ds tfJ ca:--:,y ct:1: be q'.~lte :ar[-!f:. In additlnn. vvhen tt:e crF,h bab:-:ce r,tfJ:"fa! on -::he sn1a:--t card f::<p:rer,, 3 nf:W C:":I\! n1:..ist bf: 

purch;'.':s~d :Jr ;'.':t: ;::ddi·::oncil C;'.':Sh b8:8tK-:t: m::st bt: p::t·c:h;::sed for the used c,1rd ;'.':'~ ene Gf lhe s;::!P.s-S pGir:'~s thi:l:. prc1ride ,1 rep!er:ishrr:e;;:_ sen,:cf:. 

JapQr;ese PQt>:nt App!icQt:fJn JP 4,Gi33,4i!.7 discic;se.s a rnobi!.::- st3ticn t•J wh:,_-h :1 i:.: pos.s:b!e tc Qdd sc:11e fea-tLlres ~JY rr:eQPS cf a :.:eparate rr;ern0ry .;..-:Qrd. 5:..;c~l an 

apoHea-:::cn Is prefo:·a~J!y a:"ra:-:ged fa:-- a :,pecifv. :..ise, sud: as tfJ lncrea:,e stcra~v: capacity fJr te:ephcnf: n:..ir:1ber :nf:1:-:l:1y S:v.h app!:ea-:::cn:, a:--e ba:;ed en t~1e centra: 

processing L:n::. cf thP- t::d·d:t: s181k1;; m~ding :_f;P. d81ci :~tGrwJ in :_f;t; ;'.':ppHc~'~i{:n.s (r~;t:m:Jry ;..-:r.1rds) ;'.':t:d ;::ctir:9 8:~ rP-qL:i:·ed by 1h:s d818. ThP- 1,.v~,1kne:~s ef Lhi:~ me'~h{:d :s e.g 

t:·,e tac th3t th~ mobile central prc-cess1ng un;, mus, be pre-progrnn,med with the functions nec~ss3cy to pertorm ,he functions CJccording ,,:. the diffece;·,t ilpp:icilt1ons, in 

wf;l:;h ;..-:r.1se the rJe,,1~kJpmen1 of ;;t;w ;::pp!:c:clt:cns cib:J t·equ:;~s d18r:ges :r: lhe rr:;..1b:!e c:~r:tm! pr{:c:essing ur1i'~ s;..1f1v,;r.1rf:. 

:r:tt:m~·::{:nci: p~·:en1 8pp!:cc11:or: WO tr!/1 :.?6913 di.sck:ses ;'.': :1i;._1b:!e stcl:.:cn /..0 te i.'\1hic:f; ft:~·:::t·es c~r: be wJded by rr:e;::r:s {:f c1 :~P.p8rn1e r.1rkfai{:n8: :;md, s::c:h r.1s c1 :~rr:~rt 

card. In ,:·,1s wily, the use oi ,he telephcne c3n ::,e restr:cted, ior e>:mT,ple, by o,;1·;·;pg :ntecne3,;,:,pal c,;11s, long d;srnnce c3lls or c3l:s ,o s~rv:ce numbe0s. lnfo1T.-,ation en call 

restrk-::.:cns i.s s'~ot·ed o;; ,1r: c1ddlti!"Jr1;'.':! c,1rd '~h811he user :11~r~t ir:stcil! :n the rr::Jbi!e s-:~·::{:n fe:· ~•.t, yecl;.s Gf :jse cf :_f;t; ::K:bilt: s181i;..1:1 ·rh:jS, lhis :11~:_hGd cc1:1 Grdy t:sser:n,1!!y 

:i:nt the us.::- of the fe::itu~es be!•JPfJir:g 1-:..1 t~;e mobi!.::- st31ic:1 

;p order tc e!imir.,3te the above-r:-:eriti•:1Ped drnvvbac~s 3r,d t•:1 incre~::e -::he ::tute cf-::he ~rt in -::he ~ii, it :s ~P obie-:t of the pre::en-:: inver:-:::cn t•:1 provi-:k a r.ew r:-:ethod f.:11· 

::s:r:g ;'.':pp!:c;'.':'~ien.s :r: c1 r~;cbi:e :~tr.111:Jr:. n,~ ~pp!:ca::on :s pt·efornbly f!:·rnng~d fGr ~ sp~c:fic: use, s::c:h r.1s c1 crP.:fa c:;::rd, deb::. C;'.':t"d er e:P.:/~r:Jr:ic: rr:rrney. -:-he ;::pp!:c:8:.:cn :s 

prefe,30:y fcrmed ;p 3n Clppl:ce3,;,:,p modul~, which ;p terms of techn:ce3: sclut;,:,ps rr,3y be sim:13°,o ,:·,e 3bcve-menti,:,;-,ed SIM module. Th~re can be several ilpp:ic,;t1ons 

:n t~1f: sa:nf: appHcatior: rr.fJd'.~!e_ Thf: appHcatior: rr.fJd'.~!e i:, usur:d!y f..l:1:nected h: a ~cd:J:e card 9907 ! 3 of:": cer.:ain s:zf: 11:ade fJf ~-J:as-:::c l:1· s:~i!t:1· 1:-:ate:--:a!, sc that an 

Qpp!icQt:fJn r:-:cdu!e cctv1>:e:·t0r :s arrQPfJed :;; ccr:necti0r: with the Qpp!:c::it:c;n modu!.::- for e:or:du•_·tmg the ;;ece.ssary t.1:)ses f:crr: t~1>: mobile s·t3ticn t•J the appi1t:31ic:1 

:-:R:t!u!e .. 4t t~1f: sarr.e t:11:e. t~1f: n1od:..:k: eard ct:1: ha-../e seve:--a! t:ppHcatil:n r:1oduh":s. :1: w~1:eh ct:se et:ch apo:lcatifJn 1:-:nd:..i:e t:as It:, nvm app!ict:tlnn ~cdu!e ccnnf:e-::o:--_ Thf: 

;'.':ppHc;'.':'~ien r~;cdu!e cGnr1ec:t;..1;.s Gf the rr:eb:!P. s1c11:or: ~re ep~rnn1rely c:;..1:-,;;P.:/~ed t;..1 :_f;t; ;'.':ppHc;'.':'~ien r~;cdu!e ccnr1ec:t;..1;s Gf thP- t·espt:c:i\1~ m:Jd::!e C;'.':t·ds 

The ;1we;·,,;c,n :s based c,p the ;dea ,hat CJ;:,pl:c3,;,:,ps with 3 fies, ,:.perm:ng ;·:7,:,,Je and il sewnd cpe;-e3,;pg mode can be connected m 3 ;·,1,:.bile stilt1on. The appkation ;;·, 

-::he f:1·:,t 11:nde cf fJ(Jf:ratior: rfof:S r:ct actively de a:-:y~hin9 itself, b:..i-:: :;, as if::-: the background, pas:;ive. The ao~-J!icatlfJ:-: in the seccnd nperntin9 1:-:nde I:, acth/t~ and car: 

•-'1"Jn·trG! e/J- rnat-15 .;_-:c;ffee m3c~i:rie heQdun:1s, The appi1c31ic:1 1n the :.:eccnd rr;Gde cf cp.::-rat1Gn a!:.:G has at its d:spos::il those periphe:a! dev:ces ~nm,v:1 tG the rr:ct.1:!e 

:;tatior:, s:..ich :":s 3 dispk:1f :": keytward and s-::a-:::..:s :nd:catfJ:":';;, 'Nt:lch thf: app!:catior: ~1:":s :--equf::;ted -::c !F,e wt:en svv:-::chl:-:g tn -::he :,eccr.d :-:R:t!e cf cpf::":":tinn, 

There car: orefo1·t:b!y ~Je -::h:--ee diffNf:nt type:; ot appk:a-:::cn:, used In -::he :-nf:thnd 3CCl!l\!ing tc t~1f: :r:'H:ntior:, t!epend:1:g or. thf: s:tuat:01: :r: 1111h:c~1 tt:e appk:a-:::cn car: ;,..,.v:-::ch 

t•J anothe: :1wd.::- of ope:ati•J;;: 1) the :.:G-ca!;ed pcwer-Llp type.:;; wh:ch the Qpp!:cQt:c;n switche.s tG 3r:cthe~ c;pera-tir:9 i7VY.fo 3-S soar: ::i:.: pos.s1b!e ::ifte~ :.:wi1c~;1ng en t~;e 

:-:R:bi:e :;tatior: and/ 01· lnser-:::n9 tt:e r:1oduh": card,:?.} n1er.u tyr1e, where tt:e :..:r,f:1· car: d:nnse t~1f: app!:cm:or. ~1f: \rin:-:t:; -::o be ae-:::'H: fro1:-: the ~en'.~, and 3} ar: a:Jt•,Ynatle 

·:yp~ :r: 1Nhid1 r.1n ;'.':ppHc;'.':'~ien H1IP.rs ci;;c:.f;t:r m:Jde of opt:r~·::on clfte;;:: :;ond:t:cr: defo1~d for lhe c1pp!icc1tio;; :s :11~:. ·rhe c1:_;:_or~;r.1n:; typt: cc1:1 r.1!se bt: selH;-:ed fr{:t:: the 

menu_ The se!ecti•:11~: fr,:1P-: the rr:ei~:u can ~!sc tio:: ccr.sidered ii~: a sit:..iut1on where se•.tern! powei--:..ip type upp:i,:ut1ons ~1·0:: ccr.nected tc the rr:obi!e stmior., one of vvhich car: 

:~witd: IG ;'.':t:;..1ther GpP-r;'.':'~ing ;~IG(fo. rhe rr:P.·:hod cicc:Jrding to thP- invP-r:'~ien :s c:h;::rne:et·:l.~d :n thi:l:. :_f;t; ;'.':ppHc;'.':'~ien h,1s c1 Drsl :Jpernti:1g rr::Jde cl;;d ~ s~C:Jr:d ;..1pHr.1ilr1g 

;71c;de, :r; v-1~H..::h CQse i:1 the first -:..1p.::-rnting rr:-:..1d.::- the app!icati•J;; is pQssive and 1n the :.:eccnd c;per3tir:9 ;71c;de the Qpp!:cQt:fJn cc:1t:c!:.: the -:..-:.::-ntra! u:1:t Gf the r:-:cb:le 

:;tatior:. T~1f: n1obik: s-::a-:::cn :":eccrdln9 tn -::he ::-:ventl•,Y: is f..ha:,acte:"lzed in tt:at the rr.fJ~Ji!e r,tatil:1: tu:'the:, ccrr.p:"l:,es 90Q71 .~ ~ea1:s fa:-- settl:-:g the ao~-J!icatlfJ:-: tn 3 firr,t 

mcde c;f c;per3ticn 1n w~;1ch the app!i•-·ati0r: i:.: p3s.s1ve, rnean.s fc;r settir:9 t~;e 3pp!:cat:cn t-:..1 a se•_·c;nd r:-:cde c;f Gpern1ic:1 1n '.o\/~;ich the app!:,_·atior: ::.: active, QPd 5 rr:eQPS for 

ccn,,cl:ing the 1-.-,ob:le station's crntrnl un;,_ toim:nt3rr,o,:,-c-x:de. 

Tt:e prer,f:nt :r:-../entior: o:·f;v-ider, s:gnif:car:-:: advar:-::ar.ie:; O'lN prkx a:--t sc!:Jtio1:s 1.-Vlt~1 tt:e aid l:f tt:e prer,f:nt :r.-../ent:or., the pcr,:;ib:!:t:es cf :Eing a 1:-:l:bHe :;tatior: ct:1: be 

cc:1:.:iderab!y i:v_·reased_ MGbi!e e:0mm:..;n:,_·atior:s car: ab0 be :)sed ::i:.: 3 c~edi t ar:d _; er debit ca:d QPd :n.st.::-ad cf c::i:.:h. f\1ct.1:!e c-:..1;7v71:)r;icati-:..1;;s ca:1 a!sc ~Je :..;sed tG cc Be-ct 

and present :1:fo1·:-nt:tlnn s:v.h ar, sche~"b!es, s-::ock quo-::es, exd:ar:ge :":":tf:s. f:tc. VVith t~1f: n1ob:k: s-::a-:::cn t:cccrdin9 h: the 1:-:ver.tlfJ:\ pairner:-::s can be 1:-:ade In the stcre, e.[-1. 

dlrP.:/dy fror~; thP- 8\.':CG:jr:'~ {:fthe user efthe r~;Gbi!e sl,1ilor:, lr1 '.oVhid: cr.1se ;;c :;;'.':sf; is :·eq:_;irP-d. 
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The invei~:tic,n wd! r:cvv be do;:scrib-2c; :r: rr.ore c;ern:! w:-::h refei·-2pce tc tho;: acc,:iP-:panyiPg dr3w111gs, in \<Vhich ;=1g:.ire 1 show:: a bk1ck fauH c,f u mobik srnticri ucccrdii~:q to 

tf;t; :m:t:rr::or:, 1=:9L:re? shev,;s H:e ~!ec:tric;::! stt·::c:tu:·e cf ,1r1 8pp:/:;8Li;..1:1 rr:Gd:j:e bus between r.1n ~ppHe;'.':'~ien r~;cdu!e cGnr1ect;._1; :_;r:il ;'.':r:d;:: :;entrcd ur1i'~ Hg. '.3;'.': i:~ ~ b!ock 

d1agrnrr: -:..1f 1~1>: :r:terr:a! s·truct:..;re -:..1f c1 mGbi!e c0r:tr0: c;;rd, ~ig_ Jc .shGws a modL:!>: card .;_;c;r;nected to twc 3-':, app!:•:atior: 111-:..1.-J:Aes, t=igs_ 4a a:1d 4b s~vJ-..v a f:•Jw c~;art c,f 

tt:e opp!:ca:::cn frcrr. t~1f: fks-:: r.x..:rk: tc! thz r,f:cor:d :node, a:; a r,:1·-r:pHTied diogra:n, F:g. 6 shews ~he '.iS-e cf thf: 1i-:e~hod accord:r.r-1 to the inv-e:n:~:cn 111 ccn:~:ec~:cr. \.v:~h a 

paymer:t ca~d app:i.;::atior:, Fig. ? :.:how.s twe 111-J~Ji!e .st;;t:Gns a•:e:ording t•J the in•,rer:t:en cornrn:..;r:i.;::atior: b-etvveen t~;e 

:r; the c1;.1pl:cat:;_1r; exc1,,1ple cf f':gure ,, tbe ca:d-uJrrtrol:ed r"obi:e ,:tati0~ 1 uJnsiBtc' of e.g. tbe ce:,\::;I arocec:sing :_:r;it MC:J, the user i:1terfocce ell. the high f:eq:_:ency part 

R:-. t~1f: lo'N frfa:uer.cy pan A~.:o:o, the (JfJVver unit 7., the first ccrr.rr.iy:lco~:cn 1·-r:ea:n:s ·i 5 !R ond tt:e opp!:cm:cn :~noc:ule f.-C!l:nectc: :v:lt c, Thf: fli11c~:cn:, nf 11:y :nfJ~Ji!e :,tt:t:n11 

:.::re •:Gntm!!ed by the cer:1rn! pr•Jcess:ng un:t ~1~CU v1ifr1 p1effa;71 code fe1 .st•Jr:PfJ va~:ous for:ct:c;ps_ 

:i-:e :..;se1· 1:-r::erfoce U! ,:onsist:: ot e.g. evei~: fr,:1P-: c:..;rrer:t rr.ctide st~tic-Ps, tho:: d:s::1:ay 7, ~he ~eyp~1::: B arid the st,3tu:: ::n:di-:c1tors 23 ~1·0:: sL:pp,:1i·ted. The co::Ptru! L:nit qenerates 

vor:cu:, co:n:te>:t'.ia! r.":e:,sage:,, cpe:·at:1:g :n:,t:·:Jctlnns, 11:e:n:ur,, etc. C!I"': ~he disp:ai 7_ Thf: keypad 8 :":!!ow:; the !F:;;e:· to ente:· var:cur, inton1:m:or. fJ:~: the r.":cbi:e statio:\ s:v.h 

:.::s P:N a;;rJ pher:e Pumber, The statu.s :r:di,:..;atGrs '23 ,:.;an advan·tageri:)s!y be :..;s.::-d to dete•:t the int-2~11;;! ope1at:;;g s1a1e.s Gf the rr.et.1:!e stat:•JP 1. 

:i-:e higi-: fro::quer:cy pan: R:=: i:: a trnr:sP-:ltter a:n:d re,:e:vH un:~ be:ong:r:g to u mobik srnticri, known pei· ::e, whici-: the rr.cbde st,3t;,:1P :.ise:: to -::ra:n:smit mid reco::ive ca:is a:n:d 

:~:1essa9es en :":":c:io freque:~:c:er, 111 a :no~Ji!e f.-C!l"':~:1:~:un:cati(!ll :n:etW(!rk, :,Lich a:; a GSM r.etwtxk. v:o a 1:~:(!bHe m-vitd:ing Cf:11ter MSC. 

:i-:e oper~tiPg er:ei·gy requii·e1::: by ti~:e mobik srnticri: :s ,:1!:1t~ined frcrr. tho:: b:.::-::-::ery 12 ::n: the rnob:!e stat:or: 1, which is ch,3rge1::: :t :n:e,:o::ss3ry". Powo::r un:-:: 2 i-:1,:1Pitors e.g. 12 

~Jatte:·y c~1arges a:~:c: cha:r.i::~:g. The ~XN'!e: :v:lt ·z ~ror.r,:~n:ts -::he i1:f•,x:~:l:":tlnn ~o the cer.tro! ~xocesr,:119 unit MCU vvhen t~1f: s~ote of ..-.harge fJf t~1f: bo~-::er/ ·i 7. fa!:;, belc'N a 

pred-et.::-r;71:ned va!:..;e, Y11~1>:r.::-by t~k central prGe:es:.:ing u11:t MCU preferab:y no·t:·f:e.s this LY{ a t.1:)z2.-2~ 1: ar:d /era rr;essage? le t.1.::- prir:ted, 

.4 ;-,7,:,,Jule cm,:! 13 such as thm shown in Figure 3u is connecte,J to ,he module c,;1·d connector (mt shcv;n). The ;-,7,:,,Jule cm,:! 13 m3y h3ve e.g. the co;-,,;·o: c3rd SIM used 

fo:" :":Lithe:n:~:cati(!ll ! C: .. 4po:lcaticn 1:~:nrh .. de ,:.nn:n:ecto:":, are a:ro:(~f:d or. thf: appH..-.atio:n: rr.fJd'.i!es ·19 i:n: the 1:~:(!d: .. de ,:.a:·d ! :3. ;:1g:..1re 3\·--; sho'NS -::he i1:ter1:a: r,tnKt'.i1·e ot -::he 

cc:1t:cl card SIM::; 3 red:_:ced block d:awarn. rlie e0~tr0: U"lt GPU ;_·orrtrols \lie operdc:1 o: tbe cc:1t:cl card SIM;_;:, the b,i,:is cif th~ prograrn o-1de stored 1rr the ;.1rc,gr:;m 

:n:1err.fJ:'Y ROM. The data- ·i 5 n1er.":cr/ F.EPR0~;1 ,_-_an stc:e vor:cu:, :..1se:-:,pecifk. ::n:forn1m:cn, \ri1h:ch i:, reta::n:ed eve:~: if the f .. 01:t1·0! ca:d s:M is :e:no\..-ed frcr.": thf: app!:..-.atio:n: 

;~1cdu!e ccn:1ec:t.;.1:· :_;r:11 h. OL:ring :_f;t; ope:·e1~:cr: of·:he ,:..;cnlrG! cci:·d, lhe H./},~vi c:e1r: be ~r~P.d 8B 8 --~et::pe:·ci;y d;':'~;'.': s:.o;;::gP. k1,:..;r,1tk"J:1. rhe b:jS e1dr.1ple:" :),l\"U\-! / O wfap'~s ~h~ 

con,rol ce31·d tc, the SIM ,;pplic,;,;on n,cdule bus : 4 3nd 2G to ,he cc-ntrc-1 3nd ,Juta :ines I/ 0. 

:~ i:, a:sfJ pnssi~J!e ~o co1:11ect fJthN 1:~:(!d:..1:e ,_-_a:·ds ·n t(! the ao~~JncatifJ:~: 11:nd:..de con:n:ef .. to1· Li11:~ 6 fJft~1f: app!:..-.a-:::or. f::<ar.":pk: nf ng. ·i, in vvhif .. t: car,f: they a:·e prefe:a~J:y 

;::t:_;::ched ~,:..1 :_f;t:i:" {11..vr: :w"JdL:!e G;'.':t·d c:or:nec:1ers. ThP- 8pp:/:;8Lk1:1 rr:Gd:j:e ·: 9 :Jr: the r~;G!J:j:e C8:"d-: :i ;~1;::y hff,.re c1 r~;wJ:c1:1:c~! e1;;!J e!ectr:e~! B:.ructurf: s:;~1:!~:" ·:o the <xJ:r::":J! 

card SIM shown 111 eigu1·es 33 ,;pd 3b. :=rc,p-, the 3p;:,lic3tio;-, module cocnectc-1· uni, 6 to ,:-,e cen,,e3: unit MGU cf the p-,c,bi:e station, ,:-,ere is an app:1cation p-,odu:e ::,us 14 

by rr:f:;'.':r:S cf wh:ch ·:he e1pp!:c:e1~:cr: modL:!~s -:9 ccn:1ec:~ed tG ·:he e1pp!:c:c1~:or: m:Kh:!e eor:nectGr u:1:1 n CG:f1:f1:jr:i,:..;r.1tt: w::_f; lhe c:~r:trn! L:n:~ MCU. :r: lhe 1rnnBr~;lss:or: !"Jf (fo18 

:.::nd cornm:.::r:d.s, e.9_ Af cerr.rr.a;;rJs that a~-e kr:m,1;n e.~J, rr;fJs·t c.;.111v11.._-1;; modems_ Af cerr.rr.a;;rJs are descrit.1-ed :r: 11i,:..v,e de·tai! 1r1 Petr: Heitw11>:n's fr1es:s Proposal for 

S-::or.rfo:"d AT C(!l"':~:1:~:ands Lfaed w:tt: GSM Mnb:!e Eq:..1:prr.e:~:t, Mar,tN (!f sc:enu·~ The:,ls. ·199{ Tt:11:pere Ur.iv-ersity nf Tec~1:~:(!!ogy. 

:r: e1ddi·::or: te ~ht: ;'.':pp!:c~·::{1r: ;~1odu!e b:_;s ·i 1~, P.~d1 r.1pp:ic:;::nG:1 t::{1du:t: cen:1~e::J:" ·i 5, ·! 6. 1 i Gf the c1ppVi:;8Lk1;; rr:rxJ:j!e <xJ:1r:e.;.;:_or un:--~ 6 h;::s 8 Bt:'fJ;'.':t";'.':1e cGnlrc! find (fal,1 

:i11>: ! / o, I/ o ',: / G '·(Fig:..;re 2) t,:..1 t~;e ce;;t~a! proce.ssir:g :)pit MCU. !r: 1hi:.: cas.::-, the control a11d da-t:.:: !:pe 35 99G"71 ? l / o, ! / o ',: / c: ''!1 ::.: pos.s1b!e t,:..1 use a stn..:c·t:..;re 

bw,ed or. thf: s-::ar.rfo:"d ser:e:, !SO 781 c,_ Thf: s-::ar.da:"d ser:er, !SO 781 c, pre:,en-::s e.g. ',m!tt:ge k;\ie!r, and tirr.i:~:g d:a9:a:~:1:; ocu!1·dl11g tc 1111h:c~1 tt:e oppHco~:cn 1:~:(!duler, 19 

:;re related w the o-1ritr;_1I and data line I/ O, I/ O ',I; O '· 

5 

,:-,e 3ppl1c3,icn p-,c,,Jule cc-nnec,o;· uPit 6 hCJs a c,:,;-,pectcr fer eCJch appl1c3,icn p-,c-dule 1 s, ,hrcugh which ,he CJ;:,plice3,;,:,p module bus 1 c: is 0cute,J to ,he CJ;:,plice3,;c,p 

:[K1C!U!t: ·iq_ 

S.::-ve1a; app!:,_·atior: 11wd:Aes 19 c:.::n ;;!se t.1-2 e:or:n,e,_·ted to the s:.::r:-:e i7VJdu!e ,:..;ard 1J, as s~vJwr: :;; i-=:gu1e 3e:. rh-e sec.;.1;;rJ app!:cat:or: 11wdu!e 19 'en t~1>: rnodu!-e e::.::rd 13 car: 

,;lsc oe e.g.,; SIM n,cdu:e. 

The f:1·:;t dmo tran:,1:~:1ssio1: n1ean:; m. ! 5, s:..:c~1 as an lntra:·ed tror.r,:~nlttf:r / :"f:ceh/e:: a:Y: a:sfJ fo:":nfa! ::n: thf: 11:nb:!e sta-:::or. ·1. The fi:r,t data -:::·a:n:s:nissicn 1:~:ea:n:s m cor. ~Jf: 

:)sed fer dat;; trnnsr:-:i.ss:or: at c!os-e dis1an.;.;es, e.g. j;; a ste1e whe11 rr;aki119 a paymer:t. 

:=igures 4a 3nd 41:- shov; hew appkation 18 is e;-,ubled, disCJl:-led, m,d hov; 3ppk3,icn 13 is changed f;·o;-,1 the first mode ot ope,3,;,:,p to ,he second m,d y;,:e vers3. By the 

fo·s1 ,:..1p~rnn:1g 11:ed~-:.?5~ iB mef!nt e1 s-:~·:e :;; wh:ch H:e ;::pp!:c:e1:.:cn (foeB wJ:hing er: :--~s o·Nr: i;;fn~·::ve, but :·ecP.i\1~s its GpP-:"~--~:r:g :ns--~:":jclie:v~ l~WJ:jgh th~ ~pp!:c,11:or: ,:..1:· ~h~ 

cei~:ti-~! proce::s:r:g :..iPi-:: MC-U ::n: the secoi-:1::: operating rnode. Tho:: se-:i:,pd mcde c,f c,per:.::-:::cn 111 -::h:s 1Jescri::1tic,11 me,3ri::;:.:: c,:11~:t1·,:1: mode, i:n: 'vvh:ch ,:ase ~11 :.::pplic:.::-:::cn 111 -::he 

Sf:..-.nnd rr.crk: nf operotifJ:I has t~1f: posr,:bi:ity tn centre! t~1e ope:ati•,Y: of d:fterer.t :v:lts cf ~he :~:!(!bile :;tatlon ·i, i:n:chit!ing thf: central Lin:-:: MC~.:, and send 1:~:essa9es tc 

•Jt~;er app!:ca-t:or:s 

The cec,ral p;-ocess;pg unit MG:J c,;n 3lsc, h3ve twc d;ffe1·ent opernting modes: 1) norn,31 ;-,7,:,,Je 3nd '.') upp:icut1on n,cde. le the mrmal n,cde, ,he cec,ral p;-ocess;pg unit 

MC~.: operate:, Wff: a k:~:(!Wr. :no~Jlle :,tt:tk111 : . ::~: the ao~~JncatifJ:~: 11:nde, the ce:~:t:"t:! proce:;s:r.r-1 '.il:i-:: MC~.: n1ay be ccnt:d:ed by a:n: a~~Jp!:cati•,Y: 1 B in ano-::her C(Jf:1·atl11g rr.crk:. 

~ven 1rr ·the c1pplicc1t:or, mode, the c~rrtrnl prccessi:19 unit MCcJ ca:1 read the key:.1oard ii a:1d trnrrsn,it :rifor;,1:;t1on abci:_:t ,:.e ~ey preBs 99071 8 t0 the :;pplic,it:orr rn '" the 

:;eccnd npero~:n9 1:~:(!de. :fthe apo:lcoticn :3 :r. t~1f: seco1:d ope:ati:~:g n1ode :;n wishes. 

:r. t~1f: exa:~n~~J!e cf Fi9Lire ~~, tt:e ope:ati(!I"': s~ar-::s ~Ji switchi:19 n11 ~he :~nob/le :,tt:tlnn : 5, oher 'Nt:lch thf: centro! pl\"!Ces:,lng unit MCU :;e-::s thf: co:n:~ro: a:~:t! do~o !:1:e I/ 0 of 

t~;e ·f:rs1 app!icati,:..1;; mod:..;!e cor:r:e.;.;tor : 5 ·to a ~-ese·t state (ti!Gck 1 C:1 }. !f :.::r: ;;pp!icat:on modu!.::- 10 i.s e:or:n-ec ted te the lirs·t :.::pp!:e::.::t:en ;71c;du!e ,:..;c;nnecl\.F 1 -':, and .sends aP 

t:cceota~J!e rer,~~J(!11se tfJ tt:e ce:~:t:"a: proce:,s:r.r-1 '.il:it MCU (block: O:?}, the cer.tro! ~xocesr,:119 unit MCU :,ets ~he ,_-_nn-:::·nl and da-::a k:e : ; G er.a~J:e state (!f tt:e f:rst­

;'.':ppHe;'.':'~ien r~;cdu!e cGn:1ec:~,:..1; 15 (b!ock ·! in). !r: bkx;k. 1 C:4, the c:=:u MC:U C:ete;:·n:r:P.s wheH:e:· e1:1 ;'.':ppHe;'.':'~ien r~;cdu!e cGn:1ec:~,:..1;B ·! 5. 16,-:? f;r,11re bt:er: ex~mined. :f ;'.':!! :.hf: 

2:pp!1c2:-:::cn p-:odu!e -:011nectoi·s 15, 1 f.., ~ 7 ;-:uve i~:ot yet ;:1ee:n: exam:ned, -::he ,:1perm:or: wo-:eeds uga:n to step 101, wi-:ere -::he i~:ex-:: ,3p::1!icatioi~: rnod:..;!e conr:e,:t•:11·: 6, 17 is 

;;Gw ex~t::ined. :f :n bkx;k 15 lhe c:H1lrn! pr{1c:~ssi:1g u:1:--~ MCU (foeB :10-: t·ec:ellre;:: :P.spe:v~P- 81 e1n ot· H:e ;espor:se is :10:. r.1ecep~;::b!e, :_f;t; ope:·c11:or: p:":J:;eeds --~o block 1 Cl-':,, 

·,,vhe1e t~;e ce;;t~a; proce.ssir:g :)pit MCU e:or:ch..:des t~1;;t no 2:pp!1e:2:tien rr;c;du!e 19 is ,:..;c;nnected tG the -examined app!:,_·atior: 11wd:Ae c•J;;pec1er 1 -':i, 16, :"7 . 

.A.fter a:! tho:: app!icm:or: m,:1du!e c,:1P11ectcrs 15, 16, 17 h~ve tio::en -::r:.::vo::rsed, ti~:e oper~t;c,p ccntii~:ues ii~: b!cc~ 106, where user ido::11titic,3t;,:1P kr:ovvn pei· ::e is perfori-:1ed. !f 

:_;set· 8U~hH1il:;8Lk1:1 f;::i!s, lhe 11:eb:!f: stci~:or: s'~;'.':t-:-:jp i:~ s--~{1pped (bkJck ·: !F). -:-he:·e r.1m :is:_;r.1!!y :_f;rt:f: ""vr.1ys f,:..1; ;:: :jse:· t,:..1 H1le:" ·:hei; o·Nr: per:~rrn~! :dt::r::fic:;:::_:cn r:L:11:ber. Mi-

2S lf·the ,i;_·ees,: cede 1s rwt ~ritered cx,::e;_-tly\lie tbird tin,e, the u,:er rnust eriter a ki:19er ide:1\:f:ca-ticn ;_·ode, aftd whidr ·the u,:er has tbree n,cre ;_1pp0rt:_:rri'ties w e~ter 
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his or her cvin pers,:11~1u! 3,:,:ess code -:i:::•IT"::Ct!y. lfthe user does PDt er.ter his p,3ssccde correc-:::y in the::e -::hree ~dd:-:::cn~; tiekls eithei·, -::he u::er rnL:st ,;:nter 3 k1i~iqer 

pr.1ss;__-:odP. f!ge1:r:. !f H:e :?,t; key -~gu:·e:~ ~re tK1~ H1IP.red ;..-:or;ect!y wi'd':in :_f;t; pen::i11ed r.1t:.Hr:p1s, ~h~ :;c:ntrc:! c,1rd w:!! de:~troythe lnfGrr~;r.111!):'! i~ cGrr:~:ns, ::18k:ng H:e cGnlrG! 

•:ard S! M :)r;usat.1le. 

A.fter successful:, e;·,te1·;n~ ,he i:,ernocsl 1dentif1cution n,Fn::,ec 35, t:·,e centce3: pcocessicg 1F,1t MCU proceedo to block, 08, whe1·e the central precessing unit MGU que;·;es 

f;._1; :r:f<;r;~1r.1nGr1 f!b;._1:_;:_ :.hf: 8pp:fe;'.':'~ie:i:~ ·i g c:o;;:_;::ir1ed :r: ·:he e1pp!:cc1~:or: rw"JdL:!e F1 c:;..1:1;;w/~ed ~;..1 :_f;t; fo·s1 c1pp!icc11io;; :w"J(b!e eo::r:ectcr ·! 5. !f the;e 8:'"f: -: H ;::pp!:c;:::_:cns i;; 

t~;e 3pp!:ca-t:en ;71,Jdu!e 19, the •:errtra: p~.;J,:.::ess:;;g Ll::it MC:U read:.: 

9 99071 3ppkmicns 1 B d3t3 (o:ock 1 QS) and st,:,;-~ the:-n in its :-ne'THY (block 110). 

:f tt:e:·e are :~:C! app!:ca:::cr.r, : B :n t~1f: exa1·-r:l11ed a~~)p!:cati(!I"': n1oduk: 19. t~1f: cent:a! p:\1cer,:;i~g :v:lt MCU sto:·es this :nfcr~atifJn in it;, 1:~:en10~ (b!ock ·! ·1 ·i }. !11 bkx .. k ! ; 2, the 

ce;;t~;;! proce:.:sir:9 :)r;i·t ~viCU deterrr:ines w~;ether an 5 3pp!:e:3ticn ;71odu!es 19 have beer; ex;;rr;1ned. ;f t~;ere are :.:ti!: u;;expkved app!:•:atior: ;11.;..1d:Aes 19, the opera-tier: 

re-:::..;r~s t•:1 b!oc~ 1 OB, where mforp-:atio~ ,3;:1m1t the ,3p::1licatioi-:s 18 ,:i:,ptu:~ed 111 -::he i-:ex-:: ap::1;icatiori rr:od:.i:e : 9 :s i-:ow q:..ieried . 

. 4f-::er thf: eer.tra! p1·oces:,l11g unit MCU t:as exan1:~ed a1: thf: appHf .. atio~ rr.cd'.~!es ·19, -::he o~~)e:·at:or. ·1 Q eo~-:::n:ff:s ah:er block·! ·12 In bkJck : ·! 3, w~1f:re -::he f .. en-:::·a: p:cf .. essi:~:g 

:..;n:t MC:J d:sp:ays a i7V:-rJLl en t~V:- mobi!.::- st3ticn: display l f~.;..1;11 whi,:.:Ji the u:.:er can se:e•:t the appi1ca1i<.--:;1: g he \V3r:1s t•J sw:t•:h ·to a;vJt~;er Gpera1i;19 mGde. If t~V:- Llse~ 

se;ec-::s ~P app!ica:::cr: 18, -::he CPU MCU 33~,s for -::he p~1·ts of the L:so::r i~-::ertace IJ! 1·0::qu:red i?/ -::he ::e:e,:to::d 3pp!ica:::cn 18, S:..ich as the display 7, the key;:ic,ard B ,3i-:c; / 01· 

tf;t; shHL:s i:1dic;:::_cr:~ 7-::. lf th~ CPU MC:U d;J~s r:e1 :·e;__-:t:ive 8:! ci;__-:c~p-~;'.':b!~ :P.sp;._1:i:~f: fr:'"J:fl -~he :~f::e;__-::.~d ~pp!:c~·::{:r: 18, -~he opP.:~·::{:r: ;et:_;r:i:~ ·:!"J bk1ck -: 13 !n -~he ~1ren1 th;:::_ 

t:·,e centce3: pcocessicg 1F,1t MCU receives CJP accepted resi:,c,i-,se !rem th~ sel~cted 3Pi:,licstio;·, 18, the centrnl pcocesoing unit MCU 20 entecs t:·,e sppl1c3,icn 1-c,c,de, ;_e., t,:, 

cnn-:::\1! -::he se:ef .. tf:d 3pp!ie3-::icn ·i R {bloc;( 115}. 

:f :_f;t; ::ser dGP.s :10:. s~!ect th~ c1pp:i:;8Lk1;; ·! 13 (bk--:c:-:- ·i ·i:i), :_f;t; ce:1t:·e1: p:!):;e.ssi::9 u;;fl ~AGU P.:r:et·s th~ :10:m~! :·nodt: (bk--:c:k ·i ·i h), i.'\1hereby :'!{"": e1pp!:c:e1t:or: ·i g cor:trols -~he 

,:e~-::r3! ::1i·o-:essiPg :..;r:it MC:J 25, bL:t ,3n-::he :3::1p!:c:3ti•:1Ps ~B ~1·e :r: the tirs-:: cpei·:3tiPg mode. 

:r. t~1f: no:--n1a! :node, i:~: blcc;( 117, tt:e cent:-a: p:--oce:,s:~r-1 '.~1:it MCU 11:ay fo:rr. :": 11:e~u 7 nf the :30 :;e:ef .. tt:ble a~~)p!:cati•,Y:s : 8 •,Y: the ao~~)ncatifJ:~: 11:nd: ... de:; 1 ·~ cf thf: 1:~:nbi!e 

:~18110:: 1, frcr~; wh:ch ·~he uset· c:e1r: se!~el ·:he e1pp!:c:e1t:or: ·i g he wc1:1t.s IG sv,;ileh le ;::r:rJih~: t::{:de cf Gp~:;'.':·~:en (b:Gek. 118) !f lh~ 11:;__1;._i:_;!f: c:e1;d ·! 3 is rHr:G,1ed f;;._1;~1 :.hf: 

;·,1,:.ciule med ccnnec,oc, ,;II 3Pi:,:icstio;·,s 18 on the remc,ed mcdu:e c3cd : 3 are cenn,:,ved !rem th~ mecu ,:,f the :-nobile srn,icn 1 (block : 28). 

:r. ~J:nek ·i ·rn, the cer.tra! ~xocesr,:119 unit MCU q'.~e:·les t~1f: app!:ca:::or.r, : B ccnta:1:ed i:~: the Sf:!ected t:pplict:t:n11 ~cdu!e ! 9c !f t~1f: cent:a! p:\1cer,:;i~g :v:lt MCU l"f:eeiv-es a:~: 

;::ecepte1bl~ t·espcnse fr{:rn th~ ~pp!:c8lior: :1KKiu!~ 19, lhe ;__-:H1lr8! pn.--:c~ssi:1g u:1:1 MC:U ig:1or~s 8pp:fe;'.':'~ie:i:~ sL:cf; 8S Wer up ·:ype ·! 13 but .s:.crt:s i:1fo:n~c1t:or: frcr~; !"Jlhet· 

,;pplic,;t;ons 18 (':,lock:: 9). it ,he cencea: pcccessi;·,e; ucit MGU dc~o cc, receive un scceprnbl~ respcnse tcom 3ppk3,icn 13, no i-,ew ,;pplic,;t;ons 18 ace sddeci (bloc, 

·i ✓-O}. 

t, ! f lh~ CPU ~AGU is i;; rJ!):'":fl~: :1KKit: :r: b:cek. 116 ~::cl th~ :jse:· .st:!ect.s G:1e ;__1f th~ se!~cl8b:e r.1pp:ic;::nG:1s 1 B fro;~, thP- t::e:1:_;, {°":r c1:1 r.1:J:!"J::J;'.':'~ic :.ype e1pp!:c:c1t:or: ·i g tK1t:f:t:s 

t:·,e CPU MCU to owitch to 3ncth~1· 1-c,c-de, the CPU MCU CJoks the UI ucit 1 1·equired ::,y ,he upplic,;t1on , 8 to m,mch to snothe1· mode ( bl-:,ck 121 ). If the spp:1csticn : 3 dces 

::el :·e;__-:t:ive 8:1 ci;__-:c~rl~d--:!~ :P.spe:i:~P. fr:'"J:fl -~he cP.:f::~: p;;._1;__-:t:ss:;;g ::r:it MC:U, :_f;t; ope:·cit:or: !"Jf lhe ;__-:H1lr8! pn.--:c~ssi:1g u:1:1 MC:U pr{:c:et:ds Le b:Gek. 1 ·: "i. :f -~he ;::pp!ic;:::_:cn ·ig 

rece1ve.s an a;__-:cept3b!.::- respc;1:.:e from the •:en·tra: p~;._1;__-:ess:;;g :..;r:it MC:U, t~;e ce;1t~::i; proce.ssir:g ur;i t ~;lCU er:ters ;;pp!ic::it:on mode (t.1k•e:k. 11 S) 

15 

VVhen the Cf::~:t:"t:! proce:;s:r.r-1 '.~1:i-:: MC~.: :s :1: app!:ca:::cr. :~node (b:cc;( 1 ! 5) and the CfJndltlon for -:::--3r.r,:tln11:r.r-1 to ano-::her rr.fJdf: of operatifJ:~: nf a~ a'.~to1:~:atlc ty~~£~ ! 8 

;;pp!ic;;t:fJn is met. the app!i;__-:atior: 18 1n se•:Gnd rr:cde Gf operati;._1;; is ;__-::)r~er;t!y ;:i:.:ked 1f the appi1ca1k1;1 of type ;;utG ·type 20 ca;; sw:t•:h ·to a;vJt~;er mode ;__1f •Jperatior: 

(o;ock 122). lf h3r:dover is not 3!k1wed, operaticri 1·0::tu1T:s tc o;ock 115. :t hand,:1ver is possible, ti-:e cei-:ti·:3! process:r:9 :..iPi-:: MCU ask:: the :3::1p!:c,3ti•:1i-: 18 cf the u:.i-::or:13-::ic 

·:yp~ wh:ch L:n:t:~ !)f lhe ~r~P.: :r:1e:·foc:e u: Gf lh~ rr:eb:!f: s18t:or: ·i it :1~P.ds (bk;ck 1 ~·.:?,). ! f thf: f!:i:~we:· :s :r:cor;ect, -~he opP.:~·::{:r: of th~ :;e:1t:·c1: p:G:;es:~i::9 u;;f t ~ACU r~turr:s -~{°": 

block , , 5. If the resi:,,:,i-,se ;" 3cceptab:e, the CJi:,plic3t;,:,i-, 18 cf the uu,0013,ic type switches ,c th~ seco;·,ci operation mode 3;·,ci m ,he oa:-ne tim~ the spp:1csticn : 3 in the 

Sf:cnnd cpN:":t:119 ~erk: switches tfJ tt:e f:rst G(Jf:1·atlon rr.crk:. 

:f -~he ;~1odu!e ;__-:r.1rd ·i :: i;; wh:ch ·:he ;::pp!:c:8t:cr:s 1 B cf :_f;t; ;'.':ppHe;'.':·~:en r~;cdu!es ·! 9 in th~ fj:s·~ eper;:::.lng t::{:de 8:'"f: in :_f;t; moch:!~ is ;e;~1cved f:·err: th~ m:Kh:!e G;'.':t"d 

ccn;·,ecmc, t:·,ese ,;pplice3t;,:.ns 18 me deleted tco:-n ,he mei-,u. 

:f" cew :-nodul~ c3rd 13 1s 3dded m the i-,·,c-bi:e otiltioc 1, the identii:ers ,:,f t:·,e 3ppkmicns 1 B cf the upp:ic,;t1on mcdu:es 19 c,i-, ,he module c,;1·d 35 are ~Llecied ;i-, b:cc~ 

·i ✓-5. if thf: 8pp:fe;'.':1ie:1 r~;crJ:j:e 19 se:1d:~ ·:he :dt::r::-~e:·s :.o thf: ~v~CU, d:w;mds pGwe; :_;p ~pp!:<..:~·::or:s ·; 8 ;'.':r:d :~IGrf:s ;__1ther r.1pp:k-:r.1tl!°J:1s 1B i:: the r.1pp:k-:r.1tl!°J:1 rr:edu:f:-: 9 :r: 

block 990 1: 126. :f ;·,,:. acceptab:e ;·~spocs~ is ceceiveci frc-m appkmicn ;·,1,:,dule 19, cc CJi:,plice3t;,:,i-, :-nodul~ icfoc:-nmicn ;s sdd~ci (block 127). 

;f u rnodL:!o:: c3rd 13 with~ powo::1· up--::yp-2 or a:..;-::crr:ati,:-type ~pp!:c:3tion 18 ii-: the cpH~tmg rr:cd-2 5 :s i·,;:p-:oved from ti-:e rnoduk card ,:c,nnector, -::he mol:1de st:3tion 1 i:: 

swi·:d~ed cff 

c:1he~i.-1;ise, the app!icati•J;; 1 B i.s sw:t•:hed tc t~V:- fjrst cper;;tmg rr:ede and the cer:1rn! pr•Jces.s:ng un:t ~1~C:J retu~;1:.: to the ;;or;71;;! mede (ti!Gt:k. 1: 6). The ;11er;u or aut;._1;11::it:c 

type a~~)p!:catio1: 1 B in the Sf:cnnd rr.rxfo nf operatifJ:~: 11:ay :":!sc :et:J:"n auton1a:::ca:ly o:· :11 3 :J:;e:·-ccr.trc!h":d ~13r.nN to the Tirst :~noc:e of cpe:·afa!l1 (1 :?:~) 

The fo:h.1\riJi:~:g der,c1·:bes i1: p:--:~cip!e the (!pe:--a:::cn of:": b3r.k nr nther pairne~-:: ct:1·d appHcatio~ i:~: a ~cbi:e statifJ:~: 1 :rr.ph":11:e~-::ed ~Jy-::he :~nf:thnd : 5 :":cccrdin9 h! the 

pr.::-sent :r;vent:•JP (Figure f:,), 

Concected ,o ,he ;·,1,:.l:,ile otut1on 1 ;s beth" cocceo: cmci SIM and one 3Pi:,lic3ti,:,;-, modul~ :9, ;;·, wh;ch sn upp:ic,;t1on '8 ;s foc:-ned, which in th;s e>:mT,ple ;s 3 bCJPk ce3;·d 

3po!fe3-::icn. The ao~~J:icatifJn 1 B hrF, a:: :ea:;t one account U!ITf:spor.di:~:g to -::he '.~se:--":, bar.k accc:v:t, wt:ereby tt:e :..:sN ca~ e.g. ~l3kf: pay:~nf:11ts fro~1 -::he aeccunt 111 3pp: R. 

r~;e 3c;__-:oun·t inferrr:ali;._1;; is prefer;;b!y ~ead frGm ·the ~J;;r;k a;__-:coLlr:t du~:;;g the j;71p!e::1entati•J;; pha.s.::- of the app!icati•J;; 1U a;1d s·tored :;; the dat::i rr;emory tI .. PROM 

~)elor.r.ii:~:g to -::he t:pp!:cati(!l1 ~1oduh": 1 ·~ !F,ed by the argJ:icatifJn 1 B. in cnn~ecti(!I"': witt: the payn1er.t, tt:e 3ppHe3-::icn : R :·educf:s -::he ~)alar.rx: nf the rKco:..:r.t i:~: the 

;'.':ppHe;'.':·~:en ·; 8 ;'.':c:;__-:crdl ng:y. -:he :_;prJ~·::r:g of pr.1y11:e;;:_ :_;;::r:s;'.':c:tio;;s, e:.c. :n th~ ~pp!:c~·::{:r: 1 B tG ·:he ~r~P.:'s b~::k Q\'X{:u:1t c8:: cidi/~:;-~;'.':geous:y tr.1ke p:w;e ;::utGrr:~·::cciHy 

ccnt 0cl:ed by the 3Pi:,licstio;·, 18, e.g. st" certain ti;·ne, Gnd / ,:,1· selected by the user f;·,:,;-,1 the men;; of the mcofo st3t;,:,i-, 1, ,;i-,d / oc ic cc-1·,nectio;·, with t:·,e psy1-c,en,. In t:·,e 

br.1:1k. 8CGOL:n1 up(falf: ph8:~f:, th~ ~pp!:c~·::{:r: 1B :m c:;__1;;:_;;__1b ·:he ;__-:t::r::8: p:·,x-:t:ssi;;g :j::it MC:U -~{: e:~t8b:isf; ~ c:;__1;~1;~1:_;r:icc1tio;; eor:ne<..Ji:J:: vl8 -~he ;~1obi!e :1~t'.f,t{:t·k. MSC: ;::r:d 

:)s:..;a!!y the f;xed te!ephcne netw•J~:-.: P:3"f N k1 t~;e ban:<. e:orr:pute~ 22. -:he •:onnect:•JP may be e.st;;b!is~V:-d by nrst asking the :)ser for a telephene nLlmber ;__1r LY{ u.s:r;u 3 

:~:un1ber stfJ:'"f:d i~ the app:if .. atlon's ~e:nfJ:y -::he bette:·. 

:r: 1~1>: mobile s·ta-tien 1, the :)ser c::;;; hav.::- severa: d:ffe~er;t acc;._1:)r;ts 31 Lhe same t:i7lf:-, .s:)ch a.s a ba;1~ acc•Junt, a credit a;__-:coLlr:t a;1d / •Jr a ca.sh acc•Junt, which •:an a!:.:G 

be ;n difierent ,;pplice3t;,:.ns 18, even in d1ffe1·ent 3ppkmicn ;·,1,: .. Jules :9. This has the adv,;i-,ta~e of ~.g. 
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The ,;pplic,;,;on , 8 ;3 3Ctivmed e.g. aher ,he n~,c,1:,i:e otiltioc 1 :~,us bern switched C-I\ 3o shcv;n in c:-,e t:ow char, ci Fig;;I·es 43 m,d 4b. :he CPU-: O :s p1·;nted by the MCU ,o 

dlsp!crf? :11ess8g;2s f!°J: er:1e:·i:1g thP- pc1Bw;c:de ·n1e UBt:: er:te:·s his ;..1w:1 c:;Jd~. 1Nhich :s t·ecid by the eer:1ni! prccesBlng L:n::. MCU Qr:d ·::~::s:·n::.ted IG ·:he ;..-:<;r:trG! cci:·d S:M 

r~;e cc:1trc! unit CPU rx1 the •:rxrtrG! c::i~d !3!M ex;;rr;ine.s t~;e given c.;Jde by c0rnp;::rin9 1t Y11:t~1 the prev10Lls!y s1cred code ::;;;rJ ir:fcrms t~V:- centrn! unit f\1CU w~;etherthe •:Gde 

t:as bf:en ente:"f:c: ccr:--ect!f !f thf: pasr,cnde was nfJt ctxI·ee'.:, thf: MCU I·-r:ay oo:;s:b!y ar,k the :J:;e:· aga::~: tn er.te: t~1f: pas:,cade. 

:f :_f;t; piis:~code :s e:1~er~d :;c:n-ec:t!y, ~ht: ce:1~:·e1: pr<z;eBsi::9 u;;fl ~ACU Gpet·~'~es w;cc:·d:;;g l:J H:e ;::bG,1e slP.ps. s:w;e ~h~ !"Jlhet· '~en::i:1;::!s 16, r; d;J r:Gt h~\1~ u:her 

;;pnlic;;t;or, :r,cdules 19 In ·this ann:iu,t10n exa:-nn:e, the central prccessi,19 un:1 MCU diBplayc, a :r,e,1;_; ·_; fr0:-n W"1ch the use, ccar, se:ect the apn:ic;;t1on '8 ;p ·the 

t:ppHct:t:n11 rr:cdu!e !9, which :s :": debit ca:T:! oppHco~:cn, after wt:lch th:: appHf .. atio~ ·p:3 mri;itd:es tc :":1:nther cpe:-tfi1:g ~1cde and ~he ce~~ra! (J:"fJCess:1:g :..:r.it MCU e:-:tf:rs 

2:pp!1e:2:ticn rr;c;de. 

25 

The ;~,1,:,l:,ile otutIon 1 can be used to n~,uke,; c3II in the uscal way. All other f;;nc,:cns be:cng;n~ ,o the n~,c,b::e 8tatioc 1 me 3lsc, avCJdable. The eosentiCJ' d:iterence here ;3 

~f;r,1t wher: ~ UBH e::'~ers, fGr P.xc1;~1p!P.,;:: tP.!ephor:f: nu:·nbH f;;._1;~1 thP- keypiid B, H:e cf:::'~:-~! p;;_1cP.ss:r:g ::nit MC:U fr:rw;::rds k.eystt·okes ·:o f!:1 r.1pp:k-:r.1nGr1 i:1 :_f;t; secrrnd 

,:1permir.g 1~:1,:11::;e, vvhich co~~ro:s ti~:e ceritr~; processi~g ;,F:lt tvlCU to est,3ti;1sh ~ co~r.e-:t1on. 

:f ~he ;_jSer wc:mts tc ;;~:quire ,3;:1m1t the b~;mice ,:if his ti~Pk 3,:,:0:.i~~, ;~:e tirst so::!ects ti~:e rr:enu f;_jnc-::icn ;_jSi~g tho:: keypad B, ir. vvhich case ti~:e cei~:ti-~! processing ;_jpi-:: MCU 

~;e1;;srni'~s;:: keys-:mke ~;_1 :_f;t; ~ppHc~'~icn ·: 8. -:-he ;::pp!ic:;:::_:rrn-: E ;_-:c;nlrc;!s the centrn! prc;cesBlng L:n::. MCU ~;_1 disp!e1y 8 ;~1~rJ:j? frc:t:: whic:h 991r;-: 13 c~n b~ se!~clP.d. ,\f:et· 

ti~:e :..:sei· se:e,:t::-::he ti~!a~ce 1nq:..:iry fr,:11~:1 the rr:eri;_j, -::he ,:e~-::ra! p;·o,:essiPg :..:r.it MC:J transP~:1ts 3 ~eyst1·,:1~e tc the app!i-:atio~ 18, wi~:1ch examine:: i-:: arid ser.ds a rr:essage 

to the c:::-:t1·t:! proce:;s:r.r-1 Lin:-:: MC~.: tn dir,~-J!ay 7 a ~ext i11ftx11:ing th:: user that t~1e n1obih": s~o~:cn is pe:-fcrrr:in9 a bo!:":1:ce ::-:c:u:~. ~,le.ct, the app:if .. :":tinn : 8 :-::t:-ie;e:, the 

ba!;;r;e:e .stc;r.::-d :r: t~k dat:.:: rr:e;71c;ry EEPRG~1~ of the app!icati•J;; m0d:..;!e 19 and generate.s a rr:e.ssage tiased t~1>:re-0n by Y11~1;ch the cer:tr:.::! p;•J•:es.:::HlfJ :..;r:it MC:J prj;;t:.: the 

bo!t:1:ce fJ:-: the di:,p!oy 7. 

Event cc-de:+ eke,: 49.1 A: co:r,:r,3nd: m + cmd O ,,,, 1 '.1 

Event C(!de: -i- CKE'✓-: 53.0 AT co1:-:1:-:and: .4.T-:- ems-=- ·l,JQKSET'", ''A.11:nun~ cf, 'lJa!ance'', ·,·,_ ··oK"', '"Q:..1:t" AT f .. 01:-:1:-:and: at-:- cind -=-,,,. o, o 25 Event cnde:-:- CKE\/: 91, ! • .4.T 

CC'l1'l1'-1Pd: li- + c:rns O 't-,c,,:sl'.r, "';.,ecuesting. '', '·Q;_;1( 

J\.n e:::amp:e •A an :.::pp!;e::.::ticn •A t~;e me1hcd ae:ccrdi;;g tG ·the ;r;vent;•JP Y11;;! be described bek1v1, 1n w~;1e:h the app!i•:ati0r: 18 1s a •:ash ;;pp!:cat;c;n by rr;ear:s c;f whi•:h scrr:e 

payrne~-::s um be p~:ude, :::.ich ~s in ~ shcp ,:11· on 3 tiu::. 

5 Appl:cati(!ll ! 8 i:; :dent:fied a:, shewn :r. t~1f: pre'li(!liS exan1p:e. Once ~he t:ppl:cati(!ll ! 8 ~1:":s svvi-::ched h! a~cthe:- :-noc:e of cpe:-ati(!I\ th:: user f .. :":11 ccnnf:c-:: -::o the bank's 

cc111p;)t>:r 22 er: t~k mobile s·taticn 1 ar:d tran.sf.::-r rPGney fr•Jrr; his •Jwr: a•:e:o:..;r:1 tc t~k :::::as~; app!;•:atior:. ;;; practk-:.::-, cf oJurse, rr;c;r;ey 1s r:;_1t trcF1:.:ferred cc1v:rete!y but 

e!o::ctronic,3!!y, vvhich iri-:reases the b~;mice ,:if ti~:e payT:~:en-:: c~i-d mid -::he bu!3r.co:: at 1 Q b~i-:k ac-:o:.i~-::s. :;~:e :..:SH exeu1tes irito::1·1~:u! -::r3r.sfHs fr,:1P~: the b,31~:k 3c,:oun-:: of -::he 

pr.1y11:e;;:_ r.1pp:k-:r.1tl!°Jr1 h: e1 c~sh r.1cccu;;:_ en ·:he :1i;._1bi!e B:.;:::_:rrn ·i ;_1:· vice i/et·sci inlP-:"r1~! cmd:·: '~:"~nsfe;B rP-q::ire ~hr.1t thf: c::·edlt lmnsfor i;;f;_1;:11e1~:cr: be up(falP.d c:1 :_f;t; biink's 

-:omp:..:-::er 22. 

15 The p3yI,,-,en, :s n~,ude by the uoer entecing a cet3;;-, cede with v;h:ch he infocrns the app:Icaticn :3 ,h3t he W3nts to pay for the pucc:~,uses. The 3p;:,lic3tio;-, thee 

~s-:~b!::~hes;:: !";{:nne<..:ti:J:: vi~ '~he cf:::'~:-~! p;;_1cP.ss:r:g ::ni~ MC:U Le ~h~ fj:-s'~ c:;_1;~1;~1:_;r:ic8tk1;; rr:P.~ns n::, s:_;ch 8S ,1r1 i:1frn:·ed tr;::r:st::iEer / :-ec:ellre:· ;_1; ~h~ !:k~. GGr1::e;_-::.~d l:J '~he 

,:ash i·eqis-::er 21 01· the !i~e 20 ~1·0:: o-::her d3t~ ti-~Psrnis::io~ rr:e~Ps !R2, sL:c!~: as ,31~: infrared transP~:itter / 1·0::ceiver, thi•o;_jqh wi~:1ch the app!i-:utio~ 1 B mid -::he ,:ash i·eqis-::er 

t:ppHct:t:n11 cf ~he cash :-::gis~er 2·1 ca~ b:: in CfJ:-n:-nLi11:cati•,Y: wit~1 each ott:e:', 

G1K-:t: ·:he ;_-:cr:nec:tk1;; is esl,1b:iBhP-d, ~h~ :jse; H1IP.:"s the :-?S P!N cf his o·N:: pe1yment ;_-:r.1rd, 1Nhid1 ~f;t; p~yr~;t:rr: cci;d r.1pp:ic:;::nGr1 stin cc11:pe1;~s 1.-v:th lhe p:·e-:~tGrwJ {:ne !f lhe 

code;" ente0ed coccedy acd the1·e :s "scii:c;en, bal,;nce ;;-, the 3p;:,licatio;-, 18, the p3y;-:1ent ceansCJctIon is rq:stwed bo,h in ,:-,e c3sh register 21 3nd 111 ,he ,;ppl:ce3,;,:,n 18 

of '~he ;~1obi!e :~tr.1tl!°Jr1, i.'\1he:·eby '~he br.1!~nc:~ Gr1 '~he pr.1y11:e;;:_ c~:-d iB rwbc:ed ,1cc:;_1;d:r:g!y. ·r he up(falf: {1f 'd:e pr.1y11:e;;:_ :.r;::r:s~c:t:or: IG ·:he b;::r:k's :nf{1n::8Lk1;; rr:wJ:i;;t; ::o ;_-:;::n 

·take place e:\he, ircm ,:ie cas" reg:s1e, ;;ppl:c;;t;or, or fr0:-n the ;;ppl:c;;t;or, rn cii ,:ie :-n0bile s·tat:cn 1. 

;=or i~frared d~t~ trnnsrr:issicr., i-:: is udv,3rit~qeo:..:s t•:1 use sorne ki~:owr. st~ndmd, ::uch ~s -::he woto-:o! st,3,:k (:~frmed D,3t,3 Assosi~-35 -::ior.:i def;ped by !rDA, wi~:1ch i:: 

bf!BHJ on the !SO osi r~;crfo: (Cpen Sys'~erns inlf::"!";{:nnecil:J::). rhe prctcco: B:.;::ck ~r~P.s the !~yHs of'~he GS! :1KKit:!. 1} the phyBl:;8! !,1ye;, ✓-) the dr.11,1 :i:1k :f!yf::", :?,) :_f;t; 

r:eti.-1;rxk !ayer, and n the app:i;_-:at10n !ayer. 

99071 1 S 

At the 0~1ysif .. a! !ayer, c:ata ~ror.r,:-n:ssifJ:-: cor. ~Jf: bosfa! o~ infra:-::d, but fJt~1f:r k~cw1: doto t:an:rn::sr,:n11 ~1ethfJ•:fa con a!sc ~Jf: :..1sed, such os :i!trascund, ek:ctl\'!1:-:ag~etif .. 

:nd::c:tk1;; Gr rwfa.1 w~,,.~s. 

51,1 tbe data :ink :aye,, e.g verii1rnti0~ cf dc1t;; trnr,s:r,iBs:on w:-th, :c,, exa:r,pie, e,rcr OJ"edIon algc,r;tbms. 1,1 add:t:cn, the fl:ricct;or,s cif\lie rfota l;r;k lc1yer a,e perfor,,ied 

e.9. identifv.m:or. fJf dt:ta trnnsrr.i:;s:cn :-nf:ans :1: situati(!l"':S where the:-:: 11:ay ~£~ severo! data -:::,a~s:ni:;s:cn 1:-:ea~s :11 ope:at:01: a-:: ~he :rnn1e ti:n::, e.9. i~ r,t:(!ps with s::vero! 

•:ash ;egister app!icati;_1;;s_ 

1Ll 

;p the rio::twork !uyer, messuges ::1ussii~:q thro:.igh tho:: corr:rr:L:riicmicr. 1~:10::uns ,:mi be d1s-::ribL:ted t•:1 the corre,:t 1·0::cipio::Pt, reg~;-d;ess ,:1fti~:e ~L:rr:bH of cornrn:..:r.i-:atio~ me~ns 

:n opP-r~·::on. :r: ~ck:it:or:, e:1cryp'~i{1n of :_f;t; :nfot·mfllic:1 :.c be 1rnnBr~;lnwJ c:e1;; be e:~tr.1b!:sf;HJ :n ~h~ r1ehvcrk :f!yf::", i.'\1hic:f; :s espec::r.1!!y lrnpo:-1,1rr: :n pr.1y11:e;;:_ r.1pp:k-:r.1tl!°Jr1s. 
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The ~pp!ic~tion ~ 8 r-2;ates tc dutu -::rar:smissicri v:a ~P app!iccr:::cr. ;uyei·, wi~iere -::he ~pp!:c:3tic,n 18 trari::rnits arid receives th-:: :r:form3-::icn mid conFn::rnds req;_j1red for data 

~;8;;srnisBk"Jr1 ,,1:,1 ·:he MC:U ef the rr:Gbi!e sl8lion, pmfP-r~b!y IG ·:he foB:. dff:~ '~t·~ns;~11ssio;; rr:e;'.':nB !H, erte ~h~ rnrJbi!~ ne'~work. 

i>"Jrmspend:ng!y, '~he sece:1d rfov:cf: pc1;1ic::pa::::9 :r: lhe tfa~e1 trQnst::iss:on, s::c:h r.1s '~he c,1sh ;egis'~er ~'.1, hiis r.1 cc1Bh rP-gis~er r.1pp:i;__-:r.1nrJr1 1Nhich procP.ss~s H:e ;~1~ssc19~s 

rec-21ved v:a tho;: se,:,:1Pd data tr.:Fism:ssion rr:e~:vis :R2. ,3,:cordir.g t•:1 the above-rr:eriti•:1Ped !:3yer stru,:t;_j1·,;: 25. 

:-ig:..:re 5 s-ho'1✓:; o r,t:c!rt dlagro~ fJf thf: con tln\ri; ~Jt:twef::~: the ao~~JncotifJ:~: f.\.PPL:C.4.TlOr~ a~d thf: 1i-:nb:k: switch:~g f..en~er MSC bdc!1:g:~r-1 tfJ tt:e ~1obi!e ccrr.rr.unlco~:cn 

r:eti.-1;rxk. In step 2DD, fr1e ~pp!:c~t:c;r; ·transrr::t.s the c;;!!ed telephcn-e nLlmbertc t~V: rn0bi!-: st:.:t:cn •:er:tra! p~-:..1•:ess:r;u :..;r:it MC::J, whidi ·transrr::t.s tG fr1e :1w~Ji!e s-..v:tdi:riu 

cei~:t-::r MSC the id-2Pt1tkati-:F: inforrnm:cr: '.ff:d ofr:er n-::cessmy infcrrr:ati•:11~: for establishing u ccm1-::c~:or: (st-2ps 201, 202 :F:c; 203'.J. Th-2 rr:ob:!-2 swit-:h:~g ,:en~er MSC 

t;e1;;srni'~s t.;_J :,f;t; mobn~ ::/~81ie:1 ·: :r:fot·m~'~ie:1 r.l~Y):f '~he progrt:ss of th~ !";8!: (slP.p ~:ci~~) QWJ '~he CGrJr1ect:or: este1b:ishrr:e;;:, c~tt:p 99Cl ?1 H) ✓-OS}, 8nt:r wh:ch '~he ;~1Gbi!e 

::tatio~ 1 ::e~ds un ac~now;edgment ,:if th-:: ccnri-::ctio~ -2::tub!is!T:~:en~ ~o the p~:ob::e m-'lfit,:hing c-::nter MSC (s~ep 206) and the upp:i,:ut1on ~B (st-::p 207}. T•:1 e~d th-2 

cnn~ef .. ti(!ll, thf: appHcatio~ ·i 8 ser.rfa a dir,cnn~ef .. t con1~1or.d to the ~cbi:e stotifJ:~: cer.tro! p1\!Ces:,l11g unit MCU 5 (step 208}, which Sf:1:ds a dlsccn:~:ec~:cn :"fa':Liest tc t~1f: 

mcbile switehi:19 eer:te: MSC (step 2Ll0). r-:..1 t~;e mobi!-: S'h'1tehin9 cer:1er, the f\1SC s-:nds ~;; ack;;c;v,:'!edgmer:t cf the d1sc-:..1:v;ect:cn t•J the rr:cbile switehi:19 eer:te: MC:U 

(s~ep 7-1 o). F:na:!y, the :nfJ~Ji!e unit cer.tro! p1\!ces:,l11g unit MCU :;e~dr, to the orgJ:icotifJn 1 B :nfcr~otifJ:~: that ~he f .. (!1:11ecti•,Y: hos ~Jee~ disccr.nfa-:ted (steo 7-11}. 

rn 

n;t: methed r.1ece:·di;;g IG ·:he :r:1re:1t:or: :;fen bt: ::s-ed fGr ,1pp!:c,1ilor:s c;:.f;t:r lh~n th-:..1:~f: t·e!e1t-ed IG p8yrr:f:r:'~s. :=c;r P.xc1;~1p!P., :~ehedu:P. :nfr11T::8ti-:..1;; ,1r1d stock qu-:..1t-es cc1:1 bf: 

;·~t;·;eved tc, the mcbfo st3t;,:,n 1. 

Tt:e ~1ethcd accc:di:~:g tn ~he :1:vent:01: er.a~J:es a f:exi~J:e wt:ytc :1:c:,eosf: the u:,ab:Hty of the rr.fJ~Ji!e r,tati(!I": ! Thf: rnm-20 coffr:£: n1achi1:e ; accord:n9 to the inve~~icn 

may h3'!>: severa: p~.;_Y,,ride:s c;f di fferen·t for:cti•J;;s ..,,p;ich :11~r;ufoct:..;re ~;;rJ sen app!:ca-t:or:.s : 13. Fe: .;_;r-:di·t ca:d •:rxnp3r:i-:s . .sue:h ~ rr;eth0d i.s one vvay t•J redLlce abLls-e:.: :r: 

creel', card py:11ents. 

Patent Ci!atiom; ('I 64) 

Prierity dffre Pub:icQt!Gn dc11e 

1970-05-21 1973-01 23 

"1977-12 30 ]';;8 :-07-07 

1980-01-03 1981-12 08 

1982-06-16 10U4-06-12 

"1995-11 2: 

1987-03·20 1989-01-30 

1989-11-'4 

"! 987-0C, ·02 

1987-06-02 1989-08·22 

19B1-!Jl-J1 1%9-08-24 

1983-01 26 1998-05-20 

1988-09·08 199~-04-19 

"! 988-09 ·09 

1988-11-26 1992-07·28 

1988-12-23 100U-1Cl-23 

"1%9-[11-06 

1989-05-19 1990-12 '8 

Coi~:1;~:7:jp:cati•:11~:s Ser,;ices 
C-:..vp I 

lnte:nati(!11a: Bu:,lnes:, 
Mod:iner, CfJ:"rJO:":":ti(!ll 

\/eric;;rd Cc;rpc;rnt10n 

lwutsc Ekcceic Co Ltd 

PrJr" lnccrpcrn\ed 

Mctcrcla, :nc. 

~-exas i:1strumer:ts 
D~l:\sd:l~nd G1-,,;bli, i,i)~[I 

r-re:s::~:g, De 

Reg;~ ft.utonome 
~-ra:1:.:prxt:.: 

https://patents.google.com/patentiF 1990 7'1 C/en?oq=FI 9907i C 

Tmnspcnd~r apparatus and system 

M,:11Ju!3r f:..;r:ds trnnsfer sys~err: 

1·,0l',-COl;JTACT 11·,FRARED PEAR:r,G PROCESS Bv MEMORv Cft.RD, 
P/.\!-F:CUL/\F-'.LY FOR rv~E.A.NS OF ·rHt .. N5POR:". /iJ,~D P8\RH\JG DC\+';Cl US;~"-lG 
:;uc1-; ,'. MUHGD 

Mt:thGd {1f pc1yir:9 pQr:<:r:9 d:,1rges by i:1f:·c1:·,ed rwJi8Li-:..1:1 ,1r1d p:·epQid c:e1;d r.1r1d 
dev·ice fo: :1:~:p!e~ent::~:g :~ 
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1989-05·3~ 199~·11-26 

1 ·~B9-08-Q7 

1989-11-:iLl 1002-12-29 

"1991-08 2: 

1990-03-22 1993-07-12 

1000-03-23 1991-12-04 

1990-07 26 1992-03-17 

100U-08-2G 1999-06-23 

"! 992-05-22 

199G-1Q-15 1004-1Cl-G4 

"19%-1Cl-1i 

1990-11 05 1993-06-29 

100U-12-1G 1991-1tHJB 

199~-05-3': 1993-12 '0 

1991-06-26 1003-09-21 

"!997-03-:9 

1992-09-25 

1992-09 25 1996-08-27 

1993-03-05 

199~-09-27 1997-04-29 

1991-09-2? 1004-03-1 S 

"1991-11 15 

1992-01-22 1995-01 ,7 

1992-02-14 

Es:e:s.s•J;; G.::- ~;l0bi!.::­
C;._1;~1;~1unicc11io;;s !nc 

Metrck;; M:chc1el P 

Yokogawa Electric Corn 

Mats:..:s~1it:": r:ef.t:"ic i~d Cc 
Ltd 

Califoni;; Institute Of 
1-ed1nolqw 

Gte Md;iie 
Coi·ni·nun:c3ti•:11·1s Ser.;ice 
C-:..vp•J~;;t:on 

GtP. ~.h:bi:t: 
C(V:l:~:llill:catlo:~:S- SerliCZ 
CfJ:"(JO:":":til!ll 

At& T Be:! !.-ubora::or:es 

Ncl@ Mcbi:e Phoces Ud 

Casio Cons pule:· Cc., l ~d. 

[c:: l.:11ha:i;_-ed Cell:.:lar 
Sy:~tt:ms M8;;ufr.1e::j:"ing 
l11c. 

:elemCJc Cellulm­
Co:·p,_1:·:.:~:011 

Khy~Jer "fec~1;;G!ogie:.: 
(>'"J:"fJO:";'.':'~i{:n 
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Metl:nd and apparatur, fo1· ex~err.a!!y rk:fi11:~g t~1f: operatifJ:I:":! ~1cde l:f a dir-1:ta! 
;-~c;io ~r3r-:s-:e:vo::1· 

Rt:c!iotz:eot:l:112 hav:r.r-1 :·f:1·-r:l:vabh": n12i-':Cr/ 1·-r:ea~s frJ:· :;h:rl11g radio usw 
vaildt:tlnn CfJdf: 

\f''/:re!es.s type ch;::rge payi119 dev:ce cf c~;arge prep::iyment .syste171 and pc1t;::b!.::­
;~1HJi::t:: 

PHC:r~E SYSTEM PRGCEDURFS 

PfJ:·tab!e radic t:pparo~:..:s eq:..1:pp!':t! \ri1it~1 f'.il:e~:or. tfJ t!lspby recf:lved 1:~:essa9e 
:11fo1T,-,iltioc 

Mc-bile ;:,hone with inte:-n,;I c3II acwu11ti11g c,:,pt1·,:,ls 
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1002-02-28 2DD:-IJ4-3Ll 

1992-05-26 

1992-06-29 1008-08-2'.:, 

"1996-08 :4 

1992-0B-18 2002-08-: 5 

1993-06-28 1995-0926 

"199'.'-10 06 

1992-11-1: 1991-10-22 

"1995-11 07 

1992-12-16 1004-08-C:2 

"1999-01 26 

1993-02 19 1996-04-09 

1993-04 2' 1997-02-':8 

2DD:-IJ3-23 

"1992-07 30 

1'i'i3-ll8-D4 1996-11-12 

"1992-10 1:3 

1993-11-15 1996-01 23 

1994-02-1? 1005-08-29 

"! 998-03 ·C::3 

1994-04-26 1006-D1<3G 

1994-09-20 1995-01 26 

1994-09-22 

Nck:a Netwcrk.s Oy 

Clrbitei Mcit,ile 
C;._1;~1 ;~1u n: ccitio ;; s 

:ex3o lnstrurr,e;·,,o 
Deutschl;;r;d ,,r,,bh 

!nte:digltal Tf:ch~ckJ9Y 
Corpor3-::icn 

Texa:; lnstrurr.e:·:t:; 
lnccrpcrsted 

~-exas i11strumer:ts 
!n-:..;orporated 

At&T Corp. 

Mctcrclo Inc. 

P:)g!:es-:, _.O,r:thcny V. 

tr:c:;so~-Ge ~;1fJ~Ji!e 
Co:-n:-nun;catiocs Inc. 

Quolco:-nm Incorporated 

f'lljltSU Ud 

~-exas i11strumer:ts 
!n-:..;c;rpc;rated 

inlP-rmf~ic:ni:'l: Business 
Maf..hiner, CfJ:"fJO:":":til!n 

https://patents.google.com/patentiF 1990 7"1 C/en?oq=FI 9907i C 

A.pp3rstus and meth•:":! for provid;ng dig;t,;I :nfrnred co:-n:-nucicutron be,v;een,; 
bas-: Llr:it -:..1f Q rad:c1e!-:ph0r:e devi-:..;e 3r:d QPGther device 

Sys'~err: ;::r:d methed f;J; ~:·8;;sfP-rrlr1g i:1f;J:n:8~:or: behw:P.:: c1 r;::di!"J '~:";'.':r:scP.i\1-H 
and a portab:e :~:1e11:o:y e:en1er.t 

Digi18! r~;c;b::e :.~!ephe:1~ sy:~tt:rn in i.'\1hicf; e;'.':Gh sd:scr:pil:"J:: iB ~ss:gned 8 
sub:~e:-ibe:· :1:_;r~;bf::" ;'.':r:d ;~1u!llp:e S:jbs;__;r:bf:r :;8:·ds (S:M) 

Mdbod for ca,rf PfJ CL:\ fF,,mciai tr,msac,;or,s by rneanB 0f a mcc1fo teleph0ne 
:~ys~e;~, 

Tekco:-nmun;,:m:on n~twcrk ,;1·;·0;·,e;e:-nent fer pcc,id:ng r·~al time ucceos ,c c,;11 
rec-:..F.;Js 

Perscn::i! ccrr:rr:u:H..::3ticn •:harging servi•:e device ~Yf oed1 t ::;3rd 

Methnd and apparatur, fo1· l!pe:--m:r.r-1 :": ccr.":rr.un:cm:cn '.~1:i'.: ccn:,is'.::r.9 l!f 
i~m.dtip:e c;evi-:es 
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1004-1CH)1 1991-02-18 

1994-10 19 2004-09-29 

1994-11-14 

"!996-11-:9 

199'.:,-02-15 

1995-0&-10 1997-02 '' 

199'.:,-04-24 1008-03-11 

1995-05-1': 1996-11 '2 

"! 998-09-C:8 

1995-06-Q(: 1998-03-10 

1995-07-06 1993-02 ,7 

199'.:>-!Jl-25 2LlLl3-Dti-23 

"1995-0804 

1995-08-15 

199'.:,-09-25 1006-11-26 

1998-02-27 2000-07-25 

199'.:>-11-Ll? 

"1999-08 24 

199'.:>-12-lB 

1996-03-Llb 100B-11-1G 

"! 999-QC,-C:8 

1996-06-27 1998-12-01 

C!"J::1bi1e,::h ·r r;'.':ff:c Syste:·n 
At·-; 

Daggar; Robert N. 

:e:e:nac CeHu!ar 
Co:·p,_1:·'...'! ~:011 

:ex3o lnstrumer·,,o 
lnccrpcrsted 

!nterrn.:it:ona: 8u.s1r1es.s 
~v~cK-:hir1es C;._1;po;;:::_:cn 

r..-.p: Peen,,, Inc. 

r~nk:a M(!bi:e P~1•,Y:es 

Li:·n:ted 

Reppert; Jon,;than P3ul 

Mc\crclo, :nc 

E11teg:--:~;/ So!utio~s 
Co:·p,_1:·'...'! ~:011 

i';c:k:a Mc:bi:e Pho~e:, 
L:rn:ted 

E!ectrc-Pic Ccnsurner 
C0ncepts. LL.G. 
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MethGd and app:.::ra1u.s f•Jr t~ar;sferrir:g :;;f•J~;11at:on ·to a devi-:..;e :r: a 
•:rxnrnLlr:i-:..;at10n .systerr: 

~ .... ielh\.Ki ;rnd 8pp;::mtus fot· t·~dio eommL:n:-.>11:or: b~:.i.'\1ee:1 rr:ulu~!!y ::10\1:r:g 
object;, 

Prrx;edu~-e for use rif ;;pp!:cat:ons j;; a me bile ·te!ephGne a.s Y11e;! :.::.s a rnobi!.::­
·:e!ephG:1e 

s::1eedup for i~n,:11~:etary transuc-:::cns using a -::ra~sp,:1Pder :n -:onjun,:tion with a 
olT,actcard 

Mo::thod for exec:..;-::ing un e!o::ctron:c ::1~yrr:erit ti-~F:sactioi~: with ~ v.:Fi~b!e mFnl:1er 
•A payrr:,e;;t units, as vve:! ;;s paymer:t me;;r;s a:1d sy.st.::-m for app!yir:g the 
"181hvl. 

Telep~10:~:e/t:a:~:sactifJ:I en-:::y rk:N:cf: and r,ysterr. fo: f:1:te:,ing tran:,ac-:::cr. dt:ta 
:ntn databases 

RernH s-::ore h:3vir:g ~ 
acr-table card a,v.J 
cci:d.s 

J\Ll·t0m2:tic b:::::k:r;u/u;;!Q:::::k:r;u system u.s1ng '.o\.'1re!e.s:.: cctr:rr:u;;1e:2:t:cn and 
methed fo; ~f;t; sci:·ne 

C:;_1:·n:·n:_;r:i:;8li-:..1:1 dev:ce he1i.1ir:9 :r:tt::eh8n9~,1b:e facP.p:c11e:~ ~r:C: e1<..Ji,1e keypwJ 
cc:v·er 

:i-,tqrmed circu:t 3ssembly 3nd r·nethod cf 3ssembly 

Methnd and apporatur, fo1· auton10-:::ca!!y cnnllgurin9 a cc:nt:c:! p1\!gran1 for o 
:~:ll!bile :·adlo cc::n:n:J:~:lcatifJ:I c!l:::'lice 
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"1996-09 1: 

1006-11-01 

1997-01-03 1998-06-~ l: 

1991-D1<n lQQQ-[19-2(:, 

1997-08-13 1999-02-~ l: 

1991-09-23 

1993-01 05 

100B-02-1G 1999-10-19 

"! 998-03 -27 

1998-04-14 1999-09-C:7 

1998-04-14 

1998-08-14 

"1998-11 02 2000-05-'.''.' 

1998-12-09 2005-0B-30 

1998-12-14 2LlLl3-06-1G 

"1998-12 18 

1998-12-22 1999-03-25 

1999-07-02 2002-08-2: 

2000-06-14 2002-07-:3 

2000-08-Q'.' 2004-0B·C:3 

-n~e ChQS~ Me1;;h,11i,1r1 

B~nk 

r,wk:a Mobi:e P~vJ;;es 
l_:,:1itHJ 

lnte,;-ne;: la Coracratic,1 

lntecm~c Ip Corp. 

Senscrrr:ati•: E!ectrcriics 
co~·p,_1~·'...'! ~~011 

Mi~ohn Gamin9 
(>'"Jrpor;'.':'~ic:n 

Mctcrcla, :nc. 

3M lr:r.cvativ-2 PI·,:1::1erties 
C.;Ji7lpany 

Fu:itsu Ud 

Au~o;~1r.1twJ U::s:;;P.ss 
C;._1;~1pr.1n:es 

Garret Sw~1·t 

inlP-rmf~ic:ni:'l: Business 
M3f..l:ine;, CfJ:"(JO:":":tit!ll 

Ncl@ Mcbi:e Phoces Ud. 

https://patents.google.com/patentiF 1990 7"1 C/en?oq=FI 9907i C 

vv:rek:s-s te:ephcr.y h:r co:k:cting tcd:s-, f .. t:11d:..1cti:19 finor.c:al tror.r,t:c~:or.r,, or.d 
3Uthocizicg othe1· EJc,iv;t1es 

R.ech;'.':t"(jt'!i:1b!P. bc111e:v with bu::1-i:1 s~fo•~y ci:-:;L:i1 fe:· e1 pG:-:.Qb!e e:P.:/~:-:c:e1: 
Qpp!ic1:1('.f; + 

User charig-::ab:e cosr.-:eti•: phone interface 

RelO inte91·,;ted in electrcnic assets 

;:.ue: d:spen.ser trnnspc:vJ.::-r ar:ter:nc1 arrangerr:e:;t 

.4pp:ications toe cadic freq;;ency identif1catioc systems 

:.:le;;tr;_1c:ic s,,..,p8in9 ,,ys\ec:1 utilizing a ;_1r;.19r;;m dowc:badable w;relesB 
·:e!ephGr1e 

Portable fa:u:pr.-:ent, a::::ach:n::1:t for ptxtt:b!e te:-rr.::-:a! and sy:,tf:11: :..1si:-:g 
pcnabk: eq:..:ip:n::1:t 

.4pp::m1tus arid IT:e~hod fer st•:11·11~:q 3r:d ::1layii-:q d:git:3: a:..:dio c;ata in port:31:-le 
:;;di::::rte:ep~;c;nes 

/.,rrnnget::e:1~ '✓,tilh :11-Jbi!e ;..-:c;r~;rr:ur1:c:e1:.:c;n ::ni~ Qr:d :F!D c::;;..-:ui·: ·::J pr{:vlde c1 
:;e:--viu·~ 

Syst-::1T: 3r:d i~:1-::thod for provis:or:ii~:q tick-::t purchases ever g:cb:3; or :cc~! 
r:eti.-1;Grks 

Methcd:: ar:d :3pparm:.is fer wov:ding V3riao;e pr:c-2 s~ruc~:..:res fo1· t1P~:e-bas-::d 
se:vi:::::es ava:!ab:e t~;r•Ji..ifJh c1 t:c1:1:.:ac1ic:1 systerr; 

Electror:i,: device c,:1ver with er.-:bedc;ed rad;,:1 fr-::quer:cy (RF) tru:1sporider ar:d 
171e thGds ;..1f :)si r:g .same 
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2QQ2-ll3-18 200(:,-IJ:j-JQ 

2003-03-19 

2007-IJB-JLl 2QQ<i-[l3-:9 

2014-IJ5-2E 

·?_QQ9-03-Q3 

201 '·10-24 

Cited By (531) 

Pubkation 0u1T,ber Priority date Pubiic,;t1on date 

Family To Fornily C:i,o,:ons 

1995-06-Q(: 1998-11-':0 

201:3-12-'Ll 

1996-03-13 1997-09-':4 

2004-11-23 

2QQ1-Q3 Q: 

1996-09 18 1998-04-: 0 

19%-11-14 

2Q"l 5-03 -; 7 

"1997-01 30 

1'i'i!-l12-14 

1997-03-26 2002-03-26 

1991-05-05 2QQLl-12-2f:, 

"!997-05-! 5 ZQQQ-05-GR 

1999-0tHJJ 

K;_,r;in~I P"1lips 1'.lectrcn:cs 
Nv 

Faip hlocth A.IT,eric3, ice. 

Ass!qnee 

!'~Gkici MGbi:e :=::,o;;P.s 

l.td 

w·ayport, !r:c. 

·:·e:w;c:t:: nciH~ ~v~eb::f: 
Spa 

r✓ oki,3 Mobi:e Ph•:1!"18S 

Ltd 

t...:::x:c111 Tech1vJ!Ggie.s 
Irie; 

Hitachi Ltd 

lpeo, l.lc 

St~t:.:igr:a! :3yste;71:_:, 
Irie;. 

TP.:efc:ne1Kll~beh:>gP-I :J:: 
i: rlesso;; (P:_;b!) 

!';c:k:a Mcbl:e Pho~e:, 
Ud 

r,~fJrt~1em "fe!.::-com 
[.i,;1ilHJ 

ACCf:SS Sef .. lirity 

Sweder: .4b 

https://patents.google.com/patentiF 1990 7'1 C/en?oq=FI 99071 C 

P-:..v1at. .. de dev1:::::e ,:.::omprisi:19 a cc:1v11~i;;1:::::a1ic:1 sta-tior: ,:.::onflgurati.;.:i:1 and a data 
c,1:rl~r ce:1~:gu:,1!10:: 

V'/uter-opernted W3Sh brush 

!.-amp cpti-:c1! sys-::etT:, expcsure device ~Pd 3ssemb:y rnar:L:factui·-2 rne-::hod 

Title 

Pt·oced:_;m fG: :jse c.f r.1rJrJ:i;__-:r.1nrJ:1s :r: ~ rneb:i~ ·~e!~ph:"J::e QS w~!! ciB ,1 t::{:b::t: 
te!eph(v:e • • 

C/,SHlFSS P.4YMEN'° WITH A MOBll.E RAD:O 

Syste:n:; ar:d :w:tt:eds fer fac:!ita:::r:g \.v:rek::;s nf:t\.vo:--k co1·-r:1:·:Li11:catio1:, r,t:te!:ite­
based wirek:ss i~:etwcrk ::ystei~n::, .:F:c; a:rcrnft b,3sed w11Y:!es:: netwc-1·~ systems, 
and rel;;,ed me\hcxL 

/-\ subw;t·:be; :dP.::'~:-~y r~;cdu!e, ,1 t::c:b::f: s1c11k1;; ,1::C: e1 r~;P-lh!"Jd fr:t· pe;fr:r::1in9 r.1 

s;~1;;:r1 c,1:d ope:·ci~:or: 

~,1et~1od ar:d a~·)pa:,at:..1s fer p!':1·fc:r.':i:19 fi:1onf .. ial tron:,ac'.::or.r, Lis:n9 a r:1obih": 
c,:1i~ni~m1n:c3ti•:11~: :..1:--:it 

!ntei-~ctive syst-2P~: for and rr.-2th•:11::; at perform:r:g fv:unci~; trnns3,:tions fror,--: 3 
u.ser base 

ln\ecfa;_ce betwee~ c~IIL:l'-1' and wired networks wi"th ec1banced subs;_cr:ber mobility 

Proce~·bre, active ca:T:!, :,yste:n :":lld ur,f: of activ-e ca:·d tc! cony fJ'.it an eh":c'.::\1n:c 
trnr.suc'.:ior. 

·re:ep~;c;ne c111d mefr1od fer c•JPt:Llrrer:t re~}strntior: cf1'h'G ide11t:f;cat:cn 1;i..;rr;bers 
using rr;uhi-r.u111ti.::-r s:rr. .;_;a rd 
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1997-06-12 1998-12-':7 

2QQG-05 22 

1997-06-3[; 2QQC:-12-05 

1997-0B-13 2000-03-03 

1991-08-14 

1998-06-22 2005-07-05 

1008-06-22 201:3-IJ4-Ll2 

1997-11-19 

200G-1Q-24 

1997-12·22 2000-03-14 

200:-11-Llb 

"! 997-1 "? ·22 

1997-12-22 

1991-12-23 lQQ;-[11-2:3 

1998-02-23 2007-01 ·C:9 

1998-02-25 1009-08-26 

"! 998-03 ·2C: 

1998-03-25 2004-05-2[; 

1998-06-LlJ 

200G-IJ3·'' 

·1999.1-z-:1 

1998-06-19 2002-07-23 

1009-03-18 201G-IJ1·'9 

Sie;·nrns 1-"xd,:,;-f 1;-,; 
Sy:.:t 

Sch;urnberger M:3;co, 
!n-:.::. 

Srnrni•;w,al lpc, Lie 

S1pcc, Lie 

S~o~sl91:al Syste~1s, 
Inc. 

Mctcrclo Inc 

£5:'.ff:.?~ r_iji~i'.ilO:::; 
c.: 

Cpem1;ave Sys1e1ns 
Ince 

Gio~g:c: Uve:c:tti 

[ric,,soc r~lefoc P.b L 
~,.,~ 

Shermac Edw3rd G. 

r,cr Corporatioc 

S1pcc, Lie 
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Mctide rad;,:1 te!eph,:11·1e 3r,d ti·iose '.<Vith 3 ,:c,up:ed comp: .. r::er fer !ntei·ri,;:t or ne-::w,:11·~ 
c1pp!i:::::c1ti.;,.1;;s :.::r.d ;71ethGd for oper::it:r;u sudi a c.;,.1;71~J1n2:t:cn •A devi•:es 

-System and rnethod fer ,3ri !S078': 6 ccrr.p!~in-:: sm~Ft -:c11-c; to be-:i:,p-ie mast-21· over 
c1 t-2r;7i;r1a: 

IMPRCVl:.D Ml'_"[ 1-10:) !'GR LC/1Di',(3 ;, PRl:.DI:. ;·rnwNUJ LIS;· Of' l"f l:.M:3 :JY A 
MCl31L[ lTRMll;JAL ;)RIVl'.N 8Y t, SU8SCRIB:.:R ID:.:~n ll'ICAf 10:, MO;)I.IU'., OR;)l:.R, 
CORRt.Sl"G~,D:<,G ;,UllSC:Rltl[R :DtH:·1F1U\-:"ION MCIOULE ,\~,I) MOt!ll.t. 
TERMl~•l.41. 

~,.,~[l'"HOO, GHlF C:/J,:~D AND lTRM!t,JAtS FC!=t P!:1::1=0:=.tM:~'>:G ·::~AN~i/},c·r!DN~; 
n,1;ourn-1 t, :"t.1.1:CCIMMUt.JICAf ION ~,HWORK 

Met~1od fc!1· car:--yi:19 nu-:: f:r.ancio! t:an:rncticn:;, r,ys-::err. thf:l"f:fr!I" and e!ec-:::\1n:c 
pu;·s~ 

Syste111 and rr:eHwd for provid:r;u services based or; bro:.::dc;;sted system 
i:1frJ:rr:a::or. 

GSM MORll.F -Cf'RMINM. PERFECTED 

Me-::hod ,31-ic; sy::tem tor err:bedc;ed, ~utorna-::ed, compcr.ei-it-lev-2! centre! ,:if 
compt..:ter systems ar:d otho;:r comp!-2x systems 

MHl·IDI) :'DI; lll:MOTt. F'.f,'/ING, l>.Y Ml:/,M, Clf' ,'. MClllll.E R,'.DIO"fl:1.1:l'l·IG~,I:, 
THE P.CQUISITlm·, Ge/;, GOOD A!'sG; OR-" SERVICE AND CORRFSPO~;D:r,G 
MOBILE RP.GIOTELEPHOl·,E SYSTEM ft.ND 

Ml'."fl-10:) AN[: S\'SlTM ~OR R[M01T P1Wi'"'3 :J:31NG ft. MOl3IL:.: 
!=tArncr::::..EPHONE FO:~ ·:T-:!: ,l\CQU:S!r!O:"~ cw GODDS AND/ OR St.R\/!C:Ui 

METHOD MID SYSTEM cOR USING J;, MICROCIRCU:T CARD IN A Pl.URAl.i'";:' GF 
~.PPLlCAT!Of·~S 

Pcrtable com111cnicutio11 d~vic~ 
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c,:1i~ni~nun:cati•:11~: devices ~sscciated vnth rer,--:cte devi,:es iri u:1 autom~t,;:d 
rr:c11:t•Jr:r;u sys·tem 

1998-!J':HJ4 2LlLlU-03-GS 

2QQG-03 22 

1993-10 22 2QQC:-12-29 

1998-12-02 

"1998-12 18 

1999-02-04 

1999-02-Ll'?. 

1999-02-22 2000-0B-30 

2QQG-11 06 

1999-03-29 2QQLl-ll9<3G 

1999-05-1': 

1999-05-11 

2QQG-12 07 

1999-06-LlJ 

1999-06-22 2004-08-:9 

"1999-07 15 

200:-IJ3-2<i 

'....V(!tldtogo Ho:di:19s 
Coi-n::1uny 

SfrS3 

Fu:itsu Ud 

Er;css,:,;-, Tel~fo;·, A::, L 
M 

Er:csr,,,Y: TekJ~v: t\~J l. 
M 

r,wk:a Mobi:e P~vJ;;es 
Ltd 

i';c:k:a Mcbi:e Pho~e:, 
Ltd 

G~md Schneider 

Stand-o!~v:e de-../lce fer tran:,1·-r:ittlng a \.v:rek:s-s :,lgno! cnntair.i:·:g do~o fror,--: a 
rnemory ,:11· ~ sen::or 

METHOD :=oR L.4Ur,c:-;1r,G Ahl APPLICATION BV A TERMll,lft.L ur,Drn T:-;E 
CONTROL OF A SUBSCR:srn ID:C:NTIFICATIO/·, MODULE, CORRESPONOlt,G 
SU:JSGRIGl:.R IDl:.NrlHC:,\rlot•, MODULE !\!,I;) H:RMl~J1\L 

MHl·l()i) ;:c1; ,t,c:c:u:rn·,G ,,, Sl:llVICt. srnvi: R rnoM t, MClt!ll.t. s·rFrlON, 
C:ORRESPGr,D:NG SURSCRl,ll:ll :DEN'"IFICAnm, MODULE Ar,D TERMl~•l.41. 

Me-::hod tF:c; sy::tem tor ch,3;·g;pg or reci~:urqing tF: accouPt with u v,3;ue 
e:orresp-:..11vJ1ng tc c1 sLlm cf rr:-:..J11>:y 

Pcrtab!e eq:..1:prr.f::·:t, at~oc~1:·:1e11t ttx po~ab:e tf:1·:·:1:1:a: a:·:c: s:r;ten1 :..:r,:1:g pcr::ab!e 
eq,,ip:11ent 

Proced:)r>: ar:d :.:ys1ei7l'3 for a te!-2comm:..;r:i•:ati0r:s :.:yst,2;71 and c1 sLlbs,:.::~:ber 
id~r:tiry :ncid:;I~ 

'"tl.EPAYME~;T PRGCEDURE .'-ND SYSTEM FGR IMPlEMENTll·,G THIS PROCESS 

Me,hod cf lmid:cg "C3Sh card usm~ s ;·,1,:,l:-ile p:·,c-ne 

Hl.l:Pl·IG~,I: ·:rnM:Nt,l., f/i:MCVAl>.:_I: l)A[/, Ml:DIUM l''RGVID::i) w;·:·H Ml:/,N'.; 
FOR DEL E'"ING COM Mm, rEATURES ;,,~;D C:ORRESPm·,DINO FU~JCTlm·, ME~JUS 
MM,AGEMEl·H MEC-HOD 

RADIOC-ELEPHOl,IE TERMll,lft.L w,,H ,S_ c:-;1p CARD WITH A BROWSER 

PR:.:PARMION ,\t,,I) 1:.)(1:.C::JrlG~, OF /1 PRC,GR.!IM IN 1\N ,>,l)D:;:ow,L Cl-II"' C:AR;) 
01' A lTRMIW1L 

PRE-c:-;FC:Kl~JG A PROGRAM IN A~, AD01,1m,.41. c:-;1p CARD OF A TERMINAL 

P:--oce~·b1·f: ftx corryi:·:g o:..:~ Tina:·:c:o! t:"a:·:soctl~v:s- or.d s-yr,tf:1·-r:s- to:, CO:T;/:1:g o:..:~ the 
prcc~duce 

Portati!e c-:..1:1v71:)r;i:::::ati.;.:i:;s dev1:::::e •:omprisi:19 chip •:ard and r;;dio i:1t-2rf a-:..;e haB 
tr;::r:spc:nd~r r.1r1d c1:1t-2r:n~ en chip ;_;r,1rd 
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1999-!Jl-JU 

"1999-08 02 2012-0"1-:G 

1009-08-1G 2008-IJ5-2Ll 

1999-0B-1 ~ 2007-12-:: 

1'i'i'Hl8-18 200f:,-IJ3-Ll8 

1999-DB-2? 2LlLl1-03-G8 

"! 999-09-02 200:-03-GR 

1999-09-07 2010-11-23 

200:-07-"IG 2Q"IG-11 02 

1999-0':HJB 

"! 999-09 · ! C: 

1999-09-22 200: -04-24 

1999-09-28 

2002-02-26 

2002-IJ:j-Q4 

2007-07-02 

200:3-IJ2·Ll~ 

1999-11-LlJ 2QQ2-11-:G 

1999-12-23 2004-03-: 6 

1009-12-23 2004-IJ3·' 6 

1999-12-27 2006-11-G: 

1999-12-2? 2LlLl1-Dl-G6 

ZQQQ-05-26 

v:s::i !ntern;:,:ticn;;! 
Se:·\1:e~ /}.SBGCifllie:1 

Opzr.wave System:, 
Inc. 

Gcf19ure. LL.C. 

~v~8B:.~rc,1rd ~v~c:bi:t: 
TranS!ff .. til!llS SG!'.~t:n11s, 
Inc. 

Er:esr,,,Y: TekJ~v: t\~J l. 
M 

Si€i7V:-r1B 

,,1,1ie"gP.sellschc1fl 

A: .. r::o:---:1ated R'.~s::n:e:,s 
Co:---:1panies 

Am~1-;can Express 
Trove! Related Services 
C;._1;~1p;rny, :r:c 

A:w:1·:car. Es:p:,esr, 
:ruve! Related Serv:c-2s 
Coi~n::1uny, :r:c. 

Si€i7V:-r1S 
,,1,1ie"gP.sellschc1fl 

Deuts,:.:Jie :-eiekcrr: 
~.h:b:: 

tr:c:;so~ Tdeto~ Ab L 
M 

rujits,J Umited 

!'~Gkici Mcbi:e :=::,o;;P.s 
l.td 
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Syste~1 and n:ethod fer preot:ld accnun~ repk:1:ish:nf:1:t 

/\pparatLls, and c1.ss0cic1t.::-d rnethcd, for re-Y11c1;d:r;u perforrnar:c.::- Gf a c.;Ji7lputer 
g,1::1e e1t r.1 rnrJbi!~ IP-rrr::::ci! 

Pcr.:ab!e con1~1:..:r.lcatio~ rk:V:cf: 1Nith :": :..1se:" :1:te:'ft:ee rv:c: a 'N(!rk:~g :nf:tt:(!d to:, 
the same 

Method fer 8:J:hen1i,::r.1il:1g e:w/~:rJ::ic c~nifjccite:~. i:~s::ed by c1 cP.:trncc11k1;; 8::'d:{:r:1y 
i:1 r.1 ::1obn~ device e1;;d ~ co;:·e:~vJ:1di:1g ider:1i~c,1ilo:: :1i;._1d:_;!~ 

Systen1 and a:\-:hitef .. t'.il"f: thm s:J~-)pnrt:, a r.':u!ti-f'.i1:e~:or. :,en1:ccndLie~o:-- de-../lce 
betvveen Petwcrk:: a~d p,:11·t,3ti;e wireless ccrr:rr:uriicm:cns prod:..1cts 

i:vs·:TM ,'.ND MHl·IClD :'Gil cmr,,w,_1.1NG nm,) P.',irr'i ::')IJ:l''MtNr nmourn-: 
/;, SIM CM,D THROUG>' /;, RADIO COMMUNICAnm,J MODULE, CORRESPONDl~JG 
RADIO COMMUN:C,S_TION MODULE AND TH:RD PA.RTV EQU'PM:C:NT 

o:s1rit.1ut.::-d ne1'h'Gr~ ccrr:rr:u;;1e:2:tic:1 systerr; wh:ch en;;b!es ;71:_:!tip:e r;etwc:k 
prcv1ders 1-:.1 :_:se c1 c0rn::1or: d:stribLl·ted :1>:twcrk :r;fr;;stn..:e:·tLlre 

PROCEDURE Mm PAYMENT TR.41,SACTIQr, SYSTEM. 

Method fer lntN:":eti'H: exct:ange ~Jf:twee:-: a s:J;-Jscr:be: ic!en~:Tict:t:nn ~1cdu!e cc­
opern,:ng with ,; tecmical 111 3 ,3cJ;oteleph,:,Pe, CJPd 3 1-xal de,1:c~ 
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