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SECURE SINGLE-USE TRANSACTION 
NUMBERS 

FIELD OF THE INVENTION 

The present invention relates to the generation of and uses 
for secure, single-use, transaction numbers. More specifi­
cally, the present invention utilizes authenticating numbers to 
generate secure, single-use, transaction numbers. 

2 
ing on the time of month the number is issued. Generally, they 
expire within a minimum of 30 days and a maximum of 67 
days. These business account numbers are obtained by log­
ging onto a particular website and entering a user id and a 
password. The obtained transaction number and expiration 
date is then used to make an online purchase by copying (by 
typing, dragging and dropping, or cutting and pasting, for 
example) the obtained number and expiration date into the 
appropriate fields on the merchant's website where the infor-

BACKGROUND OF THE INVENTION 
10 mation is being requested. 

Limited-life business account numbers are relatively new 
and may enjoy some success. However, each of these limited­
life numbers can be utilized for multiple transactions and, if a 
number is obtained by an unauthorized user, the number can 

Business account numbers are known in the art and are 
used extensively throughout the world's economy. They 
allow customers to make purchases without using cash by 
having the cost of the purchase billed to them through an 
account at a financial institution. Typically, the business 
account numbers are printed on a card carried by the customer 
and presented at the time of purchase to the merchant provid-

15 be used inappropriately for the period of time before the 
number expires. Accordingly, there still exists a long-felt 
need in the industry to improve the security surrounding the 
use of business account numbers. 

ing the goods or services. Examples of business account 20 

numbers include credit card numbers (such as issued by 
VISA, MasterCard), charge card numbers (such as issued by 
American Express), and phone card numbers ( such as issued 
by MCI). 

Typically, business account numbers comprise a routing 25 

number and an account number. The routing number identi-
fies the institution or organization that is responsible for 
maintaining the account associated with the authorized user 
of the business account number. This routing institution is 
typically a financial institution, such as a bank. The account 30 

number lets the routing institution identify the account to 
which all transactions using a particular business account 
number are to be associated. 

In a typical transaction involving a business account num­
ber, a customer wishing to enter into a transaction with a 35 

merchant presents the merchant with their business account 
number. Usually, the merchant will then provide the business 
account number to the routing institution identified by the 
routing number to see whether the business account number 
and the amount of the proposed transaction are valid. The 40 

routing institution then uses the account number to check 
whether the proposed transaction should be validated for the 
underlying account. The routing institution then informs the 
merchant as to whether or not the underlying transaction is 
validated. 45 

Business account numbers have enjoyed great success. 
Unfortunately, business account number fraud has been 
around almost as long as business account numbers them­
selves. Too often the business account number is lost or stolen 
and then used by an unauthorized person to make purchases 50 

that get billed to the authorized user. 
Expansion of the Internet and e-commerce have enabled 

many consumers to use their business account numbers to 
make online purchases. Although online commerce has expe­
rienced dramatic growth in recent years, concerns about 55 

online business account number fraud and privacy concerns 
have dampened even greater expansion of online purchases. 
Many consumers are concerned about online businesses and 
merchants collecting their personal information. 

One attempt to solve these problems is the use oflimited- 60 

life business account numbers available as Private Pay­
mentssM from American Express®. The business account 
number is a unique number that is linked to the consumer's 
actual account number. Consumers can use these limited-life 
business account numbers instead of actual card numbers to 65 

make purchases online. These numbers are limited-life 
because they can be used for a limited amount of time depend-

SUMMARY OF THE INVENTION 

The present invention addresses one or more of the prob­
lems identified above by providing for secure, single-use, 
transaction numbers. A transaction number generator is uti­
lized to create transaction numbers one at a time. The 
sequence of transaction numbers generated is unique for each 
transaction number generator. Encryption technology can be 
used to make it difficult, if not impossible, to predict the next 
transaction number that will be generated. Transaction num­
bers according to the present invention are single-use in that 
once a specific transaction number is used in a transaction it 
will not be validated for any other transaction. 

For each transaction number generator issued by an issuing 
institution to an authorized user, the issuing institute main­
tains a copy of the transaction number generator referred to as 
a transaction number validator. This transaction number vali­
dator is capable of generating the exact sequence unique to 
the transaction number generator. In this manner, the issuing 
institution can generate transaction numbers that are identical 
to the transaction numbers that the institution expects to 
receive from the authorized user of the transaction number 
generator. The issuing institution uses the transaction number 
validator to validate or invalidate transaction numbers as they 
are received in conjunction with intended transactions. 

DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example in 
the following drawings in which like references indicate simi­
lar elements. The following drawings disclose various 
embodiments of the present invention for purposes of illus­
tration only and are not intended to limit the scope of the 
invention. 

FIG. 1 illustrates an embodiment of the present invention in 
the form of a flowchart. 

FIG. 2 illustrates an embodiment of the present invention 
as it might be used in conjunction with the Internet. 

FIGS. 3A and 3B illustrate two handheld devices embody­
ing the present invention. 

FIGS. 4A and 4B illustrate two additional handheld 
devices embodying the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention allows a consumer to generate a 
secure, single-use, transaction number that can be used to 
make purchases of goods and services. Transaction numbers 
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according to the present invention have the same format as 
business account numbers of the prior art and can be used in 
the same manner as business account numbers. Merchants 
process transaction numbers in the same manner that they 
would process business account numbers. In fact because 
transaction numbers according to the present invention can 
have a format identical to business account numbers, mer­
chants most likely will not be able to distinguish between the 
two types of numbers. 

Transaction numbers may comprise any number of alpha­
numeric characters. For example, a transaction number may 
have the same format as a credit card number, which typically 
are comprised of 16 digits. Additionally, a transaction number 
may have a 15-digit format like many charge card numbers or 
a 10-digit format like many phone card numbers. 

Transaction numbers contain a routing number, an account 
number, and an authenticating number. The authenticating 
number is discussed below. A routing number identifies the 
institution or organization that maintains the account associ­
ated with the transaction number, frequently a bank or other 
financial institution. This institution may or may not be the 
same institution that opened an account on behalf of a cus­
tomer. For purposes of the present specification the institution 
identified by the routing number will be referred to as the 
issuing institution. By way of example, usually the first 4 
digits of a credit card number comprise the routing number. 

The account number is used by the issuing institution to 
uniquely identify the person or entity to which the transaction 
number is associated and to identify the account to which all 
transactions are debited or credited. For example, in a credit 
card number the account number is usually comprised of the 

4 
A transaction according to the present invention typically 

proceeds in the following manner. A user wishing to make a 
purchase uses his/her transaction generator to generate a 
transaction number. The user then provides the generated 
transaction number to the merchant providing the product or 
service to be purchased. The merchant may contact the issu­
ing institution (identified by the routing number) to verify or 
validate the transaction number before allowing the proposed 
transaction to proceed. Of course, the merchant may take the 

10 risk of proceeding without first validating the transaction 
number. In either case, the merchant provides the transaction 
number to the issuing institution, either to validate the num­
ber before completing a transaction or after a completed 
transaction. The issuing institution uses the account number 

15 in the transaction number to identify the account associated 
with the received number, then uses the transaction number 
validator associated with that account to generate the next 
number in that user's unique sequence. Since the issuing 
institution is using a copy of the user's transaction number 

20 generator, this transaction number generated by the issuing 
institution should be identical to the transaction number gen­
erated by the user and provided to the issuing institution by 
the merchant. For purposes of the present specification, the 
number generated by the issuing institution will be referred to 

25 as the expected number because it is the next number that the 
issuing institution expects from that particular user. The issu­
ing institution compares the two numbers. If the number 
received by the issuing institution is identical to the number 
that it expected to receive, then the issuing institution informs 

30 the merchant that the transaction number supplied by the user 
is valid. If the transaction numbers are not identical, then the 
issuing institution informs the merchant that the transaction 
number supplied is invalid and the transaction should not be 
allowed or should not have been allowed. 

7 digits immediately following the 4-digit routing number. 
When a purchase is made using a transaction number, the 
issuing institution records purchase information (amount, 35 

date, and merchant identification, for example) on the 
account of the user indicated by the account number. 

A flowchart depicting a particular embodiment of the 
present invention is shown in FIG. 1. First, an issuing insti­
tution issues a transaction number generator copy to a user 
associated with an account. Upon wishing to enter into a 
transaction, such as a purchase, the user generates a transac­
tion number and presents the generated transaction number to 
a merchant. The merchant then sends the transaction number 

According to the present invention, an issuing institution 
issues a transaction number generator to its customers instead 
of a business account number. The transaction number gen- 40 

erator is adapted to generate a unique sequence of transaction 
numbers. For example, a transaction number generator issued 
to a first user will generate a sequence of transaction numbers 
that is different than the sequence of transaction numbers 
generated by a transaction number generator issued to a sec- 45 

ond user. At each point in a sequence of transaction numbers, 
the user will not know what the next transaction number will 
be. The use of encryption technology to generate transaction 
numbers can make it very difficult, if not impossible, to pre­
dict at any point what the next generated transaction number 50 

will be. 

to the issuing institution for validation. The issuing institution 
receives the transaction number and generates an expected 
transaction number. The issuing institution then compares the 
two transaction numbers. If the two numbers are equal, the 
merchant receives a validation from the issuing institution 
and completes the proposed transaction. If the two transaction 
numbers are not equal the issuing institution initiates an 
invalidation action. 

There are a variety of invalidation actions that can be 
initiated (in addition to notifying the merchant) when the 
expected transaction number does not match the transaction 
number received in conjunction with a transaction. One 
example is to have the user account shut down or invalidated. 

55 However, this may be a harsh result as the authorized user 
may have generated a transaction number and then discarded 
it after deciding not to use it. The unused number would be the 
next number expected by the issuing institution. If the user 
then generates another transaction number and attempts to 

The issuing financial institution maintains a copy of the 
transaction number generator. By maintaining a copy, it is 
meant that the issuing institution maintains the ability to 
generate the same unique sequence of transaction numbers 
that each user's transaction number generator is capable of 
generating. The issuing institution's copy of the issued trans­
action number generator can be referred to as a transaction 
number validator. The institution's transaction number vali­
dator can be implemented differently than the issued transac­
tion number generator. For example, the issued transaction 
number generator could be a handheld device and the trans­
action number validator could be implemented in software 
rumiing on a personal computer. The transaction number 
validator is used to validate or verify user transaction numbers 65 

as they are received by the institution in conjunction with a 
transaction, such as a purchase. 

60 use the new one, the issuing institution would invalidate it 
because the issuing institution is expecting to receive the 
discarded number. In this scenario, a legitimate user would 
have their account shut down simply because they did not use 
one of the transaction numbers in their sequence. 

More likely, an authorized user will have made two ( or 
more) purchases in a short period of time and the transaction 
number used for the second (or later) purchase will have 
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arrived at the issuing institution before the transaction num­
ber used for the first purchase. That is, two or more legiti­
mately used numbers may arrive at the issuing institution out 
of order. Since the issuing institution will be using a copy of 
the same transaction number generator as the authorized user, 
the issuing institution will expect to receive the transaction 
numbers in the order they were generated. Out of order trans­
action numbers will appear to be invalid. 

To prevent invalidating legitimately used transaction num­
bers, an issuing institution could generate and maintain a list 
of expected transaction numbers for each authorized user. 
Whenever the issuing institution receives a transaction num­
ber corresponding to a proposed purchase, the institution 
compares the received transaction to each transaction number 
in the list of expected transaction numbers. If any of the 
transaction numbers in the list of expected transaction num­
bers matches the received transaction number, then the trans­
action is validated or allowed. If none of the expected num­
bers matches the received number, then the transaction is 
invalidated or not allowed. Each time a received transaction 
number is validated it can be removed from the list of 
expected numbers and replaced by the next transaction num­
ber generated. As long as the size of the list of expected 
transaction numbers is small relative to the number of differ­
ent transaction numbers in each user's unique sequence of 
transaction numbers, the probability of an unauthorized per­
son guessing a valid number remains very small. 

It is within the scope of the present invention to use more 
sophisticated strategies in maintaining a list of expected 
transaction numbers. For example, when an issuing institu­
tion receives a transaction number out of the expected order, 
the list of expected transaction numbers will contain one or 
more expected transaction numbers that were generated ear­
lier than the received transaction number. In this scenario, the 
issuing institution could put a time limit on the earlier-gen­
erated transaction numbers, removing them from the list of 
expected transaction numbers if they have not been validated 
in a transaction before the time limit expires. In this manner, 
if an authorized user generated a transaction number and then 
discarded it without using it to make a transaction, the dis­
carded transaction number would eventually (that is, after the 
time limit expired) be removed from the list of expected 
transaction numbers. 

Any list of expected transaction numbers can be imple­
mented in any number of ways known to those with ordinary 
skill in the art. Typically, the list of expected transaction 
numbers would be maintained by the issuing institution in a 
database of authorized users. However, the list of expected 
transaction numbers could even be maintained on paper. 
Maintaining the list on paper might become necessary, for 
example, if access to an issuing institution's computer system 
was disrupted. 

Transaction numbers according to the present invention are 
single-use. For each purchase a different number is generated 
and compared to the number generated by the issuing insti­
tution (that is, the expected number). If anybody, including 
the legitimate user of the generator, attempts to use the same 
number twice, it would be rejected on the second attempted 
use because the issuing institution would have generated a 
new expected number for the second attempted purchase. 

The fact that transaction numbers according to the present 
invention are single-use is an important security feature of the 
present invention. A lost or stolen transaction number that has 
been used according to the present invention cannot be used 
again. 

The present invention utilizes an authenticating number 
generator to produce transaction numbers. The authenticating 

6 
number generator is any device or computer software pro­
gram capable of producing a unique sequence of alphanu­
meric numbers. The authenticating number generator gener­
ates an authenticating number, which is then combined with 
the routing number and the account number to form the trans­
action number. For a particular transaction number generator, 
the routing number and account number will be identical for 
each transaction number generated. Thus, it is the authenti­
cating number that is unique for each transaction number 

10 generated. 
The routing number, account number, and authenticating 

number can be combined in many different ways. For 
example, they could appear sequentially in the transaction 
number with the first few digits comprising the routing num-

15 ber, the next few digits comprising the account number, and 
the remaining digits comprising the authenticating number. 
Alternatively, the digits of these numbers could be inter­
leaved. For example, every fourth digit of a transaction num­
ber could correspond to a digit in the routing number. What is 

20 important, is that the routing number, account number, and 
authenticating number are combined in a manner enabling the 
routing number to be determined, allowing the transaction 
number to be sent to the issuing institution when a transaction 
number is presented to a merchant in association with a pro-

25 posed transaction. 
In one embodiment of the present invention, authenticating 

number generators utilize encryption technology to generate 
a unique sequence of authenticating numbers. Encryption 
technology useful for producing authenticating numbers 

30 according to the present invention can be that which is known 
in the art of encryption technology. For example, the encryp­
tion technology may be the same that is utilized in systems 
that are generally referred to as "dynamic password" systems. 
Dynamic password systems are generally used to authenti-

35 cate a user attempting access to a computer or network sys­
tem. Dynamic password systems require a user to provide a 
different password each time identity must be authenticated. 
In a dynamic password system, a user wishing to access a 
computer network or system uses a dynamic password gen-

40 erator to create an authenticated password. Dynamic pass­
word generators are sometimes referred to as "tokens," or 
"authenticators," or "super-smart cards." Dynamic password 
generators all use cryptoalgorithms (that is, encryption algo­
rithms) to generate the required, changing passwords. Various 

45 encryption algorithms can be used, but the most popular is the 
well-known and well-tested Data Encryption Standard 
("DES"), interpreted in accordance with ANSI specification 
X9 .9. A dynamic password generator may require the user to 
enter a personal identification number ("PIN") in order to 

50 generate a password. Thus, in one embodiment of the present 
invention, dynamic passwords can be used as authenticating 
numbers in producing transaction numbers. 

Dynamic password generators maintain a usage count, 
which is incremented with each use. The generated pass-

55 words are an encrypted representation of that usage count. 
The preferred encryption algorithm is the well-known, indus­
try standard, DES. Each dynamic password generator is pro­
grammed with a unique cryptographic cipher to ensure that 
the generated passwords are different from the passwords 

60 displayed by every other generator. That is, each dynamic 
password generator is capable of generating a sequence of 
passwords that is unique to the cipher used. 

Existing dynamic password technology can be used to 
implement the present invention in the following marmer. A 

65 dynamic password generator can be used to generate a 
dynamic password that is a sequence of alphanumeric char­
acters. Thus, used in this marmer, the dynamic password 
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generator is in effect an authenticating number generator. 
Typically, the dynamic password will be a number repre­
sented by a sequence of digits. However, there is no techno­
logical reason why the dynamic password can't contain other 
alphanumeric characters. Generally, whether transaction 
numbers (and thus, dynamic passwords) contain only digits 
or may contain other alphanumeric characters will be dictated 
by the issuing institution. 

The use of encryption technology in the present invention 
provides another important safety feature. The encryption 
algorithms are used to generate a unique sequence of trans­
action numbers in a manner that makes it extremely difficult, 
if not impossible, for somebody to predict what the next 
number in the sequence will be. Because transaction numbers 
according to the present invention are difficult to predict 
before being generated and they can only be used once, a user 
has the ability to leave only a small window of time during 
which a transaction number could be lost or stolen by only 
generating transaction numbers immediately before they are 
intended to be used. 

Transaction number generators can be implemented on a 
variety of hosts. For example, the generator may be imple­
mented in application software that runs on a personal com­
puter and displays transaction numbers when they are 
requested. For example, a dynamic password generator, such 
as SofToken (available from the Secure Computing Corpora­
tion) can be utilized as an authenticating number generator. 
The dynamic passwords generated are used as authenticating 
numbers and combined with the appropriate routing number 
and account number to produce a transaction number. 

An example of an embodiment of the present invention 
implemented in application software that runs on a personal 
computer is shown in FIG. 2. In FIG. 2, a personal computer 
20 embodying the present invention is connected to the Inter­
net 21. A merchant 22 and the issuing institution 23 are also 
connected to the Internet. Upon interacting with a merchant 

8 
16 digit, single-use, transaction number. The user can then 
use this transaction number just like a credit card number to 
make a purchase. 

In a second embodiment of the present invention, the user 
is required to enter a PIN in order to generate a transaction 
number. This adds a level of security to the present invention. 
If a PIN is required, an unauthorized user would have to both 
gain access to the authorized user's transaction number gen­
erator and know the correct PIN before a transaction number 

10 could be generated. 
What happens when an incorrect PIN is entered into a 

transaction number generator is not particularly critical to the 
present invention. In fact, an issuing institution could let the 
user decide what should be done. Choices of what might be 

15 done include shutting down the transaction number generator 
after a certain number of false PINs had been entered. This 
would prevent an unauthorized user from continuing to guess 
the correct PIN, but would required a user or issuing institu­
tion to reset the transaction number generator before it could 

20 be used again. This would be burdensome if a user tempo­
rarily forgot their PIN and entered enough incorrect PINs to 
shut the generator down. Another choice would be to have the 
transaction number generator slow down each time an incor­
rect PIN was entered, frustrating unauthorized users. Acor-

25 rect PIN entry could reset the transaction number generator to 
its original speed. 

FIGS. 3A and 3B show examples of handheld devices 
embodying the present invention. The device shown in FIG. 
3A does not require a user to enter a PIN or a transaction 

30 amount. Each time a user presses the button 32 a new trans­
action number is displayed in the display window 31. The 
name of the issuing institution 30 can be printed on the device 
for identification purposes. The device shown in FIG. 3B 
provides a keypad 33, allowing a user to enter a PIN as 

35 required by this embodiment. After the user enters a PIN, a 
transaction number is displayed in the display window 31. 

22 over the Internet 21, a user may wish to make a purchase of 
some product or service from the merchant 22 using a trans­
action number. The user utilizes the personal computer 20 to 
generate a transaction number. The transaction number is 40 

then sent to the merchant 22 over the Internet 21. The mer-

FIGS. 4A and 4B show additional embodiments of the 
present invention. FIG. 4A depicts a cell phone adapted to 
allow a user to generate transaction numbers according to the 
present invention. FIG. 4B depicts a personal digital assistant 
("PDA") adapted to allow a user to generate transaction num-
bers according to the present invention. 

It is intended to be within the scope of the present invention 
for a transaction number generator to output transaction num-

chant 22 can then send the transaction number to the issuing 
institution 23 over the Internet. Alternatively, the merchant 22 
could send the transaction number to the issuing institution 23 
over a separate network, such as a payment network dedicated 
for this purpose. The issuing institution 23 validates ( or 
invalidates) the transaction number. Validation of a transac­
tion number is sent to the merchant 22 and the merchant 22 
completes the transaction and notifies the user. 

45 bers in a variety of forms. For example, the transaction num­
ber may be simply output as a number on a computer screen 
that can be read by a user. The user can then copy the trans­
action number in any manner that allows the user to transmit 
the transaction number to a merchant. Alternatively, a trans-

Alternately, transaction number generators may be imple­
mented in handheld devices. The handheld device may be one 
that is dedicated as a transaction number generator or may be 
a device that has other uses (for example, a PDA or tele­
phone). 

50 action number may be output via a wireless communication 
directly to a merchant. For example, the merchant may be a 
business that operates vending machines, parking meters, toll 
booths, etc., capable of receiving transaction numbers via a 
wireless communication. In this manner, a consumer could 

In one embodiment, a transaction number generator is used 55 point their transaction number generator at a toll booth, for 
example, and press a button to pay the toll. to generate a single-use transaction number having the same 

format as a credit card number. That is, the single-use trans­
action number consists of 16 digits. Four of the 16 digits 
constitute a routing number and identifies the issuing institu­
tion and 7 of the digits constitutes an account number that 60 

identifies the user's account. The transaction number genera-
tor is implemented utilizing dynamic password technology 
capable of generating a 5 digit dynamic password. When a 
user requests a single-use transaction number, the generator 
first creates a 5 digit dynamic password consisting of5 digits. 65 

This dynamic password is then combined with the 7 digit 
account number and the 4 digit routing number to produce a 

What is claimed is: 
1. A method of generating a single-use transaction number, 

comprising: 
generating a one-time password, wherein generating the 

one-time password includes slowing down generation of 
the one-time password if an incorrect personal identifi­
cation number (PIN) is entered; and 

combining the generated one-time password with a routing 
number and an account number to form a single-use 
transaction number; 
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wherein the single-use transaction number is formatted 
such that the routing number can be used to route the 
single-use transaction number and wherein combining 
includes interleaving bits of the routing number with bits 
of the one-time password. 

2. The method according to claim 1, wherein the one-time 
password is generated using encryption technology. 

10 
means for combining the generated one-time password 

with a routing number and an account number to form a 
single-use transaction number, and 

wherein the means for combining includes interleaving 
bits of the routing number with bits of the one-time 
password 

wherein the single-use transaction number is formatted 
such that the routing number can be used to route the 
single-use transaction number. 3. The method according to claim 1, wherein the one-time 

password is at encrypted usage count. 
4. The method according to claim 1, wherein the one-time 

password is generated using dynamic password technology. 

10 
13. The device according to claim 12, wherein the means 

for generating the one-time password includes means for 
using encryption technology. 

14. The device according to claim 12, wherein the one-time 
password is generated using an encrypted usage count. 

5. The method according to claim 1, wherein the single-use 
transaction number comprises 16 digits. 

6. The method according to claim 5, wherein the routing 
number comprises 4 digits. 

15. The device according to claim 12, wherein the one-time 
15 password is generated using dynamic password technology. 

7. The method according to claim 5, wherein the account 
number comprises 7 digits. 

8. The method according to claim 5, wherein the one-time 
password comprises 5 digits. 

9. The method according to claim 1, wherein combining 
includes displaying the single-use transaction number for use 
by the user. 

10. The method according to claim 1, wherein generating 

20 

the one-time password further includes generating a dynamic 25 

password as a function of a user activation. 

16. The device according to claim 12, wherein the means 
for generating the one-time password includes means for 
generating a dynamic password as a function of a user acti­
vation. 

17. The device according to claim 12, wherein the means 
for generating the one-time password includes means for 
generating a dynamic password as a function of a factor 
selected from the group of factors including a personal iden­
tification number (PIN) and an amount. 

18. The device according to claim 17, wherein the means 
for generating the dynamic password includes means for 
receiving information from a user. 11. The method according to claim 1, wherein generating 

the one-time password includes generating a dynamic pass­
word as a function of a factor selected from the group of 
factors including a personal identification number (PIN) and 
an amount. 

19. The device according to claim 12, wherein the means 
for combining includes means for presenting the single-use 

30 transaction number in a format similar to a credit card num­
ber. 

12. A device for generating a single-use transaction num­
ber, comprising: 

means for generating a one-time password wherein the 
35 

means for generating the one-time password includes 
slowing down generation of the one-time password if an 
incorrect personal identification number (PIN) is 
entered; and 

20. The device according to claim 12, wherein the means 
for combining includes means for displaying the single-use 
transaction number for use by the user. 

21. The device according to claim 12, wherein the means 
for combining includes means for transmitting the single-use 
transaction number to a wireless network. 

* * * * * 
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