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After the step 1630, the routine 1410 proceeds to a step 1632, wherein a message is
displayed to the holder indicating that the requested updates have been successfully uploaded
to the Pocket Vault 102.

After the step 1632, the routine 1410 terminates.

When, at the steps 1624 and 1626, it is determined that the encrypted updates have
not been received from the network server 114 in a timely manner, or that the network server
114 has denied the request to upload information onto the Pocket Vault 102, the routine 1410
proceeds to a step 1628, wherein a message is displayed on the display 324 indicating that the
attempt to update the information on the Pocket Vault 102 was unsuccessful.

After the step 1628, the routine 1410 terminates.

Fig. 17 is a flow diagram illustrating an example implementation of the PROCESS
REQUEST TO AUTHORIZE TRANSACTION routine of Fig. 14 (step 1414).

As shown, the routine 1414 begins at a step 1702, wherein the operator of the
interface station computer 304 is prompted to input information regarding the proposed
transaction involving the Pocket Vault 102.

After the step 1702, the routine 1414 waits at a step 1704 until all of the information
regarding the requested transaction has been entered.

After, at the step 1704, it is determined that all of information regarding the requested
transaction has been entered, the routine 1414 proceeds to a step 17 06; wherein the Pocket
Vault holder is prompted to apply his or her fingerprint to the fingerprint scanner 220 of the
Pocket Vault 102, and to interface the Pocket Vault with the pocket vault interface unit 302.

After the step 1706, the routine 1414 proceeds to steps 1708 and 1710, wherein it is
determined whether an encrypted message including the ID of the Pocket Vault 102 has been
received from the pocket vault interface unit 302 prior to the expiration of a timeout period
measured by the step 1710. )

When, at the steps 1708 and 1710, it is determined that an encrypted message
including the ID of the Pocket Vault 102 has not been received from the pocket vault
interface unit 302 in a timely manner, the routine 1414 proceeds to a step 1726, wherein a
message is displayed on the display 324 of the interface station computer 304 indicating that
the attempt to authorize the Pocket Vault holder was unsuccessful.

When, at the steps 1708 and 1710, it is determined that an encrypted message
including the ID of the Pocket Vault 102 has been received from the pocket vault interface
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unit 302 in a timely manner, the routine 1414 proceeds to a step 1712, wherein the interface
station operator is prompted to apply his or her fingerprint to the fingerprint scanner 316 of
the pocket vault interface unit 302.

After the step 1712, the routine 1414 proceeds to steps 1714 and 1715, wherein it is
determined whether an encrypted message including the ID of the pocket vault interface unit
302 has been received from the pocket vault interface unit 302 prior to the expiration of a
timeout period measured by the step 1715.

When, at the steps 1714 and 1715, it is determined that an encrypted message
including the ID of the pocket vault interface unit 302 has not been received from the pocket
vault interface unit 302 in a timely manner, the routine 1414 proceeds to the step 1726,
wherein a message is displayed on the display 324 of the interface station computer 304
indicating that the attempt to authorize the interface station operator was unsuccessful.

After the step 1726, the routine 1414 terminates.

When, at the steps 1714 and 1715, it is determined that an encrypted message
including the ID of the pocket vault interface unit 302 has been received from the pocket
vault interface unit 302 in a timely manner, the routine 1414 proceeds to a step 1716, wherein
the network server 114 is contacted.

After the step 1716, the routine 1414 proceeds to a step 1718, wherein the request
regarding the proposed transaction involving the Pocket Vault 102 is transmitted to the
network server 114.

After the step 1718, the routine 1414 proceeds to step 1720 and 1722, wherein it is
determined whether the transaction request has been acknowledged by the network server
114 before the expiration of a timeout period measured by the step 1722.

When, at the steps 1720 and 1722, it is determined that the request has not been
acknowledged in a timely manner, the routine 1414 proceeds to a step 1724, wherein a
message is displayed on the display 324 indicating that a transmission failure has occurred.

After the steps 1724, the routine 1414 terminates.

When, at the steps 1722 and 1724, it is determined that the request has been
acknowledged in a timely manner, the routine 1414 proceeds to a step 1728, wherein
encrypted information about the requested transaction is transmitted to the network server
114, along with the interface station operator ID, the interface unit ID, and the Pocket Vault
ID.
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After the step 1728, the routine 1414 proceeds to steps 1730 and 1732, wherein it is
determined whether an encrypted transaction approval message has been received from the
network server 114 prior to the expiration of a timeout period measured by the step 1732.

When, at the steps 1730 and 1732, it is determined that an encrypted transaction
approval message has not been received in a timely manner, or that approval for the requested
transaction has been denied by the network server 114, the routine 1414 proceeds to a step
1736, wherein a message is displayed on the display 324 indicating that the attempt to
authorize the requested transaction has failed.

When , at the steps 1730 and 1732, it is determined that an encrypted transaction
approval message has been received in a timely manner, the routine 1414 proceeds to a step
1734, wherein a message is forwarded to the pocket vault interface unit 302 indicating that
the requested transaction has been approved. This message may also be used to update
information on the Pocket Vault 102, and/or to cause the Pocket Vault 102 to generate an
indication (e.g., an audio tone) that the transaction has been approved.

After the step 1734, the routine proceeds to a step 1738, wherein a message is
displayed on the display 324 indicating that the requested transaction has been approved.

After the step 1738, the routine 1414 terminates.

Fig. 18 is a flow diagram illustrating an example implementation of the PROCESS
UNSUCCESSFUL OPERATOR AUTHENTICATION routine of Fig. 14 (step 1418).

As shown, the routine 1418 begins at a step 1802, wherein the operator of the
interface station computer 304 is informed that the attempted use the pocket vault interface
unit 302 (when the operator applied his or her finger print to the fingerprint scanner 316) was
not authorized.

After the step 1802, the routine 1418 proceeds to a step 1804, wherein the operator is
prompted to either: (1) add a NEW OPERATOR to the interface unit 302, or (2) ABORT the
attempt to use the interface unit 302.

When, at the step 1806, it is determined that the operator has chosen to ABORT the
attempt to use the interface unit 302, the routine 1418 terminates.

When, at the step 1806, it is determined that the operator has chosen to add a NEW
OPERATOR, the routine 1418 proceeds to a step 1808, wherein a message is transmitted to
the pocket vault interface unit 302 indicating the operator’s desire to add a new operator to

the pocket vault interface unit 302.
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After the step 1808, the routine 1418 proceeds to a step 1810, wherein the operator is
prompted to input information regarding the proposed new operator into the interface station
computer 304 (e.g., using the user input device 318), and is provided with instructions as to
the application of three identical fingerprints from each of his or her two hands to the
fingerprint scanner 316 of the interface unit 302.

After the step 1810, the routine 1418 proceeds to a step 1812 wherein the routine
1418 waits until all of the requisite information regarding the proposed new interface station
operator has been entered properly.

When, at the step 1812, it is determined that all of the requisite information regarding
the proposed new operator has been entered properly, the routine 1418 proceeds to a step
1814, wherein the network server 114 is contacted.

Afier the step 1814, the routine 1418 proceeds to a step 1816, wherein the request to
add the new operator to the pocket vault interface unit 302 is transmitted to the network
server 114. ‘

Afier the step 1816, the routine 1418 proceeds to steps 1818 and 1820, wherein it is
determined whether the request by the interface station computer has been acknowledged by
the network server 114 prior to the expiration of a timeout period measured by the step 1820.

‘When, at the steps 1818 and 1820, it is determined that the request has not been
acknowledged in a timely manner, the routine 1418 proceeds to the step 1822, wherein a
transmission failure message is displayed.

After the step 1822, routine 1418 terminates.

When, at the steps 1818 and 1820, it is determined that the request has been
acknowledged in a timely manner, the routine 1418 proceeds to the step 1824, wherein a
message, including the information regarding the proposed new operator and the interface
unit ID, is transmitted to the network server 114 in an encrypted manner.

Afier the step 1824, the routine 1418 proceeds to steps 1826 and 1828, wherein it is
determined whether encrypted validation information (e.g., a PKI certificate) has been
received from the network server 114 prior to the expiration of a timeout period measured by
the step 1828, and prior to the network server 114 denying the addition of the new interface
station operator.

When; at the steps 1826 and 1828, it is determined that encrypted validation

information has been received from the network server 114 in a timely manner, the routine
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1418 proceeds to a step 1830, wherein the encrypted validation information (e.g., a PKI
certificate) is forwarded from the interface station computer 304 to the pocket vault interface
unit 302. |

After the step 1830, the routine 1418 proceeds to a step 1834, wherein a message is
generated indicating that the attempt to add the new operator to the pocket vault interface unit
302 was successful.

After the step 1834, the routine 1418 terminates.

When, at the steps 1826 and 1828, it is determined that encrypted validation
information has not been received from the network server 114 in a timely manner, the
routine 1418 proceeds to a step 1832, wherein a message is generated indicating that the
attempt to add the new operator to the pocket vault interface unit 302 was unsuccessful.

After the step 1832, routine 1418 terminates.

Fig. 19 is a flow diagram illustrating an example implementation of a primary routine
1900 that may be executed by the network server 114 of Fig. 1.

As shown, the routine 1900 may begin at a step 1902, wherein it is determined
whether any requests have been received to register new Pocket Vault holders.

When, at the step 1902, it is determined that a request has been received to register a
new Pocket Vault holder, the routine 1900 proceeds to a step 1904, wherein the request to
register the new Pocket Vault holder is processed. An example of a routine that may be
employed to implement the step 1904 is discussed in more detail below in connection with
Fig. 20.

When, at the step 1902, it is determined that no request to register a new Pocket Vault
holder has been received, the routine 1900 proceeds to a step 1906, wherein consumer
marketing information is compiled and transmitted to subscribing media issuers and
advertisers.

After the step 1906, the routine 1900 proceeds to a step 1908, wherein it is determined
whether any requests from media issuers or advertisers have been received to update the
network server 114.

According to one aspect of the invention, media issuers and advertisers may have the
option to utilize the functionality of the network server 114 to update the account
characteristics of authenticated Pocket Vault holders. These updates may, for example, be

delivered from the computers 108, 110, and 112 to a secure location within the database 406.
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When each selected holder next synchronizes with network server 114 (e.g., as described
below in connection with routine 1914 of Fig. 22), any media characteristics updated by the
media issuers or advertisers may be uploaded to that holder’s the Pocket Vault 102. The
database of account updates may be revised periodically based on the media issuer’s systems
(e.g., pursuant to the routine 1910 of Fig. 21 - described below). Confirmation of the update
process may be provided to the issuer after a synchronization session is complete for a
particular Pocket Vault holder (see step 2206 of routine 1914 (Fig. 22) below).

When, at the step 1908, it is determined that a request to update the network server
114 has been received from a media issuer or advertiser, the routine 1900 proceeds to a step
1910, wherein the request from the media issuer or advertiser is processed. An example of a
routine that may be employed to implement the step 1910 is discussed in more detail below in
connection with Fig. 21.

When, at the step 1908, it is determined that no request from a media issuer or
advertiser to update the network server 114 has been received, the routine 1900 proceeds to a
step 1912, wherein it is determined whether any requests have been received from holders to
update information on their Pocket Vaults.

When, at the step 1912, it is determined that such a request has been received, the
routine 1900 proceeds to a step 1914, wherein the request to update the Pocket Vault
information is processed. An example of a routine that may be employed to implement the
step 1914 is described in more detail below in connection with Fig. 22.

When, at the step 1912, it is determined that no request from a holder to update
information on a Pocket Vault 102 has been received, the routine 1900 proceeds to a step
1916, wherein it is determined whether any holders have requested that new files be loaded
onto the network server 114.

When, at the step 1916, it is determined that a holder has requested that a new file be
loaded onto the network server 114, the routine 1900 proceeds to a step 1918, wherein the
holder’s request to load the new file onto the network server 114 is processed. An example
of a routine that may be employed to implement the step 1918 is described in more detail
below in connection with Fig. 23.

When, at the step 1916, it is determined that no request by a holder to load a file onto
the network server 114 has been received, the routine 1900 proceeds to a step 1920, wherein

it is determined whether any requests have been made to authorize transactions. Such a
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request may be made, for example, by a merchant operating a commercial interface station
104c. In this regard, it should be appreciated that, when a token 102a is employed to engage
in a transaction with a commercial card reader 106 or a commercial bar code reader 107, a
request for transaction approval may not be made to the network server 114. Instead such a
transaction approval request may be made through conventional, existing communication and
approval channels for such devices. Therefore, it should be understood that the step 1922 is
generally reached only when it is possible for the network server 114 to check the identity of
the Pocket Vault holder, the identity of the Pocket Vault 102, and possibly identity of the
operator of a commercial interface station, based on communications with the Pocket Vault
102 (e.g., via a commercial interface station 104c¢ or via a wireless network such as
Bluetooth).

When, at the step 1920, it is determined that a request to authorize a transaction has
been made, routine 1900 proceeds to a step 1922, wherein the request to authorize the
transaction is processed. An example of a routine that may be employed to implement the
step 1922 is discussed in more detail below in connection with Fig. 24.

When, at the step 1920, it is determined no request to authorize a transaction has been
made, the routine 1900 returns to the step 1902 (discussed above). With regard to the routine
1900 of Fig. 19, it should be appreciated that all of the requests to accomplish the various
tasks may be placed in a queue so that they are serviced on a first-come, first-served or any
other basis, rather than servicing them in the particular order shown in Fig. 19.

Fig. 20 is a flow-diagram illustrating an example of a routine that may be employed to
implement the step 1904 of the routine 1900 (Fig. 1).

As shown, the routine 1904 begins at a step 2002, wherein a request received from the
interface station computer 304 to register a new Pocket Vault holder is acknowledged, and
the network server 114 requests the interface station computer 304 to transfer the relevant
information regarding the proposed new holder to the network server 114.

After the step 2002, the routine 1904 proceeds to a step 2004, wherein the routine
1904 waits for all of the requisite holder registration information to be received from the
interface station computer 304.

When, at the step 2004, it is determined that all of the requisite holder registration
information has been received from the interface station computer 304, the routine 1904

proceeds to a step 2006, wherein it is determined whether the proposed Pocket Vault use is
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authorized. An example of a routine that may be employed to implement the step 2006 is
discussed below in connection with Fig. 25. In determining whether a particular Pocket
Vault use is authorized, there are numerous parameters which may be checked. For example,
the port to which the interface station computer is connected (e.g., the telephone number or IP
address of the computer) may be checked to ensure that it is authorized. Additionally,
information from the interface station computer 304 (e.g., a “cookie”) may be checked to
ensure that the computer itself has been registered with the system. Further, it can be
checked whether the current operator of the interface station computer 304 is registered as
being associated with the interface station computer 304 being used, and that the proposéd
new Pocket Vault holder is authorized to use that particular the Pocket Vault 102. In sum,
the identity of (1) each piece of equipment, (2) each operator of each piece of equipment, and
(3) each location of each piece of equipment may be checked to ensure that the particular use
of the Pocket Vault is authorized. It should be appreciated fewer than all of these parameters,
different parameters, and/or additional parameters can be checked in alternative embodiments
of the invention, and that the invention is not limited to embodiments wherein all of the
aforementioned parameters are checked to verify that a particular Pocket Vault use is
authorized.

When, at the step 2006, it is determined that the Pocket Vault use is not authorized,
the routine 1904 terminates. In such a situation, it is also possible to generate some sort of
security alert message to put someone or some entity on notice that an unauthorized use of a
Pocket Vault has occurred.

When, the routine 2006 has determined that the proposed Pocket Vault use is
authorized, the routine 1904 proceeds to a step 2008, wherein all of the relevant information
regarding the new Pocket Vault registration is logged into the database 406 of the network
server 114 (Fig. 4). As shown in Fig. 20, this information may include, for example, the
interface station operator ID, the interface unit ID, the Pocket Vault ID, and all of the relevant
information relating to the new Pocket Vault holder.

After the step 2008, the routine 1904 proceeds to a step 2010, wherein the network
server 114 transmits encrypted validation information to the interface station computer 304,
which then may be passed on to the pocket vault interface unit 302, and then to the Pocket
Vault 102, so as to enable the new holder’s fingerprint to be stored in the memory of the
Pocket Vault 102.
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After the step 2010, the routine 1904 terminates.

Fig. 21 is a flow diagram illustrating example of a routine that may be employed to
implement the step 1910 of the primary routine 1900 (Fig. 19).

As shown, the routine 1910 begins at a step 2102, wherein it is determined whether all
of the requested updates have been received from the media issuer or advertiser.

When, at the step 2102, it has been determined that all of the requested updates have
been received, the routine 1910 proceeds to a step 2104, wherein it is determined whether the
media issuer or advertiser is authorized access to the network server 114, This authorization
process may require some sort of authentication of the identity of the computer used by the
media issuer or advertiser requesting the update, the operator of the computer, and/or the
location of the computer, in a manner similar to that in which the interface stations 104 and
their operators are authorized.

When, at the step 2104, it is determined that the media issuer or advertiser is not
authorized access to the network server 114, the routine 1900 proceeds to a step 2106,
wherein a message is transmitted to the media issuer or advertiser informing the media issuer
or advertiser that access to the network server 114 has been denied.

After the step 2106, the routine 1910 terminates.

When, at the step 2104, it is determined that the media issuer or advertiser is
authorized access to the network server 114, the routine 1910 proceeds to a step 2108,
wherein the updates received from the media issuer or advertiser are logged onto the network
server 114.

After the step 2108, the routine 1910 terminates.

Fig. 22 is a flow diagram illustrating an example a routine that may be employed to
implement the step 1914 of the primary routine 1900 (Fig. 19).

As shown, the routine 1914 begins at the step 2006 (discussed below in connection
with Fig. 25), wherein it is determined whether the attempted Pocket Vault use is authorized.

When, at the step 2006, it is determined that the Pocket Vault use is not authorized,
the routine 1914 terminates.

When, at the step 2006, it is determined that the Pocket Vault use is authorized, the
routine 1914 proceeds to a step 2202, wherein encrypted updates are transmitted to the

interface station computer 304 for loading onto the Pocket Vault 102.
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After the step 2202, the routine 1514 proceeds to steps 2204 and 2206, wherein the
time and date of the updates are logged (step 2204), and the media issuers or advertisers are
informed that the updates have been made (step 2206).

Fig. 23 is a flow diagram illustrating an example of a routine that may be employed to
implement the step 1918 of the primary routine 1900 (Fig. 9).

As shown, the routine 1918 begins at a step 2302, wherein it is determined whether
the file to be loaded onto the network server 114 relates to a secure media issuer.

When, at the step 2302, it is determined that the file does not relate to a secure media
issuer, the routine 1918 proceeds to a step 2304, wherein the network server 114 is updated
with the non-secure file.

After the step 2304, the routine 1918 terminates.

When, at the step 2302, it is determined that the to-be-loaded file does relate to a
secure media issuer, the routine 1918 proceeds to a step 2306, wherein it is determined
whether the secure media issuer is a Pocket Vault participant (i.e., a media issuer having
access to the network server 114).

When, at the step 2306, it is determined that the secure media issuer is not a Pocket
Vault participant, the routine 1918 proceeds to a step 2308, wherein an advisory is sent to the
holder indicating an inability to load the file, and inquiring as to whether the holder desires to
load the file in a non-secure format. The holder may, for example, opt to load the file to the
network server 114 in such a way that the content of the file is not encodable to the
Chameleon Card, but can be displayed and shown to a POS operator and manually keyed in
at POS by the POS operator.

After the step 2308, the routine 1918 proceeds to a step 2316, wherein it is determine
whether the holder has elected to load the file in a non-secure format.

When, at the step 2316, it is determined that the holder has elected not to load the file
in a non-secure format, the routine 1918 terminates.

When, at the step 2316, it is determined that the holder has elected to load the file in a
non-secure format, the routine 1918 proceeds to a step 2318, wherein the file is loaded onto
the network server 114 in a non-secure format.

After the step 2318, the routine 1918 terminates.
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When, at the step 2306, it is determined that the secure media issuer is a Pocket Vault
participant, the routine 1918 proceeds to a step 2310, wherein the media issuer is queried as
to the account status of the holder.

After the step 2310, the routine 1918 proceeds to a step 2312, wherein it is determined
whether authorization has been received from the media issuer to load the file.

When, at the step 2312, it is determined that authorization has not been received from
the media issuer, the routine 1918 proceeds to the step 2308 (discussed above).

When, at the step 2312, it is determined that authorization has been received from the
media issuer, the routine 1918 proceeds to a step 2314, wherein the network server 114 is
updated with the secure file.

After the step 2314, the routine 1918 terminates.

Fig. 24 is a flow diagram illustrating an example of a routine that may be employed to
implement the step 1922 of the primary routine 1900 (Fig. 19).

As shown, the routine 1922 begins at the step 2006 (discussed below in connection
with Fig. 25), wherein it is determined whether the attempted use of the Pocket Vault 102 is
authorized.

When, at the step 2006, it is determined that the attempted Pocket Vault use is not
authorized, the routine 1922 terminates.

When, at the step 2006, it is determined that the attempted Pocket Vault used is
authorized, the routine 1922 proceeds to a step 2402, wherein it is determined whether the
requested transaction is within acceptable account parameters (e.g., as set by the media
issuer).

When, at the step 2402, it is determined that the requested transaction is not within
acceptable account parameters, the routine 1922 proceeds to a step 2404, wherein a message
is transmitted to the entity that requested the transaction (e.g., a commercial interface station
104C, a card reader 106, or a barcode reader 107) indicating that the transaction is outside of
acceptable account parameters.

After the step 2404, the routine 1922 terminates.

When, at the step 2402, it is determined that the requested transaction is within
acceptable account parameters, information regarding the transaction is logged into the

database 406 of the network server 114 (Fig. 4). As shown, the logged information may
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include the identification of the entity with which the transaction took place, the Pocket Vault
ID (if available), and the time and date of the transaction.

After the step 2406, the routine 1922 proceeds to a step 2408, wherein an encrypted
approval message is transmitted to the entity with which the transaction is being attempted
(e.g., a commercial interface station 104C, a card reader 106, or a barcode reader 107).

After the step 2408, the routine 1922 terminates.

Fig. 25 is a flow diagram illustrating an example of a routine that may employed to
implement the step 2006 of the routines 1904 (Fig. 20), 1914 (Fig. 22), and 1922 (Fig. 24).

As shown, the routine 2006 begins at a step 2502, wherein it is determined whether
the point of sale terminal or other entity with which a transaction is being attempted is
connected to a valid source (e.g., an authorized telephone line or an authorized internet
protocol (IP) address).

When, at the step 2502, it is determined that the entity proposing the transaction is not
connected to a valid source, the routine 2006 proceeds to a step 2510, wherein the transaction
is refused, and a security alert is generated so that appropriate action(s) may be taken.

When, at the step 2502, it is determined that the entity proposing the transaction is
connected to a valid source, the routine 2006 proceeds to a step 2504, wherein it is
determined whether the ID of the interface station, card reader or barcode reader is valid, and
is properly linked to the source to which is connected.

When, at the step 2504, it is determined that the ID of the entity proposing the
transaction is not valid, the routine proceeds to the step 2510 (discussed above).

When, at the step 2504, it is determined that the ID of the entity proposing the
transaction is valid, the routine 2006 proceeds to a step 2506, wherein it is determined
whether the Pocket Vault ID (if available) is valid. It should be appreciated that, when a card
reader 106, a barcode reader 107 or an RF signal receiver is employed, it is possible that the
ID from the Pocket Vault will not be transmitted to the network server 114. Therefore, the
step 2506 may be skipped in such a situation.

When, at the step 2506, it is determined that the Pocket Vault ID (when available and
required) is not valid, the routine 2006 proceeds to the step 2510 (discussed above).

When, at the step 2506, it is determined that the Pocket Vault ID (when) is valid or is

not required, the routine 2006 proceeds to a step 2508, wherein it is determined whether the
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Pocket Vault ID (if available) is linked to the ID of the entity proposing the transaction, e.g.,
a commercial interface station 104c, a card reader 106, or a barcode reader 107.

When, at the step 2508, it is determined that the ID of the Pocket Vault 102 (when
available) is not linked to the ID of the entity proposing the transaction, the routine 2006
proceeds to the step 2510 (discussed above).

When, at the step 2508, it is determined that the Pocket Vault ID is linked to the ID of
the entity proposing the transaction, or that the ID of the Pocket Vault is not required, the
routine 2006 proceeds to a step 2512, wherein the Pocket Vault use is authorized.

With regard to the information checked in connection with the routine 2006 to
determine whether a particular Pocket Vault use is authorized, it should be appreciated that,
in some embodiments, fewer than all of the verification steps discussed above may be
performed when lesser degrees of security are desired or required. For example, in some
embodiments, there may be no restrictions as to who can operate an interface station, the
source to which the station is connected, and/or the ID of the station.

Figure 27 illustrates a network system similar to that described hereinabove. The
system of Fig. 27, however, includes several additional components which serve to increase
the network’s functionality and utility. Accordingly, it should be appreciated that, in addition
to the components illustrated in Fig. 27, the system may also include all or some of the
components and features of the system described above in connection with Figs. 1-26, and
may also incorporate all or some of that system’s functionality.

As shown in Fig. 27, the Pocket Vault 102 may be coupled to an interface station 104
(including an interface unit 302 coupled to an the interface station computer 304). The
interface unit 302 may include a communication port 2706, which is adapted to perform basic
communications functions for interaction between the interface unit 302 and each of the
Pocket Vault 102 and the interface station computer 304. This communication can take place
over physical wires using a USB protocol or HotWire, or any other suitable protocol.
Alternatively, the communication can be wireless, using a standard wireless protocol, such as
Bluetooth, or any other suitable protocol. The communication port 2706 may, of course, be
adapted to perform communications functions depending on the requirements on the
particular protocol used. In an example embodiment, a USB protocol is used, and the

interface unit 302 is connected to the interface station computer 304 through a USB port.
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Several suitable methods/techniques for interfacing the Pocket Vault 102 with the interface
unit 302 are described above.

In addition to the communication port 2706, as in the embodiment described above,
the interface unit 302 contains a stripe reader 315. The purpose and operation of the stripe
reader 315 is described below in connection with Figure 34.

The interface station computer 304 may be any suitable computer that employs one or
more processors to execute instructions stored in memory. The interface station computer
304 may even comprise several inter-networked computers.

In the illustrative embodiment shown, the interface station computer 304 may use the
communication software 2710 to communicate with the network server 114 via the network
2724, The communication software 2710 may be any of a number of communication
programs known in the art, and the invention is not limited to any particular type of software.
The software 2710 may, for example, comprise a web browser, a terminal emulation
program, a proprietary program, or any other software module capable of communicating
with other computers using the network 2724. The network 2724 may be any communication
network known in the art. For example, the network 2724 may comprise the World Wide
Web, a Local Area Network, or any other networking arrangement adapted for
communication between digital computers.

In the embodiment shown, the communication software 2710 uses internet settings
2722 when accessing the network 2724. The internet settings 2710 may include any user
preferences or software settings relevant to communication functions and usability of the
communication software 2710. The internet settings 2722 may comprise, for example, the
network name and the identification of the interface station computer 304, an identification of
communications protocols used to connect to the network 2724, network preferences, such as
whether any proxy servers may or should be used, a list of frequently-used servers, cookies
previously obtained from various websites, digital certificates, personal bookmarks, user
identity data, user password data for various servers, etc.

The communication software 2710 may access the network 2724 through
communication protocol layer 2714. Depending on how the interface station computer 304 is
physically connected to the network 2724. The communication protocol layer 2714 may be
dial-up software, a TCP/IP layer, or any other suitable networking layer. The communication

protocol layer 2714 may, for example, execute low-level communication functions, thereby
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providing useful abstractions to the communication software 2710. In an example
embodiment, the interface station computer 304 is connected to the network 2724 using a
modem, and the communication protocol layer 2714 is a dialup software module.

As shown, the interface station computer 304 may also contain one or more
communication drivers 2712. Although multiple drivers may, in fact, be employed, for
simplicity of discussion, the description hereinafter may refer to all such drivers as a single
“driver.” The communication driver 2712 acts both as a device driver for the interface unit
302, and also as a communications driver capable of accessing internet settings 2722 and
facilitating communications between the Pocket Vault 102 and the server 114 by using the
communication protocol layer 2714 to establish a connection to the network server 114
through the network 2724.

The network server 114 may comprise any suitable processor-based device or its
equivalent. It may be either a single or multi-processor machine, or even a collection of
servers inter-networked together. In one embodiment, the network server 114 stores both
data and applications that are accessible to users. The network server 114 may, for example,
store and serve a website, i.e., a collection of web pages and data that are available to users
via a browser.

The network server 114 may include one or more controllers 402 and a database 406,
as described above in connection with Figure 4. In addition, the network server 114 may
include a communication protocol layer 2716, which provides low-level communication
functions to server communications software. The communication protocol layer 2716 may
be, but need not be, the same as the communication protocol layer 2714 of the interface
station computer 304.

As shown in Fig. 27, the network server 114 may communicate through the network
2724 with an issuer authority 2718. The issuer authority 2718 may correspond, for example,
to any of the advertiser(s) 108, non-financial media issuer(s) 110, or financial media issuer(s)
112 described above in connection with Fig. 1, or may be any entity designated to represent
any of the same.

Overall, the networking arrangement illustrated in Fig. 27 allows the Pocket Vault
102 to access the network server 114. It also allows the interface station computer 304 to
access restricted portions of the network server 114, such as, for example, user data stored in

the database 406, when access is authenticated through communication from the Pocket Vault
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102 to the network server 114. Authentication and access to restricted areas of the network
server 114 will be further described below.

In order for the Pocket Vault 102 to perform communications functions, as well as
other functions described elsewhere herein, the Pocket Vault 102 may be driven by control
software 2708. Fig. 28 is a block diagram illustrating example components of the control
software 2708 that may be disposed on the Pocket Vault 102.

As shown, the control software 2708 may include components such as a
communications software module 2802, a card loading module 2804, an internet settings
management module 2806, a synchronization module 2808, a statistics module 2810, and a
security module 2812. It should be appreciated, of course, that the control software 2708 is
not limited to the illustrative modules shown, and that the control software 2708 may
comprise fewer modules or additional modules to perform other functions, such as the
functionality described above in connection with Figs. 7-12.

The communications software module 2802 may, for example, be responsible for
communications with the network server 114 and with the interface station computer 304, in
the manner discussed below.

The card loading module 2804 may, for example, be responsible for loading data for
new cards or tokens and storing such data in memory, as well as for transferring this data to
the network server 114, when appropriate. Examples of how card/token data may be loaded
onto the Pocket Vault 102 are discussed below in connection with Fig. 34.

Internet settings management module 2806 may, for example, be responsible for
managing the storage and use of internet settings by the Pocket Vault 102. Such internet
settings may, for example, correspond to any of the internet settings 2722 that may be stored
on the interface station computer 304. The internet settings management module 2806 may
allow a user to store, manage, and transfer internet settings, e.g., cookies and preference
settings, from one computer to another. Operation of the internet settings management
module 2708 will be further described below in connection with the steps 3310 and 3320 of
the routine 3024 (Fig. 33).

The synchronization module 2808 may, for example, be responsible for synchronizing
data and settings stored on the Pocket Vault 102 with data and settings stored on the network
server 114. Operation of the synchronization module 2808 is described below in connection
with Fig. 35.
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The statistics module 2810 may, for example, collect statistics concerning use of the
Pocket Vault 102. Such statistics may, for example, include information such as the number
of accesses to various cards stored in the memory of the Pocket Vault 102, the number of
financial transactions engaged in, the date of the last update of the Pocket Vault 102, the total
amount and kind of data transferred between the Pocket Vault 102 and each interface station
104 and/or the network server 114. In addition, the statistics module 2810 may be adapted to
be customized by the user.

The security module 2812 may, for example, ensure security of authentication and
communications. All communications to and from the network server 114 and the interface
station 104 may be encrypted by the security module 2812, so that any attacker who
intercepts those communications will receive no useful information.

Any of numerous types of encryption may be used to satisfactorily protect
communications between the Pocket Vault 102 and the other devices in the network. For
example, one of the asymmetric-key encryption types, such as public key encryption or
private key encryption, may be used. These public/private encryption techniques are well
known in the art and therefore will not be described here in detail. Alternatively, one-time
pad encryption or other encryption techniques may be used to achieve a similar objective.

As discussed above, the Pocket Vault 102 may be adapted to not release any personal
or secure information, even encrypted, until the holder presents satisfactory verification of his
or her identity, such as, for example, presenting the holder’s fingerprint to the fingerprint
scanner 220 or entering a password. In addition, fingerprint and password protection may be
used together for authentication purposes, such that personal or secure information can be
transferred or released only if the holder has been successfully authenticated using both
techniques.

In alternative embodiments, security may be implemented using different measures,
or may be omitted altogether in situations where the interface station computer 304 is a
trusted host. In addition, security module 2812 may be called on to perform security
functions in situations other than communicating with the network server 114 and the
interface station computer 304.

The manner of communication among the Pocket Vault 102, the network server 114,
and an interface station computer 304 will now be described in connection with Figure 29.

Figure 29 is a data flow diagram illustrating how data may be transferred between the Pocket
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Vault 102 and a user interface 2902 of the interface station computer 304. The user interface
2902 may, for example, comprise a web browser included in the communications software
2710 running on the interface station computer 304. Alternatively, it may be a stand-alone
application that allows a user to interact with the communications software 2710 and, through
it, interact with a website located on the network server 114.

In the illustrative embodiment shown, the data transfer takes place via the
communication driver 2712, the network server 114, and the communications software 2710,
data can flow in both directions at all connection points, and all communications between the
Pocket Vault 102 and the user interface 2902 of the interface station computer 304 pass
through the network server 114.

Using the arrangement shown, the user may, for example, update settings on the
Pocket Vault 102 by using the user interface 2902 and the communication software 2710 to
update settings on the network server 114, and then instructing the network server 114 to
update settings on the Pocket Vault 102 via the communication driver 2712.

In one embodiment, the network server 114 implements a website, where user
information may be selectively stored and accessed by a person using the communication
software 2710 (e.g., a web browser) running on the interface station computer 304, and any
user may access the website on the network server 114. However, the website may have a
so-called “restricted area” which can be accessed only after the user has authenticated his or
her identity. As used herein, the term "restricted area”" or “restricted information” means any
data that is not available to general public without some sort of authentication. For example,
each user may have preferences stored in the database 406 that would indicate how the main
site should be presented to that user. Those preferences will not be available to other users.
In addition to such relatively low-security settings, such as website preferences, database 406
may also contain private user information, such as information about a user’s credit cards and
identity information. Access to this restricted information may be limited, for example, to
only “authenticated” users.

Authentication of a Pocket Vault holder may be achieved, for example, by the holder
applying a fingerprint to the fingerprint scanner 220 of the Pocket Vault 102, interfacing the
Pocket Vault 102 with the interface unit 302 (which acts essentially as a pass-through
device), and establishing a connection between the Pocket Vault 102 and the network server

114 via the communication driver 2712. Based on communications with the Pocket Vault
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102 via this “connection,” the website may determine: (1) whether the Pocket Vault 102 has
been “validated,” i.e., whether a fingerprint has been stored in the fingerprint memory of the
Pocket Vault 102 and whether validation information (e.g., a PKI certificate) is present on the
Pocket Vault 102, and (2) whether the Pocket Vault 102 has been authenticated, i.e., whether
the fingerprint recently scanned by the Pocket Vault 102 matched the fingerprint stored in the
fingerprint memory of the Pocket Vault 102. If the website determines that the Pocket Vault
102 has not yet been validated, the user may be given an option to validate the Pocket Vault
102 using the website software. If the website determines that the Pocket Vault 102 has been
validated and authenticated, then the network server 114 may enable the authenticated holder
to access or perform functions relating to some or all of the restricted area of the database 406
containing that holder’s information.

Communication driver 2712 may be a light-weight application that can access and
modify the internet settings 2722, and can also access communications protocol layer 2714,
but cannot transfer information to any other software programs. For example, the
communication driver 2712 may access the internet settings 2722 in order to determine that
the interface station computer 304 is connected to the network 2724 through a dial-up
connection; following that, it may initiate the dial-up connection or use an established

connection through the communications protocol layer 2714 in order to tunnel packets from

. the Pocket Vault 102 to the network 2724.

Fig. 30 is a flow diagram illustrating an example implementation of the PROCESS
REQUEST TO ACCESS WEBSITE routine 1422 shown in Fig. 14, which may be executed
by the controller 308 of the interface station computer 304. As discussed above in connection
with Fig. 14, it should be appreciated that this routine need not be accessed as aresult of a
user selecting it from the menu displayed in the step 1402. Rather, a user may simply use a
browser to directly log onto the website on the network server 114.

As shown, the routine 1422 begins at a step 3002, wherein the interface station
computer 304 is caused to access the website on the network server 114, e.g., by using a
browser to access the website.

After the step 3002, the routine 1422 proceeds to a step 3004, wherein it is determined
whether the requisite communication drivers 2712 have been installed.

When, at the step 3004, it is determined that the requisite communication drivers 2712
have not been installed, the routine 1422 proceeds to an INSTALL DRIVER(S) routine 3006
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(discussed below in connection with Fig. 31), which is responsible for installing the
communication drivers 2712.

After the routine 3006 has completed, the routine 1422 proceeds to a step 3008,
wherein the communication drivers 2712 are caused to become operational.

When, at the step 3004, it is determined that the requisite drivers 2712 have already
been installed, the routine 1422 proceeds directly to the step 3008 (discussed above).

After the step 3008, the routine 1422 proceeds to steps 3010-3016, wherein attempts
are made to establish a connection between the Pocket Vault 102 and the website on the
network server 114 within a time out period determined by the step 3014. Each time it is
determined that the connection has not yet been established, the user is prompted to interface
the Pocket Vault 102 with the interface unit 302 and to connect the interface unit 302 to the
interface station computer 304 (e.g., using a USB cable).

When, during the steps 3010-3016, it is determined that a connection has not been
established between the Pocket Vault 102 and the website in a timely manner, the routine
1422 proceeds to a step 3026, wherein a message is displayed to the user regarding the
unsuccessful communication attempt between the Pocket Vault 102 and the website on the
network server 114.

After the step 3026, the routine 1422 terminates.

When, during the steps 3010-3016, it is determined that a connection has been
successfully established between the Pocket Vault 102 and the website on the network server
114, the routine 1422 proceeds to a step 3018, wherein it is determined whether the Pocket
Vault 102 has been validated, e.g., whether a holder’s fingerprints and a PKI certificate are
stored therein. The website may, for example, make this determination based upon the
messages exchanged during the handshaking protocol engaged in between the Pocket Vault
102 and the network server 114.

When, at the step 3018, it is determined that the Pocket Vault 102 has not yet been
validated, the routine 1422 proceeds to a NEW POCKET VAULT HOLDER routine 3020,
which is discussed below in connection with Fig. 32.

When, at the step 3018, it is determined that the Pocket Vault 102 has already been
validated, the routine 1422 proceeds to an EXISTING POCKET VAULT HOLDER routine

3024, which is discussed below in connection with Fig. 33.
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After completion of the EXISTING POCKET VAULT HOLDER routine 3024, the
routine 1422 terminates.

After completion of the NEW POCKET VAULT HOLDER routine 3020, the routine
1422 proceeds to a step 3022, wherein it is determined whether a new holder was
successfully validated.

When, at the step 3022, it is determined that a new holder was successfully validated,
the routine 1422 proceeds to the EXISTING POCKET VAULT HOLDER routine 3024
(discussed above).

When, at the step 3022, it is determined that a new holder was not successfully
validated, the routine 1422 terminates.

Fig. 31 is a flow diagram illustrating an example implementation of the INSTALL
DRIVER(S) routine 3006 shown in Fig. 30.

As shown, the routine 3006 begins at a step 3102, wherein the necessary
communication drivers 2712 are downloaded from another computer, €.g., a website on the
World Wide Web. '

After the step 3102, the routine 3006 proceeds to steps 3104-3108, wherein the
necessary communication drivers 2712 are installed on the interface station computer 304 and
registered with network server 114, and the preferences for the communication drivers 2712
are set either automatically or in response to user input. During the step 3106, the
communication driver 2712 may communicate with the network server 114 in order to
register itself and its attributes. Among these attributes can be such things as a unique
identifier for the interface station computer 304 on which that driver is installed, the identity
of the user registering it, and other such items. The preferences that may be set by the user
during the step 3108 may, for example, include information such as how and where to access
the internet settings 2722, how many attempts at connection should be performed, etc.

After the step 3108, the routine 3006 terminates.

Fig. 32 is a flow diagram illustrating an example implementation of the NEW
POCKET VAULT HOLDER routine 3020 shown in Fig. 30.

As shown, the routine 3020 begins at a step 3202, wherein it is determined whether
the new holder has indicated that he or she has already established an account with the

website on the network server 114.
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When, at the step 3202, it is determined that the new holder has not indicated the
existence of a previously-established account, the routine 3020 proceeds to a step 3204,
wherein a new account is established on the website on the network server 114 in response to
user input to a browser running on the interface station computer 304.

After the step 3204, the routine 3020 proceeds to a step 3206, wherein the new holder
is prompted to apply his or her fingerprint to the fingerprint scanner 220 while the Pocket
Vault 102 is interfaced with the interface unit 302. The user is further prompted to follow the
directions on the Pocket Vault 102. As discussed above in connection with Figs. 7 and 8,
when a fingerprint is applied to a fingerprint scanner 220 of an un-validated device, the user
is instructed by the Pocket Vault to apply six finger prints (three from one finger on the left
hand and three from one finger on the right hand) sequentially to the fingerprint scanner 220,
waiting for a beep each time. As discussed in connection with Fig. 8, after the new holder
has completed this task, an encrypted message including the Pocket Vault ID may be released
from the Pocket Vault to the interface unit 302. Because of the established connection
between the Pocket Vault 102 and the website on the network server 114, this encrypted
message should reach the website. And, in response to receiving this encrypted message, the
website should release encrypted validation information (e.g., a PKI certificate) back to the
Pocket Vault 102 via the established connection.

After the step 3206, the routine 3020 proceeds to steps 3208-3210, wherein it is
determined whether the Pocket Vault 102 has released the encrypted message including the
Pocket Vault ID to the website before a timeout period has elapsed.

When, at the step 3210, it is determined that the timeout period elapsed before the
encrypted message including the Pocket Vault ID was released to the website, the routine
3020 proceeds to a step 3220, wherein a message is displayed to the user concerning the
unsuccessful attempt to validate the Pocket Vault holder.

After the step 3220, the routine 3020 terminates.

When, at the steps 3208-3210, it is determined the Pocket Vault 102 has released the
encrypted message including the Pocket Vault ID to the website before the timeout period
elapsed, the routine 3020 proceeds to a step 3212, wherein it is determined whether the
website has released the encrypted validation information (e.g., a PKI Certificate) to the
Pocket Vault 102.
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When, at the step 3210, it is determined that the timeout period elapsed before the
website released the encrypted validation information (e.g., a PKI Certificate) to the Pocket
Vault 102, the routine 3020 proceeds to the step 3220 (discussed above).

When, at the step 3210, it is determined that the website released the encrypted
validation information (e.g., a PKI Certificate) to the Pocket Vault 102 before the timeout
period elapsed, the routine 3020 proceeds to a step 3216, wherein a message is displayed to
the user concerning the successful validation of the new Pocket Vault holder.

After the step 3216, the routine 3020 terminates.

When, at the step 3202, it is determined that the new holder has indicated the
existence of a previously-established account, the routine 3020 proceeds to a step 3218,
wherein a check is made to verify the holder’s identity. The holder may, for example, be
required to enter personal information, such as name, contact information, and security
information to verify his or her identity.

When, at the step 3218, it is determined that the holder has successfully verified his or
her identity, the routine 3020 proceeds to the step 3206 (discussed above), with the holder’s
previously-stored account information being used for the new Pocket Vault 102.

When, at the step 3218, it is determined that the holder has not successfully verified
his or her identity, the routine 3020 proceeds to the step 3220 (discussed above).

Fig. 33 is a flow diagram illustrating an example implementation of the EXISTING
POCKET VAULT HOLDER routine 3024 shown in Fig. 30.

As shown, the routine 3024 begins at a step 3302, wherein it is determined whether
the Pocket Vault 102 has been authenticated, ¢.g., whether the Pocket Vault 102 has
determined that a fingerprint applied to the fingerprint scanner 220 matches one of the
fingerprints stored in the fingerprint memory of the Pocket Vault 102. This authentication
procedure may operate as described above in connection with the step 712 (Fig. 7), or an
additional or different routine may be employed (e.g., as part of the security module 2812
described above in connection with Fig. 28) to determine whether the holder has successfully
authenticated his or her identity, thereby enabling the network server 114 to establish a
“trust” relationship with the Pocket Vault 102.

When, at the step 3302, it is determined that the Pocket Vault 102 has not been
properly authenticated, the routine 3024 proceeds to a step 3304, wherein the holder is
prompted to apply his or her fingerprint to the fingerprint scanner 220 of the Pocket Vault
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102 while the Pocket Vault 102 is interfaced with the interface unit 302, i.e., while keeping
the connection established between the Pocket Vault 102 and the website on the network
server 114.

As shown, the step 3306 determines whether the Pocket Vault 102 has been properly
authenticated prior to the expiration of a timeout period.

‘When, at the step 3306, it is determined that the timeout period elapsed before the
Pocket Vault 102 was authenticated, the routine 3024 proceeds to a step 3308, wherein a
message is displayed indicating that the authentication attempt was unsuccessful.

After the step 3308, the routine 3024 terminates.

When, at the step 3302, it is determined that the Pocket Vault 102 has been properly
authenticated, the routine 3024 proceeds to a step 3310, wherein the communication driver
2712 causes the internet settings 2722 of the interface station computer 304 to be adjusted to
reflect certain internet settings stored in the Pocket Vault 102, e.g., by the internet settings
management module 2806. In this manner, the internet settings of the Pocket Vault 102 may
be “ported” to the interface station computer 304 so that the browser operating on the
interface station computer 304 may take advantage of those settings while the Pocket Vault
102 is connected to the website on the network server 114 via the communication driver
2712. The internet settings of the Pocket Vault 102 that may be ported to the interface station
computer 304 in this manner may comprise, for example, the network name and
identification of the Pocket Vault 102, an identification of communications protocols used to
connect to the network 2724, network preferences, such as whether any proxy servers may or
should be used, a list of frequently-used servers, cookies previously obtained from various
websites, digital certificates, personal bookmarks, user identity data, user password data for
various servers, etc.

The internet settings on the Pocket Vault 102, and porting of the same to the interface
station computer 304, may be managed, for example, by one or more modules of the control
software, e.g., the internet settings management module 2806. In one embodiment, the user
may elect which internet settings are to be ported to the interface station computer 304 during
the step 3310. This functionality may be accomplished, for example, during a SET
PREFERENCES routine 3324 (described below in connection with Fig. 39).

After the step 3310, the routine 3024 proceeds to a step 3312, wherein it is determined

whether one of several “functions” has been selected. In the illustrative embodiment shown,
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the seven available functions are: (1) CARD LOADING (see CARD LOADING routine 3314
-- discussed below in connection with Fig. 34), (2) SYNCHRONIZATION (see
SYNCHRONIZATION routine 3316 -- discussed below in connection with Fig. 35), (3)
RECOVERY (see RECOVERY routine 3318 -- discussed below in connection with Fig. 36),
(4) IDENTITY PORTING OPTIONS (see IDENTITY PORTING OPTIONS routine 3320 --
discussed below in connection with Fig. 337), (5) BACKUP (see BACKUP routine 3322 --
discussed below in connection with Fig. 38), (6) SET PREFERENCES (see SET
PREFERENCES routine 3324 -- discussed below in connection with Fig. 39), AND (7)
TERMINATE SESSION (see step 3326). It should be appreciated that the invention is not
limited to the specific functions shown, and that additional, different or fewer functions may
be employed.

It should further be appreciated that some or all of the illustrated functions, or
operations relating to such functions, may be initiated automatically or may require user
initiation, depending on the setting of preferences. For example, the SYNCHRONIZATION
routine 3316 may be initiated automatically after completion of the step 3310, if preferences
so indicate. Alternatively, certain steps required to accomplish synchronization of the Pocket
Vault 102 and the website on the network server 114 may be taken, without actually
completing the synchronization. For example, the synchronization module 2808 of the
control software 2708 may automatically initiate a comparison of the contents of the Pocket
Vault 102 and the website to determine what data should be transferred if synchronization is
initiated. Software on the network server 114 may also or alternatively perform a similar
comparison function automatically, if so desired.

Moreover, it should be understood that, in some embodiments, some of the above-
noted functions may be performed without first requiring a Pocket Vault 102 to be
authenticated. For example, some functions may involve the transfer of public or non-
sensitive data, and may not require protection via the authentication verification step 3302.

As shown in Fig. 33, when any of the above-listed seven functions is selected, either
automatically or in response to user input, the selected function is performed. For each of
functions 3314, 3316, 3318, 3320, 3322, and 3324, after performing the routine associated
with the function, the routine 3024 proceeds to a step 3332, wherein it is determined whether
the connection between the Pocket Vault 102 and the website on the network server 114 is
still established.
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When, at the step 3332, it is determined that the connection between the Pocket Vault
102 and the website on the network server 114 is still established, the routine 3024 returns to
the step 3312 (discussed above).

When, at the step 3332, it is determined that the connection between the Pocket Vault
102 and the website on the network server 114 is no longer established, the routine 3024
proceeds to a step 3327, wherein some or all of the internet settings 2722 are ported from the
interface station computer 304 to the Pocket Vault 102. The communication driver 3712 may
cause the settings to be ported directly to the Pocket Vault 102 from the interface station
computer 304 (via the interface unit 302), or the settings may be transferred first to the
network server 114 and then to the Pocket Vault 102 (via the connection between the network
server 114 and the Pocket Vault 102). In some embodiments, only certain types or classes of
settings, e.g., certain type of cookies, PKI certificates, etc., are ported from the interface
station computer 304 to the Pocket Vault 102 in this manner. The classes or types of settings
that are ported during the step 3327 may, for example, be determined by the user in some
embodiments. For example, the user may set certain preferences, e.g., during the SET
PREFERENCES routine 3324 or by manipulating the Pocket Vault 102 directly, that control
the nature and type of internet settings that are ported to the Pocket Vault 102 from the
interface station computer 304 during the step 3327.

After the step 3327, the routine 3024 proceeds to a step 3328, wherein the
communication driver 2712 causes the internet settings 2722 on the interface station
computer 304 to return to their original state, i.e., the configuration the internet settings 2712
were in before they were altered in the step 3310.

After the step 3328, the routine 3024 proceeds to a step 3330, wherein any cached
web pages or other information temporarily stored in the interface station computer 304
during the communication session between the Pocket Vault 102 and the website on the
network server 114 are deleted from cache and other memory in the interface station
computer 304. Thus, after completion of the step 3330, the interface station computer 304 is
in essentially the same state it was in prior to the beginning of the routine 1422. The
communication driver 2712 may remain on the interface station computer 304 or may be
deleted in connection with the step 3330. Ifthe communication driver 2712 is kept on the
interface station computer 304, any cache or other memory associated with it that might store

personal or sensitive information may also be erased. In some embodiments, the
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communication driver 2712 caches or stores very little, if any, information that is passed
between the Pocket Vault 102 and the website on the network server 114. In any event, the
communication driver 2712 may be constructed such that no useful data, i.e., data that
reflects any personal or sensitive information, remains on it after completion of the step 3330.

When, at the step 3312, the holder chooses the TERMINATE SESSION function, the
connection between the Pocket Vault 102 and the website on the network server 114 is de-
established, and the routine 3024 proceeds immediately to the steps 3327, 3328 and 3330
(discussed above).

After the step 3330, the routine 3024 terminates.

Fig. 34 is a flow diagram illustrating an example implementation of the CARD
LOADING routine 3314 shown in Fig. 33.

As shown, the routine 3314 begins at a step 3402, wherein a determination is made as
to whether the card desired to be loaded is “swipeable.” The user may, for example, be
prompted to indicate whether the card has an operational magnetic stripe disposed thereon.

When, at the step 3402, the user indicates that the card does not have an operational
magnetic stripe, the routine 3314 proceeds to a step 3406, wherein the user is prompted (e.g.,
via the browser on the interface station computer 304) to input information to be used in
creating a card account.

When, at the step 3402, the user indicates that the card does have an operational
magnetic stripe, the routine 3314 proceeds to the step 3410, wherein the user is prompted to
swipe the card through the stripe reader 315 of the interface unit 302.

After the step 3406, the routine 3314 proceeds to steps 3408 and 3409, wherein it is
determined whether the interface station computer 304 has received the information from a
card swiped through the stripe reader 315 of the interface unit 302 prior to the expiration of a
timeout period.

When, at the step 3409, it is determined that the timeout period elapsed before
information from a swiped card was received, the routine 3314 proceeds to a step 3411,
wherein a message is displayed to the user concerning the failure to properly read the
magnetic stripe.

After the step 3411, the routine 3314 returns to the step 3402 (discussed above).
Thus, when a user is unsuccessful in swiping a card one or more times, the user may

determine that the magnetic stripe is non-operational, and may indicate at the step 3402 that
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the card is not swipeable. The user may thereafter create an account for the card manually at
the step 3410 (discussed above).

After the step 3410, the routine proceeds to a step 3412, wherein the website on the
network server 114 determines whether the account for the card is valid. This determination
may be made, for example, by confirming that the card is owned by the person attempting to
add it to his or her Pocket Vault 102, that the card has not expired, etc.

When, at the step 3408, it is determined that information from the swiped card has
been received prior to the expiration of the timeout period, the routine 3314 proceeds to the
step 3412 (discussed above), wherein a determination is made as the validity of the account
based upon the information read by the stripe reader 315.

When, at the step 3412, a determination is made that the account the user has
requested to be added to the Pocket Vault 102 is not valid, the routine 3314 proceeds to a step
3414 wherein appropriate security precautions are taken.

After the step 3414, the routine 3314 terminates.

When, at the step 3412, a determination is made that the account the user has
requested to be added to the Pocket Vault 102 is valid, the routine 3314 proceeds to a step
3416, wherein the information for the card is downloaded from the website on the network
server 114 to the Pocket Vault 102 via the communication driver 2712.

After the step 3416, the routine 3314 proceeds to a step 3418, wherein a message is
displayed that indicates the card has been successfully loaded onto the Pocket Vault 102 for
use in future transactions.

After the step 3418, the routine 3314 terminates.

Fig. 35 is a flow diagram illustrating an example implementation of the
SYNCHRONIZATION routine 3316 shown in Fig. 33.

As shown, the routine 3316 begins at a step 3502, wherein certain parameters required
to synchronize the Pocket Vault 102 to the website on the network server 114 are determined
based upon user preferences and the ID of the Pocket Vault 102. For example, if a holder has
two or more Pocket Vaults 102, the holder may wish to elect one of them to be a master for
synchronization purposes, or the holder may even elect to have the website act as the master.
When a holder has more than one Pocket Vault 102, the holder also may desire to be
prompted to select either the current date or the date of the last synchronization as the basis

for the synchronization operation.
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After the step 3502, the routine 3316 proceeds to a step 3504, wherein the website on
the network server 114 generates sets of current data to transfer to the Pocket Vault 102. The
website may, for example, compare its current data to the data stored on the Pocket Vault 102
so as to identify any data it needs to receive from the Pocket Vault 102 to properly
synchronize therewith.

After the step 3504, the routine 3316 proceeds to steps 3506 and 3508, wherein it is
determined whether the Pocket Vault 102 has indicated that it is ready to synchronize prior
the expiration of a timeout period (measured by the step 3508). The Pocket Vault 102 may,
for example, also be performing a similar comparison (e.g., using the synchronization module
2808) between its data and the data stored on the website of the network server to determine
what data it needs to receive from the website to properly synchronize therewith.

When at the step 3508, it is determined that the timeout period has elapsed before the
Pocket Vault 102 had indicated its readiness to synchronize, the routine 3316 proceeds to a
step 3510, wherein a message is generated indicating the attempt to synchronize the Pocket
Vault 102 with the website on the network server 114 has failed.

After the step 3510, the routine 3316 terminates.

When at the step 3506, it is determined that the Pocket Vault 102 has indicated its
readiness to synchronize with the website prior to the expiration of the timeout period, the
routine 3316 proceeds to a step 3512, wherein accumulated synchronization data is
transferred from the website to the Pocket Vault 102, and vice versa, via the communication
driver 2712.

After the step 3512, the routine 3316 proceeds to a step 3516, wherein the date of the
successful synchronization is stored in both the Pocket Vault 102 and the network server 114.

After the step 3516, the routine 3316 proceeds to a step 3518, wherein a message is
generated indicating that the Pocket Vault 102 has been successfully synchronized with the
website on the network server 114,

After the step 3518, the routine 3316 terminates.

Figure 36 is a flow diagram illustrating an example implementation of the
RECOVERY routine 3318 shown in Fig. 33.

As shown, the routine 3318 begins at a step 3602, wherein the website on the network
server 114 compiles all data necessary to recover the Pocket Vault 102 to its state as of the

last time its contents were synchronized with the website of the network server 114 (e.g.,
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using the routine 3316 — described above) or backed up on the website of the network server
114 (e.g., using routine 3322 — described below).

Afier the step 3602, the routine 3318 proceeds to step 3604, wherein the data compile
in the step 3602 is downloaded from the website on the network server 114 to tﬁe Pocket
Vault 102 via the communication driver 2712, and a determination is made as to where that
downloading has completed prior to the expiration of a timeout period measured at the step
3606.

When, at the step 3606, it is determined that the timeout period elapsed prior to the
downloading being completed, the routine 3318 proceeds to a step 3608, wherein a message
is generated indicating that the attempted recovery was unsuccessful.

After the step 3606, the routine 3318 terminates.

When, at the step 3606, it is determined that the downloading was completed in a
timely manner, the routine 3318 proceeds to a step 3610, wherein a message is generated
indicating that the attempted recovery of data to the Pocket Vault 102 was successful.

After the step 3610, the routine 3318 terminates.

Figure 37 is a flow diagram illustrating an example implementation of the IDENTITY
PORTING SELECTION routine 3320 shown in Fig. 33.

As shown, the routine 3320 begins at a step 3702, wherein the internet settings 2722
from the interface station computer 304 are downloaded from the interface station computer
304 to the website on the network server 114.

After the step 3702, the routine 3320 proceeds to a step 3704, wherein the website on
the network server 114 compiles and displays the downloaded internet settings to the user via
the browser on the interface station computer 304. The settings may be displayed to the user
in any of a number of ways. Preferably, the settings are displayed in a manner that enables
the user to readily distinguish between various classes of settings, and that permits the user to
readily identify the purpose of each type of setting. In some embodiments, only a subset of
the all of the internet settings 2722 (e.g., only settings such as cookies and PKI certificates)
are transferred to the website for possible modification by the user.

After the step 3704, the routine 3320 proceeds to steps 3706 and 3708, wherein the
user is given an opportunity to modify the displayed internet settings. The user may, for
example, elect to keep certain cookies that were retained among the internet settings 2722,

while choosing to discard others.
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When at the step 3708, the user has indicated that he or she has completed any
modifications of the retrieved internet settings 2722, the routine 3320 proceeds to a step
3710, wherein the modified internet settings are downloaded from the website on the network
server 114 to the Pocket Vault 102 via the communication driver 2712,

After the step 3710, the routine 3320 terminates.

When at the step 3706, it is determined that the user did not elect to modify any
settings, the routine 3320 terminates.

Figure 38 is a flow diagram illustrating an example implementation of the BACKUP
routine 3322 shown in Fig. 33.

As shown, the routine 3322 begins at a step 3802, wherein the website on the network
server 114 transmits a request to the Pocket Vault 102 via the communication driver 2712,
asking the Pocket Vault 102 to send the website backup data. This backup data may, for
example, constitute all data necessary to place the Pocket Vault 102 back into its present state
if any portion of data on the Pocket Vault 102 was lost, or to place a new Pocket Vault 102
into the same state as the backed up Pocket Vault 102 (e.g., using the RECOVERY routine
3318 —discussed above).

After the step 3802, the routine 3322 proceeds to steps 3804 -3806, wherein it is
determined whether the requested backup data has been successfully transferred from the
Pocket Vault 102 to the website on the network server 114 before the expiration of a timeout
period (measured by the step 3806).

When, at the step 3806, it is determined that the timeout period elapsed prior to the
backup data being successfully transferred, the routine 3322 proceeds to a step 3808, wherein
a message is displayed (e.g., via the browser on the interface station computer 304) informing
the user that a communication error has occurred and that the backup operation was
unsuccessful.

After the step 3808, the routine 3322 terminates.

When, at the step 3804, the routine 3322 determined that, before the timeout pE:riod,
the backup data has been successfully transferred from the Pocket Vault 102 to the website
on the network server 114 via the communication driver 2712, the routine 3322 proceeds to a
step 3810, wherein the received backup data is stored by the network server 114, e.g., for use
in connection with the RECOVERY routine 3318.
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After the step 3310, the routine 3322 proceeds to a step 3812, wherein a message is
displayed (e.g., via the browser on the interface station computer 304) informing the user that
the backup operation was successfully completed.

After the step 3312, the routine 3322 terminates.

Figure 39 is a flow diagram illustrating an example implementation of the SET
PREFERENCES routine 3324 shown in Fig. 33. The SET PREFERENCES routine 3324
permits the holder to set or alter preferences on his or her Pocket Vault 102 using a browser
on the interface station computer 104.

As shown, the routine 3324 begins at a step 3902, wherein the website on the network
server 114 transmits a request to the Pocket Vault 102 via the communication driver 2712,
requesting the Pocket Vault 102 to transmit all “preferences™ information stored on the
Pocket Vault 102 to the website on the network server 114 via the communication driver
2712. This information may, for example, comprise definitions of home pages, connection of
secure and non-secure media, order of media presentment, sort orders, user interface options,
synchronization defaults, etc.

After the step 3902, the routine 3324 proceeds to steps 3904 and 3906, wherein it is
determined whether the preferences information has been received from the Pocket Vault 102
prior to the expiration of a timeout period (measured by the step 3906).

When, at the step 3906, it is determined that the timeout period elapsed before the
preferences information was transferred from the Pocket Vault 102 to the website, the routine
3324 proceeds to a step 3908, wherein a message is displayed (e.g., on the browser)
indicating that a communication error has occurred.

After the step 3908, the routine 3324 terminates.

When, at the step 3904, it is determined that the preferences information has been
successfully transferred from the Pocket Vault 102 to the website on the network server 114,
the routine 3324 proceeds to a step 3910, wherein the website compiles and displays the
current preference settings for the Pocket Vault 102 (e.g., on the browser) in a user friendly
manner.

After the step 3910, the routine 3324 proceeds to steps 3912 and 3914, wherein the
user is given an opportunity to modify the displayed preference settings.

When, at the step 3912, the user opts not to modify any of the displayed settings, the

routine 3324 terminates.
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When, at the steps 3912 and 3914, the user opts to modify the displayed settings and
indicates that he or she has completed modification thereof, the routine 3324 proceeds to a
step 3916, wherein the modified preference settings are downloaded from the website on the
network server 114 to the Pocket Vault 102 via the communication driver 2712.

After the step 3918, a message is displayed (e.g., via the browser on the interface
station computer 304) informing the user that the preference seitings for the Pocket Vault 102
were successfully modified.

After the step 3918, the routine 3324 terminates.

One illustrative example of an application of the network system described herein is
in the distribution of building access key cards and similar limited-use, time-sensitive media
to individual operators. The following typical scenario involves distribution of hotel room
key cards to hotel guests who make room reservations over the Internet. Using a hotel’s
secure web site, the prospective guest, who is also a Pocket Vault holder, may secure a room
for a specific time period by providing a credit card number. This step may or may not
involve use of a credit card stored on the Pocket Vault 102. If it does involve use of a Pocket
Vault credit card, this card may, for example, be accessed while the Pocket Vault 102 is
interfaced with the holder’s personal interface station 104b. Next, the prospective hotel guest
may link to the network server 114 (while staying within the hotel’s website), and follow on-
screen instructions for downloading the key card for his/her room onto the Pocket Vault 102
(e.g., to ensure that the Pocket Vault 102 is interfaced with the pocket vault interface unit
302, and to ensure that the Pocket Vault holder has activated the Pocket Vault 102 by the
appropriate security mechanism such as a thumbprint for bio-metric ID verification). After
downloading is complete, the display 216 of the Pocket Vault 102 may include an icon for
the hotel room key (e.g., the hotel’s logo), along with the icons for media previously loaded.
When the room key card icon is selected, the Pocket Vault 102 may encode the Chameleon
Card with the magnetic stripe coding to unlock the guest’s hotel room.

After the time period of the guest’s room reservation has expired, the Pocket Vault
102 may automatically delete the room key icon. This deletion may occur for the
convenience of the Pocket Vault holder, not necessarily for hotel security reasons, since the
room’s lock will reject any previously-used key card (Chameleon or traditional key card)

after the key card’s specified time period has expired.
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Having thus described at least one illustrative embodiment of the invention, various
alterations, modifications and improvements will readily occur to those skilled in the art.
Such alterations, modifications and improvements are intended to be within the spirit and
scope of the invention. Accordingly, the foregoing description is by way of example only

5 and is not intended as limiting. The invention is limited only as defined in the following
claims and the equivalents thereto.

What is claimed is:
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CLAIMS

1. A method for enabling a software module on a computer operated by a user to
access restricted information on a server, comprising steps of:

(A) with an electronic device distinct from the computer, authenticating an identity of
the user to determine that the user is permitted to access the restricted information on the
server; and

(B) in response to the electronic device authenticating the identity of the user
operating the computer, enabling the software module on the computer to access the

restricted information on the server.

2. The method of claim 1, wherein the step (A) comprises comparing, with the
electronic device, a measured bio-metric parameter of the user with a stored bio-metric

parameter of the user.

3. The method of claim 1, further comprising a step of:
(C) accessing, with the software module on the computer, the restricted information

on the server.

4, The method of claim 3, further comprising a step of:

(D) establishing a connection between the electronic device and the server.

5. The method of claim 4, wherein the step (D) includes establishing the

connection via a driver in the computer.

6. The method of claim 4, further comprising steps of:

(D) in response to input to the computer by the user, altering settings stored on the
server; and

(E) transmitting a signal from the server to the electronic device via the connection,
the signal causing the settings on the electronic device to be changed to correspond to the

altered settings stored on the server.
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7. The method of claim 1, further comprising a step of:
(C) transmitting a signal from the computer to the server, which signal indicates that
the electronic device has authenticated the identity of the user of the computer and

determined that the user is permitted to access the restricted information on the server.

8. A method for altering settings on a computer to correspond to settings on an
electronic device distinct from the computer, comprising steps of:

(A) with the electronic device, authenticating an identity of a user to determine that
the user is authorized to use the electronic device; and

(B) in response to authenticating the identity of the user to determine that the user is
authorized to use the electronic device, altering the settings on the computer to correspond to

settings on the electronic device.

9. The method of claim 8, further comprising a step of:

(C) with the computer, accessing a server based upon the settings on the computer.

10.  The method of claim 9, further comprising a step of:

(D) establishing a connection between the electronic device and the server.

11.  The method of claim 10, wherein the step (D) includes establishing the

connection via a driver in the computer.

12, The method of claim 11, wherein the step (B) includes, using the driver to

update the settings on the computer.

13, The method of claim 10, further comprising steps of:
(E) altering the settings on the computer in response to user input to the computer;

and
(F) transferring at least some of the altered settings on the computer to the electronic

device when the connection is de-established.

14.  The method of claim 10, further comprising a step of:

Page 00541



WO 03/029942 PCT/US02/31335

10

15

20

25

30

-98 -

(E) restoring the settings on the computer to their original state when the connection is

de-established.

15.  The method of claim 8, wherein the step (A) comprises comparing, with the
electronic device, a measured bio-metric parameter of the user with a stored bio-metric

parameter of the user.

16.  The method of claim 8, wherein the settings comprise at least one of a

bookmark list, a web site cookie, an encoding of a user password, and personal user data.

17. A system for enabling a software module on a computer operated by a user to
access restricted information on a server, comprising:

an electronic device distinct from the computer, the electronic device including a
user-authenticator to authenticate an identity of the user to determine that the user is
permitted to access the restricted information on the server; and

means for, in response to the electronic device authenticating the identity of the user
operating the computer, enabling the sofiware module on the computer to access the

restricted information on the server.

18.  The system of claim 17, wherein the user authenticator includes a bio-metric

authenticator.

19. The system of claim 17, further comprising:
means for accessing, with the software module on the computer, the restricted

information on the server.

20.  The system of claim 19, further comprising:

means for establishing a connection between the electronic device and the server.

21.  The system of claim 19, further comprising:
means for, in response to input to the computer by the user, altering settings stored on

the server; and
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means for transmitting a signal from the server to the electronic device via the
connection, the signal causing the settings on the electronic device to be changed to

correspond to the altered settings stored on the server.

22. The method of claim 17, further comprising:
means for fransmitting a signal from the computer to the server, which signal
indicates that the electronic device has authenticated the identity of the user of the computer

and determined that the user is permitted to access the restricted information on the server.

23. A system for altering settings on a computer to correspond to settings on an
electronic device distinct from the computer, comprising:

a user authenticator included in the electronic device to authenticate an identity of a
user to determine that the user is authorized to use the electronic device; and

means for, in response to authenticating the identity of the user to determine that the
user is authorized to use the electronic device, altering the settings on the computer to

correspond to settings on the electronic device.

24. The system of claim 23, further comprising:
means for accessing a server with the computer based upon the settings on the

computer.

25.  The system of claim 24, further comprising:

means for establishing a connection between the electronic device and the server.

26. The system of claim 25, further comprising:

means for altering the settings on the computer in response to user input to the
computer; and

means for transferring at least some of the altered settings on the computer to the

electronic device when the connection is de-established.

27. The system of claim 25, further comprising:
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means for restoring the settings on the computer to their original state when the

connection is de-established.

28. The system of claim 23, wherein the user authenticator includes a bio-metric

5  authenticator.

29.  The system of claim 23, wherein the settings comprise at least one of a

bookmark list, a web site cookie, an encoding of a user password, and personal user data.
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{(57) Abstract: The invention relates to processing an electronic payment cheque that relates to a transfer of an amount of money
from an account of a first user in a first banking institute to an account of a second user in a second banking institute, which processing
includes generating digital signatures by means of asymmetric encryption. The method comprises the following steps: ¢ in a first
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to subsequently initiate a deposit of the amount of money in the electronic payment cheque into the account of the second user.
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A method of processing an electronic payment cheque

This invention relates to a method of processing an electronic payment
cheque that relates to a transfer of an amount of money from an account of a
first user in a first banking institute to an account of a second user in a
second banking institute, which processing includes generating digital
signatures by means of asymmetric encryption using an asymmetric key pair
comprising a private key and a public key.

A plurality of payment means are common today, such as bank notes and
coins, cheques, money transfers from one bank account to another, credit
cards, debit cards, giro transfer forms, etc. Some of these payment means
are more suitable for transferring money from one person to another than
others. The security of a money transfer is important; some persons do not
want to carry big cash amounts, everybody prefers a security that a money
transfer via a bank account or a giro account reaches the rightful receiver
and when a payment means has an inherent protection against utilization, if
unlawfully acquired, this is favoured.

Regarding money transfers, a solution which provides a secure and simple
way of transferring money electronically from one person to another is
desirable, for instance an electronic substitute of a cheque.

US patent 5,677,955 describes a computer-based electronic instrument that
can comprise an electronic substitute of a cheque. It is described, that the
electronic instrument can be transferred from one computer to another and
can relate to the transferral of funds from an account of a payer to an account
of a payee. The electronic instrument can be signed by means of an
electronic signature using asymmetric key cryptography, and by receipt of the
electronic substitute of a cheque, the payee can deposit the cheque at his
bank by means of the internet and/or e-mails.

SUBSTITUTE SHEET (RULE 26)
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Even though the electronic substitute of a cheque can be stored on a
portable PCMCIA card, the use of the electronic substitute of a cheque is not
mobile as such, in that it is limited to use in computers/PC’s. Moreover, the
electronic substitute of a cheque might be cumbersome to use in that the
requirements for the information included are relatively high.

It would be desirable to be able to use an electronic substitute of a cheque in
a mobile telephone for a number of reasons, viz. the inherent mobility of
mobile telephones, the low power consumption and the fact, that many
mobile telephones are substantially always turned on. The use of electronic
substitutes of cheques has yet not been carried into effect on mobile
telephones because the high security, that is necessary in connection with
any transferral of money, including a transferral of a electronic substitute of a
cheque, has not yet been obtainable.

Therefore there is a need for a secure method to transfer an electronic
substitute of a cheque from a mobile telephone to another mobile telephone
and/or to a bank.

The above and other objects are reached when the method mentioned in the
opening paragraph is characterised in that the method comprises the steps of
in a first SIM card of the first user, creating an electronic payment cheque
and signing the electronic payment cheque with a first signature generated
by means of a first private key of a first asymmetric key pair, which first
private key resides on the first SIM card hosted by the first mobile equipment;
via a first mobile equipment hosting the SIM card of the first user, transmitting
the signed electronic payment cheque to a second SIM card hosted in a
second mobile equipment of the second user; in the second SIM card,
signing the electronic payment cheque, which has been signed with a first
signature, with an additional second signature generated on the second SIM
card, by means of a second private key of a second asymmetric key pair,
which second private key resides on the second SIM card hosted by the
second mobile equipment; transmitting the electronic payment cheque signed
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with the first and the second digital signatures from the second mobile station
to a the central hub, which central hub is in communication with the first and
the second banking institutes, and in the central hub, initiating a deposit of
the amount of money in the electronic payment cheque into the account of
the second user by initialising a verification of the second signature at the
banking institution of the second user and a verification of the first signature
at the banking institution of the first user.

When the creation and signing of the electronic payment cheque is
performed on a SIM-card and the signing of a received electronic payment
cheque for depositing/withdrawal thereof also is performed on SIM-card, a
high level of security is obtained, because the interface between a SIM-card
and a mobile equipment hosting it inherently limits the access to data on the
SIM-card. Examples of the digital mobile telephone system used can be the
Global System for Mobile communication (GSM) or Digital-American Mobile
Phone Service (D-AMPS).

Preferably, the first and the second private key are generated on the first and
the second SIM card, respectively, in the method according to the invention.
When the private keys are generated on a SIM card and never have been
exposed outside the SIM card, they are tamperproof.

In a preferred embodiment, the transmittal of the signed electronic payment
cheque from the first mobile equipment hosting the SIM card of the first user
to the second SIM card hosted in a second mobile equipment of the second
user is performed via a digital mobile telephone system. In another preferred
embodiment, the signed payment cheque is transmitted as a Short Message
by means of IR, Bluetooth or Wi-Fi standards.

According to a preferred embodiment of the method, creating an electronic
payment cheque comprises indicating a telephone number associated to the
second SIM card, an amount to be transferred and an account index to the
account, wherefrom the amount should be withdrawn. Thereby, the user of
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the first mobile equipment, i.e. the issuer of an electronic payment cheque,
need only know the telephone number of the receiver of the cheque, i.e. the
user of the second mobile equipment, the amount he/she wants to transfer to
the receiver and from which account he/she wants to withdraw the money.
The method supports the possibility that the issuer of the electronic payment
cheque has a plurality of accounts to choose to withdraw money from, and
preferably a default account is set, from which the money is withdrawn if the
user do not change this setting.

When the signed payment cheque is transmitted as a Short Message by
means of the Short Message Service system over the GSM system, the
method provides a cheap, fast and simple way of money transfer.

Preferably, the method further comprises via the first mobile equipment,
prompting the first user to confirm creation of an electronic payment cheque,
which prompting is initiated at the first SIM card hosted by the first mobile
equipment. Hereby, it is avoided that money transfers are generated
unintentionally. Preferably, the conformation of the creation of the electronic
payment cheque comprises entering of a PIN-RSA number. The PIN-RSA
number is a PIN code of 4 digits, which is used to get access to the key files
on the SIM card.

According to the invention, the encrypted electronic payment cheque is
transmitted via a message proxy and preferably, the encrypted electronic
payment cheque proxy is converted to an SMS Point-to-point data download
message, which subsequently is transmitted to the second SIM card hosted
by the second mobile equipment. The message proxy is an integrated part of
the central hub.

The message proxy in the central hub is suitable for sending application
specific messages from a banking institute via a bank application, typically
also hosted in the BDC, to SIM cards hosted in mobile equipment. A BDC
domain may consist of several Bank domains, i.e. several banks that are

SUBSTITUTE SHEET (RULE 26)

Page 00582



WO 03/077473 PCT/DKO03/00163

10

15

20

25

30

linked to the service of the BDC domain and are using the same BDC for
processing of the transactions. The BDC domain can be divided into one
BDC and several bank areas. The BDC is responsible for hosting some of
the functionality that might be common between banks e.g. the Internet
bank(s).

The other claims describe other preferred embodiments of the invention.

The term “mobile telephone” or “mobile phone” is used synonymous with
‘mobile station” and is used to define a mobile phone, which is divided in the
two logical units: “mobile equipment” and “Subscriber Identity Module (SIM)”.
The mobile equipment has all the functions for radio communication with the
digital mobile telephone system. The mobile equipment together with the SIM
thus equals the mobile station. Without the SIM, the mobile equipment is only
able to perform emergency calls. The SIM card is a smart card that is used
for storing of subscription related information.

The invention will be explained more fully below in connection with an
example of a preferred embodiment and with reference to the drawing, in

which:

fig. 1a and 1b show overviews of the parts performing the method of the
invention,

fig. 2 is a diagram of the data flow between some of the parts performing the
method of the invention, and

fig. 3a and 3b overviews of the digital signature calculation and the digital
signature verification, respectively.

Throughout the figures, the same reference numbers refers to like elements.
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Fig. 1a shows an example of an overview of the parts performing the method
of the invention. The parts are shown hosted in a user's domain 100, an
operator's domain 200, a central hub 300, a Bank Data processing Centre’s
(BDC domain) 400 and in a banking institute 500, respectively. Shown are to
mobile telephones 101 and 102 operating in a digital mobile telephone
system 100, whereof the mobile telephone 101 is an issuer of an electronic
payment cheque and the mobile telephone102 is the receiver thereof. This
digital mobile telephone system 100 could be the Global System for Mobile
communication (GSM) or Digital-American Mobile Phone Service (D-AMPS).

Throughout this description, the term “receiver” is meant to denote the mobile
telephone 102, to which an electronic payment cheque is sent, and the term
“issuer” is meant to denote the mobile telephone 101', from which the
electronic payment cheque is sent. However, the terms “receiver’ and
"issuer” can also denote the user of the mobile telephone 102, to which an
electronic payment cheque is sent, and the user of the mobile telephone 101
from which the electronic payment cheque is sent, respectively.

As stated above, the term “mobile telephone” or “mobile phone” is used
synonymous with “mobile station” and is used to define a mobile phone 101,
102, which is divided in the two logical units: “mobile equipment” 101b, 102b
and "Subscriber Identity Module (SIM)” 101a, 102a. The mobile equipment
101b, 102b has all the functions for radio communication with the digital
mobile telephone system. The mobile equipment 101b, 102b together with
the SIM 101a, 102a thus equals the mobile station 101, 102 respectively. In
this description, the applications for performing the method of the inventions
are placed on the SIM card; for facilitate the reading of this description, this is
not always stated explicitily.

To use the method of the invention, i.e. activate the applications, a user has
to register at the banking institute 500, typically through an Internet Bank,
which will be explained below. After registration the user receives a new SIM
card 101a, 102a from an operator 200, where the user is a subscriber. This
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SIM card 101a, 102a contains an application for supporting issuance and
reception of electronic payment cheques according to the method of the
invention. The SIM card 101a, 102a is preferably personalised to allow
remote updates over the air (OTA). An activation procedure must be
successfully executed before it is possible to use the service for performing
the method according to the invention, and thereafter, the user can use the
mobile equipment together with the customised SIM card 101a, 102a. The
application on the SIM card 101a, 102a is responsible for signing electronic
payment cheques and for the interaction with the user.

The OTA updates are performed by sending application specific messages
from the Bank application 402 to the mobile phone 101, 102 via an SMS
Gateway/Proxy 401 in the BDC’s domain 400 and the operator's SMS-C 201.
The application messages are transferred as user data within Short
Messages and are transported between the mobile phone 101, 102 and the
SMS-C 201 using mobile originated and mobile terminated short messages

The BDC domain 400 has an interface to the central hub 300 and thereby to
the operator's GSM environment. The SMS gateway 401 is responsible for
communication with the SMS-C 201 within the operator domain 200 via the
central hub 300. The Bank application 402 within the BDC domain 400
communicates with the SMS Gateway/Proxy 401 using an XML interface.
With this interface it is possible for the BDC 200 to request OTA updates of
application information on the SIM card 101a, 102a. The XML interface
includes the receiver's phone number and a string to be sent either as an
ordinary text message or an application message destined for the SIM
application. The XML documents are sent between the Bank application 402
and the SMS Gateway/Proxy 401 using the HTTP method POST.

The SMS Gateway/Proxy 401 also has a service listening for mobile

originated messages. This service handle all messages from mobile phones
101, 102 (independent of whether it's a mobile originating request or a
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response of a mobile terminated request) and delivers the messages as a
XML document to the domain of the banking institute 500.

For information transmitted from the Bank application 402 to the SMS
Gateway/Proxy 401, the Bank application 402 acts as an HTTP client and the
SMS Gateway/Proxy 401 acts as an HTTP server. For information
transmitted from the SMS Gateway/Proxy 401 to the Bank application 402,
the reverse applies, i.e. the SMS Gateway/Proxy 401 acts as an HTTP client
whereas the Bank application 402 acts as an HTTP server.

The information exchange, shown by arrows, between the issuer 101 and the
receiver 102 of an electronic payment cheque is carried out over Short
Message Service (SMS) with assistance from the central hub 300 and an
SMS gateway/proxy server 401 in the BDC domain 400 of the issuer’'s bank
and via an SMS centre SMS-C 201 in the operator's domain 200. The SMS
gateway/proxy server 401 is supported by a bank application 302, which is in
communication with the banking institute 500. The BDC domain 400 can be
located within or in close proximity to the banking institute 500, but this is not
necessary as long as the BDC domain 400 and the banking institute 500 are
able to communicate.

The communication between the SMS Gateway/proxy 401, the central hub
300 and the SMS-C 201 is transparent to the Bank application 402. The SMS
Gateway/proxy 401 within the BDC domain 400 is connected to the
operator's SMS-C 201 using an SMS-C protocol, such as SMPP. The SMS-C
201 is responsible for sending short messages to the mobile phone upon
request from the SMS Gateway/proxy 401 as well as forwarding short
messages originated from the mobile phone to the SMS Gateway/proxy 401.
The mobile originated short messages are addressed to a specific SME
address, a so-called large account. The SMS-C maps the SME address to an
address to the SMS Gateway/proxy 401 and forwards the message to the
SMS Gateway/proxy 401 within the BDC domain 400. The sender of the
message, i.e. the MSISDN of the mobile phone, must be transferred from the
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SMS-C 201 to the SMS Gateway/proxy 401 for further delivery to the Bank
application 402.

In the above, the abbreviation SME denotes “Short Message Entity”, which is
an entity capable of receiving and/or sending short messages. The SME can
for instance be located in the mobile station or in a fixed network. The
abbreviation MSISDN denotes the “Mobile Station International ISDN
Number”, which is the standard international telephone number used to
identify a given subscriber. The number is based on the ITU-T (International
Telecommunications Union-Telecommunication Standardization Sector)
E.164 standard. Finally, the abbreviation SMPP denotes “short message
peer to peer’, where “Peer to peer” is a communications model in which each
party has the same capabilities and either party can initiate a communication
session.

The application messages are thus transferred as user data within short
messages and are transported between the mobile phone and the SMS-C
201 using mobile originated and mobile terminated short messages. The
SMS Gateway 401 also has a service listening for mobile originated
messages. This service handle all messages from a mobile phone 101, 102
(independent of whether it's a mobile originating request or a response of a
mobile terminated request) and delivers the messages as a XML document
to the banking institute 500. The SMS gateway/proxy functionality has to be
able to send a message, coded as an SMS Point-To-Point Data Download
message, from one mobile phone to another.

The requirements on the SMS gateway/proxy 401 are explained closer in the
following. The SMS gateway/proxy 401 must be able to cheque all messages
originating from a mobile station 101, 102. Depending on the message type,
the SMS gateway/proxy 401 should either route the message to the banking
institute 500 or forward the message to another mobile phone 101, 102. The
messages shown in fig. 1 from or to a mobile telephone includes the
electronic payment cheque 10, the mobile originating application message 20
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and the mobile terminated application message 30. Of course, Short
Messages (SM) sent from one mobile telephone 101 to another 102 can in
general comprise text messages; however, those are not shown in fig. 1
since they are not in the interest of the invention.

On messages sent from one mobile phone 101 and forwarded to another
mobile phone 102. The SMS gateway/proxy 401 should perform the
following:

o Take the phone number of the receiver 102 from the mobile
originating application message 20 and put it in the SM header as
the Destination Address.

e Take the Originating Address from the mobile originating SM
header and put it in the application message as a parameter for the
sender’s (issuer’s) phone number.

e Preferably, append the actual date from the gateway/proxy server
to the application message as a parameter. Hereby the electronic
payment cheque is provided with a cheque issue date providing
the option that a cheque is valid for a limited time period set by the
bank. A cheques’ valid time can then be counted from the time the
cheque is sent ie. the date when it passes the SMS
Gateway/proxy server 401 of the issuer's banking institute 500.

¢ Code the mobile terminated message as SMS Point-To-Point Data
Download (SMS PP DD) messages. This enables the Mobile
equipment to transparently forward the short messages to the SIM.

Fig. 1b shows the elements from fig. 1a in conjunction with the domain 250 of
an operator of the receiver, a domain 350 of a Bank Data processing Centre
(BDC domain) of the receiver of the electronic payment cheque and a
banking institute 550 of the receiver, respectively. The operator's domain 250
comprises an SMS centre SMS-C 251, and the BDC domain 350 of the
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receiver’s banking institute comprises an SMS gateway/proxy server 351 and
a bank application 352. Hollow arrows in fig. 1a and 1b indicate that some
communication can take place, without specifying this communications
further.

When a receiver 102 has received an electronic payment cheque, he/she can
deposit it in a bank account in his banking institute 550. For this purpose, the
receiver sends an SMS from the mobile telephone 102 to his/her banking
institute 550 via the SMS-C 251, the hub 300, the SMS gateway/proxy server
451 and the bank application 452 to the banking institute 550. This SMS
contains the electronic payment cheque 10 and a cheque deposit request 40.
After receipt of the cheque deposit request 40, the banking institute 550
initiates a communication with the banking institute 500 of the issuer to carry
a transfer of money indicated in the electronic payment cheque from the
issuer's account to an account of the receiver into effect. The details of this
communication are described below.

The receiver 102 has received the electronic payment cheque with the
telephone number of the receiving mobile telephone 102, the amount to be
transferred from the issuer to the receiver and the issuer account, from which
the money should be withdrawn together with the digital signature generated
by the application on the SIM of the mobile telephone 101; additionally the
SMS gateway/proxy 301 automatically appends the MSISDN of the issuing
mobile telephone 101. Thereby the issuer of the electronic payment cheque
can be presented unambiguously to the receiving mobile telephone 102. The
SMS gateway/proxy 301 also adds a date stamp, which provides an issue
date to the electronic payment cheque.

The receiver initiates a signing of the electronic payment cheque with a
second digital signature, and the electronic payment cheque, thus signed
with the first and the second digital signatures is transmitted from the second
mobile station 102 to the central hub 300. The hub 300 performs the
following processing:

SUBSTITUTE SHEET (RULE 26)

Page 00589



WO 03/077473 PCT/DK03/00163

10

15

20

25

30

12

¢ Sends the part of the cheque, which is signed by the second user 102
to the banking institution 550 of the second user 102. The banking
institution 550 of the second user 102 verifies the signature and, on
basis of the GSM number and account index of the second user 102,
returns the corresponding account number.

e The central hub 300 attaches the real account number received from
the banking institute 550 of the second user 102 to the part of the
transaction, which is signed by the first user 101. This data is sent to
the banking institute 500 of the first user 101. The banking institute
500 of the first user verifies the signature from the first user and
determines whether sufficient funds exist in the account indicated by
the telephone number (e.g. the GSM number) and account index of
the first user 101. If sufficient funds exist in the account of the first user
101, the banking institute 500 of the first user 101 initiates a transfer to
the second user’s account in the second banking institute 550. The
banking institute 500 of the first user 101 sends a reply back to the
central hub 300. If the reply is a reject, the central hub 300 sends a
short message to both the first and the second user 101, 102 with
information, that the transfer has been rejected. If the reply is an
acknowledgement, the central hub 300 sends an application type SMS
to the second user 102, which application type SMS erases the check
from the SIM card of the second user 102.

No matter whether the reply is a reject or an acknowledgement of the transfer
of money, the receiver of the electronic payment cheque is notified thereof
substantially without delay. Likewise the receiver of an electronic payment
cheque is notified of the reception substantially without delay from the
receipt.

Even though only two users, BDC’s, two banking institutes are shown, it
should be understood, that substantially any number of users in the user
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domain can perform the method of the invention. Moreover a plurality of
BDC'’s, banking institutes, SMS centres could be used in the implementation
of the invention.

The application on the SIM card of a user for implementing the method of the
invention supports issuance of cheques from a plurality of accounts in
different banking institutes; a wuser have activated the service for
implementing the method in e.g. 5 different banks for use of a total of 10
accounts.

Fig. 2 is a diagram of the data flow between some of the parts performing the
method of the invention. Fig. 2 shows that cheque issuer data 50 are sent
from a mobile telephone 101 of the issuer a second mobile telephone 102 of
the receiver of the electronic payment cheque. The cheque issuer data 50
includes at least the electronic payment cheque, the telephone number of the
receiving mobile telephone 102, the amount to be transferred from the issuer
to the receiver and the issuer account, from which the money should be
withdrawn. The cheque issuer data also contains a digital signature
generated by the application on the SIM of the mobile telephone 101. The
cheque issuer data 50 have thus been confirmed and signed by the issuer
before sending and is sent via SMS. The cheque issuer data 50 are sent via
the SMS gateway/proxy 301 (not shown in fig. 2) of the issuer, which SMS
gateway/proxy receives the SM, recodes and forwards it to the receiving
mobile telephone 102.

When the receiver 102 wants to deposit a received cheque to a bank
account, it can also be done via SMS. The receiver 102 enters the
appropriate application on the SIM card of the mobile telephone 102 via the
appropriate menu entry in the service menu and is presented with a list of all
received cheques. In the next interactions the receiver 102 chooses a
cheque that should be deposited and, if no default account is set, also
chooses the account to which it should deposited, and he/she enters the
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personal service PIN code, the PIN-RSA, to allow the transaction to be
signed.

Before a cheque deposit request 51 is sent from the receiver 102, a summary
of the collected information is displayed to the receiver 102. The information
displayed is amount, account nickname, date and a reference number. The
reference number shown is a transaction identifier concatenated with the
signature identifier. The user confirms and digitally signs the summary and
the cheque deposit request 51 is transmitted to the central hub 300. Thus,
the cheque deposit request 51 includes both the signature of the receiver of
the cheque and the signature of the issuer of the cheque.

The central hub 300 initiates a data communication 52 to the banking
institution 550 of the second user 102. The central hub 300 sends the part of
the cheque, which is signed by the second user 102 to the banking institution
550 of the second user 102 in the data transmission 52, and the banking
institution 550 of the second user 102 verifies the signature and, on basis of
the GSM number and account index of the second user 102, returns the
corresponding account number to the central hub 300.

The central hub 300 attaches the real account number received from the
banking institute 550 of the second user 102 to the part of the transaction,
which is signed by the first user 101. This data is sent to the banking institute
500 of the first user 101 in a data transmission 53. The banking institute 500
of the first user verifies the signature from the first user and determines
whether sufficient funds exist in the account indicated by the telephone
number (e.g. the GSM number) and account index of the first user 101. If
sufficient funds exist in the account of the first user 101, the banking institute
500 of the first user 101 initiates a transfer (not shown) to the second user’s
account in the second banking institute 550.

The banking institute 500 of the first user 101 sends a reply 54 back to the
central hub 300. If the reply 54 is a reject, the central hub 300 sends a short
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message 55, 56 to the first and the second user 101, 102, respectively, with
information, that the transfer has been rejected. If the reply is an
acknowledgement, the central hub 300 sends an application type SMS 55 to
the second user 102, which application type SMS 55 erases the check from
the SIM card of the second user 102.

The generation of digital signatures by means of asymmetric encryption
using an asymmetric key pair comprising a private key and a public key is
well known per se, but its use in connection with the invention will be
described in the following with reference to fig. 3a and 3b.

Asymmetric encryption systems, or public key systems, use two different
keys, a public key 4b and a private key 4a, for encryption and decryption.
The two keys 4a, 4b are dependent on each other and form a personally
unique key pair, but it is not possible to calculate one key from knowledge of
the other. Either the public or the private key can be used for encryption. The
decryption is then made with the corresponding key of the key pair. For
example, a message encrypted with a recipient’s public key can be decrypted
only with the same recipient's private key. The RSA (Rivest, Shamir,
Adleman) algorithm is today a de facto standard for public key systems.

Hash algorithms 2 are used to create a digital fingerprint, or a message
digest of a certain piece of information. Even the slightest change in the
original message document produces a completely different digital
fingerprint. A MAC (Message Authentication Code) is a hashed message
encrypted using a symmetric key. A MAC gives message integrity but not
non-repudiation. SHA-1 is a commonly used hash algorithm. It produces a
20-byte message digest of any input message.

A digital signature is created in the following way:
e An original message 1 is hashed with a hash algorithm 2 (e.g. SHA-1)
and the digital fingerprint 3 of the original message is created.
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¢ The fingerprint 3 is encrypted with the sender’s private key 4a.

e The result is a digital signature 5 that is unique for every combination
of message 1 and private key 4a. The message 1 and the digital
signature 5 form an entity 6.

Upon reception, the digital signature 5 is verified in the following way:

+ The original message in the entity 6 containing the original message 1
and the digital signature 5 is run through the hash algorithm 2 that was
used in creation of the digital signature 5, thereby providing a digital
fingerprint 3'.

¢ The signature 5 is decrypted with the sender’s public key 4b, providing
a decrypted, digital fingerprint 3".

« The digital fingerprint 3' and the decrypted, digital fingerprint 3" are
compared at 7. If they are identical, the digital signature 5 is valid.

Digital signatures provide the following:

¢ Authentication of the sender’s identity.

s Assurance that any changes to the message will be noticed (integrity).

¢ Assurance that the sender can not deny sending the message (non-
repudiation).

In the method of the invention, the concepts introduced above are used to
create secure transactions.

During the activation process of the service for performing the method of the
invention, which will be described below, an RSA key pair is generated on
the SIM card. The private key is stored in a tamperproof area on the SIM
card, and the public key is exported from the mobile phone to the server in
the BDC domain. In return, the server sends its own public RSA key to the
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mobile phone. All RSA keys (both end-user and BDC keys) have a 1024-bit
modulus and a public exponent set to 2*16+1 (=65537).

In order for the server to be able to authenticate the sender of the public key,
the user has previously received a One-Time-Password (OTP) from the
server on a secure, separate channel (e.g. via Internet Bank). The application
on the SIM card calculates a message digest using SHA-1. The input is a
concatenated string of all the information sent in the message (including the
public key) and the OTP. The generated message digest is 20 bytes, but it is
truncated to the first 8 bytes to create an Authentication Code.

The public key together with the other information and the Authentication
Code are exported to the BDC domain. The total length of the message will
be 139 bytes (1 byte Message Type + 1 byte Protocol Version + 1 byte SIM
Application Version + 128 bytes Public Key + 8 bytes Authentication Code),
which can be sent in one SM.

The server can then calculate an Authentication Code in the same way on
the known OTP and the received information. If a comparison with the
received Authentication Code is successful, it can be assumed that the public
key has not been corrupted during transfer and that it indeed originates from
the user. If the public key of the user is accepted, the server sends the public
key belonging to the BDC domain, which will be used for server
authentication purposes in subsequent operations. The message contains a
new Authentication Code, which makes it possible for the application on the
SIM card to verify that the message is originated from the correct source. It
also contains an BDC identifier BDC-ID, which is used by the phone to link
the public key to the correct BDC (in a multiple BDC scenario). The
Authentication Code is again the first 8 bytes of a message digest calculated
using SHA-1. The input is a concatenated string of all the information sent in
the message (including the public key) and the OTP.
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The public key together with the other information and the Authentication
Code are sent to the mobile phone. The total length of the message will be
138 bytes (1 byte Message Type + 1 byte BDC-ID + 128 bytes Public Key +
8 bytes Authentication Code), which can be sent in one SM. The application
on the SIM card can then calculate an Authentication Code in the same way
on the known OTP and the received information. If the comparison with the
received Authentication Code is successful, it can be assumed that the public
key has not been corrupted during transfer and that it indeed originates from
the BDC.

In order for the mobile phone to be able to trust OTA updates and requests
from the BDC domain, a mechanism for server authentication is needed.

All information in messages from the server is encrypted using RSA with the
BDC’s private key according to Public Key Cryptography Standards. This
creates a signature, which makes it possible for the application on the SIM
card to perform server authentication upon reception of the message. In
addition to the application information, the signed message contains the
Message Type, the BDC identifier and a sequence number.

Note, that the Message Type and the BDC identifier are also sent
unencrypted to the mobile phone, as they are needed by the SIM application
before the signed message has been verified (decrypted). The Message
Type is used to determine how the message should be handled. The BDC
identifier is used to select the public key that should be used to decrypt the
message.

The sequence number is a 3-byte integer generated by the BDC, which must
be incremented for each new operation that the BDC requests towards a
specific user, i.e. a separate counter is used for each user.

Before the encryption operation, the information has to be padded to 128
bytes. Since no hash of the message is calculated, the hash algorithm
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identifier will not be included. Basically, the padding is performed in the
following way:
+ Construct a padding string consisting of (128-[length in bytes of data
to sign]-3) octets with the hexadecimal value FF.

e Concatenate the padding string, the message to be signed, and
delimiters to form the padded message

The padded message is then signed by the BDC by encrypting the
information with the private key of the BDC.When the message is received,
the SIM application performs the following steps:

o The message is decrypted using RSA with the BDC’s public key. The
BDC-D is used to select which public key is used to decrypt the
message.

e The padding is checked to verify that the information has not been
changed after it was signed, and then removed to recover the signed
data. For additional security, the BDC-ID and the Message Type in the
signed message can also be compared to the BDC-ID and the
Message Type that were sent unencrypted to verify that the
information has not been changed.

¢ The sequence number is compared to the sequence number received
with the latest OTA request, in order to prevent replay attempts. The
number must be incremented by the server for each new OTA
request.

Mobile transactions initiated by the user are signed and can be listed as
follows:
e Issue cheque (via SMS)

e Deposit cheque (via SMS)

The transactions are signed using RSA according to Public Key
Cryptography Standards.
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Below, the parameters and their order as they are signed during the
transaction are outlined. The SHA-1 hash is calculated on the following
concatenated data in each transaction.

Issue cheque

MSISDN_receiver (20 bytes)
BDCID_issuer (1 byte)
AccountlD_issuer (1 byte)
ChequeAmount (15 bytes)
ChequelD (3 bytes)

The format on the telephone number of the receiver, MSISDN_receiver,
when signed is the complete international phone number, entered by the
user, without the leading ‘+’ or “00” string.

Deposit cheque
BDCID_receiver (1 byte)
AccountiD_receiver (1 byte)
SignID (3 bytes)
ChequelssueDate (8 bytes)
Signature_issuer (128 bytes)

In the transaction summary a 7-digit reference number (RefNo) is displayed
to the user. The RefNo is usually a 4-digit transaction identifier (TrxID)
concatenated with the user’s 3-digit signature identifier (SignID). During a
deposit cheque transaction, however, no interaction with a pay-box takes
place and no TrxID can therefore be received. To keep the RefNo in a
uniform format to the user the TrxID is in this operation replaced with a
dummy value (“0000") which is not signed.

In signature calculation, the 20-byte result of the SHA-1 operation above is
padded to 128 bytes and encrypted using RSA with the user’s private key.
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The padding is done according to the EMSA-PKCS1-vi_5 encoding
operation. Basically, the padding is performed in the following way:
e Hash the message using SHA-1.

e Construct a SHA-1 hash algorithm identifier using DER (Distinguished
Encoding Rules). This results in the following octet string:

3021 3009 06 05 2b 0e 0302 120500 04 14

¢ Construct a padding string consisting of 90 octets with the
hexadecimal value FF.

e Concatenate the padding string, the algorithm identifier, the hashed
message, and delimiters to form the padded message:

00 ||O1||FF FF[...86xFF...]FF FF || OO || 30 21 30 09 06 05 2b Oe 03 02
1a 05 00 04 14 || [hashed message]

The signature verification is done in the following way:

e Hash the original transaction using SHA-1 and apply the padding
described above.

o Decrypt the signature using RSA and the user’s public key.

e Compare the hashed and padded transaction with the decrypted
signature. If they match, the signature is valid.

The user registration, i.e. the activation of the applications on the SIM card,
will be described below. The registration described takes place via an
Internet bank. It is presumed, that the user has received a new SIM card from
the operator and has been instructed to activate the service for performing
the method of the invention through the Internet Bank. Therefore, it is
implicitly presumed, that the user is a registered user of an Internet Bank and
that a trusted relationship thus already exists between the user and the bank.
Moreover it is presumed, that the user has registered to the service for
performing the method of the invention via the Internet Bank, and that the
bank thereafter has sent a request to an operator for issuing and distributing
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a new SIM card supporting the applications for performing the method of the
invention to the user. Moreover, it is presumed, that the mobile telephone is
switched on and the new SIM card is inserted.

The user selects a menu choice in the Internet Bank for activation of the
service for performing the method of the invention. Then an 8-digit One-
Time-Password (OTP) is displayed to the user on the screen. This
information is used in the SIM application to provide user authentication and
initiate the key generation. The user is instructed to select the menu choice
for activation of the service for performing the method of the invention on the
mobile phone.

The user selects an option “Service activation” in the menu on the mobile
phone and enters the OTP. Entering the OTP triggers generation of the RSA
key pair on the SIM card. The private key is stored in a tamperproof location
on the SIM card. The application on the SIM card calculates an
Authentication Code. The input is all information in the message, i.e. the
message type, the OTA protocol version, the SIM application version, and
the public key of the user, concatenated with the OTP. The generated 8-byte
Authentication Code is then sent together with the other parameters in a SM
to the BDC domain.

Note that an SME address (phone number) is needed on the SIM card to
send messages to the BDC domain. The SME address can be pre-
configured on the SIM card, but in a multiple BDC environment, the SME
address may preferably be displayed to the user on the computer screen
together with the OTP, and then entered into the mobile phone after the OTP.

Before the public key is accepted for use within the BDC domain, the
Authentication Code received from the mobile phone is compared with an
Authentication Code calculated locally in the BDC domain on the same
parameters. If the comparison is successful the public key is stored.
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If the public key of the user is accepted, the BDC domain exports its own
public key, which will be used for server authentication purposes in
subsequent operations. The message contains a new Authentication Code,
which makes it possible for the application on the SIM card to verify that the
message is originated from the correct source. It also contains the BDC-ID,
which is used by the phone to link the public key to the correct BDC (in a
multiple BDC scenario).

The Authentication Code is calculated, and the input is all information in the
message, i.e. the message type, the BDCID, and the public key of the BDC,
concatenated with the OTP. The generated 8-byte Authentication Code is
then sent together with the other parameters in a SM to the mobile phone.

When the message is received, the application on the SIM card validates the
Authentication Code by comparing it with an Authentication Code calculated
locally in the mobile phone on the same parameters. If the validation is
successful, the public key is stored and the BDC domain is notified of the
result.

The BDC domain then sends a message to the mobile phone containing the
information required for configuration of the application on the SIM card. The
information package is signed (encrypted) with the BDC’s private key before
it is sent to the mobile phone. This makes it possible for the SIM application
to perform server authentication upon reception of the message.

In addition to the application information, the signed message contains the
Message Type, the BDC-ID and a sequence number. The Message Type
and the BDC-ID are also sent unencrypted, as the SIM application needs
these parameters in order to handle the message. The message is then
signedError! Reference source not found..
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When the message is received, the SIM application verifies the signed
message and checks the sequence number. The BDC-ID is used to select
the public key that should be used to verify the message.

If the validation is successful, the application data is stored and the BDC
domain is notified of the result. The sequence number received in the request
from the BDC is returned in the response and could be used on the server
side to link the result to the corresponding request.

The user is requested to select a PIN code of 4 digits, which will be used to
get access to the key files on the SIM card. This PIN code is referred to as
PIN-RSA herein. Finally, the user is informed that the service for performing
the method of the invention has been activated through a text message on
the mobile phone display.
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A useful functionality that can be provided by the central hub is to handle a
cheque book via a web server. When a user sends a cheque to another user,
the transmission passes through the central hub and the SMS-server. When
the central hub registers the cheque, it can send a “"Cheque issued” message
to the web server. The “cheque issued’” message contains the telephone
number of the issuer and of the receiver, account index, cheque
identification, the amount of money to be transferred and the date. The web
server writes these data in a cheque book tabie.

When the receiver of an electronic payment cheque deposits the cheque, this
will be performed via the central hub. When the central hub receives an
acknowledgement of the transfer of money from the issuer's banking
institute, the central hub sends a “cheque cleared” message to the web
server. This “cheque cleared” message contains cheque identification, the
telephone number of the issuer and of the receiver, the amount of money to
be transferred and the date. The web server puts this cheque into a “cheque
cleared’ table. Hereby, the issuer as well as the receiver automatically has
an updated cheque book of issued and received cheques.

Via a web interface a user (i.e. an issuer and/or a receiver) can connect to
the web server and see all issued cheques. For instance, the following five

possibilities might exist: “All cheques”, “cleared cheques”, “issued cheques”,
‘received cheques” and “cashed cheques”.

“All cheques” shows a list of all the cheques the user have issued and/or
received with the status thereof (deposited or not deposited at an account in
a banking institute). “Cleared cheques” shows a list of the cheques that the
user has sent and which have been deposited by the receiver(s) thereof.
“Issued cheques” shows a list of the cheques that the user has sent but
which have not been deposited yet by the receiver(s) thereof. “Received
cheques” shows a list of the cheques that the user has received but which
have not yet been deposited and “"Cashed cheques” shows a list of the
cheques that the user has received and which have been deposited at an
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account in a banking institute. The facility “Cleared cheques” provides the
user with the possibility to determine whether a cheque has been deposited,
which could be of relevance in the situation of a receiver asserting not to
have received the cheque. If a receiver asserts not to have received a sent
cheque, the cheque can be retransmitted. This re-transmittal is secure, in
that the banking institute would reject any duplicate cheques.

Moreover, this cheque book service can include general filtering mechanisms
such that a user can choose only to see cheques issued and/or received
within a chosen time interval, from and/or to chosen telephone numbers, etc.

A cheque will expire after a specified number of days. The web sever can
notify a user who has an “un-cashed” cheque, when the expiration date
thereof is approaching by means of a Short Message.

Above, it has been explained that messages can be sent as Short Messages
via the SMS service. However, due to the large amount of information and
the signature in a cheque, a cheque issued and sent from an issuer to a
receiver has to be sent as two short messages. The signature of the first user
is split into two parts and the cheque is then sent as two SM, with one part of
the signature in each. To be able to associate the messages again on the
receiver's side each message must contain a reference to the other part of
the message; this parameter is called the MessageReference and is a one-
byte counter that is unique for each user. Both messages must include the
phone number (MSISDN) of the receiver to allow the SMS proxy to forward
the messages to the receiver. The second part of the cheque sent from the
issuer to the receiver, containing the second part of the signature.

As explained in detail above, the deposit of a cheque issued by an issuer and
sent to a receiver at the banking institute of the receiver can be started up by
means of Short Messages sent from the receiver. Again, due to the large
amount of information and the need to include both the issuer's and the
receiver's signatures, the request message has to be sent as three short
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messages. The first SM contains the cheque information and the next two
short messages contain the signatures of the receiver and the issuer
respectively. To be able to associate the messages again on the receiver’s
side each message must contain a reference to the other parts of the
message; this parameter is called the MessageReference and is a one-byte
counter that is unique for each user.

it is well known to use mobile telephones provided with IrDA, fast IrDA or
Bluetooth facilities to withdraw money from Automatic Teller Machines ATM.
If the electronic payment cheque service is implemented in the SIM card of a
mobile telephone with the IrDA, fast IrDA or Bluetooth facility, the mobile
telephone can be used to withdraw the amount of money in the electronic
payment cheque by means of an ATM. Moreover, the user could choose to
withdraw some of the amount of money indicated in the electronic payment
cheque from the ATM and deposit the remaining part of the amount into an
account.

In general, it should be noted that point-to-point communication between a
mobile station (mobile telephone) and another mobile station also could be in
accordance with the IrDA or fast IrDa standard, the Bluetooth standard, Wi-Fi
standard and/or any other near-range communication standard
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CLAIMS:

1. A method of processing an electronic payment cheque that relates to a
transfer of an amount of money from an account of a first user in a first
banking institute (500) to an account of a second user in a second banking
institute (550), which processing includes generating digital signatures by
means of asymmetric encryption using an asymmetric key pair comprising a
private key and a public key, characterized in that, the method comprises the
following steps:

in a first SIM card (101a) of the first user, creating an electronic payment
cheque and signing the electronic payment cheque with a first signature
generated by means of a first private key of a first asymmetric key pair, which
first private key resides on the first SIM card (101a) hosted by a first mobile
equipment (101b) ,

via the first mobile equipment (101b) hosting the SIM card (101a) of the first
user, transmitting the signed electronic payment cheque to a second SIM
card (102a) hosted in a second mobile equipment (102b) of the second user,

in the second SIM card (102a), signing the electronic payment cheque, which
has been signed with the first signature, with an additional second signature
generated on the second SIM card (102a) by means of a second private key
of a second asymmetric key pair, which second private key resides on the
second SIM card (102a) hosted by the second mobile equipment (102b),

transmitting the electronic payment cheque signed with the first and the
second digital signatures from the second mobile equipment (102b) to a
central hub (300), which central hub (300) is in communication with the first
and the second banking institutes (500, 550),
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in the central hub (300), initiating a deposit of the amount of money in the
electronic payment cheque into the account of the second user by initialising
a verification of the second signature at the banking institution (550) of the
second user and a verification of the first signature at the banking institution
of the first user (500).

2. A method according to claim 1, wherein the first and the second private
key are generated on the first and the second SIM card (101a, 102a),
respectively.

3. Method according to claim 1, wherein the transmittal of the signed
electronic payment cheque from the first mobile equipment (101b) hosting
the SIM card (101a) of the first user to the second SIM card (102a) hosted in
a second mobile equipment (102b) of the second user, is performed via a
digital mobile telephone system.

4. A method according to any of the claims 1 to 3, wherein the signed
payment cheque is transmitted as a Short Message by means of the Short
Message Service system over the GSM system.

5. A method according to any of the claims 1 to 3, wherein the signed
payment cheque is transmitted as a Short Message by means of Ir, Bluetooth
or Wi-Fi standards.

6. A method according to any of the claims 1 to 5, wherein creating of an
electronic payment cheque comprises indicating a telephone number
associated to the second SIM card (102a), an amount to be transferred and
an index to the account, wherefrom the amount should be withdrawn.

7. A method according to any of the claims 1 to 6, wherein the method further
comprises:
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