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Electronic transaction card 1800 is similar to electronic transaction card 1700 

(Figure 17), with the exception of smartcard interface 1810. Smartcard interface 

1810 allows electronic transaction card 1800 to be used in transactions with a 

smartcard reader. 

Electronic transaction cards 1700 and 1800 may have any of the physical 

forms described herein. For example, either card may be compatible with a memory 

card, a credit card, a folding card, or any combination. 

Although the present invention has been described in conjunction with 

certain embodiments, it is to be understood that modifications and variations may be 

IO resorted to without departing from the spirit and scope of the invention as those 

skilled in the art readily understand. Such modifications and variations are 

considered to be within the scope of the invention and the appended claims. 
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What is claimed is: 

1. An apparatus comprising: 

2 a body portion having a contour to receive an intelligent electronic device; 

3 a first interface to provide communication with the intelligent electronic 

4 device; and 

5 a second interface to provide communication with an electronic transaction 

6 card. 

2. The apparatus of claim 1 wherein the first interface comprises a circuit to 

2 communicate with an add-on slot in the intelligent electronic device. 

3. The apparatus of claim 2 wherein the add-on slot comprises a memory card 

2 slot. 

4. The apparatus of claim 1 wherein the first interface comprises a wireless 

2 interface. 

I 5. The apparatus of claim 1 wherein the :first interface includes contacts to 

2 communicate with a data connector on the intelligent electronic device. 

6. The apparatus of claim 5 further comprising a replicated data connector to 

2 replicate the data connector on the intelligent electronic device. 

7. The apparatus of claim 1 wherein the contour is shaped to receive a cellular 

2 phone as the intelligent electronic device. 

8. The apparatus of claim I wherein the contour is shaped to receive a personal 

2 digital assistant as the intelligent electronic device. 
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9. A sleeve to provide communications between a handheld intelligent 

2 electronic device and an electronic transaction card, the sleeve comprising: 

3 an add-on slot to receive the electronic transaction card; and 

4 an interface to communicate with the handheld intelligent electronic device. 

10. The sleeve of claim 9 wherein the interface comprises a mating connector to 

2 couple to a connector on the handheld intelligent electronic device. 

11. The sleeve of claim 10 wherein the sleeve further includes a replicated 

2 connector to replicate the connector on the handheld intelligent electronic device. 

2 

3 

4 

12. The sleeve of claim 9 wherein the add-on slot comprises a memory card slot. 

13. The sleeve of claim 9 wherein the interface comprises a wireless interface. 

14. 

15. 

16. 

The sleeve of claim 9 further comprising a battery. 

An apparatus comprising: 

means for communicating with an intelligent electronic device; 

means for receiving an electronic transaction card; and 

means for communicating with the electronic transaction card. 

The apparatus of claim 15 wherein the means for receiving an electronic 

2 transaction card comprises an add-on slot. 

17. 111e apparatus of claim 15 wherein the means for communicating with the 

2 electronic transaction card comprises a memory card compatible interface. 
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18. The apparatus of claim 15 wherein means for communicating with an 

2 intelligent electronic device comprises a mating connector to mate with a connector 

3 on the intelligent electronic device. 

1 19. The apparatus of claim 18 further comprising a replicated connector to 

2 replicate the connector on the intelligent electronic device. 

20. A transaction system comprising: 

2 a cellular phone receiving portion having a shape compatible with a cellular 

3 phone and having an interface to communicate with the cellular phone; and 

4 a stripe to communicate with a magnetic card reader. 

1 21. The transaction system of claim 20 wherein the transaction system includes 

2 an electronic transaction card upon which the stripe is located. 

22. The transaction system of claim 21 wherein the transaction system includes 

2 a sleeve upon which the cellular phone receiving portion is located. 

23. The transaction system of claim 22 wherein the sleeve includes an add-on 

2 slot to receive the electronic transaction card. 

1 24. The transaction system of claim 20 wherein the electronic transaction card 

2 includes a foldable portion to reduce the,size of the electronic transaction card when 

3 folded. 

25. The transaction system of claim 20 further comprising circuitry to produce a 

2 time-varying magnetic field in a vicinity of the stripe. 
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ELECTRONIC STRIPE CARDS 

Brief Description of the Drawings 

Figures 1 and 2 show prior art magnetic field generation; 

Figures 3 and ~ show diagrams of electronic stripe cards in accordance with 

various embodiments of the present invention; 

Figures 5-8 show magnetic field generation in accordance with various 

embodiments of the present invention; 

Figure 9 shows swipe sensor contacts and a read head in relation to an 

electronic stripe card; 

Figure 10 shows a plot of swipe sensor impedance; and 

Figure 11 shows a diagram of an electronic stripe card in accordance with 

various embodiments of the present invention. 

Background 

As shown in Figures 1. and 2, in the prior art, a coil around a magnetic 

material is used to generate magnetic field that "adds" up inside the magnetic 

material by using the same ·biasing current. The direction of flow of current in the 

20 top layer is opposite in the z-axis to that of the bottom layer, but the field lines 

below the top metal layer and above the bottom metal layer are confined in the 

magnetic field and will be along the same direction. 

25 

Description of Embodiments 

In the following detailed description, reference is made to the accompanying 

drawings that show, by way of illustration, various embodiments of an invention. 

These embodiments are described in sufficient detail to enable those skilled in the 

art to practice the invention. It is to be understood that the various embodiments of 

the invention, although different, are not necessarily mutually exclusive. For 

30 example, a particular feature, structure, or characteristic described in connection 

with one embodiment may be implemented within other embodiments without 
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departing from the spirit and scope of the invention. In addition, it is to be 

understood that the location or arrangement of individual elements within each 

disclosed embodiment may be modified without departing from the spirit and scope 

of the invention. The following detailed description is, therefore, not to be taken in 

5 a limiting sense. In the drawings, like numerals refer to the same or similar 

functionality throughout the several views. 

Figures 3 and 4 show diagrams of electronic stripe cards in accordance with 

various embodiments of the present invention. Electronic stripe card 300 (Figure 3) 

includes memory and microcontroller 320, energy source 310, track drivers 330, and 

IO electronic stripe tracks 340. Memory and microcontroller 320 may include 

application software, account data, and any other software and data. Energy source 

310 may be any suitable energy source f<;>r providing energy to the remaining 

devices shown in Figure 3. Electronic stripe tracks 340 may be implemented using 

magnetic field generation circuits described with reference to later figures. Further, 

15 electronic stripe tracks 340 may include multiple magnetic field generation circuits 

to generate magnetic fields corresponding to multiple magnetic card tracks. Track 

drivers 330 provide driving signals to electronic stripe tracks 340 to effect the 

generation of magnetic fields. 

Electronic stripe card 400 (Figure 4) includes memory and microcontroller 

20 320, energy source 310, and electronic stripe tracks 340, all of which are described 

in the previous paragraph. Electronic stripe card 400 also includes track drivers 430 

and swipe sensor 410. 

Swipe sensor 410 may sense when the card is swiped past a magnetic card 

reader head, and track drivers 430 may operate in response thereto. For example, 

25 with input from swipe sensor 410, the microcontroller (uC) can sense when the track 

driving needs to begin and/or end, making the energy consumption much lower. 

Swipe sensor 410 may be implemented using optical sensors, mechanical sensors or 

electrical sensors. Example embodiments of swipe sensors are described further 

below with reference to later figures. Without a swipe sensor, the track drivers 
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continuously drive the electronic stripes! This will consume energy from the energy 

source irrespective of if the card is being swiped or not. 

Figures 5-8 show magnetic field generation in accordance with various 

embodiments of the present invention. As shown in Figures 5 and 6, flux lines 

5 spread out due to absence of magnetic material and therefore are in the opposite 

direction resulting in canceling of the magnetic fields due to current flow in the top 

with that of the bottom metal layers. 

As shown in Figures 7 and 8, in various embodiments of the present 

invention, the same bias current is used without magnetic material, while preventing 

Io the canceling of field lines by re-routing the bottom metal layer further away along 

the x-axis. Physical separation of the bottom with the top layers ensures that the 

flux lines do not cancel each other. The flux lines in the top metal layer might also 

add-up. Note that the metal width along the x-axis for the top and bottom layers do 

not have to be the same. This design ensures that the metal conductors in one side 

15 of the layout carry current in the same'di:rection. Use of more than two layers of 

metal can help improve this effect. 

Various embodiments of the present invention can be used as the design for 

electronic stripe tracks 340 (Figures 3, 4) to reuse the same bias current and 

generate magnetic field(s) that mimic the standard magnetic stripe functionality. 

20 This solution does not require magnetic material. Further, this solution does not 

suffer from flux cancellation. 

Figure 9 shows swipe sensor contacts and a read head in relation to an 

electronic stripe card. Swipe sensor contacts 920 are shown as two metal islands on 

electronic stripe card 910. Read head 930 represents a metal read head in a 

25 magnetic card reader such as a point-of-sale (POS) card reader. Since the read head 

is made out of metal, a swipe sensor that resides on the card with two metal islands 

spaced closely can be effective. When the read head is in between the two metal 

islands they will be shorted to each other via the read head. Any other position of 

the read head will leave these two lines open. By sensing the impedance or by 

30 measuring corresponding current/voltage between these two metal islands a swipe 
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5 

sensor such as swipe sensor 410 (Figure 4) may be implemented. During the 

swiping action of electronic stripe card 910 through a card reader, the sensor is 

activated when read head 930 is on top of, and in between, the two metal islands 

shown at 920. 

Figure 10 shows a plot of swipe sensor impedance. As shown in Figure 10, 

the impedance between the two islands may drop when the read head shorts the two 

islands together. The sensor may detect this condition and activate track driving to 

generate magnetic field(s) to mimic a standard magnetic card. 

In some embodiments, multiple swipe sensors exist. For example, one swipe 

10 sensor may be on each end of electronic stripe card 910. In these embodiments, 

track driving may start when the first sensor is activated, and track driving may stop 

when the second sensor is activated. Alternatively, the activation of the first sensor 

may trigger the driving of the stripe and the driving is automatically stopped after 

sending all the data to the electronic stripe a predetermined number of times. In 

15 addition, swipe sensors may be on one or both sides of the electronic stripe card. 

Figure 11 shows a diagram of an electronic stripe· card in accordance with 

various embodiments of the present invention. Electronic stripe card 1100 includes 

memory and microcontroller 320, energy source 310, electronic stripe tracks 340, 

and swipe sensors 410, all of which are described above. Electronic stripe card 

20 1100 also includes interleaved track drivers 1130. 

Most financial cards have two tracks of data. The data stored in these two 

tracks are read by two independent card reader circuits in the card reader. In a 

traditional magnetic stripe card since the data for the two tracks are physically 

recorded on the stripes they are read simultaneously. In various electronic stripe 

25 embodiments of the present invention, the data is not stored physically in the stripes, 

but rather electronically programmed one bit at a time. Since the time slot required 

for a bit is usually much smaller compared to the time it takes to swipe the entire 

card, it is possible to drive one track at a time. This is accomplished by first sending 

the entire data for one of the tracks, follo~ed by the entire track data for the next 

30 track. When no data is sent, the track does not consume any current. For a two 
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track system, track interleaving reduces the power consumption by a factor of two 

and completely eliminates any cross-talk between tracks. 

Track interleaving can be done with or ~ithout swipe sensors. In some 

embodiments, there are two swipe sensors for the whole card - one on each end. In 

5 these embodiments, activation of one of the swipe sensors may lead to driving of the 

tracks in an interleaved fashion. The driving can stop after driving the tracks for a 

predetermined number of times or after the activation of the other swipe sensor. In 

some embodiments, swipe sensors are dedicate to each track. For example, when 

one swipe s.ensor is swiped past a read head, a first track may be driven, and when a 

Io second swipe sensor is swiped past the read head, a second track may be driven. 

Track interleaving for power saving is also valid for designs with more than two 

tracks. 

The various embodiments described herein may be applicable to financial 

cards, credit/debit cards, and other such cards. Further, the various embodiments 

15 may be used in merchant point-of-sale retail locations, automatic teller machine 

(A TM) locations, or wherever such cards may be read. Still further, the various 

embodiments may be used for purposes other than financial cards. For example, the 

various embodiments may be used for access control. 

Although the present invention has been described in conjunction with 

20 certain embodiments, it is to be understood that modifications and variations may be 

resorted to without departing from the spirit and scope of the invention as those 

skilled in the art readily understand. Such modificatim1s and variations are 

considered to be within the scope of the invention and the appended claims. 
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What is claimed is: 

1. An electronic stripe card comprising: 

a conductive path having first portions oriented to carry current in a "z" 

5 direction and having second portions oriented to carry current in a "-z" direction, 

wherein the first and second portions are separated by a sufficient distance to allow 

a magnetic field created by the first portions to mimic a magnetic track without 

interference from a magnetic field created by the second portions. 

IO 2. The electronic stripe card of claim 4 further comprising a metal layer on one 

15 

20 

25 

side of the electronic stripe card, wherein the conductive path is formed on the metal 

layer. 

3. The electronic stripe card of claim 4 further comprising: 

a top metal layer and a bottom metal layer without magnetic material 

therebetween, wherein the conductive path is partially on the top metal layer and 

partially on the bottom metal layer. 

4. An electronic stripe card comprising: 

a top metal layer and a bottom metal layer without magnetic material 

therebetween; and 

a conductive path alternating between the top metal layer and the bottom 

metal layer, wherein the conductive path on the top metal layer is remote from the 

conductive path on the bottom metal layer to reduce magnetic flux interference. 

5. The electronic stripe card of claim 4 wherein the conductive path on the top 

metal layer has a different width from the conductive layer on the bottom metal 

layer. 
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6. The electronic stripe card of claim 4 further comprising track driving 

circuitry to provide current to the conductive path. 

7. The electronic stripe card of claim 6 further comprising a swipe sensor to 

5 detect when the electronic stripe card is swiped past a read head. 

10 

8. The electronic stripe card of claim 7 wherein the track driving circuitry is 

responsive to the swipe sensor to active when the electronic stripe card is swiped 

past the read head. 

9. The electronic stripe card of claim 8 further comprising a second swipe 

sensor. 

10. The electronic stripe card of claim 9 wherein the track driving circuitry is 

15 responsive to the second swipe sensor to deactivate the electronic stripe when the 

second swipe sensor is swiped past the read head. 

20 

11. The electronic stripe card of claim 4 further comprising a second conductive 

path alternating between the top metal layer and the bottom metal layer. 

12. The electronic stripe card of claim 11 further comprising interleaving track 

driving circuitry to provide current to the conductive path and the second conductive 

path in an interleaved fashion. 

25 13. An electronic stripe card comprising: 

a first conductive path to emit a first magnetic field to mimic a first track in a 

magnetic card; 

a second conductive path to emit a second magnetic field to mimic a second 

track in a magnetic card; 
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5 

a swipe sensor to detect when the electronic stripe card is swiped past a read 

head;and 

an interleaved track driver circuit responsive to the swipe sensor, to drive the 

first and second conductive paths one at a time. 

14. The electronic stripe card of claim 13 further comprising a top metal layer 

and a bottom metal layer without magnetic material therebetween. 

15. The electronic stripe card of claim 14 wherein the first conductive path 

Io comprises a conductive path alternating between the top metal layer and the bottom 

metal layer, wherein the conductive path on the top metal layer is remote from the 

conductive path on the bottom metal layer to reduce magnetic flux interference. 

16. The electronic stripe card of claim 15 wherein the conductive path on the top 

15 metal layer is a different width from the conductive path on the bottom metal layer. 

17. The electronic stripe card of claim 13 further comprising a second swipe 

sensor. 

20 18. The electronic stripe card of claim 17 wherein the interleaved track driver 

25 

circuit is responsive to the second swipe sensor to stop driving the first and second 

conductive paths. 

19. A method comprising: 

detecting that a swipe sensor has been swiped past a read head; and 

driving a first conductive path to mimic a first magnetic track and driving a 

second conductive path to mimic a second magnetic track, wherein the driving of 

the first and second conductive paths is interleaved. 

8 
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20. The method of claim 19 further comprising detecting that a second swipe 

sensor has been swiped past the read head. 

21. The method of claim 20 further comprising stopping driving when the 

5 second swipe sensor is detected. 

22. The method of claim 19 wherein driving a first conductive path comprises 

driving a first conductive path alternating between a top metal layer and a bottom 

metal layer, wherein the conductive path on the top metal layer is remote from the 

10 conductive path on the bottom metal layer to reduce magnetic flux interference. 

23. The method of claim 19 wherein driving a first conductive path comprises 

driving a first conductive path alternating between a top metal layer and a bottom 

metal layer without magnetic material therebetween, wherein the conductive path on 

15 the top metal layer is remote from the conductive path on the bottom metal layer to 

reduce magnetic flux interference. 
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10 

MEMORY CARD HIDDEN COMMAND PROTOCOL 

Field 

The present invention relates generally to communications protocols, and 

more specifically to communications protocols between mobile computing devices 

and add-on cards. 

Background 

Many mobile computing devices (such as mobile phones) have memory card 

slots to accept memory cards. Communication protocols between memory cards 

and mobile computing devices typically include standardized memory card access 

commands. Standardization increases interoperability between various types and 

15 brands of mobile computing devices and memory cards. 

Brief Description of the Drawings 

Figure 1 shows a mobile computing device and a token compatible with a 

memory card slot; 

20 Figure 2 shows a block diagram of a mobile computing device; 

Figures 3 and 4 show block diagrams of tokens that communicate with 

memory card slots in mobile computing devices; 

Figure 5 shows a data portion of a memory card write command; and 

Figure 6-9 show flowcharts of methods in accordance with various 

25 embodiments of the present invention. 

Description of Embodiments 

In the following detailed description, reference is made to the accompanying 

drawings that show, by way of illustration, various embodiments of an invention. 

30 These embodiments are described in sufficient detail to enable those skilled in the 

art to practice the invention. It is to be understood that the various embodiments of 
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the invention, although different, are not necessarily mutually exclusive. For 

example, a particular feature, structure, or characteristic described in connection 

with one embodiment may be implemented within other embodiments without 

departing from the spirit and scope of the invention. In addition, it is to be 

5 understood that the location or arrangement of individual elements within each 

disclosed embodiment may be modified without departing from the spirit and scope 

of the invention. The following detailed description is, therefore, not to be taken in 

a limiting sense, and the scope of the present invention is defined only by the 

appended claims, appropriately interpreted, along with the full range of equivalents 

10 to which the claims are entitled. In the drawings, like numerals refer to the same or 

similar functionality throughout the several views. 

Figure 1 shows a mobile computing device and a token compatible with a 

memory card slot. Mobile computing device 110 is shown as a mobile phone in 

Figure 1, but this is not a limitation of the present invention. For example, mobile 

15 computing device 110 may be a personal digital assistant (PDA), a smartphone, a 

mobile phone, a handheld computer, a desktop computer, or any other device 

capable of operating as described herein. 

Mobile computing device 110 includes memory card slot 112. Memory card 

slot 112 is a slot capable of accepting token 120. For example, memory card slot 

20 112 may have physical dimensions compatible with token 120, and may have a 

communications interface that operates using a protocol compatible with token 120. 

In some embodiments of the present invention, memory card slot 112 is a memory 

card slot designed to accept and communicate with memory cards. As used herein, 

the term "memory card slot" refers to any add-on slot capable of accepting a card 

25 having memory accessible by a mobile computing device such as that shown in 

Figure 1. For example, a memory card slot may be compatible with an industry 

standard communications protocol, or may be compatible with a widely accepted 

communications protocol that is not necessarily formally documented as an industry 

standard. Examples include slots that are compatible with the Multimedia Memory 

30 Card (MMC) protocol, Memory Stick DUO protocol, secure digital (SD) protocol, 
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and Smart Media protocol. The foregoing list is meant to be exemplary, and not 

exhaustive. Memory card slot 112 may be compatible with many memory card slot 

protocols other than those explicitly listed above without departing from the scope 

of the invention. 

5 Token 120 includes electrical contacts 122 as part of a host interface that 

communicates with memory card slot 112. For example, electrical contacts 122 

may provide connectivity compliant with a communications protocol for memory 

cards. In some embodiments, token 120 includes a "contactless" interface to 

communicate with memory card slot 112. For example, electronic token 120 may 

10 include an interface to memory card slot 112 that communicates using electric or 

magnetic fields, infrared (IR) light, or any other suitable communications 

mechanism. 

Token 120 may include memory and may also include additional 

functionality. In some embodiments, token 120 includes memory accessible by 

15 mobile computing device 110 and also includes additional functionality. In other 

embodiments, token 120 does not include memory accessible by mobile computing 

device 110. The additional functionality of token 120 may take any form and the 

various embodiments of the present invention are not limited in this regard. 

In various embodiments of the present invention, the additional functionality 

20 in token 120 is accessed by mobile computing device 110 using memory card access 

commands already defined for use in memory card slot 112. Accordingly, the 

various embodiments of the present invention enable the implementation of token 

functions beyond memory accesses without defining new commands. In some 

embodiments, new commands for the token are embedded inside the data bits 

25 subsequent to memory card read/write commands. Token 120 then decides if the 

incoming data bits are meant for regular read/write functions or for the new 

functions. In other words, additional token functions may be accessed through 

commands "hidden" in the data stream that can be exchanged using existing 

memory card access commands and functions. According to the various 

30 embodiments of the invention, both existing memory card functions and new 
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functions may be implemented without requiring changes in how the host protocol 

is built. 

Figure 2 shows a block diagram of a mobile computing device. Mobile 

computing device 110 includes antenna 240, radio circuits 230, processor 210, 

5 memory 220, and memory card slot 112. In some embodiments, mobile computing 

device 110 is a mobile phone, or includes mobile phone functionality. For example, 

antenna 240 and radio circuits 230 may be utilized to communicate with a cellular 

telephone network. Further, in some embodiments, mobile computing device 110 is 

a wireless local area network (WLAN) or wireless wide area network (WW AN) 

10 device. For example, antenna 240 and radio circuits 230 may be utilized to 

communicate with a wireless access point. In some embodiments, antenna 240 and 

radio circuits 230 are omitted, and mobile computing device 110 does not utilize 

wireless connectivity. 

Processor 210 represents a processor capable of communicating with the 

15 other blocks shown in mobile computing device 110. For example, processor 210 

may be a microprocessor, a digital signal processor (DSP), a microcontroller, or the 

like. Further, processor 210 may be formed from state machines or other sequential 

logic. In operation, processor 210 may read instructions from memory 220 and 

perform actions in response thereto. For example, processor 210 may execute 

20 program instructions that influence communications between mobile computing 

device 110 and a device coupled to memory card slot 112. 

Memory card slot 112 is described above with reference to Figure 1. 

Memory card slot 112 includes circuitry compatible with token 120. Mobile 

computing device 110 may communicate with token 120 by using a standard set of 

25 memory card access commands. For example, processor 210 may use memory card 

write commands to write to memory in token 120, and may use memory card read 

commands to read from memory in token 120. 

Mobile computing device 110 may access additional functionality in token 

120 using "hidden" commands embedded in memory card access commands. For 

30 example, a memory card write command may include a unique data string to 
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identify the memory card write command as a command to be diverted for purposes 

other than a memory write. In addition, the sector address provided with the 

memory card write command may be set to a particular address value to further 

identify the memory card write command as a command to be diverted. In addition 

5 to specific address/data values to identify the memory card access command as a 

command to be diverted for a purpose other than a memory access, the memory 

access command may include data bits to further specify the type and function of 

hidden command. Example formats of hidden commands are described further 

below. In some embodiments, a read command is issued right after a write 

10 command to enable data flow from the non-memory card functions to the host, 

where the write command's data had the hidden commands. The combination of a 

memory card write command and a memory card read command can be used in this 

manner to form a hidden read command. 

Figure 3 shows a block diagram of a token that communicates with a 

15 memory card slot in a mobile computing device. Token 300 includes host interface 

310, command routing component 320, memory control component 340, non­

memory control component 330, memory 360, and optional functions 350. Token 

300 may be any type of token capable of communicating with a memory card slot in 

a mobile computing device. Further, token 300 may take any form factor 

20 compatible with a memory card slot. 

Memory 360 may be any type of volatile or non-volatile memory. For 

example, memory 360 may be volatile memory such as static random access 

memory (SRAM) or dynamic random access memory (DRAM). Also for example, 

memory 360 may be nonvolatile memory such as NOR FLASH memory or NAND 

25 FLASH memory. In various embodiments of the present invention, memory 360 

represents memory that is accessed by a mobile computing device using memory 

card access commands defined for that purpose. 

Optional functions 350 may include any function that can be added to token 

300. As described further below, optional functions 350 may be accessed by a 
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mobile computing device by sending hidden commands within a memory card 

access command. 

Host interface 310 includes electrical contacts to interface with a memory 

card slot. For example, in some embodiments, host interface 310 includes contacts 

5 such as contacts 122 (Figure 1 ). Also for example, in some embodiments, host 

interface 310 includes recessed electrical contacts. Host interface 310 may also 

include circuitry such as drivers, receivers, terminations, and the like. 

Command routing component 320 functions to route memory card access 

commands received from host interface 310. Commands may be routed to memory 

10 control component 340 for memory accesses, or may be routed (diverted) to non­

memory control component 330 for purposes other than memory accesses. For 

example, when token 300 is communicating with a memory card slot in a mobile 

computing device, the mobile computing device may send a memory card access 

command in order to access memory 360. Also for example, the mobile computing 

15 device may send a memory card access command that contains a hidden command. 

Command routing component 320 detects the presence of the hidden command, and 

diverts all or a portion of the memory access command to non-memory control 

component 330. 

Command routing component 320 can detect the hidden command in many 

20 ways. For example, in some embodiments, the memory card access command may 

include a specific address value or a specific data value. Command routing 

component 320 detects commands that include one or both of the specific address 

value or specific data value and routes the command appropriately. The specific 

address value and specific data value used for this purpose are referred to herein as 

25 the hidden command address value and the hidden command data value. 

In some embodiments, command routing component 320 diverts commands 

based only on the hidden command address value. In these embodiments, command 

routing component 320 checks the address value included in memory card access 

command, and diverts the command if it matches the hidden command address 

30 value. In some embodiments, command routing component 320 diverts commands 
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based only on the hidden command data value. In these embodiments, command 

routing component 320 checks a data value included in the memory card access 

command, and diverts the command if it matches the hidden command data value. 

In still further embodiments, command routing component 320 diverts commands 

5 based on both the hidden command address value and the hidden command data 

value. In these embodiments, command routing component 320 diverts the 

command only if both the memory card access address and data match the hidden 

command address value and data value, respectively. 

The hidden command address value and hidden command data value may be 

10 specified in many ways. For example, all tokens may be issued with fixed values. 

In these embodiments, each time the optional functions are accessed, the same 

hidden command address and/or data value is included in the memory card access 

command. Also for example, different tokens may be issued with unique values. In 

these embodiments, each token may provide these values to a mobile computing 

15 device when queried. Also for example, hidden command address and/or data 

values may be specified by the mobile computing device. In still further 

embodiments, hidden command address and data values may be dynamic. The 

hidden command address and data values may change each time power is applied or 

on a periodic basis. 

20 In various embodiments of the invention, command routing component 320, 

memory control component 340, and non-memory control component are 

implemented in many different ways. For example, in some embodiments, the 

various components are implemented in hardware. In these embodiments, the 

various components may be implemented as separate integrated circuits, or in a 

25 combined integrated circuit. Also for example, in some embodiments, the various 

components may be implemented in software, or in a combination of hardware and 

software. In some embodiments, token 300 may include a microprocessor, and the 

components may be implemented as software modules running on the 

microprocessor. In other embodiments, token 300 may includes multiple 
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processors, and the components may be implemented as software modules 

distributed across the multiple processors. 

Figure 4 shows a token in accordance with various embodiments of the 

present invention. Token 400 includes host interface 310, memory card controller 

5 440, memory 360, secondary controller 430, program memory 432, and optional 

functions 350. Host interface 310, memory 360, and optional functions 350 are 

described above with reference to Figure 3. 

In embodiments represented by Figure 4, memory card controller 440 

communicates with the mobile device using memory card access commands. 

10 Memory card controller 440 also communicates with memory 360. Memory card 

controller 440 determines whether each command should result in a memory 

operation with memory 360, or whether the command should be diverted to 

secondary controller 430. In some embodiments, memory card controller 440 

executes instructions that are stored in an internal memory or stored in memory 360. 

15 In some embodiments, memory card controller 440 includes special purpose 

hardware useful to determine whether a command should be diverted. In other 

embodiments, memory card controller 440 may be a microcontroller identical in all 

respects to a controller found in memory cards, except for the program that it 

executes. 

20 Secondary controller 430 receives hidden commands diverted by memory 

card controller 440. Secondary controller 430 further interprets the hidden 

commands and performs actions in response thereto. For example, secondary 

controller 430 may command optional functions 350 to provide a service. 

Secondary controller 430 executes instructions stored in program memory 432. In 

25 some embodiments, program memory 432 is embedded in secondary controller 430, 

and in other embodiments, program memory 432 is part of memory 360. 

In embodiments represented by Figure 4, memory card controller 440 

includes the functionality of both command routing component 320 and memory 

control component 340 (Figure 3), and secondary controller 430 includes the 

30 functionality of non-memory control component 330 (Figure 3). In other 
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embodiments, secondary controller 430 communicates with host interface 310 and 

memory card controller 440, and includes the functionality of the command routing 

component. 

Figure 5 shows a data portion of a memory card write command. Included 

5 are hidden command data value 510, status field 520, password field 530, device ID 

532, command index 540, and hidden command related data 550. In the example of 

Figure 5, the data portion is 512 bytes in length, although this is not a limitation of 

the present invention. Any amount of data may be included in the write command, 

and each field shown in Figure 5 may be any length. 

In the example of Figure 5, the hidden command data value is 256 bits long, 

although any length may be used without departing from the scope of the present 

invention. In some embodiments, hidden command data value 510 is used to 

identify a memory write command as a hidden command. When a write command 

is received having data in the first 256 bits that match the hidden command data 

15 value, the command is identified as one to be diverted for purposes other than a 

memory write. As described above, a hidden command address value may be used 

in conjunction with, or instead of, a hidden command data value to identify the 

memory write command as a hidden command. 

The remaining fields have significance when the memory write is a hidden 

20 command. For example, if the first 256 bits do not match the hidden command data 

value ( or if the write address does not match the hidden command address value, or 

both) then the remaining bits in the data field are to be treated as data in a normal 

memory write command. In contrast, when the memory write is a hidden command, 

the remaining fields are used to further interpret the hidden command. 

25 Command routing component 320 (Figure 3) inspects the hidden command 

data value 510, status field 520, and possibly password field 530 and device ID 532. 

If the command is identified as a hidden command, command routing component 

320 forwards the password 530, command index 540, and related data 550 to non­

memory control component 330. 
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Status field 520 may include any information relating to the status of the 

hidden command. For example, status field 520 may include one more bits to 

signify to command routing component 320 whether the host (mobile computing 

device) is expecting the non-memory control component to return data in response 

5 to the hidden command. For example, when status field 520 signifies a write, 

command routing component 320 forwards the password device ID, command 

index, and related data without expecting to return any data to the host. Also for 

example, when status field 520 signifies a read, command routing component 320 

forwards the password, device ID, command index, and related data with the 

10 expectation that non-memory control component 330 will provide data to be sent to 

the host in response to a memory card read command. The combination of a 

memory card write command followed shortly thereafter by a memory card read 

command may be used to provide "read" functionality to the non-memory control 

component. Read operations from the non-memory control component are 

15 described further below with reference to Figure 8. 

Password field 530 includes a password to allow non-memory control 

component 330 to authenticate the host to the token. In some embodiments, every 

hidden command includes a password. Each time the password, device ID, 

command index, and related data is diverted to the non-memory control component, 

20 the password is checked to authenticate the host to the token. 

Device ID 532 uniquely identifies the host (mobile computing device). The 

device ID may be checked by the non-memory control component to ensure that the 

token is inserted in the host to which it is authenticated. Some embodiments of the 

present invention enforce a unique host/token pairing using the device ID, and other 

25 embodiments allow non-memory control functions to be accessed by any host. 

Command index 540 identifies the type of hidden command. The number of 

possible hidden commands is limited only by the number of bits allocated thereto. 

Any number of bits may be allocated to command index 540 without departing from 

the scope of the present invention. Hidden command related data 550 may be 
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utilized differently for each type of hidden command. Any number of bits may be 

used for hidden command related data 550. 

The data shown in Figure 5 is provided as an example, the data field of a 

memory card access command may include more or fewer data fields than those 

5 shown in Figure 5. The present invention is not limited by the number or content of 

the fields in a memory card access command. 

Figure 6 shows a flowchart in accordance with various embodiments of the 

present invention. In some embodiments, method 600 may be used by a mobile 

computing device to communicate with a token in a memory card slot. In some 

10 embodiments, method 600, or portions thereof, is performed by a mobile computing 

device with a memory card slot, and in other embodiments, method 600, or portions 

thereof, is performed by software. The various actions in method 600 may be 

performed in the order presented, in a different order, or simultaneously. Further, in 

some embodiments, some actions listed in Figure 6 are omitted from method 600. 

15 Method 600 begins at 610 in which a data pattern and an address value are 

received from a device in a memory card slot. The data pattern corresponds to the 

hidden command data value, and the address value corresponds to the hidden 

command address value. In some embodiments, the mobile device only receives the 

data value and in other embodiments, the mobile device only receives the address 

20 value. In some embodiments, the actions of 610 may occur once when the device is 

first inserted in the memory card slot. The mobile computing device may then use 

the address and data values each time it creates a hidden command. In other 

embodiments, the actions of 610 may occur each time the device is inserted in the 

memory slot. In still further embodiments, the actions of 610 may occur 

25 periodically. Each time the actions 610 occur, the data pattern may be the same or 

different, and the address value may be the same or different. 

At 620, a data field of a memory card access command is populated with the 

data pattern to cause the command to be diverted for a purpose other than a memory 

access. For example, the data pattern may be written to the data field as the hidden 

30 command data value 510 (Figure 5). 

11 
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At 630, an address field of the memory card access command is populated 

with the address value to further cause the command to be diverted for purposes 

other than a memory access. In some embodiments, only one of 620 or 630 is 

utilized. In these embodiments, the presence of a hidden command is signified by 

5 the data pattern alone, or the address value alone. 

At 640, the data field of the memory card access command is populated with 

a command string to specify a purpose other than a memory card access. For 

example, the command string may be written to the data field as the command index 

540 for the non-memory control component. 

10 At 650, the data field of a memory card access command is populated with a 

password to authenticate access to the device coupled to the memory card slot. In 

some embodiments, a password is included in the data field for every hidden 

command. In other embodiments, a password is only included at the beginning of 

an exchange. 

15 At 660, the memory card access command is sent to the device coupled to 

20 

the memory card slot. For example, a mobile computing device (110, Figure 1) may 

send the memory card access command to a token (120, Figure 1) in a memory card 

slot (112, Figure 1). The token may include a command routing component (320, 

Figure 3) to divert the command based on the data fields populated in method 600. 

Figure 7 shows a flowchart in accordance with various embodiments of the 

present invention. In some embodiments, method 700 may be used by token in a 

memory card slot. In some embodiments, method 700, or portions thereof, is 

performed by a command routing component within a token, and in other 

embodiments, method 700, or portions thereof, is performed by software. The 

25 various actions in method 700 may be performed in the order presented, in a 

different order, or simultaneously. Further, in some embodiments, some actions 

listed in Figure 7 are omitted from method 700. 

Method 700 begins at 710 in which a memory card access command is 

received from a mobile computing device via a host interface. The actions of 710 

12 
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correspond to a token in a memory card slot of a mobile computing device receiving 

a memory card access command. 

At 720, the token checks criteria in the memory card access command to 

determine if the memory card access command should be diverted for other 

5 purposes. The criteria may be one or both of a hidden command data value, a 

hidden command address value, or both. If there is a criteria match at 730, then a 

hidden command is present, and at least a portion of the memory card access 

command is diverted at 740. If there is not a criteria match, then no hidden 

command is present, and a memory access is performed at 750. 

10 Figure 8 shows a flowchart in accordance with various embodiments of the 

present invention. In some embodiments, method 800 may be used by token in a 

memory card slot. In some embodiments, method 800, or portions thereof, is 

performed by a command routing component within a token, and in other 

embodiments, method 800, or portions thereof, is performed by software. The 

15 various actions in method 800 may be performed in the order presented, in a 

different order, or simultaneously. Further, in some embodiments, some actions 

listed in Figure 8 are omitted from method 800. 

Method 800 begins at 810 in which a memory card write command is 

received from a mobile computing device via a host interface. If the memory card 

20 write command is determined to be a hidden command, processing continues with 

840; otherwise, a memory write is performed at 830. 

At 840, the hidden command is diverted to a non-memory control 

component. If the hidden command is determined to be a "read" at 850, processing 

continues at 860; otherwise, the hidden command processing is done. At 860, the 

25 command routing component retrieves non-memory data from the non-memory 

control component, and at 870, a memory card read command is received from the 

mobile computing device. At 880, the non-memory data is returned to the mobile 

computing device. 

Method 800 demonstrates how a mobile computing device can perform a 

30 read from an optional function or from a non-memory control component. The 
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mobile computing device issues a memory card write command with a hidden 

command having a status field designating a read, and then the mobile computing 

device issues a memory card read command. The processing in the card receives 

the hidden command, identifies it as a read, and then returns data to the mobile 

5 computing device in response to a subsequent memory card read command. 

Figure 9 shows a method authenticating a mobile computing device to one or 

more functions in a token. Method 900 begins at block 910 in which an activation 

code is received at a token from a mobile computing device. At 920, the received 

activation code is compared to a code stored in the token. If the activation code 

10 matches, the token receives a password from the mobile computing device at 940, 

and stores the password in the token for later use at 950. If the activation code does 

not match, the token determines whether a number of allowable tries has been 

exceeded at 960. If the number of allowable tries has been exceeded, the token 

issuer is contacted at 970, and if the number of allowable tries has not been 

15 exceeded, the method repeats until either the activation code matches or the number 

of allowable tries has been exceeded. 

Method 900 may be performed when a token is issued to a user. The user 

may be provided an activation code to "activate" the token. When the user 

successfully enters the activation code, the user is prompted for a password, and that 

20 password is stored for use in future hidden commands. 

In some embodiments, multiple non-memory functions in a token are 

authenticated using method 900. For example, each of multiple non-memory 

functions may have stored activation codes, and each is activated separately. Each 

of the separately activated functions may have a different password, or the multiple 

25 functions may share a password. 
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What is claimed is: 

1. A method comprising: 

receiving a memory access command, the memory access command 

5 including an address field and a data field; 

comparing at least a portion of the data field to a predetermined data value to 

determine if there is a match; 

if there is not a match, performing a memory access according to the 

memory access command; and 

10 if there is a match, diverting the memory access command for further 

interpretation. 

2. The method of claim 1 further comprising comparing the address field with a 

predetermined address value to determine if there is an address match, and diverting 

15 the memory access command only when there is also an address match. 

20 

3. The method of claim 1 wherein diverting the memory access command 

comprises passing at least some of the data field to a non-memory controller 

component for further interpretation. 

4. The method of claim 3 further comprising reading a password from the data 

field to authenticate access to the non-memory controller component. 

5. An article having a machine readable medium with instructions stored 

25 thereon that when accessed result in a machine: 

30 

comparing data received with a memory write command to a predetermined 

data value to determine whether the memory write command should be interpreted 

as a memory write command or whether the memory write command should be 

interpreted as a command other than a memory write command. 

15 
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5 

6. The article of claim 5 wherein the instructions, when accessed, further result 

in the machine forwarding the memory write command to a memory controller 

component when the memory write command should be interpreted as a memory 

write command. 

7. The article of claim 5 wherein the instructions, when accessed, further result 

in the machine forwarding the memory write command to a non-memory controller 

component when the memory write command should be interpreted as a command 

other than a memory write command. 

8. An article having a machine readable medium with instructions stored 

thereon that when accessed result in a machine: 

comparing an address field received with a memory write command to a 

predetermined address value to determine whether the memory write command 

15 should be interpreted as a memory -write command or whether the memory write 

command should be interpreted as a command other than a memory write 

command. 

9. A method comprising populating fields in a memory write command to be 

20 sent to a memory card interface by populating at least a first portion of a data field 

with a data pattern to identify the memory write command as a command to be 

diverted for purposes other than a memory write. 

10. The method of claim 9 further comprising prior to populating the fields, 

25 receiving a copy of the data pattern from a device coupled to the memory card 

interface. 

11. The method of claim 9 further comprising populating an address field with 

an address value to further identify the memory write command as a command to be 

30 diverted for purposes other than a memory write. 
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12. The method of claim 9 further comprising populating a second portion of the 

data field with a command index to specify a purpose other than a memory write. 

13. The method of claim 9 further comprising populating a second portion of the 

data field with a password to authenticate access to a device coupled to the memory 

card interface. 

14. The method of claim 9 further comprising: 

issuing the memory write command to a device coupled to the memory card 

interface followed by issuing a memory read command to the device coupled to the 

memory card interface. 

15. An article having a machine readable medium with instructions stored 

15 thereon that when accessed result in a mobile computing device: 

20 

accessing a non-memory control function in a device coupled to a memory 

card interface of the mobile computing device by populating a data field of a 

memory card write command with a data pattern to identify the memory card write 

command as a command to be diverted for a purpose other than a memory write. 

16. The article of claim 15 wherein the instructions, when accessed, further 

result in the mobile computing device populating the data field with a password to 

authenticate access to the device coupled to the memory card interface. 

25 17. The article of claim 15 wherein the instructions, when accessed, further 

result in the mobile computing device populating the data field with a command 

index to specify a purpose other than a memory write. 

18. A memory card compatible device comprising: 

30 a host interface to receive memory write commands; 

17 
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a non-memory controller component coupled to the host interface to 

interpret data included within the memory write commands as non-memory related 

commands. 

19. The memory card compatible device of claim 18 further comprising: 

non-volatile memory; 

a memory controller component coupled to the non-volatile memory; and 

a memory command routing component coupled to the host interface and the 

non-memory controller component, the memory command routing component 

10 including logic to determine whether to route a memory write command to the 

15 

memory controller or the non-memory controller based on the data included within 

the memory write command. 

20. A device comprising: 

a host interface compatible with a memory card interface of a mobile 

computing device; and 

a memory command routing component to interpret memory card write 

commands to determine whether the memory card write command should be 

diverted for a purpose other than a memory write based on at least a portion of the 

20 data to be written, wherein the memory command routing component is coupled to 

receive the memory card write command from the host interface. 

21. The device of claim 20 further comprising: 

a memory controller component coupled to receive memory write 

25 commands from the memory command routing component. 

30 

22. The device of claim 20 further comprising: 

a non-memory controller component coupled to receive diverted memory 

write commands from the memory command routing component. 

18 

Page 01140



WO 2008/121566 PCT/US2008/057588 

23. A device comprising: 

a host interface compatible with a memory card interface of a mobile 

computing device; and 

a memory command routing component to interpret memory card write 

5 commands to determine whether the memory card write command should be 

diverted for a purpose other than a memory write based on at least a portion of an 

address to be written, wherein the memory command routing component is coupled 

to receive the memory card write command from the host interface. 

24. A method comprising: 

receiving, at a non-memory control component in a memory card compatible 

device, an activation code in a data field of a memory write command; 

comparing the activation code to a known value to detect a match; and 

if there is a match, requesting a password to be used in subsequent 

15 authentications to the non-memory control component in a memory card compatible 

device. 

25. The method of claim 24 further comprising receiving non-memory related 

commands hidden in the data field of memory write commands, wherein the non-

20 memory related commands include the password. 

26. The method of claim 24 further comprising receiving a plurality of 

activation codes, wherein each of the plurality of activation codes corresponds to the 

activation of a different non-memory control component in the memory card 

25 compatible device. 

19 
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Method for storing NFC applications in a secure memory device 

5 FIELD OF THE INVENTION 

The invention relates to a method for storing NFC applications in a secure 

memory device. 

The invention further relates to a computer program product directly loadable 

into the memory of a secure memory device having its own computational power. 

The invention further relates to a secure memory device with an arithmetic-logic 

unit and a memory. 

The invention further relates to a mobile communication device, preferably an 

NFC mobile phone. 

15 BACKGROUND OF THE INVENTION 

The MIF ARE® classic family, developed by NXP Semiconductors is the pioneer 

and front runner in contactless smart card ICs operating in the 13.56 MHz frequency range 

with read/write capability. MIF ARE® is a trademark of NXP Semiconductors. MIF ARE 

complies with ISO14443 A, which is used in more than 80% of all contactless smart cards 

20 today. The technology is embodied in both cards and card reader devices. MIF ARE cards are 

being used in an increasingly broad range of applications (including transport ticketing, 

access control, e-payment, road tolling, and loyalty applications). MIFARE Standard (or 

Classic) cards employ a proprietary high-level protocol with a proprietary security protocol 

for authentication and ciphering. MIF ARE® technology has become a standard for memory 

25 devices with key-protected memory sectors. One example for a published product 

specification of MIF ARE® technology is the data sheet "MIF ARE® Standard Card IC MF 1 

IC S50 - Functional Specification" (1998) which is herein incorporated by reference. 

30 

MIF ARE® technology is also discussed in: Klaus Finkenzeller, "RFID Handbuch", 

HANSER, 4th edition (2006). 

The MIF ARE Classic cards are fundamentally just memory storage devices, 

where the memory is divided into sectors and blocks with simple security mechanisms for 

access control. Each device has a unique serial number. Anticollision is provided so that 

several cards in the field may be selected and operated in sequence. 
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The MIFARE Standard lk offers about 768 bytes of data storage, split into 16 

sectors with 4 blocks of 16 bytes each (one block consists of 16 bytes); each sector is 

protected by two different keys, called A and B. They can be programmed for operations like 

reading, writing, increasing value blocks, etc .. The last block of each sector is called "trailer", 

5 which contains two secret keys (A and B) and programmable access conditions for each 

block in this sector. In order to support multi-application with key hierarchy, an individual set 

of two keys (A and B) per sector (per application) is provided. 

The memory organization of a MIF ARE Standard lk card is shown in Fig. 1. The 

1024 X 8 bit EEPROM memory is organized in 16 sectors with 4 blocks of 16 bytes each. 

10 The first data block (block 0) of the first sector (sector 0) is the manufacturer block which is 

shown in detail in Fig. 2. It contains the serial number of the MIFARE card that has a length 

of four bytes (bytes Oto 3), a check byte (byte 4) and eleven bytes ofIC manufacturer data 

(bytes 5 to 15). The serial number is sometimes called MIFARE User IDentification (MUID) 

and is a unique number. Due to security and system requirements the manufacturer block is 

15 write protected after having been programmed by the IC manufacturer at production. 

However, the MIFARE specification allows to change the serial number during operation of 

the MIF ARE card, which is particularly useful for MIF ARE emulation cards like SmartMX 

cards. 

SmartMX (Memory eXtension) is a family of smart cards that have been 

20 designed by NXP Semiconductors for high-security smart card applications requiring highly 

reliable solutions, with or without multiple interface options. Key applications are e­

government, banking / fmance, mobile communications and advanced public transportation. 

The ability to run the MIF ARE protocol concurrently with other contactless 

transmission protocols implemented by the User Operating System enables the combination 

25 of new services and existing applications based on MIFARE (e.g. ticketing) on a single Dual 

Interface controller based smart card. SmartMX cards are able to emulate MIF ARE Classic 

devices and thereby makes this interface compatible with any installed MIF ARE Classic 

infrastructure. The contactless interface can be used to communicate via any protoco~ 

particularly the MIF ARE protocol and self defined contactless transmission protocols. 

30 SmartMX enables the easy implementation of state-of-the-art operating systems and open 

platform solutions including JCOP (the Java Card Operating System) and offers an optimized 

feature set together with the highest levels of security. JCOP is an IBM® implementation of 

the Java Card 2.2.1 and Global Platform 2.1.1 basic specifications. JCOP handles different 

applications which are called applets, e.g. credit card applications. JCOP provides 
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authentication and encryption mechanisms. SmartMX incorporates a range of security 

features to counter measure side channel attacks like DPA, SPA etc .. A true anticollision 

method (acc. ISO/IEC 14443-3), enables multiple cards to be handled simultaneously. 

It should be noted that the emulation ofMIFARE Classic cards is not only 

5 restricted to SmartMX cards, but there may also exist other present or future smartcards 

being able to emulate MIF ARE Classic cards. 

Recently, mobile communication devices have been developed which contain 

smart cards like SmartMX cards. These mobile communication devices comprise e.g. mobile 

phones with Near Field Communication (NFC) capabilities, but are not limited to mobile 

10 phones. 

In February 2007 the GSM Assocation (GSMA) published a white paper 

outlining operator community guidance for the eco-system parties involved in the 

development of Mobile NFC (Near Field Communication) services. Mobile NFC is defined 

as the combination of contactless services with mobile telephony, based on NFC technology. 

15 The mobile phone with a hardware-based secure identity token (the UICC) can provide the 

ideal environment for NFC applications. The UICC can replace the physical card thus 

optimising costs for the Service Provider, and offering users a more convenient service. 

Various different entities are involved in the Mobile NFC ecosystem. These are defmed 

below: 

20 

25 

30 

• Customer - uses the mobile device for mobile communications and 

Mobile NFC services. The customer subscribes to an MNO and uses 

Mobile NFC services. 

• Mobile Network Operator (MNO) - provides the full range mobile 

services to the Customer, particularly provides UICC and NFC terminals 

plus Over The Air (OT A) transport services. 

• Service Provider (SP) - provides contactless services to the Customer 

(SPs are e.g. banks, public transport companies, loyalty programs owners 

etc.). 

• Trusted Service Manager (TSM) - securely distributes and manages the 

Service Providers' services to the MNO customer base. 

It should be mentioned that the Trusted Service Manager provides a single point 

of contact for the Service Providers to access their customer base through the MNOs and 

manage the secure download and life-cycle management of the Mobile NFC application on 
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behalf of the Service Providers. Depending on the national market needs and situations, the 

TSM can be managed by one MNO, a consortium of MNOs, or by independent Trusted Third 

Parties. The number of operating TSMs in one market will depend on the national market 

needs and circumstances. 

NFC mobile phones equipped with smart cards such as SmartMX cards that 

comprise JCOP functionality and emulated MIF ARE functionality are more and more used 

for ticketing, access controls, coupons, payment cards and so on. The main focus of these 

NFC mobile phones is the Over the Air (OTA) service provisioning of the above mentioned 

applications. Said applications are issued by service providers. When a service provider 

10 wants to install a new service (ticketing, access control and so on), he has two options: 

• He uses the MIF ARE part of the smart card which is an easy-to-access 

technology, but provides only a basic level of security. 

• He uses the JCOP part which offers a high level of security but requires a 

high level of special knowledge to deal with. 

15 Hence, there is still a need to provide easier yet very secure access to smart cards 

20 

like SmartMX cards relieving the service provider from requiring special skills and 

knowledge about JCOP to use the very secure JCOP part of the smart cards. 

OBJECT AND SUMMARY OF THE INVENTION 

It is an object of the invention to provide a method of the type defined in the 

opening paragraph and a device of the type defined in the second paragraph, in which the 

disadvantages defined above are avoided. 

In order to achieve the object defined above, with a method according to the 

invention characteristic features are provided so that a method according to the invention can 

25 be characterized in the way defined below, that is: 

A method for storing NFC applications in a secure memory device having its own 

computational power, such as a smart card, preferably a SmartMX card, which secure 

memory device comprises a first memory portion configured as an emulated MIF ARE 

memory, offering a first security level, and a second memory portion accessible by means of 

30 authentication and optionally being encrypted, which second memory portion offers a second 

security level which is higher than the first security level, wherein the method comprises 

analyzing whether the first or the second security level is assigned to the NFC application 

and, depending on the results of this analysis, storing the NFC application either in the first 

memory portion by applying data write steps in compliance with the MIF ARE standard or in 
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the second memory portion by handling authentication routines necessary for gaining write 

access to said second memory portion and carrying out the write operation. 

In order to achieve the object defmed above, with a computer program product 

according to the invention characteristic features are provided so that a computer program 

5 product according to the invention is directly loadable into the memory of a secure memory 

device having its own computational power, comprising software code portions for 

performing the steps of a method according to the invention, when said product is run on the 

secure memory device. 

In order to achieve the object defmed above, a secure memory device according 

10 to the invention comprises an arithmetic-logic unit and a memory and processes the computer 

program product according to the above paragraph. 

15 

20 

25 

30 

In order to achieve the object defmed above a mobile communication device, 

preferably an NFC mobile phone is provided being equipped with a secure memory device 

according to the above paragraph. 

The characteristic features according to the invention provide the advantage that a 

user who wants to make use of the various different security levels provided in the secure 

memory device does not need to have specific knowledge of how to gain access to the 

different memory portions. This is particularly important when the secure memory device is 

operated under a highly sophisticated operating system like JCOP. 

The aspects defined above and further aspects of the invention are apparent from 

the exemplary embodiment to be described hereinafter and are explained with reference to 

this exemplary embodiment. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention will be described in more detail hereinafter with reference to an 

exemplary embodiment. However, the invention is not limited to this exemplary 

embodiment. 

Fig. 1 shows the memory organization of a MIF ARE Standard lk EEPROM. 

Fig. 2 shows the manufacturer block of a MIF ARE memory. 

Fig. 3 shows the sector trailer of a sector of MIF ARE memory. 

Fig. 4 shows a schematic diagram of a telecommunication system including a 

mo bile communication device with a smart card configured as a SmartMX card. 
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DESCRIPTION OF EMBODIMENTS 

Fig. 4 shows a schematic diagram of a telecommunication system in accordance 

with the above referenced white book of the GSM Association (GSMA) about an eco-system 

for Mobile NFC (Near Field Communication) services. The telecommunication system 

5 comprises a service provider 1, a trusted service manager 2 and a mobile communication 

device 3. It should be observed that the numbers of service providers 1, trusted service 

managers 2 and mobile communication devices 3 are in no way limited. A user 4 of the 

mobile communication device 3 can electronically communicate (arrow 5) with the service 

provider 1 either by means of his mobile communication device 3 via the Over-the-Air 

10 (OTA) services provided by a mobile network operator, particularly via Short Message 

Service (SMS) services, and/or via a computer network. Communication between the user 4 

and the service provider 1 comprises for instance ordering of NFC services like tickets etc. 

The trusted service manager 2 communicates with the mobile communication 

device 3 via an Over-The-Air service of a mo bile network operator, e.g. Short Message 

15 Service. 

The service provider 1 communicates with the trusted service manager 2 via a 

computer network, such as the Internet, wherein the preferred data transmission protocol is 

HTTPS. 

The mobile communication device 3 may e.g. be configured as a NFC mobile 

20 phone. The mobile communication device 3 comprises a processor (not shown in the 

drawing) for executing software being internally stored in the mobile communication device 

3. The software comprises an operating system for carrying out and· managing all functions of 

the mobile communication device 3. 

The mobile communication device 3 is equipped with a secure memory device 6 

25 with enhanced security features that comprises its own computational power and has multiple 

interface options. The secure memory device 6 is configured as a SmartMX smart card which 

comprises encryption coprocessors and a Java operating systems, particularly JCOP. The 

secure memory device 6 will be explained in more detail below. The mobile communication 

device 3 further comprises a trusted service client 8 which in the present embodiment of the 

30 invention is a software module being contained in the general software of the mobile 

communication device 3. The trusted service client 8 is controlled by the trusted service 

manager 2 and has the ability to manage NFC applications in the secure memory device 6. 

Managing NFC applications comprises installing, updating and de-installing NFC 
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applications. NFC applications are for instance tickets, coupons, access controls, e-purse 

functions, etc. which have to be handled with different levels of security. 

According to the present invention, the secure memory device 6 provides 

different security levels for storing said NFC applications. Strictly speaking, the secure 

5 memory device 6 comprises a first memory portion 6A offering a first security level SL 1. 

10 

The secure memory device 6 further comprises a second memory portion 6B offering a 

second security level SL2 which is higher than the first security level SL 1. Finally, the secure 

memory device 6 comprises a third memory portion 6C offering a third security level SL3 

which is the highest one. 

The first memory portion 6A of the secure memory device 6 is configured as an 

emulated MIF ARE device. Access to its contents is granted by keys as has been explained in 

the introduction of this document. Data are written into the first memory portion 6A and read 

out from it according to the general MIF ARE specifications. There is neither encryption nor 

authentication provided, but the advantage of this standard MIF ARE configuration is that its 

15 access procedures can easily be handled. This first memory portion 6A is particularly useful 

for storing NFC applications that do not represent very high monetary values, such as a ticket 

TKl, a transport pass TRl, or an e-purse EPl that represents a monetary value ofless than 

e.g. 100 €. MIF ARE applications MIF are e.g. issued by the service provider 1 and are 

transmitted to the trusted service manager 2. The trusted service manager 2 transmits the 

20 MIF ARE application MIF via the over the air Interface (OTA) of a mobile network operator 

to the trusted service client 8 in the mobile communication device 3. The trusted service 

client 8 manages installation of the MIF ARE applications MIF in the first memory portion 

6A of the secure memory device 6.The contents of the first memory portion 6A of the secure 

memory device 6 can be read by standard MIF ARE readers 7. 

25 The configuration of the third memory portion 6C of the secure memory device 6 

is based on a Java operating system, particularly JCOP, and offers highest security by 

providing authentication, symmetric and asymmetric encryption features. However, these 

features can only be used by means of so-called CARDlets which are specifically customer­

tailored software modules and are based on the JCOP operating system Consequently, any 

30 party intending to make use of these features must have an in depth knowledge of both JCOP 

and CARD let programming. For instance, if a service provider 1, e.g. a ticket provider, wants 

to send a ticket to be stored in the third memory portion 6C of the secure memory device 6, 

he cannot simply transfer the ticket itself to the secure memory device 6, but he has to send a 

specific CARDlet Cl with its own ticket management inside in order to cope with the 
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specific security features of the third memory portion 6C. The service provider 1 himself has 

to develop this specific CARD let C 1. Due to the complexity of CARD let programming, the 

third memory portion 6C is mainly used by credit card providers who have the manpower 

and resources for developing their customer-tailored credit card application CARDlets C2, 

5 C3. Generally, customer tailored CARDlets Cx are sent from an issuing service provider 1 to 

the trusted service manager 2. The trusted service manager 2 transmits the customer tailored 

CARD lets Cx via the over the air interface (OT A) of a mobile network operator to the trusted 

service client 8 in the mobile communication device 3. The trusted service client 8 installs the 

CARD lets Cx in the third memory portion 6C of the secure memory device 6. It should be 

10 noticed, that the described configuration of the third memory portion 6C is already state of 

the art and there are readers 9 existing being adapted to read the contents of the third memory 

portion 6C of the secure memory device 6. The readers 9 have to be programmed for carrying 

out authentication handling procedures AUT-3. 

According to the present invention, the configuration of the second memory 

15 portion 6B of the secure memory device 6 is such that it also offers highest security by 

providing authentication, symmetric and asymmetric encryption features. These features are 

also based on a Java operating system, particularly JCOP. However, in contrast to the 

configuration of the third memory portion 6C, a user gets access to all these security features 

without the necessity for having specific knowledge about JCOP and CARDlet programming. 

20 Rather, according to the present invention there is a specific management CARDlet Ml 

provided in the secure memory device 6 that manages all installation routines and deals with 

the particulars of high-level security. This means that according to the present invention a 

service provider 1 who wants to send an NFC application APP to the secure memory device 6 

only has to send this application APP together with a security criterion SC to the trusted 

25 service manager 2. It should be emphasized, that beyond knowing the security criterion SC 

the service provider 1 does not have to have knowledge of how to deal with the high-level 

security features like authentication, symmetric and asymmetric encryption, and particularly 

does not need to know anything about JCOP and CARDlet programming. 

The security criterion SC is e.g. either a code for the desired security level SLl, 

30 SL2, SL3, or a specific value that can be checked by the trusted service manager 2 in respect 

of predefined conditions. For instance, the trusted service manager 2 checks incoming e­

purse applications whether they have a monetary value of e.g. less than 100 €. If this 

condition is met, then the trusted service manager 2 will e.g. assign the security level SLl to 
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this e-purse application, otherwise he will assign the higher security level SL2 to this e-purse 

application. 

Next, the trusted service manager 2 transmits the NFC application APP together 

with the assigned security level SLx (x = 1 or 2) via the over the air interface OTA of a 

5 mo bile network operator to the trusted service client 8 residing in the mobile communication 

device 3. The trusted service client 8 hands the NFC application APP together with the 

assigned security level SLx over to the specific management CARDlet Ml in the secure 

memory device 6. The specific management CARDlet Ml analyses which security level SLx 

is assigned to the NFC application APP. 

10 If the first security level SLI is assigned to the NFC application APP then the 

specific management CARDlet Ml will store the NFC application APP in the first memory 

portion 6A in accordance with the standard MIF ARE specifications. 

If the second security level SL2 is assigned to the NFC application APP then the 

specific management CARDlet Ml will handle all necessary encryption and/or authentication 

15 steps in order to get write access to the second memory portion 6B of the secure memory 

device 6 and will store the NFC application APP in the second memory portion 6B. It should 

be mentioned that the specific management CARDlet Ml has implemented all necessary 

information and procedures for handling encryption and/or authentication in respect of the 

second memory portion 6B, but has no information to access the third memory portion 6C of 

20 the secure memory device 6. 

In order to enable MIF ARE reader 7 or reader 9 which is adapted for carrying out 

authentication AUT-2, a specific reading CARDlet RI is provided which has read access to 

both the first memory portion 6A and the second memory portion 6B, such that it retrieves 

MIF ARE applications from the first memory portion 6A and transmits them to the MIF ARE 

25 reader 7 and - provided that authentication with reader 9 was successful - retrieves NFC 

applications from the second memory portion 6B and transmits them to the reader 9. 

It should be noted that the above-mentioned embodiments illustrate rather than 

limit the invention, and that those skilled in the art will be able to design many alternative 

embodiments without departing from the scope of the appended claims. In the claims, any 

30 reference signs placed between parentheses shall not be construed as limiting the claim. The 

word "comprising" does not exclude the presence of elements or steps other than those listed 

in a claim. The indefinite article "a" or "an" preceding an element does not exclude the 

presence of a plurality of such elements. In the device claim enumerating several means, 

several of these means may be embodied by one and the same item of hardware. The mere 
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fact that certain measures are recited in mutually different dependent claims does not indicate 

that a combination of these measures cannot be used to advantage. 
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CLAIMS: 

1. A method for storing NFC applications (APP) in a secure memory device (6) 

having its own computational power, such as a smart card, preferably a SmartMX card, 

which secure memory device (6) comprises a first memory portion (6A) configured as an 

emulated MIF ARE memory, offering a first security level (SLl ), and a second memory 

5 portion (6B) accessible by means of authentication and optionally being encrypted, which 

second memory portion (6B) offers a second security level (SL2) which is higher than the 

ftrst security level (SLl ), wherein the method comprises analyzing whether the ftrst or the 

second security level (SLl, SL2) is assigned to the NFC application (APP) and, depending on 

the results ofthis analysis, storing the NFC application (APP) either in the first memory 

10 portion (6A) by applying data write steps in compliance with the MIF ARE standard or in the 

second memory portion (6B) by handling authentication routines necessary for gaining write 

access to said second memory portion (6B) and carrying out the write operation. 

2. The method as claimed in claim 1, wherein the secure memory device (6) is 

15 operated by means of a Java operating system, preferably JCOP. 

3. A computer program product being directly loadable into the memory of a 

secure memory device (6) having its own computational power, comprising software code 

portions for performing the steps of a method according to claim 1 or 2, when said product is 

20 run on the secure memory device (6). 

25 

4. A computer program product as claimed in claim 3, wherein the computer 

program product is stored on a computer readable medium or is downloadable via a data 

connection from a remote server. 

5. A computer program product as claimed in claim 3, being designed to run 

under a Java operating system, particularly JCOP. 
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6. A secure memory device (6) with an arithmetic-logic unit and a memory, 

wherein the secure memory device (6) is adapted to process the computer program product as 

claimed in claim 3. 

5 7. The secure memory device (6) as claimed in claim 6, being configured as a 

smart card, preferably a SmartMX card. 

8. A mobile communication device (3) comprising the secure memory device (6) 

as claimed in claim 7. 

10 

9. The mobile communication device (3) as claimed in claim 8, being configured 

as an NFC mobile phone. 
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card) card, in a mobile communication device i.e. 
near field communication mobile phone (all claimed), 
in a telecommunication system. Uses include but are 
not limited to a transport ticketing application, 
access control application, electronic-payment 
application, road tolling application, loyalty 
application, electronic government application, 
banking/ finance application, mobile communication 
and advanced public transportation application. 

ADVANTAGE - The method enables utilization of the 
MIFARE part of the secure memory device that 
provides an easy-to-access technology and Java(RTM: 
Object-oriented programming language) card operating 
system (JCOP) part that offers a high level of 
security, thus providing easier and very secure 
access to secure memory device so as to relieve the 
service provider from requiring special skills and 
knowledge about JCOP to use the very secure JCOP 
part of the secure memory device so as to make use 
of the different security levels provided in the 
secure memory device. The method enables storing 
near field communication (NFC) applications in the 
secure memory device in the mobile communication 
device with a hardware-based secure identity token 
so as to provide the ideal environment for NFC 
applications, thus replacing the physical card, and 
hence optimizing costs for the service provider and 
offering users a more convenient service. 
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DESCRIPTION OF DRAWING(S) - The drawing shows a 
schematic block diagram of a telecommunication 
system including a mobile communication device with 
a smart card configured as a SmartMX card. 

Security levels (SL1,SL2) 

Service provider (1) 

Trusted service manager (2) 

Mobile communication device (3) 

Secure memory device (6) 

Memory portions (6A, 6B) 

CHOSEN-DRAWING: Dwg.4/4 

TITLE-TERMS: FIELD COMMUNICATE APPLY STORAGE 
METHOD MICROPROCESSOR BASED CARD 
MOBILE TELEPHONE ONE TWO MEMORY 
PORTION SECURE DEVICE 

DERWENT-CLASS: T0l T04 U14 W0l 

EPI-CODES: T0l-F0SG; T01-F07; T01-H01C2; TOl-J0SAl; 
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CONTACTLESS DEVICE WITH MINIATURIZED ANTENNA 

Related Applications 

Benefit is claimed under 35 U.S.C. 119(e) to U.S. Provisional Application 

Ser. No. 61/155,144, entitled "Contactless Device with Miniaturized Antenna" by 

Narendra et al., filed February 24, 2009, which is herein incorporated in its entirety 

by reference for all purposes. 

Field 

The present invention relates generally to contactless devices, and more 

specifically to small contactless devices. 

Background 

Figures IA, 1B, 2A and 2B show prior art. Figures IA and 1B show 

antennas parallel to substrate. This is typical of credit cards that include contactless 

technology. Figures 2A and 2B show the prior art cards being held substantially 

parallel to the card reader in order to couple magnetic energy from the reader to the 

coil. 

Brief Description of the Drawings 

Figures IA, 1B, 2A, and 2B shows prior art contactless cards and their 

usage; 

Figure 3 shows how the prior art antenna will affect usage of a memory card; 

Figure 4 shows how the prior art antenna will affect usage of a memory card 

when inserted in a mobile device; 

Figure 5 shows placement of a miniaturized antenna on a memory card; 

Figure 6 shows orientation of a miniaturized antenna on a memory card; 

Figure 7 shows orientation of a memory card with respect to a reader; 

Figure 8 shows orientation of a mobile device with respect to a reader; 

1 
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Figure 9 shows orientation of a miniaturized antenna with respect to a 

magnetic field emitted from a reader; 

Figure 10 shows transformer design; 

Figure 11 shows a flowchart of methods in accordance with various 

5 embodiments of the present invention; 

Figures 12-14 show miniaturized antennas; 

Figure 15 shows dimensions of inductive coils; 

Figure 16 shows a flowchart of methods in accordance with various 

embodiments of the present invention; 

10 Figures 17 and 18 show inductive element layers in accordance with various 

15 

embodiments of the present invention; 

Figure 19 shows layers in an inductive element; and 

Figures 20-23 show cross sections of inductive elements in accordance with 

various embodiments of the present invention. 

Description of Embodiments 

In the following detailed description, reference is made to the accompanying 

drawings that show, by way of illustration, various embodiments of an invention. 

These embodiments are described in sufficient detail to enable those skilled in the 

20 art to practice the invention. It is to be understood that the various embodiments of 

the invention, although different, are not necessarily mutually exclusive. For 

example, a particular feature, structure, or characteristic described in connection 

with one embodiment may be implemented within other embodiments without 

departing from the scope of the invention. In addition, it is to be understood that the 

25 location or arrangement of individual elements within each disclosed embodiment 

may be modified without departing from the scope of the invention. The following 

detailed description is, therefore, not to be taken in a limiting sense, and the scope of 

the present invention is defined only by the appended claims, appropriately 

interpreted, along with the full range of equivalents to which the claims are entitled. 
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In the drawings, like numerals refer to the same or similar functionality throughout 

the several views. 

Figure 3 shows how the prior art antenna will affect usage of a memory card. 

If a memory card 320 has a loop antenna wound parallel to the substrate, then the 

5 card will be held parallel to the reader 310 as shown. 

Figure 4 shows how the prior art antenna will affect usage of a memory card 

when inserted in a mobile device. The field is flowing perpendicular to the reader 

410. If the memory card 320 has a loop antenna wound parallel to the substrate, the 

mobile device 420 will be held parallel to the reader 410 as shown in Figure 4. For 

10 consumer convenience, the memory card is usually not taken out of the mobile 

device 420. If the mobile device 420 is held as in Figure 4, the system may not 

work because there are other metal regions between the memory card antenna and 

the reader 410. These other metal regions could be because of the memory card's 

holder inside the mobile device as well as the mobile device's printed circuit board 

15 (PCB) metal routing and components/solder. Accordingly, the field from the reader 

410 may not reach the antenna's conducting metal since it may be absorbed by other 

metal regions. 

Figure 5 shows placement of a miniaturized antenna on a memory card. 

Memory card 500 is shown with RFID tag 520, RFID antenna 540, memory 530, 

20 and various other components. The miniaturized antenna 540 is formed from an 

inductive device with at least one coil. The inductive device is positioned at the 

outer edge of the memory card 500 as shown. The memory card 500 may be any 

form factor including secure digital (SD), mini-SD, micro-SD, or the like. 

To allow for capturing the field from the reader that is flowing perpendicular 

25 to the reader, the miniaturized antenna 540 is placed at the very edge of the memory 

card 500 so it is near the outer edge of the memory card slot when inserted in a 

mobile device. 

Various embodiments of the present invention provide for manufacturing an 

inductive coil that is small enough to be placed at the outer edge, and placement and 
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orientation of the coil that allows for the field from the reader to flow into the 

antenna. 

Figure 6 shows orientation of a miniaturized antenna on a memory card. 

Miniaturized antenna 540 is a three dimensional (3D) inductive coil encased in a 

5 filler material 614. The inductive device is positioned at the outer edge of the 

memory card as shown. The orientation of antenna 540 is such that the field from 

610 couples to the 3D inductive coil of the antenna. The memory card may be any 

form factor including secure digital (SD), mini-SD, micro-SD, or the like. 

Figure 7 shows orientation of a memory card with respect to a reader. 

10 Memory card 500 includes a miniaturized antenna at the edge of the card. See 

Figures 5, 6. When the antenna is positioned on memory card 500 as shown in 

Figure 6, the memory card 500 can be positioned perpendicular to the reader 410 as 

shown in Figure 7. 

Figure 8 shows orientation of a mobile device with respect to a reader. 

15 When the memory card 500 of Figure 7 is inserted in the mobile device 420 of 

Figure 8, then the mobile device 420 may be oriented as shown. This allows the 

magnetic field to enter the antenna at the edge of the memory card 500 without first 

having to penetrate the back of the mobile device. 

Figure 9 shows orientation of a miniaturized antenna with respect to a 

20 magnetic field emitted from a reader. Reader 410 emits electromagnetic energy at a 

particular frequency such as 13.56 MHz. As described above, the miniaturized 

antenna includes an inductive coil 612. The coil 612 is designed to couple as much 

magnetic field from reader 410 as possible. 

The reader coil and the inductive coil 612 can be viewed as two coils in a 

25 transformer. The reader coil is fixed, and so coil 612 is designed as a secondary coil 

of the transformer coupling to the field from the reader coil (primary coil). 

Maximizing coupling area of the inductive coil 612 will increase the coupling 

between the reader coil and the antenna coil. 

Figure 10 shows transformer design. The reader (primary coil of the 

30 transformer) is shown modeled with inductor LI, series resistance RLI, series 
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capacitance ClS, and parallel capacitance ClP. The miniaturized antenna 

(secondary coil of the transformer) is shown modeled with inductor L2, series 

resistance RL2, and parallel capacitance C2. 

Transformer coupling does not lend itself well to an exact design procedure 

5 because there are so many factors which influence the degree of coupling. The 

geometry of the coils, the spacing between them, the core materials used, and the 

shielding, all have a pronounced effect on the degree of coupling attained in any 

design. Decreasing the spacing between the primary and secondary coils increases 

the coupling. Increasing the permeability of the magnetic path increases the 

10 coupling. And shielding a transformer decreases its loaded Q and has the effect of 

increasing the coupling. 

Figure 11 shows a flowchart of methods in accordance with various 

embodiments of the present invention. Flowchart 1100 discusses factors to consider 

when designing a secondary transformer coil for use as a miniaturized antenna. At 

15 110, it is recognized that for effective coupling, the secondary transformer coil 

should be strongly coupled to the reader coil, resonant at substantially 13.56 MHz, 

and have a high Q, but not too high since it will limit bandwidth (BW). 

At 1120, it is recognized that coupling depends strongly on surface area, 

while inductance depends strongly on number of turns. At 1130, it is recognized 

20 that for any given value of inductance, resonance can be achieved by adjusting the 

value of an external capacitor. 

At 1140, the surface area is chosen to maximize coupling, the number of 

turns in the coil is chosen to define the inductance, and width/length of wire is 

chosen to increase Q. 

25 Figures 12-14 show miniaturized antennas. Figures 12 and 13 show an 

inductive element suitable for use as a miniaturized antenna at an outer edge of a 

memory card. The side view is the direction that is exposed to the magnetic field 

when in use. Figure 12 defines "A" as the overall length, "B" as the overall height, 

and "C" as the overall depth. Figure 12 also defines "D" as the length of the 

30 conductive end regions that couple the coil to the memory card. Example 
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dimensions when used in an SD format are A=10.4mm, B=0.7mm, C=2mm, and 

D=0.5mm. These dimensions are provided as examples only, and the various 

embodiments of the invention are not so limited. For example, an inductive element 

for use in a micro-SD card will generally have smaller dimensions. 

5 Figure 14 shows the magnetic field entering the side view of the inductive 

element. Figure 14 also defines the field coupling surface area 1410. When 

installed on a board, the field coupling surface area is substantially perpendicular to 

the board. 

The mechanical structure of the antenna occupies the three dimensions of 

10 length A, height B, and depth C. The structure includes metal 1420 for forming the 

coil and a filling material 1430 to occupy the remaining volume. The filling 

material 1430 may be a composite of magnetic material or ceramic material. The 

metal winding for the 3D coil is made to occupy the perimeter tracing the length and 

height of the antenna to form its one tum. Additional turns are accomplished by 

15 repeating the perimeter tracing along the depth with ohmic connections between 

immediate turns to create a continuous rectangular coil like a rectangular spring. 

The field coupling surface area 1410 is the surface area along the two 

dimensions that form the perimeter tracing. This area couples the field from an 

external source (such as reader 410) to the 3D antenna coil inducing voltage and 

20 current in the 3 D antenna coil. 

In some embodiments, antenna 540 is placed in the memory card 500 so that 

the length of the coil aligns with what will be the outer edge of the memory card 

when it is inserted into a host device. The inner edge of the memory card is where 

there will be the electrical connectors for the memory card bus to connect to the 

25 memory card slot. 

In some embodiments, antenna 540 is oriented so that when the memory 

card is inserted in a host device the field coupling surface area 1410 is in parallel to 

the outer surface of the host device. This orientation will make the incident field 

from the external source predominately 90 degrees to the field coupling surface 

30 area. In combination with the placement this orientation will enable the field 
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coupling surface area to be closest to the outer surface of the host, thereby 

maximizing the induced voltage and current in the 3D coil due to an external field 

source. 

Figure 15 shows dimensions of inductive coils. As shown in the top view a 

5 single antenna may include multiple coils in parallel. In the example of Figure 15, 

M=6 coils are included with each coil having N=5.5 turns, although Mand N may 

take on any value. The conductor length is given by 2(Ai+Bi+2w)(N-0.5)+Ai, 

where Ai and Bi are the inner dimensions of the coil and w is the width of the 

conductor. As shnwn in the side view, the effective coupling surface area is 

10 increased when f and w are kept small to maximize Bi. 

15 

Figure 16 shows a flowchart of design process methods in accordance with 

various embodiments of the present invention. At 1610, the manual winding and 

read distance measurements are provided. At 1620, the coupling surface area, the 

number of turns, and the width/length of wire are chosen. See Figure 11. 

At 1630, the dimensions A, B, C, and D are given. These values are 

constrained by the form factor of the memory card. At 1632, Ai and Bi are 

maximized to maximize coupling. Referring now back to Figure 15, it is shown that 

the field coupling surface area is increased as Ai and Bi are increased. 

At 1634, M is used to increase Q ( decreasing the DC resistance) if possible. 

20 This corresponds to increasing the number M of parallel coils. See Figure 15. At 

1636, N is chosen to arrive at the desired inductance, taking into account increased 

number of turns N will increase DC resistance and lower Q. 

At 1638, the read distance is measured. The various parameters can be 

modified and the read distance measured in an iterative process. At 1650, the 

25 various parameters are finalized to arrive at a final design. The DC resistance, the 

inductance, the material, and the dimensions A, B, C, and D can be finalized. The 

external capacitor (see C2, Figure 10) on the printed circuit board can also be 

finalized given the inductance and the desired 13.56 MHz resonance. 

Figures 17 and 18 show inductive element layers in accordance with various 

30 embodiments of the present invention. Layers include conductive materials and 

7 

Page 01180



WO 2010/099093 PCT /US2010/025014 

insulating materials. Figure 17 shows a traditional method of forming a surface 

mount inductive element. Each layer includes a conductive loop, and the layers, 

when stacked, form multiple conductive loops. The minimum dimension w (Figure 

15) is limited by process requirements. The inductor is mounted on the board on its 

5 "side" to expose the field coupling surface area at the outer edge of the card. In 

these embodiments, the layers are perpendicular to the board. Figure 18 shows an 

improved manufacturing method. Each layer forms only a portion of a conductive 

loop. For example, referring now to Figure 19, the bottom layer 1970 include traces 

with trace ends. Intermediate layers 1920, 1930, 1940, 1950, and 1960 include 

10 through-traces at locations to electrically contact the trace ends on the lower layer, 

and upper layer 1910 has at least one conductive surface trace aligned to electrically 

contact the conductive through-traces to form a conductive coil having at least one 

turn. The traces on layers 1910 and 1970 can be on either side of the substrate. 

In some embodiments, the inductive elements include magnetic material 

15 such that a magnetic core is formed inside the conductive coil. Further, in some 

embodiments, the inductive elements include magnetic material outside the 

conductive coils. 

Figures 20-23 show cross sections of inductive elements in accordance with 

various embodiments of the present invention. Figures 21 and 23 show inductive 

20 elements that are made using layers in the same plane as the field coupling surface 

area. Figures 21 and 22 show inductive elements that are made using layers 

perpendicular to the field coupling surface area. Note that the width w of the traces 

is smaller in the Figures 21 and 22, thereby increasing the effective field coupling 

surface area. The effective field coupling surface area is further increased in 

25 Figures 22 and 23 by extending the conductive traces to the end of the device. 

Although the present invention has been described in conjunction with 

certain embodiments, it is to be understood that modifications and variations may be 

resorted to without departing from the scope of the invention as those skilled in the 

art readily understand. Such modifications and variations are considered to be 

30 within the scope of the invention and the appended claims. 
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5 

What is claimed is: 

1. An inductive element comprising: 

a bottom surface; and 

a plurality of layers substantially parallel to the bottom surface, the plurality 

of layers including a combination of electrically conductive material and electrically 

insulating material such that when bonded together the plurality of layers form at 

least one conductive coil having a field coupling surface area substantially 

perpendicular to the bottom surface. 

2. The inductive element of claim 1 further comprising bonding areas on the 

bottom surface. 

3. The inductive element of claim 1 wherein the plurality of layers include 

15 magnetic material forming a magnetic core within the at least one conductive coil. 

4. A multilayer inductive coupling element comprising: 

a lower layer having at least one conductive surface trace with trace ends; 

at least one intermediate layer having conductive through-traces at locations 

20 to electrically contact the trace ends on the lower layer; and 

25 

an upper layer having at least one conductive surface trace aligned to 

electrically contact the conductive through-traces to form a conductive coil having 

at least one turn. 

5. The multilayer inductive coupling element of claim 4 wherein the at least 

one intermediate layer comprises magnetic material positioned between the through­

traces. 

6. The multilayer inductive coupling element of claim 4 wherein the lower 

30 layer includes magnetic material positioned beyond the trace ends. 
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5 

7. The multilayer inductive coupling element of claim 4 further comprising a 

bottom layer beneath the lower layer, the bottom layer including magnetic material 

to be positioned beneath the at least one conductive trace in the lower layer. 

8. An electronic device comprising: 

a circuit board with a memory card slot interface; 

a contactless communications device affixed to the circuit board, the 

contactless communications device having an antenna port; and 

10 an inductive element affixed to the circuit board and electrically coupled to 

the antenna port, the inductive element having a conductive coil with a field 

coupling surface area substantially perpendicular to the circuit board. 

9. The electronic device of claim 8 wherein the inductive element comprises a 

15 multilayer surface-mount inductor. 

10. The electronic device of claim 9 wherein the multilayer surface-mount 

inductor is formed with layers substantially parallel to the circuit board. 

20 11. The electronic device of claim 9 wherein the multilayer surface-mount 

inductor is formed with layers substantially perpendicular to the circuit board. 

12. The electronic device of claim 8 wherein the memory card slot interface 

comprises a Secure Digital (SD) compatible interface. 

25 

13. The electronic device of claim 8 wherein the memory card slot interface 

comprises a micro Secure Digital (SD) compatible interface. 

14. The electronic device of claim 8 wherein the memory card slot interface 

30 comprises a mini Secure Digital (SD) compatible interface. 

10 

Page 01183



WO 2010/099093 PCT /US2010/025014 

15. An apparatus comprising: 

a memory card compatible substrate having at least one surface, an inner 

edge, and an outer edge opposite the inner edge; 

5 electrical contacts on the at least one surface and situated along the inner 

15 

edge;and 

a conductive coil situated along the outer edge, the conductive coil having a 

field coupling surface area substantially perpendicular to the at least one surface. 

16. The apparatus of claim 15 wherein: 

the at least one surface includes a top surface and a bottom surface 

substantially parallel to each other; and 

the electrical contacts are on the top surface, and the conductive coil is on 

the top surface. 

17. The apparatus of claim 15 wherein: 

the at least one surface includes a top surface and a bottom surface 

substantially parallel to each other; and 

the electrical contacts are on the top surface, and the conductive coil is on 

20 the bottom surface. 

18. The apparatus of claim 15 wherein the conductive coil comprises a 

multilayer surface-mount inductor. 

25 19. The apparatus of claim 18 wherein the multilayer surface-mount inductor is 

formed with layers substantially parallel to the at least one surface. 

20. The apparatus of claim 18 wherein the multilayer surface-mount inductor is 

formed with layers substantially perpendicular to the at least one surface. 

30 
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21. An apparatus comprising: 

a memory card compatible substrate having at least one surface, an inner 

edge, and an outer edge opposite the inner edge; 

electrical contacts on the at least one surface and situated along the inner 

5 edge;and 

a three dimensional conductive coil situated along the outer edge. 

22. The apparatus of claim 21, wherein the apparatus has a micro secure digital 

(microSD) form factor. 

23. The apparatus of claim 22 wherein the three dimensional conductive coil has 

a field coupling surface area substantially perpendicular to the at least one surface of 

the memory card. 
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A MAGNETIC STRIPE CARD SIMULATION MEANS, 

SYSTEM & METHOD 

FIELD OF INVENTION 

5 The invention comprises a magnetic stripe card simulation means, system and method 

useful by software developers in development of software for apparatus operated by 

magnetic stripe cards and incorporating a magnetic stripe card reader unit, such as retail 

point of sale units, apparatus used in security applications, automatic teller machines or 

A TMs and other applications in banking and finance or similar, and useful in testing the 

10 performance or developing of such magnetic card reader units. 

BACKGROUND 

Magnetic stripe cards are now in everyday use. Retailers including oil companies issue 

cards to their customers as credit cards or preferred customer cards or similar. Banks and 

15 financial institutions issue such cards to their customers as credit cards, debit cards and 

cards enabling use of A TMs. Magstripe cards are also commonly used as security cards 

issued to persons to allow access to buildings and similar. Inevitably the use of magstripe 

cards in various applications will increase. 

20 A magstripe card is typically a planar plastic card comprising a strip of magnetic media 

which acts as a store for data. International standards define the physical size of the card 

and the size and characteristics of the magnetic stripe. These standards allow for up to 

three tracks to be defined along the length of the magnetic stripe, each for storing data 

which may be programmed onto the card on issue of the card to the user by the card 

- 1 -
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issuing authority. Typically track 1 is a read only track used to carry the customers name 

and account information in banking or retail applications for example. Typically track 2 

is a read only track carrying data which identifies the card type, the customers account 

nwnber, any personal identification nwnber or PIN and other issuer specific data. Typically 

5 track 3 is designated a read/write track and can carry rewritable data such as customer 

account balances. The physical position of each track on the card is closely defined by 

international standards. 

Magnetic card reader units generally comprise 1, 2 or 3 adjacent pick-up coils mounted in 

IO a read head assembly. The read head is mounted in the reader unit such that the coils are 

centered where the encoded tracks 1, 2 and 3 of a magnetic stripe card inserted into the 

reader will be positioned. The magnetically encoded card is passed over the read head 

either by a motorised transport mechanism of the reader unit or by a manual card swipe. 

Card guides ensure correct location of the magnetic media over the read head. As the 

15 encoded card moves past the read head, the magnetic lines of force emanating from the 

magnetic media of the card induce a current in the pick-up coils. This current is amplified 

and processed by decoding circuits to recover stored data. Tracks 1, 2 and 3 can be read 

simultaneously if all are used. 

20 Each application which uses magnetic stripe card technology requires software to be 

produced for that application. For example, each time a retailer converts to use of magcard 

technology, software must be developed for use in the associated point of sale terminals of 

the retailer. The same is true for other magcard users such as individual banks and 

financial institutions, and in security card applications where magcards are used as access 
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cards. Various aspects of the software development require simulation of the end use of 

the cards. For example, in testing new software it may be necessary to trial various card 

encodings, to test the system response to expired cards, to trial a range of account codes, 

PINs, purchase restrictions and similar. At present this is commonly carried out by 

5 encoding a number of cards with each parameter to be tested and manually swiping a card 

through a reader unit during the software development. 

SUMMARY OF INVENTION 

The present invention provides a magnetic stripe card simulation means, system and method 

IO suitable for use by developers of software for magcard applications such as those referred 

to above, for testing the performance of and in the development of magcard reader units, 

and in other related applications. 

In broad terms in one aspect the invention comprises a magnetic stripe card simulation 

15 means or "test card", comprising a planar substrate component of a similar size to a 

magnetic stripe card, at least one electrical coil carried by the substrate component such that 

the coil will be positioned adjacent the read head of a magnetic stripe card reader unit when 

the substrate component is inserted into the reader unit, and conductors from the substrate 

component enabling passing of a series of electrical pulses through the coil to simulate the 

20 changing magnetic field at the read head created by movement of a magnetic stripe card 

past the read head. 

In broad terms in another aspect the invention comprises a magnetic stripe card simulation 

system, comprising: 

- 3 -
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at least one electrical coil positionable adjacent a read head, and 

programmable test means connectable to said electrical coil and programmable to 

pass a series of electrical pulses through the coil to simulate the changing magnetic field 

5 at the read head created by movement of a magnetic stripe card past the read head. 

Preferably the electrical coil(s) is/are carried by a substrate component of a similar size to 

a magnetic stripe card such that the coil(s) will be positioned adjacent the read head of a 

magnetic stripe card reader unit when the substrate component is inserted into the reader 

10 unit. 

In broad terms in a further aspect the invention comprises a method of simulation of 

movement of a magnetic stripe card past a read head, comprising providing at least one 

electrical coil positioned adjacent the read head, and passing a series of electrical pulses 

15 through the coil to simulate the changing magnetic field at the read head created by 

movement of a magnetic stripe card past the read head. 

DESCRIPTION OF DRAWINGS 

The invention will be further described with reference to the accompanying drawings, by 

20 way of example and without intending to be limiting, wherein: 

Figure 1 schematically illustrates use of a magnetic card simulation system in software 

development using a personal computer, 
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Figure 2 shows a typical magnetic stripe card from one side showing the approximate 

position of the three data tracks, 

Figure 3 shows a preferred form magnetic stripe card simulation means or test card of the 

5 invention, 

Figure 4 shows one preferred coil design, 

Figure 5 shows positioning of a test card adjacent the read head of a magstripe card reader 

10 unit when the test card is inserted into the reader unit, and 

15 

Figure 6 schematically shows the interaction between the coil(s) of a test card of the 

invention and the pickup coil of a magcard read head. 

DETAILED DESCRIPTION OF PREFERRED FORMS 

Typically, but not exclusively, the test card and simulation system of the invention will be 

used with a personal computer used by a software developer or similar. Figure l 

schematically shows a personal computer 1 and a magstripe card reader unit 2. The test 

card 3 is inserted into the reader unit as shown, and a small cable 4 connects the test card 

20 to a port of the computer via a standard plug 5, so that test software in the personal 

computer may energise the test card to simulate swiping of a standard magstripe card 

through the reader unit. 

- 5 -
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Figure 2 shows a standard magnetic stripe card. The card typically comprises a substrate 

6 of standard dimensions and thickness, carrying a stripe 7 of magnetic media again in a 

standard position on the card. The magnetic media 7 provides three tracks in accordance 

with international standards, for storing data on the card. Tracks I, 2 and 3 are indicated 

5 at T 1, T2 and T3 in Figure 2. 

As stated previously, track 1 is typically used as a read only track to carry a customers 

name and account information. Track 2 is typically used as a read only track most often 

used by the banking and oil industries. On track 2 the first six digits after the start sentinel 

IO are termed the card prefix and identify the card type e.g. Visa, Mastercard, Fuelcard, 

Debitcard, etc. The next digits give the customers account number. Together the prefix 

and account number make up the Primary Account Number or PAN. A separator 

designates the end of the PAN which may vary between 13 and 19 digits in length. The 

PAN separator is usually followed by the card expiry date, a PIN offset plus other issuer 

15 specific data. Track 3 is designated a read/write track and can carry rewritable data such 

as customer account balances (but is generally not used). 

Various applications use different tracks. For example, a security access system may use 

only track I for encoding access privileges, a banking application such as EFTPOS may 

20 use only track 2 for customer account identification, and an oil industry application may 

use both tracks I and 2 using track I for account information and track 2 for product 

purchase restrictions. While three tracks are provided for by international standards at 

present, it is possible in the future that a larger number of tracks may be provided on a 
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magnetic stripe card such as 4 or 5 tracks, and it is also possible that the data tracks may 

be located at other positions on the card than shown in Figure 2. 

Figure 3 shows a preferred form magnetic stripe card simulation means or "test card". The 

5 test card comprises a substrate component 10 which is typically a piece of plastic or other 

suitable material of the same or similar dimensions to those of a standard magnetic stripe 

card. Where the magnetic stripe cards of a particular system do not comply with the 

international standards because the cards are for use with an in-house system of the card 

issuer who desires that the cards are of a non-standard size or that the data track( s) are in 

10 a non-standard location, the test card will also be of a non-standard size for use with the 

particular reader units used. Instead of a magnetic stripe, three small electrical coils 11 are 

carried by the substrate component 10. The coils 11 are positioned on the substrate 

component 10 such that they will in turn be positioned adjacent the read head of a standard 

magcard reader unit when the test card is inserted into the unit, as shown in Figure 1. 

15 Figure 5 shows how the small coils 11 are positioned on the substrate component 10 such 

that when the test card is inserted into the reader unit the coils 11 will be positioned 

immediately adjacent the read head 12. 

In the preferred form test card shown each coil 11 is mounted in a shallow recess 13 

20 formed in the thickness of the substrate component 10 forming the test card. For example 

the recesses 13 may be formed using a router. A shallow channel 14 is provided from the 

recesses 13 to an edge of the test card and wires pass from the coils 11 along the channel 

14 to connect to a cable 15 the other end of which carries a plug for connecting the test 

card to the port of a personal computer for example. The coils 11 may be secured in 
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position in the recesses 13 as well as protected, by a resin or filler compound which also 

covers the wires in the channel 14. Optionally the whole surface of the card may then be 

covered with an adhesive film or similar. One, two or three coils may be provided 

depending upon the application and the number of tracks used, and it is also possible that 

5 four or more adjacent coils 11 or similar could be carried by the test card for some 

particular non-standard application. 

The coils 11 may be small coils of any suitable configuration but in the preferred form each 

coil is wound such that the magnetic field generated when an electrical pulse is passed 

IO through the coil is substantially cancelled on either side of the coil in the plane of the test 

card to avoid detection of the magnetic field created by the coil by another read head pick 

up coil i.e. to avoid adjacent channel crosstalk. In the preferred form this is achieved as 

shown in Figure 4, by winding each coil 11 in two parts around the legs of a U-shaped core 

17, the ends of which are subsequently crimped together, so that when the coil is energised 

15 a magnetic flux will radiate predominantly in directions perpendicular to the plane of the 

card as indicated by arrows F in Figure 4. Figure 4 shows the coil before crimping of the 

ends of the legs of the core together. The core 17 may be formed from permalloy sheet 

or other suitable coil material or alternatively the coils may be air cored. Use of a 

magnetic coil material increases the field strength generated. Various other coil 

20 constructions are possible however. 

As stated, when the test card is inserted into a reader unit, the coils 11 are positioned 

adjacent the read head as shown in Figure 5. A series of electrical pulses may then be sent 

through each coil 11 to be picked up by the read head to create a changing magnetic field 
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at the read head which simulates movement of a magnetic stripe card past the read head. 

Energising the coil or coils 11 with a series of pulses will simulate movement of a 

magstripe card comprising a number of stored data digits past the read head. Figure 6 

shows the interaction of a test card coil 11 with a pickup coil 19 of the read head. 

The driving current to the coils may be supplied directly from a parallel or serial port of 

the PC. Current limiting resistors may be provided, in the port adaptors for example, to 

restrict the current flow through the coils. Variable resistors may be inserted into the 

current path to allow adjustment of the magnetic field strength of each of the coils. Other 

IO electronic circuits may be included to limit or boost the driving current, modify its wave 

shape or buffer the signal. A microprocessor may be included to remove some of the 

processing load and time dependency from the PC. 

More than one test card may be operated from the designated system port. Additional cards 

15 may be connected to the same port using appropriate adaptors and each card may be 

individually driven by the PC. Additional cards may be wired together in series or in 

parallel to operate simultaneously. 

Associated software generates the pulse stream which energises the coils of the test card 

20 to simulate swiping or motorised movement of a magnetic stripe card. In the design and 

development of magnetic card readers and decoders the software may be arranged to 

energise the test card to simulate faster and slower or maximum and minimum swipe 

speeds, in both directions, to introduce and vary sub-integral and/or adjacent bit to bit jitter 

in the test signal, to vary the number of leading and trailing clock pulses, and to vary the 
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magnetic field strength for example. In the development of software applications based 

around magnetically encoded cards various card encodings can be quickly and easily 

simulated to check the response of the application software during development, such as 

purchase limitations, expiry dates, security access levels, invalid check characters, and 

5 similar. Test cards can be stored in a card data base for easy access. In production and 

test centre testing of card based systems test scrips using a data base of cards can be 

repeatedly played. A single PC can connect to many cards simulating multiple 

simultaneous swipes or to test maximum system load. The swipes can be triggered from 

an external event to synchronise the next swipe to the availability of the card reader. The 

IO ability to simulate a card avoids having to encode real magnetic cards for each and every 

combination of card type. 

While in the preferred form test card the coils 11 or similar are carried by a substrate 

component of a size the same as or similar to a standard mag stripe card, it is possible in 

15 other forms that the coils may be carried by other means enabling the coils to be placed 

adjacent the read head of a card reader, such as a smaller substrate strip which may be 

inserted into a card reader or other means insertable into a card reader to position the coils 

adjacent the read head. 

20 The foregoing describes the invention including a preferred form thereof. Alterations and 

modifications as will be obvious to those skilled in the art are intended to be incorporated 

within the scope hereof, as defined in the accompanying claims. 
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CLAIMS 

l. A magnetic stripe card simulation means comprising a planar substrate component 

of a similar size to a magnetic stripe card, at least one electrical coil carried by the 

5 substrate component such that the coil will be positioned adjacent the read head of a 

magnetic stripe card reader unit when the substrate component is inserted· into the reader 

unit, and conductors from the substrate component enabling passing of a series of electrical 

pulses through the coil to simulate the changing magnetic field at the read head created by 

movement of a magnetic stripe card past the read head. 

10 

2. A magnetic stripe card simulation means according to claim l, wherein the electrical 

coil(s) is/are sealed in a shallow recess or recesses in the substrate component. 

3. A magnetic stripe card simulation means according to either one of claims I and 2 

15 comprising two or more coils and wherein each coil is wound such that the magnetic field 

produced when an electrical pulse is passed through the coil is substantially cancelled on 

either side of the coil in the plane of the substrate component to minimise adjacent channel 

crosstalk. 

20 4. A magnetic stripe card simulation means according to any one of claims I to 3, 

wherein the or each coil(s) is/are wound around a U-shaped core oriented so that the two 

arms of the core lie above and below each other perpendicular to the plane of the substrate 

component. 
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5. A magnetic stripe card simulation system, comprising: 

at least one electrical coil positionable adjacent a read head, and 

programmable test means connectable to said electrical coil and programmable to 

pass a series of electrical pulses through the coil to simulate the changing- magnetic field 

at the read head created by movement of a magnetic stripe card past the read head. 

6. A magnetic stripe card simulation system according to claim 5, wherein the 

IO electrical coil(s) is/are carried by a substrate component of a similar size to a magnetic 

stripe card such that the coil(s) will be positioned adjacent the read head of a magnetic 

stripe card reader unit when the substrate component is inserted into the reader unit. 

7. A magnetic stripe card simulation system according to claim 6, wherein the coil(s) 

15 is/are sealed in a shallow recess or recesses in the substrate component. 

8. A magnetic stripe card simulation system according to either one of claims 6 and 

7 comprising two or more coils and wherein each coil is wound such that the magnetic field 

produced when an electrical pulse is passed through the coil is substantially cancelled on 

20 either side of the coil in the plane of the substrate component to minimise adjacent channel 

crosstalk. 

9. A magnetic stripe card simulation system according to any one of claims 5 to 8, 

wherein the or each coil(s) is/are wound around a U-shaped core oriented so that the two 
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arms of the core lie above and below each other perpendicular to the plane of the substrate 

component. 

10. A magnetic stripe card simulation system according to any one of claims 5 to 9, 

5 wherein said programmable test means is programmed to energise the coil(s) in a test 

regime comprising any one or more of: 

15 

20 

a) causing the electrical pulses to simulate stored card data representative of 

data of actual magnetic stripe cards, 

b) faster and slower series of electrical pulses representing stored card data to 

simulate faster and slower card movement past the read head, 

c) 

d) 

e) 

introduction of sub-integral and/or adjacent bit-to-bit jitter into the electrical 

pulses representing stored card data for test purposes, 

variations in the number of leading and trailing clock pulses in the electrical 

pulses simulating stored card data, and 

variations of the amplitude of the electrical pulses to vary the magnetic field 

strength produced by the coil(s), for test purposes. 

11. A magnetic stripe card simulation system according to any one of claims 5 to 10, 

wherein the programmable test means is a personal computer. 
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12. A method of simulation of movement of a magnetic stripe card past a read head, 

comprising providing at least one electrical coil positioned adjacent the read head, and 

passing a series of electrical pulses through the coil to simulate the changing magnetic field 

created by movement of a magnetic stripe card past the read head. 

13. A method according to claim 12, wherein said read head is the -read head of a 

magnetic stripe card reader unit and the electrical coil(s) is/are carried by a substrate 

component of a similar size to a magnetic stripe card such that the coil(s) will be positioned 

adjacent the read head when the substrate component is inserted into the reader unit. 

14. A method according to either one of claims 12 and 13 including energising said coil 

in a test regime comprising any one or more of: 

a) 

b) 

c) 

causing the electrical pulses to simulate stored card data representative of a 

real magnetic stripe card, 

faster and slower series of electrical pulses representing stored card data to 

simulate faster and slower card movement past the read head, 

introduction of sub-integral and adjacent bit-to-bit jitter into the electrical 

pulses representing stored card data for test purposes, 

d) variations in the number of leading and trailing clock pulses in the electrical 

pulses simulating stored card data, and 
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variations of the amplitude of the electrical pulses to vary the magnetic field 

strength produced by the coil(s), for test purposes. 

15. A magnetic stripe card simulation means substantially as described herein with 

5 reference to Figs 3 and 4 of the accompanying drawings. 

16. A magnetic stripe card simulation system substantially as described herein. 

17. A method of simulating movement of a magnetic stripe card past a read head 

10 substantially as described herein. 

- 15 -
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POCKET VALUE TERMINAL 

The invention relates to a pocket value terminal that is 

associated with electronic transaction cards that 

incorporate a memory, frequently known as smart cards or 

chip cards, and associated hand-held devices. 

The cards consist of a thin rectangular section (typically 

85.6 mm x 53.98 mm x 0.76 mm) of plastic material into 

which is imbedded an integrated circuit which contains 

complex memory and logic circuits, that operate according 

to various ISO standards and enable the user to conduct a 

commercial transaction with a service provider. Such 

integrated circuits are referred hereinafter as "chips". 

Various technologies are used for bi-directional 

communication with the Smart card chips, two of these 

methods are known as "contact" and "contactless". 

Contact chip cards are supplied with contact pads on the 

surface of the card that are bonded to the chip. It is 

via a physical electrical connection to these contact pads 

that communication is accomplished. Iri contrast, 

communication to the contact.less card chip is achieved 
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remotely via a radio frequency signal transmitted from an 

external reader, typically over a distance of around 6 to 

10 centimetres. Signals are received via a tuned thin wire 

aerial in the form of a multi layer loop imbedded in the 

25 periphery of the chip card and connected to the chip. 

30 

35 

The invention can be applied to any number of chip cards 

utilising the aforementioned technologies and other 

associated hand-held devices. Such cards can encompass 

many applications, typical applications would include, 

financial transaction cards, stored value cards for 

transport, telecommunications, car parking meters, 

identity cards and the like. Such cards are individually 

prepared and used and, generally stated, 

separate card for each function. 

A multiple chip requirement could be 

comprise a 

achieved by 

developing a combination chip that combines various 

individual chip function characteristics into a single 

microprocessor chip. Such a combination leads to extra 

difficulty with respect to the management protocols of the 

40 various functions and in some cases would add greatly to 

the costs. In terms of mass production or otherwise, it 
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also involves considerable design expense because for each 

form of combination a specially designed chip is required. 

Additionally because of the unproven acceptance level of 

45 the individual technologies, many service providers are 

unwilling to risk the success of their technology by 

combining with another unproven technology. This is 

particularly evident in the current integration efforts 

within the Transport and Financial sectors. 

50 Industry observers expect that the migration for service 

providers from using separate chip cards to a possible 

final single combination chip card solution would require 

development through several stages. 

Typically these stages would be: 

55 Individual cards containing one dedicated chip, to a 

single card containing two separate chips, to finally a 

single combination chip combining the features of both 

technologies. 

60 The invention addresses the need for a mechanism to enable 

service providers to integrate their technologies during 

the development phases from independent cards to a 
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possible combination card. 

By providing a common interface that is both independent 

of the technologies and secure for each of the service 

providers, the long term financial, legal, operational and 

techological concerns related to the integration of their 

services can be addressed. 

Typical commercial issues with respect to, ownership of 

the card, what powers does the owner have over the data 

stored on any single application, and who is responsible 

for establishing the data structures and security 

mechanisms need evaluation, these and the economic 

benefits from shared ownership can be carefully considered 

before committing to the combination chip architecture. 

There exists today various hand-held devices in everyday 

use, these may take the form of a pager, mobile 

telephone, calculator, electronic wallet, organiser, 

card value reader, or the like. These devices typically 

incorporate features such as, a display, input 

interface, printed circuit board and a processor. The 

cards relating to this invention, and the associated 
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hand-held devices can be regarded as having their 

respective communication, memory and processing features 

concentrated in electronic modules mounted on either 

plastic cards, or printed circuit boards. 

In any event and broadly stated, each of the chip cards 

relating to this invention can be regarded as a simply 

suitable encapsulation of a chip and other components as 

applicable. The encapsulation ensures the integrity of 

the chip, and its components, and allows such chip cards 

to be manually handled and, where appropriate, 

electrically "plugged in II to a device or appliance or 

simply placed in a slot, e.g. for a financial 

transaction device inserted in a cash dispenser slot. 

Some chip cards are remotely sensed, interrogated and 

monitored using so-called "contactless technology". 

Already contactless chip cards are used for railway 

station entries, road toll collections and electronic 

driving licenses, for example, where the card is simply 

"shown" at a distance by a holder or mounted on a 

vehicle, and automatically communicates with a 
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stationery reader or monitor. 

The invention also has application with pagers, mobile 

phones, calculators, electronic wallets, organisers, 

card value readers and the like and may be applied to a 

circuit board that carries one or more chips, and some 

other electrical components where applicable. For the 

purposes defining embodiments of the invention, any of 

the chip cards and associated hand-held devices where 

applicable, will be referred to as "pocketable 

communicating devices" to give an indication to their 

size, format and function. 

According to the invention there is provided a 

combination of two or more different discrete pocketable 

communicating devices each having a respective 

microprocessor chip for performing its discrete 

functions, in which the devices are arranged to be 

physically associated with one another, and one of the 

devices is a contactless chip card. 

Each device may have a separate chip and a single holder 

or wallet provided to carry the chips physically close 
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to one another in association with one another. 

Each device may comprise a separate supporting card of 

125 plastic material and a housing arranged to receive and 

carry the two or more cards physically close to one 

another. 

In some of the devices the contactless chip card may be 

formed or carried on the same plastic card as the ocher 

130 or one of the other devices. 

135 

An aerial for the contactless device may be formed by 

conductors printed on the, or one of the plastic cards 

of the other devices. 

One of the devices may comprise a manually operable 

pocket value terminal incorporating an independent 

microcomputer. One of the functions of the microcomputer 

is to communicate directly to one or more pocketable 

communicating devices, or to enable communications 

between two or more of these devices, when the devices 

140 are physically placed close to the microcomputer during 

the communicating. 
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The pocket value terminal may be arranged to contain a 

mechanism for receiving and holding at least two chip 

cards in position. The pocket value terminal preferably 

145 includes a facility to communicate to and/or between at 

least a chip card and the microcomputer, in which case 

the contact chip card is electrically connected during 

the communication process by exposed contacts to the 

pocket value terminal. 

150 The pocket value terminal preferably also has a multi-

pin connection connectable to other appliances. 

The housing may comprise a wallet arranged to contain 

the pocket value terminal. 

In the combination, one of the devices preferably 

155 comprises a commonly used electrical device that fits 

into a person's pocket. 

One of the devices preferably contains a central 

processor card. The central processor card may be 

provided with the means for communicating directly to a 

160 chip in another card physically placed adjacent the 
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central microprocessor card during the communicating. 

A device may be arranged to contain the central 

processor and have a mechanisms for receiving and 

holding other cards with similar chips in position. 

A chip card value reader may be provided and arranged to 

display the value residing in the memory of a chip card 

when physically placed within the device. 

A holder or a wallet may be arranged to control and 

transfer value between various other cards physically 

placed adjacent the central processor, or into a common 

access area within the central processor. 

Embodiments of the invention will now be described by 

way of example with reference to the accompanying 

schematic drawings in which:-

Figure 1 is an isometric top view of a pocket value 

terminal; 

Figure 2 shows an isometric top view of a printed 

Page 01229



WO98/12674 PCT/GB97/02551 

10 

circuit board for the device and forming a combined 

180 central processor and contactless chip; 

Figure 3 shows an isometric bottom view of the printed 

circuit board for the device; 

Figure 4 shows an isometric bottom view of the terminal; 

Figure 5 shows an isometric bottom view of an ISO 7816 

185 type contact chip card; 

Figure 6 shows an isometric top view of a Mini or SIM 

type contact chip card; 

Figure 7 is a clip-on battery pack for the terminal; 

Figures Ba and Sb is the pocket value terminal connected 

190 to a Cellular Telephone handset; 

Figure 9 is the pocket value terminal connected to a 

PSTN telephone and modem; and 
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