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CIRCUIT ARRANGEMENT WITH 
NON-VOLATILE MEMORY MODULE AND 
METHOD FOR REGISTERING ATTACKS ON 
SAID NON-VOLATILE MEMORY SWITCH 

[0001] The present invention relates in general to the tech 
nical ?eld of impeding crypto analysis, in particular of pro 
tecting at least one data processing device, in particular at 
least one embedded system, for example at least one chip card 
or smart card, against at least one attack, in particular against 
at least one E[lectro]M[agnetic] radiation attack, for example 
against at least one side-channel attack, or in particular 
against at least one crypto-analysis, for example against at 
least one current trace analysis or against at least one D[iffer 
ential]P[oWer]A[nalysis]. 
[0002] More speci?cally, the present invention relates to a 
circuit arrangement, in particular to an integrated circuit, for 
electronic data processing, this circuit arrangement compris 
ing the features of the preamble of claim 1 (cf. prior art 
document WO 2004/049349 A2). 
[0003] The present invention further relates to a method for 
detecting and/or for registering and/or for signaling the irra 
diation of at least one non-volatile memory module With at 
least one light source (so-called “light attack” on said non 
volatile memory module). 
[0004] The data processing device, in particular at least one 
integrated circuit of the data processing device, may carry out 
calculations, in particular cryptographic operations. 
[0005] Electronic modules, such as 
E[rasable]P[rogrammable]R[ead] O[nly]M[emories], 
E[lectrically]E[rasable]P[rogrammable]R[ead]O[nly]M 
[emories] or ?ash memories, permit the Writing and/or the 
reading of digital data in the form of “l” and “0”, Which are 
frequently referred to as the Written or erased state (bit). 

[0006] Incorrect reading of these data can be caused by 
external in?uences, such as irradiation With strong light 
sources (so-called “light attack” or “light ?ash attack”). This 
incorrect reading of the data from the non-volatile memory 
module (so-called “N[on]V[olatile] memory”) can be coun 
tered, for example, by using an error correction code in Which 
the information is stored redundantly on the physical 
medium, and an algorithm examines these speci?c data for 
errors When the data are read in. 

[0007] Otherpossible Ways of resisting light attacks are, for 
example, double read access to the data (so-called “read 
verify mode”) in Which the results are compared, or reading of 
the data With sWitched-off Wordlines before and after the 
actual read access. 

[0008] SWitching off the Wordlines (so-called “D[isable]A 
[ll]W[ordlines] mode”) has the result that in correct operation 
one and the same pattern is alWays read (so-called “read 
knoWn-ansWer mode”); deviations from this are an indication 
of an attack. HoWever, double read access measures, such as 
“read-verify mode” or “read-knoWn-ansWer mode” can only 
recogniZe attacks taking place at the precise moment of the 
read access. 

[0009] At present, the light attack detection method by 
applying read accesses in D[isable]A[ll] W[ordlines] mode is 
already used and implemented in current controller designs. 
But When adding DAW mode reads to normal reads at a read 
request to an N[on]V[olatile] memory, the order of read 
access types is alWays ?xed. 
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[0010] As potential light sources for light pulse attacks, for 
example state of the art laser cutter devices, can already be 
highly focussed and exactly triggered, there Would be a secu 
rity gap, if, provided there is full knoWledge about the mecha 
nism, for each attack the light pulse is focussed only on the 
normal read accesses to the NV memory. 
[0011] By this Way, errors can be injected into the code or 
data fetched from the NV memory by the light pulse-attack 
Without being detected by the DAW mode read accesses. In 
other Words, light attacks With light pulses focused to only 
one read access are disadvantageously only detected With a 
certain probability, i.e. for multiple attacks of this kind there 
Will alWays remain a certain amount of light attacks not being 
detected. 
[0012] Prior art document US. Pat. No. 6,249,456 B1 
refers to a secured E[lectrically]E[rasable] P[rogrammable] 
R[ead] O[nly]M[emory] comprising means for the detection 
of erasure by U[ltra]V[iolet] radiation; more speci?cally, a 
reference cell detects exposure to U[ltra]V[iolet] radiation, 
and the output of this reference cell is read at each memory 
access and stored in a latch. 

[0013] Prior art document US 2004/0174749Al discloses a 
method and apparatus for detecting exposure of a semicon 
ductor circuit to U[ltra-]V[iolet] light; more speci?cally, a 
dedicated mini-array of N[on]V[olatile] memory cells is pro 
vided in order to detect U[ltra-] V[iolet] exposure of a semi 
conductor circuit. 
[0014] Prior art article “Overview about Attacks on Smart 
Cards” (:condensed version of chapter about smart card 
security in the “Smart Card Handbook” from Wolfgang Rankl 
und Wolfgang E?ing, published in the third edition at John 
Wiley and Sons in September 2003) discusses that similar to 
the use of the differentiated fault analysis (DFA) When attack 
ing secret keys of crypto-algorithms, it can be attempted to 
disrupt the processor in order to in?uence the sequences in the 
program code. 
[0015] According to this prior art article, the defense 
against such attack comprises various steps Wherein it is 
important that the smart card microcontroller is equipped 
With the corresponding sensors to detect all disruption 
attempts of the processor; this can be voltage sensors detect 
ing glitches, and a large number of corresponding light sen 
sors on the chip. 

[0016] As an additional countermeasure, this prior art 
article proposes to carry out the query tWice, Where the time 
frame betWeen the tWo queries should be randomly chosen. 
As a result, the attacker Would have to use tWo light ?ashes for 
manipulating the query and, moreover, Would have the prob 
lem that he or she cannot exactly predict the point of time for 
the second light ?ash. 
[0017] Starting from the disadvantages and shortcomings 
as described above and taking the prior art as discussed into 
account, an object of the present invention is to further 
develop a circuit arrangement as described in the technical 
?eld as Well as a method of the kind as described in the 
technical ?eld in order to be capable of securely averting an 
attack, in particular an E[lectro]M[agnetic] radiation attack, 
for example a side-channel attack, or in particular a crypto 
analysis, for example a current trace analysis or a D[ifferen 
tial]P[oWer]A[nalysis], such attack or such analysis in par 
ticular being targeted on ?nding out a private key. 
[0018] The object of the present invention is achieved by a 
circuit arrangement comprising the features of claim 1 as Well 
as by a method comprising the features of claim 6. Advanta 
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geous embodiments and expedient improvements of the 
present invention are disclosed in the respective dependent 
claims. 
[0019] The present invention is principally based on a light 
attack detection mechanism for N[on]V[olatile] memories 
With randomized access order. More speci?cally, the present 
invention describes a special light attack detection logic for at 
least one N[on]V[olatile] memory module, Which, at read 
accesses to the NV memory module, adds additional read 
accesses in a special test mode. 
[0020] In this Way, the present invention enables to detect if 
the NV memory is currently exposed to any light of a certain 
energy Whereas the order in Which the normal read access and 
the added special test mode accesses are executed is randomly 
chosen for every neW read request to the NV memory. In other 
Words, the probability of light attack detection is increased by 
randomizing the order in Which the normal read access and 
the added special test-mode accesses are executed, for every 
neW read request to the NV memory. 
[0021] According to an expedient embodiment, the present 
invention is based on the fact that When reading a N[on]V 
[olatile] memory unit While activating its test mode (so-called 
DAW or “disable all Wordlines”) the expected read data value 
is that of a programmed memory cell. A read result deviating 
from this value directly indicates an external in?uence on the 
matrix bitlines and/or on the sense ampli?ers. 

[0022] A security attack on this N[on]V[olatile] memory 
unit by exposing the memory to light pulses of suf?cient 
energy and of su?icient length can thus be detected by the 
read accesses in D[isable]A[ll]W[ordlines] mode. 
[0023] In a preferred embodiment of the present invention, 
the normal read accesses and the read accesses in DAW mode 
are applied to the memory module in a randomized order. This 
randomized order of read accesses prevents that With the 
knoWledge of the basic principle and With the ability to gen 
erate very focused, short and exactly triggered light pulses, a 
potential attacker could apply the light pulse-attacks only on 
normal read accesses and avoid all DAW mode read accesses. 
[0024] Due to the preferred randomization of the types of 
read accesses, for every light pulse attack there is a certain 
probability that the current read access is a DAW mode access 
and that the light pulse attack can be detected by the memory 
interface logic. This probability is dependent on the ratio 
betWeen normal read accesses and DAW read accesses, i.e. on 
the number of DAW read accesses added to the normal read 
access at every read request to the NV memory. 
[0025] For instance, if for every read request to the NV 
memory one normal read access and one DAW read-access is 
executed in random order, then the probability for a detection 
of a light pulse attack being focused to only one of the 
accesses is ?fty percent. 
[0026] If the light attack detection logic is preferably 
extended by at least one error counter, such error counter 
advantageously 
[0027] counting the number of detected light attacks, and 
[0028] disabling or sloWing doWn the device function. 
[0029] If a certain number of errors has been detected, then 
multiple light attacks focused to single memory read accesses 
can be detected so that the device can protect itself against 
these attacks. Less focused light pulses covering tWo con 
secutive read accesses are detected in hundred percent of 
cases by this method. 
[0030] The present invention further relates to a microcon 
troller, in particular to an embedded security controller, 
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including at least one circuit arrangement, in particular at 
least one integrated circuit, of the above-described type. 
Accordingly, the above-described method can preferably be 
incorporated, for example, in all smartcard developments. 
[0031] The present invention further relates to a data pro 
cessing device, in particular to an embedded system, for 
example to a chip card or to a smart card, comprising at least 
one circuit arrangement, in particular at least one integrated 
circuit, of the above-described type, carrying out calcula 
tions, in particular cryptographic operations, Wherein the cir 
cuit arrangement is protected 
[0032] against at least one attack, in particular against at 
least one E[lectro]M[agnetic] radiation attack, for example 
against at least one side-channel attack, or 
[0033] against at least one crypto-analysis, in particular 
against at least one current trace analysis or against at least 
one D[ifferential]P[oWer]A[nalysis]. 
[0034] The present invention ?nally relates to the use of at 
least one circuit arrangement, in particular of at least one 
integrated circuit, of the above-described type and/or of the 
method of the above-described type in at least one data pro 
cessing device, in particular in at least one embedded system, 
for example in at least one chip card or a smart card, of the 
above-described type. 
[0035] The circuit arrangement of the present invention 
and/or of the method of the present invention can preferably 
be used in at least one chip unit, in particular in at least one 
embedded security controller, for example in at least one 32 
bit smart card controller, such as the HiPerSmart Card. 
[0036] By such kind of use, smart card security can be 
advanced for mobile applications; such high security 32 bit 
smart card controller chip, based on a standard core architec 
ture, offers more than 650 k[ilo]b[yte] of N[on]V[olatile] 
memory of the present invention. This large memory size is 
required for multi-application smart cards such as those used 
in 2.5G and 3G mobile telephony and e-govemment. 
[0037] In particular, such extra memory enables end-users 
to securely and easily doWnload neW Java applets When cards 
are already in the ?eld, alloWing customers to enjoy a Wide 
range of applications of their oWn choosing, While also 
enabling operators to remotely manage and update applica 
tions running on cards. 
[0038] As smart card technology continues to evolve, con 
sumers are relying on smart cards of the present invention to 
provide easy and secure access to personal services via 
mobile devices as Well as additional functions to be readily 
available. These neW functions can range from mobile enter 
tainment in the form of MP3 doWnloads, netWork gaming, 
and video streaming to ?nancial applications alloWing con 
sumers to authorize trusted payments for ticketing, entertain 
ment doWnloads and online trading via existing cellular 
phone netWorks. 
[0039] All of these applications have to be conducted in a 
secure manner With reliable authentication at every step in the 
process. In response to this increasing need for more capabil 
ity and high security in multi-application cards, the present 
invention provides a high security, high performance and 
?exible smart card solution for applications requiring mul 
tiple levels of functionality such as electronic identi?cation 
and other services demanding the ability to transfer data at 
ever increasing data rates. 
[0040] Based on the industry standard 
SmartM[illion]I[nstructions]P[er]S [econd] architecture 
delivering true computing capability for smart cards, the 
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present high security 32 bit smart card controller solution 
offers the security, poWer and reliability to run versatile, open 
application environments such as Java Card. 
[0041] In other Words, the present solution enables a highly 
optimized smart card chip meeting the needs of the smart card 
industry for rapid product development according to speci?c 
and unique customer demands, thus alloWing for fast proto 
typing to accelerate time to market. 
[0042] The solution according to the present invention 
includes a unique blend 
[0043] of Flash technology, for example of a ?ash memory 
module of 512 k[ilo]b[yte] siZe, 
[0044] of E[lectrically]E[rasable]P[rogrammable]R[ead] 
O[nly]M[emories] technology, for example of an EEPROM 
memory module of 142 k[ilo]b[yte] siZe, and 
[0045] of R[ead]A[ccess]M[emory] technology, for 
example of 16 k[ilo]b[yte] siZe, 
[0046] on a single chip. 
[0047] Using Flash technology, the chip can be pro 
grammed during or after production of the chip card or smart 
cardieven after the chip card or smart card has entered the 
?eld. With this ?exible memory feature, card users can doWn 
load neW applications to their card after purchase or issuance. 

[0048] Open security standards for 32 bit smart computing 
platforms are key to service providers and netWork operators. 
In line With this key requirement, the present invention is 
based on a standard architecture. In contrast to proprietary 
offerings, chip solutions based on open standards alloW the 
assessment of performance and security of neW solutions in a 
credible and reliable manner. 

[0049] In addition, chip solutions based on open standards 
provide multiple sourcing and shorter time-to-market advan 
tages through compatibility of standard instruction sets, driv 
ers and libraries, While also leveraging the broad knoWledge 
base available in the market With regards to the development 
of core and application softWare. 

[0050] As already discussed above, there are several 
options to embody as Well as to improve the teaching of the 
present invention in an advantageous manner. To this aim, 
reference is made to the claims respectively dependent on 
claim 1 and on claim 6; further improvements, features and 
advantages of the present invention are explained beloW in 
more detail With reference to a preferred embodiment by Way 
of example and to the accompanying draWings Where 
[0051] FIG. 1 schematically shoWs a block diagram of an 
embodiment of a circuit arrangement according to the present 
invention by means of Which the method according to the 
present invention can be carried out. 

[0052] The embodiment of a data processing device, 
namely of an embedded system in the form of a chip card or 
of a smart card comprising an I[ntegrated]C[ircuit] carrying 
out cryptographic operations may refer to a P[ublic]K[ey]I 
[nfrastructure] system and Works according to the method of 
the present invention, ie is protected by a protection arrange 
ment 100 (cf. FIG. 1) from abuse and/or from manipulation. 
[0053] This embodiment of the circuit arrangement 100 for 
electronic data processing is provided for use in a microcon 
troller of the embedded security controller type. The circuit 
arrangement 100 comprises a multi-component non-volatile 
memory module 10 (so-called N[on]V[olatile] memory) 
Which is in the form of an E[lectrically]E[rasable]P[rogram 
mable]R[ead]O[nly]M[emory] and by means of Which data 
can be stored. 
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[0054] Associated With this N[on]V[olatile] memory mod 
ule 10 is an interface logic 20 by means of Which 
[0055] the memory module 10 can be addressed (-> refer 
ence numeral 210a: address data “ADDR(a:0)” from inter 
face logic 20 to memory module 10), 
[0056] the memory module 10 can be Written (-> reference 
numeral 210w: signal data “DIN(d:0)” from interface logic 
20 to memory module 10), and 
[0057] the memory module 10 can be read (-> reference 
numeral 120r: signal data “DOUT(d:0)” from memory mod 
ule 10 to interface logic 20). 
[0058] In addition, the circuit arrangement 100 according 
to FIG. 1 comprises a monitoring module 22 for monitoring 
the memory module 10. This monitoring module 22 is 
assigned to the interface logic 20, and by means of this moni 
toring module 22 irradiation of the memory module 10 With a 
light source (so-called “light attack”) can be detected, regis 
tered and signaled in a test mode T, in Which no read access to 
the memory module 10 takes place. 
[0059] For this purpose, a random number generator 40 for 
generating random numbers (-> reference numeral 420: ran 
dom address data “RND(r:0)” from random number genera 
tor 40 to interface logic 20, in particular to monitoring module 
22, more speci?cally to logic sequencing unit 42) for the 
monitoring module 22 is provided. 
[0060] According to the exemplary embodiment in FIG. 1, 
the connection betWeen the random number generator 40 and 
the monitoring module 22 is provided via an addressing mul 
tiplex unit 24 Which is integrated in the monitoring module 22 
and has tWo input terminals: 
[0061] an input for the normal mode N for address data 
“CPU NV addr” (-> reference numeral C20a) coming from a 
C[entral]P[rocessing]U[nit], and 
[0062] an input for the test mode T for random address data 
(-> reference numeral 420) coming from the random number 
generator 40, ie the test mode input receives random num 
bers generated by the random number generator 40 for ran 
dom memory module addressing. 
[0063] Accordingly, the addressing multiplex unit 24 is 
used for sWitching betWeen the memory module addressing 
(:normal mode N) coming from the CPU When the memory 
module 10 is accessed, and the random memory module 
addressing (?est mode T) generated by means of the random 
number generator 40 When the memory module 10 is being 
monitored. 
[0064] Depending on Whether the normal mode N or the 
test mode T is currently activated, the memory module 
addressing (-> normal mode N) coming from the CPU or the 
random memory module addressing (-> test mode T) gener 
ated by means of the random number generator 40 is com 
municated to the memory module 10 as address data 210a. 

[0065] Also arranged in the monitoring module 22 is an 
access multiplex unit 26, the input of Which receives the 
signal data 120r from the memory module 10. The access 
multiplex unit 26 has tWo outputs: 
[0066] an output for the normal mode N for connecting 
With the CPU (-> reference numeral 20Cr), and 
[0067] an output for the test mode T for connecting With a 
pattern detection unit 28. 
[0068] Accordingly, the access multiplex unit 26 is used for 
sWitching the signal data coming from the reading of the 
memory module 10 betWeen the connection to the CPU and 
the memory detection unit 28 provided for comparing the 
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random address values of the memory module 10 With 
address values of un-programmed memory cells. 

[0069] In case of lack of agreement between the address 
values to be compared, ie in case of a detected light (?ash) 
attack, an exception state E (so-called “hardWare exception”) 
is triggered by this pattern detection unit 28. 
[0070] As indicated above, tWo operating states are distin 
guished in the process functions of this circuit arrangement 
100 according to FIG. 1: 

[0071] (i) normal mode N With the source transistor of the 
memory module 10 sWitched on (test mode data “DAWIO”; 
cf. reference numeral 2102); in the time intervals in Which a 
read access to the memory module 10 takes place the memory 
module addressing in the addressing multiplex unit 24 and the 
connection to the CPU in the access multiplex unit 26 are 

connected; 
[0072] (ii) test mode T or “?ash attack detect mode” With 
the source transistor of the memory module 10 sWitched off 
(test mode data “DAWIl ”; cf. reference numeral 2102); in the 
time intervals in Which no read access to the memory module 
10 takes place the random memory module addressing in the 
addressing multiplex unit 24 and the pattern detecting unit 28 
in the access multiplex unit 26 are connected. 

[0073] By means of the circuit arrangement 100 according 
to FIG. 1, a method for detecting, registering and signaling 
the irradiation of the non-volatile memory module 10 With a 
light source (so-called “light attack” on said non-volatile 
memory module 10) can be carried out, Whereby, in regular 
time periods triggered by a timer/clock unit by means of a 
cyclical timer/ clock signal “sloWclk”, the memory module 10 
is read in test mode T (<-> DAWIl; cf. reference numeral 
210!) With a random address Which is generated by the inter 
face logic 20 via the random addressing “RND(r:0)” (-> 
reference numeral 420). 
[0074] The value of the data read from the memory module 
10 in test modeT (<-> DAWIl; cf. reference numeral 210!) is 
then checked by the pattern detection unit 28 and compared to 
the speci?c expectation or target value of the type of memory 
module 10 being used. 
[0075] If the readout datum differs by at least one bit from 
the expectation or target value of the type of memory module 
10 being used, an exception state E (so-called “hardWare 
exception”) is triggered by the pattern detection unit 28 in 
order to cause an immediate reaction of the CPU to the light 
(?ash) attack. 
[0076] According to the teaching of the present invention, a 
particular design measure is to extend the read access control 
logic of the N[on]V[olatile] memory interface 20 by a 
sequencer 42 Which generates multiple memory read cycles 
for each read request from the CPU. 

[0077] By default, these generated read cycles can be read 
accesses in D[isable]A[ll]W[ordlines] mode. Controlled by a 
chip-internally generated random number Which is sampled 
by the NV memory interface 20 at the start of the CPU read 
request, one of the generated read cycles is quali?ed as “nor 
mal” memory read cycle, Which reads the requested data from 
the memory 10 and passes the requested data to the CPU. 

[0078] For the remaining DAW mode read cycles, the read 
result is compared With the expected result value and if these 
results do not match, an appropriate error function, such as at 
least one exception, at least one interrupt, at least one reset, is 
triggered. 

Sep.25,2008 

[0079] The logic sequencer 42 generates an access timing 
for read accesses to the NV memory 10. Each read access is 
performed as double access sequence, Wherein 
[0080] one of these accesses is the normal read access (-> 
reference numeral N for mu[ltiple]><channels in the normal 
mode), and 
[0081] the other of these accesses is the D[isable]A[ll]W 
[ordlines] mode read access (-> reference numeral T for spe 
cial test mode) in order to detect a possible light pulse attack 
on the NV memory 10. 
[0082] The DAW mode read access (-> reference numeral 
T) is either done at the same address as the normal read access 
(-> reference numeral N), or at a random address derived from 
the random Word 420; in order to enable such choice or sWitch 
betWeen the possible addresses, an address mu[ltiple]x[ing] 
unit 24 is connected behind the sequencing unit 42, this 
address mux 24 being providable 
[0083] either With the same address as the normal read 
access (-> reference numeral N), 
[0084] or With the random address derived from the random 
Word 420. 
[0085] The order, in Which the normal read access and the 
DAW mode read access are executed, is controlled by the 
logic sequencing unit 42 in dependence on the random Word 
420. Thus, for each read access there is a probability of ?fty 
percent that a DAW mode read access is executed. 
[0086] A light error if detected by the read pattern check as 
performed in the pattern detection unit 28 generates a hard 
Ware exception or a hardWare reset via the light error ?ag E 
Where the reference numeral E may stand for exception state 
or hardWare exception. 
[0087] The data latch unit 44 as connected behind the 
access multiplex unit 26 is used to store the data read at the 
normal read access (-> reference numeral N) until these data 
have latched by the CPU. 
[0088] The advantage of the implementation as Well as of 
the method according to the present invention lies in the fact 
that even With highly focused and exactly triggered light 
pulses it is no longer possible to inject errors into certain 
N[on]V[olatile] memory read accesses Without a detection 
probability of at least ?fty percent by the light attack detection 
mechanism. 
[0089] So security attack methods requiring a multiple 
number of successful error injections to be generally success 
ful are detected With high probability. Even security attacks 
Which only require one successful error injection to achieve 
the intended effect have a detection risk of at least ?fty per 
cent. 

LIST OF REFERENCE NUMERALS 

[0090] 100 circuit arrangement for electronic data pro 
cessing 

[0091] 10 NV memory module or N[on]V[olatile] 
memory 

[0092] 20 interface logic unit 
[0093] 22 monitoring module 
[0094] 24 address(ing) multiplex unit 
[0095] 26 access multiplex unit 
[0096] 28 pattern detection unit 
[0097] 40 random number generating unit 
[0098] 42 logic sequencing unit 
[0099] 44 data latch unit 
[0100] 120r signal data “DOUT(d:0)” from memory 
module 10 to interface logic unit 
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[0101] 210a address data “ADDR(a:0)” from interface 
logic unit 20 to memory module 10 

[0102] 2102 test mode data “DAW” from interface logic 
unit 20, in particular from logic sequencing unit 42, to 
memory module 10 

[0103] 210w signal data “DIN (d:0)” from interface logic 
unit 20 to memory module 10 

[0104] 420 random number signal “RND(r:0)” from ran 
dom number generator 40 to interface logic unit 20 

[0105] 20Cr signal data “CPU NV read data” from inter 
face logic unit 20 to 

[0106] C[entral]P[rocessing]U[nit] 
[0107] C20a memory module address(ing) data “CPU 
NV addr” from 

[0108] C[entral]P[rocessing]U[nit] to interface logic 
unit 20 

[0109] C20w signal data “CPU NV Write data” from 
C[entral]P[rocessing]U[nit] to interface logic unit 20 

[0110] E exception state or hardWare exception or light 
error ?ag 

[0111] N normal (read) mode With test mode datum 
DAWIO 

[0112] R2011 random memory module address(ing) data 
from random number generator 40, in particular from 
logic sequencing unit 42, to addressing multiplex unit 24 

[0113] T test (read) mode With test mode datum DAWIl 

1. A circuit arrangement, in particular an integrated circuit, 
for electronic data processing, comprising 

at least one non-volatile memory module for storing data, 
in particular 

at least one E[rasable]P[rogrammable]R[ead]O[nly]M 
[emory], for example at least an E[lectrically]E [ras 
able]P [rogrammable]R[ead]O [nly]M[emory], or 
at least a ?ash memory unit, 

at least one interface logic unit 
for addressing the memory module, 
for Writing data to the memory module, and/ or 
for reading data from the memory module, the interface 

logic Aid comprising at least one monitoring module 
for monitoring the memory module, and/ or 
for detecting and/or for registering and/or for signaling an 

irradiation of the memory module With at least one light 
source, 

characterized in 
that the monitoring module comprises at least one logic 

sequencing unit for generating an access timing for at 
least one read access to the memory module, in particu 
lar for adding at least one additional read access to the 
memory module in at least one test mode, in particular in 
at least one D[isable]A[ll]W[ordline] mode, this test 
mode preferably alloWing to detect if the memory mod 
ule is currently exposed to any light of a certain energy. 

2. The circuit arrangement according to claim 1, character 
ized by at least one random number generator for generating 
at least one random number for the monitoring module, in 
particular for the logic sequencing unit. 

3. The circuit arrangement according to claim 1, character 
ized in that the monitoring module comprises 

at least one addressing multiplexing unit for sWitching 
betWeen at least one memory module addressing data com 

ing from at least one C[entral]P[rocessing]U[nit] When 
the memory module is accessed 
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and at least one random memory module addressing data 
generated by the random number generator and coming 
from the logic sequencing unit While the memory mod 
ule is monitored, and 

at least one access multiplexing unit for sWitching the 
signal data coming from the reading of the memory 
module A 

betWeen at least one connection to theC[entral]P[rocess 

and at least one pattern detection unit provided for com 
paring the random address values of the memory module 
With address values of unprogrammed memory cells, by 
Which at least one exception state or at least one light 
error ?ag can be triggered in case of a lack of agreement 
betWeen the address values to be compared. 

4. A microcontroller, in particular an embedded security 
controller, comprising at least one circuit arrangement, in 
particular at least one integrated circuit, according to claim 1. 

5. A data processing device, in particular an embedded 
system, for example a chip card or a smart card, comprising at 
least one circuit arrangement, in particular at least one inte 
grated circuit, according to claim 1, the circuit arrangement 

carrying out calculations, in particular cryptographic 
operations, and 

being protected 
against at least one attack, in particular against at least one 

E[lectro]M[agnetic] radiation attack, for example 
against at least one side-channel attack, or 

against at least one crypto-analysis, in particular against at 
least one current trace analysis or against at least one 
D[ifferential]P[oWer]A[nalysis]. 

6. A method for detecting and/ or for registering and/ or for 
signaling the irradiation of at least one non-volatile memory 
module With at least one light source, 

characterized in 

that an access timing for at least one read access to the 
memory module is generated, in particular that at least 
one additional read access to the memory module is 
added in at least one test mode, in particular in at least 
one D[isable]A[ll]W[ordline] mode, this test mode pref 
erably alloWing to detect if the memory module is cur 
rently exposed to any light of a certain energy. 

7. The method according to claim 6, characterized in 
that When reading the memory module While activating the 

test mode, the expected read data value is that of a 
programmed memory cell, and 

that a read data value deviating from said expected read 
data value indicates at least one external in?uence, in 
particular on the matrix bitlines and/or on the sense 
ampli?ers. 

8. The method according to claim 6, characterized in that 
the read accesses in the normal mode and the read accesses in 
the test mode are applied to the memory module in a random 
ized order. 

9. The method according to claim 8, characterized in that 
due to the randomized order of the types of read accesses, for 
every light pulse attack there is a certain probability 

that the current read access is a read access in the test mode 
and 

that the light pulse attack can be detected by at least one 
interface logic, this probability being dependent 
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on the ratio between read accesses in the normal mode and 
the read accesses in the test mode, and/or 

on the number of read accesses in the test mode added to 
the read accesses in the normal mode at every read 
request to the memory module. 

10. Use of at least one circuit arrangement, in particular of 
at least one integrated circuit, according to claim 1 in at least 
one data processing device, in particular in at least one 
embedded system, for example in at least one chip card, or a 
smart card, to be protected 

Sep.25,2008 

against at least one attack, in particular against at least one 
E[lectro]M[agnetic] radiation attack, for example 
against at least one side-channel attack, or 

against at least one crypto-analysis, in particular against at 
least one current trace analysis or against at least one 

D[ifferential]P[oWer]A[nalysis]. 

* * * * * 
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