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1. 

MEMORY MANAGEMENT FOR CACHE 
CONSISTENCY 

RELATED UNITED STATES PATENT 
APPLICATION 5 

This application is a Continuation Application of the co 
pending, commonly-owned U.S. patent application Ser. No. 
1 1/102,127, filed Apr. 7, 2005, by G. J. Rozas, and entitled 
“Memory Management Methods and Systems That Support 

99 10 Cache Consistency. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
Embodiments of the present invention relate to computer 15 

system memory, in particular the management of cache 
memory. 

2. Related Art 
With direct memory access (DMA), an input/output (I/O) 

system can issue read requests and writes directly to main 20 
memory without passing through the central processing unit 
(CPU). However, if the I/O system uses DMA to write to main 
memory, and changes data cached previously by the CPU, 
then the CPU will not receive the new data unless the CPU 
fetches the data from main memory. Also, for DMA reads, the 
CPU cache may contain more recent data than main memory, 
and so the I/O system will not receive the new data unless it 
reads the cache instead of main memory. Multiprocessor sys 
tems, particularly systems referred to as shared-memory 
simultaneous multiprocessor (SMP) architectures, have to 
deal with similar types of scenarios. The MESI (Modified, 
Exclusive, Shared, Invalid) protocol is a popular cache con 
sistency (coherency) protocol that addresses these issues. A 
modification of the MESI protocol is the MOESI (Modified, 
Owned, Exclusive, Shared, Invalid) protocol. These protocols 
are known in the art. 35 

Constraints are also applied to memory operations to pre 
vent processors and DMA systems from reordering memory 
operations at will. If, for example, each processor could reor 
der memory operations for optimization, code sequences that 
work on a single processor would not work on multiprocessor 40 
systems. One type of constraint can be referred to as sequen 
tial consistency. With sequential consistency, the legal orders 
of memory operations are those that are indistinguishable 
from strict interleaving of the operations from each thread of 
control. For example, for two threads, the operations of one 
thread can be interleaved with those of the other thread, but 
the order of operations within each thread is preserved. 

There are different classes of high-level processor archi 
tectures with regard to operation reordering, optimization and 
speculation. One such class can be referred to as a lumped 
in-order architecture, and another Such class as a lumped 
out-of-order architecture. With lumped in-order architec 
tures, instructions are lumped into instruction groups that can 
be committed and rolled back atomically. Different instruc 
tion groups are committed sequentially and in order, but 
within an instruction group, arbitrary reordering and optimi- 55 
Zation can occur. Full speculation is possible within an 
instruction group, but speculation, reordering and optimiza 
tion across instruction groups is limited. With lumped out-of 
order architectures, instructions are lumped into instruction 
groups that can be committed and rolled back atomically. 60 
Different groups can execute out of order but are committed 
in order. 
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SUMMARY OF THE INVENTION 
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A method or system that can maintain sequential consis 
tency for lumped (in-order or out-of-order) architectures 

2 
would be advantageous. Prior attempts to achieve a sequen 
tially consistent, lumped architecture are limited with respect 
to the number of memory operations that can be included in 
an instruction group. Specifically, Such attempts are limited to 
a single memory operation per instruction group. Embodi 
ments in accordance with the present invention overcome this 
disadvantage. 

According to one embodiment of the present invention, a 
group of instructions is executed. The group of instructions 
can include multiple memory operations, and also includes an 
instruction that when executed causes a cache line to be 
accessed (e.g., read, write, store, load, etc.). In response to 
execution of that instruction, an indicator associated with the 
group of instructions is updated to indicate that the cache line 
has been accessed. The cache line is indicated as having been 
accessed until execution of the group of instructions is ended. 
If an external agent (e.g., another processor or a DMA sys 
tem) Snoops the cache and the cache line (or any other cache 
line in the cache, for that matter) is indicated as having been 
accessed, then the instruction group is rolled back and reis 
Sued. If an external agent (e.g., another processor or a DMA 
system) Snoops the cache and no cache line is indicated as 
having been accessed, then the Snoop can be processed using 
a conventional cache coherency protocol (MESI, for 
example). 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and form a part of this specification, illustrate embodiments 
of the present invention and, together with the description, 
serve to explain the principles of the invention. The drawings 
referred to in this description should not be understood as 
being drawn to scale except if specifically noted. 

FIG. 1 is a block diagram of a portion of a computer system 
upon which embodiments of the present invention can be 
implemented. 

FIG. 2 is a block diagram of a cache and showing cache 
tags that are used according to one embodiment of the present 
invention. 

FIG.3 is a flowchart of a method for managing memory in 
accordance with one embodiment of the present invention. 

FIG. 4 is a flowchart that continues from the flowchart of 
FIG. 3. 

FIG. 5 is a flowchart of a method for replacing a cache line 
in accordance with one embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Reference will now be made in detail to the various 
embodiments of the invention, examples of which are illus 
trated in the accompanying drawings. While the invention 
will be described in conjunction with these embodiments, it 
will be understood that they are not intended to limit the 
invention to these embodiments. On the contrary, the inven 
tion is intended to cover alternatives, modifications and 
equivalents, which may be included within the spirit and 
Scope of the invention as defined by the appended claims. 
Furthermore, in the following detailed description of the 
present invention, numerous specific details are set forth in 
order to provide a thorough understanding of the present 
invention. However, it will be recognized by one of ordinary 
skill in the art that the present invention may be practiced 
without these specific details. In other instances, well-known 
methods, procedures, components, and circuits have not been 
described in detail as not to unnecessarily obscure aspects of 
the present invention. 
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Some portions of the detailed descriptions that follow are 
presented in terms of procedures, logic blocks, processing, 
and other symbolic representations of operations on data bits 
within a computer memory. These descriptions and represen 
tations are the means used by those skilled in the data pro 
cessing arts to most effectively convey the Substance of their 
work to others skilled in the art. A procedure, logic block, 
process, etc., is here, and generally, conceived to be a self 
consistent sequence of steps or instructions leading to a 
desired result. The steps are those requiring physical manipu 
lations of physical quantities. Usually, though not necessarily, 
these quantities take the form of electrical or magnetic signals 
capable of being stored, transferred, combined, compared, 
and otherwise manipulated in a computer system. It has 
proven convenient at times, principally for reasons of com 
mon usage, to refer to these signals as bits, bytes, values, 
elements, symbols, characters, terms, numbers, or the like. 

It should be borne in mind, however, that all of these and 
similar terms are to be associated with the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless specifically stated otherwise as 
apparent from the following discussions, it is appreciated that 
throughout the present invention, discussions utilizing terms 
such as “executing.’ “ using.” “accessing.” “han changing. 
dling.” “rolling back.” “maintaining.” “eliminating.” “set 
ting. "clearing.” “incrementing.” “decrementing “associat 
ing.” “granting.” “determining or the like, refer to the action 
and processes (e.g., flowcharts 30, 40 and 50 of FIGS.3, 4 and 
5, respectively) of a computer system or similar intelligent 
electronic computing device (generally, a controller), that 
manipulates and transforms data represented as physical 
(electronic) quantities within the computer system’s registers 
and memories into other data similarly represented as physi 
cal quantities within the computer system memories or reg 
isters or other such information storage, transmission or dis 
play devices. 

FIG. 1 is a block diagram of a portion of a computer system 
5 upon which embodiments of the present invention can be 
implemented. Computer system 5 can include elements in 
addition to those illustrated in FIG. 1. Generally speaking, 
embodiments in accordance with the present invention per 
tain to a computer system (or similar electronic device) that 
includes a processor, a main memory, a cache associated with 
the processor, and one or more external agents that can access 
the main memory and the processor's cache. 

In the example of FIG.1, computer system 5 includes a first 
processor 10, an optional second processor 11, and other 
optional processors 12 that are coupled to main memory 18 
via bus 19. In the present embodiment, computer system 5 
also includes a peripheral device 13 coupled to main memory 
18 via bus 19. For ease of discussion, the processors 10, 11 
and 12 and the peripheral device 13 may be collectively 
referred to herein as agents 10-13. Relative to processor 10, 
processors 11 and 12 and peripheral device 13 may be 
referred to as external agents; relative to processor 11, pro 
cessors 10 and 12 and peripheral device 13 may be referred to 
as external agents; and so on. 

In one embodiment, peripheral device 13 is capable of 
direct memory access (DMA). In general, DMA refers to a 
hardware circuit or Software agent that can transfer data 
directly to or from main memory 18. 

Associated with the processors 10-12 are first cache 14, 
optional second cache 15, and other optional caches 16, 
respectively. In one embodiment, each of the processors 
10-12 has their own cache. The caches may be physically 
incorporated into the processors 10-12, or they may be physi 
cally external to the processors 10-12. In the present embodi 
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4 
ment, each of the processors 10-12 can access each of the 
caches 14, 15 and 16 via bus 19. 

In general, the agents 10-13 may each be executing a group 
of instructions according to a lumped in-order architecture or 
according to a lumped out-of-order architecture. The group of 
instructions can each include one or more memory operations 
(e.g., read, load, store, write, lock acquisition, etc.). The 
group of instructions can be demarcated by commit points 
(e.g., a commit ending one group of instructions can mark the 
beginning of the next group of instructions, which in turn ends 
at another commit). An instruction group is handled atomi 
cally (e.g., it is treated as a unit). An instruction (or instruc 
tions) in the group of instructions being executed by one of the 
agents 10-13 may seek access to a cache associated with any 
of the other agents 10-13. 

In one embodiment, computer system 5 implements a 
cache coherency protocol such as, but not limited to, MESI 
(Modified, Exclusive, Shared, Invalid). According to the 
MESI protocol, a cache line is identified as being in one of the 
modified, exclusive, shared or invalid states. In the modified 
state, the cache line includes more recent information than 
main memory 18 (only the information in the cache line is 
valid because main memory 18 is not up to date), and no other 
cache holds the information in the cacheline. In the exclusive 
state, the information in the cache line is not in any other 
cache and the information in the cache line is unmodified, and 
accordingly main memory 18 is up to date. In the shared State, 
the information in the cache line may be in one or more other 
caches, and main memory 18 is up to date. In the invalid state, 
the cache line does not contain valid information. MESI is 
consistent with sequential consistency. 

FIG. 2 is a block diagram of cache 14 according to one 
embodiment of the present invention. Cache 14 includes a 
number of cache lines exemplified by cache lines 21 and 22. 

In the embodiment of FIG. 2, a cache line tag is associated 
with each of the cache lines in cache 14. In one such embodi 
ment, each cache line tag includes a number of cache coher 
ency protocol bits. For example, cache coherency protocol 
bits 23 are associated with cache line 21, and cache coherency 
protocol bits 26 are associated with cache line 22. The cache 
coherency protocol bits 23 and 26 can be used to indicate the 
state of the cache lines 21 and 22, respectively, according to a 
cache coherency protocol such as the MESI protocol. 

Furthermore, in the present embodiment, each cache line 
tag includes a number of additional bits referred to herein as 
observed bits for ease of discussion. For example, observed 
bits 24, 25, . . . , N1 are associated with cache line 21, and 
observed bits 27, 28, ..., N2 areassociated with cacheline22. 
The observed bits for cache 14 are associated with groups of 
instructions executed by the agent (e.g., processor 10) that is 
associated with cache 14. In one embodiment, each cache line 
tag is extended by one observed bit for each group of instruc 
tions that may be executed by processor 10 (FIG. 1) at the 
same time. If, for example, processor 10 can execute five (5) 
instruction groups in parallel, then the cache line tags are each 
extended by 5 observed bits. 

In the example of FIG. 2, observed bits 24 and 27 (associ 
ated with cache line 21) are associated with instruction group 
A, and observed bits 25 and 28 (associated with cacheline 22) 
are associated with instruction group B. 

In one embodiment, an observed bit is set (e.g., set to a 
value of one) for a cache line in a cache if execution of an 
instruction in the group of instructions executed by the agent 
associated with that cache causes that cache line to be 
accessed (e.g., load, store, read, or write). For example, in one 
embodiment, observed bit 24 is set if an instruction in instruc 
tion group A, when executed by processor 10, causes cache 
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line 21 to be accessed, because cache line 21 is in cache 14 
associated with processor 10 (FIG. 1). In such an embodi 
ment, observed bit 27 (also associated with instruction group 
A) is not set unless cache line 22 is also accessed because of 
instruction group A. 

In general, with reference to FIGS. 1 and 2, a group of 
instructions executed by processor 10 may result in multiple 
cache lines in cache 14 being accessed. For each cache line in 
cache 14 accessed because of a group of instructions executed 
by processor 10, the observed bit corresponding to that group 
of instructions is set. However, an observed bit associated 
with a cache line in cache 14 is not set if an instruction 
executed on an external agent 11-13 causes access (e.g., a 
Snoop or interrogation, or perhaps a read) to that cache line. 
For example, in one embodiment, an instruction executed by 
an agent other than processor 10 that causes cache line 21 to 
be accessed will not set an observed bit for cache line 21. 

In one embodiment, when execution of a group of instruc 
tions is ended (e.g., the instruction group is committed, rolled 
back, or aborted), each observed bit set by that group of 
instructions is cleared (e.g., unset, or set to a value of Zero). 
For example, if instruction group A is committed (or retired), 
rolled back or aborted, any of the observed bits 24 and 27 that 
are set are cleared. From another perspective, the observed 
bits associated with instruction group A, if set, remain set 
until the execution of instruction group A is ended. 

To Summarize, in one embodiment, when an agent (e.g., 
processor 10) begins to execute a group of instructions, it 
allocates an observed bit for that group of instructions to each 
cache line in the cache associated with the agent (e.g., cache 
14 associated with processor 10). If a cache line (e.g., cache 
line 21) has been accessed because of an instruction in an 
instruction group (e.g., instruction group A) being executed 
by processor 10, then the observed bit for that cache line and 
corresponding to instruction group A (e.g., observed bit 24) is 
set. If another cache line (e.g., cache line 22) has also been 
accessed because of an instruction in instruction group A, 
then the observed bit for that cache line and corresponding to 
instruction group A (e.g., observed bit 27) is set. When execu 
tion of an instruction group is ended, the observed bits asso 
ciated with that instruction group are cleared, and thus the 
observed bits are available for Subsequent instruction groups 
executed by the agent. For example, if instruction group A is 
committed, rolled back or aborted, then observed bits 24 and 
27 are cleared. 

In one embodiment, the observed bits are used in the fol 
lowing manner. Continuing with reference to FIGS. 1 and 2. 
if an external agent (e.g., another processor 11 or 12 or a 
DMA agent such as peripheral device 13) executes an instruc 
tion that causes access to (or a request for access to) cacheline 
21, for example, and any of the observed bits 24, 25, ..., N1 
have been set, then the instruction groups associated with the 
observed bits that are set are forced to roll back and then 
reissue. Also, any of the observed bits 24, 25, . . . , N1 
associated with cache line 21 that have been set are cleared. 
For example, if observed bits 24 and 25 have been set, then 
instruction group A (which corresponds to observed bit 24) 
and instruction group B (which corresponds to observed bit 
25) are rolled back, and observed bits 24 and 25 are cleared. 
The rollback also clears the observed bits associated with 
other cache lines in cache 14 if those observed bits correspond 
to the groups of instructions that are rolledback. For example, 
if the instruction groups A and B are rolled back as mentioned 
above, then observed bits 27 and 28 are also cleared if those 
observed bits are set. The cache state transition occurs at this 
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6 
point, before the instruction groups A and B are reissued and 
are able to again cause cache line 21 (and perhaps cache line 
22) to be accessed. 

In general, if an external agent 11-13 accesses, or requests 
access to, a cache line in cache 14, and an observed bit 
associated with that cache line has been set, then all the 
observed bits that have been set for that cacheline are cleared, 
all the instruction groups corresponding to the observed bits 
that are cleared are rolled back, and the observed bits associ 
ated with the instruction groups that are rolled back are also 
cleared for other cache lines in cache 14. 

In one embodiment, the rollbacks just described occur only 
if an external agent 11-13 accesses, or requests access to, a 
cache line in cache 14, an observed bit associated with that 
cache line has been set, and the cache line is not in the shared 
state. Again consider an example in which an external agent 
(e.g., another processor 11 or 12 or a DMA agent such as 
peripheral device 13) executes an instruction that seeks 
access to cache line 21. In one embodiment, in addition to 
checking the observed bits 24, 25, . . . . , N1 associated with 
cache line 21, the cache coherency protocol bits 23 are also 
checked to determine the state (e.g., the MESI state) of cache 
line 21. In a MESI embodiment, for example, if cache line 21 
is in the shared State, and if the access from the external agent 
is for sharing (e.g., it is not exclusive), then access to cache 
line 21 can be granted without rolling back the instruction 
groups associated with the observed bits 24, 25, ..., N1 that 
are Set. 

In one embodiment, observed bits that are set are not for 
gotten (e.g., cleared) except in the case of a rollback, commit 
or abort. In such an embodiment, a cache line that has at least 
one of its observed bits set is not replaceable, although the 
cache line and its set observed bit(s) can be moved to another 
location. This can lead to a situation in which a cache line is 
needed, but no cachelines are available (that is, all cachelines 
have at least one of their respective bits set, so none of the 
cache lines can be replaced or moved). In one embodiment, if 
Such a situation arises, the group of instructions that needs the 
cache line, as well as following instruction groups, is rolled 
back and then reissued. 
To prevent instruction groups from being repeatedly rolled 

back, in one embodiment, the number of times each instruc 
tion group is rolled back is counted and compared to a thresh 
old. In Such an embodiment, if the number of times an instruc 
tion group is rolled back exceeds the threshold, then the 
instruction group is rolled back for the last time. If it fails to 
execute to completion in the next attempt, the instruction 
group is reformed into a new instruction group that is reduced 
in size (e.g., one or more instructions is removed from the 
instruction group), and the counter for the new instruction 
group is set to Zero. In the limiting case, the instruction group 
is eventually reduced to a single instruction that will be able 
to complete execution. 

FIGS. 3 and 4 are flowcharts 30 and 40 of a method for 
managing memory in accordance with one embodiment of 
the present invention (the flowchart of FIG. 4 is a continuation 
of the flowchart of FIG. 3). Although specific steps are dis 
closed in flowcharts 30 and 40, such steps are exemplary. That 
is, embodiments of the present invention are well-suited to 
performing various other steps or variations of the steps 
recited in flowcharts 30 and 40. It is appreciated that the steps 
in flowcharts 30 and 40 may be performed in an order differ 
ent than presented, and that not all of the steps in flowcharts 
30 and 40 may be performed. Some or all of the processes and 
steps of flowcharts 30 and 40 can be realized, in one embodi 
ment, as a series of instructions that reside in hardware or 
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software (e.g., in main memory 18 of FIG.1) and are executed 
by one or more of the agents 10-13 in a computer system 5 
(FIG. 1). 

In step 31 of FIG. 3, a first group of instructions (e.g., 
instruction group A) is executed (e.g., by processor 10 of FIG. 
1). In one embodiment, the first group of instructions includes 
multiple memory operations (e.g., reads, writes, loads, stores, 
lock acquisition, etc.). At least one of the instructions in the 
first group of instructions, when executed, causes a cache line 
(e.g., cache line 21 of FIG. 2) in a cache associated with 
processor 10 (e.g., cache 14) to be accessed (e.g., read, writ 
ten, etc.). 

In step 32 of FIG.3, and continuing with reference to FIG. 
2, that instruction is executed, causing cache line 21 to be 
accessed. 

In step 33 of FIG. 3, with reference also to FIG. 2, an 
indicator associated with the first group of instructions is 
changed, in order to indicate that cache line 21 has been 
accessed because of the first group of instructions. In one 
embodiment, the indicator is also associated with cache line 
21. In one embodiment, a bit (e.g., observed bit 24) associated 
with cache line 21 and the first group of instructions is set. In 
one embodiment, cache line 21 is indicated as having been 
accessed (that is, for example, the observed bit remains set) 
until execution of the first group of instructions is ended (e.g., 
because of a roll back, commit or abort). 

In step 34 of FIG.3, with reference also to FIG. 1, a second 
group of instructions is executed by an agent external to 
processor 10 (e.g., processor 11 or 12 or a DMA agent such as 
peripheral device 13). At least one of the instructions in the 
second group of instructions, when executed, causes (or will 
cause) the cache line of interest (e.g., cache line 21 of FIG.2) 
to be accessed. 

In step 35 of FIG.3, access to the cacheline of interest (e.g., 
cache line 21 of FIG.2) is sought because of the second group 
of instructions. As will be seen, the first group of instructions 
is then handled depending on whether or not cache line 21 has 
been accessed because of the first group of instructions and is 
identified as having been accessed (e.g., by an observed bit). 
That is, it is possible that cache line 21 is accessed because of 
the second group of instructions before it is accessed because 
of the first group of instructions. 

In step 41 of FIG. 4, with reference also to FIG. 2, a 
determination is made with regard to whether or not the cache 
line of interest (e.g., cache line 21) has been accessed because 
of the first group of instructions. In one embodiment, if the 
observed bit (e.g., observed bit 24) associated with cache line 
21 and the first instruction group is set, then flowchart 40 
proceeds to step 43, and otherwise flowchart 44 proceeds to 
step 44. In another embodiment, if the observed bit (e.g., 
observed bit 24) associated with cache line 21 and the first 
instruction group is set, then flowchart 40 proceeds to step 42. 

In step 42 of FIG. 4, and with reference to FIG. 2, a 
determination is made with regard to whether or not cache 
line 21 is in the shared state (e.g., according to the MESI 
protocol). If cacheline 21 is in the shared state, then flowchart 
40 proceeds to step 44, and otherwise flowchart 40 proceeds 
to step 43. 

In step 43 of FIG.4, with reference also to FIG. 2, the first 
group of instructions is atomically rolled back, and the 
observed bits 24, 25, ..., N1 associated with cacheline 21 are 
cleared. Other observed bits, associated with other cache 
lines in cache 14 and corresponding to the first group of 
instructions, are also cleared if they are set. For example, if 
observed bit 27 (which also corresponds to the first group of 
instructions) is set, then it is also cleared by the rollback of the 
first group of instructions. Also, other groups of instructions 
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8 
associated with any of the observed bits of cache 14 that are 
cleared are also rolled back. For example, if observed bit 25 is 
set, then it is cleared and the instruction group associated with 
observed bit 25 (e.g., instruction group B) is rolled back, 
which in turn results in observed bit 28 (which also corre 
sponds to instruction group B) of cache line 22 being cleared. 

In step 44 of FIG. 4, access to cache line 21 (FIG. 2) is 
granted. 

In step 45 of FIG. 4, in one embodiment, the number of 
times that the first group of instructions has been rolled back 
is counted. If the number of times the first group of instruc 
tions has been rolled back exceeds a threshold, then one or 
more instructions are eliminated from the first instruction 
group. Specifically, in one embodiment, the first group of 
instructions is reissued, and if the next execution attempt 
results in another rollback, then the first instruction group is 
reduced by one or more instructions. 

FIG. 5 is a flowchart 50 of a method for replacing a cache 
line in accordance with one embodiment of the present inven 
tion. Although specific steps are disclosed in flowchart 50, 
Such steps are exemplary. That is, embodiments of the present 
invention are well-suited to performing various other steps or 
variations of the steps recited in flowchart 50. It is appreciated 
that the steps in flowchart 50 may be performed in an order 
different than presented, and that not all of the steps in flow 
chart 50 may be performed. Some or all of the processes and 
steps of flowchart 50 can be realized, in one embodiment, as 
a series of instructions that reside in hardware or software 
(e.g., in main memory 18 of FIG. 1) and are executed by one 
or more of the agents 10-13 in a computer system 5 (FIG. 1). 

In step 51 of FIG. 5, a number of instruction groups are 
executed in parallel using processor 10 (FIG.1), for example. 

In step 52 of FIG. 5, with reference also to FIGS. 1 and 2. 
each cache line in the cache associated with processor 10 
(e.g., cache 14) that is accessed because of the groups of 
instructions being executed in step 51 is indicated as being 
accessed. For example, as previously described herein, an 
observed bit can be set for each cache line accessed because 
of the groups of instructions of step 51. 

In step 53 of FIG. 5, one of the instructions in one of the 
instruction groups attempts to replace a cache line. 

In step 54, in one embodiment, if all of the cachelines in the 
cache of interest (e.g., cache 14) are indicated as having been 
accessed (e.g., at least one observed bit is set for each of the 
cache lines in cache 14, then the instruction group that has the 
instruction that attempted the cache line replacement (the 
instruction group of step 53) is rolled back. 

In Summary, methods and systems that can maintain 
sequential consistency for lumped (in-order or out-of-order) 
architectures are described. Significantly, embodiments in 
accordance with the present invention permit sequentially 
consistent, lumped architectures in which multiple memory 
operations can be included in instruction groups. 

Embodiments in accordance with the present invention can 
incorporate variations to the features described above. For 
systems with large speculation ability (e.g., potentially 20 or 
more active instruction groups), the cost (e.g., the storage 
cost) of the associated number of observed bits can be 
reduced in various ways. For example, a protocol can be 
established in which any external Snoop causes all active 
instruction groups to rollback and reissue after the cache line 
state transition. In effect, Such a protocol acts as if there is a 
single observed bit that is always set, except during the period 
of inactivity after rollback, and so no additional storage is 
needed for the observed bit. Alternatively, instead of an 
observed bit per cache line per instruction group, there can be 
an observed bit per instruction group. 
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Furthermore, new hardware structures can be added to 
track which cache lines have been accessed, without the stor 
age of data. These hardware structures can be direct-mapped, 
set-associative, or fully-associative and of varying capacity. 

Also, instead of having an observed bit per cache line per 
instruction group, a smaller memory structure (e.g., another 
cache, or a memory structure within main memory) that cov 
ers the whole cache address space and that has an observed bit 
per entry and per instruction group can be used. Each entry 
covers some portion of the cache address space, in Such away 
that every cache line address maps uniquely to an entry, but an 
entry maps to many cache lines. For example, Some Subset of 
the address bits of a cacheline can be used to identify an entry. 
The subset of the address bits are the address summary. When 
accessing a cache line, the entry corresponding to the address 
summary for the cache line is used to set the observed bits. 
Similarly, on a Snoop request, the address is 'Summarized.” 
and the entry corresponding to the Summary is examined for 
the presence of observed bits. The observed bits are cleared 
when an instruction group is committed, rolled back, or 
aborted. To illustrate, consider a cache complex where each 
cache holds 32 bytes, so that, for example, the bottom five bits 
(bits 4-0) of an address indicate bytes within the same cache 
line. Furthermore, consider a 32-entry observed bit structure, 
where bits 9-5 of the cache line address are used to select an 
entry, and this entry holds the observed bits. Then, any two 
addresses that have the same bits 9-5 will use the same entry 
in the Summary structure; that is, they collide. This can mean 
that when a Snoop comes, an instruction group that did not 
really conflict may be rolled back, because there is a conflict/ 
collision in the summary structure even though there would 
not have been a conflict/collision in the cache. Thus, there is 
a tradeoff between the size of the summary structure and the 
overhead incurred by the “spurious’ rollbacks due to colli 
sions. 

Embodiments in accordance with the present invention are 
thus described. While the present invention has been 
described in particularembodiments, it should be appreciated 
that the present invention should not be construed as limited 
by Such embodiments, but rather construed according to the 
below claims. 

What is claimed is: 
1. A method of managing memory in a computer system, 

said method comprising: 
setting a first bit of an indicator associated with a cache line 

in a cache memory if said cache line has been accessed 
in response to a processor executing an instruction in a 
first group of instructions; 

setting a second bit of said indicator while said first bit 
remains set if said cache line has also been accessed in 
response to said processor executing an instruction in a 
second group of instructions; 

executing a third group of instructions that causes said 
cache line to be accessed, wherein said third group of 
instructions is executed by an agent other than said pro 
cessor, wherein said processing comprises rolling back 
said first group of instructions provided said first bit is 
set and rolling back said second group of instructions 
provided said second bit is set before allowing an 
instruction in said third group to access said cache line, 
and otherwise granting said access; and 

processing said first group and said second group of 
instructions according to a value of said indicator. 

2. The method of claim 1 wherein said processing further 
comprises: 
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10 
determining a state of said cache line, wherein said state is 

specified according to a cache coherency protocol com 
prising at least a modified State, a shared State, and an 
invalid state; and 

rolling back said first group of instructions provided said 
first bit is set and rolling back said second group of 
instructions provided said second bit is set, and then 
granting said access provided said cache line is in other 
than said shared state, and otherwise granting said 
access only when said cache line is in said shared State. 

3. The method of claim 1 further comprising maintaining a 
first count of how many times said first group of instructions 
has been rolled back and a second count of how many times 
said second group of instructions has been rolled back. 

4. The method of claim 3 further comprising eliminating 
one or more instructions from said first group of instructions 
if said first count exceeds a threshold and eliminating one or 
more instructions from said second group of instructions if 
said second count exceeds said threshold. 

5. The method of claim 1 further comprising clearing said 
first bit when said execution of said first group of instructions 
is ended, wherein said second bit remains set until execution 
of said second group of instructions is ended. 

6. The method of claim 1 further comprising: 
executing a plurality of groups of instructions in parallel; 
changing an indicator associated with each cache line in 

said cache that has been accessed because of an instruc 
tion in any of said plurality of groups of instructions; and 

provided all cachelines in said cache memory are indicated 
as having been accessed, rolling back a group of instruc 
tions that includes an instruction that when executed 
attempts to replace information in a cache line of said 
cache memory, and otherwise continuing said executing 
of said plurality of groups of instructions. 

7. A computer system comprising: 
a processor; 
a cache memory for use by said processor; and 
a memory unit coupled to said processor and having stored 

therein instructions, said instructions comprising: 
instructions to execute a first group of instructions using 

said processor, wherein said first group of instructions 
includes an instruction that causes a cache line of said 
cache memory to be read; 

instructions to set a first bit of an indicator associated 
with said cache line to indicate that said cache line has 
been read: 

instructions to execute a second group of instructions 
using said processor, wherein said second group of 
instructions includes an instruction that causes said 
cache line to be read: 

instructions to set a second bit of said indicator while 
said first bit remains set to indicate said cache line has 
been accessed by both said first group of instructions 
and said second group of instructions; 

instructions to execute a third group of instructions that 
causes said cache line to be accessed, wherein said 
third group of instructions is for execution by an agent 
other than said processor, wherein said instructions 
further comprise instructions to roll back said first 
group of instructions provided said first bit is set and 
to roll back said second group of instructions pro 
vided said second bit is set before allowing an instruc 
tion in said third group to access said cache line, 
wherein otherwise said access is granted; and 

instructions to process said first group and said second 
group of instructions according to a value of said 
indicator. 
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8. The computer system of claim 7 wherein said instruc 
tions further comprise: 

instructions to determine a state of said cache line, wherein 
said state is specified according to a cache coherency 
protocol comprising at least a modified state, a shared 
state, and an invalid state; and 

instructions to roll back said first group of instructions 
provided said first bit is set and to roll back said second 
group of instructions provided said second bit is set, 
wherein said access is granted provided said cache line is 
in other than said shared state, and wherein otherwise 
said access is granted only when said cache line is in said 
shared state. 

9. The computer system of claim 8 wherein said instruc 
tions further comprise instructions to maintain a first count of 
how many times said first group of instructions has been 
rolled back and a second count of how many times said 
second group of instructions has been rolled back. 

10. The computer system of claim 9 wherein said instruc 
tions further comprise instructions to eliminate one or more 
instructions from said first group of instructions if said first 
count exceeds a threshold and to eliminate one or more 
instructions from said second group of instructions if said 
second count exceeds said threshold. 

11. The computer system of claim 7 wherein said instruc 
tions further comprise instructions to clear said first bit when 
said execution of said first group of instructions is ended, 
wherein said second bit remains set until execution of said 
second group of instructions is ended. 

12. The computer system of claim 7 wherein said instruc 
tions further comprise: 

instructions to execute a plurality of groups of instructions 
in parallel using said processor, 

instructions to change an indicator associated with each 
cache line in said cache memory that has been accessed 
because of an instruction in any of said plurality of 
groups of instructions; and 

instructions to roll back a group of instructions that 
includes an instruction that when executed attempts to 
replace information in a cache line of said cache 
memory provided all cache lines in said cache memory 
are indicated as having been accessed, wherein other 
wise said plurality of groups of instructions continue to 
be executed. 

13. A method of managing shared memory in a computer 
System, said method comprising: 

executing a first group of instructions with a processor; 
associating a first state with a cache line in a cache com 

prising a plurality of cache lines, wherein said first state 
is specified according to a cache coherency protocol 
comprising at least a modified state, a shared state, and 
an invalid state; 

associating a second state with said cache line during said 
executing of said first group of instructions, wherein said 
Second state indicates that said cache line has been 
accessed because of said first group of instructions; 

executing a second group of instructions with said proces 
Sor; 

associating a third state with said cache line during said 
executing of said second group of instructions, wherein 
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said third state indicates that said cache line has been 
accessed because of said second group of instructions: 

executing a third group of instructions that causes said 
cache line to be accessed; and 

rolling back said first group of instructions and said second 
group of instructions before granting said access. 

14. The method of claim 13 wherein said first group of 
instructions includes multiple memory operations and said 
Second group of instructions includes multiple memory 
operations. 

15. The method of claim 13 wherein said rolling back is 
only performed provided said cache line is in other than said 
shared state. 

16. The method of claim 13 further comprising maintain 
ing a first count of how many times said first group of instruc 
tions is rolled back and a second count of how many times 
said second group of instructions is rolled back. 

17. The method of claim 16 further comprising eliminating 
one or more instructions from said first group of instructions 
if said first count exceeds a threshold and eliminating one or 
more instructions from said second group of instructions if 
said second count exceeds said threshold. 

18. The method of claim 13 wherein said second state is 
indicated by setting a first bit associated with said cache line, 
wherein said first bit is cleared when said execution of said 
first group of instructions is ended, and wherein said third 
State is indicated by setting a second bit associated with said 
cache line, wherein said second bit is cleared when said 
execution of said second group of instructions is ended. 

19. A computer system comprising: 
a processor; 
a cache memory coupled to said processor and having a 

plurality of cache lines; and 
a memory unit coupled to said processor, wherein said 
memory unit has a plurality of indicator bits per cache 
line, wherein a first indicator bit associated with a cache 
line of said cache memory is set to indicate that said 
cache line has been accessed responsive to said proces 
Sor executing a first group of instructions and wherein 
said first indicator bit is cleared when execution of said 
first group of instructions is ended, wherein a second 
indicator bit associated with said cache line is set to 
indicate that said cache line has been accessed respon 
sive to said processor executing a second group of 
instructions in parallel with said first group and wherein 
said second indicator bit is cleared when execution of 
said second group of instructions is ended; 

wherein further, in response to an agent other than said 
processor executing a third group of instructions that 
causes said cache line to be accessed, said first group of 
instructions is rolled back provided said first bit is set 
and said second group of instructions is rolled back 
provided said second bit is set before allowing an 
instruction in said third group to access said cache line, 
wherein otherwise said access is granted. 

20. The computer system of claim 19 wherein a subset of 
address bits of said cache line is used to identify an entry in 
said memory unit, wherein an indicator bit of said entry is set 
in response to said cache line being accessed. 
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