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(76) Inventor: Charles A. Hasek, Broomfield, CO Personal content server apparatus and associated methods

us) thatallow a user (e.g., cable or satellite network subscriber) to

access content, such as a video program, from a location

Correspondence Address: outside the subscriber’s network. In one embodiment, a per-
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archived content from the subscriber’s digital video recorder

(22) Filed: Feb. 28, 2007 (DVR) or networked PVR. In another variant, reservation

information (for example program or asset ID information) is

cached at a headend or hub server, thereby obviating the

subscriber (or the network) having to access the subscriber’s

(51) Int.CL premises device. In yet another variant, a “virtual” CPE expe-
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PERSONAL CONTENT SERVER APPARATUS
AND METHODS

RELATED APPLICATIONS

[0001] This application is related to commonly owned U.S.
patent application Ser. No. 11/440,490 fined May 24, 2006
and entitled “Personal Content Server Apparatus And Meth-
ods”, U.S. patent application Ser. No. 11/441,476 filed May
24, 2006 and entitled “Secondary Content Insertion Appara-
tus And Methods”, U.S. patent application Ser. No. 11/080,
693 filed Mar. 14, 2005 entitled “Method And Apparatus For
Network Content Downloading and Recording”, U.S. patent
application Ser. No. 10/182,307 filed Jul. 26, 2002 entitled
“System And Method For Providing Broadcast Program-
ming, A Virtual VCR, And A Video Scrapbook To Program-
ming Subscribers”, and U.S. patent application Ser. No.
10/626,051 filed Jul. 24, 2003 and entitled “Technique for
Providing a Virtual Digital Video Recorder Service Through
a Communications Network”, each of the foregoing incorpo-
rated herein by reference in its entirety.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The invention relates to the fields of content storage
and delivery over one or more networks such as for example
cable television networks and other networks (e.g., the Inter-
net).

[0004] 2. Description of Related Technology

[0005] Recent advances in video capture and data storage
technologies have led to the proliferation of consumer elec-
tronics devices that allow a user to record video programming
or other content received from a bearer network (such as a
cable television or satellite network) on a digital video
recorder (DVR) or personal video recorder (PVR), and con-
temporaneously or subsequently access the content. Addi-
tionally, such DVR/PVR devices can also be used to transmit
the stored content over a network interface to another device
(which may or may not be remote from the DVR/PVR) where
the same or another user can access the content.

[0006] However, such distribution of the content to a sec-
ond device or location generally makes inefficient use of the
available network bandwidth. For example, when the bearer
network is cable television network, and the network inter-
face comprises an internetworking (e.g., Internet) connection
realized via a cable or other type of modem, the delivery of the
content requires effectively twice the bandwidth it would
otherwise require; i.e., first in the downstream direction to
receive the content, and second in the upstream direction to
transmit the program to the desired destination via the
upstream channels (e.g., QAMs) associated with the DOCSIS
or other modem architecture in use.

[0007] Exemplary prior art in this area includes the “Sling-
box™” device manufactured by Sling Media of San Mateo,
Calif. This device is capable of enabling a user to, inter alia,
watch TV programming from various locations via an Inter-
net-connected PC or similar device. The device utilizes an
analog television (RF) tuner; when the user tunes to a given
channel, the Slingbox encodes the video input received via
the downstream delivery channels (e.g., QAMs or otherwise)
in Windows Media or similar format. The encoded content is
then streamed to a client application disposed on a Windows
XP-based or similar PC via an IP network such as the Internet.
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Hence, the user can view the data locally (i.e., at the same
premises) or remotely so long as they have access to the IP
distribution network.

[0008] The Slingbox approach (and those similar thereto)
suffers from several disadvantages. Specifically, in the case
where the programming delivered to the premises is in digital
format, the conversion of this digital program to analog for-
mat, and back again to digital, results in some degradation in
media quality. Also, metadata such as closed captioning, tele-
text, etc. associated with a digital program is generally lost
when converted to and back from the analog format.

[0009] Additionally, since the upstream bandwidth from a
premises at which the Slingbox or similar device is installed
is typically shared by multiple devices, other applications
desiring to transmit data upstream may have to compete with
the upstream transmission for the remote viewing session,
thereby potentially leading to contention and reduced data
rates for each user (especially if the Slingbox transmission
enforces aminimum required upstream bandwidth for QoS or
other considerations).

[0010] Similarly, because such use of remote viewing is
constrained by the upstream bandwidth of a user’s premises
to the Internet, viewing high-quality, high-resolution pro-
gramming such as high definition (HD) programming may be
limited or even not available.

[0011] Furthermore, once a user makes the investment in a
storage and streaming device such as the Slingbox, he/she is
largely “locked into” the technology, and accordingly may
have difficulty retrofitting the device with enhancements such
as new developments in encoding technologies (e.g., new
compression formats, new pre-processing techniques, etc.)
for generating video for transmission to the remote location.
[0012] Aside from the upstream bandwidth requirements,
retransmission of content actually present on a premises
recording device has several additional disabilities, including
the need to maintain the recording or storage device powered
up at all times when an upstream transmission may be
required, as well as the finite storage volume limitations of the
device which can effectively limit the user’s selection for
content.

[0013] Moreover, the viewer must incur added expenses to
establish a connection between his television network and the
IP network (e.g., must obtain a cable modem and Internet
service in addition to the MSO content delivery service). This
connection must also have sufficient bandwidth to accommo-
date “slinging” of the desired content.

[0014] Prior art approaches such as Slingbox also generally
do not provide a complete (or in some cases even partial)
emulation of the user interface(s) associated with the user’s
premises hardware and software environments. Rather, con-
trol of the “slung” content may be performed via the interface
that is available on the remote rendering device being used;
e.g., a laptop computer. This may be as simple as a codec
window (e.g., Windows Media or Real Player), which often
provides only minimal control as compared to the full feature
set afforded the user by their premises equipment. For
example, VOD “trick mode”, electronic program guide
(EPQG), or other such features may not be available or sup-
ported on the remote rendering platform. This causes the user
to assimilate and remember the control scheme for their
remote rendering device, as well as that for their premises
environment, the two of which may be markedly different in
terms of capabilities, layout, look-and-feel, etc. This is
clearly not optimal for the user.
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[0015] Thepriorartapproaches described above also do not
provide the opportunity for other user-driven features, such as
interface with an EPG such as for reserving content for a
future date/time.

[0016] Using the aforementioned prior art approaches, con-
tent owners also generally cannot protect their copyright and
distribution rights, since the Slingbox or comparable device is
generally agnostic to the content it is “slinging”, as well as the
location or address to which the content is being delivered.
Hence, copyrighted content can be intentionally or uninten-
tionally directed to remote domains or environments which
may or may not have copyright protection or digital rights
management (DRM) capability. In a particularly troublesome
case, the remote device to which the content is transmitted
may comprise a peer in a peer-to-peer (P2P) file-sharing
network environment (such as Kazaa, Morpheus, etc.),
thereby facilitating broad distribution of the copyrighted con-
tent over the P2P network, e.g., the Internet.

[0017] Content owners may further be concerned with the
reproduction of copies of their content within the network for
distribution purposes. For example, a network operator may
have restrictions on replicating and/or distributing content
received from the content source. Certain activities are gen-
erally recognized as not being in violation of a content own-
er’s copyright. For example, so called “time shifting” (i.e.,
recording or storing the content for later viewing), and “space
shifting” (i.e., moving content from one device or medium to
another) of content owned by a purchaser in certain circum-
stances are recognized by U.S. courts as not violating copy-
rights. However, the application of such rules is typically
quite fact-specific, and hence each situation must be individu-
ally analyzed. In short, the content source or copyright owner
must have assurances that the network operator (e.g., MSO)
which is entrusted with their valuable content will process
and distribute this content within the limitations of the law,
and not expose the content to undue risk of unauthorized
reproduction or distribution.

[0018] Based on the foregoing, there is a need for improved
apparatus and methods for enabling secondary (e.g., remote)
access of content such as television programs without repeti-
tious or inefficient use of network bandwidth. Such apparatus
and methods would, in addition to efficiently and flexibly
delivering content to one or more remote locations, also ide-
ally protect the content by enforcing authentication and/or
rights protection rules.

[0019] Additionally, when the network delivers programs
in digital format, such apparatus and methods would prefer-
ably be able to preserve the high visual quality.

[0020] These features would also be provided using sub-
stantially extant network infrastructure and components, and
would be compatible with a number of different client device
and delivery systems including both wired and wireless tech-
nologies.

[0021] There is also a need to permit data such as content
reservation information entered by a subscriber to “roam”;
i.e., not be tied to the subscriber’s premises device(s).
[0022] Moreover, in order to make the subscriber’s remote
content access experience as consistent with their premises
experience, and as intuitive as possible, it would be desirable
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to have substantial overlap or emulation of the functions
provided to the subscriber at their premises at the remote
device.

SUMMARY OF THE INVENTION

[0023] The present invention satisfies the foregoing needs
by providing improved apparatus and methods for the deliv-
ery of content over a network to one or more remote nodes.
[0024] 1In a first aspect of the invention, an improved per-
sonal content distribution system is disclosed. In one embodi-
ment, the system comprises: a first network for distribution of
content to a first device at a first location; a personal content
server operatively communicating with the first network; and
a second network in data communication with the content
server and adapted to receive a request to access particular
content from a second device at a second location remote
from the first location. In one variant, the personal content
server is further operative to receive reservation data from at
least the first device, and utilize the reservation data in the
delivery of reserved content to at least the second device.
[0025] Inanother variant, the first device and second device
have at least one relationship, the relationship comprising the
first device and the second device being associated with a
common user or owner. The first network in this variant
comprises a content-based cable or satellite network having a
plurality of subscribers, the common user or owner compris-
ing one of the plurality of subscribers. The association of the
first and second devices with the at least one common sub-
scriber is identified by the server by accessing a subscriber
database having data relating uniquely to the first and second
devices.

[0026] Inanother variant, the first device and second device
have at least one relationship, the relationship comprising the
first device having the particular content disposed thereon in
either substantially permanent or ephemeral storage.

[0027] Inyetanother variant, the first network comprises a
cable or satellite content-based network, and the second net-
work comprises a cellular network adapted to distribute con-
tent to a plurality of mobile users, the second device compris-
ing amobile device. The first device and the second device are
associated with a common user that is subscribed to receive
first service over the cable or satellite network, and second
service over the cellular network.

[0028] Instill another variant, the first network comprises a
plurality of subscribers, and the first device and the second
device are associated with at least a common one of the
plurality of subscribers, the association being determined at
least in part by the at least one user providing authentication
information via the second device.

[0029] In another variant, the access comprises delivery of
the content to the second device, and the personal content
server is operative to dynamically select at least one of the
following for delivery of the content to the second device: (i)
encoding/decoding format; (ii) conditional access format;
and (iii) the network interface over which the content is deliv-
ered to the second device.

[0030] In another variant, the second device is capable of
moving to a plurality of different locations within the second
network, and the personal content server is adapted to authen-
ticate the second device at each of the different locations.
[0031] Inyetanother variant, the personal content server is
further operative to perform rate shaping on the delivered
content.
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[0032] In another variant, the reservation data comprises
asset ID information relating to a program or service. The
reservation data may also comprise e.g., data indicating a
particular date and time for viewing a program or using a
service.

[0033] In still another variant, the reservation data is seg-
regated or organized into a multi-level hierarchy and stored
on a storage device associated with the server.

[0034] In another variant, the reservation data is user-spe-
cific.
[0035] In a second aspect of the invention, a method of

delivering content over a network is disclosed. In one
embodiment, the method comprises: receiving a request to
reserve content for future delivery via a first network from a
first device; determining whether the content has previously
been or is contemporaneously being delivered via a second
network and a second device; and where the act of determin-
ing indicates that the content has been or is being delivered
over the second network, allowing the content to be reserved
for the first device.

[0036] Inone variant, the first device and the second device
are associated with a common user, yet disposed at substan-
tially remote locations.

[0037] In another variant, the first device and the second
device are disposed at a substantially common location.
[0038] In yet another variant, the content is reserved by the
first device via a third network that is substantially indepen-
dent of the first network.

[0039] Instill another variant, the second device comprises
a content recording device, and the act of determining com-
prises determining if the content has been recorded via the
recording device.

[0040] Inanother variant, the act of determining comprises
determining if the content has been purchased using a sub-
scription account associated with a user of the first device.
[0041] In yet another variant, the first network comprises
the Internet, and the second network comprises a cable tele-
vision network, and the act of allowing comprises allowing
reservation data to be sent over the Internet to a storage
location associated with a content server disposed at anode of
the cable television network. The reservation comprises a
reservation for future delivery of the content over the cable
television network using e.g., a video-on-demand (VOD) ses-
sion.

[0042] In a third aspect of the invention, a network archi-
tecture adapted for delivery of content over a network is
disclosed. In one embodiment, the architecture comprises: a
server disposed substantially within a cable television net-
work and adapted to serve a content request from a client
device in communication with the cable television network; a
content source in data communication with the server for
providing content thereto; and a management process in
operative communication with the server, the management
process being adapted to service content delivery requests
from a second device logically associated with but disposed
remotely from the client device. In one variant, the manage-
ment process is further adapted to: receive content reservation
data from the client device; store the reservation data at a
location accessible to the server; and deliver content to the
second device directly or indirectly from the source based at
least in part on the reservation data.

[0043] In another variant, the delivery of the content based
at least in part on the reservation data comprises delivering
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content specified by the reservation data to the second device
at a first time also specified by the data.

[0044] In yet another variant, the delivering content speci-
fied by the reservation data to the second device at a first time
also specified by the data comprises delivering the specified
content over an internet using a codec-over-IP format.
[0045] Instill another variant, the delivering content speci-
fied by the reservation data to the second device at a first time
also specified by the data precludes delivery of the content to
the client device at a second time that is the same or similar to
the first time.

[0046] Inanother variant, the logical association comprises
association of both the client device and second device to a
common cable network subscriber account.

[0047] In yet another variant, the receipt of content reser-
vation data comprises receipt of data that is anonymously
associated with the client device. The received data that is
anonymously associated with the client device comprises a
cryptographic hash of data particular to the client device. The
logical association comprises e.g., association of both the
client device and second device using at least the crypto-
graphic hash.

[0048] In a fourth aspect of the invention, a client device
architecture adapted for delivery of content over a network is
disclosed. In one embodiment, the architecture comprises: a
server disposed substantially within a cable television net-
work and adapted to serve a content request from a client
device in communication with the cable television network;
and a management process in operative communication with
the server, the management process being adapted to service
content delivery requests from a second device logically asso-
ciated with but disposed remotely from the client device.

[0049] In one variant, the management process is further
adapted to: receive content reservation data from the client
device; store the reservation data at a location accessible to
the server; and permit the second device to access the reser-
vation data after it has been authenticated to the management
process.

[0050] Inanother variant, access by the second device com-
prises delivery of content reserved by the reservation data at a
time specified by the reservation data.

[0051] In afitth aspect of the invention, a method optimiz-
ing bandwidth usage within a cable television network is
disclosed. In one embodiment, the network is capable of
delivery of content to a first client device disposed within the
network and a second, associated client device disposed
remote from the first client device, and the method comprises:
receiving content reservation data at a node of the network
from the first client device, the data indicating content that is
desired to be delivered at a given time to the first device;
subsequently determining a condition when delivery of the
reserved content is to be made to the second device instead of
the first device; and allocating bandwidth within the cable
network from at least one portion of the network based at least
in part on the determining.

[0052] In a sixth aspect of the invention, a server adapted
for delivery of content over a network is disclosed. In one
embodiment, the server comprises: a computerized device
disposed substantially within a cable television network and
adapted to serve a content request a client device in commu-
nication with the cable television network; and a computer
program operative to run on the computerized device, the
program adapted to service content delivery requests from a
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second device logically associated with but disposed
remotely from the client device.

[0053] In one variant, the computer program is further
adapted to: receive content reservation data from the client
device; store the reservation data at a location accessible to
the program; and deliver content to the second device based at
least in part on the reservation data.

[0054] In a seventh aspect of the invention, a method of
delivering content to a first device over a first network is
disclosed. In one embodiment, the first network is in data
communication with a second network, the second network
comprising at least one client device having a plurality of
hardware control functions related thereto, the plurality of
functions comprising a first user interface, and the method
comprises: emulating at least a portion of the hardware con-
trol functions at the first device as part of a second user
interface so as to at least partly emulate the first user interface;
receiving at least one control command via the second user
interface; and delivering the content at the first device accord-
ing to the at least one control command.

[0055] In one variant, the act of emulating comprises per-
forming a software emulation, and wherein display structures
corresponding to at least a portion of the hardware control
functions are generated for display on a display device asso-
ciated with the first device.

[0056] In another variant, the act of generating display
structures comprises generating structures that are also user-
interactive, and the act of receiving comprises receiving input
from a user via at least one of the structures.

[0057] In another variant, the act of emulating comprises
performing a software and hardware emulation, and wherein
a physical input device having functions corresponding to at
least a portion of the hardware control functions is used with
the first device, and the functions of the physical input device
are emulated in software.

[0058] In yet another variant, the first device comprises a
portable computerized device, the first network comprises the
Internet, the second network comprises a cable television
network, and the second device comprises a cable set-top box
(STB).

[0059] In an eighth aspect of the invention, computerized
apparatus adapted for receiving content over a first network is
disclosed. In one embodiment, the first network is in data
communication with a second network, the second network
comprising at least one client device having a plurality of
hardware control functions related thereto, the plurality of
functions comprising a first user interface, and the apparatus
comprises: a host computer; a network interface operative to
communicate data with the first network; and software opera-
tive to run on the host computer and in communication with
the interface.

[0060] Inone variant, the software is adapted to: emulate at
least a portion of the hardware control functions at the first
device as part of'a second user interface so as to at least partly
emulate the first user interface; receive at least one control
command via the second user interface; and receive the con-
tent at the first device via the network interface based at least
in part on the at least one control command.

[0061] In another variant, the apparatus comprises a por-
table personal computer, and the first network comprises the
Internet, the second network comprises a cable television
network, the at least one client device comprises a set-top box
or digital video recorder, and the plurality of hardware control
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functions comprise functions associated with a hand-held
remote control unit operative to control the set-top box or
video recorder.

[0062] In another variant, interface comprises an interface
selected from the group consisting of: (i) an Ethernet inter-
face; and (ii) a WiFi interface.

[0063] In still another variant, emulation of at least a por-
tion of the hardware functions is performed using software
emulation, and wherein display structures corresponding to at
leasta portion of the hardware control functions are generated
for display on a display device associated with the personal
computer.

BRIEF DESCRIPTION OF THE DRAWINGS

[0064] FIG. 1 is a functional block diagram illustrating an
exemplary HFC cable network configuration useful with the
present invention.

[0065] FIG. 1a is a functional block diagram illustrating
one exemplary HFC cable network headend configuration
useful with the present invention.

[0066] FIG. 15 is a functional block diagram illustrating
one exemplary local service node configuration useful with
the present invention.

[0067] FIG. 1c is a functional block diagram illustrating
one exemplary broadcast switched architecture (BSA) net-
work useful with the present invention.

[0068] FIG. 2 is a functional block diagram illustrating one
exemplary embodiment of the generalized content distribu-
tion architecture (CDA) according to the invention.

[0069] FIG. 2a is a functional block diagram of a first
exemplary embodiment of the generalized architecture of
FIG. 2, adapted for use with a typical cable television net-
work.

[0070] FIG. 25 is a graphical representation of one exem-
plary embodiment of a software architecture useful with the
content delivery architecture of FIG. 2a.

[0071] FIG. 2c¢ is a functional block diagram of a second
exemplary embodiment of the generalized architecture of
FIG. 2, adapted for use with a broadcast switched architecture
(BSA) cable television network.

[0072] FIG. 3 is a logical flow chart illustrating one exem-
plary embodiment of the method of establishing a content
delivery session according to the present invention.

[0073] FIG. 3ais alogical flow chart illustrating one exem-
plary embodiment of the method of remotely caching reser-
vation information for a content delivery session according to
the present invention.

[0074] FIG.3bis a graphical representation of one embodi-
ment of an emulated hardware interface useful with a remote
content rendering device according to the present invention.
[0075] FIG. 3¢ is a functional block diagram illustrating an
exemplary embodiment of a hardware/software emulation of
a hardware apparatus according to the invention.

[0076] FIG. 4 is a functional block diagram illustrating an
exemplary embodiment of a network server apparatus
according to the invention.

[0077] FIG. 5 is a functional block diagram illustrating a
first embodiment of a local client device (LCD) generally
useful with the invention.

[0078] FIG. 6 is a functional block diagram illustrating a
first embodiment of a local client device (LCD) generally
useful with the invention.

[0079] FIG. 7 is a logical flow diagram illustrating one
exemplary business method for establishing common billing
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between a MSO subscriber’s local network and remote access
to content through a (mobile) client device.

DETAILED DESCRIPTION OF THE INVENTION

[0080] Reference is now made to the drawings wherein like
numerals refer to like parts throughout.

[0081] As used herein, the term “application” refers gener-
ally to a unit of executable software that implements a certain
functionality or theme. The themes of applications vary
broadly across any number of disciplines and functions (such
as on-demand content management, e-commerce transac-
tions, brokerage transactions, home entertainment, calculator
etc.), and one application may have more than one theme. The
unit of executable software generally runs in a predetermined
environment; for example, the unit could comprise a down-
loadable Java Xlet™ that runs within the JavaTV™ environ-
ment.

[0082] As used herein the term “browser” refers to any
computer program, application or module which provides
network access capability including, without limitation,
Internet browsers adapted for accessing one or more websites
or URLs over the Internet, as well as any “user agent” includ-
ing those adapted for visual, aural, or tactile communications.
[0083] As used herein, the terms “client device” and “end
user device” include, but are not limited to, set-top boxes
(e.g., DSTBs), digital television sets, personal computers
(PCs), and minicomputers, whether desktop, laptop, or oth-
erwise, and mobile devices such as handheld computers,
PDAs, personal media devices (PMDs), such as for example
an iPod™ or Motorola ROKR, and smartphones.

[0084] As used herein, the term “codec” refers to an video,
audio, or other data coding and/or decoding algorithm, pro-
cess or apparatus including, without limitation, those of the
MPEG (e.g., MPEG-1, MPEG-2, MPEG-4, etc.), Real (Re-
alVideo, etc.), AVC/H.264, AC-3 (audio), DiVX, XViD/
ViDX, Windows Media Video (e.g., WMV 7, 8, or 9), ATI
Video codec, or VC-1 (SMPTE standard 421M) families.
[0085] As used herein, the term “computer program” or
“software” is meant to include any sequence or human or
machine cognizable steps which perform a function. Such
program may be rendered in virtually any programming lan-
guage or environment including, for example, C/C++, For-
tran, COBOL, PASCAL, assembly language, markup lan-
guages (e.g., HTML, SGML, XML, VoXML), and the like, as
well as object-oriented environments such as the Common
Object Request Broker Architecture (CORBA), Java™ (in-
cluding J2ME, Java Beans, etc.) and the like.

[0086] As used herein, the term “conditional access” refers
to any access control scheme, whether implemented in hard-
ware, software, or firmware (or combinations thereof),
including without limitation members of the “PowerKey™”
family, NDS (including VideoGuard, mVideoGuard, etc.),
DVB, and Motorola/General Instrument DigiCipher® family
(DigiCipher 11, etc.). These can be implemented using, for
example, CA-specific hardware/software elements embed-
ded in the device, the so-called “CableCARD™” plug-in
security module access technology, a downloadable CA sys-
tem (DCAS), or otherwise.

[0087] The terms “Customer Premises Equipment (CPE)”
and “host device” refer to any type of electronic equipment
located within a customer’s or user’s premises and connected
to a network. The term “host device” refers generally to a
terminal device that has access to digital television content
via a satellite, cable, or terrestrial network. The host device
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functionality may be integrated into a digital television
(DTV) set. The term “customer premises equipment” (CPE)
includes such electronic equipment such as set-top boxes
(e.g., DSTBs), televisions, cable modems (CMs), embedded
multimedia terminal adapters (eMTAs), whether stand-alone
or integrated with other devices, Digital Video Recorders
(DVR), gateway storage devices (Furnace), and ITV Personal
Computers.

[0088] Asused herein, the term “database” refers generally
to one or more tangible or virtual data storage locations,
which may or may not be physically co-located with each
other or other system components.

[0089] As used herein, the term “display” means any type
of device adapted to display information, including without
limitation CRTs, LCDs, TFTs, plasmadisplays, LEDs, incan-
descent and fluorescent devices. Display devices may also
include less dynamic devices such as, for example, printers,
e-ink devices, and the like.

[0090] As used herein, the term “DVR” (digital video
recorder) refers generally to any type or recording mecha-
nism and/or software environment or function whereby con-
tent sent over a network can be recorded and selectively
recalled, including without limitation so-called “personal
video recording” (PVR) functions or devices. Such DVR may
be dedicated in nature, or part of a non-dedicated or multi-
function system.

[0091] As used herein, the term “DOCSIS” refers to any of
the existing or planned variants of the Data Over Cable Ser-
vices Interface Specification, including for example DOCSIS
versions 1.0, 1.1, 2.0 and 3.0. DOCSIS (version 1.0) is a
standard and protocol for internet access using a “digital”
cable network. DOCSIS 1.1 is interoperable with DOCSIS
1.0, and has data rate and latency guarantees (VoIP), as well as
improved security compared to DOCSIS 1.0. DOCSIS 2.0 is
interoperable with 1.0 and 1.1, yet provides a wider upstream
band (6.4 MHz), as well as new modulation formats including
TDMA and CDMA. It also provides symmetric services (30
Mbps upstream).

[0092] As used herein, the term “headend” refers generally
to a networked system controlled by an operator (e.g., an
MSO) that distributes programming to MSO clientele using
client devices. Such programming may include any informa-
tion source/receiver including, inter alia, free-to-air TV chan-
nels, pay TV channels, interactive TV, and the Internet.
DSTBs may take on any configuration, and can be retail
devices meaning that consumers may or may not obtain their
DSTBs from the MSO exclusively. Accordingly, it is antici-
pated that MSO networks may have client devices from mul-
tiple vendors, and these client devices will have widely vary-
ing hardware capabilities. Multiple regional headends may be
in the same or different cities.

[0093] As used herein, the term “integrated circuit (IC)”
refers to any type of device having any level of integration
(including without limitation ULSI, VLSI, and LSI) and irre-
spective of process or base materials (including, without limi-
tation Si, SiGe, CMOS and GaAs). ICs may include, for
example, memory devices (e.g., DRAM, SRAM, DDRAM,
EEPROM/Flash, ROM), digital processors, SoC devices,
FPGAs, ASICs, ADCs, DACs, transceivers, memory control-
lers, and other devices, as well as any combinations thereof.
[0094] As used herein, the terms “Internet” and “internet”
are used interchangeably to refer to inter-networks including,
without limitation, the Internet.
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[0095] As used herein, the terms “local” and “remote” refer
generally to devices, entities, or users that are serviced by
substantially different communications channels. These
terms are intended to be relative, and bear no physical or
absolute reference or connotation as to the placement of the
communication channels or the served device, entities or
users. For example, a “local” network may comprise the MSO
cable or satellite network, whereas a “remote” network may
comprise the Internet ora LAN/WAN/MAN, the latter which
may serve the very same premises.

[0096] As used herein, the term “memory” includes any
type of integrated circuit or other storage device adapted for
storing digital data including, without limitation, ROM.
PROM, EEPROM, DRAM, SDRAM, DDR/2 SDRAM,
EDO/FPMS, RLDRAM, SRAM, “flash” memory (e.g.,
NAND/NOR), and PSRAM.

[0097] As used herein, the terms “microprocessor” and
“digital processor” are meant generally to include all types of
digital processing devices including, without limitation, digi-
tal signal processors (DSPs), reduced instruction set comput-
ers (RISC), general-purpose (CISC) processors, micropro-
cessors, gate arrays (e.g., FPGAs), PLDs, reconfigurable
compute fabrics (RCFs), array processors, and application-
specific integrated circuits (ASICs). Such digital processors
may be contained on a single unitary IC die, or distributed
across multiple components.

[0098] Asusedherein, the term “modem” refers to any kind
of modulation or demodulation process or apparatus includ-
ing without limitation cable (e.g., DOCSIS compliant)
modems, DSL. modems, analog modems, and so forth.
[0099] As used herein, the terms “MSO” or “multiple sys-
tem operator” refer to a cable, satellite, or terrestrial network
provider having infrastructure required to deliver services
including programming and data over those mediums.
[0100] As used herein, the terms “network™ and “bearer
network” refer generally to any type of telecommunications
or data network including, without limitation, hybrid fiber
coax (HFC) networks, satellite networks, telco networks, and
data networks (including MANs, WANs, LANs, WLANS,
internets, and intranets). Such networks or portions thereof
may utilize any one or more different topologies (e.g., ring,
bus, star, loop, etc.), transmission media (e.g., wired/RF
cable, RF wireless, millimeter wave, optical, etc.) and/or
communications or networking protocols (e.g., SONET,
DOCSIS, IEEE Std. 802.3, ATM, X.25, Frame Relay, 3GPP,
3GPP2, WAP, SIP, UDP, FTP, RTP/RTCP, TCP/IP, H.323,
etc.).

[0101] As used herein, the term “network agent” refers to
any network entity (whether software, firmware, and/or hard-
ware based) adapted to perform one or more specific pur-
poses. For example, a network agent may comprise a com-
puter program running in server belonging to a network
operator, which is in communication with one or more pro-
cesses on a CPE or other device.

[0102] As used herein, the term “network interface” refers
to any signal or data interface with a component or network
including, without limitation, those of the Firewire (e.g.,
FW400, FW800, etc.), USB (e.g., USB2), Ethernet (e.g.,
10/100, 10/100/1000 (Gigabit Ethernet), 10-Gig-E, etc.),
MoCA, Serial ATA (e.g., SATA, e-SATA, SATAII), Ultra-
ATA/DMA, Coaxsys (e.g., TVnet™), radio frequency tuner
(e.g., in-band or OOB, cable modem, etc.), modem, WiFi
(802.11a,b,g,n), WiMAX (802.16), PAN (802.15), or IrDA
families.
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[0103] As used herein, the term “purchase” shall mean
without limitation any sale, agreement for sale, transfer of
funds, promise to transfer funds, barter arrangement, promo-
tional or incentive agreement or arrangement, virtual owner-
ship, subscription, or other relationship wherein consider-
ation of any kind is exchanged between two or more parties
(or their proxies).

[0104] As used herein, the term “QAM” refers to modula-
tion schemes used for sending signals over cable networks.
Such modulation scheme might use any constellation level
(e.g. QPSK, QAM-16, QAM-64, QAM-256 etc.) depending
on details of a cable network. A QAM may also refer to a
physical channel modulated according to said schemes.
[0105] As used herein, the term “recording medium” refers
to any material, component, collection of components or
device adapted to store information in a substantially perma-
nent or semi-permanent state. Exemplars of recording media
include, without limitation, magnetic media, integrated cir-
cuits (e.g., RAM or ROM), optical media, chemical media,
and atomic- and subatomic-level storage structures (e.g.,
crystalline structures, quantum or spin states, etc.).

[0106] As used herein, the term “server” refers to any com-
puterized component, system or entity regardless of form
which is adapted to provide data, files, applications, content,
or other services to one or more other devices or entities on a
computer network.

[0107] As used herein, the term “user interface” refers to,
without limitation, any visual, graphical, tactile, audible, sen-
sory, or other means of providing information to and/or
receiving information from a user or other entity. A user
interface may comprise, for example, a computer screen dis-
play, touch screen, speech recognition engine, text-to-speech
(TTS) algorithm, and so forth.

[0108] As used herein, the term “WiFi” refers to, without
limitation, any of the variants of IEEE-Std. 802.11 or related
standards including 802.11a/b/g/n.

[0109] Asused herein, the term “wireless” means any wire-
less signal, data, communication, or other interface including
without limitation WiFi, Bluetooth, 3G, HSDPA/HSUPA,
TDMA, CDMA (e.g., 1S-95A, WCDMA, etc.), FHSS, DSSS,
GSM, PAN/802.15, WiMAX (802.16), 802.20, narrowband/
FDMA, OFDM, PCS/DCS, analog cellular, CDPD, satellite
systems, millimeter wave or microwave systems, acoustic,
and infrared (i.e., IrDA).

Overview

[0110] Inonesalientaspect, the present invention provides,
inter alia, improved apparatus and methods for allowing
access to content (e.g., program viewing) delivered over a
content-based network via other networks or communication
channels outside of the content-based network. For example,
in the context of a cable television network, programming or
other content delivered to a subscriber over the cable network
can be accessed via other (secondary) networks such as the
Internet, LANs/WANs/MANs, a wireless service provider
(WSP) network, cellular service provider (CSP) network, or
even a satellite network.

[0111] In one embodiment, the invention comprises a per-
sonal content server located, e.g., at the headend of the bearer
(cable) network; this server distributes content to the remote
requesting location(s), thereby eliminating repetitious traffic
to and from subscriber’s premises to fulfill the requests for
remote content delivery.
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[0112] Inonevariant, information relating to the requesting
subscriber’s prior activity for the requested content is used as
a basis for authorizing delivery of the remote content. For
example, the remote content manager may determine whether
the requested program was previously stored on the subscrib-
er’s DVR attached to the local (cable) network. This informa-
tion is gathered by either querying the DVR or by querying a
process at the headend for the program titles stored on the
DVR.

[0113] In another variant of the invention, when the sub-
scriber wishing to access content (e.g., watch a program)
from a location outside the bearer network does not have a
DVR on his premises, the personal media management server
communicates with either a “network DVR” or a “virtual
DVR” maintained for the subscriber at the headend or other
location outside of the subscriber premises in order to deter-
mine remote access privileges.

[0114] Inyet another variant, activity or status of the tuner
(s) within the local premises device is used as the basis for
controlling or determining delivery of the requested content
to the remote location; e.g., the remote user can watch that
channel to which the premises tuner is currently tuned.
[0115] The requested content advantageously may com-
prise video, audio, gaming content, software applications,
stored data, or any other form of data which can be delivered
over a network. On-demand content delivery (including trick
mode and similar functions) is also optionally supported
through the establishment of a session between the remote
client device and a VOD server within the cable headend and
control using extant session and stream control protocols
(e.g., LSCP).

[0116] Broadcast or “live” content can also be accessed via
the secondary network approach of'the present invention. For
example, one variant allows the broadcast streams to be
switched via the headend to the remote node via the second-
ary network (e.g., Internet, WAN, CSP network, etc.).
Another variant of the invention places the content server
function at a hub site of a broadcast switched architecture
(BSA), thereby allowing for a close coupling between the hub
switch state and the remote delivery for individual subscrib-
ers.

[0117] The improved methods and apparatus of the inven-
tion are readily implemented using substantially existing
infrastructure, thereby obviating significant modifications or
expense in implementing such capability. These methods and
apparatus also provide other significant benefits including: (i)
reduced cost of ownership for the user (i.e., instead of having
to buy a separate external box, a consumer can simply sub-
scribe to the service); (ii) ready upgrade of the subscriber’s
software (e.g., codecs, conditional access technology, and so
forth) by avoiding a separate third party hardware environ-
ment within the subscriber’s premises; (iii) eliminating
upstream bandwidth contention between local premises com-
munications or streams and the remote delivery stream (con-
tent is delivered from the headend or a node upstream of the
premises, so no contention occurs); (iv) capability to
remotely control and configure premises devices from the
remote client device; (v) capability to monitor activity on the
premises device remotely, and (vi) avoiding content quality
degradation due to digital-to-analog-to-digital conversion
processes.

[0118] In another aspect of the invention, security features
and content protection can be preserved when delivering con-
tent remotely through a series of measures including content
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encryption, authentication, and even establishment of a
trusted or authorized domain within the remote client device
or network.

[0119] Methods and apparatus for dynamic secondary con-
tent insertion (e.g., replacement of dated or geographically
inappropriate advertisements or promotions) are also
described, as well as techniques for maintaining user/content
anonymity (privacy) across the various delivery paths.
[0120] Methods and apparatus for remotely caching or stor-
ing useful data such as e.g., reservation data are also dis-
closed, thereby allowing a remote user to access reservations
made via the premises environment.

[0121] A virtual or emulated user interface is also dis-
closed, thereby allowing a remote user to have substantially
the same “look and feel” experience as they would if they
were utilizing a device at their premises.

[0122] Anoperational and business rules “engine” useful in
implementing various operational or business goals is also
disclosed.

Detailed Description of Exemplary Embodiments

[0123] Exemplary embodiments of the apparatus and meth-
ods of the present invention are now described in detail. While
these exemplary embodiments are described in the context of
the aforementioned hybrid fiber coax (HFC) cable architec-
ture used in conjunction with a “secondary” communication
channel or network, the general principles and advantages of
the invention may be extended to other types of networks and
architectures where secondary delivery of content is required
or desirable, whether broadband, narrowband, wired or wire-
less, content or data, or otherwise, and irrespective of topol-
ogy. Hence, the following description is merely exemplary in
nature.

[0124] It will also be appreciated that while described gen-
erally in the context of a network providing service to a
consumer (i.e., home) end user domain, the present invention
may be readily adapted to other types of environments includ-
ing, e.g., commercial/enterprise, and government/military
applications. Myriad other applications are possible.

[0125] Itis further noted that while aspects of the invention
are described primarily in the context of 6 MHz RF channels
within the HFC network, the present invention is applicable to
any frequency/bandwidth, such as for example 8 MHz chan-
nels.

[0126] Moreover, while generally described in terms of
content delivery over discrete QAMs or channels, relevant
portions of the invention can be used in conjunction with
multiplexing algorithm and wideband tuner apparatus such as
that described in co-owned and co-pending U.S. patent appli-
cation Ser. No. 11/013,671 filed Dec. 15, 2004 and entitled
“Method And Apparatus For Wideband Distribution Of Con-
tent”, incorporated herein by reference in its entirety.

[0127] Also, while certain aspects are described primarily
in the context of the well-known Internet Protocol (described
in, inter alia, RFC 791 and 2460), it will be appreciated that
the present invention may utilize other types of protocols (and
in fact bearer networks to include other internets and intra-
nets) to implement the described functionality.

[0128] FIG. 1 illustrates a typical generalized content-
based network configuration with which the personal media
delivery apparatus and methods of the present invention may
be used. The various components of the network 100 include
(i) one or more data and application origination points 102;
(ii) one or more content sources 103, (iii) one or more appli-
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cation distribution servers 104; (iv) one or more VOD servers
105, and (v) customer premises equipment (CPE) 106. The
distribution server(s) 104, VOD servers 105 and CPE(s) 106
are connected via a bearer (e.g., HFC) network 101. A simple
architecture comprising one of each of the aforementioned
components 102, 104, 105, 106 is shown in FIG. 1 for sim-
plicity, although it will be recognized that comparable archi-
tectures with multiple origination points, distribution servers,
VOD servers, and/or CPE devices (as well as different net-
work topologies) may be utilized consistent with the inven-
tion. For example, the headend architecture of FIG. 1a (de-
scribed in greater detail below) may be used.

[0129] Furthermore, as discussed in greater detail subse-
quently herein, the generalized network of FIG. 1 also
includes one or more interfaces to other (e.g., external) net-
works that can be used for the “personalized” delivery of
content.

[0130] The data/application origination point 102 com-
prises any medium that allows data and/or applications (such
as a VOD-based application, gaming application, or “Watch
TV” application) to be transferred to a distribution server 104.
This can include for example a third party data source, appli-
cation vendor website, CD-ROM, external network interface,
mass storage device (e.g., RAID system), etc. Such transfer-
ence may be automatic, initiated upon the occurrence of one
or more specified events (such as the receipt of a request
packet or ACK), performed manually, or accomplished in any
number of other modes readily recognized by those of ordi-
nary skill.

[0131] The application distribution server 104 comprises a
computer system where such applications can enter the net-
work system. Distribution servers are well known in the net-
working arts, and accordingly not described further herein.
[0132] The VOD server 105 comprises a computer system
where on-demand content can be received from one or more
of the aforementioned data sources 102 and enter the network
system. These servers may generate the content locally, or
alternatively act as a gateway or intermediary from a distant
source.

[0133] The CPE 106 includes any equipment in the “cus-
tomers’ premises” (or other locations, whether local or
remote to the servers 104, 105) that can be accessed by a
distribution server 104 or VOD server 105. Exemplary
embodiments of a “converged” CPE (i.e., CD) of the inven-
tion are also described subsequently herein.

[0134] Referring now to FIG. 1a, one exemplary embodi-
ment of a headend architecture useful with the present inven-
tion is described. As shown in FIG. 1a, the headend architec-
ture 150 comprises typical headend components and services
including billing module 152, subscriber management sys-
tem (SMS) and CPE configuration management module 154,
cable-modem termination system (CMTS) and OOB system
156, as well as LAN(s) 158, 160 placing the various compo-
nents in data communication with one another. It will be
appreciated that while a bar or bus LAN topology is illus-
trated, any number of other arrangements as previously ref-
erenced (e.g., ring, star, etc.) may be used consistent with the
invention. It will also be appreciated that the headend con-
figuration depicted in FIG. 1a is high-level, conceptual archi-
tecture and that each MSO may have multiple headends
deployed using custom architectures.

[0135] The architecture 150 of FIG. 1a further includes a
multiplexer/encrypter/modulator (MEM) 162 coupled to the
HFC network 101 adapted to “condition” content for trans-
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mission over the network. The distribution servers 104 are
coupled to the LAN 160, which provides access to the MEM
162 and network 101 via one or more file servers 170. The
VOD servers 105 are coupled to the LAN 160 as well,
although other architectures may be employed (such as for
example where the VOD servers are associated with a core
switching device such as an 802.3 z Gigabit Ethernet device).
As previously described, information is carried across mul-
tiple channels. Thus, the headend must be adapted to acquire
the information for the carried channels from various sources.
Typically, the channels being delivered from the headend 150
to the CPE 106 (“downstream”) are multiplexed together in
the headend and sent to neighborhood hubs (FIG. 16) via a
variety of interposed network components.

[0136] Content (e.g., audio, video, data, applications, etc.)
is provided in each downstream (in-band) channel associated
with the relevant service group. To communicate with the
headend or intermediary node (e.g., hub server), the CPE 106
may use the out-of-band (OOB) or DOCSIS channels and
associated protocols. The OCAP 1.0, 2.0, 3.0 (and subse-
quent) specification provides for exemplary networking pro-
tocols both downstream and upstream, although the invention
is in no way limited to these approaches.

[0137] It will also be recognized that the multiple servers
(broadcast, VOD, or otherwise) can be used, and disposed at
two or more different locations if desired, such as being part
of different server “farms”. These multiple servers can be
used to feed one service group, or alternatively different ser-
vice groups. In a simple architecture, a single server is used to
feed one or more service groups. In another variant, multiple
servers located at the same location are used to feed one or
more service groups. In yet another variant, multiple servers
disposed at different location are used to feed one or more
service groups.

[0138] As shown in FIG. 15, the network 101 of FIGS. 1
and 1a comprises a fiber/coax arrangement wherein the out-
put of the MEM 162 of FIG. 1a is transferred to the optical
domain (such as via an optical transceiver 177 at the headend
or further downstream). The optical domain signals are then
distributed to a fiber node 178, which further distributes the
signals over a distribution network 180 to a plurality of local
servicing nodes 182. This provides an effective 1:N expan-
sion of the network at the local service end.

“Switched” Networks

[0139] FIG. 1c¢ illustrates an exemplary “switched” net-
work architecture also useful with the present invention.
While a so-called “broadcast switched architecture” or BSA
network is illustrated in this exemplary embodiment, it will be
recognized that the present invention is in no way limited to
such architectures.

[0140] Switching architectures allow improved efficiency
of bandwidth use for ordinary digital broadcast programs.
Ideally, the subscriber will be unaware of any difference
between programs delivered using a switched network and
ordinary streaming broadcast delivery.

[0141] FIG. 1c¢ shows the implementation details of one
exemplary embodiment of this broadcast switched network
architecture. Specifically, the headend 150 contains switched
broadcast control and media path functions 190, 192; these
element cooperating to control and feed, respectively, down-
stream or edge switching devices 194 at the hub site which are
used to selectively switch broadcast streams to various ser-
vice groups. A BSA server 196 is also typically disposed at
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the hub site, and implements functions related to switching
and bandwidth conservation (in conjunction with a manage-
ment entity 198 disposed at the headend). An optical transport
ring 197 is utilized to distribute the dense wave-division
multiplexed (DWDM) optical signals to each hub in an effi-
cient fashion.

[0142] Co-owned and co-pending U.S. patent application
Ser. No. 09/956,688 filed Sep. 20, 2001 and entitled “Tech-
nique For Effectively Providing Program Material In A Cable
Television System”, incorporated herein by reference in its
entirety, describes one exemplary broadcast switched digital
architecture useful with the present invention, although it will
be recognized by those of ordinary skill that other approaches
and architectures may be substituted.

[0143] In addition to “broadcast” content (e.g., video pro-
gramming), the systems of FIGS. 1a-1¢ can also deliver Inter-
net data services using the Internet protocol (IP), although
other protocols and transport mechanisms of the type well
known in the digital communication art may be substituted.
One exemplary delivery paradigm comprises delivering
MPEG-based video content (e.g., “IPTV” or the like), with
the video transported to user PCs (or IP-based STBs) over the
aforementioned DOCSIS channels comprising MPEG (or
other video codec such as H.264 or AVC) over IP over MPEG.
That is, the higher layer MPEG- or other encoded content is
encapsulated using an IP protocol, which then utilizes an
MPEG packetization of the type well known in the art for
delivery over the RF channels. In this fashion, a parallel
delivery mode to the normal broadcast delivery exists; i.e.,
delivery of video content both over traditional downstream
QAMs to the tuner of the user’s STB or other receiver device
for viewing on the television, and also as packetized IP data
over the DOCSIS QAMs to the user’s PC or other IP-enabled
device via the user’s cable or other modem.

[0144] Referring again to FIG. 1¢, the IP packets associated
with Internet services are received by edge switch 194, and
forwarded to the cable modem termination system (CMTS)
199. The CMTS examines the packets, and forwards packets
intended for the local network to the edge switch 194. Other
packets are discarded or routed to another component.
[0145] The edge switch 194 forwards the packets receive
from the CMTS 199 to the QAM modulator 189, which
transmits the packets on one or more physical (QAM-modu-
lated RF) channels to the CPEs (or CD). The IP packets are
typically transmitted on RF channels that are different that the
RF channels used for the broadcast video and audio program-
ming, although this is not a requirement. The CPE 106 are
each configured to monitor the particular assigned RF chan-
nel (such as via a port or socket ID/address, or other such
mechanism) for IP packets intended for the subscriber pre-
mises/address that they serve.

Personal Content Delivery Architecture

[0146] FIG. 2 is a functional block diagram showing an
exemplary generalized architecture that implements the per-
sonal content delivery and related functions of the present
invention. It will be appreciated that this generalized archi-
tecture may be readily integrated into the existing architecture
of a cable television network (such as those shown in FIGS.
1-1c¢), or alternatively used in conjunction with other types of
networks (e.g., satellite networks, DSL networks, etc.)

[0147] As shown in FIG. 2, the functional blocks in the
illustrated system 200 are divided in two functional networks
for simplicity of description: a local network 202, and a
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remote network 204. The content source 206 is shown sup-
plying content to a server entity 210 within the local network
202, although it will be appreciated that the content source
may supply the remote network directly or by proxy if desired
(as controlled by the server entity 210).

[0148] The remote network 204 interfaces with the server
entity 210, the latter receiving requests from a remote client
device 214 (e.g., a PMD, remote PC, laptop, etc.). As dis-
cussed in greater detail subsequently herein, these remotely-
issued requests are serviced by the server entity 210 based on
one or more criteria.

[0149] It will be recognized that while the terms “remote”
and “local” are used, these terms carry no specific connota-
tion relating to distance or location, but rather are merely
meant to differentiate between the various domains of the
system 200. For example, the “remote” network 204 may
actually be physically proximate or within a subscriber’s
premises along with the local network 202. Similarly, exten-
sions of the local network 202, such as at the subscriber’s
premises via a LAN/WAN, or WiFi interface, may place the
local client device 208 or LCD (e.g., a PMD, laptop, or other
mobile device) more distant from the server entity 210 than
the remote device.

[0150] Furthermore, while one of each the local and remote
networks are shown in FIG. 2, two or more of each may be
employed within the architecture, and in fact these multiple
remote or local networks may communicate among them-
selves or between various of the illustrated components, such
as where a plurality of remote client devices share a common
server or infrastructure.

[0151] FIG. 2a illustrates one exemplary embodiment of
the personal content delivery architecture of the invention,
adapted to a cable network. In this embodiment, a local access
network 202 is used as the distribution network on which the
subscriber receives his/her content (e.g., television pro-
grams), and to which a local client device (LCD) 208 located
at the subscriber’s premises is coupled. A central node 236
(e.g., cable headend 150) services the local network and
includes a content manager (CM) 238, a media processor
(MP) 240 and a content server (CS) 242 connected to each
other and the local network 202 via a LAN or other compa-
rable infrastructure at the headend.

[0152] The content manager 238, media processor 240, and
content server 242 may be physically and/or logically inte-
grated into one device or process, or maintained as separate
devices/processes even located at disparate locations, as
described further below. Alternatively, the function may be
implemented in a distributed manner where one or more
functional aspects are implemented on multiple platforms.
[0153] The content manager acts as the overall logical con-
trol or supervisory process for the remote content delivery
functionality described herein. In this regard, the CM 238 acts
as somewhat of an overlay onto existing logical and physical
processes occurring within the network including, e.g.,
authentication of subscribers, instantiation of VOD sessions,
switching of BSA hubs to deliver content to various subscrib-
ers, etc.

[0154] The media processor 240 acts to process media
ingested by the headend 150 (or stored therein, etc.) before
delivery to the requesting remote client device (RCD). For
example, the RCD might require the media to be encoded in
Real or AVC format versus MPEG-2, may require compres-
sion, etc. Alternatively, the bitrate of the local network pro-
gram may be different than the bandwidth available to the
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RCD via the remote network. In such a case, the media
processor 240 may perform the function of rate shaping the
content using any number of different implementations rec-
ognized by those of ordinary skill. One such exemplary
implementation performs rate shaping by setting a target rate
where the input bitstream is converted to a constant bitrate
stream. In another implementation, the rate shaping is per-
formed based on feedback from the network connection
between the streaming content source and the RCD. In yet
another implementation, the rate shaping is performed in
multiple stages, depending on hops in the network and their
availability of downstream bandwidth.

[0155] In certain implementations, the media processor
may also add or convert portions of the content before trans-
mission. For example, the media processor may include a
watermark or other steganographic or DRM data on outgoing
video, orencrypt it (e.g., according to an AES or DES encryp-
tion algorithm).

[0156] The media processor function may also be imple-
mented by storing multiple copies of the content suitable for
a variety of network conditions, and picking the appropriate
copy as needed. This method becomes especially useful when
the remote or visited network is a network that supports a well
known parameter set or requirement; e.g., a prescribed data
transfer speed (such as e.g., 56 Kbps or 384 Kbps), QoS, etc.
[0157] The content server 242 may comprise any server
capable of serving the content to the requesting RCD, includ-
ing for example existing broadcast, application or VOD serv-
ers (FIG. 1) within the network. When a connection is estab-
lished between the remote or visited network client device
and the content server by the content manager, the content
server assumes the responsibility of streaming programs to
the RCD. Such transmission of audio/video programs may be
accomplished using one of several possible transport tech-
nologies. For example, one exemplary implementation uti-
lizes an Internet Streaming Media Alliance (ISMA) compli-
ant server. Another implementation may comply the RFC-
3550 specification published by the Internet Engineering
Task Force (IETF). Other streaming server implementations
are possible, and will be readily implemented by those of
ordinary skill.

[0158] On the remote network side 204, a remote client
device (RCD) 214 is in communication with the remote net-
work 244 which in turn is coupled to the headend 150 via a
remote network gateway (RNG) 246. The RNG can take any
one of several forms, depending on the nature of remote or
visited network. The exemplary RNG of FIG. 2a performs the
function of policing communications going in and out of the
remote network to the headend 150. In some embodiments,
this may be accomplished at the transport layer of the com-
munication protocol stack. In other cases, such policing may
be performed at multiple layers of the communication stack.
For example, a wireless access point contains traffic policing
both at IP layer and additionally performs the function of
converting IP traffic from and to wireless medium to wired
Ethernet IP connections. The RNG may also perform addi-
tional functions such as acting as a proxy server and/or fire-
wall.

[0159] The RNG may also be equipped with 802.1x/RA-
DIUS authentication capability, in event barring communica-
tions issued by the RCD from passing without proper authen-
tication by the RADIUS server. This approach helps limit
“spoofing” of the headend processes (including the content
manager) by surreptitious entities seeking to gain unautho-
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rized access to the content distributed by the MSO. This can
also be used as part of a multi-layer system; such as where the
aforementioned 802.1x/RADIUS function or similar is lay-
ered with an independent authentication performed by the TA
or a designated proxy (e.g., trusted authentication authority).
[0160] Theexemplary architecture of FIGS. 2 and 2a make
no assumptions about the remote network, other than that the
remote network be able to support communication with local
headend servers and be able to deliver content to the RCD(s).
Consider the case where a user is at their place of work,
accessing personal media from their home over the Internet.
In such an example, the remote network 204 comprises a
corporate intranet that supports IP transport and provides
access to the Internet (an interposed “remote” network).
[0161] Another example of a remote network according to
the invention is a wide area wireless network such as cellular
telephony network. In such a case, the remote network must
be capable of following user commands from his/her mobile
phone to reach the headend servers, and also be able to for-
ward personal media streamed by the content server 242 to
the RCD. Exemplary methods and apparatus for implement-
ing such connectivity and interoperability between an MSO
network and a cellular or other such mobile device network
are described in co-owned and co-pending U.S. patent appli-
cation Ser. No. 11/258,229 filed Oct. 24, 2005 and entitled
“Method and Apparatus For On-Demand Content Transmis-
sion and Control Over Networks”, incorporated herein by
reference in its entirety. This disclosure provides exemplary
apparatus and methods for accessing data (such as video,
audio or data files) over a network according to download or
“on demand” paradigms. In one embodiment, the network
comprises a cable television network connected with a CSP
(cellular service provider) or wireless service provider
(WSP), and on-demand content delivery is accomplished via
a “point-to-point” approach wherein a session is established
between a content receiving entity (such as a cellular tele-
phone) and a distributing entity (e.g., a VOD server). Session
establishment and data flow control are advantageously
implemented using protocols and bandwidth that are typi-
cally used for (i) providing on-demand services to subscribers
within the cable network, and (ii) delivery and control of
streaming multimedia to client mobile devices.

[0162] Inone embodiment, session establishment and data
flow control are advantageously implemented using proto-
cols and bandwidth that are typically used for delivery and
control of streaming multimedia to a subscriber’s LCD 208,
such as a cable network’s VOD infrastructure. The content
delivered may be an MPEG transport stream, for example, in
either standard definition (SD) at 3.75 Mbps, or high defini-
tion (HD) at 15 Mbps (or any increments or multiples
thereof).

[0163] Thereceiving client device, via a fixed-or soft-func-
tion key or other such user interface, can also invoke FF, REW
or other “trick mode” functionality with respect to the video
streamed over the wireless network (and any intermediate
fiber/wired links within the IP network). This feature can also
be used as a complement to other existing modalities, such as
“real time” streaming or simply transferring the complete
video/audio data file(s) to the requesting client for storage
(and provision of “trick mode” functions) thereon.

[0164] The on-demand content provided to a subscriber’s
mobile device can be billed to the same MSO account held by
the subscriber for the cable network services provided to the
subscriber’s premises. This allows for a convenient “bun-
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dling” of services, obviating a need to pay for access to this
additional on-demand content on a separate bill or billing
account.

[0165] The on-demand access of content according to the
invention is also advantageously agnostic to the type of ses-
sion establishing protocol or data transfer protocol used,
thereby allowing the transfer of content to a client mobile
device over virtually any type of multimedia-capable cellular
or wireless bearer network (including e.g., 3G, CDMA,
TDMA, 802.11, etc.).

[0166] The present invention can make use of packet-over-
circuit technologies to extend its reach; e.g., use of UMTS
CDMA air interface, RAN, etc. Almost all current cellular
phones have WAP or similar Internet access technology
(which accesses distant WAP server site via a gateway or
similar infrastructure), but these are generally not equipped to
handle any significant download sizes due to very limited
bandwidth. The exemplary use 3G IMS increases bandwidth
significantly, and hence is a natural choice to carry video
content (even streamed).

[0167] The disclosed apparatus and methods also advanta-
geously provide for upload of content to a server or other
network entity, and the uploaded content can then be down-
loaded and “VOD’d” by a linked subscriber. For example,
using a cellular phone camera, microphone, etc., user can
stream video up to the VOD server for download/VOD access
by others who have authorized access to the content-based
network (perhaps other family members or friends), so these
other persons can watch the uploaded content on their LCD
208 or other desired platform (e.g., PC).

[0168] Another example of remote network comprises a
user connection to the Internet over a wireless network or
interface. One such wireless network might comprise an 802.
11 a/b/g/n network, PAN, or 802.16 WiMAX interface.

[0169] Yetanother example of a remote network comprises
an Internet Service Provider’s (ISP) network when the user
accesses the Internet through his ISP connection and then
makes a request over the Internet to view personal media form
the MSO (local) network.

[0170] Alternatively, the RCD may comprise a WAP-en-
abled client (e.g., PDA or other PMD) that interfaces with a
‘WARP gateway, the latter which may comprise or be integrated
with the remote network gateway (RNG) previously
described.

[0171] It will be appreciated that the present invention also
contemplates situations when the subscriber/RCD is not
static in the remote network 204, but is mobile within that
network, and may also transition from one remote network to
another. Because the personal content delivery of the present
invention can be implemented by delivery technologies that
typically are enabled for such mobility, IP or comparable
mobility solutions can be used consistent with the invention
in order to ensure that a subscriber is able to receive their
content when making a transition from one network to
another. In one embodiment, the exemplary content manager
238 or MP 240 may contain a functional process (e.g., algo-
rithm) that monitors for such transitions, including changes in
bandwidth available for media streaming. For example, when
a subscriber makes transition from a wide area network such
as 3G network to a more localized 802.11 Wi-Fi network, the
bandwidth available for streaming may increase substan-
tially. The MP 240 then will be appropriately instructed by the
algorithm, such as via inter-process messaging or communi-
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cation between the CM 238 and the MP 240, to increase the
bandwidth of outbound personal content streaming session.
[0172] The present invention can be used with any device
capable of communication over the network and capable of
receiving and utilizing the distributed content (e.g., display-
ing video streams). The RCD may comprise a wired device,
such as a laptop or desktop personal computer or wireless
receiver. The RCD may implement receive, decode and dis-
play capabilities for content on a single platform (e.g., a
mobile phone), or on more than one platforms (e.g., a cable or
other modem, and a PC connected to the modem and capable
of decoding and displaying media).

[0173] The RCD may also have the ability to provide
enough credentials on behalf of the user/subscriber, so that
the content manager 238 is able to ascertain that the content
access request is from a subscriber of the local network ser-
vice (e.g., MSO). This capability may be implemented within
the RCD via, e.g., a user interface for the subscriber to be able
to provide username/password, or alternatively in the form of
a digital authentication technology such as a SIM card for
mobile phones.

[0174] The content source 206 shown in FIG. 2a may com-
prise any source of content accessible to the headend 150
including, without limitation, third-party websites, studio
content repositories, dedicated (e.g., RAID) or other storage,
local MSO storage (e.g., that used for VOD or similar pur-
poses), live or broadcast feeds from networks, and so forth.
[0175] Furthermore, it will be recognized that virtual con-
tent recording services and apparatus may be used consistent
with the present invention in order to provide, inter alia,
extended storage capabilities and access to the remote (or
local) subscriber(s). See, e.g., the methods and apparatus
disclosed in co-owned and co-pending U.S. patent applica-
tion Ser. No. 10/626,051 filed Jul. 24, 2003 and entitled
“Technique for Providing a Virtual Digital Video Recorder
Service Through a Communications Network”, which is
incorporated herein by reference in its entirety. In this man-
ner, the size of the accessible “library” of stored content
available to a subscriber is not limited to that of physical
devices on their premises. For example, were the system of
FIG. 2a to be configured according to one exemplary embodi-
ment (described in greater detail subsequently herein) that
restricts remote access to content which the requesting sub-
scriber has downloaded and recorded on their premises DVR,
the population of such content could be quite limited, since
the physical capacity of DVR devices is comparatively small
(even if a removable recording medium is utilized). To the
contrary, “virtual” or remote storage (e.g., at the headend or
another site) expands the storage space (and hence the num-
ber of titles available to a user remotely via the aforemen-
tioned system operating paradigm) to an almost infinite
amount, especially if the network operator utilizes virtual
storage of their own.

[0176] FIG. 24 illustrates an exemplary software architec-
ture useful with the invention. In the illustrated embodiment,
the software architecture 250 comprises a distributed appli-
cation (DA) comprising a server portion 252 as well as a local
client portion 254 and a remote client portion 256. The con-
tent manager 238 functionality may be integrated into the
server portion 252, or alternatively comprise a discrete or
stand-alone module having inter-process communication
with the server portion (or portions where multiple content
servers and server portions are used in conjunction with the
content manager 238). The client portions 254, 256 advanta-
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geously need not be in direct communication with one
another, but rather can communicate only with the server
portion 252 which, in conjunction with the CM 238, enforces
rules relating to delivery of content relating to the LCD and
the RCD as described in greater detail subsequently herein.

[0177] FIG. 2c¢ illustrates an alternate embodiment of the
content delivery architecture of the invention, except adapted
to a broadcast switched architecture (BSA) cable network of
the type previously illustrated in FIG. 1¢. In this architecture,
at least some of the content manager (CM) functions are
pushed out closer to the network edge, such as at the illus-
trated BSA hub site 260. The CM function, for example, may
comprise a distributed application (DA) having a “server”
portion 262 running at the headend 150, and a client portion
264 running at the BSA hub (e.g., on the local content server
266). A local gateway 268 is also provided for direct access to
the remote network 204 and RCD. This approach has the
advantage of, inter alia, decentralizing the remote content
access and delivery functions, especially under a broadcast
paradigm. For example, in one variant, the state of the BSA
hub switch (e.g., whether the switch is selected so as to deliver
particular content to a given subscriber) is fed to the local
content manager 264 so as to allow immediate determination
or evaluation of requests for content received from the remote
network 204. If the content is switched on for the requesting
subscriber at the BSA switch, the remote access request is
authorized, and the content ported to the remote gateway 268
for delivery to the remote device.

[0178] The architecture of FIG. 2¢ can also be used in
parallel with other distribution architectures (e.g., that of FIG.
2a) to provide a heterogeneous capability; i.e., remote
requests for broadcast content are handled by the hub site,
while remote requests for VOD content are handled by the
headend 150 and associated content/ VOD server(s).

[0179] One advantage provided by the present invention is
the ability for the headend 150, BSA hub site, or other such
network node to transmit or relay content in a packetized
digital format to the network address of the RCD, thereby
avoiding the potentially signal-degrading analog-to-digital
conversion previously described under prior art approaches.
[0180] Another advantage of such a system is the use of the
same strong encryption used to deliver the high-value content
over the local network when sending the content stream to the
subscriber’s remote or visited network.

[0181] Furthermore, another advantage provided by the
architecture used in the exemplary embodiments of the inven-
tion relates to the fact that upstream bandwidth limitations
that would be imposed upon prior art solutions such as the
Slingbox are not present in this architecture. For example, itis
possible that between the content server and the remote client
device 214 located in the visited network, comparatively high
(e.g., multi-megabit) bandwidth is available for streaming
content. Accordingly, the quality of programming that can be
streamed using this high-bandwidth connection or network is
higher, since the architecture is not constrained by the typical
upstream bandwidth rates (e.g., 384 Kilobits per second in a
typical cable system) that support only a minimal quality
video. Hence, by removing the “choke point” of the upstream
channels from the premises to a distribution node, delivery of
the content from the headend or other upstream node in the
network to the client in the remote network can occur at
potentially greater bandwidths. This can be analogized to

Exhibit 2009

Aug. 28,2008

removing a flow restriction in a pipe capable of carrying much
higher flow rates than those which the restriction can accom-
modate.

[0182] Moreover, the limited upstream bitrates associated
with the prior art techniques make it effectively impossible to
stream high definition (HD) programming. In contrast,
according to one embodiment of the present invention, high
definition (HD) programs can be streamed to the visited net-
work client device since the upstream “bottleneck” of the
downstream or edge portions of the MSO distribution net-
work is removed.

Remote RCD Configuration

[0183] In another embodiment of the invention, the RCD
can be dynamically configured by content manager 238 (or
content server 242) in order to enable certain types of func-
tionality. This dynamic configuration approach can be
extended to, e.g., the codec configuration (e.g.,, MPEG-4,
AVC, Real, etc.), the conditional access (CA) technologies,
and network interfaces associated with delivery of the con-
tent, such as via the exemplary methods and apparatus of
co-owned and co-pending U.S. patent application Ser. No.
11/363,577 filed Feb. 27, 2006 and entitled “Methods and
Apparatus for Selecting Digital Coding/Decoding Technol-
ogy for Programming and Data Delivery”, U.S. patent appli-
cation Ser. No. 11/363,578 filed Feb. 27, 2006 and entitled
“Methods and Apparatus for Selecting Digital Access Tech-
nology for Programming and Data Delivery”, and Ser. No.
11/364,147 filed Feb. 27, 2006 and entitled “Methods and
Apparatus for Selecting Digital Interface Technology for Pro-
gramming and Data Delivery”, respectively, each of the fore-
going being incorporated herein by reference in its entirety.
For example, one RCD 214 may have a Powerkey or similar
CA capability, while another is enabled for downloadable
conditional access (DCAS) within its trusted domain.
Accordingly, the headend server process can configure the
CA aspects of the content as appropriate for the relevant CA
context, and also trigger other processes (such as DCAS
download, key negotiation, etc.) necessary to facilitate the
playback of the requested content. In this regard, the server
process 242 can be made “self healing”; i.e., where the
requesting RCD is not properly configured to play back the
content, the necessary configuration changes can be instituted
automatically to provide a seamless appearance to the remote
user.

[0184] The CM/content server can also instantiate a trusted
domain within the RCD if one does not already exist. For
example, using a downloadable CA (DCAS) approach, the
necessary software and firmware if any can be downloaded to
the RCD, thereby enabling designation of the RCD as a
trusted domain for handling content. Exemplary trusted
domain apparatus and methods are described in co-owned
and co-pending U.S. patent application Ser. No. 11/006,404
filed Dec. 7, 2004 and entitled “Technique For Securely Com-
municating And Storing Programming Material In A Trusted
Domain”, incorporated herein by reference in its entirety,
although it will be recognized that other approaches may be
used.

[0185] Similarly, exemplary methods and apparatus for
establishing a downloadable conditional access (DCAS),
DRM, or TD environment within a device or domain of a
content-based network are described in co-owned and co-
pending U.S. patent application Ser. No. 11/584,208 filed
Oct. 20, 2006 entitled “DOWNLOADABLE SECURITY
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AND PROTECTION METHODS AND APPARATUS”,
incorporated herein by reference in its entirety, although other
approaches may be used with equal success.

[0186] In one embodiment, an authorized service domain
(ASD) approach is utilized for protecting content delivered to
the RCD 214. The exemplary configuration of the ASD com-
prises a UPnP digital rights management technology that is
used by the network operator to protect content using security
credentials of a multi-stream cable card or secure micropro-
cessor disposed on the RCD 214. An exemplary ASD service
(ASDService) defines a service that runs on the content server
242 and is invoked by the RCD (or the CM 238). The ASD-
Service process in defined for exchanging and authenticating
security credentials to the RCD (and any connected devices
within the RCD domain).

[0187] Theexemplary ASDService described herein abides
by the UPnP AV Architecture for browsing content, setting up
connections, transporting content and finally controlling the
flow of the content between devices, although this is by no
means a requirement for practicing the invention. The ASD-
Service is a precursor to the UPnP general playback process,
and is executed before the remote device can browse as ASD
content directory (e.g., maintained by the content server 242
or CM 238) or allow playback.

[0188] The exemplary ASD Service also allows an ASD
capable rendering device (e.g., RCD) to scan the remote or
local domain networks for ASD capable “servers”. Once
identified, the RCD can request authentication from the ASD
capable servers to view the ASD content directory. The RCD
214 or its proxy selects content from the directory and sub-
mits its ASD credentials along with the content ID or other
data identifying the content of interest in order to gain access
from the server. The submission of the security package is
required each time a RCD accesses content in order for the
server to maintain counters to comply with “copy once” and
“copy never” classified content.

Secondary Content Insertion

[0189] In another aspect, the present invention utilizes a
dynamic secondary content (e.g., advertisement) insertion
process that gives the network operator the opportunity to
provide secondary content such as advertisements that are
more tailored or better suited for the primary content (e.g.,
programming) than that associated with the primary content
when it is transmitted to and stored on the subscriber’s local or
premises equipment (e.g., DVR). Because a program in the
exemplary embodiment is streamed from the headend server
(e.g., the content server 242) or another network node
upstream of the LCD 208, a decision is made at the time of
streaming or delivery of the primary content whether to insert
relevant advertisements or other secondary content that is
more logically proximate to the primary content or other
network context than that associated with the original deliv-
ery of the content that is being used as the reference for
establishing the current requester’s access.

[0190] As used herein, the term “logically proximate”
refers to secondary content which bears some direct or indi-
rect logical relationship to the primary content. For example,
a logically proximate advertisement for the movie “Pirates of
the Caribbean” might be one for Disneyland, which includes
a “Pirates of the Caribbean” theme ride.

[0191] The term “network context” refers to secondary
content which bears some logical or deterministic relation-
ship to one or more network operational, business, or other
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parameters. For example, logically proximate secondary con-
tent based on network context may be that which is properly
encoded to be delivered over the relevant distribution path,
which fits the allotted time, which maximizes bandwidth or
profits, etc.

[0192] Hence, while the original delivery of the target pri-
mary content might have advertising that is effectively ran-
domized in terms of logical proximity or network context, the
network operator can, using the apparatus and methods of the
present invention, dynamically adjust the secondary content
based as desired before it is delivered to the remote user/RCD.
[0193] Such functionality also allows for the substitution or
replacement of secondary content which is less suited to the
present context or environment, or which is dated. For
example, a promotion such as “Tonight on NBC” becomes
less relevant when the primary content is watched by the
subscriber three days later than the original airing of the
promotion. However, using the method of the present inven-
tion, the promotion could in fact relate to a program that is
scheduled to be broadcast on the day that the subscriber
watches the promotion. This can be readily determined by any
number of means, such as e.g., using the date/time reference
associated with the network (e.g., SI reference) as compared
to metadata relating to date/time associated with the content.
In the context of the foregoing exemplary promotion, the
promotion might carry “date relevance” data or the like in the
form of metadata, which can be read and evaluated by the
exemplary advertising or secondary content insertion algo-
rithm (not shown) included within the CM 238, or running on
the content server 242. The insertion algorithm of the exem-
plary embodiment can, for example, select secondary content
which is contextually, temporally and/or logically related to
one or more elements of primary content, the network con-
text, and so forth.

[0194] Another example of selective replacement of sec-
ondary content relates to geography or location; e.g., a pro-
motion for a sports event for a local team, or local news, etc.
might have limited applicability to a subscriber who is located
out of the geographic area. Accordingly, one embodiment of
the invention uses secondary content that contains geographic
metadata when stored, the metadata being used as the basis
for insertion based on a particular geographic location.
[0195] It will also be recognized that other types of infor-
mation may also be included with the primary content that is
delivered to the requester in the remote or visited network.
For example, one variant of the invention comprises the inclu-
sion of closed caption (cc) data, such as for example through
use of the methods and apparatus described in co-pending and
co-owned U.S. patent application Ser. No. 11/298,247
entitled “Caption Data Delivery Apparatus and Methods”
filed Dec. 9, 2005 and incorporated herein by reference in its
entirety. Similarly, emergency alert (e.g., EAS) data can be
included for example using the methods and apparatus of
co-pending and co-owned U.S. patent application Ser. No.
11/299,169 entitled “Emergency Alert Data Delivery Appa-
ratus and Methods” also filed Dec. 9, 2005 and incorporated
herein by reference in its entirety.

Third Party Content Authority (CA)

[0196] In another aspect of the invention, a third party
content source database or other such data repository is used
to determine whether a given subscriber or entity (which may
be anonymous by virtue, e.g., identification or association of
the subscriber’s CPE/CD/PMD with the purchased content
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instead of their actual physical identity) has purchased par-
ticular content. For example, in one variant, the user registers
with the content source such as during an on-line Internet
purchase via the content source website. This information is
maintained by the content source and, through agreement or
cooperation between the MSO and the content source, pro-
vided to the MSO when the latter receives a “remote” request
for content from one of its subscribers. Hence, the content
server 242 at the headend or BSA hub can authenticate the
user, and also access the content source database to determine
if the content has been previously purchased by that user. A
correlation table or similar data structure can be maintained
by the content source, MSO, or combination thereof, which
correlates the various devices under a subscriber’s MSO
account or otherwise associated with the subscriber. For
example, in one variant, the content source maintains a cor-
relation table containing the user’s name (or alternatively
identification information such as TUNER ID or MAC; see,
e.g., co-pending U.S. patent application Ser. No. 11/186,452
entitled “Method and Apparatus for Boundary-Based Net-
work Operation” filed Jul. 20, 2005 and incorporated herein
by reference in its entirety), as well as network or other
addresses (e.g., 32-bit IP address) for other devices associated
with the subscriber’s MSO account. In this fashion, a remote
request being issued from a subscriber’s PC, PMD or other
such device that is not their CPE/CD at their premises can be
immediately recognized and granted access to content that
was purchased and downloaded to, e.g., the subscriber’s CPE/
CD, or was purchased on-line via a web account.

[0197] In another variant, two or more content sources
(e.g., copyright holders) may create an accessible database
(“Content Authority” or CA) for content purchases, some-
what akin to the centralized trusted authority (TA) architec-
ture used for authentication and security purchases. The CA
can then act as a local- or even national-level clearinghouse
for remote content requests from MSO subscribers. This
approach provides a substantially centralized point (or
points) of access for network operators of varying types and
configurations, so that they may process requests for content
from “remote” locations or entities in a timely fashion,
thereby also potentially relieving the MSO of having to store
data and information relating to content purchases or down-
loads.

[0198] However, it will be appreciated that each MSO may
desire to maintain such information for, e.g., backup, quicker
service for in-network requests, and so forth. Accordingly, in
another variant, the CA described above is used only in the
case where the remote content request originates outside of a
network or device reflected within the MSO database. For
instance, one exemplary algorithm according to the invention
accesses the MSO internal or local database (e.g., maintained
at the headend 150) first to determine if a requesting device is
reflected in that database. If the requesting device (as identi-
fied by, e.g., its MAC address, device ID, TUNER ID, etc.) is
not present, then the algorithm calls out to the CA to see if the
requesting device is present in the CA database. Conversely,
the situation may occur where the requesting device is present
in the MSO local database, yet the requested content is not
reflected therein. Hence, since the subscriber may have pur-
chased the content via a non-MSO linked source (e.g., an
independent third party content source, such as via an Internet
website), the algorithm may check the CA database (which
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would be updated with the third-party purchase of the con-
tent) to see if that content has been associated with that device
(or subscriber).

[0199] The MSO database may also contain a correlation
table or other such mechanism for correlating a specific sub-
scriber’s identity (e.g., name, SSN, address, etc. and their
CPE/CD/PMD identifying data (e.g., TUNER ID, MAC,
etc.), so as to permit cross-referencing within the third-party
(e.g., non-MSO) databases. For example, such third-party
databases may merely have the subscriber’s name/address or
other such information associated with a purchase of content.
However, in order to associate a request from a CPE/CD/
PMD that is rendered only in the device’s identifying data, the
MSO subscriber database must correlate the received device
identifying data with a name, so that the third-party database
can be cross-referenced.

[0200] It will be appreciated that the foregoing cross-refer-
encing function can also be accomplished using an anony-
mous approach. For example, one exemplary embodiment of
the invention comprises use of an “opaque” variable that is
generated based on the user’s device data via a cryptographic
hash; see, e.g., the exemplary approach of U.S. patent appli-
cation Ser. No. 11/186,452 previously referenced and incor-
porated herein. The hash and opaque variable frustrate de-
encryption or reverse-engineering of the individual
subscriber’s identity or specific location. Accordingly, the
association between the subscriber’s actual identity and the
content they have purchased can be maintained anonymous,
thereby advantageously affording the subscriber total privacy
as to their content purchases, yet still affording the ability to
perform remote location access.

[0201] Similarly, a “two-way” hashing or anonymous asso-
ciation approach can be used, so that anonymity can be main-
tained within the CA or other third party database as well.
This helps alleviate privacy concerns arising from the CA or
third-party database. Specifically, in on embodiment, the
user’s content purchase information can be maintained using
a similar yet independent opaque variable or other such
mechanism generated by the CA/third-party source. For
example, the user’s IP address and a device ID (or other
information uniquely identifying the user’s platform or the
user themselves, such as SSN, credit card number, etc.) can be
used to generate a cryptographic hash and resulting opaque
variable that is correlated to the purchased content. Hence,
when an MSO subscriber purchases content via whatever
channel outside the MSO network, a unique opaque variable
is established and correlated to the content purchased. This
second opaque variable can then be forwarded to the MSO,
who can add this to a correlation table or other data structure,
such as the table in which the MSO’s (local) opaque variable
is stored. Hence, a correlation between the first (local) and
second (third party) opaque variables is established, thereby
allowing for end-to-end anonymity for the subscriber/pur-
chaser. The correlation between the two opaque variables can
be established by, e.g., a physically and virtually secure data-
base that is discrete from those previously described and
which is populated through use of information that defini-
tively correlates the two opaque variables in at least one
aspect (e.g., name and SSN/CCN). Hence, surreptitious theft
or “hacking” into this secure database by itself would not
allow correlation between an individual and their content
choices, since it only contains a data structure relating one or
more MSO opaque variables to one or more third-party or CA
opaque variables. Hence, three different databases are use in
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the exemplary architecture (and required to correlate an indi-
vidual to particular content purchases): (i) an MSO local
database that correlates the subscriber’s unique MSO local
opaque variable(s) to that subscriber; (ii) a third-party or CA
database that correlates a content purchase to a second
opaque variable (e.g., hash generated by way of the user’s
personal information, etc.); and (iii) a third database that
correlates the first and second opaque variables (or sets
thereof).

[0202] So, as an example of the foregoing, subscriber A
(John Smith) first purchases “Pirates of the Caribbean” via
third-party website B, which takes the subscriber’s CCN or
SSN and produces an opaque variable V based on a hash, the
variable which is then stored as an entry associated with
“Pirates of the Caribbean”. Hence, anyone gaining surrepti-
tious access to this database would merely have a group of
opaque variables correlated with various specific content.
[0203] Stored at the MSO headend, or other designated
location is a second database which correlates the subscrib-
er’s devices with their identity; e.g., John Smith located at 742
Evergreen Terrace has devices P, Q, and R associated with his
subscriber account (the devices being identified by opaque
variables S, T, and U respectively unique to that subscriber
and to each device).

[0204] Next, John Smith travels to Paris on vacation, and
wishes to access the movie he purchased via the Internet
website B previously discussed. Hence, he issues a request
using his laptop, which is sent to the cable network headend
via an Internet connection. The opaque variable T is gener-
ated for John’s laptop, which is associated with John’s
account as previously noted. However, the laptop opaque
variable is merely used to enter the third database; i.e., the
opaque variable correlation table, to correlate variable T (lap-
top) to variable V (purchase of ““Pirates of the Caribbean™”
viainternet website B). The access to the third database can be
conducted on a per-variable basis; i.e., simply search for
variable T and return all corresponding “content” variables
(e.g., V), and match the returned variable(s) against the cur-
rent content request. Hence, an “end-to-end opaque” transac-
tion is supported, and anyone gaining access to only one (or
even two) of the three aforementioned databases could not
affirmatively correlate an individual’s identity to particular
content purchases, since the opaque variable in the third-party
or CA database is not the same as that in the MSO database.
This “distributed” approach of dividing the information nec-
essary to correlate purchases to individuals provides
enhanced security, since different security measures are
employed at the CA/third party as compared to those at the
MSO, and hence multiple systems must be “hacked” or
breached.

[0205] Itwill be appreciated that in the context of the inven-
tion, the term “subscriber” or “user” can refer to more than
one entity, such as for example a group of related family
members, co-workers at an enterprise, etc. In one variant, a
“virtual site license” approach is used, wherein the members
of a logically related group (e.g., family members) are given
copyright license to purchased content for unlimited personal
use, such as for an additional fee. Hence, a set of device ID’s
(e.g., MAC, TUNER ID, IP address, etc.) for all of the devices
in a family can be maintained in the aforementioned database
(s), and each member given unlimited remote or local net-
work access. The term “virtual” refers to the fact that the
devices of the various members may be mobile, and hence the
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license is associated with a device rather than a fixed location
or premises (although it clearly can be used at a fixed location
or premises as well).

Method of Establishing Remote Access

[0206] FIG. 3 shows one exemplary embodiment of the
methodology of establishing remote personal content access
according to the invention. Such access may be requested
when a subscriber is located in a visited or remote network
204 (which may or may not be physically remote to the
subscriber’s local network 202), and wants to access content
available on his local network. This request may be commu-
nicated to the local network by a message (step 302) or other
direct or indirect communication to the server entity 210,
indicating the remote user’s wish to access “local” content
(e.g., watch a program available for distribution over the local
network). For example, in one implementation, the interac-
tion may be in the form of a web-based interactive application
running on the server 210, with the remote client device
(RCD) 214 being equipped with an application that has the
knowledge of a network address to contact the interactive
application. The server and client applications may also com-
prise a distributed application (DA) having server and client
portions disposed on the respective devices.

[0207] Inoneembodiment, the clientapplication allows the
subscriber to browse (via, e.g., a user interface such as a
browser) and select content for delivery from a listing of
available titles, with availability of the titles for delivery to the
remote device being determined according to one or more
criteria described subsequently herein.

[0208] In another exemplary implementation, the sub-
scriber may navigate to a universal resource locator (URL) for
access to the server hosting the server side component of the
personal content distribution DA.

[0209] When the viewing request is received at the server
entity 210 (e.g., cable network headend server), an authenti-
cation of the request and its origin is performed (step 304) to
ensure that the request has come from a user using an RCD
214 that can be served. Such authentication may rely on a
variety of methods, including, but not limited to, user identi-
fication by password and User ID, known device address, use
of digital certificates, public/private keying and other well
known cryptographic techniques.

[0210] Ifthe server entity 210 determines that the request is
not authentic per step 304, an authentication error message is
sent to the requesting application (step 306) and the session is
terminated (step 312). Such an error message could provide
the user explanatory information as to why their request was
not successful, an opportunity to re-send the request, and/or
contain promotional messages such as a subscription or pur-
chase web page URL. If the user request is authenticated, an
interactive session is established (308) in which, among other
things, the user is provided with a menu of tasks he can
perform and content genref/titles available to him.

[0211] When the user makes a selection to access a particu-
lar content element (e.g., movie or TV program), an inquiry is
made per step 314 to determine if the user’s subscription or
other access privileges allows him to watch the desired pro-
gram. If the user is not entitled to watch the program, an
appropriate error message is sent (step 310) and the interac-
tive session continues where viewer is given choice to select
something different per step 332. Alternatively, the user can
merely be presented with a pre-screened listing of available
content, such as where only those titles which the user has
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previously purchased or downloaded to their DVR are pre-
sented for selection. Myriad other schemes for presenting the
remote user with choices for selection will be recognized by
those of ordinary skill when provided the present disclosure,
and accordingly are not described further herein.

[0212] When the viewer is found to be entitled to access the
particular title, a determination is made about the type of title
desired (step 316). In the exemplary embodiment relating to
media (e.g., video services), three types of titles are generally
made available to a user: (i) live or broadcast television, (ii)
VOD material available in the local network; and (iii) user
programs, either existing on the subscriber’s DVR (or net-
worked or virtual DVR, or some such arrangement). It will be
appreciated, however, that the invention is in no way limited
to media or video-related content, and remote access accord-
ingly can be extended to a number of other different forms of
content including without limitation audio content (e.g.,
music CD’s, individual MP3 or comparable files, etc.), gam-
ing or simulation content, software applications, and even
stored data (e.g., archived data stored at the headend or
another designated storage location, such as part of a “virtual
RAID” service for the subscriber).

[0213] If the content desired by the user is a live or broad-
cast program (or other substantially real-time content deliv-
ery modality), the personal content server 242 may check for
additional constraints (step 320) that might limit the delivery.
These checks may include, e.g., determining the geographic
location of the user, and whether the selected content can be
delivered to that location at that specific time, such as due to
blackouts or other such restrictions. For example, profes-
sional sports organizations routinely use blackouts. Such a
blackout can be enforced by obtaining information about the
subscriber’s location from the remote network.

[0214] Once the server has ensured that the program view-
ing request can be fulfilled, further steps to set up the content
delivery session are undertaken (step 324). These steps are
generally consistent with conventional content delivery tech-
niques, and accordingly not described further herein. The
content manager 238 may also select an appropriate origina-
tion point from within the local network (or a proxy) for
delivering the content to the subscriber. The choice may
depend on several factors, including for example location of
any remote network gateways or nodes with respect to avail-
able content servers 242 in the network.

[0215] If the content desired by the user is a title available
on the VOD servers of the delivery network, the CM 238 will
hand off the streaming session to an appropriate VOD server
(step 318). As aresult, a VOD delivery session will be instan-
tiated, and the content delivered via the session to the request-
ing RCD.

[0216] Ifthe content desired by the user is a title present on
his DVR (step 326), multiple scenarios are possible, includ-
ing: (i) the DVR is present in the subscriber’s premises, or (ii)
the DVR is on the network side in the form of a virtual DVR
(VDVR) or a network DVR (NDVR). So as to avoid use of
upstream bandwidth, if the selected title is present on the
premises DVR, a third party content source is accessed to
locate and provide the requested content, as opposed to
retrieving the content from the premises DVR. Alternatively,
if the requested content is already present on the network in
the form of a NDVR/VDVR copy, then a call is made to the
relevant storage function to obtain the requested content.
[0217] When the local network contains a DVR or similar
recording device, additional signal exchanges may take place
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between the content manager 238, and the local/remote
devices in order to authenticate, validate, and/or synchronize
remote viewing. For example, content providers are con-
cerned about copyright issues associated with recording and
storing high value content in unprotected physical devices
and formats. Such concerns may be addressed by the present
invention by synchronizing or correlating the content stored
by the subscriber on the home DVR or other such device; if
the content desired to be accessed from the visited or remote
location is present on the home DVR, then the remote user
will be allowed access. If no correlation exists, then remote
access is denied. This approach carries advantages relating to
copyright protection and management as well; in simple
terms, since the subscriber already has a copy on their DVR,
allowing that same subscriber to view the same content except
in a remote location is no different than if that subscriber had
merely brought their DVR with them to the remote location.
[0218] Inanother embodiment of the invention, the remote
content delivery functionality previously described is predi-
cated upon what the subscriber’s premises device (e.g., CPE
106 or CD) is presently tuned to, or will be tuned to (such as
via an advance reservation or channel tuning selection on an
EPG or the like). This information can readily be obtained
from the headend 150 or BSA hub infrastructure, and passed
to the content server 242 tasked with serving the remote
content request from the RCD. In this fashion, the subscriber
makes an affirmative selection of the content that they wish to
have delivered to them, and the remote content delivery
mechanisms of the invention act as a “repeater” only; i.e.,
they are coupled to the subscriber’s premises tuning activi-
ties. Stated differently, the subscriber can be selectively
blocked from remotely accessing content that is not presently
selected for viewing or recording by a premises device. This
approach has advantages from, inter alia, a copyright stand-
point, since there is direct coupling between what the sub-
scriber is tuned to at their premises and what they are receiv-
ing remotely. Hence, the “time shifting” and “space shifting”
paradigms are preserved; the subscriber is merely displacing
their viewing location for the content, as if they merely had a
very long “wire” from their premises to the remote location.
[0219] The foregoing approach also enables a “watch-
along” function; i.e., by allowing remote delivery of content
that is also contemporaneously being delivered over a chan-
nel to which subscriber’s LCD 208 is tuned, family or other
logically related groups can be serviced in effectively identi-
cal fashion. Hence, a parent away on a business trip can be
apprised of what his/her children are watching at home with
the aforementioned watch-along or repeater function. VoIP or
similar audio/video communications (e.g., webcam) between
the RCD and LCD domains may also be provided, such as to
provide conversational capability between the parent and the
family members while all are watching the content, so that all
participants feel proximate to one another.

[0220] Similarly, the RCD can be configured to communi-
cate with the CM 238 (or even the LCD 208 directly) to
enable/disable certain functions or tuning capabilities. For
example, the RCD can instruct the CM 238 to disable serving
VOD or broadcast content associated with more adult or
mature channels to the LCD during certain time periods.
[0221] Inanother embodiment of the invention, the record-
ing of content at the headend 150, BSA hub site or other MSO
node is controlled based on subscriber selections. For
example, in one variant, the subscriber must affirmatively
select content for recording via their DVR/NDVR/VDVR
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before it can delivered to the RCD. In this manner, the user has
affirmatively selected content for recording, and hence the
MSO or other entity tasked with recording the content (if
necessary) for delivery to the RCD is in effect simply acting
as a remote recorder for the subscriber. In the case where the
user has recorded content within an NDVR or VDVR envi-
ronment, that same copy or recorded content can be used as
the basis or source of the content used to service the remote
delivery request if desired, thereby causing the MSO or other
content recording entity to make only a single copy of the
content.

[0222] It will be appreciated that the subscriber tuning and
the recording actions described above can be invoked
remotely if desired as well as locally. Hence, a given sub-
scriber might remotely transmit a “tune” command from their
RCD or another device (e.g., via a packetized communication
delivered over an in-band-channel, OOB, DOCSIS channel,
telephony or other link) to tune their LCD to a given program
channel, or invoke a DVR record function, thereby enabling
the aforementioned delivery of the same content to the remote
location.

Cached Reservation Information

[0223] Inanother embodiment of the invention, reservation
or other such information (e.g., that used to for example
reserve or cause later switching of a CPE 106 or other such
device to a given program channel or VOD stream) is config-
ured on the subscriber’s LCD (e.g., DSTB) at their premises
and then asset information (e.g., the unique asset ID for the
reserved program or programs) is cached back to a centralized
server or other data structure remote from the subscriber’s
premises. Advantageously, this approach allows a subscriber
or other entity to access reservation or similar information
anywhere via an internet (e.g., the Internet) or other network
without having to connect to the premises system.

[0224] FIG. 3a illustrates one exemplary embodiment of
the method 330 of providing remote reservation information
caching. It will be appreciated that the term “remote” as used
in this particular context means any location (whether actual
or virtual) that is not the subscriber’s premises LCD or CD
(discussed subsequently herein with respect to FIG. 6). For
example, a remote cache might be disposed at the headend
150, a BSA switching node (see FIG. 1¢), a mobile device
(e.g., the subscriber’s laptop computer, PDA, or cellular tele-
phone), mobile or portable storage device (e.g., USB key), a
web server, etc. In one aspect, the present invention seeks to
avoid having the subscriber or the network operator traverse
the network back to the subscriber’s LCD to obtain the res-
ervation or similar information. Hence, literally any device
that can be used to cache data that is remote from or more
favorably disposed may be used as the cache.

[0225] AsshowninFIG. 3a, the method 330 comprises first
establishing reservation or similar information with respect to
anetwork user or subscriber (step 332). This might comprise,
for example, the subscriber selecting one or more programs to
reserve via the EPG on their premises LCD (e.g., DSTB).
This information can be locally stored, and/or immediately
transferred upstream as discussed below with respect to step
334.

[0226] Next, the reservation information is transmitted to
the designated caching device, such as the aforementioned
content server (CS) 242, per step 334. This transmission may
be in the clear, or optionally integrity/confidentiality-pro-
tected, such as via public key or symmetric encryption if
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desired pursuant to e.g., a VPN architecture or the like, such
as where the information is traversing an untrusted network
(e.g., the Internet). As previously discussed, the reservation
information sent upstream (or to a remote cache location)
may also be anonymously associated with the subscriber or
their LCD, such as by using an opaque variable (e.g., one way
hash derived from inter alia MAC, TUNER ID, etc.). In this
fashion, surreptitious access to the cache where the reserva-
tion information is stored will yield no useful information
regarding specific subscriber’s activities or choices, thereby
maintaining complete privacy for the subscriber.

[0227] In one embodiment, the reservation information is
transmitted upstream (e.g., via DOCSIS or OOB channel) to
the headend 150, wherein the CS 242 (or another such entity)
stores the reservation information. Reservation information
as used herein may comprise literally any type of information,
data, or metadata that may be related to or associated with a
program, service, or content; see, e.g., the exemplary embodi-
ments and discussion set forth in co-owned and co-pending
U.S. patent application Ser. No. 11/263,015 filed Oct. 2, 2002
and entitled “Network based digital information and enter-
tainment storage and delivery system”, now published as U.S.
Patent Application Publication No. 20030208767, which
claims priority under 35 U.S.C. 119(e) the benefit of U.S.
Provisional Application No. 60/377,963 filed on May 3,
2002, each of the foregoing incorporated herein by reference
in its entirety.

[0228] In another embodiment, the reservation is transmit-
ted to a remote server (e.g., web server) via the DOCSIS
upstream or OOB channel. The web server maintains the
reservation information for the subscriber, with persistence at
least to the prescribed date and time associated with the
reservation.

[0229] Inyet another embodiment, the subscriber’s LCD is
configured so as to format and store the reservation informa-
tion as a data file or other structure on a portable storage
device (e.g., USB key plugged into a USB port on the LCD).
The subscriber then simply takes the media with them when
they roam, and plugs the media (with reservation data file)
into the USB or comparable port on their laptop or PMD,
whereby the PCS and other infrastructure can access it when
the laptop or PMD is started and placed in communication
therewith.

[0230] It will also be appreciated that transmission of the
reservation information need not occur (i) immediately, or (ii)
in one discrete transmission. For example, in one variant, the
reservation information is transmitted opportunistically; e.g.,
such as when a desired condition or set of conditions exist.
One such condition might comprise no or little upstream
bandwidth contention. Another might comprise both the LCD
and the CS 242 (or other caching device; e.g., web server)
being powered up, operation, and able to establish commu-
nication with one another. Yet another might comprise the
completion of provisioning of the CS 242 or other infrastruc-
ture by the MSO (e.g., establishing a storage location on the
CS for the reservation information, after verification of the
subscriber’s account status, privileges, etc.), and/or pursuant
to a “request/grant” mechanism of the type well known in the
art.

[0231] Similarly, the LCD may be programmed to aggre-
gate reservation or similar information for a prescribed period
of time, so as to avoid multiple upstream transmissions.
[0232] Conversely, the LCD may be programmed so as to
send the reservation data as soon as it becomes available; i.e.,
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a number of small pieces versus one aggregated quantity of
data taken over a more extended period of time. The data may
also be compressed or otherwise processed as desired (e.g.,
encryption or opaque variable generation/tagging as previ-
ously described).

[0233] Next, per step 336, the transmitted reservation infor-
mation is stored or cached on the target device (e.g., CS 242),
and uniquely associated with the subscriber. It will be appre-
ciated that such unique association may be on a per-account,
per-device, or per-user basis, or otherwise as desired. For
example, in one variant, the reservation information com-
prises a hierarchy comprising: (i) an account tier (which may
subsume multiple users, devices, and even locations); (ii) a
device tier (which may subsume multiple users and loca-
tions); and (iii) a user tier (which may subsume multiple
users). As an illustration, consider Account No. 123456,
which has associated with it five users (all five members of the
Smith family), and which has three (3) devices associated;
e.g., DSTB 1, DSTB2, and DSTB3, with DSTB 1 and 2 ata
first premises, and DSTB 3 at a second premises. So, when
Jane Smith enters reservation information into DSTB 3 via
the second premises, the exemplary embodiment of the hier-
archy records this level of granularity, and stores it in the
cache accordingly. Hence, when Jane subsequently connects
to the CS 242 while on the road with her laptop, she can either
enter identifying information (e.g., select from a menu of
users, locations, etc. associated with her master account), or
have the CS 242 automatically recognize her such as via a
pre-established device address (e.g., the MAC address on her
NIC in her laptop), higher-layer process identification, user-
specific SIM card (akin to GSM and UMTS phones), and so
forth. Any number of different mechanisms useful for auto-
matically identifying a computer and/or associated user will
be recognized by those of ordinary skill given the present
disclosure. Accordingly, Jane’s unique reservation informa-
tion will be retrieved and utilized by the CS 242.

[0234] Alternatively, the reservation information can be
segregated merely by location; i.e., that associated with
DSTBs 1 and 2 for the first location, and DSTB 3 for the
second location.

[0235] At the highest level, all reservation information for
the entire account can be stored and accessed remotely, such
as where parents may want to see what their children have
reserved while the former are away on the road.

[0236] Myriad other hierarchical or other organizational
schemes for unique reservation information will be appreci-
ated by those of ordinary skill given the present disclosure.
[0237] Inaddition, the transmission of reservation informa-
tion may be mirrored by data maintained on the .CS or CPE
106. So, for example, when a subscriber is on the road during
a given period, they can access the reservation information
remotely (i.e., from the server), as well as from their premises
when they return, without the two conflicting. Moreover, the
two systems can be programmed to be duplicative; e.g., the
reservation information may be utilized remotely (e.g., the
traveling subscriber being switched to their reserved broad-
cast) and locally (e.g., the DSTB in their premises switched to
the same reserved program) such as by another family mem-
ber. Hence, multiple different operating modes are envisaged,
including for example: (i) “exclusive” mode, wherein only
one location (e.g., remote or local node) acts as a master to
which the reservation information is limited; (ii) “non-exclu-
sive/coupled” mode, wherein the remote and location station
(s) act effectively as repeaters of one another; and (iii) “non-
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exclusive/decoupled” mode, wherein the remote and location
station(s) act independently of one another with respect to
reservation or similar information.

[0238] Instill another embodiment, the reservation or other
data remotely provided (e.g., by an RCD user on the road) can
be transmitted back up to the CS 242 or other serving entity,
or even a network proxy (e.g., web server, another MSO
server, etc.) for distribution. Such distribution may include
for example sending all or part of the reservation data back to
the LCD (e.g., CD or STB) of the remote user, thereby allow-
ing for remote updating of their premises device. In one
variant, a reservation manager client application is used on
the LCD or CD to manage data received remotely (e.g., from
the CS server 242, or even directly from the RCD via for
example an IP transport mode such as a downstream DOCSIS
channel), as well as reservation data generated locally at the
LCD (such as via user input via an on-screen display or the
like).

[0239] In addition to storage at the CS 242, the present
invention further contemplates the CS or other entity acting as
aproxy for storage; e.g., thereceived reservation or other data
being stored on a designated storage node that may or may not
be related to the CS 242. For example, in one variant, the CS
designates one or more Internet web servers to receive the
data for storage.

[0240] Lastly, per step 338, the cached information is
accessed as previously described. Typically, this will be by
the remote device (RCD) or its proxy; however, the present
invention also contemplates the case where the LCD (e.g.,
premises DSTB) may require access to this remotely cached
data as well. For example, where the L.CD is not equipped to
store the level of detail or granularity of hierarchy previously
described (e.g., it is only capable of knowing or storing data
indicating that someone reserved a program, but not who in
particular), the use of remotely cached data can afford this
additional layer of capability. This also obviates having to
retrofit more capable CPE or software; the reservation man-
agement tasks are wholly or at least partially pushed off to the
remote caching entity (e.g., CS 242) or its proxy.

[0241] Moreover, the reservation information may be use-
ful for the MSO or other entities for purposes of, e.g., histori-
cal data analysis or demand/bandwidth prediction algo-
rithms, such as for instance those described in co-owned and
co-pending U.S. patent application Ser. No. 11/243,720 filed
Oct. 4, 2005 entitled “SELF-MONITORING AND OPTI-
MIZING NETWORK APPARATUS AND METHODS”,
which is incorporated herein by reference in its entirety. In
one such variant, the subscriber’s reservation information is
used (Whether anonymously, such as via the aforementioned
opaque variable, or otherwise) alone or in conjunction with
that of other subscribers so as to e.g., predict bandwidth
consumption in the future. By having this information cached
on a headend or other server, the MSO has yet additional
information with which to “shape’ bandwidth allocation over
the network as a function of time.

[0242] Similarly, if the remote caching of reservation infor-
mation is done selectively; e.g., only when the user knows
that they will not be home, the MSO can use this information
to allocate bandwidth in the network; i.e., by knowing that the
user will not be consuming the bandwidth associated with the
reserved programming in their premises network, but rather
via a remote network.

[0243] It will also be appreciated that the RCD and serving
entity (e.g., CS 242) of the present invention may also be
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configured to permit the remote user to utilize an EPG or
similar application to reserve content remotely. This might be
done, for example, using the exemplary virtual interface emu-
lation described subsequently herein, although other
approaches may be used as well.

Virtual CPE

[0244] In yet another aspect of the invention, a “virtual
CPE” functionality is provided, wherein the user of the RCD
is presented with a virtual CPE (e.g., STB and/or remote
control) interface to mimic the controls and “look and feel” of
their premises CPE (e.g., DSTB, “sling” apparatus, con-
verged device (CD), etc.). As previously described, prior art
approaches to remote content delivery such as the Slingbox
suffers from several disabilities, including the fact that the
indigenous user interface and controls of the platform receiv-
ing the content at the remote location must be used. For
example, where the user’s RCD comprises a laptop computer
with Windows Media Player or Real video codec, the control
functions presented to the user are effectively limited to those
of the indigenous codec.

[0245] Inonevariant ofthe present invention, a client appli-
cation disposed on the RCD is operative to instantiate a GUI
that emulates the appearance, sounds, and functionality of all
oraportion of their parent LCD or CPE; e.g., a virtual STB or
DVR with remote. In one embodiment, the instantiated GUI
comprises a graphical image or other representation of a
hand-held remote control unit (see FIG. 3b), including but-
tons, sliders, etc. The portions of the generated image corre-
lating to a fast-forward (FF) button, for example, is made
user-interactive such that a mouse cursor and click, or even
finger touch on touch-screen displays of the type well known
in the art, will cause a software operation to be invoked, which
will transmit a command back to the serving entity (e.g., the
CS 242, VOD server, etc.) over the interposed network.
[0246] Inone such variant, the command message is encap-
sulated in the well-known TCP/IP protocol and delivered over
an IP-based network such as the Internet to the serving entity.
[0247] In another variant, the command is proxied by the
actual LCD device being emulated; e.g., the DSTB, Slingbox,
DVR or CD. It will be recognized that using this approach,
only command messages or signaling is transmitted from the
remote to the LCD (e.g., via IP and DOCSIS downstream,
in-band downstream, etc.), and not the actual content
requested or delivered, the latter which comes directly from
the CS 242 or other serving entity. Reasons for using the
actual premises device as a command/signaling proxy
include for example ensuring that certain policies, procedures
or other restrictions are applied or enforced. Consider the case
where the remote user comprises a child of parents who are
not available to supervise the child’s content selections or
access. [f no “remote” content exclusion or masking policies
(e.g., no adult content) are not enforced on the child’s RCD,
the RCD could conceivably pull the masked or excluded
content from the serving entity without the parents having
knowledge. However, by routing all command and signaling
through the premises environment, the indigenous premises
policies may advantageously be enforced on all remote
requests.

[0248] On-screen emulation of hardware or other interfaces
is well known in the art, and accordingly not described further
herein. It will be recognized, however, that any number of
audible, visual, and even tactile interfaces can be emulated
using such techniques. Other behavioral or anecdotal features
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can also be emulated, such as e.g., clicking sounds when a
button is pressed, delays in activation that emulate actual
delays, alarms, warning lights, etc.

[0249] The foregoing emulation may also include controls
and on-screen displays that are created when the device being
emulated is actually used. For instance, in one variant, the
RCD is programmed to generate an EPG or Watch-TV appli-
cation display effectively identical to that the user would
encounter at their premises. The remote control emulation
might be placed immediately next to the EPG, etc. on the
screen, whereby the user can click the “Select” button on the
emulated remote via the mouse of their laptop for example,
and the associated EPG feature (e.g., illuminating a selected
entry) is performed.

[0250] It will be appreciated that the GUI or screen emula-
tion described above can be scaled, sized or otherwise con-
figured for a variety of different platforms. For example, in
the case where available screen size is limited (e.g., the
received content is received over a small device such as a
handheld, PDA or even smartphone, and then played out to a
larger display device such as a monitor or television), the user
may wish to use the small device as a remote. Hence, the GUI
emulation can be scaled and optimized for the small screen,
including e.g., changing button sizes, eliminating high-den-
sity or high-overhead display items or features, etc. The user
can then use the PDS, phone, etc. as aremote control, e.g., via
the indigenous interface on that device to invoke functions on
the GUI remote control emulation generated on that same
device.

[0251] In yet another embodiment, the interface emulation
comprises (either alone or with the aforementioned remote
control emulation) a graphical display or representation of the
front panel of the device; e.g., STB, Slingbox, CD, etc. This
may be useful for accessing functions that are normally
accessed via the front panel, and/or viewing front panel indi-
cations that might not otherwise be viewable. These indica-
tions can be generated locally at the RCD based on informa-
tion sent from the CS 242 or other serving entity, and/or from
a proxy which may even include the device being emulated
itself. The latter case is primarily useful where the remote user
wishes to know the actual status or condition of their hard-
ware device installed at their premises. For example, where a
“hardware failure” warning light or the like has been illumi-
nated on the premises device, the device could be configured
to format and send a message (e.g., via upstream TCP/IP
channel) to the remote device or a serving entity therefore.
This message, when delivered, could cause the on-screen
emulation to reflect a similar condition.

[0252] The front panel and remote emulations can be dis-
played in side-by-side fashion, as alternates to one another
(e.g., toggled by keyboard command), or according to any
number of other schemes that will be recognized by those of
ordinary skill.

[0253] In addition to a virtual or emulated GUI or other
such interface, the present further contemplates the use of an
application with a hardware interface to an actual device (i.e.,
hardware and software emulation of a hardware function).
See FIG. 3c. For example, in one such embodiment, the user
actually brings their premises remote control (or a copy
thereof) with them, which is then used to interface with a
corresponding hardware (e.g., IR, RF, etc.) interface on or
coupled to the RCD.

[0254] 1In one variant, the user merely plugs a small recep-
tor (akin to that actually built into VCRs, DVRs, DSTBs,
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televisions, etc.) into their USB, PCMCIA, Firewire (IEEE-
1394), or other port or interface on the LLCD, and points the
remote at the receptor during use. A client utility or applica-
tion resident on the RCD receives the signals from the recep-
tor, emulates or generates the desired command in software;
and encapsulates the command into e.g., TCP/IP packets that
are then sent over the RCD’s physical layer (e.g., WiFi STA-
AP interface, Ethernet connection, etc.) to the serving entity
or proxy for execution. For example, one embodiment for a
VOD or trick mode function might comprise a LSCP (light-
weight stream control protocol) command or the like.
[0255] The device is also configured with a display driver
which is responsive to the generated commands, and which
can display an on-screen icon or text indicating the selected
mode (e.g., two head-to-tail arrowheads for fast forward, the
text “PLAY” for play mode, etc.) as shown in FIG. 3c.
[0256] Hence, the emulation features described herein
would provide for a substantially transparent user experience;
i.e., the viewer’s content navigation and delivery experience,
whether remote or at their premises, would be substantially
identical. This also affords the user the ability to access fea-
tures that either: (i) might not otherwise be supported by the
underlying codec environment (e.g., network- or MSO-spe-
cific features), or (ii) are difficult or ungainly to utilize in a
different user interface environment such as that of a laptop
computer. For example, in order to invoke a certain feature,
the user might have to use some arcane combination or
sequence of key strokes which they might not easily remem-
ber (e.g., ALT F11 or the like). Under the emulation approach
of the present embodiment, the remote user can switch chan-
nels, invoke VOD or “trick mode” control, change user set-
tings, etc. via the same familiar interface that is used from
their premises (e.g., home or business). The user therefore
need only remember how to use their premises device.

Network Server

[0257] Referring now to FIG. 4, one embodiment of the
improved network content server device 242 adapted for
remote content delivery according to the present invention is
described. As shown in FIG. 4, the device 242 generally
comprises a network server module adapted for interface with
the remote network 204 of FIG. 2, digital processor(s) 404,
storage device 406 (and optional mass storage device 408),
and a plurality of interfaces 407 for use with other network
apparatus such as LANS, routers, and other packet network
devices, network management and provisioning systems,
local PCs, etc. Other components which may be utilized
within the server device 401 include amplifiers, board level
electronic components, as well as media processors and other
specialized SoC or ASIC devices. Support for various pro-
cessing layers and protocols (e.g., TCP/IP, 802.3, DHCP,
SNMP, H.323/RTP/RTCP, VoIP, SIP, LSCP, etc.) may also be
provided as required. Where the content server is also acting
in a local network capacity (e.g., as a VOD or application
server), an appropriate application is also disposed to run on
the server module 401 to provide a functional interface for
e.g., VOD session requests received from the LCD or other
interposed entities. These additional components and func-
tionalities are well known to those of ordinary skill in the
cable and embedded system fields, and accordingly not
described further herein.

[0258] As previously discussed, the server device 401 also
may run the server portion 252 of the content management
DA.
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[0259] The server device 242 of FIG. 4 may take any num-
ber of physical forms, comprising for example one of a plu-
rality of discrete modules or cards within a larger network
headend or edge device of the type well known in the art. The
server may also comprise firmware, either alone or in com-
bination with other hardware/software components such as
those previously described (e.g., disposed in the aforemen-
tioned edge device). Alternatively, the server module 401 may
be a stand-alone device disposed at the headend or other
location (suchas a VOD server 105 or application server 104),
and may even include its own RF front end (e.g., modulators,
encryptors, etc.) or optical interface so as to interface directly
with various portions of the HFC network 101 if desired.
Numerous other configurations may be used. The server
device 242 may also be integrated with other types of com-
ponents (such as satellite transceivers, encoders/decoders,
etc.) and form factors if desired.

[0260] It can also be appreciated that the methods of the
present invention may be practiced using any configuration or
combination of hardware, firmware, or software, and may be
disposed within one or any number of different physical or
logical entities. For example, any required conditioning ofthe
content before delivery (such as the inclusion of watermark-
ing or other data, encryption, generation of encryption key
pairs and/or challenges, and so forth) may take the form of
one or more computer programs running on a single device
disposed within the network (e.g., the content server 242 of
FIG. 2a), such as at a headend, node, or hub.

[0261] As yet another example, portions of the content
distribution functionality may be rendered as a dedicated or
application specific IC (ASIC) or DSP having code running
thereon. For example, a security processor of the type well
known in the art can be used to implement encryption algo-
rithms on the delivered content, and/or to perform key pair
generation and the like. Myriad different configurations for
practicing the invention will be recognized by those of ordi-
nary skill in the network arts provided the present disclosure.
[0262] The server operation can also be masked or con-
trolled by a “business rules” engine” or other logical wrapper
or layer as described subsequently herein.

Local Client Device

[0263] Referring now to FIGS. 5 and 6, exemplary embodi-
ments of the Local Client Devices (LCDs) according to the
invention are described.

[0264] In the case of HFC or satellite networks, the LCD
208 in one embodiment comprises a CPE in the form of a
set-top box with a tuner stage or front end adapted for inter-
face with the relevant physical medium (e.g., connected to the
coaxial cable, or a satellite antenna). The LCD 208 may or
may not include DVR/PVR functionality. Also, the LCD may
notbe a physically separate or stand-alone piece of equipment
but be integrated into another device, such as in the case of a
cable-ready television set.

[0265] FIG. 5 illustrates an exemplary embodiment of an
LCD 208 according to the present invention. As shown in the
simplified diagram of FIG. 5, the device 208 generally com-
prises an OpenCable-compliant embedded system (e.g.,
DSTB) having an RF front end 502 (including tuner and
demodulator/decryptors) for interface with the HFC network
101 of FIG. 24, digital processor(s) 504, storage device 506,
and a plurality of interfaces 508 (e.g., video/audio interfaces,
IEEE-1394 “Firewire”, USB, serial/parallel ports, etc.) for
interface with other end-user apparatus such as televisions,
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personal electronics, computers, WiFi or other network hubs/
routers, etc. Other components which may be utilized within
the device (deleted from FIG. 5 for simplicity) various pro-
cessing layers (e.g., DOCSIS MAC or DAVIC OOB channel,
MPEG, etc.) as well as media processors and other special-
ized SoC or ASIC devices. The LCD 208 may also comprise
an integrated HD decoder, thereby relieving any connected
monitors or other devices from the requirement of having
such a decoder. These additional components and function-
ality are well known to those of ordinary skill in the cable and
embedded system fields, and accordingly not described fur-
ther herein.

[0266] The LCD 208 of FIG. 5 is also provided with an
OCAP-compliant application and Java-based middleware
which, inter alia, manages the operation of the device and
applications running thereon. It will be recognized by those of
ordinary skill that myriad different device and software archi-
tectures may be used consistent with the tuning and channel
request functions of the present invention, the device of FIG.
5 being merely exemplary. For example, different middle-
wares (e.g., MHP, ARIB, or ACAP) may be used in place of
the OCAP middleware of the illustrated embodiment.

[0267] The exemplary LCD 208 further comprises a per-
sonal content or media application, which allows a user to
manage his personal content. Such management includes, but
is not limited to, the ability to browse through content stored
to see which are available for viewing, select content for local
viewing, and configure various parameters associated with
the remote access (e.g., user logon names, passwords, etc.).
As previously described, the content available for viewing
may be stored locally, or alternatively may be stored
remotely, such as at the headend, BSA hub, or even a third
party content source.

[0268] The personal content application is also responsive
to a network-side application (e.g., server portion of a DA)
that queries the L.CD to check on the content titles stored on
the LCD, and other data related thereto.

[0269] In one implementation, the client program resident
on the LCD 208 tracks and reports user activity related to
personal content viewing to the relevant server(s) for each
LCD. This activity tracking is useful from a number of per-
spectives, including: (i) determining remote access to content
that has been stored or viewed locally; (ii) in billing; and (iii)
in determining when programs are added or deleted from the
local storage (e.g., subscriber’s DVR). This tracking can also
be performed in a substantially anonymous fashion, such as
through use of cryptographic hashes of TUNER ID, MAC,
and similar variables as described in detail elsewhere herein.
Such mechanisms allow for specific identification of the LCD
208 which has recorded or accessed content, without neces-
sarily having to know the subscriber’s identity.

[0270] Furthermore, an application on the LCD 208 can be
made to be responsive to the user’s commands to control the
DVR from the remote or visited network 204. Such a logical
connection from the remote network to the LCD can be
implemented using any number of different approaches,
including direct communications between the LCD 208 and
the RCD 214 (e.g., via Internet), relayed communications that
pass through the MSO (local) infrastructure (e.g., RCD 214 to
CM 23810 LCD 208), and so forth. Allowing the subscriberto
set up such a connection provides a remote management
interface to managing the LCD to perform personal media
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related functions, among others, thereby adding significant
flexibility to the operation and utilization of the remote con-
tent access functionality.

[0271] FIG. 6 illustrates an alternative embodiment of the
LCD comprising a converged device (CD), such as that
described in co-owned and co-pending U.S. patent applica-
tion Ser. No. 11/378,129 entitled “Methods and Apparatus for
Centralized Content and Data Delivery” filed Mar. 16, 2006,
and incorporated herein by reference in its entirety. The
exemplary CD 602 comprises a remotely manageable pre-
mises device that, inter alia, acts as a centralized client net-
working platform providing gateway services such as net-
work management as well as traditional content and high-
speed data delivery functions. The device also acts as the
shared internet (e.g., Internet) connection for all devices in
the premises via a cable modem or other such interface,
sharing personal and DVR content such as video, music and
photos (and any associated metadata) throughout the pre-
mises, and providing both a wired and wireless network in the
home. Telephony services utilizing e.g., embedded multime-
dia terminal adapter (eMTA) and/or WiF1i architectures may
also be provided via the device; these services can make use
of the network operator’s indigenous VoIP or comparable
telephony capability if desired, thereby providing an even
more unified service environment.

[0272] The converged premises device can also provide a
trusted domain for content or data, as well as allowing a
subscriber total mobility in the home by not limiting content
or data to any one viewing/access location. For example,
content or data may be accessed on any monitor in the pre-
mises, as well as on a PC or personal media device (PMD).
[0273] A wired home network utilizing existing coaxial
cable in the premises is also created, using e.g., an Ethernet-
to-coaxial bridge technology based on the MoCA specifica-
tion. This allows existing devices and DVRs to connect and
share content with the CD, and also allows the network opera-
tor (e.g., MSO) to control and manage the premises coaxial
network.

[0274] The CD is also advantageously accessible via any
remote device with internetworking (e.g., Internet) capabil-
ity, thereby allowing personal content to be accessed by the
user (or other entities such as the content manager 238) from
outside the premises.

Business Methods and Considerations

[0275] Various exemplary business-related aspects of the
remote content delivery technology previously discussed
herein are described in detail.

[0276] Inoneembodiment, remote access capability is pro-
vided as an incentive or feature as part of the subscriber’s
subscription plan. Hence, this approach treats the remote
location as merely an extension of the subscriber’s premises,
thereby requiring no differentiation between the remote and
local domains.

[0277] 1In a second embodiment, streamed content or data
sent to a RCD (e.g., cellular telephone, PDA, laptop, etc.) is
differentiated (from a billing perspective) from that delivered
to the subscriber’s premises, and billed directly to the sub-
scriber’s MSO account, such as via their monthly cable TV
bill. The billing module 152 or other comparable process
software at the MSO headend is configured to obtain the
relevant data regarding the subscriber’s remote device usage,
which is then integrated with that subscriber’s other activity
to generate a monthly statement. Such data may comprise, for
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example, the number of movies or other content the sub-
scriber has downloaded during the past billing cycle. As an
alternative to the foregoing “per-use” model, the subscriber
may be offered a plan wherein they can obtain an unlimited
(or finite) number of remote downloads or access per billing
cycle, such as for a flat fee. As yet another alternative, the
selected/downloaded content or data can be billed on a “pay
as you go” basis, such as via debit card, electronic payment
service (e.g., “Paypal™”) or the like, with successful nego-
tiation of the payment contract being a condition precedent to
delivery of the content/data.

[0278] Content as discussed previously also need not be full
length features (e.g., movies); rather, music videos, promo-
tional materials, tutorials, trailers, and other desirable content
can be provided in a broadcast or session fashion without the
extra effort associated with entering into a contract with a
separate service provider. Similarly, it is anticipated that con-
tent developers (such as the MSO themselves, or a third-party
entity such as a studio or channel) will develop content spe-
cifically adapted to the remote delivery paradigm set forth
herein; e.g., suitable to perhaps more limited bandwidth
availability of the remote network 204. In this fashion, the
MSO or other content source may also maintain two or more
versions of the content recorded or purchased by the sub-
scriber; e.g., a “local” or home copy, and a “remote” or lower
bandwidth or differently encoded/compressed copy, with the
applicable version being delivered to the user depending on
their location. The local copy might also comprise HD, while
the remote copy comprises an SD rendition of the same con-
tent.

[0279] This process can also work in reverse; i.e., to pro-
vide content or data from the subscriber upstream. As previ-
ously discussed, the captured video can be uploaded to the
MSO or third party server, for later download and viewing at
the subscriber’s premises (or those of other subscribers autho-
rized to view the content). Such download may also be to a
second appropriately equipped RCD 214.

[0280] Referring now to FIG. 7, one embodiment of the
aforementioned methodology is described in detail in the
context of an exemplary MSO and associated mobile device
(RCD) user, although it will be appreciated that the method-
ology 700 is readily adapted to other contexts.

[0281] In step 702, an MSO subscriber wishing to access
content initiates a session directly or indirectly with the net-
work entity providing the content (e.g., content server 242).
[0282] Per step 704, the subscriber is authenticated for pur-
poses of verifying that the subscriber attempting to access
content through an MSO account is indeed the person named
in the MSO account. This can be accomplished through a
variety of means including via security architecture at the
cable (MSO) side of the system architecture, and/or authen-
tication via the CSP/WSP, or any other portion on the IP
network side of the system.

[0283] Per step 706, the content server 242 can access the
billing module 152 or other billing entity within the network,
whether directly or indirectly, and write a record or data into
the appropriate database so that the subscriber can be charged
for the content on his’her home cable bill. Other relevant
information such as date/time, content requested, CSP/WSP
network identification, and so forth may be included in the
billing information if desired in order to be included on the
subscriber invoice.

[0284] Lastly, the billing module 152 or other entity
responsible for generating billing data assembles the invoice
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or statement for the subscriber using the cable system com-
ponent (e.g., monthly service/use charges) as well as those
associated with content access and download via the CSP/
WSP if any. These latter charges can be set off in a separate
section of the statement if desired, or merely integrated into
existing categories of services or charges.

[0285] Furthermore, where a business relationship exists
between the CSP/WSP and the MSO, the subscribers wireless
or mobile access charges during the billing period (whether
related to content access or not) may also be incorporated into
the subscriber’s MSO-generated bill. In this fashion, the sub-
scriber can be provided only one “umbrella” invoice covering
both their cable/satellite and wireless charges. Various of the
foregoing data may also be optionally bundled with VoIP or
similar access charges, such as for example where the MSO
offers VoIP telephony service to their subscribers via their
indigenous cable/satellite and IP infrastructure. This allows
for an even higher level of service integration, with the sub-
scriber receiving only one bill for their “home” (e.g., VoIP-
based) and wireless telephony, as well as their cable or satel-
lite and Internet access. In one exemplary configuration, the
MSO can offer 1) cable access (including premium services
such as DVR/PVR and on-demand), 2) high speed Internet
access (such as the “Roadrunner®” offered by the Assignee
hereof), 3) VoIP-based telephone service, and 4) remote con-
tent delivery service.

[0286] It will also be appreciated that there are significant
economies of scale to this approach for the service provider
(s), such as by obviating the need for the printing and mailing
or electronic processing of multiple separate monthly
invoices, and reduced customer service overhead. Such inte-
grated service packages also offer increased opportunities for
promotions, incentives, and “cross-over” sales of products
and services, thereby increasing the profitability of this para-
digm.

[0287] Delivery of the content to remote client or mobile
devices (or the user’s PC or laptop) can also be effected
according to the methods and apparatus described in co-
pending and co-owned U.S. patent application Ser. No.
11/198,620 entitled “Method And Apparatus For Context-
Specific Content Delivery” filed Aug. 4, 2005, incorporated
herein by reference in its entirety, which describes, inter alia,
the display and seamless transition of primary and secondary
content within, e.g., a unified display mechanism (window).
This integration allows for yet additional business or eco-
nomic opportunities, since the content downloaded by the
user can be coupled (seamlessly) to an advertising server or
the like, the latter presenting the user with context-specific
links or other information (secondary content) relating to the
primary content (e.g., video) downloaded. The user then
merely selects one or more of these links, and is provided
additional information relating to the topic of interest (either
the primary content or the links which individually may or
may not be commercial in nature). These links can be
accessed, e.g., a traditional IP or similar mechanism of the
type previously described herein, such as the well known
WAP protocol and browser.

[0288] In addition to the foregoing, the “watch-along”
function can also be marketed as an incentive or additional
premium feature. Specifically, parents or others may desire to
have the capability to both monitor what their children are
watching while they are away, as well as affirmatively control
access to certain channels or content from a remote location.
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This paradigm can also be readily extended into the enterprise
or business arenas, such as to monitor/control employee
channel usage.

[0289] Inaddition to the foregoing, business models related
to the provision of remote reservation data caching are envis-
aged using the present invention. For example, in one such
method, the subscriber is offered remote reservation capabil-
ity (and the various features previously described with respect
to FIG. 3a herein) as part of a premium service package, or as
an incentive. Moreover, the subscriber may be given other
incentives or even consideration (e.g., reduction of their
monthly bill) where they permit remote caching (and use of
the cached data by the MSO), since this provides benefits to
the MSO in terms of inter alia bandwidth allocation and
prediction based on reservations made.

[0290] In another variant, the “remote parental masking”
capability previously described (i.e., the ability for a remote
parent to view an even prohibit or mask certain types of
content for reservation by their children, etc.) is offered for a
premium, or as part of an incentive package.

[0291] Similarly, various business models relating to the
provisional of “virtual” control functions or emulations are
contemplated. In one such model, the subscriber pays a pre-
mium for the ability to emulate its premises equipment, or
alternatively this comprises a premium subscription or incen-
tive feature. The subscriber may also pay for the updates to
emulation features, such as when they obtain a new RCD
(e.g., laptop), or new CPE (e.g., a DVR or DSTB).

Operations/Business Rules Engine

[0292] In another aspect of the invention, the aforemen-
tioned content manager 238 (e.g., rendered as one or more
computer programs) includes a so-called “rules” engine. This
engine comprises, in an exemplary embodiment, a series of
software routines running on the content server device 242 or
other associated hardware/firmware environment adapted to
control the operation of the content management algorithms
previously described. These rules may also be fully integrated
within the content manager 238 itself, and controlled via e.g.,
a GUI ona PC connected to the server 242. In effect, the rules
engine comprises a supervisory entity which monitors and
selectively controls, via the content manager 238, the remote
content delivery functions at a higher level, so as to imple-
ment desired operational or business rules. The rules engine
can be considered an overlay of sorts to the remote content
management and delivery algorithms. For example, the con-
tent manager 238 may invoke certain operational protocols or
decision processes based on requests received from the RCD,
subscriber data, geographic data, etc. However, these pro-
cesses may not always be compatible with higher level busi-
ness or operational goals, such as maximizing profit or system
reliability. Hence, when imposed, the business/operational
rules can be used to dynamically (or manually) control the
operation of the CM 238. The rules may be, e.g., operational
or business-oriented in nature, or related to preservation of
security, and may also be applied selectively in terms of time
of day, duration, specific local areas, or even at the individual
user level.

[0293] For example, one rule implemented by the rules
engine may comprise only providing targeted secondary con-
tent insertion (e.g., advertising) to certain classes of subscrib-
ers (e.g., those at a premium level of service, or subscribers
who have “opted-in” to receiving targeted advertising, since
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these subscribers may be considered to have the highest rev-
enue potential or likelihood of responding to the targeted
advertisement).

[0294] Another rule might impose a moratorium on deliv-
ering certain content (even if already viewed or recorded by
the subscriber at the LCD 208) over the remote network to the
RCD due to an actual or perceived threat of theft or unautho-
rized copying. For example, the MSO may only allow remote
delivery of certain classes of content that are not considered
“high value”, or are sufficiently dated since their release over
the local network.

[0295] It will also be appreciated that certain subscribers
may be given preference for remote delivery of content over
others, such as in cases where the remote network bandwidth
is limited.

[0296] It will be appreciated that less “binary” approaches
than that described above can be utilized consistent with the
invention, whether in the context of secondary content inser-
tion, servicing remote delivery requests, or otherwise. Spe-
cifically, the foregoing approaches to remote delivery of con-
tent based on prior recording or tuner state has effectively two
states; i.e., delivered or not delivered. This model has the
advantage of simplicity, in that little real intelligence is
required for implementation. For example, a supervisory pro-
cess (e.g., algorithm) may comprise a fuzzy logic, Bayesian,
or similar approach to classify individual RCDs into one of
two categories in terms of a particular context (e.g., “high-
value” or “low-value”, “local” or “distant”, “low bandwidth”
or “high bandwidth”, etc.), which can then be used as the sole
(or at least partial) basis for delivering content for the desig-
nated RCD.

[0297] Many otherapproaches and combinations are envis-
aged consistent with the invention, as will be recognized by
those of ordinary skill when provided this disclosure.

[0298] Itwill be recognized that while certain aspects of the
invention are described in terms of a specific sequence of
steps of a method, these descriptions are only illustrative of
the broader methods of the invention, and may be modified as
required by the particular application. Certain steps may be
rendered unnecessary or optional under certain circum-
stances. Additionally, certain steps or functionality may be
added to the disclosed embodiments, or the order of perfor-
mance of two or more steps permuted. All such variations are
considered to be encompassed within the invention disclosed
and claimed herein.

[0299] While the above detailed description has shown,
described, and pointed out novel features of the invention as
applied to various embodiments, it will be understood that
various omissions, substitutions, and changes in the form and
details of the device or process illustrated may be made by
those skilled in the art without departing from the invention.
This description is in no way meant to be limiting, but rather
should be taken as illustrative of the general principles of the
invention. The scope of the invention should be determined
with reference to the claims.

What is claimed is:

1. A personal content distribution system, comprising:

a first network for distribution of content to a first device at
a first location;

a personal content server operatively communicating with
said first network; and

a second network in data communication with said content
server and adapted to receive a request to access particu-
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lar content from a second device at a second location
remote from said first location;

wherein said personal content server is further operative to

receive reservation data from at least said first device,
and utilize said reservation data in the delivery of
reserved content to at least said second device.

2. The system of claim 1, wherein said first device and
second device have at least one relationship, said relationship
comprising said first device and said second device being
associated with a common user or owner.

3. The system of claim 2, wherein said first network com-
prises a content-based cable or satellite network having a
plurality of subscribers, said common user or owner compris-
ing one of said plurality of subscribers.

4. The system of claim 3, wherein said association of said
first and second devices with said at least one common sub-
scriber is identified by said server by accessing a subscriber
database having data relating uniquely to said firstand second
devices.

5. The system of claim 1, wherein said first device and
second device have at least one relationship, said relationship
comprising said first device having said particular content
disposed thereon in either substantially permanent or ephem-
eral storage.

6. The system of claim 1, wherein said first network com-
prises a cable or satellite content-based network, and said
second network comprises a cellular network adapted to dis-
tribute content to a plurality of mobile users, said second
device comprising a mobile device.

7. The system of claim 6, wherein said first device and said
second device are associated with a common user that is
subscribed to receive first service over said cable or satellite
network, and second service over said cellular network.

8. The system of claim 1, wherein said first network com-
prises a plurality of subscribers, and said first device and said
second device are associated with at least a common one of
said plurality of subscribers, said association being deter-
mined at least in part by said at least one user providing
authentication information via said second device.

9. The system of claim 1, wherein said access comprises
delivery of said content to said second device, and said per-
sonal content server is operative to dynamically select at least
one of'the following for delivery of said content to said second
device:

(1) encoding/decoding format;

(ii) conditional access format; and

(iii) the network interface over which said content is deliv-

ered to said second device.

10. The system of claim 1, wherein at least one of said first
network or second network comprises apparatus adapted to
mitigate spoofing of said personal content server by an unau-
thorized device or user.

11. The system of claim 10, wherein said apparatus adapted
to mitigate spoofing of said personal content server by an
unauthorized device or user comprises a network apparatus
utilizing an IEEE Std. 802.1x protocol and in communication
with a RADIUS server.

12. The system of claim 1, wherein said second device is
capable of moving to a plurality of different locations within
said second network, and said personal content server is
adapted to authenticate said second device at each of said
different locations.

13. The system of claim 1, further comprising a third net-
work in communication with said first network;
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wherein said second device is capable of moving between
said second and third networks, and said personal con-
tent server is adapted to authenticate said second device
at each of said second and third networks.
14. The system of claim 1, wherein said personal content
server is further operative to perform rate shaping on said
delivered content.
15. The system of claim 1, wherein said personal content
server comprises a first portion of a distributed software
application, and said second device comprises a second por-
tion of said distributed software application, said first and
second portions of said application being in communication
with one another over at least said second network in order to
provide said delivery to said content.
16. The system of claim 1, wherein said reservation data
comprises asset ID information relating to a program or ser-
vice.
17. The system of claim 1, wherein said reservation data
comprises data indicating a particular date and time for view-
ing a program or using a service.
18. The system of claim 1, wherein said delivery of content
to at least said second device comprises delivery of said
content to both said first and second devices.
19. The system of claim 1, wherein said receipt of reserva-
tion data from at least said first device comprises receipt of
said reservation data from both said first and second devices.
20. The system of claim 19, wherein content delivery
specified by reservation data received from said first device
can be serviced independently of that specified by reservation
data received from said second device.
21. The system of claim 1, wherein said reservation data is
segregated or organized into a multi-level hierarchy and
stored on a storage device associated with said server.
22. The system of claim 1, wherein said reservation data is
user-specific.
23. A method of delivering content over a network, com-
prising:
receiving a request to reserve content for future delivery via
a first network from a first device;

determining whether said content has previously been or is
contemporaneously being delivered via a second net-
work and a second device; and

where said act of determining indicates that said content

has been or is being delivered over said second network,
allowing said content to be reserved for said first device.

24. The method of claim 23, wherein said first device and
said second device are associated with a common user, yet
disposed at substantially remote locations.

25. The method of claim 23, wherein said first device and
said second device are disposed at a substantially common
location.

26. The method of claim 23, wherein said content is
reserved by said first device via a third network that is sub-
stantially independent of said first network.

27. The method of claim 23, wherein said second device
comprises a content recording device, and said act of deter-
mining comprises determining if said content has been
recorded via said recording device.

28. The method of claim 27, wherein first device and said
recording device are associated with a common user, yet
disposed at substantially remote locations.
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29. The method of claim 23, wherein said act of determin-
ing comprises determining if said content has been purchased
using a subscription account associated with a user of said
first device.
30. The method of claim 23, wherein said first network
comprises the Internet, and said second network comprises a
cable television network, and said act of allowing comprises
allowing reservation data to be sent over the Internet to a
storage location associated with a content server disposed at
a node of said cable television network.
31. The method of claim 30, wherein said reservation com-
prises a reservation for future delivery of said content over
said cable television network using a video-on-demand
(VOD) session.
32. A network architecture adapted for delivery of content
over a network, comprising:
a server disposed substantially within a cable television
network and adapted to serve a content request from a
client device in communication with said cable televi-
sion network;
acontent source in data communication with said server for
providing content thereto; and
a management process in operative communication with
said server, said management process being adapted to
service content delivery requests from a second device
logically associated with but disposed remotely from
said client device;
wherein said management process is further adapted to:
receive content reservation data from said client device;
store said reservation data at a location accessible to said
server;

and deliver content to said second device directly or
indirectly from said source based at least in part on
said reservation data.

33. The architecture of claim 32, wherein said delivery of
said content based at least in part on said reservation data
comprises delivering content specified by said reservation
data to said second device at a first time also specified by said
data.

34. The architecture of claim 33, wherein said delivering
content specified by said reservation data to said second
device at a first time also specified by said data comprises
delivering said specified content over an internet using a
codec-over-IP format.

35. The architecture of claim 33, wherein said delivering
content specified by said reservation data to said second
device at a first time also specified by said data precludes
delivery of said content to said client device at a second time
that is the same or similar to said first time.

36. The architecture of claim 32, wherein said logical asso-
ciation comprises association of both said client device and
second device to a common cable network subscriber
account.

37. The architecture of claim 32, wherein said receipt of
content reservation data comprises receipt of data that is
anonymously associated with said client device.

38. The architecture of claim 37, wherein said received data
that is anonymously associated with said client device com-
prises a cryptographic hash of data particular to said client
device.

39. The architecture of claim 38, wherein said logical asso-
ciation comprises association of both said client device and
second device using at least said cryptographic hash.
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40. A client device architecture adapted for delivery of
content over a network, comprising:
a server disposed substantially within a cable television
network and adapted to serve a content request from a
client device in communication with said cable televi-
sion network; and
a management process in operative communication with
said server, said management process being adapted to
service content delivery requests from a second device
logically associated with but disposed remotely from
said client device;
wherein said management process is further adapted to:
receive content reservation data from said client device;
store said reservation data at a location accessible to said
server; and

permit said second device to access said reservation data
after it has been authenticated to said management
process.

41. The method of claim 40, wherein said access by said
second device comprises delivery of content reserved by said
reservation data at a time specified by said reservation data.

42. A method optimizing bandwidth usage within a cable
television network capable of delivery of content to a first
client device disposed within said network and a second,
associated client device disposed remote from said first client
device, the method comprising:

receiving content reservation data at a node of said network
from said first client device, said data indicating content
that is desired to be delivered at a given time to said first
device;

subsequently determining a condition when delivery of
said reserved content is to be made to said second device
instead of said first device; and

allocating bandwidth within said cable network from at
least one portion of said network based at least in part on
said determining.

43. A server adapted for delivery of content over a network,

comprising:

a computerized device disposed substantially within a
cable television network and adapted to serve a content
request a client device in communication with said cable
television network; and

a computer program operative to run on said computerized
device, said program adapted to service content delivery
requests from a second device logically associated with
but disposed remotely from said client device;

wherein said computer program is further adapted to:
receive content reservation data from said client device;
store said reservation data at a location accessible to said

program; and
deliver content to said second device based at least in
part on said reservation data.

44. A method of delivering content to a first device over a
first network, said first network in data communication with a
second network, said second network comprising at least one
client device having a plurality of hardware control functions
related thereto, said plurality of functions comprising a first
user interface, the method comprising:

emulating at least a portion of said hardware control func-
tions at said first device as part of a second user interface
s0 as to at least partly emulate said first user interface;

receiving at least one control command via said second
user interface; and

delivering said content at said first device according to said
at least one control command.
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45. The method of claim 44, wherein said act of emulating
comprises performing a software emulation, and wherein
display structures corresponding to at least a portion of said
hardware control functions are generated for display on a
display device associated with said first device.

46. The method of claim 45, wherein said act of generating
display structures comprises generating structures that are
also user-interactive, and said act of receiving comprises
receiving input from a user via at least one of said structures.

47. The method of claim 44, wherein said act of emulating
comprises performing a software and hardware emulation,
and wherein a physical input device having functions corre-
sponding to at least a portion of said hardware control func-
tions is used with said first device, and said functions of said
physical input device are emulated in software.

48. The method of claim 44, wherein said first device
comprises a portable computerized device, said first network
comprises the Internet, said second network comprises a
cable television network, and said second device comprises a
cable set-top box (STB).

49. Computerized apparatus adapted for receiving content
over a first network, said first network in data communication
with a second network, said second network comprising at
least one client device having a plurality of hardware control
functions related thereto, said plurality of functions compris-
ing a first user interface, the apparatus comprising:

a host computer;

a network interface operative to communicate data with

said first network; and

software operative to run on said host computer and in

communication with said interface, said software
adapted to:
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emulate at least a portion of said hardware control func-
tions at said first device as part of a second user
interface so as to at least partly emulate said first user
interface;

receive at least one control command via said second
user interface; and

receive said content at said first device via said network
interface based at least in part on said at least one
control command.

50. The apparatus of claim 49, wherein said apparatus
comprises a portable personal computer, and said first net-
work comprises the Internet, said second network comprises
a cable television network, said at least one client device
comprises a set-top box or digital video recorder, and said
plurality of hardware control functions comprise functions
associated with a hand-held remote control unit operative to
control said set-top box or video recorder.

51. The apparatus of claim 50, wherein said interface com-
prises an interface selected from the group consisting of: (i)
an Ethernet interface; and (ii) a WiFi interface.

52. The apparatus of claim 50, wherein said emulation of at
least a portion of said hardware functions is performed using
software emulation, and wherein display structures corre-
sponding to at least a portion of said hardware control func-
tions are generated for display on a display device associated
with said personal computer.

53. The apparatus of claim 52, wherein said generation of
display structures comprises generating structures that are
also user-interactive, and said receipt comprises receiving
input from a user via at least one of said structures.
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