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MAY 4, 2011Hash Collision Probabilities
A hash function takes an item of a given type and generates an integer hash value within a
given range. The input items can be anything: strings, compiled shader programs, files,
even directories. The same input always generates the same hash value, and a good hash
function tends to generate different hash values when given different inputs.

A hash function has no awareness of “other” items in the set of inputs. It just performs some arithmetic
and/or bit-magic operations on the input item passed to it. Therefore, there’s always a chance that two
different inputs will generate the same hash value.

Take the well-known hash function CRC32, for example. If you feed this function the two strings “plumless”
and “buckeroo”, it generates the same value. This is known as a hash collision.

What is the probability of a hash collision? This question is just a general form of the birthday problem
from mathematics. The answer is not always intuitive, so it’s difficult to guess correctly. Let’s derive the
math and try to get a better feel for those probabilities.

Calculating the Probability of a Hash Collision
There are many choices of hash function, and the creation of a good hash function is still an active area of
research. Some hash functions are fast; others are slow. Some distribute hash values evenly across the
available range; others don’t. If you’re interested in the real-world performance of a few known hash
functions, Chris Bloom and strchr.com offer some comparisons. For our purposes, let’s assume the hash
function is pretty good — it distributes hash values evenly across the available range.

In this case, generating hash values for a collection of inputs is a lot like generating a collection of random
numbers. Our question, then, translates into the following:

Given  randomly generated values, where each value is a non-negative integer less
than , what is the probability that at least two of them are equal?

It turns out it’s actually a bit simpler to start with the reverse question: What is the probability that they are
all unique? Whatever the answer to the reverse question, we can just subtract it from one, and we’ll have
the answer to our original question.

Given a space of  possible hash values, suppose you’ve already picked a single value. After that, there
are  remaining values (out of a possible ) that are unique from the first. Therefore, the

About
A blog by Jeff Preshing, Canadian
computer programmer. Focused
mainly on programmy stuff.

Recent Posts
High-Resolution Mandelbrot in
Obfuscated Python
Timing Your Code Using
Python’s with Statement
The Python with Statement by
Example
Penrose Tiling Explained
Penrose Tiling in Obfuscated
Python
xkcd Password Generator
The Cost of _SECURE_SCL
The Cost of Buffer Security
Checks in Visual C++
The Cost of Enabling Exception
Handling
Finding Bottlenecks by Random
Breaking
The Windows Heap Is Slow
When Launched from the
Debugger
Visual C++ Performance Pitfalls
Hash Table Performance Tests
Hash Collision Probabilities




Tweet

0

https://web.archive.org/web/20110927200414/http://preshing.com/20110504/hash-collision-probabilities
https://web.archive.org/web/20110927200414/http://preshing.com/20110504/hash-collision-probabilities
https://web.archive.org/web/20110927200414/http://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://web.archive.org/web/20110927200414/http://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://web.archive.org/web/20110927200414/http://en.wikipedia.org/wiki/Birthday_problem
https://web.archive.org/web/20110927200414/http://en.wikipedia.org/wiki/Birthday_problem
https://web.archive.org/web/20110927200414/http://cbloomrants.blogspot.com/2010/11/11-29-10-useless-hash-test.html
https://web.archive.org/web/20110927200414/http://cbloomrants.blogspot.com/2010/11/11-29-10-useless-hash-test.html
https://web.archive.org/web/20110927200414/http://www.strchr.com/hash_functions
https://web.archive.org/web/20110927200414/http://www.strchr.com/hash_functions
https://web.archive.org/web/20110927200414/http://preshing.com/20110926/high-resolution-mandelbrot-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110926/high-resolution-mandelbrot-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110926/high-resolution-mandelbrot-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110926/high-resolution-mandelbrot-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110924/timing-your-code-using-pythons-with-statement
https://web.archive.org/web/20110927200414/http://preshing.com/20110924/timing-your-code-using-pythons-with-statement
https://web.archive.org/web/20110927200414/http://preshing.com/20110924/timing-your-code-using-pythons-with-statement
https://web.archive.org/web/20110927200414/http://preshing.com/20110924/timing-your-code-using-pythons-with-statement
https://web.archive.org/web/20110927200414/http://preshing.com/20110920/the-python-with-statement-by-example
https://web.archive.org/web/20110927200414/http://preshing.com/20110920/the-python-with-statement-by-example
https://web.archive.org/web/20110927200414/http://preshing.com/20110920/the-python-with-statement-by-example
https://web.archive.org/web/20110927200414/http://preshing.com/20110920/the-python-with-statement-by-example
https://web.archive.org/web/20110927200414/http://preshing.com/20110831/penrose-tiling-explained
https://web.archive.org/web/20110927200414/http://preshing.com/20110831/penrose-tiling-explained
https://web.archive.org/web/20110927200414/http://preshing.com/20110822/penrose-tiling-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110822/penrose-tiling-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110822/penrose-tiling-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110822/penrose-tiling-in-obfuscated-python
https://web.archive.org/web/20110927200414/http://preshing.com/20110811/xkcd-password-generator
https://web.archive.org/web/20110927200414/http://preshing.com/20110811/xkcd-password-generator
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-_secure_scl
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-_secure_scl
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-buffer-security-checks-in-visual-c
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-buffer-security-checks-in-visual-c
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-buffer-security-checks-in-visual-c
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-buffer-security-checks-in-visual-c
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-enabling-exception-handling
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-enabling-exception-handling
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-enabling-exception-handling
https://web.archive.org/web/20110927200414/http://preshing.com/20110807/the-cost-of-enabling-exception-handling
https://web.archive.org/web/20110927200414/http://preshing.com/20110723/finding-bottlenecks-by-random-breaking
https://web.archive.org/web/20110927200414/http://preshing.com/20110723/finding-bottlenecks-by-random-breaking
https://web.archive.org/web/20110927200414/http://preshing.com/20110723/finding-bottlenecks-by-random-breaking
https://web.archive.org/web/20110927200414/http://preshing.com/20110723/finding-bottlenecks-by-random-breaking
https://web.archive.org/web/20110927200414/http://preshing.com/20110717/the-windows-heap-is-slow-when-launched-from-the-debugger
https://web.archive.org/web/20110927200414/http://preshing.com/20110717/the-windows-heap-is-slow-when-launched-from-the-debugger
https://web.archive.org/web/20110927200414/http://preshing.com/20110717/the-windows-heap-is-slow-when-launched-from-the-debugger
https://web.archive.org/web/20110927200414/http://preshing.com/20110717/the-windows-heap-is-slow-when-launched-from-the-debugger
https://web.archive.org/web/20110927200414/http://preshing.com/20110717/the-windows-heap-is-slow-when-launched-from-the-debugger
https://web.archive.org/web/20110927200414/http://preshing.com/20110717/the-windows-heap-is-slow-when-launched-from-the-debugger
https://web.archive.org/web/20110927200414/http://preshing.com/20110711/visual-c-performance-pitfalls
https://web.archive.org/web/20110927200414/http://preshing.com/20110711/visual-c-performance-pitfalls
https://web.archive.org/web/20110927200414/http://preshing.com/20110603/hash-table-performance-tests
https://web.archive.org/web/20110927200414/http://preshing.com/20110603/hash-table-performance-tests
https://web.archive.org/web/20110927200414/http://preshing.com/20110504/hash-collision-probabilities
https://web.archive.org/web/20110927200414/http://preshing.com/20110504/hash-collision-probabilities
https://web.archive.org/web/20110927200414/http://preshing.com/
https://web.archive.org/web/20110927200414/http://preshing.com/
https://web.archive.org/web/20110927200414/http://preshing.com/
https://web.archive.org/web/20110927200414/http://preshing.com/
https://web.archive.org/web/20110927200414/http://preshing.com/feed
https://web.archive.org/web/20110927200414/http://preshing.com/feed
https://web.archive.org/web/20110927200414/http://twitter.com/preshing
https://web.archive.org/web/20110927200414/http://twitter.com/preshing
https://web.archive.org/web/20110927200414/http://twitter.com/share
https://web.archive.org/web/20110927200414/http://twitter.com/share
https://web.archive.org/web/20110927200414/http://preshing.com/20110504/hash-collision-probabilities#comments
https://web.archive.org/web/20110927200414/http://preshing.com/20110504/hash-collision-probabilities#comments


Hash Collision Probabilities

https://web.archive.org/web/20110927200414/preshing.com/20110504/hash-collision-probabilities[12/3/2024 12:09:29 PM]

probability of randomly generating two integers that are unique from each other is .

After that, there are  remaining values (out of a possible ) that are unique from the first two,

which means that the probability of randomly generating three integers that are all unique is 
. (We can multiply the probabilities together because each random number generation is an independent
event.)

In general, the probability of randomly generating  integers that are all unique is:

On a computer, this can be quite slow to evaluate for large k. Luckily, the above expression is
approximately equal to:

which is a lot faster to compute. How do we know this is a good approximation? Well, it can be shown
analytically, using the Taylor expansion of  and an epsilon-delta proof, that the approximation error
tends to zero as  increases. Or, you can just compute both values and compare them. Run the following
Python script with different , and you’ll get a feeling for just how accurate the approximation is:

import math
N = 1000000
probUnique = 1.0
for k in xrange(1, 2000):
    probUnique = probUnique * (N - (k - 1)) / N
    print k, 1 - probUnique, 1 - math.exp(-0.5 * k * (k - 1) / N)

Great, so this magic expression serves as our probability that all values are unique. Subtract it from one,
and you have the probability of a hash collision:

Here is a graph for . This illustrates the probability of collision when using 32-bit hash values. It’s
worth noting that a 50% chance of collision occurs when the number of hashes is 77163. Also note that
the graph takes the same S-curved shape for any value of .
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Simplified Approximations
It’s interesting that our approximation takes the form , because it just so happens that for any 

that is very small, say  or less:

In other words, the exponent makes a pretty good approximation all by itself! In fact, the smaller the ,
the more accurate it gets. So for small collision probabilities, we can use the simplified expression:

This is actually a handy representation, because it avoids some numerical precision problems in the
original expression. Floating point numbers are not very good at representing values extremely close to 1.

Furthermore, if you’re talking about more than a handful of , there isn’t a very big difference between 
 and . So the absolute simplest approximation is just:

Small Collision Probabilities
In certain applications — such as when using hash values as IDs — it can be very important to avoid
collisions. That’s why the most interesting probabilities are the small ones.

Assuming your hash values are 32-bit, 64-bit or 160-bit, the following table contains a range of small
probabilities. If you know the number of hash values, simply find the nearest matching row. To help put
the numbers in perspective, I’ve included a few real-world probabilities scraped from the web, like the
odds of winning the lottery.
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