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Part Ill 
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Operating Systems and Applications 

The primary security issue related to JavaScript is that when viewed on a Web site it has the 
ability to open new browser windows without your permission. Just by adding the following 
lines to an HTML file, the Web site www. googl e. com will open in a separate window without 
any interaction by the user. 

<SCRIPT> 
window.open("http://www.google.com", '" + 0 + "', 'toolbar=O, 
scrollbars=l,location=O,statusbar=O,menubar=O,resizable=O, 
width=ll52,height=864'): 
<ISCRI PT> 

This is one of the ways that Web sites create pop-up advertisements. While those ads can be 
annoying, they are generally not. security threats. The danger comes when the opened Web site 
is operated by a malicious user. These types of attacks have been known to be capable of steal­
ing passwords, PINs, credit card numbers, cause the computer to crash, and monitor all activity 
performed by the browser. 

Although all current (known) vulnerabilities have been patched, JavaScript has the potential to 
access anything that the browser can if a new vulnerability is discovered. As with any client-side 
executable, JavaScript should be disabled if high security is a concern and sensitive information 
is present on the host computer. 

Java 
Java is a language created by Sun Microsystems in 1991 to provide a method to execute pro­
grams without any platform dependence. Although originally intended for small consumer elec-

\ tronic devices such as VCRs, toasters, and television sets, its popularity soared in 1994 when it 
was used across the Internet. 

The sandbox and security 
The Java security model is based on the notion of a sandbox. This environment resides on the 
host computer that is executing the Java application, and is designed to confine the program to a 
small play area. This play area is the sandbox, and it contains no critical resources. All access is 
explicitly granted by the user. 

By default, the application only has access to the central processing unit (CPU), the display, the 
keyboard, the mouse, and its own memory. This provides the program with what it needs to 
run, but does not afford it what it needs to be dangerous. 

Trusted applications can be provided larger boundaries and access to additional information. 
For example, applications that share files or documents may require additional access to the 
hard drive. 

I . I 
I 
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The Java sandbox is composed of the following: 

■ Permissions - Explicit statements of actions that applications are allowed to execute 
and resources that they are allowed to access. 

■ Protection domains - Collections of permissions that describe what actions applica­
tions from domains are allowed to execute and resources that they can access. 

■ Policy files - Contains protection domains. 

■ Code stores - The sites that the applications are physically stored on prior to execution 
on the host. 

■ Certificates - Used to sign code to convey trust to a user that you are the developer of 
the application. 

■ Key stores - Files that contain the certificates for Web sites. Key stores are queried to 
identify who signed the application code. 

Figure 11-7 depicts the Java security model. 

IIMNdltf■ ____________________________ _ 
The Java security model involves the policy file, protection domain, code sources, key stores, and 
certificates. 

Keystores 

certificate 

certificate 

Code Sources 

optional: URL (codebase) 

optional: Signer information 

source 

Policy File 

Types of Java permissions 
Table 11-2 shows the different permissions that are allowed in Java and what the resulting 
actions are. 
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li►id!llf◄ 

Type 

java.io. FilePermission 

java.net. 
SocketPermission 

java.util. 
PropertyPermission 

java.lang. 
Runti mePerm ission 

Java.awt. 
A WTPerm issions 

Java.net. 
NetPerm ission 

· Java.security. 
SecurityPermission 

Java.io. 
SerializablePermission 

Java.lang.reflect. 
ReflectPermission 

Java.security. 
All Permission 

ActiveX 

Java Permissions Summary 

Name 

File to perform action on 

hostname:port 

Java virtual machine that you want to 
perform action on 

Specific to the class, examples within 
the core Java APl include the 
following: createCI assLoader, 
readFifeOescriptor, exitVM, and set/O 

accessClipboard, accessEventQueue, 
create Robot, I isten ToAl IA WTEvents, 
readDisplayPixels, and 
showWindowWithoutWarningBanner 

specifyStream Handler, 
setDefaultAuthenticator, 
requestPasswordAuthentication 

There are several; popular examples 
include the following: 
addldentityCertificate, getPolicy, 
setPolicy, setSystemScope 

enableSubstitution, 
enableSubclasslmplementation 

suppressAccessChecks 

None 

· .. Actions 

Read, write, delete, execute 

Accept, listen, connect, resolve 

Read, write 

Actions are not used; you either 
have permission to execute the 
specific runtime operation or 
you do not 

Not used 

Not used 

Not used 

Not used 

Not used 

Not used 

ActiveX is one of the most powerful technologies available today. Using it, software can be 
automatically downloaded, installed, and executed. ActiveX can be thought of as a self-installing 
plug-in. If configured by the browser, Web pages that contain an OBJECT tag are automatically 
acted upon simply by viewing. 

·-1 
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