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67 ABSTRACT
Network utilization of an arbitrary application is controlled
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<applicationA>
<components>

<component property1...>
InternetGateway

</component>

<component property1...>
Tier1App

</component>

<component property1...>
Tier2App

</component>

<component>
LoadBalancer

</component>

</components>
<capacity specifications>
<capacity specification>
Min(Average(Tier1App), InternetGateway) = 1.5 MBS
</capacity specification>
<capacity specification>
Sum(Connection(Tier1, Tier2)) > .5 MBS
</capacity specification>
<capacity specification>
Each(Tier2, SQLDB) > .1 MBS
</capacity specification>
<capacity specification>
Min(LoadBalancer, *) > .1 MBS
Min(*, LoadBalancer) > .4 MBS
</capacity specification>
</capacity specifications>

</ApplicationA>

FIG. 10
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<P2P Application>
<components>

<component property1...>
Gateway

</component>

<component property1...>
Peer

</component>

<component property1...>
Client

<fcomponent>

</components>
<capacity specifications>
<capacity specification>
Avg(Peer, Peer) = .2 MBS
</capacity specification>
<capacity specification>
Each(Peer, Gateway) > .1 MBS
</capacity specification>
<capacity specification>
Avg(Client,Gateway,Peer)) < 0.05 MBS
</capacity specification>
</capacity specifications>

</P2P Application>

FIG. 11
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CONTROLLING NETWORK UTILIZATION

BACKGROUND

[0001] In modern computing environments, distributed
applications may consist of numerous autonomous units
executing on different hosts, cooperating via a network, inter-
facing with clients such as browsers, accessing database serv-
ers, etc. Peer-to-peer applications, multi-tier web applica-
tions, distributed hash tables, server pools or clusters, are
examples of distributed applications. Such distributed appli-
cations may execute in clouds, data centers, etc.

[0002] Network communication is necessary for effective
operation of such applications. In some cases, it might be
desirable for an application to have various network perfor-
mance characteristics, for example, bandwidth between com-
ponents, average throughput to the Internet or clients thereon,
average bandwidth per application instance, etc. In other
words, it may be desirable to have application-level network
performance guarantees.

[0003] However, to date, such guarantees have not been
possible. Network performance guarantees have been pro-
vided at the network level. Routers have been used to provide
Quality of Service (QoS) guarantees, but these guarantees
have not been oriented for distributed applications as awhole.
In other words, the typical means for assuring bandwidth or
capacity levels have been directed to data networks per se,
rather than applications. Moreover, in an environment in
which a distributed application may be executing, issues such
as sharing of resources between different applications makes
it difficult to guarantee network resources along communica-
tion pathways through a distributed application.

[0004] Even in cases where network resource provisioning
might have been provided at the application level, the tech-
niques used to obtain or maintain network resource require-
ments have involved techniques such as transmission rate
control, throttling, and other network-oriented traffic control
mechanisms. Although distributed application elements are
often hosted in virtual machines (VMs), VM technology has
not been exploited to help guarantee application-level net-
work requirements.

[0005] Techniques related to controlling network resources
for distributed applications using virtual machine (VM) tech-
nology are discussed below.

SUMMARY

[0006] The following summary is included only to intro-
duce some concepts discussed in the Detailed Description
below. This summary is not comprehensive and is not
intended to delineate the scope of the claimed subject matter,
which is set forth by the claims presented at the end.

[0007] Network utilization of an arbitrary application is
controlled by tracking network usage statistics of virtual
machines (VMs), including at least VMs hosting parts of the
application. For network utilization control, VMs serve as
network proxies for elements of the application. A specifica-
tion for a network requirement of the application is evaluated
against the network usage statistics. When a network capacity
requirement to/from/through an element of the application is
not satisfied, one or more VMs are adapted to satisfy the
requirement. For example, a VM may be migrated from a host
or network location that has excess network bandwidth. Or,
for example, network bandwidth availability for an under-
requirement VM may be increased and bandwidth availability
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for a VM at an appropriate host or network location may be
decreased. Thus, application-level communication path
requirements may be satisfied using VM adaptations.

[0008] Many of the attendant features will be explained
below with reference to the following detailed description
considered in connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The present description will be better understood
from the following detailed description read in light of the
accompanying drawings, wherein like reference numerals are
used to designate like parts in the accompanying description.
[0010] FIG. 1 shows an example virtualization layer.
[0011] FIG. 2 shows processes and interactions of a virtu-
alization layer in relation to virtual machines and virtual
machine images.

[0012] FIG. 3 shows an example of a distributed applica-
tion.
[0013] FIG. 4 shows another example distributed applica-
tion.
[0014] FIG. 5 shows a system for specifying network

capacity for a distributed application and provisioning net-
work capacity using virtual machine (VM) adaptations.
[0015] FIG. 6 shows an example of a host with virtualiza-
tion enhancements to facilitate VM network reporting and
network usage manipulation.

[0016] FIG. 7 shows the system of FIG. 5 in relation to the
example distributed application in FIG. 3.

[0017] FIG. 8 shows hosts hosting a distributed application
executing in VMs.

[0018] FIG. 9 shows a detailed view of a part of FIG. 8.
[0019] FIGS. 10 and 11 show example application network
specifications.

DETAILED DESCRIPTION

Overview and Virtualization

[0020] Embodiments discussed below relate to using VM
technology to provide network capacity in the presence of
dynamic network conditions. Discussion will begin with an
overview of virtualization technology including virtualiza-
tion components such as hypervisors. Distributed applica-
tions and examples thereof will be discussed next. An over-
view of using VM technology for network provisioning will
be described, followed by discussion of related VM enhance-
ments and detailed explanation how those enhancements are
used

[0021] FIG. 1 shows an example virtualization layer 100. A
computer 102 has hardware 104, including a central process-
ing unit (CPU) 106, memory 108, a network interface 110,
non-volatile storage 112, and other components not shown,
such as a bus, a display adapter, etc. The virtualization layer
100 manages and facilitates execution of virtual machines
114. Although not shown in FIG. 1, each virtual machine 114
typically has an associated virtual disk image and a guest
operating system. For brevity, the operating system and per-
haps application software of a virtual machine 114 will some-
times be referred to as a guest, which is stored and executed
from the virtual disk image associated with the virtual
machine 114. For convenience, the term “hypervisor” will be
used herein to refer to the various forms of virtualization
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layers. Moreover, as will be discussed below, virtual
machines 114 are used to host elements of distributed appli-
cations.

[0022] The virtualization layer 100 may be of any variety of
known or future implementations, such as Hyper-V Server™,
VMWare ESX Server™, Xen, Oracle VM™, etc. The archi-
tecture of the virtualization layer may a hosted type, with a
virtual machine monitor (VMM) running on a host operating
system, or a bare-metal type with a hypervisor or the like
running directly on the hardware 104 of the computer 102. As
used herein, the term “virtual machine” refers to a system-
type virtual machine that simulates any specific hardware
architecture (e.g., x86) able to run native code for that hard-
ware architecture; to the guest, the virtual machine may be
nearly indistinguishable from a hardware machine. Virtual
machines discussed herein are not abstract or process-type
virtual machines such as Java Virtual Machines.

[0023] The virtualization layer 100 performs the basic
function of managing the virtual machines 114 and sharing of
the hardware 104 by both itself and the virtual machines 114.
Any of a variety of techniques may be used to isolate the
virtual machines 114 from the hardware 104. In one embodi-
ment, the virtualization layer may provide different isolated
environments (i.e., partitions or domains) which correspond
to virtual machines 114. Some of the virtualization layer 100
such as shared virtual device drivers, inter virtual machine
communication facilities, and virtual machine management
APIs (application programming interfaces), may run in a
special privileged partition or domain, allowing for a compact
and efficient hypervisor. In other embodiments, functionality
for virtual machine management and coherent sharing of the
hardware 104 may reside in a monolithic on-the-metal hyper-
visor.

[0024] FIG. 2 shows processes and interactions of virtual-
ization layer 100 in relation to virtual machines 114 and
virtual machine images 140. The virtualization layer 100
performs a process 142 of starting and executing a virtual
machine 114, possibly according to corresponding virtual
machine configuration parameters. When a virtual machine
114 (VM) is started, the virtualization layer identifies an
associated virtual machine image 140. In practice, any virtual
machine image 140 can be used by any virtual machine 114.
The virtual machine image 140 may be a specially formatted
file (e.g., a VHD) on a file system 141 of the virtualization
layer 100. The virtualization layer 100 loads the identified
virtual machine image 140. The started virtual machine 114
mounts and reads the virtual machine image 140, perhaps
seeking a master boot record or other boot information, and
boots a guest operating system which begins executing.

[0025] The virtualization layer 100 manages execution of
the virtual machine 114, handling certain calls to the guest’s
kernel, hypercalls, etc., and coordinating the virtual machine
114’s access to the underlying hardware 104. As the guest and
its software run, the virtualization layer 100 may maintain
state of the guest on the virtual disk image 140; when the
guest, or an application run by the guest, writes data to “disk”,
the virtualization layer 100 translates the data to the format of
the virtual disk image 140 and writes to the image.

[0026] The virtualization layer 100 may perform a process
144 for shutting down the virtual machine 114. When an
instruction is received to stop the virtual machine 114, the
state of the virtual machine 114 and its guest is saved to the
virtual disk image 140, and the executing virtual machine 114
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process (or partition) is deleted. A specification of the virtual
machine 114 may remain for a later restart of the virtual
machine 114.

Distributed Applications

[0027] FIG.3 shows an example of a distributed application
160. The example in FIG. 3 is a multi-tier application having
apresentation tier 162, an application-tier 164, and a data-tier
166. Although not shown, the distributed application executes
in a data network in which elements communicate via com-
munication nodes such as routers, bridges, switches, gate-
ways, load balancers, etc. The presentation-tier 162 is com-
prised of web server instances 168 or other servers or
applications that interface with clients that use the distributed
application 160. Middle-tier 164 is formed by application
instances 170 which may implement the main logic of the
distributed application 160, translate between objects and
data in a database, translate client requests to database que-
ries, etc. Data-tier 164 may have a number of database servers
172, database interfaces, datastores, or other forms of persis-
tent and efficient data storage. Load balancers 174 may bal-
ance load across the elements at each layer. The elements at
each tier, for example the web servers instances 168, are
duplicate executables or software stacks that have different
execution states.

[0028] In operation, the distributed application 160
receives requests, for example from clients, other applica-
tions, services, etc. The requests are handled by the web
server instances 168, which may initiate a transaction or
otherwise communicate with the application instances 170.
In turn, the application instances 170 may have interactions
with the database servers 172.

[0029] Each solid line in FIG. 3 represents a possible path
of network communication. With regard to network require-
ments of the distributed application 160, any of the solid lines
(e.g., path 176), or any various sets of lines (e.g., path set 178)
between like elements (e.g., all of the lines between web
servers 168 and load balancers 174), or combinations thereof,
are potential points where a network requirement might be
specified, evaluated, and provisioned.

[0030] FIG. 4 shows another example distributed applica-
tion; peer-to-peer application 200. Peers 202 execute on dif-
ferent hosts (or, in different guests). Each peer 202 generally
behaves the same and performs the same functions, though
with differing operation states. The peer-to-peer application
200 might be a distributed hash table, a distributed storage
system, a network service, etc. The peer-to-peer application
may have connections between peers 202. The peers 202 may
communicate with external entities via the Internet 204. The
peers 202 might also use various services such as a database
server 206 providing a relational database 208. Peers 202 may
communicate for substantive servicing of external requests,
as well as for internal maintenance of peer-level interconnec-
tivity. An external request might be handled directly by a peer
202, or that peer might have information allowing it to pass
the request to other peers 202 that service the request and
return a response.

[0031] As in FIG. 3, solid lines represent network paths
between elements. Lines between peers 202 represent inter-
peer network paths, and lines to the peer-to-peer application
200 represent paths to any or multiple peers 202. As in FIG. 3,
any of the lines (e.g., paths 210, 212) or sets of lines (e.g.,
paths 214) might be candidate targets for specifying a net-
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work capacity or bandwidth requirement, evaluating the
requirement against measured conditions, and adjusting VMs
to satisfy the requirement.

Application-Level Network Provisioning

[0032] FIG. 5 shows a system for specifying network
capacity for a distributed application 230 and provisioning
network capacity using virtual machine (VM) adaptations. A
network controller 232 performs processes, described later,
for evaluating network conditions and needs of a distributed
application 232. A network specification 234 is provided that
specifies network requirements (or preferences) for the dis-
tributed application 230. The network specification 234
includes network requirements 236 for the distributed appli-
cation 230.

[0033] A network requirement 236 may identify applica-
tion-level network paths or connections between elements of
the distributed application 230 (e.g., connectivity between
elements without regard for underlying routers etc. that pro-
vide the connectivity). For instance, in the example of FIG. 3,
a network requirement 236 might specify path 176 or path set
178. In the example of FIG. 4, a network requirement might
identify paths 210, 212 or paths 214. Such paths or connec-
tions are identified, in the abstract, in terms of the application
elements 238 of the distributed application and/or external
elements 240 that connect with the distributed application
230 (application elements may be parts of the distributed
application 230 that execute on different hosts or VM guests,
such as peers 202, web servers 168, network services, etc.). In
the example of FIG. 5, paths 242 and 244 have corresponding
network requirements 236. A network requirement 236 also
specifies a network resource requirement that corresponds to
its path (or paths, or class of paths). For example, a network
requirement 236 for path 242 might specify a specific (or
dynamically calculated) bandwidth requirement such as 50
kilobytes per second (KBS). Details of network specifica-
tions are described later with reference to FIGS. 10 and 11.

[0034] FIG. 5 also shows network statistics data 246. The
network statistics data 246 stores network statistics 248
reported from application elements 238 and/or network com-
munication nodes (e.g., routers, aggregators, gateways, etc.).
The network statistics might also include network topology
information that network controller 232 uses to construct a
model of the current topology of the underlying data network.
Such topology information might be derived from collected
BGP (border gateway protocol) routing data or OSPF (open
shortest path first) routing data. Note that network topology
information and a topology model are not required for net-
work provisioning.

[0035] More specifically, the network statistics data 246
might include information about the current or historical net-
work bandwidth consumed by application elements 238,
hosts hosting same, VMs hosting application elements, and so
on. Inone embodiment, hypervisors managing VMs, in which
application elements 238 execute, may have a component that
monitors and reports network usage of individual VMs (see
meter 270 in FIG. 6), possibly including information associ-
ating the usage (e.g., a bandwidth value) with an identity of
the VM. In one embodiment, the network activity or con-
sumption of each VM that hosts an element of the distributed
application 230 is reported and tracked. In this case, the
system keeps track of which VMs host which application
elements 238. In effect the VMs act as network-tracking
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proxies of the application elements 238. Details and further
examples of network statistics 248 and network statistics data
246 are discussed later.

[0036] Returning to FIG. 5, the network controller 232
evaluates the network statistics data 246 against the network
requirements 236 of the distributed application 230. The net-
work controller 232 may determine if some paths or sets or
classes of paths (or combinations thereof) specified in the
network requirements 236 are not (or will likely not be)
satisfied. The network controller 232 in turn determines VM
adaptations 250 that it issues to the host or hosts hosting the
VMs in which the application elements 238 are executing.
[0037] A VM adaptation 250 might be instructions for one
or more VM management components (see management
component 274 in FIG. 6) to migrate a VM (or multiple VMs)
from a first host to a second host by stopping the VM on the
first host, transferring the VM’s disk image to the second host
(if necessary), and starting it on the second host. A VM
adaptation 250 might be an instruction to a hypervisor to
increase or decrease the network capacity for one or more of
the VMs managed by the hypervisor. In one embodiment,
hypervisors have logic (see regulator 272 in FIG. 6) to control
network throughput for individual VMs. While throttling and
migration are effective and straightforward techniques for
controlling network usage, other techniques may be used. For
example, in one embodiment, global bandwidth can be
reduced by reducing the number of instances in an application
tier. In another embodiment, guest operating systems are
signaled to adjust network usage, for example, by spoofing a
network saturation condition to a guest operating system’s
TCP (Transmission Control Protocol) rate control algorithm.
[0038] Regarding implementation of network controller
232, the network controller 232 might be implemented in a
variety of computers. In one embodiment, the network con-
troller 232 is included in a virtual machine management sys-
tem that manages VMs across a network. For example, the
System Center Virtual Machine Manager™, VM Ware Virtu-
alCenter™, etc. In another embodiment, the network control-
ler 232 is a stand-alone application executing on any host with
network connectivity. In yet another embodiment, the net-
work controller 232 is itself a distributed application. The
network controller 232 may be implemented as part of the
distributed application 230 (with possible limitations on how
bandwidth can be managed). In one embodiment, the network
controller 232 manages many different distributed applica-
tions sharing a same network and hosts. In which case, it may
havethe ability to increase or decrease bandwidth available to
one application to help meet a requirement of another appli-
cation.

[0039] FIG. 6 shows an example of a host 268 with virtu-
alization enhancements to facilitate VM network reporting
and network usage manipulation. A hypervisor 274 performs
known virtualization functions, as mentioned above, for
executing VMs 276, 278. In addition, the hypervisor 274 has
a regulator 272 and a meter 270. The meter 270 collects
statistics about the volume (and/or rate) of network data trans-
mitted to/from the VMs on the host 268. In one embodiment,
the hypervisor may have a virtual NIC (network interface
card) device for each VM and statistics are generated through
the virtual NIC device.

[0040] The regulator 272 allows the hypervisor 274 to con-
trol network throughput of the VMs that it manages. A variety
of control algorithms may be used. Known network rate con-
trol algorithms may be used (for example, by delaying queued
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packets before transmission). In some cases, bandwidth may
be reduced for some VMs (for example, a VM 278 not part of
the distributed application) to allow increase of bandwidth for
a VM 276 hosting an application element 238. Note that the
hypervisor or virtual NIC can inspect packets, as they pass
through, to understand the corresponding actual network path
and decide which network sessions to throttle.

[0041] The host 268 might also have a management com-
ponent 280 to facilitate the network management. In one
embodiment, the management component 280 collects sta-
tistics from the meter 270 and transmits the statistics for
storage in the network statistics data 246. The management
component 280 may also control the regulator 272 according
to instructions from the network controller 232. The manage-
ment component 280 may also carry out instructions to
migrate VMs in response to VM adaptations from the network
controller 232.

[0042] The management component 280 may also be a
convenient means to allow the network controller 232 to
interface with different virtualization implementations; dif-
ferent management component 280 implementations may be
provided for respective virtualization implementations. Each
may implement a same controller-facing API (application
programming interface) and have different virtualization-fac-
ing logic suitable for a different virtualization implementa-
tion.

[0043] Functionality of the management component 280,
regulator 272, and meter 270 may be included anywhere in
the virtualization layer that is suitable for the particular vir-
tualization implementation being used. Moreover, these com-
ponents need not exist as actual discrete units; the corre-
sponding functionality may be performed with a variety of
designs.

[0044] FIG. 7 shows the system of FIG. 5 in relation to the
example distributed application 160 in FIG. 3. Hosts 268 have
VMs 276 as described earlier, which may host application
elements such as web servers 168, application instances 170,
and database servers 172. Meters 270 and regulators 272 are
assumed but not shown. Smaller versions of hosts 268 are the
same as the larger versions of hosts 268. The larger versions
illustrate the detail of the hosts 268 shown in FIG. 8. FIG. 8
shows hosts 268 hosting distributed application 160 execut-
ing in VMs 276. Some of the hosts reside in a sub-network
300, which may a component of a specified path. The network
controller 232 maintains information mapping the VMs 276
to application elements such as database servers 172, appli-
cation instances 170, etc. Network statistics of the VMs 276
are accumulated in network statistics datastore 246. In one
embodiment, network communication nodes 302 (e.g., rout-
ers, gateways, aggregators) provide network communications
for the VM 276.

[0045] FIG. 9 shows a detailed view of an arbitrary part of
FIG. 8. The meter 270 of host 268B accumulates VM 276
meter statistics 320 that are transmitted and stored in the
network statistics data 246. Network communication nodes
302 may or may not also submit network statistics, for
example link bandwidth rates, interface statics, etc. The net-
work controller 332 may perform a process 334 for storing
any network statistics, which may involve receiving statistics
and storing them in the network statistics data 246.

[0046] The network controller 232 performs a process for
shifting network traffic load within the network. The network
controller 232 selects, from a collection 336 of network speci-
fications a network specification 234A that corresponds to the
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distributed application. The specification is then repeatedly
evaluated against the network statistics that relate to the dis-
tributed application. Whenever the network controller 232
determines that an adjustment is required so that actual con-
ditions will comply with the requirements or preferences of
the distributed application (according to network specifica-
tion 234A), the network controller analyzes current or recent
traffic statistics from the network to identify one or more
targets for shifting network traffic load, possibly taking into
account which VMs host which elements of the application.
Accordingly, the network controller 232 performs VM adap-
tation on the targets.

[0047] Regarding VM adaptation, in one embodiment, the
network controller 232, having identified VM 276 A on host
268A as a target, transmits a “perform migration” instruction
338, which may identify the VM 172A, the source host 268A,
and a destination host 268B. In response, the hosts 268A,
268B migrate VM 172A to host 268B. Techniques for VM
migration are known and described elsewhere. Generally,
VM 276A is stopped on host 268A, a disk image 338 of the
stopped VM is transferred or made available to host 268B,
and host 268B’s virtualization components then restart VM
276 A from the received/accessed disk image 338.

[0048] In a same or other embodiment, the network con-
troller 232 may determine that network traffic is to be shifted
by adjusting network capacity (e.g., lowering and raising
various VM transmit rates) of target VMs. For example, the
controller 232 may determine that a specified path require-
ment (e.g., a path including VM 276B) is not being satisfied.
The network controller 232 may then identify one or more
VMs at suitable host(s) (e.g., a VM 340 for another applica-
tion, which often may be on a host other than host 268B) that
currently can have bandwidth reduced, and then transmits
instruction 342 to increase/decrease network rates or band-
width allocations for the target VMs. The regulator 272 of the
recipient host(s)—host 268B in this example—then responds
by changing the allocations of the target VMs.

[0049] In yet another embodiment, the network controller
infers the performance capability of network elements (e.g.,
routers) outside of the hosts by monitoring the latency of the
transmissions under different loads. For instance, latency is a
function of bandwidth, and if over time a latency/bandwidth
curve is constructed, it is possible to use that curve (or other
information correlating latency and bandwidth) to inform
adjustments to VM placements. It is also possible to inject
extra packets at a virtual NIC to probe the network perfor-
mance. Such probe packets would be injected at the source
and stripped at the destination.

[0050] It will be appreciated that either or both VM rate
regulation and VM migration (or creation, deletion, or sus-
pension) may be used. Network topology or statistics
reported by network communication nodes 302 may or may
not inform the network controller 232’s decision making
process. It will also be appreciated that the network specifi-
cation and provisioning in effect occurs at the application
level, as the specification specifies paths in terms of applica-
tion elements, network statistics are reported for and corre-
lated with those elements, and analysis and adjustment is
performed with regard to the application elements. Thus,
without necessarily reaching into the network level (and with-
out the privilege required to do s0), it is possible to attempt to
guarantee rates/bandwidths for paths through (and possibly
to/from) a distributed application. That said, in one embodi-
ment the network controller 232 may also issue instructions to
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network communication nodes 302 as additional means for
shifting network capacity to where it is needed. In some
clouds or data centers, network bandwidth might have differ-
ent costs at different times (e.g., time of day, day of week,
etc.), and the system can be configured to adjust the network
usage to meet global cost limits or a minimization function.

[0051] FIGS. 10 and 11 show example application network
specifications 234 A, 234B. The network specifications 234 A,
234B may be written in XML (Extensible Markup Lan-
guage). The XML elements in the examples are self-explana-
tory. Consider that the components or elements of the corre-
sponding distributed application may be defined, for instance
“Internet Gateway”, “Tierl App”, etc. Capacity specifica-
tions for paths are then defined in terms of the components.
For example, in network specification 234A, a capacity speci-
fication indicates that the average bandwidth of paths from
Tierl Apps (and by implication, their VMs) to the Internet-
Gateway should be 1.5 MBS (megabytes per second).
Another specification indicates that the sum of all Tier1-Tier2
paths must exceed 0.5 MBS. In one embodiment. A specifi-
cation may be direction-sensitive; as indicated by the order of
parameters in a specification statement. The network specifi-
cations may define a rich expression language, allowing com-
plex paths and conditions to be specified. Complex conditions
may be specified. Corrective actions may also be specified.
For example, a requirement may specify a first path condition
and another path to be targeted to satisfy the condition. A
requirement may specify multiple elements in a path. For
example, a bandwidth from components A to B through com-
ponent C.

CONCLUSION

[0052] Embodiments and features discussed above can be
realized in the form of information stored in volatile or non-
volatile computer or device readable media. This is deemed to
include at least media such as optical storage (e.g., compact-
disk read-only memory (CD-ROM)), magnetic media, flash
read-only memory (ROM), or any current or future means of
storing digital information. The stored information can be in
the form of machine executable instructions (e.g., compiled
executable binary code), source code, bytecode, or any other
information that can be used to enable or configure comput-
ing devices to perform the various embodiments discussed
above. This is also deemed to include at least volatile memory
such as random-access memory (RAM) and/or virtual
memory storing information such as central processing unit
(CPU) instructions during execution of a program carrying
out an embodiment, as well as non-volatile media storing
information that allows a program or executable to be loaded
and executed. The embodiments and features can be per-
formed on any type of computing device, including portable
devices, workstations, servers, mobile wireless devices, and
SO on.

1. A method of specifying and allocating network band-
width for distributed applications executing in a network on
virtual machines (VMs) executing on hosts in the network,
the method comprising:

storing application network specifications, each applica-

tion network specification specifying network require-
ments of a distributed application having application
elements executing on a plurality of the VMs on a plu-
rality of the hosts;

monitoring network usage in the network;
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based on the application network specifications and the
monitoring, determining a network bandwidth require-
ment; and

satisfying the network bandwidth requirement by migrat-

ing one or more of the VMs in the network and/or by a
hypervisor on one of the hosts increasing or decreasing
network transmissions of a VM managed thereby.

2. A method according to claim 1, wherein an application
network specification specifies a plurality of communication
paths through elements of a corresponding distributed appli-
cation, and the method further comprises migrating a VM
from a first host to a second host to satisfy a network require-
ment of one of the paths.

3. A method according to claim 1, wherein the monitoring
comprises capturing network statistics of VMs at hypervisors
on the hosts and transmitting the network statistics to be
stored.

4. A method according to claim 3, the monitoring further
comprising receiving network statistics reported by one or
more routers, switches, or load balancers of the network.

5. A method according to claim 3, the monitoring further
comprising hypervisors generating and inserting probe pack-
ets for transmission, receiving the probe packets, measuring a
network statistic according to the probe packets, and stripping
the probe packets so that they are not passed to a virtual
machine.

6. A method according to claim 1, further comprising com-
puting the network bandwidth requirement dynamically
based on a cost minimization function, wherein, according to
the cost minimization function, bandwidth cost varies as a
function of time.

7. A method of distributing network usage among a plural-
ity of hosts hosting virtual machines (VMs) communicating
via a network, wherein each host has a hypervisor that man-
ages the VMs executing thereon, the method comprising:

accessing network information stored by one or more com-

puters, the network information comprising information
specifying network requirements of respective distrib-
uted applications running on the VMs, where each dis-
tributed application executes on a plurality of the VMs;
and

attempting to satisfy the network requirements of the appli-

cations by migrating VMs among the hosts or by the
hypervisors increasing or decreasing network capacity
available to the VMs that the hypervisors manage.

8. A method according to claim 7, wherein the network
comprises routers, switches, and load balancers, and the guar-
anteeing further comprises increasing or decreasing network
allocations at the routers, switches, or load balancers.

9. A method according to claim 8, further comprising
building a model of performance characteristics of the rout-
ers, switches, and load balancers, and using the model for the
increasing or decreasing of network allocations.

10. A method according to claim 7, wherein the network
information comprises an application specification for a
given distributed application, the application specification
specifying a network communication path comprising two
components that represent respective application elements of
the distributed application, the application specification fur-
ther specifying a network requirement for the communication
path.

11. A method according to claim 7, wherein the distributed
application comprises a first set of application instances cor-
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responding to a first of the components, and a second set of
application instances corresponding to a second of the com-
ponents.

12. A method according to claim 11, further comprising
guaranteeing a single bandwidth requirement between one or
more of the application instances in the first set and one or
more of the application instances in the second set.

13. A method according to claim 7, further comprising
storing VM network usage statistics of individual VMs and
using the VM network usage statistics to select one or more
VM to either be migrated or to have available network capac-
ity increased or decreased.

14. A method according to claim 13, further comprising
decreasing network capacity of a VM by suspending the VM.

15. One or more computer-readable storage media storing
information to enable one or more devices to execute a net-
work controller, the network controller, when executed, per-
forming a process comprising:

accessing stored network statistics data comprising net-

work usage statistics of individual VMs executing on
hosts, the statistics including individual statistics of
respective VMs executing elements of an application on
the hosts;

accessing a network specification for the application, the
application comprised of the elements executing on
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VMs executing on the hosts, the network specification
specifying a network requirement for an element of the
application; and

evaluating the network specification against the network

statistics to identify one or more target VMs to receive a
VM adaptation.

16. One or more computer-readable storage media accord-
ing to claim 15, wherein the VM adaptation comprises an
instruction to migrate a VM.

17. One or more computer-readable storage media accord-
ing to claim 15, wherein the VM adaptation comprises an
instruction for a hypervisor to increase or decrease the net-
work rate or bandwidth of one or more of the target VMs.

18. One or more computer-readable storage media accord-
ing to claim 15, wherein the network requirement specifies a
statistical calculation for a class or group of the elements.

19. One or more computer-readable storage media accord-
ing to claim 15, wherein the network requirement specifies a
communication path between an element and a network
resource that communicates with the application.

20. One or more computer-readable storage media accord-
ing to claim 15, wherein the evaluating comprises identifying
a particular VM according to the network specification,
selecting a network statistic of the particular VM that was
reported by a host hosting the VM, and comparing the net-
work statistic against the network specification.
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