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INTRODUCTION

Each of the past three centuries has been dominated by a single technology.
The 18th Century was the time of the great mechanical systems accompanying the
Industrial Revolution. The 19th Century was the age of the steam engine. During
the 20th Century, the key technology has been information gathering, processing,
and distribution. Among other developments, we have seen the installation of
worldwide telephone networks, the invention of radio and television, the birth and
unprecedented growth of the computer industry, and the launching of communica-
tion satellites.

Due to rapid technological progress, these areas are rapidly converging, and
the differences between collecting, transporting, storing, and processing informa-
tion are quickly disappearing. Organizations with hundreds of offices spread over
a wide geographical area routinely expect to be able to examine the current status
of even their most remote outpost at the push of a button. As our ability to gather,
process, and distribute information grows, the demand for even more sophisti-
cated information processing grows even faster.

Although the computer industry is young compared to other industries (e.g.,
automobiles and air transportation), computers have made spectacular progress in
a short time. During the first two decades of their existence, computer systems
were highly centralized, usually within a single large room. Not infrequently, this
room had glass walls, through which visitors could gawk at the great electronic
wonder inside. A medium-size company or university might have had one or two
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2 - INTRODUCTION CHAP. 1

computers, while large institutions had at most a few dozen. The idea that within
20 years equally powerful computers smaller than postage stamps would be mass
produced by the millions was pure science fiction.

The merging of computers and communications has had a profound influence
on the way computer systems are organized. The concept of the “computer
center”” as a room with a large computer to which users bring their work for pro-
cessing is now totally obsolete. The old model of a single computer serving all of
the organization’s computational needs has been replaced by one in which a large
number of separate but interconnected computers do the job. These systems are
called computer networks. The design and organization of these networks are
the subjects of this book.

Throughout the book we will use the term “computer network” to mean an
interconnected collection of autonomous computers. Two computers are said to
be interconnected if they are able to exchange information. The connection need
not be via a copper wire; fiber optics, microwaves, and communication satellites
can also be used. By requiring the computers to be autonomous, we wish to
exclude from our definition systems in which there is a clear master/slave rela-
tion. If one computer can forcibly start, stop, or control another one, the comput-
ers are not autonomous. A system with one control unit and many slaves is not a
network; nor is a large computer with remote printers and terminals.

There is considerable confusion in the literature between a computer network
and a distributed system. The key distinction is that in a distributed system, the
existence of multiple autonomous computers is transparent (i.e., not visible) to the
user. He'! can type a command to run a program, and it runs. It is up to the
operating system to select the best processor, find and transport all the input files
to that processor, and put the results in the appropriate place.

In other words, the user of a distributed system is not aware that there are
multiple processors; it looks like a virtual uniprocessor. Allocation of jobs to pro-
cessors and files to disks, movement of files between where they are stored and
where they are needed, and all other system functions must be automatic.

With a network, users must explicitly log onto one machine, explicitly submit
jobs remotely, explicitly move files around and generally handle all the network
management personally. With a distributed system, nothing has to be done expli-
citly; it is all automatically done by the system without the users’ knowledge.

In effect, a distributed system is a software system built on top of a network.
The software gives it a high degree of cohesiveness and transparency. Thus the
distinction between a network and a distributed system lies with the software
(especially the operating system), rather than with the hardware.

Nevertheless, there is considerable overlap between the two subjects. For
example, both distributed systems and computer networks need to move files
around. The difference lies in who invokes the movement, the system or the user.

T “He” should be read as “he or she” throughout this book.
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SEC. 1.1 USES OF COMPUTER NETWORKS 3

Although this book primarily focuses on networks, many of the topics are also
~ important in distributed systems. For more information about distributed systems,
see (Coulouris et al., 1994; Mullender, 1993; and Tanenbaum, 1995).

1.1. USES OF COMPUTER NETWORKS

Before we start to examine the technical issues in detail, it is worth devoting
some time to pointing out why people are interested in computer networks and
what they can be used for.

1.1.1. Networks for Companies

Many organizations have a substantial number of computers in operation,
often located far apart. For example, a company with many factories may have a
computer at each location to keep track of inventories, monitor productivity, and
do the local payroll. Initially, each of these computers may have worked in isola-
tion from the others, but at some point, management may have decided to connect
them to be able to extract and correlate information about the entire company.

Put in slightly more general form, the issue here is resource sharing, and the
goal is to make all programs, equipment, and especially data available to anyone
on the network without regard to the physical location of the resource and the
user. In other words, the mere fact that a user happens to be 1000 km away from
his data should not prevent him from using the data as though they were local.
This goal may be summarized by saying that it is an attempt to end the “tyranny
of geography.”

A second goal is to provide high reliability by having alternative sources of
supply. For example, all files could be replicated on two or three machines, so if
one of them is unavailable (due to a hardware failure), the other copies could be
used. In addition, the presence of multiple CPUs means that if one goes down, the
others may be able to take over its work, although at reduced performance. For
military, banking, air traffic control, nuclear reactor safety, and many other appli-
cations, the ability to continue operating in the face of hardware problems is of
utmost importance.

Another goal is saving money. Small computers have a much better
price/performance ratio than large ones. Mainframes (room-size computers) are
roughly a factor of ten faster than personal computers, but they cost a thousand
times more. This imbalance has caused many systems designers to build systems
consisting of personal computers, one per user, with data kept on one or more
shared file server machines. In this model, the users are called clients, and the
whole arrangement is called the client-server model. It is illustrated in Fig. 1-1.

In the client-server model, communication generally takes the form of a
request message from the client to the server asking for some work to be done.
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4 INTRODUCTION CHAP. 1

Client machine Server machine
Client Server
process T~ O Q//process
A\ AN
{ \ / \ Network
Request
Reply

Fig. 1-1. The client-server model.

The server then does the work and sends back the reply. Usually, there are many
clients using a small number of servers.

Another networking goal is scalability, the ability to increase system perfor-
mance gradually as the workload grows just by adding more processors. With
centralized mainframes, when the system is full, it must be replaced by a larger
one, usually at great expense and even greater disruption to the users. With the
client-server model, new clients and new servers can be added as needed.

Yet another goal of setting up a computer network has little to do with tech-
nology at all. A computer network can provide a powerful communication
medium among widely separated employees. Using a network, it is easy for two
or more people who live far apart to write a report together. When one worker
makes a change to an on-line document, the others can see the change immedi-
ately, instead of waiting several days for a letter. Such a speedup makes coopera-
tion among far-flung groups of people easy where it previously had been impossi-
ble. In the long run, the use of networks to enhance human-to-human communi-
cation will probably prove more important than technical goals such as improved
reliability.

1.1.2. Networks for People

The motivations given above for building computer networks are all essen-
tially economic and technological in nature. If sufficiently large and powerful
mainframes were available at acceptable prices, most companies would simply
choose to keep all their data on them and give employees terminals connected to
them. In the 1970s and early 1980s, most companies operated this way. Com-
puter networks only became popular when networks of personal computers
offered a huge price/performance advantage over mainframes.

Starting in the 1990s, computer networks began to start delivering services to
private individuals at home. These services and the motivations for using them
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SEC. 1.1 USES OF COMPUTER NETWORKS 5

are quite c_iifferent than the “corporate efficiency’” model described in the previ-
ous section. Below we will sketch three of the more exciting ones that are starting
to happen:

1. Access to remote information.
2. Person-to-person communication.
3. Interactive entertainment.

Access to remote information will come in many forms. One area in which it
is already happening is access to financial institutions. Many people pay their
bills, manage their bank accounts, and handle their investments electronically.
Home shopping is also becoming popular, with the ability to inspect the on-line
catalogs of thousands of companies. Some of these catalogs will soon provide the
ability to get an instant video on any product by just clicking on the product’s
name.

Newspapers will go on-line and be personalized. It will be possible to tell the
newspaper that you want everything about corrupt politicians, big fires, scandals
involving celebrities, and epidemics, but no football, thank you. At night while
you sleep, the newspaper will be downloaded to your computer’s disk or printed
on your laser printer. On a small scale, this service already exists. The next step
beyond newspapers (plus magazines and scientific journals) is the on-line digital
library. Depending on the cost, size, and weight of book-sized notebook comput-
ers, printed books may become obsolete. Skeptics should take note of the effect
the printing press had on the medieval illuminated manuscript.

Another application that falls in this category is access to information systems
like the current World Wide Web, which contains information about the arts, busi-
ness, cooking, government, health, history, hobbies, recreation, science, sports,
travel, and too many other topics to even mention.

All of the above applications involve interactions between a person and a
remote database. The second broad category of network use will be person-to-
person interactions, basically the 21st Century’s answer to the 19th Century’s tele-
phone. Electronic mail or email is already widely used by millions of people and
will soon routinely contain audio and video as well as text. Smell in messages
will take a bit longer to perfect.

Real-time email will allow remote users to communicate with no delay, possi-
bly seeing and hearing each other as well. This technology makes it possible to
have virtual meetings, called videoconference, among far-flung people. It is
sometimes said that transportation and communication are having a race, and
whichever wins will make the other obsolete. Virtual meetings could be used for
remote school, getting medical opinions from distant specialists, and numerous
other applications.

Worldwide newsgroups, with discussions on every conceivable topic are
already commonplace among a select group of people, and this will grow to
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6 INTRODUCTION CHAP. 1

include the population at large. These discussions, in which one person posts a
message and all the other subscribers to the newsgroup can read it, run the gamut
from humorous to impassioned.

Our third category is entertainment, which is a huge and growmg industry.
The killer application here (the one that may drive all the rest) is video on
demand. A decade or so hence, it may be possible to select any movie or televi-
sion program ever made, in any country, and have it displayed on your screen
instantly. New films may become interactive, where the user is occasionally
prompted for the story direction (should Macbeth murder Duncan or just bide his
time?) with alternative scenarios provided for all cases. Live television may also
become interactive, with the audience participating in quiz shows, choosing
among contestants, and so on.

On the other hand, maybe the killer application will not be video on demand.
Maybe it will be game playing. Already we have multiperson real-time simula-
tion games, like hide-and-seek in a virtual dungeon, and flight simulators with the
players on one team trying to shoot down the players on the opposing team. If
done with goggles and 3-dimensional real-time, photographic-quality moving
images, we have a kind of worldwide shared virtual reality.

In short, the ability to merge information, communication, and entertainment
will surely give rise to a massive new industry based on computer networking.

1.1.3. Social Issues

The widespread introduction of networking will introduce new social, ethical,
political problems (Laudon, 1995). Let us just briefly mention a few of them; a
thorough study would require a full book, at least. A popular feature of many net-
works are newsgroups or bulletin boards where people can exchange messages
with like-minded individuals. As long as the subjects are restricted to technical
topics or hobbies like gardening, not too many problems will arise.

The trouble comes when newsgroups are set up on topics that people actually
care about, like politics, religion, or sex. Views posted to such groups may be
deeply offensive to some people. Furthermore, messages need not be limited to
text. High-resolution color photographs and even short video clips can now easily
be transmitted over computer networks. Some people take a live-and-let-live
view; but others feel that posting certain material (e.g., child pornography) 1S sim-
ply unacceptable. Thus the debate rages.

People have sued network operators, claiming that they are respon31ble for the
contents of what they carry, just as newspapers and magazines are. The inevitable
response is that a network is like a telephone company or the post office and can-
not be expected to police what its users say. Stronger yet, having network opera-
tors censor messages would probably cause them to delete everything with even
the slightest possibility of their being sued, and thus violate their users’ rights to
free speech. It is probably safe to say that this debate will go on for a while.
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SEC. 1.1 USES OF COMPUTER NETWORKS 7

Another fun area is employee rights versus employer rights. Many people
read and write email at work. Some employers have claimed the right to read and
possibly censor employee messages, including messages sent from a home termi-
nal after work. Not all employees agree with this (Sipior and Ward, 1995).

Even if employers have power over employees, does this relationship also
govern universities ard students? How about high schools and students? In 1994,
Carnegie-Mellon University decided to turn off the incoming message stream for
several newsgroups dealing with sex because the university felt the material was
inappropriate for minors (i.e., those few students under 18) The fallout from this
event will take years to settle. '

Computer networks offer the potential for sending anonymous messages. In
some situations, this capability may be desirable. For example, it provides a way
for students, soldiers, employees, and citizens to blow the whistle on illegal
behavior on the part of professors, officers, superiors, and politicians without fear
of reprisals. On the other hand, in the United States and most other democracies,
the law specifically permits an accused person the right to confront and challenge
his accuser in court. Anonymous accusations cannot be used as evidence.

In short, computer networks, like the printing press 500 years ago, allow ordi-
nary citizens to distribute their views in different ways and to different audiences
than were previously possible. This new-found freedom brings with it many
unsolved social, political, and moral issues. The solution to these problems 1s left
as an exercise for the reader

1.2. NETWORK HARDWARE

It is now time to turn our attention from the applications and social aspects of
networking to the technical issues involved in network design. There is no gen-
erally accepted taxonomy into which all computer networks fit, but two dimen-
sions stand out as important: transmission technology and scale. We will now
examine each of these in turn.

Broadly speaking, there are two types of transmission technology:

1. Broadcast networks.

2. Poiﬁt-to-point networks.

Broadcast networks have a single communication channel that is shared by all
the machines on the network. Short messages, called packets in certain contexts,
sent by any machine are received by all the others. An address field within the
packet specifies for whom it is intended. Upon receiving a packet, a machine
checks the address field. If the packet is intended for itself, it processes the
packet; if the packet is intended for some other machine, it is just ignored. _

As an analogy, consider someone standing at the end of a corridor with many
rooms off it and shouting ‘“Watson, come here. I want you.” Although the packet
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8 INTRODUCTION CHAP. 1

may actually be received (heard) by many people, only Watson responds. The
others just ignore it. Another example is an airport announcement asking all flight
644 passengers to report to gate 12.

Broadcast systems generally also allow the possibility of addressing a packet
to all destinations by using a special code in the address field. When a packet
with this code is transmitted, it is received and processed by every machine on the
network. This mode of operation is called broadcasting. Some broadcast sys-
tems also support transmission to a subset of the machines, something known as
multicasting. One possible scheme is to reserve one bit to indicate multicasting.
The remaining n — 1 address bits can hold a group number. Each machine can
“subscribe’ to any or all of the groups. When a packet is sent to a certain group,
it is delivered to all machines subscribing to that group.

In contrast, point-to-point networks consist of many connections between
individual pairs of machines. To go from the source to the destination, a packet
on this type of network may have to first visit one or more intermediate machines.
Often multiple routes, of different lengths are possible, so routing algorithms play
an important role in point-to-point networks. As a general rule (although there are
many exceptions), smaller, geographically localized networks tend to use broad-
casting, whereas larger networks usually are point-to-point.

Interprocessor Processors Example
distance located in same
0.1m Circuit board Data flow machine
im System Multicomputer
10m Room
100 m Building Local area network
1 km Campus
10 km City Metropolitan area network
100 km Country
Wide area network
1,000 km Continent
10,000 km Planet The Internet

Fig. 1-2. Classification of interconnected processors by scale.

An alternative criterion for classifying networks is their scale. In Fig. 1-2 we
give a classification of multiple processor systems arranged by their physical size.
At the top are data flow machines, highly parallel computers with many func-
tional units all working on the same program. Next come the multicomputers,
systems that communicate by sending messages over very short, very fast buses.
Beyond the multicomputers are the true networks, computers that communicate
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SEC. 1.2 NETWORK HARDWARE 9

by exchanging messages over longer cables. These can be divided into local,
metropolitan, and wide area networks. Finally, the connection of two or more
networks is called an internetwork. The worldwide Internet is a well-known
example of an internetwork. Distance is important as a classification metric
because different techniques are used at different scales. In this book we will be
concerned with only the true networks and their interconnection. Below we give
a brief introduction to the subject of network hardware.

1.2.1. Local Area Networks

Local area networks, generally called LLANS, are privately-owned networks
within a single building or campus of up to a few kilometers in size. They are
widely used to connect personal computers and workstations in company offices
and factories to share resources (e.g., printers) and exchange information. LANs
are distinguished from other kinds of networks by three characteristics: (1) their
size, (2) their transmission technology, and (3) their topology.

LANSs are restricted in size, which means that the worst-case transmission
time is bounded and known in advance. Knowing this bound makes it possible to
use certain kinds of designs that would not otherwise be possible. It also simpli-
fies network management.

LANs often use a transmission technology consisting of a single cable to
which all the machines are attached, like the telephone company party lines once

-used in rural areas. Traditional LANS run at speeds of 10 to 100 Mbps, have low"
delay (tens of microseconds), and make very few errors. Newer LANs may
operate at higher speeds, up to hundreds of megabits/sec. In this book, we will
adhere to tradition and measure line speeds in megabits/sec (Mbps), not
megabytes/sec (MB/sec). A megabit is 1,000,000 bits, not 1,048,576 (220) bits.

J Cﬁ“@\fﬂ ol

Cable \Computer

(a) (b)

Fig. 1-3. Two broadcast networks. (a) Bus. (b) Ring.

Various topologies are possible for broadcast LANs. Figure 1-3 shows two of
them. In a bus (i.e., a linear cable) network, at any instant one machine is the
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10 INTRODUCTION CHAP. 1

master and is allowed to transmit. All other machines are required to refrain from
sending. An arbitration mechanism is needed to resolve conflicts when two or
more machines want to transmit simultaneously. The arbitration mechanism may
be centralized or distributed. IEEE 802.3, popularly called EthernetTM, for
example, is a bus-based broadcast network with decentralized control operating at
10 or 100 Mbps. Computers on an Ethernet can transmit whenever they want to;
if two or more packets collide, each computer just waits a random time and tries
again later.

A second type of broadcast system is the ring. In a ring, each bit propagates
around on its own, not waiting for the rest of the packet to which it belongs. Typi-
cally, each bit circumnavigates the entire ring in the time it takes to transmit a few
bits, often before the complete packet has even been transmitted. Like all other
broadcast systems, some rule is needed for arbitrating simultaneous accesses to
the ring. Various methods are in use and will be discussed later in this book,
IEEE 802.5 (the IBM token ring), is a popular ring-based LAN operating at 4 and
16 Mbps.

Broadcast networks can be further divided into static and dynamic, depending
on how the channel is allocated. A typical static allocation would be to divide up
time into discrete intervals and run a round robin algorithm, allowing each
machine to.broadcast only when its time slot comes up. Static allocation wastes
channel capacity when a machine has nothing to say during its allocated slot, so
most systems attempt to allocate the channel dynamically (i.e., on demand).

Dynamic allocation methods for a common channel are either centralized or
decentralized. In the centralized channel allocation method, there is a single
entity, for example a bus arbitration unit, which determines who goes next. It
might do this by accepting requests and making a decision according to some
internal algorithm. In the decentralized channel allocation method, there is no
central entity; each machine must decide for itself whether or not to transmit.
You might think that this always leads to chaos, but it does not. Later we will
study many algorithms designed to bring order out of the potential chaos.

The other kind of LAN is built using point-to-point lines. Individual lines
connect a specific machine with another specific machine. Such a LAN is really a
miniature wide area network. We will look at these later.

1.2.2. Metropolitan Area Networks

A metropolitan area network, or MAN (plural: MANs, not MEN) is basi-
cally a bigger version of a LAN and normally uses similar technology. It might
cover a group of nearby corporate offices or a city and might be either private or
public. A MAN can support both data and voice, and might even be related to the
local cable television network.. A MAN just has one or two cables and does not
contain switching elements, which shunt packets over one of several potential out-
put lines. Not having to switch simplifies the design.
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SEC. 1.2 NETWORK HARDWARE 11

The main reason for even distinguishing MANSs as a special category is that a
standard has been adopted for them, and this standard is now being implemented.
It is called DQDB (Distributed Queue Dual Bus) or for people who prefer
numbers to letters, 802.6 (the number of the IEEE standard that defines it).
DQDB consists of two unidirectional buses (cables) to which all the computers
are connected, as shown in Fig. 1-4. Each bus has a head-end, a device that ini-
tiates transmission activity. Traffic that is destined for a computer to the right of
the sender uses the upper bus. Traffic to the left uses the lower one.

Direction of flow onbus A —

Bus A l—
Computer —_— .
X Head end
Bus B

- Dlrectlon of ﬂow on bus B

Fig. 1-4. Architecture of the DQDB metropolitan area network.

A key aspect of a MAN is that there is a broadcast medium (for 802.6, two
cables) to which all the computers are attached. This greatly simplifies the design
compared to other kinds of networks. We will discuss DQDB in more detail in
Chap. 4.

1.2.3. Wide Area Networks

A wide area network, or WAN, spans a large geographical area, often a
country or continent. It contains a collection of machines intended for running
user (i.e., application) programs. We will follow traditional usage and call these
machines hosts. The term end system is sometimes also used in the literature.
The hosts are connected by a communication subnet, or just subnet for short.
The job of the subnet is to carry messages from host to host, just as the telephone
system carries words from speaker to listener. By separating the pure communi-
cation aspects of the network (the subnet) from the application aspects (the hosts),
the complete network design is greatly simplified.

In thost wide area networks, the subnet consists of two distinct components:
transmission lines and switching elements. Transmission lines (also called cir-
cuits, channels, or trunks) move bits between machines.

The switching elements are specialized computers used to connect two or
more transmission lines. When data arrive on an incoming line, the switching
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12 INTRODUCTION CHAP. 1

element must choose an outgoing line to forward them on. Unfortunately, there is
no standard terminology used to name these computers. They are variously called
packet switching nodes, intermediate systems, and data switching exchanges,
among other things. As a generic term for the switching computers, we will use
the word router, but the reader should be aware that no consensus on terminology
exists here. In this model, shown in Fig. 1-5, each host is generally connected to a
LAN on which a router is present, although in some cases a host can be connected
directly to a router. The collection of communication lines and routers (but not
the hosts) form the subnet.

Subnet Router

ok =k

Host

e P

Fig. 1-5. Relation between hosts and the subnet.

An aside about the term “subnet” is worth making. Originally, its only mean-
ing was the collection of routers and communication lines that moved packets
from the source host to the destination host. However, some years later, it also
acquired a second meaning in conjunction with network addressing (which we
will discuss in Chap. 5). Hence the term has a certain ambiguity about it. Unfor-
tunately, no widely-used alternative exists for its initial meaning, so with some
hesitation we will use it in both senses. From the context, it will always be clear
which is meant.

In most WANS, the network contains numerous cables or telephone lines,
each one connecting a pair of routers. If two routers that do not share a cable
nevertheless wish to communicate, they must do this indirectly, via other routers.
When a packet is sent from one router to another via one or more intermediate
routers, the packet is received at each intermediate router in its entirety, stored
there until the required output line is free, and then forwarded. A subnet using
this principle is called a point-to-point, store-and-forward, or packet-switched
subnet. Nearly all wide area networks (except those using satellites) have store-
and-forward subnets. When the packets are small and all the same size, they are
often called cells.

When a point-to-point subnet is used, an important design issue is what the
router interconnection topology should look like. Figure 1-6 shows several
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SEC. 1.2 NETWORK HARDWARE 13

possible topologies. Local networks that were designed as such usually have a
symmetric topology. In contrast, wide area networks typically have 1rregular
topologies.

o

(@) (b) (c)

' ©) ' )

Fig. 1-6. Some possible topologies for a point-to-point subnet. (a) Star.
(b) Ring. (c) Tree. (d) Complete. (e) Intersecting rings. (f) Irregular.

(d)

A second possibility for a WAN is a satellite or ground radio system. Each
router has an antenna through which it can send and receive. All routers can hear
the output from the satellite, and in some cases they can also hear the upward
transmissions of their fellow routers fo the satellite as well. Sometimes the
routers are connected to a substantial point-to-point subnet, with only some of
them having a satellite antenna. Satellite networks are inherently broadcast and
are most useful when the broadcast property is important.

1.2.4. Wireless Networks

Mobile computers, such as notebook computers and personal digital assistants
(PDAs), are the fastest-growing segment of the computer industry. Many of the
owners of these computers have desktop machines on LANs and WANs back at
the office and want to be connected to their home base even when away from
home or en route. Since having a wired connection is impossible in cars and air-
planes, there is a lot of interest in wireless networks. In this section we will
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briefly introduce this topic. (Note: by section, we mean those portions of the book
with a three-part number such as 1.2.4.)

Actually, digital wireless communication is not a new idea. As early as 1901,
the Italian physicist Guglielmo Marconi demonstrated a ship-to-shore wireless
telegraph using Morse Code (dots and dashes are binary, after all). Modern digi-
tal wireless systems have better performance, but the basic idea is the same.
Additional information about these systems can be found in (Garg and Wilkes,
1996; and Pahlavan et al., 1995).

Wireless networks have many uses. A common one is the portable office.
People on the road often want to use their portable electronic equipment to send
and receive telephone calls, faxes, and electronic mail, read remote files, login on
remote machines, and so on, and do this from anywhere on land, sea, or air.

- Wireless networks are of great value to fleets of trucks, taxis, buses, and
repairpetsons for keeping in contact with home. Another use is for rescue work-
ers at disaster sites (fires, floods, earthquakes, etc.) where the telephone system
has been destroyed. Computers there can send messages, keep records, and so on.

Finally, wireless networks are important to the military. If you have to be
able to fight a war anywhere on earth on short notice, counting on using the local
networkmg infrastructure is probably not a good idea. It is better to bring your
own.

Although wireless networkmg and mobile computing are often related, they
are not identical, as Fig. 1-7 shows. Portable computers are sometimes wired.
For example, if a traveler plugs a portable computer into the telephone jack in a
hotel, we have mobility without a wireless network. Another example is someone
carrying a portable computer along as he inspects a train for technical problems.
Here a long cord can trail along behind (vacuum cleaner model).

Wireless | Mobile Applications

No No ~ Stationary workstations in offices

.No Yes Using a portable in a hotel; train maintenance
Yes . No LANSs in older, unwired buildihgs ‘
Yes Yes Portable office; PDA for store inventory

Fig. 1-7. Combinationé of wireless networks and mobile computing.

On the other hand, some wireless computers are not portable. An important
example here is a company that owns an older building that does not have net-
work cabling installed and wants to connect its computers. Installing a wireless
LAN may require little more than buying a small box with some electronics and
setting up some antennas. This solution may be cheaper than wiring the building.

Although wireless LANs are easy to install, they also have some disadvan-
tages. Typically they have a capacity of 1-2 Mbps, which is much slower than
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wired LANs. The error rates are often much higher, too, and the transmissions
from different computers can interfere with one another.

But of course, there are also the true mobile, wireless applications, ranging
from the portable office to people walking around a store with a PDA doing
inventory. At many busy airports, car rental return clerks work out in the parking
lot with wireless portable computers. They type in the license plate number of
returning cars, and their portable, which has a built-in printer, calls the main com-
puter, gets the rental information, and prints out the bill on the spot. True mobile
computing is discussed further in (Forman and Zahorjan, 1994).

Wireless networks come in many forms. Some universities are already instal-
ling antennas all over campus to allow students to sit under the trees and consult
the library’s card catalog. Here the computers communicate directly with the
wireless LAN in digital form. Another possibility is using a cellular (i.e., port-
able) telephone with a traditional analog modem. Direct digital cellular service,
called CDPD (Cellular Digital Packet Data) is becoming available in many
cities. We will study it.in Chap. 4.

Finally, it is possible to have different combinations of wired and wireless
networking. For example, in Fig. 1-8(a), we depict an airplane with a number of
people using modems and seat-back telephones to call the office. Each call is
independent of the other ones. A much more efficient option, however, is the fly-
ing LAN of Fig. 1-8(b). Here each seat comes equipped with an Ethernet connec-
tor into which passengers can plug their computers. A single router on the aircraft
maintains a radio link with some router on the ground, changing routers as it flies
along. This configuration is just a traditional LAN, except that its connection to
the outside world happens to be a radio link instead of a hardwired line.

Flying router

]

- -
E-I] .
\
Portabie ‘ Wired
computer ) LAN

(@) (b)

T

One telephone
call per computer

Fig. 1-8. (a) Individual mobile computers. (b) A flying LAN.

While many people believe that wireless portable computers are the wave of
the future, at least one dissenting voice has been heard. Bob Metcalfe, the inven-
tor of Ethernet, has written: “Mobile wireless computers are like mobile pipeless
bathrooms—portapotties. They will be common on vehicles, and at construction
sites, and rock concerts. My advice is to wire up your home and stay there”
(Metcalfe, 1995). Will most people follow Metcalfe’s advice? Time will tell.
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1_.2.5. Internetworks

Many networks exist in the world, often with different hardware and software.
People connected to one network often want to communicate with people attached
to a different one. This desire requires connecting together different, and fre-
quently incompatible networks, sometimes by using machines called gateways to
make the connection and provide the necessary translation, both in terms of
hardware and software. A collection of interconnected networks is called an
internetwork or just internet.

A common form of internet is a collection of LANs connected by a WAN. In
fact, if we were to replace the label “subnet” in Fig. 1-5 by “WAN,” nothing else
in the figure would have to change. The only real distinction between a subnet
and a WAN in this case is whether or not hosts are present. If the system within
the closed curve contains only routers, it is a subnet. If it contains both routers
and hosts with their own users, it is a WAN.

To avoid confusion, please note that the word “internet” will always be used
in this book in a generic sense. In contrast, the Internet (note uppercase I) means
a specific worldwide internet that is widely used to connect universities, govern-
ment offices, companies, and of late, private individuals. We will have much to
say about both internets and the Internet later in this book. ’

Subnets, networks, and internetworks are often confused. Subnet makes the
most sense in the context of a wide area network, where it refers to the collection
of routers and communication lines owned by the network operator, for example,
companies like America Online and CompuServe. As an analogy, the telephone
systern consists of telephone switching offices connected to each other by high-
speed lines, and to houses and businesses by low-speed lines. These lines and
equipment, owned and managed by the telephone company, form the subnet of the
telephone system. The telephones themselves (the hosts in this analogy) are not
part of the subnet. The combination of a subnet and its hosts forms a network. In
the case of a LAN, the cable and the hosts form the network. There really is no
subnet. '

An internetwork is formed when distinct networks are connected together. In
our view, connecting a LAN and a WAN or connecting two LANs forms an inter-
network, but there is little agreement in the industry over terminology in this area.

1.3. NETWORK SOFTWARE

The first computer networks were designed with the hardware as the main
concern and the software as an afterthought. This strategy no longer works. Net-
work software is now highly structured. In the following sections we examine the
software structuring technique in some detail. The method described here forms
the keystone of the entire book and will occur repeatedly later on.
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