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(57) ABSTRACT

Methods and apparatus to configure virtual private mobile
networks with virtual private networks are disclosed. A dis-
closed example method includes logically provisioning, for a
client, the virtual private mobile network to process wireless
network communications associated with the client that cor-
respond to a specified address space of the client, provision-
ing at least a portion of a server within a cloud computing data
center to host resources for the client, and configuring at least
aportion of an edge router of the cloud computing data center
to transmit the wireless network communications between
the portion of the server and the virtual private mobile net-
work.
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METHODS AND APPARATUS TO
CONFIGURE VIRTUAL PRIVATE MOBILE
NETWORKS WITH VIRTUAL PRIVATE
NETWORKS

FIELD OF THE DISCLOSURE

[0001] This disclosure relates generally to networks and,
more particularly, to methods and apparatus to configure vir-
tual private mobile networks with virtual private networks.

BACKGROUND

[0002] Virtualization of computing and networking plat-
forms is becoming popular with clients and customers by
providing flexible, customizable, on demand resources at a
relatively low cost. A virtualized computing network, also
known as a cloud computing network, enables clients to man-
age web-based applications and/or data resources by dynami-
cally leasing computational resources and associated network
resources from one or more service providers. These web-
based applications, data resources, and/or routing resources
may be used by customers of the clients, individuals associ-
ated with the clients, and/or by the clients. This dynamic
leasing of computational and network resources creates an
appearance and function of a distributed network and, thus, is
referred to as virtualization of a network. Virtualized plat-
forms utilize partitioning and allocation of network and/or
computing resources. Accordingly, new resources provi-
sioned for a client may be quickly added as needed within
short periods of time by a network provider allocating an
additional portion of shared resources to the client. Addition-
ally, virtualization in a network enables network providers to
dynamically multiplex resources among multiple clients
without dedicating individual physical resources to each cli-
ent.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1 is a schematic illustration of an example
communication system including a wireless mobile network
and a virtual private mobile network controller constructed in
accordance with the teachings of this disclosure.

[0004] FIG. 2 is a schematic illustration of the example
communication system of FIG. 1 including client virtual pri-
vate networks (VPNs) and a cloud computing data center.
[0005] FIGS. 3-5 illustrate the example wireless mobile
network of FIG. 1 with example virtual private mobile net-
works.

[0006] FIG. 6 illustrates of the example virtual private
mobile network controller including a client coupler of FIGS.
1 and 2.

[0007] FIG. 7 illustrates an example implementation of the
example client coupler of FIGS. 1, 2, and 6.

[0008] FIGS. 8A, 8B, and 9 are flowcharts representative of
example machine-accessible instructions, which may be
executed to implement the virtual private mobile network
controller and/or the client coupler of FIGS. 1-7.

[0009] FIG. 10 is a schematic illustration of an example
processor platform that may be used and/or programmed to
execute the example processes and/or the example machine-
accessible instructions of FIGS. 8A, 8B, and/or 9 to imple-
ment any or all of the example methods, apparatus and/or
articles of manufacture disclosed herein.
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DETAILED DESCRIPTION

[0010] Example methods, articles of manufacture, and
apparatus to configure virtual private mobile networks with
virtual private networks are disclosed. A disclosed example
method includes logically provisioning, for a client, the vir-
tual private mobile network to process wireless network com-
munications associated with the client that correspond to a
specified address space of the client. The example method
also includes provisioning at least a portion of a server within
a cloud computing data center to host resources for the client.
The example method further includes configuring at least a
portion of an edge router of the cloud computing data center
to transmit the wireless network communications between
the portion of the server and the virtual private mobile net-
work. As used herein, the term “logically provisioning” refers
to the establishment of network services by changing soft-
ware controls, rather than by physically installing or rearrang-
ing hardware.

[0011] A disclosed example apparatus includes an interface
to receive an instruction from a client to couple a first address
space associated with the virtual private network of the client
to a second address space associated with a virtual private
mobile network provisioned within a wireless mobile net-
work. The example apparatus further includes a client coupler
to communicatively couple the virtual private mobile network
to the virtual private network by transmitting a first message
to routers within an Internet Protocol network to update rout-
ing and forwarding tables to associate the first address space
with the second address space.

[0012] Currently, known wireless mobile networks enable
subscribing customers to connect to an external packet
switched network (e.g., the Internet) via one or more mobile
devices. These known wireless mobile networks provide
wireless network service via dedicated hardware (e.g., net-
work elements known as mobility network elements). In
many instances, network elements are configured for a cor-
responding wireless communication protocol. Throughout
the following disclosure, reference is made to network ele-
ments associated with the 3¢ Generation Partnership Project
(3GPP) Long Term Evolution (LTE) wireless communication
standard. However, the teachings of the disclosure are appli-
cable to network elements associated with any past, present,
and/or future wireless protocol(s) and/or standard(s) such as,
for example, the General Packet Radio Service (GPRS) for
second generation (2G) and Wideband-Code Division Mul-
tiple Access (W-CDMA) based third generation (3G) wire-
less networks.

[0013] Inatypical known wireless mobile network, a base
transceiver station (BTS) (e.g., an LTE eNodeB) provides
wireless communication service for mobile devices in a cell
(e.g., a geographic area). The BTS enables one or more wire-
less devices to connect to an external packet switched net-
work through the wireless mobile network. In these known
wireless mobile networks, a BTS is communicatively
coupled to a serving gateway (e.g., a wireless network inter-
face, router, and/or server), which routes communications
between multiple BTSs and a packet data network (PDN)
gateway. The PDN gateway is an interface between the wire-
less mobile network and one or more external packet
switched networks. In other GPRS-based wireless mobile
networks, the serving gateway provides similar functionality
to a Serving GPRS Support Node (SGSN) and the PDN
gateway provides similar functionality to a Gateway GPRS
Support Node (GGSN).

Page 12 of 27
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[0014] Additionally, known wireless mobile networks
include a mobility management entity (MME) that monitors
mobile devices on a wireless mobile network and coordinates
wireless handoffs between BTSs for the mobile devices.
Wireless mobile networks also include home subscriber serv-
ers (HSS) (e.g., a home location register (HLR)) that manage
wireless device profiles and/or authentication information.
BTSs, HSSs, HLRs, PDN gateways, and/or serving gateways
are generally referred to herein as network elements.

[0015] To implement a known wireless mobile network, a
wireless mobile network provider manages and/or configures
network elements. The wireless mobile network enables cus-
tomers of a wireless mobile network provider to subscribe to
the wireless mobile network to receive and/or transmit voice
and/or data communications. Many network providers con-
figure network elements to provide wireless service to any
subscribing customer of the network provider. In other words,
any subscribing customers of a network provider may access
a wireless mobile network managed by the network provider.
[0016] Additionally, many network providers lease por-
tions of their wireless mobile network to mobile virtual net-
work operators (MVNOs). An MVNO (e.g., Virgin Mobile) is
a company that provides mobile device services but does not
own, control, and/or manage its own licensed frequency allo-
cation of a wireless spectrum and/or does not own, control,
and/or manage network elements needed to create a wireless
mobile network. To provide mobile device services, an
MVNO leases bandwidth and/or portions of a wireless spec-
trum from another entity (e.g., a wireless mobile network
provider). In this manner, an MVYNO may compete with a
wireless mobile network provider for customers but use the
same wireless mobile network managed by that same wire-
less mobile network provider and/or a different wireless
mobile network provider.

[0017] In other instances, an MVNO may be a relatively
large business and/or government entity that leases a portion
of a wireless mobile network for private and/or proprietary
use. For example, a military may lease a portion of a wireless
mobile network. In these other instances, users associated
with the MVNO (e.g., employees, agents, and/or contractors
of the MVNO) use the leased portion of the wireless mobile
network to communicatively couple to data centers and/or
computing elements managed by the MVNO.

[0018] Currently, some enterprise MVNOs (e.g., large cor-
porations) utilize business applications that are configured for
mobile devices to enable employees, agents, and/or contrac-
tors to access data and/or functions associated with the enter-
prise. These enterprise MVNOs also subscribe, lease, and/or
own cloud computing data centers that host virtualized
resources to operate applications and/or store data associated
with the enterprise. In this manner, employees of the enter-
prise MVNO can access enterprise business applications and/
or data from within a virtual private network (VPN) of the
enterprise and/or viamobile devices through a public wireless
network or a private mobile network.

[0019] Making business applications and/or data hosted by
a cloud computing data center accessible to business logic
resident on servers within the enterprise currently involves
implementing overlay virtual networks to provide secure con-
nection(s). These overlay virtual networks generally only
provide single entry points to the enterprise through a
designed VPN gateway. Such a single entry point is often-
times bandwidth limited and results in traffic restrictions and/
or sub-optimal performance.
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[0020] Example methods, apparatus, and articles of manu-
facture disclosed herein dynamically and/or logically config-
ure a wireless mobile network by partitioning network ele-
ments to create a virtual private mobile network (VPMN).
Example methods, apparatus, and articles of manufacture
disclosed herein communicatively couple a VPMN to a VPN
of a client and/or to a cloud computing data center hosting
virtualized resources to create a bundled service across
mobility, cloud, and/or enterprise platforms. Such example
methods, apparatus, and articles of manufacture enable an
enterprise to create a mobile-platform-as-a-service (MPaaS)
hosted by virtual machine(s) that are securely accessible by
any user (e.g., employee) within an enterprise VPN and/or by
any user with a mobile device that is approved by the enter-
prise.

[0021] Insome disclosed examples, in addition to MPaaS,
the example virtual machines may host software-as-a-service
(SaaS) web-based front-end applications (e.g., online retail
businesses), infrastructure-as-a-service (IaaS) data process-
ing applications, mobile laaS (Mlaas), computing-as-a ser-
vice (CaaS) applications, and/or storage-as-a-service data-
base management applications. Some such example methods,
apparatus, and articles of manufacture provide application
programming interfaces (APIs) that clients (e.g., enterprises)
use to create, modity, specify, etc. data and/or control infor-
mation used to configure enterprise applications. In this man-
ner, an application service development platform is provided
for enterprises in mobility and/or cloud environments.
[0022] A VPMN enables wireless network providers to
partition and/or configure a portion of network elements with
routing and/or forwarding protocols to reduce propagation
times during data transfers in a wireless network. A VPMN
may also enable wireless network providers to implement
latency reducing protocols logically separate from routing
and/or forwarding protocols for low volume data and/or com-
munications. Example VPMNs are coupled to enterprise
VPNs of enterprise clients and to cloud computing data cen-
ters so that mobile devices associated with the enterprise can
securely access applications and/or data hosted by a virtual
machine.

[0023] A VPMN provides private network communica-
tions on shared network elements. In some examples, a
VPMN extends end-to-end on a wireless mobile network. In
other examples, a VPMN only includes some network ele-
ments and/or some types of network elements. To partition
(e.g., virtualize) network elements, portions of a control plane
and/or a data plane ofthe network elements are partitioned for
a particular VPMN. Partitioning network elements may also
include partitioning processing power and/or bandwidth of
the network elements for a particular VPMN to separate the
VPMN from other portions of a wireless mobile network.
Virtualizing VPMNs in a wireless mobile network enables the
VPMNss to provide a private secure virtual circuit (and/or a
private path using similar technology such as, for example, a
Multiprotocol Label Switching (MPLS) path) extending from
mobile devices to an external packet switched network, other
mobile devices, and/or data centers of an MVNO.

[0024] As used herein, the term “provisioning” generally
refers to reserving, providing, equipping, and/or initiating
one or more resources (e.g., computing resource(s), commu-
nications resource(s), etc.) for one or more purposes. To pro-
vision a VPMN, example methods, apparatus, and articles of
manufacture disclosed herein determine which network ele-
ments within a wireless mobile network have available capac-
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ity and/or bandwidth to host a VPMN. Example methods,
apparatus, and articles of manufacture disclosed herein then
configure data and/or control planes of the determined net-
work elements to host the VPMN. The control planes may
create wireless mobile network virtual circuits and/or paths
between the network elements to isolate communications
within a VPMN from communications external to the VPMN.

[0025] Example methods, apparatus, and articles of manu-
facture disclosed herein configure cloud computing data cen-
ters to couple securely to a VPMN and a VPN of a client via
a managed Internet Protocol (IP) address space associated
with an enterprise. In some such examples, virtual machines
assigned to a client enterprise are coupled through a cloud
computing data center via virtual local area networks
(VLANS) based on the IP address space. The VLLANs of these
examples provide a secure virtual route through the data
center that isolates communications associated with the
enterprise from other clients. The example VLANSs of such
examples are extended to routers within IP networks by
updating routing and forwarding tables within network rout-
ers with routing information based on the IP address space of
a VPN of an enterprise client and the destination virtual
machines. Thus, a VLAN within a cloud computing data
center can be extended through a public IP network to
securely couple to a VPN of a client so that only network
traffic from within a VPN associated with a client may access
a corresponding virtual machine.

[0026] Example methods, apparatus, and articles of manu-
facture disclosed herein couple a VPMN of a client to the
VPN and VL AN of the cloud computing data center by stor-
ing access point names (APNs) and/or an IP address space of
the VPMN to the routing and forwarding tables of the network
routers. For example, a PDN gateway may be instructed to
transmit communications associated with a client from a
VPMN associated with the client to specific interfaces of
network routers to reach a VPN of the client and/or resources
hosted by a virtual machine provisioned for the client. Thus,
communications from mobile devices that are routed through
a VPMN to an IP network are then routed through the virtu-
alized tunnel specified by the routing and forwarding tables.
This enables mobile devices associated with a client to access
applications and/or data located within an enterprise VPN of
the client or applications and/or data hosted by a virtual
machine in a cloud computing data center.

[0027] In some disclosed examples, local PDN gateways
communicatively coupled to mobile data centers are config-
ured to host enterprise applications and/or data that are physi-
cally close to mobile devices. In some such examples, the
mobile data centers are virtualized and coupled to an external
network via a WLAN so that mobile devices can access
enterprise applications and/or data securely through the
VPMN. In some examples, these mobile data centers are
utilized for latency sensitive enterprise applications. By uti-
lizing physically close mobile data centers, the example
methods, apparatus, and articles of manufacture disclosed
herein can reduce communication propagation times, thereby
improving latency.

[0028] Latency sensitive applications may be programs,
algorithms, functions, and/or routines operating on mobile
devices that process, download, and/or upload relatively large
volumes of time-sensitive data. For example, streaming
media applications require a relatively quick and consistent
download speed for a high volume of data to play movies,
videos, music, website content, and/or any other media type.
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In another example, a latency sensitive application includes
computational applications (e.g., video editing applications,
cloud computing applications, etc.) that offload processing
capabilities from a mobile device to a data center, remote
server, and/or network elements. In such contexts, a delay in
data transfer may result in longer processing times.

[0029] In the interest of brevity and clarity, throughout the
following disclosure, reference will be made to an example
communication system 100 shown in FIG. 1, which is asso-
ciated with the Long Term Evolution (LTE) standard. How-
ever, methods, articles of manufacture, and apparatus dis-
closed herein to configure virtual private mobile networks to
reduce latency are applicable to other type(s) of networks
constructed using other past, present, and/or future network
technologies, topologies and/or protocols.

[0030] FIG. 1 illustrates an example communication sys-
tem 100 that includes an IP network 102 (e.g., an external
packet switched network, the Internet, X.25, a WiMax net-
work, etc.) and a wireless mobile network 104. The example
IP network 102 of FIG. 1 includes any number and/or types of
routers, switches, servers, etc. to enable communications
(e.g., packet-based data). The example IP network 102 of
FIG. 1 utilizes and/or conforms to past, present, and/or future
routing and/or communication protocols. The example wire-
less mobile network 104 (e.g., wireless network) of FIG. 1
may be implemented by any network for routing and/or man-
aging communications between the IP network 102 and
mobile devices (e.g., mobile device 106).

[0031] In the illustrated example, the wireless mobile net-
work 104 includes and/or is associated with network ele-
ments 108-112. The example network elements 108-112
illustrate an example manner of communicatively coupling a
mobile device 106 to the IP network 102. In other examples,
the wireless mobile network 104 includes additional network
elements and/or different types of network elements includ-
ing, for example, an MME, an HSS, and/or a policy charging
and rules function (PCRF) server. Further, although the
example network elements 108-112 of FIG. 1 correspond to
the LTE standard, in other examples, the network elements
108-112 may be associated with any other past, present, and/
or future wireless communication protocol and/or standard
including, for example, Universal Mobile Telecommunica-
tion System (UMTS) and/or GPRS.

[0032] The example mobile device 106 (e.g., user equip-
ment (UE)) of the illustrated example includes any device
capable of wirelessly communicatively coupling to the wire-
less mobile network 104. For example, the mobile device 106
may be implemented by one or more of a laptop, a smart-
phone, a computing pad (e.g., iPad), a personal digital assis-
tant, a tablet computer, a personal communicator, etc. Addi-
tionally, while FIG. 1 illustrates one mobile device 106, the
example communication system 100 may include any num-
ber of mobile devices.

[0033] To wirelessly connect to the wireless mobile net-
work 104, the example wireless mobile network 104 of FIG.
1includes the eNodeB 108. The example eNodeB 108 of FIG.
1 is implemented by a BTS (e.g., an access point) and
includes one or more controllers, transmitters, receivers, and/
or signal generators to provide a wireless spectrum to facili-
tate wireless communication with, for example, the mobile
device 106. The example eNodeB 108 of FIG. 1 transforms
communications received from the serving gateway 110 into
a wireless signal transmitted to the mobile device 106. Simi-
larly, the example eNodeB 108 of FIG. 1 transforms wireless
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communications received from the mobile device 106 into a
wired communication that may be routed to the IP network
102.

[0034] To route communications to and/or from the eNo-
deB 108, the example wireless mobile network 104 of FIG. 1
includes a serving gateway 110. The example serving gate-
way 110 of FIG. 1 routes and/or forwards communications
(e.g., data packets) between a PDN gateway 112 and one or
more mobile devices (e.g., device 106) that are within a
geographical area assigned to the serving gateway 110. Loca-
tion registers within the example serving gateway 110 store
location information including, for example, a geographic
location of the eNodeB 108, visitor location register (VLR)
information, and/or user profile information of the mobile
device 106. The example serving gateway 110 of FIG. 1 may
also provide authentication and/or charging functions to
enable the mobile device 106 to access the wireless mobile
network 104.

[0035] The example serving gateway 110 also functions as
a mobility anchor for a user plane during inter-eNodeB han-
dovers of the mobile device 106. In other words, the serving
gateway 110 ensures the mobile device 106 is connected to an
eNodeB when the mobile device 106 moves to a different
physical location. The example serving gateway 110 further
manages and stores contexts (e.g. parameters of the IP wire-
less mobile network, latency routing information, latency
sensitive applications, and/or network internal routing infor-
mation) associated with the mobile device 106. While the
wireless mobile network 104 of FIG. 1 shows a single serving
gateway 110, the wireless mobile network 104 may include
any number of serving gateways.

[0036] To interface with the IP network 102 of the illus-
trated example, the example wireless mobile network 104 is
associated with the PDN gateway 112. In this example, the
PDN gateway 112 is communicatively coupled to the IP
network 102 via an interface 114. The example PDN gateway
112 functions as a router by routing communications from the
wireless mobile network 104 to an appropriate edge and/or
network router within the IP network 102. Also, the PDN
gateway 112 routes communications directed to the mobile
device 106 from the IP network 102 to an appropriate serving
gateway (e.g., the gateway 110). In some examples, the PDN
gateway 112 may determine if the mobile device 106 is active
(e.g., available to receive the communications) by sending a
query to the serving gateway 110. If the serving gateway 110
indicates the mobile device 106 is active, the serving gateway
110 sends a response to the PDN gateway 112 causing the
PDN gateway 112 to forward communications from the
mobile device 106 to the serving gateway 110. If the mobile
device 106 is inactive and/or unavailable, the PDN gateway
112 may discard the communications and/or query other
serving gateways in the wireless mobile network 104.

[0037] Insomeexamples,the PDN gateway 112 transforms
and/or converts communications originating from the mobile
device 106 received via the serving gateway 110 into an
appropriate packet data protocol (PDP) format (e.g., IP, X.25,
etc.) for propagation through the IP network 102. Addition-
ally, for communications received from the IP network 102,
the PDN gateway 112 converts the communications into a
wireless protocol (e.g., 3GPP LTE, Global System for Mobile
Communications (GSM), etc.). The example PDN gateway
112 then readdresses the communications to the correspond-
ing serving gateway 110.
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[0038] To configure VPMNs on the network elements 108-
112, the wireless mobile network 104 includes a VPMN
controller 116. The example VPMN controller 116 receives
requests from the network elements 108-112 to create a
VPMN for communications associated with latency sensitive
applications originating from, for example, the mobile device
106. The example VPMN controller 116 may also receive
requests from clients (e.g., enterprise MVNOs) for VPMNS.
To create a VPMN, the example VPMN controller 116 iden-
tifies available portions of the network elements 108-112 for
the requested VPMNs, and partitions control and/or data
plane space on the network elements 108-112 to configure the
VPMN:s. In some examples, the VPMN controller 116 may
also configure the mobile device 106 to access a VPMN.
[0039] To receive requests to create a VPMN, the example
communication system 100 of FIG. 1 includes a Mobility-as-
a-Service (Maas) portal 120. The MaaS portal 120 enables
clients to specify requirements (e.g., latency protocols) for a
VPMN. In some examples, the MaaS portal 120 is an inter-
face (e.g., an API) of the VPMN controller 116 that a client
accesses via the IP network 102. In other examples, the client
may directly access the VPMN controller 116.

[0040] Intheillustrated example, a client administrator 122
(e.g., an information technology agent of the Client X)
accesses the MaaS portal 120 to requesta VPMN. The request
fora VPMN may include a list of mobile devices that are to be
authorized to access the VPMN, an estimated maximum and/
or average amount of bandwidth to be utilized, a geographic
location for the VPMN (including a geographic location of
the eNodeB 108 and/or the serving gateway 110), adminis-
trative information, billing information, security information,
latency routing information, client VPN information includ-
ing IP address space, IP addresses of virtual machines, and/or
any other information that may be useful to provision and/or
couple a VPMN.

[0041] In response to the client administrator 122 request-
ing a VPMN, the MaaS portal 120, via the VPMN controller
116, establishes a VPMN through the network elements 108-
112. Examples of VPMNSs are described below in conjunction
with FIGS. 3-6. To enable mobile devices associated with the
client administrator 122 to access the newly created VPMN,
the VPMN controller 116 assigns the VPMN an Access Point
Name (APN). The APN enables communications from iden-
tified mobile devices to be routed through the wireless mobile
network 104 via a VPMN.

[0042] More specifically, an APN identifies a PDN that a
mobile device is to communicatively couple. The APN may
also define a type of service, server, and/or multimedia mes-
sage service that is provided by a PDN. In the illustrated
example, the APN includes a network identifier and an opera-
tor identifier. The network identifier defines an external net-
work to which the PDN gateway 112 is connected (e.g., the IP
network 102). The operator identifier specifies which net-
work (e.g., VPMN) is associated with the PDN gateway 112.
In the example of FIG. 1, the VPMN controller 116 uses
operator identifiers of APNs to identify the VPMN to which
communications from a mobile device are to be routed.
[0043] The example VPMN controller 116 of FIG. 1 trans-
mits an assigned APN to subscribing customers (e.g.,
employees of the Client X establishing the VPMN) who have
been identified as authorized users of the VPMN. The VPMN
controller 116 also registers the APN with APN domain name
system (DNS) servers 124 and 126 within the respective
networks 102 and 104. Registering the APN with the APN
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DNS servers 124 and 126 enables communications associ-
ated with a VPMN to be routed to the appropriate VPMN on
the network elements 108-112 when the VPMN controller
116 is unable to extend the VPMN from end-to-end (e.g.,
from the eNodeB 108 to the interface 114 of the PDN gateway
112). Thus, the use of APN's enables the VPMN controller 116
to provision a VPMN over a portion of the network elements
108-112 when other network elements are not capable and/or
are not configured to host the VPMN.

[0044] To communicatively couple a VPMN to a client
VPN 132 and/or a cloud computing data center 134, the
example VPMN controller 116 includes a client coupler 130.
The example client coupler 130 uses information provided by
the client administrator 122 to create a secure route and/or
path through the IP network 102 to the client VPN 132 via the
example interface 114. For example, the client coupler 130
uses an [P address space of the client VPN 132 to update
routing and forwarding tables of network routers within the IP
network 102. These network routers then route communica-
tions with a destination address of the client VPN 132 from
the client VPMN through the IP network 102 to the client
VPN 132.

[0045] The example client VPN 132 includes any number
of routers, switches, firewalls, servers, processors, and/or
computers. The client VPN 132 may extend among multiple
physical locations and be managed by, for example, the client
administrator 122. The client VPN 132 has an IP address
space that includes IP addresses assigned to computing
resources within and/or communicatively coupled to the cli-
ent VPN 132.

[0046] The example client coupler 130 of FIG. 1 also
couples VPMNS to virtual machines located at, for example,
the cloud computing data center 134. To couple a VPMN to
the cloud computing data center 134, the example client cou-
pler 130 updates routers within the IP network 102 and/or
edge routers of the data center 134 with an IP address space of
the destination virtual machine(s) and/or an IP address space
of the VPMN. Thus, communications with a destination IP
address of a virtual machine within the data center 134 are
transmitted from a VPMN to the appropriate router in the IP
network 102 at the interface 114. The router then transmits the
communications to other router(s) along a specified virtual
path until the communications are received at the cloud com-
puting data center 134. The example client coupler 130 may
also create a VL AN within the data center 134 that routes the
communications securely to the appropriate virtual machine
so that a virtual tunnel is created from a virtual machine
through the networks 102 and 104 to the mobile device 106.

[0047] The example cloud computing data center 134 (e.g.,
a distributive computing network) includes any server, pro-
cessor, computer, etc. that can be partitioned into virtualized
portions. While the single cloud computing data center 134 is
shown in FIG. 1, the data center 134 could include multiple
servers located at different physical locations that are config-
ured to share resources. Additionally, the virtual machine(s)
hosted by the cloud computing data center 134 can be imple-
mented by any operating system, hardware, and/or applica-
tion.

[0048] In some instances, the example client coupler 130
can be implemented within the cloud computing data center
134 and the VPMN controller 116. For example, the client
coupler 130 within the data center 134 can create a VLAN
from a virtual machine to an edge router and/or couple the
VLAN to the example client VPN 132. In such examples,
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another client coupler located within the VPMN controller
116 may communicatively couple a VPMN to the client VPN
132 and/or to the VL AN of the cloud computing data center
134. Alternatively, the example client coupler 130 may be
located within the cloud computing data center 134 (e.g.,
when the cloud computing data center 134 is managed by a
wireless network provider) and/or may be located as a sepa-
rate computing entity within either of the networks 102 and
104.

[0049] FIG. 2 is another view of a portion of the example
communication system 100 of FIG. 1. The IP network 102 of
FIG. 2 includes multiprotocol label switching (MPLS) to
implement a layer 3 VPN, a Virtual Private LAN Service
(VPLS) to implement a Layer 2 VPN across a Wide Area
Network (WAN), and/or any other type of switching service
to implement a VPN. The IP network 102 of the illustrated
example is managed by a network manager 202 that config-
ures routing tables for routers 204-208. The example IP net-
work 102 may include any type of network managed by a
service provider for routing packet-based communications
(e.g., data) between computing resources associated with cli-
ent sites. In some examples, the IP network 102 may be
implemented by multiple service providers.

[0050] The routers 204-208 of the illustrated example route
packet-based communications between a wireless mobile
network (see, for example, the wireless mobile network 104
of FIG. 1), the client VPN 132 and the cloud computing data
center 134. In this illustrated example, the client VPN 132 is
implemented at two different physical locations. Addition-
ally, the illustrated example includes a second client VPN 210
associated with a Client Y. The example routers 204-208 may
route other packet-based communications to and/or from
other clients and/or customers (not shown) and other switch-
ing networks (not shown). The routers 204-208 may be pro-
vider edge (PE) routers that may be communicatively coupled
to each other and/or the client VPNs 132 and 210 via any
number and/or type(s) of communication paths that allow any
particular router 204-208 to communicate with at least some
and/or all of the other routers 204-208. Furthermore, each of
the client VPNs 132 and 210 may include customer edge (CE)
routers that may route packet-based communications
between computing sources within the respective client
VPNs 132 and 210.

[0051] Each of the example routers 204-208 of FIG. 2 has a
VPN routing and forwarding (VRF) table for each of the
client VPNs 132 and 210 coupled to the IP network 102. For
example, for the client VPN 132, the routers 204-208 have a
VREF table A 212. For the client VPN 210, the routers 204-208
have a VRF table B 214. For brevity, only the VRF tables A
212 and B 214 associated with the router 206 are shown.
However, the routers 204 and 208 each have access to the
VRF tables A 212 and B 214. The VRF tables A 212 and B 214
are used by the routers 204-208 to route and/or forward a
packet received at a particular router 204-208 toward its final
destination. In general, when a packet is received at the router
204-208 from a router associated with a particular VPN 132
and/or 210, the router 204-208 uses the final destination iden-
tified in the packet to perform a query of the VRF table
associated with that VPN. Based on a result of the query, the
routers 204-208 determine how the packet is to be routed or
forwarded within the IP network 102 and/or delivered to a
particular CE router within another VPN and/or client site.

[0052] For example, the VRF table A 212 may include
routing instructions for transmitting communications associ-
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ated with the client VPN 132 to either a VPMN via the
interface 114 and/or the cloud computing data center 134
based on a destination IP address. In these examples, the VRF
table A 212 extends the security provided by the client VPN
132 to the secure VPMN of the wireless mobile network 104
and/or secure VL ANs within the cloud computing data center
134. In this manner, the example VRF table A 212 provides a
virtual route, path, and/or tunnel through the public IP net-
work 102 for communications associated with the Client X.

[0053] The example network manager 202 of FIG. 2 man-
ages the VRF A 212 and/or the VRF B 214 of the routers
204-208 for the corresponding client VPNs 132 and 210. The
example network manager 202 of the illustrated example
includes a network configuration management system that
configures and/or creates VRF tables for VPN (e.g., to man-
age the control plane of the routers 204-208). Additionally,
the network manager 202 of the illustrated example includes
a route reflector, route server, and/or a route controller that
writes and/or rewrites route targets associated with VPN
routes so that a client VPN can be dynamically connected to
a selected VRF table (e.g., to manage the route within the
routers 204-208). In other examples, the route reflector, route
server, and/or route controller may be separate from the net-
work manager 202. In some examples, the network manager
202 pre-configures the routers 204-208 with one or more sets
of VRF tables. The one of more sets of VRF tables may be
unspecified and/or unused by the routers 204-208 until the
network manager 202 selects a set to couple a client VPN to
a virtual machine (e.g., virtual machine VM X1 222 in the
cloud computing data center 134).

[0054] To illustrate, assume the network manager 202
receives routing instructions from the Client X administrator
122 regarding a new VPN X site. The network manager 202
updates (e.g., configures) the VRF A 212 to include the new
VPN X site. The network manager 202 then rewrites route
targets of the VRF A 212 of the routers 204-208 associated
with routes of the client VPN 132 to dynamically couple the
new VPN X site. The example network manager 202 may
publish one or more interfaces associated with routers for
forwarding packets to other switching network or cloud com-
puting data centers. Additionally, the network manager 202
may be communicatively coupled to each of the routers 204-
208 via any type of communication path that may include one
or more intermediate networks and/or nodes as indicated by
the dashed lines 231 in FIG. 2.

[0055] By sending, for example, Border Gateway Protocol
(BGP) route advertisements, each of the example routers
204-208 of FIG. 2 publishes and/or exports information con-
cerning routes advertised by CE router(s) within the client
VPNs 132 and 210 and/or any VPMNs that are communica-
tively coupled to the routers 204-208. Thus, in the illustrated
example isolation between the client VPNs 132 and 210 is
achieved via VRF tables (e.g., the VRF A 212 and the VRF B
214), and/or import policies. Specifically, all routes of a par-
ticular VPN are tagged with a route target parameter and/or
value associated with the VPN. For example, when the
example router 206 sends a BGP advertisement containing
information regarding routers within the client VPN 132 that
is communicatively coupled to the router 206, the BGP adver-
tisement includes a route target that is associated with the
client VPN 132. Based on received BGP advertisements, the
example routers 204-208 of FIG. 2 build, compile, update,
maintain and/or construct a VRF table (e.g., the VRF A 212)
for each VPN. Specifically, when the example routers 204-
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208 receive BGP advertisements tagged with a route target
associated with a particular VPN, they import only those
routes into the VRF table associated with that VPN, as dic-
tated by the VPN’s import policy.

[0056] In a similar manner, the example VPMN controller
116 of FIG. 1 may transmit BGP route advertisements to
communicatively couple a VPMN to routes of a particular
VPN. These BGP advertisements can include a route target
that is associated with, for example, the client VPN 132
and/or a VPMN of the client VPN 132. Thus, the example
routers 204-208 create arouting association between the VPN
132 and the corresponding VPMN in the wireless mobile
network 104 of FIG. 1 via the respective VRF table A 212.

[0057] To facilitate sharing of routing information among
the example routers 204-208, the example network manager
202 of FIG. 2 includes any number of route reflectors, route
servers, intelligent route reflectors, and/or intelligent route
service control points. Because not all of the example routers
204-208 are necessarily communicatively coupled in a full
mesh topology (for example, when at least one router 204-
208 does not have a direct communication path to another
router 204-208), the example network manager 202 of FIG. 2
forwards BGP advertisements among the routers 204-208. By
forwarding each received BGP advertisement, the example
network manager 202 enables each of the routers 204-208 to
build, compile and/or construct a VRF table for each VPN
and/or VPMN that can be used by that router to route data
from any CE router of a particular VPN and/or VPMN to any
other CE router within the client VPNs 132 and/or 210, even
if such routing of data requires use of one or more intervening
routers 204-208.

[0058] Intheexample of FIG. 2, the communication system
100 includes the cloud computing data center 134 that is
communicatively coupled to the IP network 102 via the router
204. The cloud computing data center 134 may include any
type of virtualized network and/or elements such as servers
that provide resources to clients and/or customers based on,
for example, usage requirements, bandwidth, processor effi-
ciency, etc. In some examples, the cloud computing data
center 134 includes a cloud computing network. The example
cloud computing data center 134 of FIG. 2 is managed by a
data center manager 220 to control the creation, allocation,
and/or distribution of resources within the cloud computing
data center 134. The cloud computing data center 134 further
includes servers 222-228 for hosting computing resources, a
virtual local area network (VLAN) switch 230, a router 232
that includes logical routers 234 and 236, and virtual
machines VM X1 and VM X2 hosted respectively by the
servers 222 and 224. Each of the servers 222-228 may be
located within a single site location or, alternatively, may be
distributed at a plurality of site locations within the cloud
computing data center 134. Additionally, the cloud comput-
ing data center 134 may include other routers, logical routers,
servers, VLLANs, and/or switching networks that may be dis-
tributed across one or more sites located at different physical
locations.

[0059] The example communication system 100 of FIG. 2
shows the client VPN 132 communicatively coupled to vir-
tual machines VM X1 and VM X2 within the cloud comput-
ing data center 134. The router 204 includes an interface 240
that communicatively couples the client VPN 132 to
resources (e.g., the virtual machines VM X1 and VM X2)
within the cloud computing data center 134. The interface
240 communicatively couples the client VPN 132 and/or a
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corresponding VPMN to the virtual machines VM X1 and
VM X2 by remapping the route targets associated with the
client VPN 132 and/or VPMN in the VRF A 212 to the virtual
machines VM X1 and VM X2 and transmitting BGP adver-
tisements to the routers 206 and 208 with the remapped route
target. The interface 240 may be coupled to a VRF table
which includes a routing entry that forwards packets from
multiple destinations associated with the client VPN 132
and/or a corresponding VPMN to a single (or few) network
locations within the cloud computing data center 134. The
example router 204 may include additional interfaces and/or
endpoints that reference other distributive computing net-
works and/or other switching networks.

[0060] The example VLLAN switch 230 of FIG. 2 commu-
nicatively couples resources that may be distributed across
two or more of the servers 222-228 and/or by isolating
resources associated with different clients that may be shared
on a single server. The VLLAN switch 230 implements one or
more VL ANs that communicatively couples virtual machines
to VPNs and/or VPMNSs. For example, the virtual machines
VM X1 and VM X2 may be a group of resources distributed
across the servers 222 and 224. The example VLAN switch
230 couples the virtual machine VM X1 and VM X2 on the
respective servers 222 and 224 together so that any computing
resource within the client VPN 132 and/or the mobile device
106 via a VPMN may access an application, data, and/or a
processing resource by accessing the virtual machine VM X1,
VM X2, and/or a combination of the virtual machines VM X1
and VM X2.

[0061] The virtual machines VM X1 and/or VM X2 of the
illustrated example may include any type of hardware virtual
machine that may share underlying hardware resources with
one or more resources operating a separate operating system.
The virtual machines VM X1 and/or VM X2 may also include
any type of application virtual machine that may operate
different client applications on a single operating system.
Each virtual machine VM X1 and/or VM X2 may be assigned
an [P address (and/or IP address space) and/or a logical inter-
face of each virtual machine may be assigned a media access
control (MAC) address.

[0062] The example data center manager 220 assigns an [P
address and/or an IP address space to each of the virtual
machines VM X1 and/or VM X2 or, alternatively, may assign
a single IP address and/or IP address space collectively to the
virtual machines VM X1 and VM X2. Further, the data center
manager 220 may assign resources, application types, appli-
cation images, access control, bandwidth, operating system
types, a server location, and/or any other type of cloud com-
puting parameter to one or more servers 222-228 upon a
request to provision and/or allocate resources from the client
administrator 122 of FIG. 1. In other examples, the data
center manager 220 may assign a MAC address to the virtual
machines VM X1 and/or VM X2.

[0063] The data center manager 220 of the illustrated
example also partitions resources within the edge router 232
by creating a logical router (e.g., the logical router 234). The
logical router 234 functions as a customer edge router for the
VPN within the cloud computing data center 134. In this
manner, the client VPN 132 and/or VPMN of the client is
communicatively coupled to resources in the cloud comput-
ing data center 134 so that traffic associated with the client
VPN 132 and/or VPMN with destination addresses associ-
ated with the virtual machines VM X1 and/or VM X2 can
reach these virtual machines. These destination addresses
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correspond to the IP addresses of the virtual machines VM X1
and VM X2 and/or may correspond to a MAC address
assigned to an interface of the virtual machines VM X1 and
VM X2. The logical router 234 may also include filtering
and/or firewalling functions to restrict access to resources
within the cloud computing data center 134. For example, the
logical router 234 may include a source address filter so that
only packets that include a source address associated with the
client VPN 132 and/or a VPMN associated with the Client X
via the interface 114 may be forwarded to the virtual
machines VM X1 and VM X2.

[0064] The data center manager 220 of the illustrated
example also updates VRF tables within the edge router 232
to include identification values of network paths within the
VLAN switch 230 that correspond to routes to virtual
machines VM X1 and VM X2. A VLAN controller may
manage the physical and/or logical setup of a network path
from the servers 222-228 to the corresponding logical routers
234 and 236. For example, a VL AN network path 250 from
the virtual machine VM X1 may be assigned an identification
value of PATH1. Further, the virtual machine VM X1 may be
assigned an IP address ADDRO1. The data center manager
220 creates a VRF table via the logical router 234 that indi-
cates any packets originating from the client VPN 132 and/or
a VPMN of the Client X via the interface 114 with a destina-
tion address of ADDRO1 should be forwarded to the virtual
machine VM X1 on the server 222 via the VLAN network
path PATH1 250.

[0065] FIGS. 3 and 4 show the example wireless mobile
network 104 of FIG. 1 with VPMNs 302 and 304. In these
illustrated examples, the VPMN 302 is associated with and/or
configured for the Client X associated with the client VPN
132 of FIGS. 1 and 2 and the VPMN 204 is designated for
communications associated with the Client Y associated with
the client VPN 210. In other examples, the wireless mobile
network 104 may include additional VPMNs or fewer
VPMNs and/or be associated with different clients and/or
numbers of clients. For example, the wireless mobile network
104 can include a VPMN for the Client X for latency sensitive
applications.

[0066] In the example of FIG. 3, the wireless mobile net-
work 104 includes the network elements 108-112 of FIG. 1.
Additionally, the wireless mobile network 104 includes an
MME 310, an HSS 312, and a PCRF server 314. In other
examples, the wireless mobile network 104 may include addi-
tional network elements and/or additional types of network
elements.

[0067] The example MME 310 of FIG. 3 tracks and pages
mobile devices that are communicatively coupled to the wire-
less mobile network 104. The example MME 310 may also
activate and/or deactivate mobile devices and/or authenticate
mobile devices attempting to connect to the wireless mobile
network 104 by requesting user profile information from the
HSS 312. Insome examples, the MME 310 is configured to be
similar to the servers 124 and 126 of FI1G. 1 by selecting (e.g.,
via the VPMN controller 116) the appropriate serving gate-
way 110 and/or PDN gateway 112 when mobile devices
provide an APN to connect to one of the VPMNs 302 and 304.
[0068] Theexample HSS 312 of FIG. 3 includes a database
of subscription-related information (e.g., subscribing cus-
tomer profiles). The example HSS 312 performs authentica-
tion and/or authorization of a mobile device attempting to
access the wireless mobile network 104 by providing the
MME 310 with mobile device profile information to match to
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profile information by the requesting mobile device. The HSS
312 may also include information about a geographic loca-
tion of a subscribing customer and/or IP information associ-
ated with a mobile device of the customer.

[0069] The example PCRF server 314 of the illustrated
example determines policy rules for the wireless mobile net-
work 104. The example PCRF server 314 of FIG. 3 aggre-
gates information to and/or from the wireless mobile network
104 and/or the network elements 108-112, 310, and 312 in
real time to create rules. The example PCRF 314 may also
store routing rules 316 that include identifiers and/or 1P
address space for coupling the VPMNs 302 and 304 to the
respective client VPNs 132 and 210 and/or appropriate virtual
machines via the VRF tables 212 and 214 included within the
routers 204-208 of the IP network 102. Based on the created
rules, the PCRF server 314 automatically makes intelligent
policy decisions for each mobile device active on the wireless
mobile network 104. In this manner, the PCRF server 314
enables a wireless mobile network provider to offer multiple
services, quality of service (QoS) levels, and/or charging
rules to facilitate mobile devices to connect to a VPN and/or
virtual machine(s) of a client. Additionally, the PCRF server
314 may also broadcast and/or transmit the routing rules 316
to the portions of the network elements 108-112, 310 and 312
hosting the VPMNs 302 and 304 and/or to the routers 204-208
via the PDN gateway 112.

[0070] In the example of FIG. 3, the Client X requests the
VPMN 302 from the VPMN controller 116 of FIG. 1 to
enable mobile devices 320-324 to access enterprise applica-
tions and/or data managed by the Client X accessible via the
IP network 102. The example Client X may also specify the
routing rules 316.

[0071] Inthisillustrated example, the Client X requests that
the VPMN 302 extend end-to-end of the wireless mobile
network 104. As a result of the request, the VPMN controller
116 extends the VPMN 302 to all of the network elements
108-112 and 310-314 within the wireless mobile network
104. Additionally, the client coupler 130 extends the secure
routing of the VPMN 302 through virtual routes 326 within
the IP network 102 to the client VPN 132 and appropriate
virtual machines within the cloud computing data center 134.
In other examples, the Client X may only request and/or may
only be able to request a VPMN to be setup on some of the
network elements 108-112 and 310-314. By requesting the
VPMN 302, the example VPMN controller 116 identifies
available space within the network elements 108-112 and
310-314 and allocates control and/or data planes of the net-
work elements 108-112 and 310-314 for the VPMN 302. The
VPMN controller 116 then configures the allocated control
and/or data plane portions of the network elements 108-112
and 310-314 for the VPMN 302.

[0072] To configure the network elements 108-112 and
310-314, the example VPMN controller 116 of F1G. 1 assigns
an APN to the VPMN 302 and updates a control plane of the
network elements 108 and 310-314 with the APN assignment.
In some examples, the VPMN controller 116 also assigns
and/or configures specific interfaces, switches, and/or proces-
sors within the network elements 108-112 and 310-314 to
host the VPMN 302. Further, the client coupler 130 of the
illustrated example communicatively couples the VPMN 302
to virtualized routes within the IP network 102 via, for
example, the interface 114 of FIGS. 1 and 2.

[0073] In the illustrated example, the mobile devices 320-
324 use the assigned APN to access the respective VPMN
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302. Further, by using the APN, the network elements 108-
112 and 310-314 may propagate communications within the
VPMN 302 until an end point is reached. By using APNs, the
VPMN controller 116 of the illustrated example creates
exclusive virtual circuits (e.g., MPLS paths) from the eNodeB
108 to the PDN gateway 112 for routing communications
within the VPMN 302 for the mobile devices 320-324 regis-
tered with the Client X. These exclusive virtual circuits are
coupled to exclusive virtual routes 326 specified within the IP
network 102 via BGP advertisements updating router VRF
tables. Thus, communications from the mobile devices 320-
324 of'the illustrated example are routed securely through the
wireless mobile network 104 via the VPMN 302 to the client
VPN 132 and/or the virtual machines VM X1 and VM X2.
[0074] Further, the example VPMN 302 partitioned within
the network elements 310-314 of FIG. 3 enables access con-
trol, authentication, mobile device profile management, rout-
ing rules, latency sensitive identifiers, and/or network rules to
be configurable for the Client X. Thus, subscriber informa-
tion for the Client X within the HSS 312 is separate from
subscriber information associated with other VPMNs (not
shown) and/or subscribers that use non-VPMN portions of
the network elements 108-112 and 310-314. The separation
of the control and/or data planes of the network elements
310-314 via the VPMN 302 also enables the Client X to
provide different types of services (e.g., routing of commu-
nications that are latency sensitive) using the same network
elements 108-112 and 310-314. Further, the separation of the
control and/or data planes of the network elements 310-314
via the VPMN 302 prevents security issues in, for example,
the VPMN 304 from propagating to other portions of the
network elements 108-112 and 310-314 and/or the VPMN
302.

[0075] FIG. 4 shows the example wireless mobile network
104 of FIGS. 1 and 3 with the example VPMNs 302 and 304.
In the example of FIG. 4, the eNodeB 108 is replaced with
eNodeBs 402 and 404. The example eNodeB 402 is commu-
nicatively coupled to the example VPMN 302 and the
example eNodeB 404 is communicatively coupled to the
example latency VPMN 304. Thus, FIG. 4 shows that each of
the VPMNS5s 302 and 304 can be communicatively coupled to
the physically separate eNodeBs 402 and 404, which are both
coupled to respective portions of the serving gateway 110.
[0076] TheeNodeBs 402 and 404 ofthe illustrated example
are physically separate to create isolation in a wireless spec-
trum between the VPMNs 302 and 304. Thus, the mobile
devices 406 provisioned for the VPMN 302 are communica-
tively coupled to the example eNodeB 402 and mobile
devices 408 provisioned for the VPMN 304 are communica-
tively coupled to the example eNodeB 404. This configura-
tion enables the mobile devices 406 to securely access data
and/or applications at the client VPN 132 and/or the virtual
machines VM X1 and VM X2 at the data center 134 via the
virtual route 326.

[0077] FIG. 5 illustrates the example wireless mobile net-
work 104 of FIGS. 1, 3, and 4 with the example VPMN 302.
In the example of FIG. 5, a network provider routes and/or
processes communications from mobile devices (e.g., mobile
devices 502-506) via the example network elements 108-112
and 310-314 through the VPMN 302). The network provider
uses the example VPMN 302 to route and/or process sensitive
enterprise communications separate from other communica-
tions. Thus, in this example, the example VPMN 302 is logi-
cally partitioned within the network elements 108-112 and
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310-314 separate from non-VPMN portions of the network
elements 108-112 and 310-314.

[0078] In the illustrated example, the example mobile
devices 502-506 are communicatively coupled to the wireless
mobile network 104 via the VPMN 302 provisioned within
the network elements 108-112 and 310-314. In this example,
the mobile devices 502-506 are identified as being associated
with the Client X.

[0079] The example of FIG. 5 also includes a local PDN
gateway 508 (e.g., mobility data center) and a communica-
tively coupled virtualized content server 510. The example
local PDN gateway 508 is included within the example wire-
less mobile network 104 and communicatively coupled to the
serving gateway 110. Additionally, the VPMN 302 is provi-
sioned within the local PDN gateway 508 to enable the wire-
less devices 502-506 to access the virtualized content server
510.

[0080] IntheexampleofFIG.5,thelocal PDN gateway 508
is utilized within the example wireless mobile network 104 to
reduce propagation times of communications between, for
example, the mobile devices 502-506 and the virtualized
content server 510. In some wireless networks, the example
PDN gateway 112 can be located thousands of miles from the
serving gateway 110. Thus, the mobile devices 502-506 that
communicate with entities reachable via the IP network 102
may have to transmit communications a thousand miles to
reach the PDN gateway 112 and possibly another thousand
miles to reach the cloud computing data center 124 of FIGS.
1 and 2 and/or the client VPN 132. The example local PDN
gateway 508 is deployed relatively physically close to the
virtualized content server 510, thereby reducing communica-
tion propagation times between the mobile devices 502-506
and the server 510.

[0081] IntheexampleofFIG.5,thelocal PDN gateway 508
includes some or all of the functions of the PDN gateway 112,
as described in conjunction with FIG. 1. However, because
the local PDN gateway 508 processes relatively fewer com-
munications targeted only for the virtualized content server
510 (and/or a group of physically close content servers), the
example local PDN gateway 508 may have less processing
capacity than the PDN gateway 112. In this example, the
example serving gateway 110 receives communications from
the mobile devices 502-504, determines the communications
are addressed to the virtualized content server 510, and routes
the communications to the local PDN gateway 508.

[0082] In some examples, the VPMN 302 hosted on the
local PDN gateway 508 is configured with a protocol to
offload processing functions from the mobile devices 502-
506 for applications retrieving content from the virtualized
content server 510. In such examples, the VPMN 302 hosted
on the local PDN gateway 508 reduces latency with the
mobile device 506 by processing relatively high volumes of
data and/or communications from the virtualized content
server 510 and transmitting the results of the processing to the
mobile device 506.

[0083] In the illustrated example, the virtualized content
server 510 includes the virtual machines VM X3 and VM X4
provisioned for the Client X. The virtual machines VM X3
and VM X4 are similar to the virtual machines VM X1 and
VM X2 of FIGS. 2-4. In such examples, the client adminis-
trator 122 of FIG. 1 requests that the virtualized content server
510 is to host the virtual machines VM X3 and VM X4 so that
the mobile devices 502-506 can access locally stored enter-
prise applications and/or data without having to access the
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virtual machines VM X1 and VM X2 via the IP network 102.
Thus, the example virtualized content server 510 functions as
alocal smaller version of the cloud computing data center 134
of FIGS. 1-4.

[0084] In other examples, the mobile devices 502-506
access the virtual machines VM X3 and VM X4 for latency
sensitive communications and the virtual machines VM X1
and VM X2 for non-latency sensitive communications. In yet
other examples, the mobile devices 502-506 access the virtual
machines VM X3 and VM X4 when the mobile devices 502-
506 are physically close to the virtualized content server 510
and access the virtual machines VM X1 and VM X2 during
other instances. In these other examples, the virtualized con-
tent server 510 provides local access to enterprise applica-
tions and/or data when access to the IP network 102 is
unavailable and/or inefficient.

[0085] FIG. 6 illustrates the example VPMN controller 116
and the client coupler 130 of FIG. 1. The VPMN controller
116 and/or the client coupler 130 of the illustrated example
are included within a controller, server, processor, and/or
computing center of a wireless mobile network provider. In
some examples, the VPMN controller 116 and/or the client
coupler 130 are included within a data plane and/or control
plane allocation controller of a wireless mobile network pro-
vider.

[0086] To receive requests and/or routing rules from clients
(e.g., the client administrator 122 of FIG. 1) to couple VPMNs
to VPNs and/or cloud computing data centers, the example
VPMN controller 116 of the illustrated example includes a
client interface 602 (e.g., the MaaS portal 120). The example
client interface 602 provides a framework that enables clients
to request a VPMN by selecting, for example, bandwidth
requirements, geographic location, wireless spectrum fre-
quencies, and/or which types of network elements are to host
aVPMN. Some example request(s) also include client admin-
istrative information including billing information, profile
information, network addresses, etc. In some examples, the
client interface 602 is a web-based APl interface that provides
options and/or templates that clients can select to request a
VPMN and/or specify IP address space for coupling a VPMN
to a VPN and/or virtual machines. In other examples, the
client interface 602 includes a phone-request system and/or a
form request system.

[0087] After receiving a request from a client fora VPMN,
the client interface 602 creates a client account that includes
the information provided by the client. The client interface
602 stores the client account to a client records database 604.
In some examples, the HSS 312 of FIGS. 3 and 4 accesses the
client records database 604 for client profile information for
security authentication and/or authorization. In some
examples, the client records database 604 is implemented by
Electronically Erasable Programmable Read-Only Memory
(EEPROM), Random Access Memory (RAM), Read-Only
Memory (ROM), and/or any other type of memory.

[0088] The example client interface 602 may also assign
one or more APNs to a VPMN requested by a client. The
client interface 602 may store the APN(s) to the client account
in the client records database 604. Additionally, the client
interface 602 may transmit the APN(s) and/or any informa-
tion associated with a newly created VPMN to the client.
[0089] To manage the creation and/or management of
VPMNSs, the VPMN controller 116 of FIG. 6 includes a net-
work manager 606. The example network manager 606 uses
the information provided by the client to create a VPMN. To
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determine which network elements will host the VPMN, the
network manager 606 receives a status of the wireless mobile
network 104 via a network monitor 608.

[0090] The example network monitor 608 of the illustrated
example scans the wireless mobile network 104 to determine
network traffic conditions, bandwidth usage, and/or any QoS
issues. In some examples, the network monitor 608 maintains
a history of network performance based on detected network
conditions. In some such examples, the network monitor 608
also determines an amount of available capacity and/or band-
width within network elements (e.g., the network elements
108-112, 310-314, 402, and 404 of FIGS. 1-4).

[0091] The example network manager 606 of FIG. 6 uses
the information from the network monitor 608 to identify
available network elements to host a VPMN. The network
manager 606 of the illustrated example also uses information
associated with other client VPMNs stored in the client
records database 604 to determine if there is available capac-
ity within the identified network elements based on already
licensed VPMN usage. If there is no additional capacity for
another VPMN, the network manager 606 identifies other
available network elements.

[0092] For each of the network elements with available
capacity, the network manager 606 allocates a portion of a
control plane and/or a data plane. In some examples, the
network manager allocates a data plane by allocating a por-
tion of a wireless spectrum of one or more eNodeBs for a
VPMN. The network manager 606 of the illustrated example
also allocates a data plane by partitioning a portion of a switch
within for example, the gateways 110 and 112 for network
traffic associated with a VPMN. In some examples, the net-
work manager 606 allocates a data plane by designating cer-
tain interfaces of a switch and/or a router for a VPMN. After
allocating data plane space to network elements, the network
manager 606 sends an instruction to a data plane configurer
610 to configure a data plane on the allocated portions of the
identified network elements.

[0093] The example network manager 606 allocates a con-
trol plane by, for example, designating a portion of IP address
space that is to be associated with a VPMN. The portion of the
IP address space may be referenced to an assigned APN. In
some examples, the network manager 606 also partitions a
control plane of a network element by virtualizing function-
ality of the network element specifically designated for a
VPMN. In some such examples, the example network man-
ager 606 allocates a control plane by partitioning portions of
databases and/or servers (e.g., the MME 310, HSS 312, and/
or the PCRF server 314) to store information associated with
clients and/or subscribing customers of a VPMN and/or rout-
ing rules. After allocating control plane space to network
elements, the network manager 606 sends an instruction to a
control plane configurer 612 to configure a control plane on
the allocated portions of the identified network elements.

[0094] By allocating portions of a data plane and/or a con-
trol plane, the example network manager 606 may also
specify a virtual circuit (and/or other type of private path such
as, for example, a MPLS path) to be implemented within a
VPMN extending through, for example, the interface 114 to
virtual routes within the IP network 102. To specify a virtual
circuit, the network manager 606 identifies outgoing and/or
incoming interfaces of the network elements associated with
the VPMN and/or IP address space allocated to the VPMN.
The example network manager 606 then links together the
interfaces, routers, switches, interfaces, and/or connections
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based on the identified information to create the virtual circuit
and updates routing and/or forwarding tables within the cor-
responding network elements. Thus, any communications
associated with a VPMN are transmitted between the VPMN
allocated portions of the network elements and/or to the rout-
ers 204-208 within the IP network.

[0095] Additionally, the network manager 606 may deter-
mine if separate eNodeBs are to be used for each VPMN (as
described in conjunction with FIG. 4). If multiple eNodeBs
are to be utilized, the client interface 602 receives parameters
associated with the eNodeB. The network manager 606 uses
the parameters and/or an assigned APN to associate the
VPMN to an eNodeB. A mobile device configurer 614 and/or
an APN manager 616 may then configure the eNodeB to be
communicatively coupled to one or more serving gateways
that have partitioned space for the VPMN.

[0096] To configure a VPMN on a data plane of network
elements, the example VPMN controller 116 of FIG. 6
includes the data plane configurer 610. The example data
plane configurer 610 provisions a VPMN on portions of net-
work elements identified by the network manager 606 and/or
the client coupler 130. The example data plane configurer 610
of FIG. 6 configures and/or provisions a VPMN by designat-
ing, for example, frequencies of a wireless spectrum provided
by an eNodeB for a VPMN.

[0097] In some examples, the data plane configurer 610
also designates portions of a server and/or a router (e.g., the
gateways 110 and/or 112) for hosting the VPMN. In some
such examples, the example data plane configurer 610 also
creates a virtual circuit (e.g., MPLS path) for a VPMN by
updating routing and/or forwarding tables of network ele-
ments based on information from the network manager 606.
In some examples, the data plane configurer 610 also dynami-
cally changes an amount of bandwidth and/or processing
capacity provisioned for a VPMN based on instructions from
the network manager 606.

[0098] In some such examples, the network manager 106
receives an indication from the network monitor 608 that a
VPMN on a serving gateway is operating close to provisioned
capacity. In some examples, the network manager 106
increases data plane space for the VPMN by instructing the
data plane configurer 610 to provision additional interfaces,
links, circuitry, and/or processing capacity of the serving
gateway for the VPMN. Thus, the data plane configurer 610
enables a VPMN to be dynamically provisioned based on
current, future, and/or predicted network traffic conditions.
[0099] To configure a VPMN on a control plane of network
elements, the example VPMN controller 116 of FIG. 6
includes the control plane configurer 612. The example con-
trol plane configurer 610 provisions a VPMN on portions of
network elements identified by the network manager 606
and/or the client coupler 130. The control plane configurer
610 of the illustrated example configures a VPMN in a control
plane of a network element by updating routing and/or for-
warding tables with an IP address space and/or an APN for
communications associated with a VPMN.

[0100] Insome examples, the control plane configurer 612
of FIG. 6 provisions portions of a database storing client
profile information and/or subscriber profile information so
that the information is only accessible via a VPMN. In other
examples, the control plane configurer 612 updates network
elements with specialized service information for a VPMN.
Thus, the control plane configurer 612 ensures that client
and/or subscribing customer information associated with dif-
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ferent VPMNSs can be stored on the same network element so
that the information is only accessible to entities and/or net-
work elements associated with the corresponding VPMN.
[0101] To update mobile devices with information, thereby
enabling the mobile devices to communicatively couple to a
VPMN, the example VPMN controller 116 of FIG. 6 includes
a mobile device configurer 614. The example mobile device
configurer 614 installs functionality, codes, connectivity, etc.
to a mobile device (e.g., the mobile device 402) to enable the
mobile device to connect to a VPMN. In some such examples,
the mobile device configurer 614 transmits an APN associ-
ated with a VPMN to corresponding mobile devices. In some
examples, the example mobile device configurer 614 also
transmits mobile device information and/or client profile
information to network elements to enable the network ele-
ments to authorize and/or authenticate a mobile device con-
necting to a VPMN. In other examples, a client (e.g., an
MVNO) pre-configures a mobile device with functionality to
connect to a VPMN prior to providing the mobile device to a
subscribing customer.

[0102] To propagate an APN assigned to a VPMN to net-
work elements, the example VPMN controller 116 of the
illustrated example includes an APN manager 616. The
example APN manager 616 receives an APN assigned to a
VPMN by the network manager 606 and transmits the APN to
network elements that have a portion of a control and/or a data
plane partitioned for an associated VPMN. In some such
examples, the APN manager 616 transmits an APN to the
HSS 312 and/or the MME 310, thereby enabling the MME
310 to determine to which VPMN on the serving gateway 110
communications from a mobile device are to be routed. Addi-
tionally or alternatively, the APN manager 616 may transmit
an assigned APN to the APN DNS servers 124 and 126 of
FIG. 1. In examples where more than one APN is associated
with a client, the APN manager 616 transmits the appropriate
APN to network elements. Further, the APN manager 616
may update APNs stored on the network elements as the
APNs are updated by the VPMN controller 116.

[0103] To communicatively couple VPMNs to client VPNs
and/or virtual machines in cloud computing data centers, the
example VPMN controller 116 of FIG. 6 includes the client
coupler 130. The example client coupler 130 receives instruc-
tions from, for example, the client interface 602 that a VPMN
provisioned for a client is to be coupled to a VPN of the client
and/or virtual machines provisioned for the client. The
instructions can include an IP address space of the client
VPN, and IP address space of virtual machines, and/or any
other identifier of the virtual machines within, for example,
the cloud computing data center 134. In other examples,
client administrators can provide coupling instructions
directly to the client coupler 130 via an API interface.
[0104] While the example client coupler 130 of the illus-
trated example is included within the VPMN controller 116,
in other examples, the client coupler 130 may be external and
communicatively coupled to the VPMN controller 116. For
example, the client coupler 130 may be implemented within
the network elements 108-112 and 310-314 and/or may be a
separate processor within the wireless mobile network 104. In
yet other examples, at least some portions of the client cou-
pler 130 can be implemented within the data center manager
220.

[0105] Inresponse to be instructed to couple a VPMN, the
example client coupler 130 couples the VPMN to a virtual
machine within the cloud computing data center 134 by trans-
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mitting BGP advertisements to, for example, the routers 204-
208 and 232 to update VRF tables. These BGP advertise-
ments cause the routers 204-208 and 232 to associate
communications corresponding to a VPMN with, for
example, the virtual route 326 connected to virtual machines
within the cloud computing data center 134. This virtual route
includes path(s) through the IP network and VLLAN paths
through the VLAN switch 230. The updating of the VRF
tables causes the routers 204-208 and 232 to transmit securely
communications received from the interface 114 of a VPMN
with a destination address of a virtual machine through the IP
network 102 along the virtual route 326. In other examples,
the client coupler 130 updates VRF tables of the routers
204-208 and 232 via other routing update protocols and/or
messages.

[0106] The example client coupler 130 of FIG. 6 also
updates the VRF tables of the routers 204-208 to associate a
VPMN with an address space of a client. The client coupler
130 transmits BGP advertisements to the routers 204-208 that
cause the routers 204-208 to make an association between a
client VPN and the corresponding VPMN. In other examples,
the client coupler 130 transmits a coupling message to the
network manager 202 of FIG. 2, thereby causing the network
manager 202 to transmit the BGP advertisements. In yet other
examples, the client coupler 130 updates VRF tables of the
routers 204-208 and 232 via other routing update protocols
and/or messages.

[0107] By updating the VRF tables of the routers 204-208
and 232, the example client coupler 130 creates a virtual
network exclusive for a client extending from the wireless
mobile network 104 through the IP network 102 to enterprise
VPNs of the client and virtual machines remotely located
from the VPN of the client. This exclusive network enables
mobile uses associated with an enterprise client to seamlessly
and securely access applications and/or data available to uses
within the VPN of the client, thereby enabling the client to
become more mobile. This also enables clients to deploy
mobile-orientated applications in cloud environments to
enable wireless devices located anywhere in the world to
securely access the applications and/or data. Further, the cli-
ent coupler 130 enables client mobile devices to securely
access data and/or applications hosted by the client.

[0108] The example client coupler 130 uses a database 620
to manage which VPMNs are coupled to which client VPNs
and/or virtual machines. For example, upon coupling a
VPMN to a VPN and/or virtual machines, the client coupler
130 creates a record within the database 620 describing which
APNSs and/or address space of a VPMN is coupled to which
address space of'a VPN and/or MACs address and/or address
space of virtual machines. The client coupler 130 of the
illustrated example also includes within the record an address
of'the edge router 232 of the cloud computing data center 134
and/or contact information of administrators of the data cen-
ter manager 220. In this manner, the client coupler 130 can
contact the cloud computing data center 134 (e.g., when the
data center 134 is operated by an entity separate from the
VPMN).

[0109] Insomeexamples, the database 620 of FIG. 6 is also
accessible by clients to update address space associated with
VPNs and/or assigned to virtual machines. Additionally, cli-
ents can specify new virtual machines to couple to a VPMN
and/or specify which VPMNs are accessible to which virtual
machines. The database 620 of FIG. 6 may be implemented
by Electronically FErasable Programmable Read-Only
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Memory (EEPROM), Random Access Memory (RAM),
Read-Only Memory (ROM), and/or any other type of
memory.

[0110] The example client coupler 130 of FIG. 6 couples a
VPMN on local PDN gateways (e.g., mobility data centers)
to, for example, the virtualized content server 510 of FIG. 5.
To select the local PDN gateway, the client coupler 130 of the
illustrated example determines a geographic location of a
destination address of the virtualized content server 510 and
determines which local PDN gateway is relatively close. In
other examples, the client coupler 130 couples a VPMN to
frequently accessed and/or utilized local PDN gateways.
[0111] Inexamples where mobile devices are attempting to
access a client VPMN, VPN and/or virtual machines, the
example client coupler 130 instructs a device migrator 622 to
communicatively couple the mobile device to the VPMN. The
device migrator 622 of the illustrated example operates in
conjunction with the network elements 310-314 to validate
the credentials of the mobile device to determine the mobile
device is authorized to access the VPMN, the VPN, and/or the
virtual machines. The example device migrator 622 may use,
for example, over the air programming via the serving gate-
way 110, the HSS 312, the MME 310 and/or the eNodeB 108
to provision a SIM card of a mobile device to communica-
tively couple the mobile device to the VPMN. In this example,
the device migrator 622 determines an APN to provision the
SIM card by accessing the APN manager 616. In other
examples, the device migrator 622 may determine an APN for
the VPMN from a network provider and/or a client adminis-
trator. In other examples, the example client coupler 130
instructs the APN manager 616 to communicatively couple a
mobile device to the VPMN.

[0112] While the example VPMN controller 116 and/or the
client coupler 130 has been illustrated in FIG. 6, one or more
of'the servers, platforms, interfaces, data structures, elements,
processes and/or devices illustrated in FIG. 6 may be com-
bined, divided, re-arranged, omitted, eliminated and/or
implemented in any way. Further, the example client interface
602, the example client resource database 604, the example
network manager 606, the example network monitor 608, the
example data plane configurer 610, the example control plane
configurer 612, the example mobile device configurer 614,
the example APN manager 616, the example client coupler
130, the example database 620, the example device migrator
622, and/or more generally, the example VPMN controller
116 may be implemented by hardware, software, firmware
and/or any combination of hardware, software and/or firm-
ware. Thus, for example, any of the example client interface
602, the example client resource database 604, the example
network manager 606, the example network monitor 608, the
example data plane configurer 610, the example control plane
configurer 612, the example mobile device configurer 614,
the example APN manager 616, the example client coupler
130, the example database 620, the example device migrator
622 and/or more generally, the example VPMN controller
116 could be implemented by one or more circuit(s), pro-
grammable processor(s), application specific integrated cir-
cuit(s) (ASIC(s)), programmable logic device(s) (PLD(s))
and/or field programmable logic device(s) (FPLD(s)), etc.

[0113] When any apparatus claim of this patent is read to
cover a purely software and/or firmware implementation, at
least one of the example client interface 602, the example
client resource database 604, the example network manager
606, the example network monitor 608, the example data
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plane configurer 610, the example control plane configurer
612, the example mobile device configurer 614, the example
APN manager 616, the example client coupler 130, the
example database 620, and/or the example device migrator
622 are hereby expressly defined to include a computer read-
able medium such as a memory, DVD, CD, etc. storing the
software and/or firmware. Further still, the example VPMN
controller 116 and/or the client coupler 130 may include one
or more elements, processes and/or devices in addition to, or
instead of, those illustrated in FIG. 6, and/or may include
more than one of any or all of the illustrated elements, pro-
cesses and devices.

[0114] FIG. 7 illustrates the example client coupler 130 of
FIGS. 1, 2, and 6. To couple VPMNs to a client VPN, the
client coupler 130 includes a VPMN-VPN coupler 702. The
example VPMN-VPN coupler 702 determines which VPMN
and VPN are to be coupled within the IP network 102 and
transmits BGP advertisements and/or messages to update
VRF tables within, for example, the routers 204-208. In some
examples, VPMN-VPN coupler 702 also updates VRF tables
of'edge routers at the VPN of the client. Further, the example
VPMN-VPN coupler 702 of FIG. 7 manages which VPMNs
of'a client are to be coupled to which client VPNs.

[0115] To communicatively couple VPMNs to virtual
machines within a cloud computing data center, the example
client coupler 130 includes a VPMN-DC coupler 704. The
example VPMN-DC coupler 704 determines which VPMN
and virtual machines are to be coupled within a cloud com-
puting data center and transmits BGP advertisements and/or
messages to update VRF tables within, for example, the rout-
ers 204-208 and 232. In some examples, the VPMN-DC
coupler 704 also transmits messages to the cloud computing
data center 134 to communicatively couple VLAN paths
within the data center from virtual machines to, for example,
the edge router 232. In this manner, the example VPMN-DC
coupler 704 instructs the cloud computing data center 134 to
communicatively couple the virtual machines to virtual
routes external to the data center 134.

[0116] In some examples, the VPMN-DC coupler 704 is
included within the data center manager 220 of FIG. 2. In
such examples, the client coupler 130 of FIGS. 6 and 7 sends
instructions to the VPMN-DC coupler 704 to couple the
appropriate virtual machines to the appropriate logical rout-
ers 234 and 236 within the edge router 232. In these examples,
the VPMN-DC coupler 704 also transmits BGP advertise-
ments to the routers 204-206 within the IP network 102,
thereby updating VRF tables to couple the virtual machines to
a virtual route connected to a VPMN.

[0117] To communicatively couple a client VPN to virtual
machines, the example client coupler 130 includes a VPN-DC
coupler 706. The example VPN-DC coupler 706 receives
instructions from, for example, the client administrator 122
and transmits BGP advertisements to the routers 204-208 to
update VRF tables. While the example VPN-DC coupler 706
is shown as being included within the client coupler 103, in
other examples the VPN-DC coupler 706 is be included
within the data center manager 220 of FIG. 2. In these other
examples, the data center manager 220 and the VPMN con-
troller 116 of FIG. 6 are managed by the same wireless
network provider.

[0118] To couple a client VPN to a virtual machine, the
example VPN-DC coupler 706 assigns a VLAN path to the
virtual machine within the cloud computing data center 134 a
VLAN identifier. The example VPN-DC coupler 706 then
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updates a VRF table within the edge router 232 with the IP
address space of the virtual machine, a VPN identifier of the
client VPN, and/or the VLLAN identifier. The example VPN-
DC coupler 706 then assigns the VLAN identifier to a net-
work interface of the virtual machine. The example VPN-DC
coupler 706 creates a BGP and/or an external BGP session
between the edge router 232, the routers 204-208, and edge
routers of the client VPN to update VRF tables, thereby cou-
pling the virtual machine to the client VPN.

[0119] To enable client administrators to provide coupling
information and/or create, modify, and/or deploy enterprise
applications, the example client coupler 130 includes an API
interface 708. The example API interface 708 includes a
web-based interface that enables client administrators to
specify which VPMNss are to be coupled to which client VPNs
and/or virtual machines. The client administrators can iden-
tify VPMNs, VPNs, and/or virtual machines via address
space, identifiers, MAC addresses, etc. In some examples, the
APl interface 708 is integrated with the client interface 602 of
FIG. 6.

[0120] The example API interface 708 of FIG. 7 also
enables client administrators to develop, deploy, and/or
modify enterprise applications through a MPaaS. This
enables clients to utilize virtual machines within the cloud
computing data center 134 to deploy their own services (e.g.,
a service deployment platform configured for mobility and
cloud computing environments) and use the security of the
virtual routes coupling these virtual machines to VPMNs and
VPNs to provide custom control capabilities. In some
examples, the client administrators have third parties develop
and/or deploy the applications within the virtual machines.
[0121] While the example client coupler 130 has been illus-
trated in FIG. 7, one or more of the servers, platforms, inter-
faces, data structures, elements, processes and/or devices
illustrated in FIG. 7 may be combined, divided, re-arranged,
omitted, eliminated and/or implemented in any way. Further,
the example VPMN-VPN coupler 702, the example VPMN-
DC coupler 704, the example VPN-DC coupler 706, the
example API interface 708, and/or more generally, the
example client coupler 130 may be implemented by hard-
ware, software, firmware and/or any combination of hard-
ware, software and/or firmware. Thus, for example, any of the
example VPMN-VPN coupler 702, the example VPMN-DC
coupler 704, the example VPN-DC coupler 706, the example
APl interface 708, and/or more generally, the example client
coupler 130 could be implemented by one or more circuit(s),
programmable processor(s), application specific integrated
circuit(s) (ASIC(s)), programmable logic device(s) (PLD(s))
and/or field programmable logic device(s) (FPLD(s)), etc.
[0122] When any apparatus claim of this patent is read to
cover a purely software and/or firmware implementation, at
least one of the example VPMN-VPN coupler 702, the
example VPMN-DC coupler 704, the example VPN-DC cou-
pler 706, and/or the example API interface 708 are hereby
expressly defined to include a computer readable medium
such as a memory, DVD, CD, etc. storing the software and/or
firmware. Further still, the example client coupler 130 may
include one or more elements, processes and/or devices in
addition to, or instead of, those illustrated in FIG. 7, and/or
may include more than one of any or all of the illustrated
elements, processes and devices.

[0123] FIGS. 8A, 8B, and 9 depict example flow diagrams
representative of processes that may be implemented using,
for example, computer readable instructions that may be used
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to configure virtual private mobile networks to reduce
latency. The example processes of FIGS. 8A, 8B, and 9 may
be performed using a processor, a controller and/or any other
suitable processing device. For example, the example pro-
cesses of FIGS. 8A, 8B, and 9 may be implemented using
coded instructions (e.g., computer readable instructions)
stored on a tangible computer readable medium such as a
flash memory, a read-only memory (ROM), and/or a random-
access memory (RAM). As used herein, the term tangible
computer readable medium is expressly defined to include
any type of computer readable storage and to exclude propa-
gating signals. The example processes of FIGS. 8A, 8B, and
9 may be implemented using coded instructions (e.g., com-
puter readable instructions) stored on a non-transitory com-
puter readable medium such as a flash memory, a read-only
memory (ROM), a random-access memory (RAM), a cache,
or any other storage media in which information is stored for
any duration (e.g., for extended time periods, permanently,
brief instances, for temporarily buffering, and/or for caching
of the information). As used herein, the term non-transitory
computer readable medium is expressly defined to include
any type of computer readable medium and to exclude propa-
gating signals.

[0124] Alternatively, some or all of the example processes
of FIGS. 8A, 8B, and 9 may be implemented using any
combination(s) of application specific integrated circuit(s)
(ASIC(s)), programmable logic device(s) (PLD(s)), field pro-
grammable logic device(s) (FPLD(s)), discrete logic, hard-
ware, firmware, etc. Also, some or all of the example pro-
cesses of FIGS. 8A, 8B, and 9 may be implemented manually
or as any combination(s) of any of the foregoing techniques,
for example, any combination of firmware, software, discrete
logic and/or hardware. Further, although the example pro-
cesses of FIGS. 8A, 8B, and 9 are described with reference to
the flow diagrams of FIGS. 8A, 8B, and 9, other methods of
implementing the processes of FIGS. 8A, 8B, and 9 may be
employed. For example, the order of execution of the blocks
may be changed, and/or some of the blocks described may be
changed, eliminated, sub-divided, or combined. Additionally,
any or all of the example processes of FIGS. 8A, 8B, and 9
may be performed sequentially and/or in parallel by, for
example, separate processing threads, processors, devices,
discrete logic, circuits, etc.

[0125] The example process 800 of FIGS. 8A and 8B
couples VPMN to a client VPN and to a virtual machine
provisioned for the client. The example process 800 begins by
the example client interface 602 and/or the API interface 708
receiving an instruction to communicatively couple a VPMN
to a client VPN and a virtual machine in a data center (block
802). The example VPMN controller 116 provisions the
VPMN in, for example, the wireless network 102 (block 804).
The example client coupler 130 then determines an address
space of the VPMN and/or interface identifiers of the VPMN
hosted by, for example, the network elements 108-112 and
310-314 of FIGS. 3-5 (block 806).

[0126] The example client coupler 130 of FIGS. 1, 6, and 7
also determines an address space if the client VPN (block
808). In some examples, a client administrator can provide
the address space. In other examples, the client coupler 130
can determine the address space based on account informa-
tion associated with the client. The example VPMN-VPN
coupler 702 of FIG. 7 next updates VRF tables in the routers
204-208 in the IP network 102 by sending, for example, a
BGP advertisement to associate the address space of the client
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VPN to the address space of an interface to a PDN gateway
hosting the VPMN. In other examples, the BGP advertise-
ment associates the address space of the client VPN to an
address space assigned to the VPMN.

[0127] The example data center manager 220 next provi-
sions the virtual machine within, for example, the cloud com-
puting data center 134 (block 812). In other examples, the
virtual machine is provisioned prior to the client requesting to
couple the VPMN. The example client coupler 130 and/or the
data center manager 220 then creates a VLLAN path from a
logical router partitioned within an edge router through the
data center to the virtual machine to create a virtual path
through the data center (block 814).

[0128] The example client coupler 130 determines an
address space and/or MAC address of the provisioned virtual
machine (block 816). The example couplers 704 and/or 706
update VRF tables of the routers 204-208 in the IP network
102 to associate the address space of the virtual machine with
the VPMN and the VPN to create a virtual route through the
1P network 102 (block 818). The example client coupler 130
then stores a record of this association information within the
database 620 (block 820). The example client coupler 130
next enables communications to propagate between the
VPMN, the client VPN, and the virtual machine via the virtual
route (block 822). At this point, the example process 800 of
FIGS. 8A and 8B terminates. In other instances, the example
process 800 couples other VPMNss to other client VPNs and/
or virtual machines.

[0129] The example process 900 of FIG. 9 transmits com-
munications from a mobile device through a virtual route
created by the client couple 130 of FIGS. 1, 2, 6 and 7. The
example process 900 begins when the wireless mobile net-
work 104 receives a communication from a mobile device
(block 902). The mobile device may be attempting to access
aVPMN, a client VPN and/or a virtual machine. The example
VPMN controller 116 of FIG. 6 determines the mobile device
is associated with a particular client (block 904). The VPMN
controller 116 of the illustrated example determines the
mobile device is associated with a client by matching mobile
security credentials to a record of authorized devices pro-
vided by the client.

[0130] The example VPMN controller 116 then migrates
communications associated with the mobile device to the
appropriate VPMN of the client (block 906). The example
network elements 108-112 of FIGS. 1 and 3-5 transmit the
communications through the VPMN and the interface 114 to
the corresponding virtual route within the IP network (block
908). In some examples, the network elements 108-112 only
transmit the communications to the interface 114 if the com-
munications are addressed to a destination outside of the
wireless mobile network 104. The example routers 804-808
next determine a destination address of the communications
(block 910).

[0131] Ifthe destination is the client VPN, the routers 204-
208 transmit the communications along the virtual route to
the client VPN (block 912). At this point, the mobile device of
the illustrated example communicates bidirectionally with
computing resources within the client VPN. If the destination
is the virtual machine, the example routers 204-208 transmit
the communications along the virtual route to an edge router
of the corresponding data center (block 914). The example
edge router then determines a logical router associated with
the virtual machine (block 916). This logical router transmits
the communications along a provisioned VL AN path through
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the data center to the virtual machine (block 918). At this
point, the mobile device may communicate bidirectionally
with the virtual machine.

[0132] FIG. 10 is a schematic diagram of an example pro-
cessor platform P100 that may be used and/or programmed to
implement the example client interface 602, the example
client resource database 604, the example network manager
606, the example network monitor 608, the example data
plane configurer 610, the example control plane configurer
612, the example mobile device configurer 614, the example
APN manager 616, the example client coupler 130, the
example database 620, the example device migrator 622, the
example VPMN-VPN coupler 702, the example VPMN-DC
coupler 704, the example VPN-DC coupler 706, the example
APl interface 708 and/or more generally, the example VPMN
controller 116 of FIGS. 1-7. For example, the processor plat-
form P100 can be implemented by one or more general-
purpose processors, processor cores, microcontrollers, etc.
[0133] The processor platform P100 of the example of FIG.
10 includes at least one general purpose programmable pro-
cessor P105. The processor P105 executes coded instructions
P110 and/or P112 present in main memory of the processor
P105 (e.g., within a RAM P115 and/or a ROM P120). The
processor P105 may be any type of processing unit, such as a
processor core, a processor and/or a microcontroller. The
processor P105 may execute, among other things, the
example processes of FIGS. 8A, 8B, and 9 to implement the
example methods and apparatus described herein.

[0134] The processor P105 is in communication with the
main memory (includinga ROM P120 and/or the RAM P115)
via a bus P125. The RAM P115 may be implemented by
DRAM, SDRAM, and/or any other type of RAM device, and
ROM may be implemented by flash memory and/or any other
desired type of memory device. Access to the memory P115
and the memory P120 may be controlled by a memory con-
troller (not shown). One or both of the example memories
P115 and P120 may be used to implement the example
resource client database 604 and/or the database 620 of FIG.
6.

[0135] The processor platform P100 also includes an inter-
face circuit P130. The interface circuit P130 may be imple-
mented by any type of interface standard, such as an external
memory interface, serial port, general-purpose input/output,
etc. One or more input devices P135 and one or more output
devices P140 are connected to the interface circuit P130.
[0136] Atleast some ofthe above described example meth-
ods and/or apparatus are implemented by one or more soft-
ware and/or firmware programs running on a computer pro-
cessor. However, dedicated hardware implementations
including, but not limited to, application specific integrated
circuits, programmable logic arrays and other hardware
devices can likewise be constructed to implement some or all
of the example methods and/or apparatus described herein,
either in whole or in part. Furthermore, alternative software
implementations including, but not limited to, distributed
processing or component/object distributed processing, par-
allel processing, or virtual machine processing can also be
constructed to implement the example methods and/or appa-
ratus described herein.

[0137] To the extent the above specification describes
example components and functions with reference to particu-
lar standards and protocols, it is understood that the scope of
this patent is not limited to such standards and protocols. For
instance, each of the standards for Internet and other packet
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switched network transmission (e.g., Transmission Control
Protocol (TCP)/Internet Protocol (IP), User Datagram Proto-
col (UDPYIP, HyperText Markup Language (HTML),
HyperText Transfer Protocol (HTTP)) represent examples of
the current state of the art. Such standards are periodically
superseded by faster or more efficient equivalents having the
same general functionality. Accordingly, replacement stan-
dards and protocols having the same functions are equivalents
which are contemplated by this patent and are intended to be
included within the scope of the accompanying claims.
[0138] Additionally, although this patent discloses
example systems including software or firmware executed on
hardware, it should be noted that such systems are merely
illustrative and should not be considered as limiting. For
example, it is contemplated that any or all of these hardware
and software components could be embodied exclusively in
hardware, exclusively in software, exclusively in firmware or
in some combination of hardware, firmware and/or software.
Accordingly, while the above specification described
example systems, methods and articles of manufacture, the
examples are not the only way to implement such systems,
methods and articles of manufacture. Therefore, although
certain example methods, apparatus and articles of manufac-
ture have been described herein, the scope of coverage of this
patent is not limited thereto. On the contrary, this patent
covers all methods, apparatus and articles of manufacture
fairly falling within the scope of the appended claims either
literally or under the doctrine of equivalents.

What is claimed is:

1. A method to configure a virtual private mobile network,
the method comprising:

logically provisioning, for a client, the virtual private

mobile network to process wireless network communi-
cations associated with the client that correspond to a
specified address space of the client;

provisioning at least a portion of a server within a cloud

computing data center to host resources for the client;
and

configuring at least a portion of an edge router of the cloud

computing data center to transmit the wireless network
communications between the portion of the server and
the virtual private mobile network.

2. A method as defined in claim 1, wherein logically pro-
visioning the virtual private wireless network comprises:

identifying available network elements within the wireless

network; and

configuring a portion of a control plane and a portion of a

data plane of the identified network elements for the
virtual private mobile network.

3. A method as defined in claim 1, wherein configuring the
at least a portion of the edge router includes storing the
specified address space to a routing table of the edge router.

4. A method as defined in claim 1, further comprising
configuring a virtual private network associated with the cli-
ent to communicate with the virtual private mobile network
by configuring the virtual private network to process commu-
nications associated with the specified address space.

5. A method as defined in claim 4, further comprising
configuring the virtual private network to communicate with
the atleast a portion of the server via a specified address space
of the edge router.

6. A method as defined in claim 5, wherein configuring the
virtual private network to the at least a portion of the server
includes updating a routing and forwarding table within a
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network router to route communications associated with the
client between the virtual private network and the at least a
portion of the server, the updated routing and forwarding
table to create a virtual path between the virtual private net-
work and the at least a portion of the server.

7. A method as defined in claim 1, further comprising:

determining a mobile device that is communicatively

coupled to a wireless network is associated with the
client; and

coupling the mobile device to the virtual private mobile

network to enable the mobile device to access the
resources.

8. A method as defined in claim 1, wherein the at least a
portion of the server is a virtual machine.

9. A method as defined in claim 8, wherein the resources
are to operate enterprise applications to provide mobile plat-
form-as-a-service accessible by mobile devices associated
with the client.

10. An apparatus to couple a virtual private mobile network
to a virtual private network, the apparatus comprising:

an interface to receive an instruction from a client to couple

a first address space associated with the virtual private
network of the client to a second address space associ-
ated with a virtual private mobile network provisioned
within a wireless mobile network; and

a client coupler to communicatively couple the virtual pri-

vate mobile network to the virtual private network by
transmitting a first message to a router within an Internet
Protocol network to update a routing and forwarding
table to associate the first address space with the second
address space.

11. An apparatus as defined in claim 10, wherein the second
address space includes an address of a network element cor-
responding to the virtual private mobile network.

12. An apparatus as defined in claim 10, wherein the client
coupler is to create a secure virtual route between the virtual
private mobile network and the virtual private network within
the Internet Protocol network.

13. An apparatus as defined in claim 12, wherein the client
coupler is to communicatively couple a virtual machine to the
secure virtual route by transmitting a second message to the
routers to associate a third address space corresponding to the
virtual machine with the second address space and the first
address space, the virtual machine to be provisioned within a
data center and for the client.

14. An apparatus as defined in claim 13, wherein the first
and second messages include border gateway protocol adver-
tisements.

15. An apparatus as defined in claim 13, wherein the client
coupler is to:

provision a virtual local area network path within the data

center from the virtual machine to an edge router;
provision a logical router within the edge router with the
third address space; and

associate the third address space with the first and the

second address spaces within the logical router.

16. An apparatus as defined in claim 13, further comprising
a device migrator to:

determine a mobile device is associated with the client; and

couple the mobile device to the virtual private mobile net-

work to enable the mobile device to access the virtual
private network and the virtual machine.
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17. A tangible machine-accessible medium having instruc-
tions stored thereon that, when executed, cause a machine to
at least:

logically provision, for a client, a virtual private mobile

network to process wireless network communications
associated with the client that correspond to a first
address space of the client; and

update a routing and forwarding table within network rout-

ers between a virtual private network and the virtual
private mobile network to create a virtual route between
the virtual private network and the virtual private mobile
network.

18. A tangible machine-accessible medium as defined in
claim 17, wherein the machine-readable instructions, when
executed, cause the machine to:

provision a portion of a server within a data center to host

resources for the client, the portion of the server being a
virtual machine;

provision a virtual local area network within the data center

and a logical router within an edge router of the data
center corresponding to the virtual machine; and
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configure the virtual machine to communicate with the
virtual private mobile network by updating the routing
and forwarding table within the network routers and the
logical router to associate the virtual private mobile net-
work with a second address space corresponding to the
virtual machine and the virtual local area network.

19. A tangible machine-accessible medium as defined in
claim 18, wherein the machine-readable instructions, when
executed, cause the machine to create a secure virtual route
among the network routers between the virtual private mobile
network, the virtual private network, and the virtual machine.

20. A tangible machine-accessible medium as defined in
claim 18, wherein the machine-readable instructions, when
executed, cause the machine to:

determine a mobile device that is communicatively cou-

pling to the wireless network is associated with the cli-
ent; and

configuring the mobile device to enable the mobile device

to securely access the virtual private network and the
virtual machine.

Page 27 of 27



