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Abstract—Network community needs a flexible platform for
network experiment of new architectures, algorithms and pro-
tocols in the process of network innovation. However, building
such a platform faces lots of challenges due to complicate
requirements. In this paper, we present ExpoNet, a platform for
rapid concurrent experiment of network innovation on the vir-
tualized programmable infrastructure. ExpoNet integrates both
software- and hardware-based router virtualization technologies
to provide a flexible approach to configure and customize both the
control plane and data plane while satisfying various experiment
requirements. We implement ExpoNet, and design a management
system to efficiently provide the users with convenient interface
to access the platform. Based on its implementation, we present
a live network experiment of Network Tomography, which infers
the network inner performance according to the observed results
of outside nodes. The experiment design and related results show
the flexibility and effectiveness of our ExpoNet.

I. INTRODUCTION

In recent evolution of networks, some of researchers are
continually proposing and designing new protocols and ser-
vices to enhance the Internet’s security, reliability, scala-
bility and performance, while some others are seeking for
revolutionary ideas from the architecture aspect to build a
new network by solving the current problems fundamentally
[1]. Precisely testing and evaluating these new architectures,
designs, and ideas is critically important for appraising their
performance [2]. The traditional approach is simulation, which
is driven by synthetic models based on software or small-
scale tested. However, this kind of approach fails to provide
realistic network environment such as traffic load, real appli-
cations and network events. Therefore, researchers realize that
building a network experiment platform is a critical step for
evaluating the network innovation under the realistic large-
scale networking environment and, finally, for employing and
deploying them in practice [1].

Network community needs a flexible platform for testing
new network architectures, algorithms and protocols in the
process of network innovation. However, building such a
platform faces lots of challenges due to the complicate require-
ments. First of all, the platform should provide mechanisms to
afford enough customization to facilitate the development and
deployment of new protocols, because the new design often
requires specific implementations. Second, it must support
concurrent experiments to allow a large group of people to
operate simultaneously and in parallel on the same network in-
frastructure. Third, experimenters also need to quickly deploy,
test and improve their designs with line-speed performance

in such platform. What’s more, different experiments has
complete different features. For example, large-scale validation
experiments need larger network size distributed at large-
scale sites and may ignore the performance requirements,
while router look-up algorithm evaluation needs realistic high
performance hardware environment but does not require large
network size. That is to say, we should make the platform
flexible enough to make all kinds of choices available.

This paper explores how to build such flexible platform for
concurrent experiments based on the virtualized programmable
infrastructure. We design and implement ExpoNet, a platform
that integrates most up-to-date network “building-block” to
provide flexible options of experiments to users. Many existing
“building-block™ can provide functionality for implement sub
requirements. The main challenge is synthesizing existing
mechanisms for implementing the platform that achieves the
above mentioned goals. For providing all possible environ-
ments to different kinds of researchers that are familiar with
different network open source resource, we integrates three
routing modular into the framework as the control plane of
our platform, which provides a unified interface for users to
configure and choose. In the design of data plane, according
to requirements of different performance and programma-
bility, we use software-based, configurable hardware-based
and commercial elements to provide all flexible choices in
aspect of network size, forwarding performance and possible
fast development. To show the flexibility and effectiveness
of the system implementation of ExpoNet, we deploy an
network experiment. By experimental design and results, we
demonstrate the advantage of our ExpoNet in providing fea-
sible experiment choices to validate new ideas in the realistic
network environment.

The rest of the paper is organized as follows. After re-
viewing related works in Section I, we give requirements of
ExpoNet and describe its design and implementation in Sec-
tion I11. In Section 1V, we conduct a preliminary experiment of
Network Tomography in our implemented ExpoNet to show
its flexibility as a network innovation platform. Finally, we
conclude the paper in Section V.

Il. RELATED WORK

The related works of virtualized experiment platform in-
clude two aspects, one is the software-based platform, and
the other is hardware-based solution. This section offers back-
ground about these two aspects.
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The research of the network platform begins at the software-
based solution. These works rely on the existing systems
with OS-level virtualization [3] (i. e., Linux VServers [4],
XEN [5] and OpenVZ [6]) to provide network virtualization
environment to support existing routing software (i. e., XORP
[7], Quagga [8]) and Click software router [9]. Based the OS-
level virtualization, existing infrastructures like PlanetLab [10]
and PL-VINI [2] can run concurrent networking experiments,
but forward packets in user space that significantly limits
their scalability. Trellis [11] design a kernel space software
virtualizatoin architecture, but it can only forwarding packet
at about 700 mbps still. However, the software-based solution
can provide good programmability. Therefore, in our ExpoNet
design, we integrate this solution into our platform, and
then use hardware-based virtualization to provide line-rate
forwarding performance.

In terms of hardware-based solutions, there are three options
generally: Application Specific Integrated Circuits (ASIC),
Network Processors and Field Programmable Gate Arrays
(FPGA). For example, SPP [12] uses network processor
for virtualization, Juniper E-series virtual routers [13] and
OpenFlow [14] are commercial device which uses ASIC.
NetFPGA [15] is an FPGA-based platform for packet pro-
cessing. Based NetFPGA, recent work [1], [16] consider the
network virtualization and programmability problems, which
give high performance at the same time low-level flexibility.
In our ExpoNet, we use both commercial and FPGA based
hardware solution to provide line-rate performance. Then, we
consider the suitable control plane support virtualization and
programmability under the selected hardware environment.
Our ExpoNet design focuses on the flexibility of the system,
which provides flexible interface for users to configure the
system according to their various requirements of different
experiment.

I1l. EXPONET DESIGN AND IMPLEMENTATION

This section describes the design and implementation of
ExpoNet. In contrast to previous work, our design focuses
on the goal of feasibility, which provides different kinds
of experiment choices by using extensive programming and
virtualization technologies. We first describe the system goals,
then give the details of system design, and finally, implement
ExpoNet based on a cluster of high-performance servers,
FPGA card and commercial switches.

A. Design Goals

The primary goal of ExpoNet is to enable flexible develop-
ment and concurrent deployment of new network architectures,
algorithms and protocols. With regard to the concurrent exper-
iment, we should utilize virtualization to share the communi-
cation resources while providing highly isolation. While with
regard to flexibility, the platform should allow experimenters to
programm the network, including changing the algorithms and
protocols running in the router devices, even implementing a
new kind of network. In this section, we describe these design
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goals and highlight the specific design choices that we made
in ExpoNet to achieve these goals.

o Efficient Virtualization: To enable concurrent experi-
ments, we should use network virtualization to enables
many logical experiment networks to operate on the same,
shared physical infrastructure. Moreover, the virtual net-
works should efficiently use the physical infrastructure.
In ExpoNet, we use both hardware- and software-based
virtualization technologies, and also provide a uniformed
management system to control the network resource to
achieve efficient allocation and usage.

o Deep Programmability: New network algorithms, proto-
cols and architecture often require specific customizations
to both the control and data plane in the router. Therefore,
the experiment platform must provide deep programma-
bility of networking functions, not just applications. Con-
sequently, ExpoNet should afford enough customizations
to enable the implementation of new algorithms and the
deployment of new protocols. In the control plane of
ExpoNet, we use virtual machines to run customized
routing and control protocols, while in the data plane, we
use both the software- and hardware-based forwarding to
enable the programming.

o High Flexibility: Providing programmability to the vir-
tualized networks while supporting concurrent experi-
ments along with fast high performance is challeng-
ing: software-based solution is customizable, but can-
not provide high speed performance, while hardware-
based solution can provide line-speed performance, but
programming from scratch in FPGA is not easy, which
needs a long turnaround time. ExpoNet recognizes that
experimenters have different choices in terms of pro-
grammability, virtualization and performance. To recon-
cile this conflict, we should provide a rich set of common
extensions as network modules in the control plane and
data plane, and allows experiments to dynamically select
some subset of modules that they need. Therefore, in Ex-
poNet, we implement the system with both hardware and
software solutions. At the same time, ExpoNet achieves
high flexibility in component choice and requirements
satisfying by providing selection choices to users.

Comparing with existing platforms, which satisfy some of

these goals but do not address all the goals in one design, our
ExpoNet combines the software-based virtualization, which
provides good programmability, and hardware-based virtual-
ization, which addresses the performance but less programma-
bility, into a flexible design, and open the interface for exper-
imenters to choose according to their specific requirements.

B. Overview

In our current design, the system can be divided into two
parts, the control plane and data plane, which are shown in Fig.
1. As shown in the figure, both of the control plane and data
plane support virtualization to run simultaneously instances,
which are completely isolated to each other. A virtual network
contains a virtualized data plane and control plane. Each
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Fig. 1. Overview of ExpoNet Design.

virtual network can customize its control plane and data plane,
which are programable to develop new routing, forwarding,
and control protocols. At the same time, if the experimenters
want to use the common settings of these planes, they can
simple use the customer configuration interface to configure
the block of the whole system. In the remainder of this section,
we first describe the control plane, which allows concurrent
users to customize the routing protocols. Next, we describe
the data plane, which allows concurrent and isolated packet
forwarding at software and programmable, or hardware and
wire-speed, virtual environment.

C. Control Plane

The control plane is software-based solution that provides
virtual environment for running routing protocols and gen-
erating forwarding table to serve the data plane. It contains
two context, one physical host machine and multiple concur-
rent virtual machines that are co-exist on a single physical
machine. In our system, we use both OpenVZ and XEN
virtulization technologies [2] according to the choice of the
data plane. In the virtual machine, three open source router
software components, XORP, Quagga, and Zebra [2], provide
the routing functionality to generate the forwarding table.
Through the user configuration interface, experimenters can
chose their favorable router components. In the host system,
it provides the software interface between processes in each
virtual machine and the data plane. For the software-based
forwarding, we use the Click [9] engine to configure the
router table into the click data plane. For the FPGA-based
forwarding, it implements a set of registers to configure the
hardware including ARP and router tables. While for the
commercial high-speed forwarding, we use software of NOX
and OpenVisor to configure the flow table in the OpenFlow-
enabled switches [14]. At the same time, we use a unified
configure interface in the control plane to connect the virtual
control plane and data plane, which simplifies the system
management.
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Fig. 2. Illustration of ExpoNet System Implementation.

D. Data Plane

In order to satisfy different customized experiment require-
ments in the data plane, we employ three forwarding technolo-
gies. One is the software-based Click forwarding, which is im-
plement by the software. The advantage is that users can easily
develop and deploy new data plane algorithms. However, it is
limited by the forwarding rate due to the software forwarding.
Therefore, we also use FPGA hardware-based forwarding,
which provides line-rate forwarding performance. However,
it is not so easy to be customized. Both of the software and
hardware forwarding can provide complete isolation. In order
to provide both high performance and flexible customization,
we intergrade the OpenFlow forwarding into the data plane.
Its forwarding table can be customized by configuring its flow
table, and it also provides high line-rate forwarding since
it is the commercial equipments like switch. However, its
virtulization is limited to occur in software by the OpenVisor
[14]. Therefore, it does not well support the multiple data
planes operating in parallel.

From the components of the data plane, we can see that our
design is flexible for the experimenters to choose according to
requirements, unlike the existing platforms that only provide
one solution, which limits their applications severely.

E. ExpoNet |mplementation

Based on the ExpoNet design, we implement it based on
hardware devices. We use 40 high performance servers with
Intel Xeon X5550 2.6G four core CPU and 16G memory as
the host to provide the control plane hardware and the Click
data plane. By using NetFPGA hardware [15] we implement
the FPGA-based virtulized data plane. Then, for the OpenFlow
switch, we use 8 WiFi access points of broadcom chip and 5
Pronto OpenFlow-enabled switches as the OpenFlow devices.
The implemented system is shown in Fig. 2. From the system,
we can see that the virtualized programmable infrastruc-
tures contains resources of software virtualization component,
OpenFlow component and FPGA-based hardware component.
By our unified user configuration interface, experimenters can
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Fig. 3.

access to all the resources in the platform.

Based on the virtulized environment, we instance the man-
agement plane, control plane, and measurement plane as
isolated virtual networks to support the planform management
system. We also provide the system with Web interface for
users to apply the virtulized resources, and then use them by
configuring and customizing the network.

IV. PRELIMINARY EXPERIMENTS

In this section, we design some preliminary experiments
based on our previous research on Network Tomography. We
show the flexibility of our ExpoNet by introducing the design
of the experiment with complex requirements, and show its
efficiency and correctness by presenting the experiment results.

A. Introduction of Network Tomography

Network tomography [17] was proposed to infer the net-
work performance metrics without any corporation of internal
network elements, just by observing the behaviors of the edge
nodes of the target. It is used to infer the internal performance
characteristics [18] and discovery the network topology [19]
by multicast probe packets from the source node to a group
of receivers in a tree-structured network. The basic principle
of network tomography is extracting the hidden information
from the end-to-end measurement data from the source to
the destinations by statistic inference. The observations of the
receivers such as packet losses and delays that share the same
parent or ancestor have relatively strong correlation, because
packets have similar experience on the shared portion of the
probe path. Here, we just based on our previous works on
network tomography. In Ref. [20] and [21], we have studied
how to infer link loss rate and link transmission delay by
network tomography, respectively. In these two papers, we
just give simulation results since it is difficult to conduct
experiments under the condition of that moment. Now, based
on our newly designed ExpoNet, we conduct the experiments,
to demonstrate the correctness of our results. What’s more
important is to show the effectiveness of our ExpoNet for
network innovation by providing a flexible platform for con-
current experiments on programmable infrastructure.

B. Experiment Design

For the two experiments of link loss rate inference and
delay inference, we use the same designed tree topology since
the requirements of our previously obtained results. Then,
we design different kinds of nodes required by the network.
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Finally, we setup the experiment by sending packets from the
source to the destinations, and also record required information
of the packets like receiving time, receive consequences. By
these records, we can calculate the results of link loss rate the
message transmission delay of each link by our the expressions
shown [20] and [21]. At the same time, we can obtain the
actual network information of each link in time. That is to
say, if we compare these two results, we can demonstrate the
correctness of the algorithms of network tomography.

Now, we deploy the network experiments on ExpoNet. The
tested algorithm are named link loss rate inference and link
transmission delay inference, which are our early research
work to infer the link loss rate and delay by only using the
information of the network edge nodes. We design the tree
topology and experiment system, shown in Fig. 3, since the
current algorithms only work in the tree topology. The source
node, node 1, sends packet to the tree, and then multicast the
packet along the tree to the leaf nodes, node 9-16. Related
to the data plane selection, we have the following suitable
choices.

o Source Node. The source node needs to send customized
packet at the line rate. At the same time, the customiza-
tion of the source nodes such as packet generation in
FPGA is easy. Therefore, we choose the FPGA-based
virtualization configuration, in which NetFPGA provides
the line-rate packet generation performance at the cost of
hardware programm.

o Intermediate Node. For the intermediate nodes of 2-
8, we need to provide the line-rate forwarding. At the
same time, it will also need to support customization
of the multicast routing protocol. Therefore, we use
the OpenFlow nodes to provide line-rate forwarding for
nodes 3-8. For node 2, we use the NetFPGA as node.

o Leaf Node. The number of leaf nodes is large, and they
just act as the packet receive function, which is not
need line-rate forwarding performance. We use the pro-
grammable software virtulization technology of Click to
support the loss rate inference algorithm implementation.

In the experiment, we also need to change the routing pro-
tocol to multicast in the control plane. Since we have chosen
different data planes, we then just choose their corresponding
control plane. In the source node, we choose the OpenVZ
virtualization environments to run Zebra routing suite since
the OpenVZ container provides a convenient way to configure
the FPGA registers. For OpenFlow nodes, we use normal
Linux environments to run NOX as the control of the nodes,
which uses the Quagga as the router suite. For Click nodes,
we choose XEN node virtualization technology to provide
completely isolated virtual nodes to run routing suite of XORP.

C. Experiment Results

By the above designed experiments, we obtain the results
shown in Fig. 4 and Fig. 5. Fig. 4 shows the results of link
loss rate. From the results, we can see that the theoretically
obtained link loss rate is close to the actual loss rate for link
11 to ly5, which demonstrates the correctness of our tested
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Fig. 4. Experiment results of link loss rate: actual values of loss rate of
each link in the experiment network, and theoretically obtained values by the
method of Network Tomography.

Fig. 5. Experiment results of delay: the actual value of delay of the selected
link in the experiment network, and the theoretically obtained value by the
method of Network Tomography: (a) link l2, (b) link ;4.

algorithm. For the link transmission delay, we choose two
links, link Iy and I14, which are shown in Fig. 5. The results
also show the correctness of our tested algorithm for the link
transmission delay.

From the design processing, we can infer that our platform
ExpoNet can accommodate all kinds of experiment require-
ments, and it really provides flexible choice for network
innovations based on the programmable Infrastructures.

V. CONCLUSION

Our ExpoNet is a experiment platform for network in-
novation on virtualized programmable infrastructure. In its
desing, we integrates both the software- and hardware-based
virtualization technologies. We implement ExpoNet using the
existing building technologies including Click, NetFPGA,
OpenFlow. By the experiment design of Network Tomography,
we show its flexibility and effectiveness. Our current system is
located in a LAN. However, the future network environment
needs meter-scale networks. For example, GENI project is
beginning to set up national wide of test-bed in USA. In our
future work, we will extend our current design and imple-
mentation into large scale, and also consider the problems of
integrating our platform into the GENI to provide a global
platform to enable future network innovation.
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