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124

PAE Scheduler 601
PAE Baseliner 602
PAE Checker 603
PAE Activate/Deactivate 604
PAE Crash Recovery 605
FIG. 6
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END-TO-END PATCH AUTOMATION AND
INTEGRATION

BACKGROUND

[0001] 1. Technical Field

[0002] The present disclosure relates generally to patching
computer systems, and more particularly to automating the
patching of computer systems.

[0003] 2. Discussion of Related Art

[0004] A computer software patch is a piece of software
that is designed to fix problems with a computer program. For
example, the patch may be used to correct security vulner-
abilities, correct a programming bug (error), improve existing
functions, or change software behavior of the computer pro-
gram. Patches may be applied to a hypervisor, an operating
system, middleware, and various other computer software
applications.

BRIEF SUMMARY

[0005] According to an exemplary embodiment of the
invention, a method of automating patching of a computer
system includes determining whether a computer patch is
available for a computer system of a customer, determining a
patch management policy of the customer, determining a
patch window of the customer based on the determined patch
management policy, and directing application of the com-
puter patch to the computer system at the determined patch
window.

[0006] According to an exemplary embodiment of the
invention, a computer system to provide automated patching
includes a processor and a memory. The memory stores an
interface application programming interface, a patching auto-
mation program, and at least one customer patching policy.
The interface application programming interface includes
first interface routines to communicate with an external patch
notification server and second interface routines to commu-
nicate with an external patching server. The patching auto-
mation program uses the first interface routines to determine
whether a patch is available for a computer of a customer and
the second interface routines to apply the patch to the com-
puter based on the customer patching policy of the customer.

[0007] According to an exemplary embodiment of the
invention, amethod of applying a patch to one of a plurality of
virtual machines includes determining whether a computer
patch is available for one of the virtual machine that is pro-
visioned to a customer, retrieving a digital watermark from
the one virtual machine including a category, determining an
initial patch window based on a patch severity of the com-
puter patch, determining an offset time based on the category,
and applying the patch to the virtual machine at a patch
window based on the initial patch window and the offset time.

[0008] According to an exemplary embodiment of the
invention, amethod of applying a patch to one of a plurality of
virtual machines includes determining whether a computer
patch is available for one of the virtual machine that is pro-
visioned to a customer, retrieving a digital watermark from
the one virtual machine including a category, determining an
initial patch window based on a patch severity of the com-
puter patch, determining an offset time based on the category,
and applying the patch to the virtual machine at a patch
window based on the initial patch window and the offset time.
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BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0009] Exemplary embodiments of the invention can be
understood in more detail from the following descriptions
taken in conjunction with the accompanying drawings in
which:

[0010] FIG.1A illustrates alifecycle of an end-to-end patch
management system according to an exemplary embodiment
of the invention.

[0011] FIG. 1B illustrates a system for an end-to-end patch
management according to another exemplary embodiment of
the invention.

[0012] FIG. 2 illustrates exemplary tables that may be used
to form a customer patch management policy.

[0013] FIG. 3A illustrates a method of applying a patch
according to an exemplary embodiment of the invention.
[0014] FIGS. 3B and 3C illustrate methods of determining
a patch window of a patch policy for the patch according to
exemplary embodiments of the invention.

[0015] FIG. 4 illustrates an exemplary flow diagram show-
ing an interaction between a Patch Automation Engine of the
system and other modules, according to an exemplary
embodiment of the invention.

[0016] FIG. 5 illustrates another exemplary flow diagram
showing an interaction between the Patch Automation Engine
and other modules, according to an exemplary embodiment
of the invention.

[0017] FIG. 6 illustrates parts of a Patch Automation
Engine according to an exemplary embodiment of the inven-
tion.

[0018] FIG. 7 illustrates an exemplary process flow for one
of the parts of the Patch Automation Engine, according to an
exemplary embodiment of the invention.

[0019] FIG. 8 illustrates an exemplary process flow for a
second one of the parts of the Patch Automation Engine,
according to an exemplary embodiment of the invention.
[0020] FIG. 9 illustrates an exemplary process flow for a
third one of the parts of the Patch Automation Engine, accord-
ing to an exemplary embodiment of the invention.

[0021] FIG. 10 illustrates an exemplary process flow for a
fourth one of the parts of the Patch Automation Engine.
[0022] FIG. 11 illustrates an example of a computer system
capable of implementing methods and systems according to
embodiments of the disclosure.

DETAILED DESCRIPTION

[0023] At least one embodiment of the invention was made
in an effort to improve and automate patch management.
Patch management may include phases such as notification,
scheduling, deployment, and post-deployment.

[0024] In the notification phase, when new patches are
released by vendors, their availability is then detected by
either subscribing to a vendor notification system or manually
checking patch bulletins periodically. For each new patch, a
patch advisory system is responsible for notifying system
administrative teams whose managed assets are affected so
that the patch can be scheduled, applied, and tested in the least
intrusive manner and timeframe. A patch advisory system is
also used to keep track of the lifecycle of a patch. For
example, the system may indicate whether a patch has suc-
ceeded or failed, on which endpoints the patch was applied,
who has done the work, what time the work was done, and
was the customer notified if a patch was not applied on time.
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[0025] In the scheduling phase, various parties such as the
system administrator, support teams, application owners, and
customers are notified of the new patch. A change manage-
ment system is used for various teams to negotiate on what
systems will be patched, at what time the patch will be
applied, on exceptions that should be made, etc. Information
exchange and negotiation between multiple teams may result
in unavoidable wait times. For example, some of the team
members may be located in different geographic locations
with different time zones. Thus, back-and-forth exchanges
between the team members can cause a routine change to be
delayed.

[0026] In the deployment and post-deployment phase,
actions agreed upon in the previous phase will be executed by
the delivery teams to coordinate the efforts. For example,
when an operating system patch is to be applied, an applica-
tion team will typically need to shutdown the running appli-
cations and middleware to avoid data corruption and other
potential inconsistency problems. When the patch is com-
pleted, various health checking tasks and regression tests are
performed to verify that the applied changes did not adversely
impact anything.

[0027] Typically, a human being is involved in each of the
above phases in some fashion. Thus, patch management may
be improved by removing human involvement from at least
one of the phases and only involving human operators to
handle complicated problems or exceptions that are difficult
to automate.

[0028] In at least one embodiment of the invention, a patch
automation engine is configured with one of a plurality of
standardized patch scheduling policies so it can apply the one
that was agreed to by the customer (e.g., at contract time) to a
given patch. The policy semantic is general enough that it can
capture many different business needs, but is still flexible
enough that customers can request for exceptions as the need
arises. This allows an automated solution to perform tasks
based on the agreed upon policy, and when the customer’s
needs change, it will adjust its actions accordingly.

[0029] Examples of parameters that customers can use to
define the patch scheduling policy are patch severity and
virtual machine category. Patching causes downtime, and a
customer can use patch severity to balance between the
amount of downtime due to patching and the benefits of
applying a patch. Example patching policies include policies
that apply low and medium severity patches every 3 months
and high severity patches every month. Orthogonal to patch
severity, a customer can also put virtual machines into differ-
ent categories (e.g., Test, Development, and Production). In
this way, a patch can be scheduled to VMs of different cat-
egories in a staged fashion to minimize the chance that a
problematic patch is propagated to production machines.
[0030] FIG. 1A shows how standardized patch policies can
be used to generate a system for end-to-end patch manage-
ment according to an exemplary embodiment of the inven-
tion. For example, a client administrator 150 or other party
can select one standardized patch policy 151 for each cus-
tomer. Patch change windows 152 can then be derived for
each customer.

[0031] Referring to FIG. 1A, a Patch Notification System/
Server 101 notifies a Patch Automation System 120 of a new
patch. The Patch Automation System 120 can determine
whether the patch is applicable to the customer based on
information from the Asset Management System 106. The
System 120 may be run in a Cloud ComputingEnvironment.
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If the patch is applicable to a particular customer, the patch
change window 152 for a computer or virtual machine of the
customer can be derived from the patch policy 151 of the
customer and potentially information gathered from the Asset
Management System 106 or a Provisioning Manager 106.

[0032] The Patch Automation System 120 can then open up
a change request on the Change Management System/server
102 indicating that the patch will be applied at the derived
patch window 152. The Patch Automation System 120 can
schedule that the patch be applied at the patch window 152 by
interfacing with a Patch Tool or a Patching server 103, which
will apply the patch at the given window.

[0033] Once the patch has been applied, the Patch Automa-
tion System 120 can perform post-deployment testing to
determine whether the patch was successfully installed. The
Parch Automation System 120 can then notify a Compliance
Management System or a Quality server 105 that the patch
was successfully installed or failed to install properly.

[0034] FIG. 1B shows a system for end-to-end patch man-
agement according to another exemplary embodiment of the
invention. The system includes the Patch Notification server
101, the Change Management server 102, the Patching server
103, at least one virtual machine(s) 104, the Quality server
105, the Provisioning Manager 106, a Service Request man-
ager 107, and the Patch Automation System 120.

[0035] The Patch Automation System 120 includes first
application programming interfaces 121 for interfacing with
the Patch Notification server 101, second application pro-
gramming interfaces 122 for interfacing with the Change
Management server 102, third application programming
interfaces 123 for interfacing with the Patching server 103, a
Patch Automation Engine (PAE) 124, a Patch Automation
Engine (PAE) database 125, and a Patch Automation Engine
(PAE) User Interface (UI) 126.

[0036] Inanexemplary embodiment, the Patch Notification
server 101 is a Compliance, Issue, Risk and Authorized Pro-
gram Analysis Report (APAR) Tracking System (CIRATS)
server from the IBM Corporation. In an exemplary embodi-
ment, the Change Management server 102 is a server that runs
the Integrated Service Management ISM program, the Patch-
ing server 103 is the Tivoli Endpoint Manager (TEM), the
Provisioning Manager 106 is the Tivoli Provisioning Man-
ager, and the Service Request Manager 107 is the Tivoli
Service Request Manager (TSRM), which are all computer
programs created by from the IBM Corporation. However,
embodiments of the invention are not limited thereto. For
example, any one of the Patch Notification server 101, the
Change Management Server 102, the Patching server 103, the
Quality server 105, the Provisioning Manager 106, or the
Service Request Manager 107 may be replaced with pro-
grams from other manufacturers. Further, even though FIG.
1B illustrates various different servers or managers, the func-
tions of'the listed servers or managers may be combined into
fewer numbers of servers or managers.

[0037] The PAE 124 is configured to communicate with
various tools using various interfaces (e.g., 121-123) imple-
mented by or compatible with individual tools (e.g., 101-103)
to allow the PAE 124 to orchestrate a patch management
workflow from start to end across different management
tools. For example, the PAE 124 can use Platform and SOAP
APIs (e.g., 123) implemented by the Patching server 103 to
communicate with the Patching server 103 and SOAP APIs
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(e.g., 122) implemented by the Change Management Server
102 to communicate with the Change Management Server
102.

[0038] The first interface APIs 121 enables the PAE 124 to
interface with the Patch Notification server 101 to determine
the patch that should be applied to each of the virtual
machines 104. The Patch Automation System 120 may
include additional interface APIs for each different type of
Patch Notification server 101 that is supported. Once a par-
ticular patch has been applied to a particular VM, the PAE 124
can use the first interface APIs 121 to notify the Patch Noti-
fication server 101 that the corresponding VM 104 has been
updated with the corresponding patch. However, if the patch-
ing policy in the database 125 indicates that the patch should
not be applied, the PAE 124 can use the first interface APIs
121 to notify the Patch Notification server 101 that the patch
will not be applied or will not be applied to a particular VM.
The Patch Notification server 101 can then update its own
database (e.g., mark a patch as closed, updated, or not appli-
cable).

[0039] The second interface APIs 122 enables the PAE 124
to interface with the Change Management Server 102 to open
a change request (CR) for the patch, update the change
request, or open or close an instant record (IR) for the patch.
The open IR indicates that installation of the patch failed. If
the patch is later re-installed successfully, the open IR can be
closed by the PAE 124. The PAE 124 may include additional
second interface APIs 122 for supporting different types of
Change Management Servers.

[0040] The third interface APIs 123 enable the PAE 124 to
interface with the Patching Server 103 to direct that a particu-
lar patch be applied to a particular VM 104 based on the
patching policy stored in the database 125. The Patching
Server 103 may have its own proprietary scripts or messages
(e.g., fixlets), which a local user would use for testing appli-
cability of a patch or directing application of the patch to one
or more computers or VMs at particular times. The PAE 124
is configured to generate these proprietary scripts or mes-
sages to be sent to the Patching Server 103 using the third
interface APIs 123. The PAE 124 may include additional third
interface APIs 123 for supporting different types of Patching
Servers.

[0041] The APIs discussed above may include Platform
APIs and Simple Object Access Protocol SOAP APIs. In an
embodiment, the Patching Server 103 uses a centralized man-
agement infrastructure for managing patches, endpoints, sub-
scriptions, and scheduling and performing actions. Patches
are distributed to endpoints in a hierarchical broadcast net-
work, where caching servers (relays) are placed at strategic
locations to reduce network traffic. These relays may also
used to duplicate data sent back from endpoints to a central
server to minimize reverse traffic.

[0042] When the Patching Server 103 is the TEM, it uses
fixlets, which is a scripting language that describes various
actions to apply a patch (e.g., checking the relevancy of a
patch to an endpoint, downloading the patch from an URL,
performing a checksum of the downloaded patch, applying
the patch etc.). A fixlet can determine whether a computer or
VM needs a patch. A single fixlet can be used to handle more
than one patch and typically has a size of a few kilobytes.
[0043] The Patching Server 103 (TEM) may have a site for
each different operating system (e.g., Windows, Linuz, Red
Hat, ATX) where VMs can be subscribed to the sites based on
OS type. When a vendor releases a patch, a patching script
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(e.g., afixlet) can be created for that patch and put in a site on
apatching server (e.g., fixlet server). The Patching Server 103
may be configured to push the patching script to all the end-
points (e.g., VMs) subscribing to the site, which evaluate the
patching script and report the result to the Patching server
103.

[0044] The Patching server 103 provides Platform and
SOAP APIs. The SOAP APIs are mainly used to read data
from the Patching server 103, but to perform any action (e.g.,
schedule a patching script to an endpoint), the Platform APIs
are used. The Platform APIs may be provided via a client-side
DLL library on a Windows platform.

[0045] FIG. 2 shows an example of a patch management
policy for a particular customer (e.g., “customerX”). As an
example, the patch management policy is represented by
tables 201, 202, and 203, which may be stored in database
125. While FIG. 2 shows the information being stored within
three separate tables, this is merely for convenience of illus-
tration and the below discussion, as this information may be
stored in a single or a lesser number of tables.

[0046] The first table 201 lists a different patch window for
the customer for each different level of patch severity. For
example, patch severity levels of low, medium, and high are
listed. However, embodiments of the invention are not limited
thereto, as additional levels may be present such as critical,
urgent, etc. The patch window indicates when the patch
should be applied and how frequently. For example, as shown
in table 201, patches of low severity are applied at the last
Sunday of every quarter (e.g., last Sunday of March, June,
September, and December) at 9 pm. However, the format of
the patch window is not limited to any particular time/date
format or application frequency.

[0047] Ina further exemplary embodiment of the invention,
one or more of the virtual machines 104 includes a watermark
that classifies how the VM is being used. For example, one of
the VMs 104 could be used for development of a program to
sell airline tickets (e.g., a development system), another one
of'the VMs 104 could be used for testing the program to sell
airline tickets (e.g., a testing system), and a third one of the
VMs 104 could be used by a customer to run the program to
actually sell the airline tickets (e.g., a production system). In
an embodiment, the watermark is a computer file stored in a
particular directory on each VM that includes a designator
that indicates the category or purpose of the VM. For
example, the designator could be a textual field such as “test”
to indicate a VM is to be used for testing, “dev”’to indicate that
the VM is to be used for development, and “prod” to indicate
the VM is to be used in a production environment. However,
embodiments of the invention are not limited any particular
number of designators or type of designation. For example,
there may be additional designators and different text or other
symbols may be used to indicate the same category or pur-
pose. Further, the watermark could be a binary file, where the
designator is binary data. In another embodiment, the water-
mark is stored within a relational database of the VM.
[0048] The watermarks allow the PAE 124 to adjust the
patch window of a particular customer for a particular VM
using pre-defined offsets associated with the category of that
VM. The second table 202 of FIG. 2 illustrates an example of
a table that stores the offsets. For example, for each different
designation (e.g., test, dev, prod) of the customer (e.g., “cus-
tomerX”), a different time offset is listed (e.g., +0 day, +1
week, +2 weeks). However, embodiments of the invention are
not limited to any particular offset period and two or more
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designations can have the same offset. For example, referring
to FIG. 2, if a high-level patch is available for a VM desig-
nated as a production system, it will be applied 2 weeks after
the last Saturday of a month at 11 pm since the second table
202 lists the offset as +2 week.

[0049] FIG. 3A, FIG. 3B, and FIG. 3C illustrate methods
for applying a patch to a computer system or a VM according
to exemplary embodiments of the invention.

[0050] Referring to FIG. 3A, the method includes deter-
mining whether a patch is available for a machine of a cus-
tomer (S301). The PAE 124 performs this determination by
using the first interface APIs 121 to inquire with the Patch
Notification Server 101 to determine whether a patch is avail-
able for a VM that will be provisioned to the customer. The
method further includes determining a patch management
policy for the customer (S302). FIG. 2 lists the patch man-
agement policy of a single customer customerX. However,
the PAE 124 can store the patch management policies of a
multitude of customers. Accordingly, the tables shown in
FIG. 2 would have additional entries for each different cus-
tomer that is being managed. The patch management policy
of a customer can be determined by querying for the patch
management policy records associated with the customer.
The method further includes determining a patch window
based on the determined patching policy (S303). Then the
PAE 124 can direct the Patching Server 103 to apply the patch
at the determined patch window (S304).

[0051] FIG. 3B illustrates a method that may be used to
determine the patch window according to an exemplary
embodiment of the invention. Referring to FIG. 3B, the
method includes searching for an entry in a table associated
with the customer that lists patch severity levels and corre-
sponding patch windows (S311), determining a patch sever-
ity level of the computer patch (S312), and setting the patch
window of the customer to the patch window of the listed
patch severity level that matches the determined patch level
(S313). For example, the table may correspond to the first
table 201 in FIG. 2, where the patch severity levels are low,
medium, high, and the listed patch windows are shown in the
last column of the first table 201.

[0052] FIG.3Cillustrates a variation on the method of FIG.
3B, where in addition to patch severity, the category of the
computer or VM is additionally used to determine the patch-
ing window. For example, the method of FIG. 3C, includes
the same first two steps as that of FIG. 3B. Further, the method
of FIG. 3C includes retrieving a digital watermark from the
computer system or VM (S323). The PAE 124 can retrieve the
watermarks from a VM by using the third interface APIs 123
that interfaces with the Patching Server 103. For example, the
Patching server 103 can request the watermark from the VMs
104 as needed. In another embodiment, the PAE 124 reads the
watermarks from the VMs 104 directly without involving the
Patching Server 103. The method further includes determin-
ing a patch offset time based on a category within the
retrieved digital watermark (S324). For example, as shown in
FIG. 2, the patch offset time for a particular customer can be
retrieved by finding a category in the second table 202 for the
customer that matches the category in the watermark and
extracting its corresponding offset. The method further
includes determining an initial patch window based on the
patch severity level (S325). For example, the initial patch
window can be determined by finding a severity level in the
first table 201 for the customer that matches the severity level
of the patch and extracting its corresponding patch window.
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The method further includes adding the patch offset time to
the initial patch window to generate the patch window for the
customer (S326).

[0053] Since unique patch policies can be stored for each
customer, the PAE 124 may need provisioning information,
such as to which customer each VM is provisioned to or will
be provisioned to. The identity of the customer can then be
used as an index to the corresponding patching policy. The
PAE 124 may have pre-defined provisioning information or it
may query the Provisioning Manager (106) for this informa-
tion using additional application programming interfaces (not
shown).

[0054] The PAE user interface 126 may be used to enter the
patching policy data for each customer. For example, the user
interface 126 may be a graphical user interface that enables a
user to enter patch windows for each patch severity level,
patch offsets for each category, and exceptions to be made so
that certain patches can be excluded.

[0055] For example, the third table 203 is an example of a
list of patches that will not be applied to a computer or VM of
a particular customer. For example, FIG. 2 illustrates an
example where customer “customerX” has indicated that
patch “MS10-081” should not be applied. Thus, when the
PAE 124 checks the Patch Notification Server 101 and deter-
mines that patch “MS10-081 is available, it will not apply the
patch to computers or VMs provisioned to customer “custom-
erX”. Further, the PAE 124 may notify the Patch Notification
Server 101 that the patch will not be applied so the Patch
Notification Server 101 can close any open records it has on
the corresponding patch.

[0056] The PAE 124 is capable of streamlining the end-to-
end patch management process due to its integration with
various management tools, mimicking how a human operator
would use these tools to carry out various tasks. The patch
automation system 120 includes various interface functions/
libraries (see e.g., 121-123) to integrate the PAE 124 with
these tools. The interface functions are defined such that
when a tool (e.g., the Patch Notification Server 101, the
Change Management Server 102, etc.) is changed (e.g.,
replaced with a similar tool or that of another manufacturer),
only the interface functions (e.g., 121-123) need to be
replaced. This plug-and-play capability allows the PAE 124
to be re-used in other environments with limited changes.
[0057] FIG. 4 is an exemplary flow diagram showing inter-
actions between modules and the PAE 124. Referring to FIG.
4, the flow diagram begins at a starting point (S401), contin-
ues to a Portal selecting a service catalog image (S402), to the
Portal selecting a category in a request composition (S403),
and then to submission of a service request by the Portal
(S404).

[0058] Next, the flow diagram includes the Provisioning
Manager 106 receiving the request and categorization from
the Portal (S405), creating a virtual server (S406), creating a
property file include a category value (S407), and installation
and configuration of an agent using the property file (S408).
[0059] Next, the flow diagram includes the agent interact-
ing with the Patching server 103 via a relay server in an
endpoint (S409), the Patching server 103 activating a new
node (S410) and grouping a VM based on the category value
pair (S411).

[0060] Next the flow diagram continues with the PAE 124
scanning for activation of a new patch (S412) and applying
any global baseline jobs to the Patching server 103 (S413).
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Next, the flow diagram continues to the Patching server 103
running a relevance expression to respond to the PAE (S414).
[0061] Next, the flow diagram continues to the PAE 124
determining whether a patch is applicable and missing
(S415). If the patch is not missing, the flow continues to the
Patching server 103 updating the category value pair (S416).
[0062] Ifthe patchis missing, the flow continues to the PAE
124 deploying the missing patch (S417), and then the PAE
124 determining whether patch deployment has been suc-
cessful (S418).

[0063] If the patch deployment is successful, then the
Patching server 103 updates the category value pair. If the
patch deployment is not successful, the flow diagram contin-
ues to the Change Management server 102 opening a corre-
sponding incident ticket (S419).

[0064] The Provisioning Manage (106) may periodically
perform a polling operation of the Quality Server 105 to
determine whether the patch has been applied properly
(S420). The polling causes the Quality server 105 performs
quality testing of the patches application (S421), and when
the testing has completed (S422), the Quality server 105
notifies the Provisioning Manager 106.

[0065] In response to the notification, the Provisioning
Manager 106 registers a change incident (S423) and then
notifies the Portal (S424). In response to the notification, the
Portal delivers the patched VM to the corresponding customer
(S425), and then the flow may end (S426) or re-start (S401).
[0066] FIG.5 is an exemplary flow diagram showing inter-
actions between modules and the PAE 124. Referring to FIG.
5, the flow diagram begins at a starting point (S501), contin-
ues to a first program (e.g., a standard software installer)
monitoring and assigning a patch severity level (e.g., low,
medium, etc.) to a particular patch and providing a notifica-
tion of such (S502).

[0067] Next, the flow diagram continues with a second
program (e.g., an electronic software distribution program)
receiving the notification (S503), the second program down-
loading the patch (S504), the second program generating a
metadata file with the patch severity level for the patch and the
customer (S505), the second program uploading the patch to
a VM or computer it is to be applied (S506), and the second
program notifying the Patch Notification server 101 that the
patch is available (S507).

[0068] Further, the flow diagram continues with the Patch
Notification server 101 receiving the notification (S508), cre-
ating a master patch advisory (S509), and generating cus-
tomer specific patch advisories from the master for applica-
tion to the PAE 124 (S510).

[0069] Further, the flow diagram continues with the PAE
124 receiving the customer specific patch advisories (S511),
determining a patching script (e.g., fixlet) that matches the
patch advisory and is suitable for the Patching server 103
(S512). If the PAE 124 determines that the patching script is
not available, it sends a message to the Change Management
server 102 indicating that the patching script is not available.
The flow diagram further includes the Change Management
server 102 opening an incident ticket in response to receiving
the message (S514). The Change Management server 102
may notify another party (e.g., a system administrator) of the
incident (e.g., through an email), and then the party can create
the patching script manually (S515).

[0070] If the patching script was available, the flow dia-
gram continues with the PAE 124 determining applicability
of the patch (S517). If the patch does apply, the PAE 124 can
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notify the Change Management server 102 of such (e.g., with
amessage), and then the Change Management server 102 can
open a change request for each patch category per customer
(S518) and then automatically approve each change request
(S519).

[0071] Ifthe patch does not apply, the PAE 124 can notify
the Patch Notification server 101 of such (e.g., with a mes-
sage), and then the Patch Notification server 101 can close the
patch record (S532).

[0072] If the change request is determined to be approved
by the PAE 124 (S520), the PAE 124 initiates creation of a
deployment job for the patch with an agreed schedule (e.g.,
based on a patch policy of the customer) on the Patching
server 103 (S521).

[0073] The Patching server 103 then creates the job (S522),
the created job pushes knowledge about the patch to the
end-point (8523), and then the end-point installs the required
patches (S524) and posts results of the installation (e.g., in a
message) to the PAE 124 (S525).

[0074] The PAE 125 evaluates the status of the deployed
job based on the posted results (S526) and then determines
whether the job was successful (S527). The PAE 124 reports
whether the job was successful or not to the Change Manage-
ment server 102 in response to the determination.

[0075] If the job was not successful, the Change Manage-
ment server 102 closes the change request as failed (S528)
and opens a corresponding incident ticket (S529), which can
then be diagnosed and fixed by another party (e.g., a system
administrator) (S530). For example, a system administrator
could manually apply the patch and notify the PAE 124
through the user interface 126 that the patch was applied
successfully.

[0076] The PAE 124 can then determine whether all cat-
egories of patches have completed (S531) and then direct the
Patch Notification server 101 accordingly. If all the categories
were completed, the Patch Notification server 101 can close
its record associated with the patches (S532). If not all the
categories were completed, the Patch Notification server 101
can update the record accordingly (S533). If the job was
successful, the Change Management server 102 closes the
change request as successful in response to receiving the
successful report (S534).

[0077] In an embodiment, the PAE 124 is configured to
detect whether one of the virtual machines (104) has been
suspended and then to automatically update the suspended
virtual machine to the latest patch level. Further, the PAE 124
is configured to restore a virtual machine back to an earlier
snapshot. Before applying a patch to machine, the PAE 124
can determine the patch levels of all existing patches on the
machine. Thus, if application of a patch to a particular com-
ponent has caused a problem, the PAE 124 can direct the
re-installation of the prior patches for that component.
[0078] FIG. 6 illustrates components of the PAE 124
according to an exemplary embodiment of the invention.
Referring to FIG. 6 the PAE 124 includes a PAE Scheduler
601, a PAE Baseliner 602, a PAE Checker 603, a PAE Acti-
vation/Deactivation Module 604, and a PAE Crash Recovery
Module 605.

[0079] The Scheduler 601, Baseline 602, and the Checker
603 perform steady-state operations. For example, when
VMs are up-to-date to the latest patch level, they need to be
kept up-to-date without causing compliance issues.

[0080] The activation/deactivation module 604 performs
one-time operations. For example, when VMs are provi-
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sioned, they might not be patched to the latest patch level.
Therefore, one-time adjustments may need to be made before
handing these VMs to customers.

[0081] FIG.10illustrates an exemplary process flow for the
Crash Recovery Module 605, which performs fault-tolerance
support. For example, external servers and the PAE 124 can
crash and malfunction. Accordingly, the Crash Recovery
Module 605 allows the PAE 124 to continue to operate cor-
rectly despite transient behaviors. The Crash Recovery Mod-
ule 605 keeps state information about each patch as it goes
through the steps in the patch management process. In case of
a crash, the Crash Recovery Module (605) can clean up the
state and pick up from when crash happened.

[0082] Examples of one-time operations are VM provision-
ing and de-provisioning. When a VM is provisioned, it needs
to have the latest patches applied before being handed to the
customer. Otherwise, the VM can be vulnerable from the
start.

[0083] FIG. 9 illustrates an example of a process flow for
the PAE Activation/Deactivation Module 604. The Activa-
tion/Deactivation Module 604 is responsible for detecting
newly provisioned VMs and applying the latest baseline to
them.

[0084] For steady-state operations to keep VMs always in a
compliant state, the Scheduler 603 detects newly released
patches (e.g., through interface with the Patch Notification
server 101), opens the necessary change tickets (e.g., through
interface with Change Management Server 102), and once the
tickets are approved, it schedules the patches onto the relevant
VMs during an acceptable window (e.g., through interface
with the Patching Server 103).

[0085] However, things can change dynamically in a large
managed environment. For example, as shown in FIG. 7, a
customer can change the category of a VM from development
to production. If there are already change records opened
against this VM and patches were scheduled, these actions
need to be rolled back and rescheduled accordingly without
disturbing existing actions. The Baseliner 602 can be invoked
periodically by the PAE 124 to deal with these dynamic
aspects.

[0086] FIG. 8 illustrates an example of a process flow of the
Checker 603. When patches are applied during change win-
dows, the Checker 603 detects whether the patches have been
applied successfully. If so, change records are closed and
evidence is collected for audit purposes. However, if a patch
has failed, the Checker 603 opens an incident ticket to alert
system administrators so that the problem can be resolved
within an allowable time frame. The Checker 603 reports
patch status at the end of the change window. However, in an
alternate embodiment, the Checker 603 uses only a portion of
the total change window (e.g., 2 out of 6 hours) to report patch
status.

[0087] According to an exemplary embodiment of the
invention, an automated patch management system includes a
patch severity determination process and a customer specific
implementation process. The patch severity determination
process categorizes one or more proposed patches. The cus-
tomer specific implementation process determines when to
implement one of the patches based on the respective patch
severity and one or more customer specification (e.g., patch
policies).

[0088] The patch severity determination process may cat-
egorize the patch by marking or designating the patch as
being one of types such as a security patch, a functional patch,
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and a performance patch. The marking could be performed by
creating metadata indicate the type and then linking the meta-
data to the patch. For example, an entry could be added to
database 125 that includes the name ofthe patch, the type, and
a customer identifier. The customer specification may include
timing of when to apply patches in a specific time/date dura-
tion.

[0089] Ina further embodiment, the automated patch man-
agement system may further include a VM classification pro-
cess that determines a function classification of one or more
VMs in a set of VMs. The function classification has one or
more work flow characteristics. The customer specific imple-
mentation process may be further configured to determine on
which VM the respective patch is implemented.

[0090] The function classification may be one of a produc-
tion classification, a development classification, and a test
classification. The VM classification process may perform its
determination based on examining the digital watermarks
described above.

[0091] The time in which a patch is applied by the auto-
mated patch management system to one of the VMs may be
determined by one or more of a customer specification (e.g.,
a contract specification) or a system specification (e.g., list of
computers and operating systems used by customer). The
implementation of the respective patch may be stage across
VMs depending on its classification.

[0092] The patch automation system may further include
an exception process that determines one or more reasons to
delay or prevent implementation of one or more of the
patches. The customer implementation process may delay or
prevent implementation of one or more of the patches that the
exception process identifies.

[0093] The patch automation system may include APIs to
gather information from external servers or processes, such as
patch notifications, open change requests, and patch status,
and to create patch schedules, and direct application of
patches.

[0094] The patch automation system is configured to oper-
ate in a fully automated manner. For example, the patch
automation system can perform functions such as patch noti-
fication, change/incident management, patching, and post-
patching health checks automatically without user interven-
tion or feedback. However, in alternate embodiments, the
patch automation system operates in a semi-automatic mode
or can be switched from an automatic mode into the semi-
automatic mode. For example, the patch automation system
can be configured to only automate the tasks of a particular
group of modules and exclude others from automation. For
example, the patch automation system can be configured to
automate the tasks of the Patch Notification Server 101 and
the Change Management Server 102, without automating the
tasks of the Patching server 103. Further, the patch automa-
tion system can work in concert with manual controllers. For
example, if a user manually opens a change record on the
Change Management server 102 for the installation of a patch
by a human installer, the patch automation system can omit
the patch from its automatic update. The user interface of the
patch automation may enable a user to select which modules
or functions to be automated and which modules or functions
to be excluded.

[0095] FIG. 11 illustrates an example of a computer sys-
tem, which may execute any of the above-described methods,
according to exemplary embodiments of the invention. For
example, the methods of FIG. 3A-3C and the flow diagrams
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of FIG. 4 and FIG. 5 may be implemented in the form of a
software application running on the computer system. For
example, the computer system may house the Patch Automa-
tion System 120, the Patch Notification server 101, the
Change Management server 102, the Patching server 103, the
Quality server 105, the Provisioning Manager 106, or the
Service Request manager 107. Further, the Virtual Machines
104 may be run on the computer system. Examples of the
computer system include a mainframe, personal computer
(PC), handheld computer, a server, etc. The software appli-
cation may be stored on a computer readable media (such as
hard disk drive memory 1008) locally accessible by the com-
puter system and accessible via a hard wired or wireless
connection to a network, for example, a local area network, or
the Internet.

[0096] The computer system referred to generally as sys-
tem 1000 may include, for example, a central processing unit
(CPU) 1001, random access memory (RAM) 1004, a printer
interface 1010, a display unit 1011, a local area network
(LAN) data transmission controller 1005, a LAN interface
1006, a network controller 1003, an internal bus 1002, and
one or more input devices 1009, for example, a keyboard,
mouse etc. The display unit 1011 may be used to display the
user interface (126) of the PAE (124). As shown, the system
1000 may be connected to a data storage device, for example,
a hard disk 1008, via a link 1007. CPU 1001 may be the
computer processor that performs the above described meth-
ods.

[0097] As will be appreciated by one skilled in the art,
aspects of the present disclosure may be embodied as a sys-
tem, method or computer program product. Accordingly,
aspects of the present disclosure may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment (including firmware, resident software, micro-code,
etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a “cir-
cuit,” “module” or “system.” Furthermore, aspects of the
present disclosure may take the form of a computer program
product embodied in one or more computer readable medium
(s) having computer readable program code embodied
thereon.

[0098] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable storage medium. A computer
readable storage medium may be, for example, but not limited
to, an electronic, magnetic, optical, electromagnetic, infrared,
or semiconductor system, apparatus, or device, or any suit-
able combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a por-
table compact disc read-only memory (CD-ROM), an optical
storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document,
a computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device. Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
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Computer program code for carrying out operations for
aspects of the present disclosure may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0099] Aspects of the present disclosure are described
above with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the disclosure. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0100] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0101] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0102] The flowchart and block diagrams in the figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present disclosure. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
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chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

What is claimed is:

1. A method of automating patching of a computer system,
the method comprising:

determining whether a computer patch is available for a

computer system of a customer;

determining a patch management policy of the customer;

determining a patch window of the customer based on the

determined patch management policy; and

directing application of the computer patch to the computer

system at the determined patch window.

2. The method of claim 1, wherein determining the patch
window comprises:

searching for an entry in a table associated with the cus-

tomer that lists patch severity levels and corresponding
patch windows;

determining a patch severity level of the computer patch;

and

setting the patch window of the customer to the patch

window of'the listed patch severity level that matches the
determined patch level.

3. The method of claim 1, wherein determining the patch
window comprises:

searching for an entry in a table associated with the cus-

tomer that lists patch severity levels and corresponding
patch windows;

determining a patch severity level of the computer patch;

and

retrieving a digital watermark from the computer system;

determining a patch offset time based on a category within

the retrieved digital watermark;

determining an initial patch window based on the patch

severity level; and

adding the patch offset time to the initial patch window to

generate the patch window for the customer.

4. The method of claim 3, wherein determining the patch
offset time comprises:

searching for an entry in a second table associated with the

customer that lists categories and corresponding patch
offset times; and

setting the patch offset time to the listed patch offset time

whose category matches the category in watermarks.

5. The method of claim 4, wherein the categories include a
development category, a testing category, and a production
category.

6. The method of claim 1, wherein determining whether the
computer patch is available comprises using a local interface
application programming interface to query an external patch
notification server to determine whether the computer patch
is available for the customer.

7. The method of claim 1, wherein directing application of
the patch comprises:

instructing an external change management system to open

achange request for the customer for applying the com-
puter patch; and

notifying the change management system that the request

was approved.

8. The method of claim 1, further comprising using a local
interface application programming interface to notify an
external change management system that the computer patch
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has been applied successfully or a failure occurred in the
application of the computer patch.

9. The method of claim 1, wherein the directing application
of the computer patch comprises:

generating a patch script that is compatible with an external
patching server based on the computer patch; and

sending the patch script to the patch server using a local
interface application programming interface that is com-
patible with the patching server.

10. The method of claim 1, wherein determining whether
the computer patch is available for the computer system com-
prises:

searching for an entry in a table associated with the cus-
tomer that lists patches to ignore;

determining a name of a computer patch that is available
for application; and

determining the computer patch is available for the com-
puter system if the name does not match names of the
listed patches.

11. The method of claim 1, wherein the computer system is

a virtual machine.

12. A computer program product for, the computer pro-
gram product comprising:

a computer readable storage medium having computer
readable program code embodied therewith, the com-
puter readable program, code comprising:

computer readable program code configured to determine
whether a computer patch is available for a computer
system of a customer, determine a patch management
policy of the customer, determine a patch window of'the
customer based on the determined patch management
policy, and direct application of the computer patch to
the computer system at the determined patch window.

13. A computer system to provide automated patching, the
system comprising:

a processor;

a memory, wherein the memory stores an interface appli-
cation programming interface, a patching automation
program, and at least one customer patching policy,

wherein the interface application programming interface
includes first interface routines to communicate with an
external patch notification server and second interface
routines to communicate with an external patching
server, and

wherein the patching automation program uses the first
interface routines to determine whether a patch is avail-
able for a computer of a customer and the second inter-
face routines to apply the patch to the computer based on
the customer patching policy of the customer.

14. The computer system of claim 13, wherein the system
is configured to perform at least one of functions of patch
notification, change management, patching, and a post-patch-
ing health check in an automatic mode, and operate in a
semi-automatic mode to exclude one of the functions per-
formed during the automatic mode.

15. The computer system of claim 13, wherein the cus-
tomer patching policy indicates that patches are to be applied
to computers of the customer at different patching windows
based on a severity level of the patch.

16. The computer system of claim 15, wherein the patch
window is offset by an offset time associated with a category
of the computer system being patched.
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17. The computer system of claim 13, wherein the interface
application programming interface includes third interface
routines to communicate with an external change manage-
ment server.

18. The computer system of claim 16, further comprising a
provisioning manager that is configured to enable a user to
store a digital watermark on one of a plurality of computer
systems, wherein the digital watermark includes the category.

19. The computer system of claim 18, wherein the provi-
sioning manager is configured to enable the user to set the
category to indicate that the corresponding computer system
is to be used for one of testing, development, and production.

20. The computer system of claim 13, wherein memory
stores a relational database and the patching policy for a
customer is represented by at least one table of the database
formatted to include at least a first entry with a customer
identifier of the customer, a first patch category, and a first
patch window, and a second entry with the customer identi-
fier, a second other patch category, and a second other patch
window.

21. The computer system of claim 20, wherein the patch
categories represent different patch severity levels.

22. A method of applying a patch to one of a plurality of
virtual machines, the method comprising:

determining whether a computer patch is available for one

of the virtual machine that is provisioned to a customer;
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retrieving a digital watermark from the one virtual machine
including a category;
determining an initial patch window based on a patch
severity of the computer patch;
determining an offset time based on the category; and
applying the patch to the virtual machine at a patch window
based on the initial patch window and the offset time.
23. The method of claim 22, wherein determining whether
computer patch is available comprises using a local interface
application programming interface to query an external patch
notification server to determine whether the computer patch
is available for the virtual machine.
24. The method of claim 22, wherein applying the patch
further comprises:
instructing an external change management system to open
a change request for the customer for applying the com-
puter patch; and
notifying the change management system that the request
was approved.
25. The method of claim 22, wherein applying the com-
puter patch comprises:
generating a patch script that is compatible with an external
patching server based on the computer patch; and
sending the patch script to an external patch server using a
local interface application programming interface that is
compatible with the patching server.
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