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(57) ABSTRACT 

A security processing element stores authentication data cor­
responding to a plurality of possible authentication modes. At 
a time of activation, the security processing element ran­
domly selects one of the authentication modes for presenta­
tion to the user. The user must successfully enter data corre­
sponding to the randomly selected authentication mode. In an 
alternative embodiment, the security processing element can 
randomly select a plurality of authentication modes that are 
sequentially presented to the user. The user must successfully 
respond to each of the plurality of requested authentication 
modes. In another embodiment, for high security communi­
cations, the security processing element may select from a 
subset of authentication modes that are considered to be more 
robust. Conversely, the security processing element may 
select from a subset of randomly presented authentication 
modes that are considered less robust when used in a low 
security setting. 
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SYSTEM AND METHOD FOR DEVICE 
SECURITY WITH A PLURALITY OF 

AUTHENTICATION MODES 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The present invention is directed generally to device 
security, and, more particularly, to a system and method for 
device security using a plurality of authentication modes. 
[0003] 2. Description of the Related Art 
[0004] Electronic devices are pervasive in modern society. 
Electronic devices are used for everything from entertain­
ment to communications. Personal communications and high 
security communications, such as financial transactions, are 
also widely conducted using modern electronic devices. 
[0005] Authentication processes, such as passwords, are 
often used to provide security with electronic devices. Pass­
words may be used with a typical consumer device, such as a 
television, to permit parents to restrict access to selected 
television programming. In communication devices, it is 
desirable to prevent others from accessing personal informa­
tion on a wireless communication device. Other communica­
tion devices, such as computers or web-enabled cell phones, 
can be used to conduct financial transactions. In addition to 
encryption of data, it is desirable to provide password security 
as a barrier to unauthorized access of the electronic devices. 
[0006] Those skilled in the art will recognize that simple 
forms of password protection, such as a three or four digit 
Personal Identification Number (PIN) are easy to use, but 
provide a relatively low degree of security. It is known that 
unscrupulous individuals may view an individual's PIN entry 
by looking over the user's shoulder. Thus, easy to use forms of 
security often provide a lower degree of protection than is 
desired. Therefore, it can be appreciated that there is a sig­
nificant need for a system and method for security in elec­
tronic devices. The present invention provides this, and other 
advantages, as will be apparent from the following detailed 
description and accompanying figures. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING(S) 

[0007] FIG.1 is a diagram illustrating sample system archi­
tectures constructed in accordance with the present teachings. 
[0008] FIG. 2 is a functional block diagram of an electronic 
device having multi-modal authentication processes. 
[0009] FIG. 3 is a functional block diagram of a security 
processor, such as illustrated in FIG. 1. 
[0010] FIG. 4 illustrates the operation of an electronic 
device to select from among a plurality of authentication 
modes. 
[ 0011] FIG. 5 is a flow chart illustrating the operation of the 
multi-modal authentication system constructed in accor­
dance with the present teachings. 

DETAILED DESCRIPTION OF THE INVENTION 

[0012] Electronic devices constructed in accordance with 
the present teachings have a variety of authentication modes. 
As will be described in greater detail, the electronic device 
randomly presents a plurality of different authentication 
modes that the user must successfully enter. Even if some of 
the authentication modes are relatively simple, such as a 
Personal Identification Number (PIN), the random selection 
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ofauthentication modes makes it more difficult for an unscru­
pulous individual to successfully access the electronic device. 
[0013] The multi-modal authentication system may be con­
tained within an individual device or be network-based. FIG. 
1 illustrates sample systems 100 used to implement the multi­
modal authentication system. In one embodiment, a base 
station 102 communicates with a wireless communication 
device 104 and a wireless computer 106. Those skilled in the 
art will recognize that a typical base station 102 communi­
cates with a large number of wireless communication devices 
104 and/or wireless computers 106. For simplicity, FIG. 1 
only shows the wireless communication device 104 and the 
wireless computer 106 coupled to the base station 102. In 
addition, FIG. 1 does not illustrate the other infrastructure 
associated with a wireless system, such as a mobile switching 
center, system control node, and the like. Those elements are 
known in the art and need not be described herein. 
[0014] The wireless communication device 104 may be a 
cell phone, personal communications system, personal digi­
tal assistant (PDA), or the like. Those skilled in the art will 
appreciate that many wireless communication devices 104 
are web-enabled, which allows the user access to many func­
tions ranging from simple communication, e-mail, and the 
like, to secure communications, such as financial transac­
tions. The wireless communication device 104 communicates 
with the base station 102 via a communication link 108. 
[0015] The wireless computer 106 is representative of a 
family of wireless devices, such as a laptop computer, that 
communicates with the base station 102 via a communication 
link 110. It is well known that the wireless computer 106 may 
communicate with a wide-area network, such as the Internet, 
from a variety oflocations. For example, the user may be in an 
"Internet cafe" on the Internet via a network access point 
within the retail establishment. In this embodiment, the net­
work access point provides the functionality of the base sta­
tion 102. 
[0016] The base station 102 communicates with a security 
processor 112 via a communication link 114. As will be 
described in greater detail below, the security processor 112 
may present multiple authentication modes to the user of the 
wireless communication device 104 and/or wireless com­
puter 106. 
[0017] The multi-modal authentication system is not lim­
ited to wireless communications. As illustrated as the sample 
systems 100, a personal computer (PC) 116 may be coupled 
to a network 118 via a communication link 120. The network 
118 may be a wide-area network, such as the Internet, or may 
be a local area network (LAN), such as a cable television 
distribution system. The PC 116 communicates with the net­
work 118 in a conventional manner. Even if the network 118 
is a LAN, it is possible for the PC 116 to access the Internet 
via the LAN 118 by appropriate connection to a service 
provider. For example, a cable modem allows the user to have 
cable television as well as Internet access through the cable 
service provider. The actual communication protocol and 
data exchanges between the PC 116 and the network 118 are 
well known in the art and need not be described herein. 
[0018] A security processor 122 is coupled to the network 
118 via a communication link 124. FIG. 1 illustrates the 
security processor 112 and the security processor 122 as 
separate devices. However, the security processor 112 is func­
tionally equivalent to the security processor 122. Indeed, in an 
alternative embodiment, the base station 102 may communi­
cate directly with the network 118 via the communication link 
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114. In this embodiment, the base station 102 may commu­
nicate with the security processor 122 via the communication 
link 114, network 118, and communication link 124. FIG. 1 
illustrates the distributed nature of the security processors and 
also demonstrates that different communication service pro­
viders may each provide its own security processor, such as 
the security processor 112 in a wireless communications net­
work and the security processor 122 for other network com­
munications. 
[0019] As illustrated in FIG. 1, other electronic devices, 
such as a digital video recorder (DVR) 126 and a set-top box 
130 may also have the multi-modal authentication system. 
The DVR 126 is coupled to the network 118 via a communi­
cation link 128, while the set-top box 130 is coupled to the 
network 118 via a communication link 132. As described 
above, the network 118 may be a wide-area network, such as 
the Internet, or a LAN. In the present example, the network 
118 may be, by way of example, a cable service provider and 
the DVR 126 and set-top box 130 are coupled to the cable 
company via conventional means, such as a wired connec­
tion, fiber-optic, wireless connection, a combination of one or 
more of the above, or the like. 
[0020] In another embodiment, the electronic device is an 
automated teller machine (ATM) 134, which is coupled to the 
network 118 via a communication link 136. In this example, 
the network 118 may typically be a LAN that is exclusively 
used by the banking institution that owns the ATM 134. Alter­
natively, the ATM 134 may be coupled to the Internet and 
communicate with one or more financial institutions via the 
Internet. Those skilled in the art will appreciate that the actual 
data transmitted between the ATM 134 and the financial insti­
tution may be encrypted. The present invention is not related 
to encryption itself, but to authentication utilization that 
denies access to unauthorized individuals. 
[0021] In yet another example, a television 138 may be 
coupled to the network 118 via a communication link 140. As 
described above with respect to the DVR 126 and set-top box 
130, the television 138 may be coupled to, byway of example, 
a cable service provider. The communication link 140 is 
illustrated by a dashed line to illustrate that the connection to 
the network 118 is optional for authentication security pro­
tection. For example, the television 138 may be coupled to a 
cable service provider via the communication link 140 to 
permit communication between the television 138 and the 
security processor 122. Alternatively, the authentication sys­
tem described herein may be self-contained within the tele­
vision 138. In this alternative embodiment, the required ele­
ments of the security processor 122 are integrated into the 
television 138 itself, thus there is no need for the communi­
cation link 140 between the television 138 and the network 
118 for purposes of accessing the security processor 122. 
There may still be a communication link between the televi­
sion 138 and the network 118 for purposes of providing the 
multi-media signals from the cable service provider. Simi­
larly, other devices, such as the DVR 126 and set-top box 130 
may also include self-contained authentication systems con­
structed in accordance with the present teachings. Thus, some 
embodiments of the authentication system can be self-con­
tained and need not require access to the security processor 
122 via a network connection. 
[0022] FIG. 2 is a functional block diagram of an electronic 
device, such as the wireless communication device 104 in 
FIG. 1. The functional block diagram of FIG. 2 is equally 
applicable to the wireless computer 106 or, with slight modi-
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fication, to the other devices illustrated in FIG. 1 ( e.g., the PC 
116, DVR 126, set-top box 130, ATM 134, and television 
138). The device includes a central processing unit (CPU) 
148. Those skilled in the art will appreciate that the CPU 148 
may be implemented as a conventional microprocessor, 
application specific integrated circuit (ASIC), digital signal 
processor (DSP), programmable gate array (PGA), or the 
like. The wireless communication device 104 is not limited by 
the specific form of the CPU 148. 
[0023] The electronic device in FIG. 2 also contains a 
memory 150. The memory 150 may store instructions and 
data to control operation of the CPU 148. The memory 150 
may include random access memory, ready-only memory, 
programmable memory, flash memory, and the like. The elec­
tronic device is not limited by any specific form of hardware 
used to implement the memory 150. The memory 150 may 
also be integrally formed in whole or in part with the CPU 
148. 
[0024] The electronic device of FIG. 2 also includes con­
ventional components, such as a display 152, keypad or key­
board 154 and audio input device 156. The electronic device 
may also include a video input 158 and a biometric input 
device 160. The video input 158 may be a conventional built­
in camera that is common in many electronic devices. The 
biometric input device 160 may be a fingerprint scanning 
device, which is also a known device. These are conventional 
components that operate in a known manner and need not be 
described in greater detail. 
[0025] The electronic device ofFIG. 2 also includes a trans­
mitter 162 such as may be used by the wireless communica­
tion device 104 and wireless computer 106 for normal wire­
less communication with the base station 102 (see FIG. 1). 
FIG. 2 also illustrates a receiver 164 that operates in conjunc­
tion with the transmitter 162 to communicate with the base 
station 102. In a typical embodiment, the transmitter 162 and 
receiver 164 are implemented as a transceiver 166. The trans­
ceiver 166 is connected to an antenna 168. Operation of the 
transceiver 166 and the antenna 168 is well-known in the art 
and need not be described in greater detail herein. Those 
skilled in the art will recognize that electronic devices such as 
the DVR 126, set-top box 130, and television 138 may not 
include the transceiver 166 since wireless communication is 
not a typical form of communication for such devices. 
[0026] The electronic device of FIG. 2 also includes a net­
work interface controller (NIC) 170. The NIC 170, such as an 
Ethernet controller, operates in a conventional manner to 
permit communication with the network 18. It should be 
noted that the wireless communication device 104 may or 
may not include the NIC 170. However, the wireless com­
puter 106 typically includes the NIC 170 in addition to the 
transceiver 166. The operation of the NIC 170 is well known 
in the art and need not be described in greater detail herein. 
[0027] In a stand alone embodiment, the electronic device 
of FIG. 2 includes an authentication password processor 172 
and an authentication data storage 174. As will be described 
in greater detail below, the authentication processor 172 pre­
sents a plurality of authentication modes to the user prior to 
permitting user access to the device. Alternatively, the 
authentication processor 172 may present multiple authenti­
cation modes to the user prior to permitting user access to 
certain services available through the network service pro­
vider. For example, the user may wish to access a bank 
account via the wireless communication device 104 to trans­
fer funds. Prior to permitting user access to the financial 
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institution, the authentication processor 172 presents mul­
tiple authentication modes, as will be described in greater 
detail below. 
[0028] The authentication data storage 174 may store data 
used in association with the authentication processor 172 in 
one or more of the multiple authentication modes. The data 
stored within the authentication data storage 174 may be 
stored in any convenient data structure. For example, the data 
may be stored as a database, look-up table, or other known 
configuration for data storage. 
[0029] The data stored in the authentication data storage 
17 4 may be thought of as reference data that will be used for 
comparison with user-entered data during the authentication 
process. While not essential to proper operation of the present 
invention, it is typically desirable to encrypt the reference 
data to prevent unauthorized access or corruption of the ref­
erence data. There are a number of known encryption tech­
niques that may be satisfactorily used to encrypt the reference 
data. For example, one widely used encryption method uses a 
one-way hash, such as MD5 or SHA-1 algorithms to trans­
form the original reference user input into a hash value. When 
the system goes to store the reference data it is first captured 
from the user and is transformed via a one-way hash, like 
SHA-1. The stored hash value is placed into the authentica­
tion data storage 174.Ata later time, when the user is attempt­
ing the authentication process using one of the randomly 
selected authentication modes, the stored hash value can be 
compared to the transformed user supplied value by running 
the same hash ( e.g., the SHA-1 hash) against the actual values 
supplied by the user during the authentication process. In one 
embodiment, the authentication processor 172 (see FIG. 2) 
may calculate the hash values for the reference data and, at a 
later time, for the user-entered data. Other hash techniques or 
other encryption techniques may also be used to protect the 
reference data in the authentication data storage 17 4. 
[0030] The present invention is not limited by the specific 
implementation of the data structure used for the authentica­
tion data storage 174. 
[0031] Those skilled in the art will recognize that the 
authentication processor 172 may be implemented as a series 
of computer instructions stored in the memory 150 and 
executed by the CPU 148. However, the authentication pro­
cessor 172 is shown as a separate block in the functional block 
diagram of FIG. 2 because it performs a separate function. 
Similarly, the authentication data storage 17 4 may typically 
be implemented as a part of the memory 150. 
[0032] The various components illustrated in FIG. 2 are 
coupled together by a bus system 176. The bus system may 
include an address bus, data bus, power bus, control bus, and 
the like. For the sake of convenience, the various busses in 
FIG. 2 are illustrated as the bus system 176. 
[0033] FIG. 2 illustrates the various elements of the elec­
tronic device, such as the wireless communication device 104 
and/or wireless computer 106. Those skilled in the art will 
appreciate that the other components illustrated in FIG. 1, 
such as the PC 116, DVR 126, set-top box 130,ATM 134, and 
television 138 also contain most of the components illustrated 
in FIG. 2. While these other electronic devices may not 
include the transceiver 166, they would typically include the 
other elements illustrated in the functional block diagram of 
FIG. 2. Communication between the various other devices 
and the network 118 is conducted via the NIC 170. In addi­
tion, as previously stated, the authentication processor 172 
and authentication data storage 174 are present in the elec-
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tronic device for a stand alone version. In a network imple­
mented version, these elements need not be present within the 
electronic device. 
[0034] FIG. 3 is a functional block diagram of the security 
processor 122. As previously noted, the security processor 
112 and security processor 122 are functionally equivalent. 
Therefore, the components described below with respect to 
the security processor 122 are equally applicable to the secu­
rity processor 112. Similarly, the security processor 112 or the 
security processor 122 may be functionally integrated into 
standalone electronic circuits, such as the DVR 126, the set­
top box 130, and the television 138. The security processor 
122 includes the CPU 148 and memory 150, which function 
in a manner such as described above with respect to the 
electronic device in the functional block diagram of FIG. 2. 
Furthermore, the security processor 122 includes the authen­
tication processor 172 and authentication data storage 174. 
These elements also operate in a manner functionally equiva­
lent to the equivalent components illustrated in the functional 
block diagram of FIG. 2. The security processor 122 also 
includes the NIC 170 to communicate with various compo­
nents via the network 118. The various elements in the func­
tional block diagram ofFIG. 3 are coupled together by the bus 
system 176. 
[0035] The operation of the password system may now be 
described in greater detail. The example illustrated in FIG. 4 
depicts five of the multiple authentication modes capable of 
use by the security processor 122. Once the individual user 
and specific electronic device has been identified, the security 
processor 122 randomly selects one or more of the authenti­
cation modes for presentation to the user. In FIG. 4, a first 
authentication mode 200 is a PIN mode that requests the user 
to enter a multi-digit PIN password via the keypad 154 (see 
FIG. 2). The PIN is previously selected by the user and stored 
in the password data storage 17 4 within the security processor 
122. The user may operate a keypad on a remote control to 
enter a PIN in devices such as the DVR 126, set-top box 130, 
and television 138 that are commonly controlled by remote 
control devices. 
[0036] In a second authentication mode 202, the security 
processor 122 instructs the user to use the audio input device 
156 (see FIG. 2) to speak a passphrase at an indicated time. 
The particular passphrase is previously selected by the user 
and stored in the authentication data storage 17 4. The security 
processor 122 performs conventional voice signature analysis 
to determine the degree of similarity between the stored voice 
passphrase stored in the authentication data storage 17 4 and 
the spoken voice passphrase entered by the user at the present 
time. 
[0037] In a third authentication mode 204, the security 
processor 122 instructs the user to take a picture of the user's 
face using the video input device 158. The user provides a 
facial photograph at a prior time and the initial image is stored 
in the authentication data storage 174. Upon entry of the new 
photograph of the user's face, the security processor 122 
performs conventional image analysis to determine the 
degree of similarity between the stored photograph and the 
newly entered user photograph. 
[0038] In a fourth authentication mode 206, the security 
processor 122 instructs the user to place the thumb ( or other 
finger) in a predetermined location and performs a biometric 
scan using the biometric input device 160. At a prior time, the 
user enters the biometric image of the thumb ( or other finger) 
and the biometric scan data is stored in the authentication data 
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storage 174. When the user is instructed to place their thumb 
in the designated area and the biometric input device 160 
scans the fingerprint at the present time. The scanned finger­
print is compared by the authentication processor 122, using 
conventional analysis techniques, with the stored biometric 
scan data stored in the authentication data storage 174. 
[0039] In a fifth authentication mode 208, the user is pre­
sented with multiple thumbnail images and instructed to 
select a number on the keypad 154 (see FIG. 2) that corre­
sponds to a user-selected image. The user selects an image at 
an earlier time and the image is stored in the authentication 
data storage 174. For example, the user can activate the video 
input device 158 to generate an image of the user's choosing. 
Alternatively, the user can select an image from a large num­
ber of possible images presented to the user at a prior time. 
The authentication data storage 174 may also include a num­
ber of images not selected by the user that are presented in the 
authentication mode 208 as false images or "distracters." The 
user activates the keypad 154 to select the user-selected 
image. With some devices, such as the television 138, the user 
may operate a keypad on a remote control to select the user­
selected image. 
[0040] Other authentication modes, such as a query-di­
rected mode (e.g., "what is your mother's maiden name?") 
can also be used by the authentication system. The authenti­
cation modes presented above are merely representative of 
the plurality of authentication modes useable by the system. 
The present invention is not limited by the specific form of 
any particular authentication mode or limited to any particu­
lar set of authentication modes. 
[0041] One can appreciate that some of the password 
modes described in FIG. 4 produce definitive results (i.e., a 
YES or NO result). For example, user entry of a PIN number 
either produces an exact match access is denied. Other modes, 
such as speech analysis, image analysis, or biometric scan of 
a thumbprint, require analysis that determines a degree of 
similarity between the newly entered data and the data stored 
in the authentication data storage 174. The precise threshold 
at which a match is declared can be varied and is within the 
scope of knowledge of one skilled in the art. In addition, other 
authentication modes may be used in addition to or in place of 
those modes illustrated in FIG. 4. For example, high security 
authentication modes may use an iris scanning technology. 
The authentication system described herein is not limited to 
any specific authentication mode. 
[0042] The operation of the password system is illustrated 
in the flowchart of FIG. 5 where, at step 200, the authentica­
tion system is activated. Activation of the authentication sys­
tem can be triggered by numerous events. For example, the 
activation of standalone devices such as the television 138 
occurs when the television is turned on. Other devices, such as 
the wireless communication device 104 may already be 
turned on, and the authentication system activated in step 200 
when the user attempts to perform an action, such as placing 
a telephone call or activating a web browsing function. Alter­
natively, the authentication system can be activated in step 
200 when the user logs onto a system, such as a computer 
system start-up or logging on to a service provider system. In 
yet another example, the ATM 134 (see FIG. 1) can activate 
the authentication system when a user inserts a credit card, 
debit card, or the like. 
[0043] In step 202, the authentication system identifies the 
particular device and user. Again, standalone systems are 
inherently identified (i.e., a television knows that it is a tele-

4 
May 6, 2010 

vision). The user may still be required to select from among 
several authorized user of the device because the authentica­
tion system can utilize separate passwords and multiple 
authentication modes for each authorized user of the televi­
sion 138. The user is identified by the ATM 134 when the 
debit card is inserted into the machine. Other devices, such as 
the wireless computer 106 or the PC 116 may require a log-on 
operation. In a log-on operation, which is well known in the 
art, the user may enter a user name and, instead of a conven­
tional password, the authentication system is activated in step 
200 and presents the user with randomly selected authentica­
tion modes as will be described in greater detail below. 
[0044] In optional step 204, the authentication system 
determines whether the requested action involves a high secu­
rity communication or operation. Although not essential to 
satisfactory operation of the authentication system, it is pos­
sible to have a plurality of authentication modes, some of 
which are more robust and provide a greater degree of secu­
rity. In a high security operation, the authentication system 
may select authentication modes from among a subset of high 
security authentication modes. 
[0045] In yet another alternative embodiment, the authen­
tication system may have a subset of low security authenti­
cation modes for use in low security operations. For example, 
setting parental limits on the television 138 may not require 
the degree of security that is desired in a financial transaction 
over the network 118. Accordingly, in the low security 
embodiment, the authentication system may select authenti­
cation modes from among a subset oflow security authenti­
cation modes. 
[0046] Returning FIG. 5, if the communication is a high 
security communication, the result of decision 204 is YES, 
and in step 206, the authentication system will use the subset 
of high security authentication modes. Those skilled in the art 
will appreciate that this is an optional operation. The pass­
word security system can operate satisfactorily by simply 
selecting randomly from among the all of the authentication 
modes. 
[0047] In step 208, the authentication security system ran­
domly selects one of the plurality of authentication modes 
and, in step 210, presents the authentication challenge to the 
user. 
[0048] In step 212, the authentication security system 
accepts the user input and, in decision 214, the authentication 
security system determines whether there is a match. As 
previously discussed, the authentication data storage 17 4 (see 
FIGS. 2-3) store answer data, such as PIN codes, sample 
voice or image data, or the like. As previously discussed, 
some authentication modes, such as a PIN mode, have a 
precise result while other systems, such as voice pattern 
matching, measure a degree of similarity. If it is determined 
that there is no match between the user data accepted in step 
212 and the data stored in the authentication data storage 174 
(see FIGS. 2-3), the result of decision 214 is NO and, in step 
216, the authentication system denies access to the electronic 
device. 
[0049] If the user input matches the data stored in the 
authentication data storage 174, the result of decision 214 is 
YES. In that event, the authentication system determines, in 
decision 218, whether additional authentication steps are 
required. As previously discussed, the authentication system 
can require a plurality of randomly selected authentication 
modes. 
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[0050] In one embodiment, the number of authentication 
modes required for final access to the electronic device may 
depend on the nature of the communication with low security 
operations requiring the successful completion of fewer 
authentication modes while higher security operations will 
require the successful completion of a larger number of 
authentication modes. 
[0051] For example, in low security operation such a paren­
tal settings on the television 138 (see FIG. 1), the authentica­
tion system may use only one randomly selected authentica­
tion mode. Alternatively, in a high security operation, the 
authentication system may select a plurality of authentication 
modes, each of which must successfully be completed by the 
user. 
[0052] If additional authentication modes are required, the 
result of decision 218 is YES and, the authentication system 
returns to decision 204 to process additional authentication 
modes. If no additional authentication modes are required, 
the result of decision 218 is NO and, in step 220, the authen­
tication security system allows access to the electronic 
device. 
[0053] If the authentication system requires a plurality of 
authentication modes, it is possible that the same authentica­
tion mode would randomly be selected a second time. How­
ever, the authentication security system may also be config­
ured such that a particular authentication mode is used only 
once in a particular operation. Thus, the second randomly 
selected authentication mode will not include the authentica­
tion mode used the first time. Similarly, if the authentication 
security system requires three authentication modes, it will 
randomly select three authentication modes, none of which 
will be used more than once. 
[0054] Thus, the authentication system utilizes a plurality 
of authentication modes that are randomly selected for pre­
sentation to the user. The random nature of the authentication 
mode selection prevents snooping by unscrupulous individu­
als that may seek to intercept passwords, such as a PIN. In 
addition, the individual authentication modes are easy for the 
user to understand and remember, which reduces overall 
complexity. That is, the authentication system provides a high 
degree of security without the user having to remember com­
plex data, such as a 12 digit alphanumeric passcode. 
[0055] The foregoing described embodiments depict dif­
ferent components contained within, or connected with, dif­
ferent other components. It is to be understood that such 
depicted architectures are merely exemplary, and that in fact 
many other architectures can be implemented which achieve 
the same functionality. In a conceptual sense, any arrange­
ment of components to achieve the same functionality is 
effectively "associated" such that the desired functionality is 
achieved. Hence, any two components herein combined to 
achieve a particular functionality can be seen as "associated 
with" each other such that the desired functionality is 
achieved, irrespective of architectures or intermedial compo­
nents. Likewise, any two components so associated can also 
be viewed as being "operably connected", or "operably 
coupled", to each other to achieve the desired functionality. 
[0056] While particular embodiments of the present inven­
tion have been shown and described, it will be obvious to 
those skilled in the art that, based upon the teachings herein, 
changes and modifications may be made without departing 
from this invention and its broader aspects and, therefore, the 
appended claims are to encompass within their scope all such 
changes and modifications as are within the true spirit and 
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scope of this invention. Furthermore, it is to be understood 
that the invention is solely defined by the appended claims. It 
will be understood by those within the art that, in general, 
terms used herein, and especially in the appended claims 
( e.g., bodies of the appended claims) are generally intended 
as "open" terms ( e.g., the term "including" should be inter­
preted as "including but not limited to," the term "having" 
should be interpreted as "having at least," the term "includes" 
should be interpreted as "includes but is not limited to," etc.). 
It will be further understood by those within the art that if a 
specific number of an introduced claim recitation is intended, 
such an intent will be explicitly recited in the claim, and in the 
absence of such recitation no such intent is present. For 
example, as an aid to understanding, the following appended 
claims may contain usage of the introductory phrases "at least 
one" and "one or more" to introduce claim recitations. How­
ever, the use of such phrases should not be construed to imply 
that the introduction of a claim recitation by the indefinite 
articles "a" or "an" limits any particular claim containing 
such introduced claim recitation to inventions containing 
only one such recitation, even when the same claim includes 
the introductory phrases "one or more" or "at least one" and 
indefinite articles such as "a" or "an" (e.g., "a" and/or "an" 
should typically be interpreted to mean "at least one" or "one 
or more"); the same holds true for the use of definite articles 
used to introduce claim recitations. In addition, even if a 
specific number of an introduced claim recitation is explicitly 
recited, those skilled in the art will recognize that such reci­
tation should typically be interpreted to mean at least the 
recited number ( e.g., the bare recitation of "two recitations," 
without other modifiers, typically means at least two recita­
tions, or two or more recitations). 
[0057] Accordingly, the invention is not limited except as 
by the appended claims. 

The invention claimed is: 
1. An authentication system for use in an electronic device 

comprising: 
a plurality of input devices operable by a user; 
a data storage structure to store reference data for authen­

tication; and 
an authentication processor configured to: 

randomly select a first of a plurality of authentication 
modes, 

present the first selected authentication mode to a user, 
accept user input data from one of the plurality of input 

devices, 
compare the user input data with a portion of the stored 

reference data corresponding to the first selected 
authentication mode; and 

if the comparison indicates a match between the user 
input data and the portion of the stored reference data 
corresponding to the first selected authentication 
mode, authenticating the user and authorizing use of 
the electronic device. 

2. The system of claim 1 wherein the processor randomly 
selects a second authentication mode of the plurality of 
authentication modes if the comparison indicates a match 
between the user input data and the portion of the stored 
reference data corresponding to the first selected authentica­
tion mode, the processor being further configured to: 

present the second selected authentication mode to a user, 
accept user input data from one of the plurality of input 

devices, 



US 2010/0115607 Al 

compare the user input data with a portion of the stored 
reference data corresponding to the second selected 
authentication mode; and 

if the comparison indicates a match between the user input 
data with the portion of the stored reference data corre­
sponding to the second selected authentication mode, 
authenticating the user and permitting access to the elec­
tronic device wherein the authentication processor is 
configured to authenticate the user and permit access to 
the electronic device only ifthere is a match between the 
user input data and the portion of the stored reference 
data corresponding to the first selected authentication 
mode and a match between the user input data and the 
portion of the stored reference data corresponding to the 
second selected authentication mode. 

3. The system of claim 2 wherein the second authentication 
mode is different from the first authentication mode. 

4. The system of claim 1 wherein the plurality of authen­
tication modes comprise a Personal Identification Number 
(PIN) mode, a voice recognition mode, an image recognition 
mode, a biometric identification mode and an image identifi­
cation mode. 

5. The system of claim 1 wherein the electronic device is 
used in a high security activity, and the authentication pro­
cessor is configured to randomly select a first of a plurality of 
authentication modes from a set of high security authentica­
tion modes. 

6. The system of claim 1 wherein the authentication pro­
cessor is configured to randomly select multiple ones of the 
plurality of authentication modes wherein each of the mul­
tiple ones of the plurality of authentication modes are pre­
sented sequentially to the user. 

7. The system of claim 1 wherein the authentication pro­
cessor is configured to randomly select a number of the plu­
rality of authentication modes for presentation to the user 
wherein the number of the plurality of authentication modes 
for presentation to the user is based on a security level of the 
activity associated with the electronic device. 

8. The system of claim 1 wherein the authentication pro­
cessor is located remote from the electronic device. 

9. The system of claim 8 wherein the electronic device is a 
wireless communication device and communicates with the 
authentication processor via a wireless communication link. 

10. The system of claim 1 wherein the authentication pro­
cessor is located coupled to the electronic device via a Wide 
Area Network (WAN) and the communication interface com­
prises a network interface controller configured to communi­
cate with the authentication processor via the WAN. 

11. The system of claim 1 wherein the authentication pro­
cessor is located coupled to the electronic device via a Local 
Area Network (LAN) and the communication interface com­
prises a network interface controller configured to communi­
cate with the authentication processor via the LAN. 

12. The system of claim 1 wherein the authentication pro­
cessor is part of the electronic device, the system further 
comprising a communication interface configured to transmit 
user input data from one of the plurality of input devices. 

13. The system of claim 1 wherein the data storage struc­
ture is configured to store the reference data in an encrypted 
form. 

14. An electronic device authentication system compris­
ing: 

a plurality of input devices coupled to the electronic device 
and operable by a user; 
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a data storage structure within the electronic device to store 
reference data for authentication; and 

an authentication processor within the electronic device 
configured to: 
randomly select a first of a plurality of authentication 

modes, 
present the first selected authentication mode to a user, 
accept user input data from one of the plurality of input 

devices, 
compare the user input data with a portion of the stored 

reference data corresponding to the first selected 
authentication mode; and 

if the comparison indicates a match between the user 
input data and the portion of the stored reference data 
corresponding to the first selected authentication 
mode, authenticating the user and permitting access 
to the electronic device. 

15. The system of claim 14 wherein the data storage struc­
ture is configured to store the reference data in an encrypted 
form. 

16. The system of claim 14 wherein the authentication 
processor is configured to randomly select multiple ones of 
the plurality of authentication modes wherein each of the 
multiple ones of the plurality of authentication modes are 
presented sequentially to the user. 

17. A system for user authentication in an electronic device 
comprising: 

a plurality of input devices operable by the user; 
an authentication storage structure to store reference data 

for user authentication; and 
an authentication processor configured to: 

randomly select a plurality of authentication challenges 
from among a plurality of authentication modes, 

present each randomly selected authentication chal­
lenge to a user, 

for each randomly selected authentication challenge, 
accept user input data from one of the plurality of 
input devices, 

for each randomly selected authentication challenge, 
compare the user input data with a portion of the 
stored reference data corresponding to the respective 
randomly selected authentication challenge; and 

authorizing use of the electronic device if the compari­
son for each randomly selected authentication chal­
lenge indicates a match between the user input data 
and the portion of the stored reference data corre­
sponding to the respective randomly selected authen­
tication challenge. 

18. The system of claim 17 wherein the data storage struc­
ture is configured to store the reference data in an encrypted 
form. 

19. The system of claim 17 wherein each of the randomly 
selected plurality of authentication challenges from among 
the plurality of authentication modes is used only a single 
time in a single user authentication process. 

20. The system of claim 17 wherein the authentication 
processor is located remote from the electronic device. 

21. The system of claim 20 wherein the electronic device is 
a wireless communication device and communicates with the 
authentication processor via a wireless communication link. 

22. The system of claim 17 wherein the authentication 
processor is part of the electronic device, the system further 
comprising a communication interface configured to transmit 
user input data from one of the plurality of input devices. 
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23. A method to provide security to one or more services 
comprising: 

storing a library of authentication methods; 
receiving a request from a user to access one of the ser­

vices; 
randomly selecting a set of authentication methods from 

the library; 
executing the set of authentication methods; and 
allowing access to the requested service if the user is 

authenticated by each authentication method in the set. 
24. The method of claim 23 wherein randomly selecting 

authentication methods further comprises randomly selecting 
authentication methods with replacement after each selec­
tion. 

25. The method of claim 23 wherein randomly selecting 
authentication methods further comprises randomly selecting 
authentication methods without replacement after each selec­
tion. 

26. The method of claim 23 wherein the library of authen­
tication methods includes a biometric category, a query-di­
rected password category, and an alpha-numeric password 
category. 
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27. The method of claim 23 wherein library of authentica­
tion methods includes a voice pattern recognition method. 

28. The method of claim 23 wherein library of authentica­
tion methods includes a face recognition method. 

29. The method of claim 23 wherein library of authentica­
tion methods includes a finger print recognition method. 

30. The method of claim 23 wherein library of authentica­
tion methods includes an alphanumeric password entry 
method. 

31. The method of claim 23 wherein selecting the set of 
authentication methods from the library further comprises 
selecting a number of authentication methods, the number 
based on a desired level of security for the requested service. 

32. The method of claim 23 wherein selecting the set of 
authentication methods from the library further comprises 
selecting authentication methods by category of authentica­
tion method, the category of the methods selected based on a 
desired level of security for the requested service. 

* * * * * 




