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/101

Generate, by a first client device, a graphic code according to a
first user identifier and security code both associated with a first
user who controls the first client device, wherein the security code
is generated according to the first user identifier and a client
device identifier associated with the first client device, and the
graphic code includes the first user identifier and the security code

/102

second client device

At a second client device: scan the graphic code to obtain the first
user identifier and the security code associated with the first user;
and send order information together with the first user identifier
and the security code to a server, wherein the order information
includes at least order details of a purchase order, and a second
user identifier associated with a second user who controls the

/103

details

At a server: obtain first resource information associated with the
first user according to the first user identifier and the security
code; obtain second resource information associated with the
second user according to the second user identifier; and process
the first and second resource information according to the order
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/101

Generate, by a first client device, a graphic code according to a
first user identifier and security code both associated with a first
user who controls the first client device, wherein the security code
is generated according to the first user identifier and a client
device identifier associated with the first client device, and the
graphic code includes the first user identifier and the security code

/102

At a second client device: scan the graphic code to obtain the first
user identifier and the security code associated with the first user;
and send order information together with the first user identifier
and the security code to a server, wherein the order information
includes at least order details of a purchase order, and a second
user identifier associated with a second user who controls the
second client device

/103

At a server: obtain first resource information associated with the
first user according to the first user identifier and the security
code; obtain second resource information associated with the
second user according o the second user identifier; and process
the first and second resource information according to the order
details

FIG. 1

Petitioner Exhibit 1021-0002



Patent Application Publication = May 12, 2016 Sheet 2 of 8 US 2016/0132870 A1

201
/

At a first client device: generate a security code according to a first user
identifier associated with a first user of the first client device, and a device
identifier associated with the first client device; send an authorization request
message including the first user identifier, the security code and a first
resource identifier associated with the first user to the server

/ 202

At the server: receive the authorization request message sent by the first
client device; associate and storing the user identifier, the security code and
the resource identifier first all associated with the first user in a user
information database; and send an authorization approval message which
authorizes the first client device to implement an offline transaction

203
/

At the first client device: receive the authorization approval message sent by
the server and store the authorization approval to prove that the first client
device is authorized to implement offline transaction by the server

204
/

Generate, by the first client device, a graphic code to include information
concerning the first user identifier and the security code associated with the
first user

/205

At the second client device, scan the graphic code displayed on the first client
device to obtain the information contained in the graphic code, and send a
transaction request message that includes both order information and the
information contained in the graphic code to the server

/206

At the server, receive the transaction request message from the second client
device, and obtain the first and second user identifiers from the transaction
request message, wherein in accordance with the first and second user
identifiers, the server then retrieves first and second resource information
corresponding to the first and second user identifiers from a user information
database, respectively

207
/

Process, by the server, the resource information of both the first user and the
second user according to the order information in the transaction request
message

FIG. 2
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301
/

At afirst client device: generate a security code according to a first user identifier associated
with a first user of the first client device, and a device identifier associated with the first client
device; sending an authorization request message including the first user identifier, the security
code and a first resource identifier associated with the first user to the server

302
/

At the server: receive the authorization request message sent by the first client device;
associate and store the user identifier, the security code and the resource identifier first all
associated with the first user in a user information database; and send an authorization
approval message which authorizes the first client device to implement an offline transaction

303
/

At the first client device: receive the authorization approval message sent by the server and
store the authorization approval to prove that the first client device is authorized to implement
offline transaction by the server

304
/

Generate, by the first client device, a graphic code to include information concerning the first

user identifier and the security code associated with the first user
/ 305

Obtain, by the second client device, the order information including at least the order details
and the second user identifier of the second user from an application platform implemented on
the second client device.

306
/

Scan, by the second client device, the graphic code displayed on the first client device to obtain
the information contained in the graphic code

307
/

Send, by the second client device, a transaction request message that includes both order
information and the information contained in the graphic code to the server

308
/

At the server, receive the transaction request message from the second client device, and
obtain the first and second user identifiers from the transaction request message, wherein in
accordance with the first and second user identifiers, the server then retrieves first and second
resource information corresponding to the first and second user identifiers from a user
information database, respectively

/ 309

Process, by the server, the resource information of both the first user and the second user
according to the order information in the transaction request message

FIG. 3
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401
4

First client device

402
4

Second client device

403
4

Server

FIG. 4
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600
At a server having one or more processors and memory V/-
storing programs for execution by the processors:

Receive, from a client device, an authorization request that
includes a user identifier, first financial account information and a
security code 602

The first financial account information is associated with a
first financial account owned by a user who uses the client
device and is identified by the user identifier, and the security
code is used for verifying both the user and the client device

Authenticate the authorization request according to a
predetermined data integrity check method 604

Store the user identifier, the first financial account information and
the security code in the memory of the server 606

Send a first transaction approval to the client device 608

Facilitate a secure transaction between the client device and a
point-of-sale (POS) machine while the client device is offline, by:
610

Receive, from the POS machine, a transaction request that
includes the user identifier, the security code, a merchant
identifier associated with a merchant who uses the POS
machine, and order information associated with a purchase
order 610A

The POS machine obtains from the client device an
encrypted graphic code that is associated with the user
identifier and the security code

A

FIG. 6A
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Facilitate a secure transaction between the client device and a
point-of-sale (POS) machine while the client device is offline, by:
610

In accordance with the first transaction approval:

Retrieve the first financial account information from the
memory according to the user identifier and the security
code 610B

Retrieve second financial account information from the
memory according to the merchant identifier, wherein
the second financial account information is associated
with a second financial account owned by the merchant
610C

Perform a transaction operation associated with the
order information between the first and second financial
accounts 610D

Send a second transaction approval to the POS
machine 610E

FIG. 6B
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METHOD AND SYSTEM FOR PROCESSING
SECURE OFFLINE TRANSACTIONS

RELATED APPLICATION

[0001] This application is a continuation application of
International Patent Application No. PCT/CN2015/070150,
entitled “METHOD AND SYSTEM FOR PROCESSING
SECURE OFFLINE TRANSACTIONS” filed on Jan. 6,
2015, which claims priority to Chinese Patent Application
No. 201410007102.6, entitled “METHOD AND SYSTEM
FOR PROCESSING USER RESOURCE INFORMATION”
filed on Jan. 7, 2014, which are incorporated by reference in
their entirety.

TECHNICAL FIELD

[0002] The disclosed implementations relate generally to
the field of wireless communication, and particularly to meth-
ods and systems for processing information related to pur-
chase orders and account information of a user who is asso-
ciated with an offline client device.

BACKGROUND

[0003] Wireless technology has developed rapidly over the
past few decades, and thereby allows client devices to become
mobile and implement all kinds of functions. Nowadays, in
addition to basic functions of making phone calls and send-
ing/receiving text messages, mobile devices also process
information according to different predetermined manners in
various applications. In a specific example, two mobile
devices could be configured to process information related to
two users that own the two mobile devices, respectively.
[0004] As aspecific example, a user could place a purchase
order on the mobile phone, and use the mobile phone to pay a
merchant from his or her financial account. The mobile device
sends the user’s identifier and corresponding order informa-
tion to a server, and the order information includes the user’s
financial account information and the merchant’s identifier.
The server then arranges transfer of the user’s assets from the
account owned by the user to another account owned by the
merchant according to the order information.

[0005] Despite of its acceptable performance, the mobile
device has to be communicatively coupled to one or more
communication networks in the above method of processing
a purchase order, when the user is making payment for the
purchase order via the mobile device. However, in many
situations, the mobile device is located in an area that does not
have access to high quality communication networks, and the
connection with the server could be unavailable or interrupted
during the payment process. As such, when the mobile device
becomes offline, secure transactions between the user and the
merchant are also disabled. Therefore, there is a need to
continue the secure transactions independently of whether the
mobile device is online or offline.

SUMMARY

[0006] The above deficiencies and other problems associ-
ated with the conventional approaches for processing pur-
chase orders or financial transactions are reduced or elimi-
nated by the application disclosed below. In some
embodiments, the application is implemented in a server sys-
tem that has one or more processors, memory and one or more
modules, programs or sets of instructions stored in the
memory for performing multiple functions. Instructions for
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performing these functions may be included in a computer
program product configured for execution by one or more
processors.

[0007] One aspect of the application is a method imple-
mented at a server system to facilitate secure offline transac-
tions. The method includes receiving, from a client device, an
authorization request that includes a user identifier, first
financial account information and a secure code. The first
financial account information is associated with a first finan-
cial account owned by a user who uses the client device and is
identified by the user identifier. The secure code is used for
verifying both the user and the client device. The method
further includes authenticating the authorization request
according to a predetermined data integrity check method,
storing the user identifier, the first financial account informa-
tion and the secure code in the memory of the server, and
sending a first transaction approval to the client device. The
method further includes facilitating a secure transaction
between the client device and a point-of-sale (POS) machine
while the client device is offline. To facilitate the secure
transaction, the server system receives, from the POS
machine, a transaction request that includes the user identi-
fier, the security code, a merchant identifier associated with a
merchant who uses the POS machine, and order information
associated with a purchase order. The POS machine obtains
from the client device an encrypted graphic code that is asso-
ciated with the user identifier and the security code. In accor-
dance with the first transaction approval, the server further
facilitates the secure transaction by (1) retrieving the first
financial account information from the memory according to
the user identifier and the security code, (2) retrieving second
financial account information from the memory according to
the merchant, wherein the second financial account informa-
tion is associated with a second financial account owned by
the merchant, (3) performing a transaction operation associ-
ated with the order information between the first and second
financial accounts, and (4) sending a second transaction
approval to the POS machine.

[0008] Another aspect of the application is a server system
that includes one or more processors, and memory having
instructions stored thereon, which when executed by the one
or more processors cause the processors to perform opera-
tions to implement the above method for facilitating secure
offline transactions between a client device and a POS
machine.

[0009] Another aspect of the application is a non-transitory
computer-readable medium, having instructions stored
thereon, which when executed by one or more processors
cause the processors to perform operations to implement the
above methods for facilitating secure offline transactions
between a client device and a POS machine.

[0010] Various advantages ofthe present application would
be apparent in light of the descriptions below.

BRIEF DESCRIPTION OF DRAWINGS

[0011] The aforementioned implementation of the inven-
tion as well as additional implementations will be more
clearly understood as a result of the following detailed
description of the various aspects of the invention when taken
in conjunction with the drawings. Like reference numerals
refer to corresponding parts throughout the several views of
the drawings.
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[0012] FIGS.1-3 are flow charts of exemplary methods for
facilitating secure offline transactions in accordance with
some embodiments.

[0013] FIG. 4 is a block diagram of an exemplary offline
transaction system for facilitating secure offline transactions
in accordance with some embodiments.

[0014] FIG.5is an exemplary offline transaction process in
which information is exchanged among a server system and
two client devices in accordance with some embodiments.
[0015] FIGS. 6A and 6B illustrate a flow chart of another
exemplary method for facilitating secure offline transactions
in accordance with some embodiments.

[0016] FIG. 7 is a block diagram of a server system that is
configured to facilitate secure offline transactions in accor-
dance with some embodiments.

[0017] The present application will be further described in
detail by means of embodiments with reference to the draw-
ings, in order to make the implementation, features and
advantages of the present application more clear.

DETAILED DESCRIPTION

[0018] Inorder to make the objects, technical schemes and
advantages of the present application more clear and appar-
ent, embodiments of the present application will now be
described in further detail with reference to accompanying
drawings.

[0019] FIGS. 1-3 are flow charts of three exemplary meth-
ods 100, 200 and 300 for facilitating secure offline transac-
tions in accordance with some embodiments. Each of meth-
0ds 100, 200 and 300 is, optionally, governed by instructions
that are stored in non-transitory computer readable storage
media and that are executed by one or more processors of a
server system and two client devices. Each of the operations
shown in FIGS. 1-3 may correspond to instructions stored in
a computer memory or non-transitory computer readable
storage medium. The computer readable storage medium
may include a magnetic or optical disk storage device, solid
state storage devices such as Flash memory, or other non-
volatile memory device or devices. The instructions stored on
the computer readable storage medium may include one or
more of: source code, assembly language code, object code,
or other instruction format that is interpreted by one or more
processors. Some operations in each of methods 100, 200 and
300 may be combined and/or the order of some operations
may be changed.

[0020] It should be understood that the particular order in
which the operations in each of FIGS. 1-3 have been
described are merely exemplary and are not intended to indi-
cate that the described order is the only order in which the
operations could be performed. One of ordinary skill in the art
would recognize various ways to facilitate offline transac-
tions as described herein. Additionally, it should be noted that
details of other processes described herein with respect to one
of methods 100, 200 and 300 are also applicable in an analo-
gous manner to the other two methods of methods 100, 200
and 300. It should also be noted that details of any process
described herein with respect to one of methods 100, 200 and
300 are also applicable in an analogous manner to method 600
described below with reference to FIGS. 6A and 6B.

[0021] With reference to FIG. 1, this application provides a
method for processing first resource information (e.g., infor-
mation concerning a user and a user’s financial account) in
accordance with some embodiments. A first client device
generates (101) a graphic code according to a first user iden-
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tifier and a security code both associated with a first user who
controls the first client device. In some embodiments, the
security code is generated according to the first user identifier
and a device identifier associated with the first client device.
The graphic code includes the first user identifier and the
security code in an encrypted format. The first client device
has access to first resource information (e.g., information of a
first financial account owned by the first user) that is associ-
ated with the first user but not included in the graphic code.
[0022] To process a purchase order, a second client device
scans (102) the graphic code to obtain the first user identifier
and the security code associated with the first user, and sends
order information together with the first user identifier and the
security code to a server. Here, the order information includes
at least order details of a purchase order, and a second user
identifier associated with a second user who controls the
second client device.

[0023] The server obtains (103) first resource information
associated with the first user according to the first user iden-
tifier and the security code. The server also obtains second
resource information associated with the second user accord-
ing to the second user identifier. Then, the server processes
the first and second resource information according to the
order details.

[0024] In a specific example, the first client device is a
client device associated with a customer, and the second
client device is another point-of-sale (POS) machine associ-
ated with a merchant. The client device could drop off the
line, and the server facilitates an offline transaction for the
customer. Specifically, the client device generates (101) a
graphic code according to a customer identifier and a security
code associated with the customer. In some implementations,
the security code is generated according to the customer
identifier and a device identifier of the client device, and the
graphic code includes information concerning the customer
identifier and the security code. The POS machine controlled
by a merchant scans the graphic code to obtain the customer
identifier and the security code associated with the customer,
and sends order information of a purchase order together with
the customer identifier and the security code to the server.
Optionally, the order information includes a merchant iden-
tifier associated with the merchant, and order details of a
purchase order (e.g., quantities and prices of the goods that
are purchased by the customer from the merchant).

[0025] Further, the server obtains the customer’s financial
account information according to the customer identifier and
the security code, and the merchant’s financial account infor-
mation according to the merchant identifier. The server then
facilitates a payment from a customer’s financial account to a
merchant’s financial account according to the order details,
and the corresponding financial account information. In some
implementations, prior to receiving the order information
concerning the purchase order, the server has stored the
respective financial account information corresponding to the
customer identifier and the merchant identifier in a memory.
[0026] Alternatively, in some embodiments, the first client
device is a POS machine associated with a merchant, and the
second client device is a client device associated with a cus-
tomer. The server facilitates a payment from the user to the
merchant by encoding the merchant identifier and a corre-
sponding security code in the graphic code, and providing the
graphic code to the client device. The client device thereby
sends the merchant identifier, the security code associated
with the merchant, and the order information of the purchase
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order to the server. In this situation, the order information
includes the client identifier and the order details. As such, the
merchant’s POS machine is offline, and the server facilitates
an offline transaction for the merchant.

[0027] In some embodiments, the server obtains the first
resource information of the first user according to the first
user identifier and the security code by obtaining a resource
identifier associated with the first resource information
according to the first user identifier and the security code, and
using the resource identifier to retrieve the first resource infor-
mation of the first user in the local memory of the server.
[0028] Insome embodiments, before the server obtains the
first resource information according to the first user identifier
and the security code, the first client device generates the
security code according to the first user identifier and the
client device identifier of the first client device, and sends the
first user identifier, the security code and the resource identi-
fier of the first user to the server. The server stores the first user
identifier, the security code and the resource identifier of the
first user in a user information database, such that the server
could use these information items to process a purchase order
or a financial transaction. Further, in some embodiments,
after generating the security code according to the first user
identifier and the device identifier of the first client device, the
first client device also stores the security code in a memory of
the first client device.

[0029] Insome embodiments, the server processes the first
and second resource information according to the order
details by: reducing part of the user’s resource identified by
the first resource information from the user’s resource and
adding the reduced part of the user’s resource to the mer-
chant’s resource that is identified by the second resource
information of the second user. In an example, the server
reduces the payment for a purchase order from a customer’s
financial account, and transfers it to a merchant’s financial
account.

[0030] Insome embodiments, the first client device gener-
ates the graphic code according to the first user identifier and
the security code both associated with the first user. The
security code is generated according to the first user identifier
and the device identifier of the first client device, and the
graphic code includes the first user identifier and the security
code. The second client device scans the graphic code to
obtain the first user identifier and the security code, and sends
the order information, the first user identifier and the security
code to the server. Here, the order information includes at
least the order details and the second user identifier of the
second user. Then, the server obtains the first resource infor-
mation ofthe first user according to the first user identifier and
the security code, and the second resource information of the
second user according to the second user identifier. The first
and second resource information is associated with a first
resource owned by the first user of the first client device and
a second resource owned by the second user of the second
client device, respectively. The server processes the resource
information of the first user and the second user according to
the order details.

[0031] Under many circumstances, the first client device
generates a graphic code even when it is not communicatively
coupled to any communication network. The second client
device obtains the information included in graphic code inde-
pendently of the status of the communication network asso-
ciated with the first client device. Therefore, even when the
first client device is offline, the second client device could still
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send the order information, the first user identifier and the
security code to the server via its network connection, allow-
ing the server to complete transactions. As such, when the
network condition is poor and the first client device has no or
limited connection to any network, a user of the first client
device can still complete transactions with other users (e.g., a
merchant).

[0032] FIG. 2 is a flow chart of another exemplary method
200 for facilitating secure offline transactions in accordance
with some embodiments. Like method 100, method 200 is
implemented to process user resource information (e.g.,
information concerning a user and a user’s financial account).
In some situations, the first client device needs to process a
transaction based on the resource information associated with
both the first and second users. However, the network condi-
tion is so poor that the first client device cannot connect to a
communication network to implement the transaction in a
secure manner. Method 200 is applied to implement the trans-
action for the first client device that does not have any access
or have limited access to a secure communication network.
[0033] The first client device generates (201) a security
code according to a first user identifier associated with a first
user of the first client device, and a device identifier associ-
ated with the first client device. The first client device sends an
authorization request message including the first user identi-
fier, the security code and a first resource identifier associated
with the first user to the server.

[0034] Specifically, in some embodiments, the first client
device obtains the first user identifier of the first user and the
device identifier of the first client device; takes a respective
predetermined number of characters from each of the first
user identifier and the client device identifier; combines the
two predetermined numbers of characters into the security
code; encrypts the first user identifier, the security code and
the resource identifier of the first user; and sends the autho-
rization request message that carries the encrypted first user
identifier, the encrypted security code and the encrypted
resource identifier to the server.

[0035] Optionally, the first client device uses a first prede-
termined number of characters at the beginning, middle or
end of the first user identifier to form the security code.
Optionally, the first client device uses a second predetermined
number of characters at the beginning, middle or end of the
device identifier of the first client device to form the security
code. In some embodiments, the first user identifier is asso-
ciated with a user account used by the first user to log onto a
social network application, e.g., an instant messaging appli-
cation. It might be possible for the first user’s friends in the
social network application to obtain the first user identifier,
and however, the security code is difficult to obtain because
the security code also includes part of the device identifier
which is confidential information. As such, the security code
improves the security level of processing the first resource
information associated with the first user.

[0036] In some embodiments, the first client device is a
mobile device, e.g., a smart phone, a tablet computer, a laptop
computer, a personal digital assistant (PDA) and the like. The
first resource identifier is an account identifier of a bank
account or credit card account associated with the first user.
Optionally, the first resource identifier is associated with an
account that stores virtual currency for the first user.

[0037] Inaspecific example, the first client device includes
a mobile phone. The mobile phone obtains the first user
identifier (e.g., “IM1”) of first user Buyerl, and the client
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device identifier (e.g., “Phonel”) of the mobile phone corre-
sponding to first user Buyer1. Then, the mobile phone obtains
one character “M” with a first predetermined number (i.e., 1)
at a first predetermined position from first user identifier
“IM1” and obtains two characters “h” and “n” with a second
predetermined number (i.e., 2) at second predetermined posi-
tions from client device identifier “Phonel.” After combining
the obtained characters into a character string “Mhn” accord-
ing to a predetermined sequence, the mobile phone generates
a combined character string “Mhn” as the security code. The
mobile phone encrypts first user identifier “IM1,” security
code “Mhn,” and resource identifier “C1” of the first user
according to a predetermined encryption method, and sends
the authorization request message which includes the
encrypted first user identifier “IM1,” the security code “Mhn,”
and the encrypted resource identifier “C1” to the server. Fur-
ther, in some embodiments, the first client device also stores
the security code in a local memory.

[0038] Further, in some embodiments, the first client device
generates an integrity check data item according to the first
user identifier, the security code and the resource identifier of
the first user, and includes the integrity check data item in the
authorization request message. The server uses the integrity
check data item to authenticate the first user identifier, the
security code and the resource identifier.

[0039] The server receives (202) the authorization request
message sent by the first client device. The server then asso-
ciates and stores the user identifier, the security code and the
resource identifier first all associated with the first user in a
user information database. After storing the information asso-
ciated with the first user, the server sends an authorization
approval message which authorizes the first client device to
implement an offline transaction.

[0040] Specifically, the server receives an authorization
request message sent by the first client device, and obtains an
encrypted first user identifier, an encrypted security code and
an encrypted resource identifier included in the authorization
request message. The server decrypts the encrypted first user
identifier, security code and resource identifier, stores such
information locally in a database, and sends the authorization
approval message to the first client device.

[0041] Ina specific example, the server receives the autho-
rization request message sent by the mobile phone and
decrypts the encrypted first user identifier (e.g., “IM1”), the
security code (e.g., “Mhn”) and the resource identifier (e.g.,
“C1”) of the first user carried by the authorization request
message according to a predetermined decryption method.
Then, the server stores these information items ina table (e.g.,
Table 1) of a user information database, and sends an autho-
rization approval message to the mobile phone to authorize
the mobile phone to implement an offline transaction with a

third party.

TABLE 1

A User Information Table

User identifier Security code Resource identifier

M1 Mhn C1

[0042] Further, in some embodiments, the server also
obtains a first integrity item at a first predetermined position
of the first user identifier, a second integrity item from a
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second predetermined position of the security code, and a
third integrity item from a third predetermined position of the
resource identifier according to a predetermined integrity
check method defined for checking integrity of data commu-
nicated between the server and the first client device. The first,
second and third integrity items are thereby combined to form
a comprehensive integrity check data item according to the
predetermined integrity check method. After generating the
comprehensive integrity check data item, the server compares
the comprehensive integrity check data item with the integrity
check data item received from the first client device in the
authorization request message. If the two integrity check data
items are consistent, the server stores the first user identifier,
the security code and the resource identifier in the user infor-
mation database, and sends the authorization approval to the
first client device. Alternatively, if the two integrity check
data items are not consistent, the server sends an authoriza-
tion failure message that informs the first client device that the
first client device is not authorized to conduct an offline
transaction because of the failure in verifying the integrity
check.

[0043] The first client device receives (203) the authoriza-
tion approval message sent by the server and stores the autho-
rization approval to prove that the first client device is autho-
rized to implement offline transaction by the server. In a
specific example, the first client device includes a mobile
phone. The mobile phone receives the authorization approval
message sent by the server and stores the authorization
approval to prove that the mobile device is authorized to
implement offline transaction by the server.

[0044] Then, the first client device stores the authorization
approval carried by the authorization approval message in a
local memory. When the first user uses the first client device
to process the resource information (e.g., financial account
information) of the first user and the second user, and when
the network condition is poor, the above authorization pro-
cess does not need to be performed to authorize the first
device for the purpose of implementing the corresponding
secure transaction.

[0045] After receiving the authorization approval message
from the server and storing the authorization approval in its
local memory, the first user uses the first client device to
process resource information according to the following
operations (e.g., operations 204-207).

[0046] Insome embodiments, the first client device gener-
ates (204) a graphic code to include information concerning
the first user identifier and the security code associated with
the first user. Prior to generating the graphic code, the first
client device determines whether the authorization approval
exists in its local memory. If no authorization approval is
detected, above operations 201-203 are performed to allow
the server to authorize the first client device. Alternatively, if
the authorization approval is detected in the local memory, the
first client device generates the graphic code. More specifi-
cally, the first client device obtains the first user identifier of
the first user, and obtains the stored security code from its
local memory. Then, the first client device encrypts the first
user identifier and the security code with a predetermined
encryption method. After encryption, the first client device
generates a graphic code that includes the encrypted first user
identifier and the encrypted security code.

[0047] In a specific example, the mobile phone obtains the
first user identifier “IM1” of first user Buyerl, and obtains the
stored security code “Mhn” from the local memory. Then, the
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mobile phone encrypts the first user identifier “IM1” and the
security code “Mhn” with the predetermined encryption
method, and generates a graphic code by combining the
encrypted first user identifier “IM1” and security code “Mhn”
according the predetermined graphic code generation
method. Therefore, the graphic code includes information of
the encrypted first user identifier “IM1” and the encrypted
security code “Mhn.”

[0048] The second client device scans (205) the graphic
code displayed on the first client device to obtain the infor-
mation contained in the graphic code and sends a transaction
request message that includes both order information and the
information contained in the graphic code to the server. Spe-
cifically, the second client device scans the graphic code on
the first client device, and parses the graphic code with a
predetermined graphic code parsing method to obtain the
encrypted first user identifier and the encrypted security code
encoded in the graphic code.

[0049] Here, the second client device is owned by a second
user. The second client device is communicatively coupled to
one or more communication networks, and stores a second
user identifier that identifies the second user. The order infor-
mation includes the second user identifier, and optionally,
second resource information associated the second user.
Optionally, the second resource information includes infor-
mation of a bank or credit account, and is provided by the
second user prior to or during the course of the present trans-
action. Then, the second client device sends a transaction
request message including the order information, the
encrypted first user identifier, and the encrypted security code
to the server.

[0050] Optionally, the second client device includes a
financial transaction machine, such as a POS machine.
Optionally, the order information includes order details con-
cerning the purchase order, e.g., types, quantities, and prices
of goods that are included in the purchase order.

[0051] In some embodiments, when the second client
machine include a POS machine, the POS machine scans the
graphic code on the mobile phone, parses the graphic code in
accordance with a predetermined graphic code parsing
method, and thereby obtains information included in the
graphic code (e.g., the first device identifier and the security
code). The POS machine obtains the order information,
including the second user identifier (e.g., L1) of the second
user that has been stored in a local memory, the order details
concerning the purchase order, and optionally the second
resource information associated with the second user. The
POS machine is communicatively coupled to one or more
communication networks, and therefore, sends to the server
the transaction request message including the order informa-
tion and the information included in the graphic code.
[0052] The server receives the transaction request message
(206) from the second client device. The server obtains the
first and second user identifiers from the transaction request
message. In accordance with the first and second user identi-
fiers, the server then retrieves first and second resource infor-
mation corresponding to the first and second user identifiers
from a user information database, respectively.

[0053] Specifically, the server receives the transaction
request message sent by the second client device and decrypts
the information included in the graphic code carried by the
transaction request message to obtain the first user identifier
and the security code. Then the server obtains a resource
identifier of the first user from the user information database,
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and obtains the first resource information according to the
resource identifier of the first user. Then, the server also
obtains the resource identifier of the second user from the user
information database according to the second user identifier
in the transaction request message. In accordance with the
resource identifier of the second user, the server obtains the
second resource information of the second user.

[0054] In a specific example, the server receives the trans-
action request message sent by the POS machine and decrypts
the information included in the graphic code carried by the
transaction request message according to the graphic code
generation method. Thus, the server obtains the first user
identifier “IM1” and the security code “Mhn.” The server
obtains the resource identifier C1 of first user Buyerl from a
table the user information database as shown in table 1
according to the first user identifier “IM1” and the security
code “Mhn.”Then, the server obtains the first resource infor-
mation of first user Buyerl according to the resource identi-
fier C1 of first user Buyerl. Further, the server obtains the
resource identifier S1 of the second user from the user infor-
mation database as shown in table 2 according to the second
user identifier L1 in the transaction request message. The
server obtains the second resource information of the second
user according to the resource identifier S1.

TABLE 2

A User Information Table

Second user identifier Resource identifier

L1 S1

[0055] The server processes (207) the resource information
of both the first user and the second user according to the
order information in the transaction request message.

[0056] Specifically, in some embodiments, the server
reduces account balance of a first financial account associated
with the first resource information according to the order
information, and adds the reduced account balance to a sec-
ond financial account associated with the second resource
information. As such, the first user pays for the purchase order
from his or her financial account to the financial account
owned by the second user.

[0057] Alternatively, in some embodiments, the server
reduces the account balance from the second financial
account associated with the second resource information
according to the order information, and adds the reduced
account balance to the first financial account associated with
the first resource information. As such, the second user pays
for the purchase order from his or her financial account to the
financial account owned by the first user.

[0058] After processing the first resource information of
the first user and the second user, the server sends a transac-
tion approval (e.g., a second transaction approval) to approve
this specific transaction between the first and second client
devices.

[0059] Ina specific example, the server reduces an amount
of $100 from the account balance of the first account owned
by the first user according to the order information provided
by the second client device, and adds the amount of $100 to
the account balance of the second account owned by the
second user.
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[0060] In various embodiments of the application, the first
client device generates the graphic code according to the first
user identifier and the security code associated with the first
user. The security code is generated according to the first user
identifier and a client device identifier of the first client
device. The graphic code includes the first user identifier and
the security code. The second client device scans the graphic
code to obtain the first user identifier and the security code,
and sends order information with the first user identifier and
the security codeto the server. The order information includes
at least order details of a purchase order and the second user
identifier of the second user. The server obtains the first
resource information of the first user according to the first
user identifier and the security code, obtains the second
resource information of the second user according to the
second user identifier, and processes the first resource infor-
mation of the first user and the second user according to the
order information.

[0061] The first client device generates the graphic code
independently of whether it has a high quality connection
with a secure communication network. Even when the secure
communication network is not available, the second client
device obtains the information included in the graphic code,
and sends the order information, the first user identifier and
the security code graphic code to the server through its own
connection to the network. As such, the server is enabled to
process the user resource information independently of
whether the first client device is communicatively coupled to
any secure communication network. Thus, when the network
condition is poor and the first client device has no or limited
network connection, the transaction (e.g., the purchase order)
can still be processed via the second client device’s secure
network connections.

[0062] FIG. 3 is a flow chart of another exemplary method
300 for facilitating secure offline transactions in accordance
with some embodiments. In some situations, the first client
device needs to process a transaction based on the resource
information associated with both the first and second users.
However, the network condition is so poor that the first client
device cannot connect to a communication network to imple-
ment the transaction in a secure manner. Method 300 is
applied to implement the transaction for the first client device
that has no or limited access to a secure communication
network.

[0063] Steps 301-303 of method 300 are identical to steps
201-203 of method 200, respectively. For brevity, the details
of each operation in steps 301-303 are not repeated here.

[0064] After receiving an authorization approval from the
server, the first client device generates (304) a graphic code
including information concerning the first user identifier and
the security code. Prior to generating the graphic code, the
first client device determines whether the authorization
approval exists in its local memory. If no authorization
approval is detected, above operations 301-303 are performed
to allow the server to authorize the first client device. Alter-
natively, if the authorization approval is detected in its local
memory, the first client device generates the graphic code.
More specifically, the first client device obtains the first user
identifier of the first user, and obtains the stored security code
from its local memory. Then, the first client device encrypts
the first user identifier and the security code with a predeter-
mined encryption method. After encryption, the first client
device generates a graphic code that includes the encrypted
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first user identifier and the encrypted security code according
to a predetermined graphic code generation method.

[0065] In a specific example, the mobile phone obtains the
first user identifier “IM1” of first user Buyerl, and obtains the
stored security code “Mhn” from the local memory. Then, the
mobile phone encrypts the first user identifier “IM1” and the
security code “Mhn” with the predetermined encryption
method, and generates a graphic code by combining the
encrypted first user identifier “IM1” and security code “Mhn”
according the predetermined graphic code generation
method. Therefore, the graphic code includes information of
the encrypted first user identifier “IM1” and the encrypted
security code “Mhn.”

[0066] The second client device obtains (305) the order
information including at least the order details and the second
user identifier of the second user from an application platform
implemented on the second client device. In some embodi-
ments, the second client device receives a user input of an
order identifier from the second user of the second client
device. The second client device is coupled to a communica-
tion network, and sends an information request message that
includes the order identifier to an application server that man-
ages the application platform implemented on the second
client device. Then, the application server receives the infor-
mation request message, obtains corresponding order infor-
mation from an order information database, and provides the
order information to the second client device. The order infor-
mation includes order details and a second user identifier, and
the order details include types, quantities, and prices of goods
that are included in a purchase order associated with the order
identifier.

[0067] In some embodiments, when the second client
machine include a POS machine owned by a merchant. The
POS machine receives order identifier “Orderl” inputted by
the owner of the POS machine (i.e., the second user and the
merchant). The POS machine is communicatively coupled to
one or more communication networks, and sends the infor-
mation request message including order identifier “Order1”
to an application server that manages the application platform
implemented on the second client device. Then, the server
receives the information request message, obtains corre-
sponding order information from its order information data-
base as shown in table 3 according to order identifier
“Orderl.” The order information comprises the order details
100 and the second user identifier L1 of the second user
Sellerl, and sends the order information to the POS machine.

TABLE 3

A Table in an Order Information Database Stored in an Application Server

Order information

Second user

Order identifier Order details identifier

“Orderl” 100 L1

[0068] The second client device scans (306) the graphic
code displayed on the first client device to obtain the infor-
mation contained in the graphic code. Specifically, the second
client device scans the graphic code on the first client device,
and parses the graphic code with a predetermined graphic
code parsing method to obtain the encrypted first user iden-
tifier and the encrypted security code encoded in the graphic
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code. In some embodiments, a POS machine scans the
graphic code displayed on a mobile phone and parses the
graphic code by the predetermined graphic code parsing
method to obtain the encrypted first user identifier and the
encrypted security code included in the graphic code.

[0069] The second client device sends (307) a transaction
request message that includes both the order information and
the information contained in the graphic code to the server.
The second client device is communicatively coupled to one
or more communication networks, and sends these informa-
tion items via one of the one or more communication net-
works. In a specific example, a POS machine is communica-
tively coupled to a secure communication network, and sends
the transaction request message which carries the order infor-
mation, the encrypted first user identifier and the encrypted
security code to the server.

[0070] The server receives (308) the transaction request
message from the second client device, obtains the first
resource information of the first user according to the first
user identifier and the security code, and obtains the second
resource information of the second user according to the
second user identifier.

[0071] Specifically, the server receives the transaction
request message sent by the second client device and decrypts
the information included in the graphic code carried by the
transaction request message to obtain the first user identifier
and the security code. Then the server obtains a resource
identifier of the first user from the user information database,
and obtains the first resource information according to the
resource identifier of the first user. Then, the server also
obtains the resource identifier of the second user from the user
information database according to the second user identifier
in the transaction request message. In accordance with the
resource identifier of the second user, the server obtains the
second resource information of the second user.

[0072] In a specific example, the server receives the trans-
action request message sent by the POS machine and decrypts
the information included in the graphic code carried by the
transaction request message according to the graphic code
generation method. Thus, the server obtains the first user
identifier “IM1” and the security code “Mhn.” The server
obtains the resource identifier C1 of first user Buyerl from a
table the user information database as shown in table 1
according to the first user identifier “IM1” and the security
code “Mhn.”Then, the server obtains the first resource infor-
mation of first user Buyerl according to the resource identi-
fier C1 of first user Buyerl. Further, the server obtains the
resource identifier S1 of the second user Seller 1 from the user
information database as shown in table 2 according to the
second user identifier L1 in the transaction request message.
The server obtains the second resource information of second
user Sellerl according to the resource identifier S1.

[0073] The server processes (309) the resource information
of both the first user and the second user according to the
order information in the transaction request message.

[0074] Specifically, in some embodiments, the server
reduces account balance of a first financial account associated
with the first resource information according to the order
information, and adds the reduced account balance to a sec-
ond financial account associated with the second resource
information. As such, the first user pays for the purchase order
from his or her financial account to the financial account
owned by the second user.
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[0075] After processing the first resource information of
the first user and the second user, the server sends a transac-
tion approval (e.g., a second transaction approval) to approve
this specific transaction between the first and second client
devices.

[0076] Ina specific example, the server reduces an amount
of $100 from the account balance of the first account owned
by the first user according to the order information provided
by the second client device, and adds the amount of $100 to
the account balance of the second account owned by the
second user.

[0077] Invarious embodiments of the application, the first
client device generates the graphic code according to the first
user identifier and the security code associated with the first
user. The security code is generated according to the first user
identifier and a client device identifier of the first client
device. The graphic code includes the first user identifier and
the security code. The second client device scans the graphic
code to obtain the first user identifier and the security code,
and sends order information with the first user identifier and
the security codeto the server. The order information includes
at least order details of a purchase order and the second user
identifier of the second user. The server obtains the first
resource information of the first user according to the first
user identifier and the security code, obtains the second
resource information of the second user according to the
second user identifier, and processes the first resource infor-
mation of the first user and the second user according to the
order information.

[0078] The first client device generates the graphic code
independently of whether it has a high quality connection
with a secure communication network. Even when the secure
communication network is not available, the second client
device obtains the information included in the graphic code,
and sends the order information, the first user identifier and
the security code graphic code to the server through its own
connection to the network. As such, the server is enabled to
process the user resource information independently of
whether the first client device is communicatively coupled to
any secure communication network. Thus, when the network
condition is poor and the first client device has no or limited
network connection, the transaction (e.g., the purchase order)
can still be processed via the second client device’s secure
network connections.

[0079] FIG. 4 is a block diagram of an exemplary offline
transaction system 400 for facilitating secure offline transac-
tions in accordance with some embodiments. Offline trans-
action system 400 includes a first client device 401, a second
client device 402 and a server 403. First client device 401 is
configured to generate a graphic code according to a first user
identifier and a security code both associated with a first user.
The security code is further generated according to the first
user identifier and a device identifier associated with first
client device 401. Thus, the graphic code includes the first
user identifier and the security code.

[0080] Second client device 402 is configured to scan the
graphic code to obtain the first user identifier and the security
code, and send order information with the first user identifier
and the security code to server 403. The order information
includes at least order details concerning a purchase request
and a second user identifier associated with a second user of
second client device 402.

[0081] Server 403 is configured to obtain first resource
information of the first user according to the first user identi-
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fier and the security code, obtain second resource information
of'the second user according to the second user identifier, and
process the resource information of the first user and the
second user according to the order details.

[0082] In some embodiments, server 403 is configured to
obtain the resource identifier of the first user from a user
information database according to the first user identifier and
the security code, and thereby the first resource information
of'the first user according to the resource identifier of the first
user.

[0083] Further, in some embodiments, first client device
401 is also configured to generate the security code according
to the first user identifier and the device identifier of first client
device, and sends the first user identifier, the security code and
the resource identifier of the first user to the server.

[0084] Server 403 is configured to store the first user iden-
tifier, the security code and the resource identifier of the first
user in the user information database.

[0085] Further, first client device 401 is also configured to
store the security code in a local memory.

[0086] Server 403 is also configured to reduce account
balance of a first financial account associated with the first
resource information according to the order information, and
add the reduced account balance to a second financial account
associated with the second resource information.

[0087] In various embodiments of the application, the first
client device generates the graphic code according to the first
user identifier and the security code associated with the first
user. The security code is generated according to the first user
identifier and a client device identifier of the first client
device. The graphic code includes the first user identifier and
the security code. The second client device scans the graphic
code to obtain the first user identifier and the security code,
and sends order information with the first user identifier and
the security codeto the server. The order information includes
at least order details of a purchase order and the second user
identifier of the second user. The server obtains the first
resource information of the first user according to the first
user identifier and the security code, obtains the second
resource information of the second user according to the
second user identifier, and processes the first resource infor-
mation of the first user and the second user according to the
order information.

[0088] The first client device generates the graphic code
independently of whether it has a high quality connection
with a secure communication network. Even when the secure
communication network is not available, the second client
device obtains the information included in the graphic code,
and sends the order information, the first user identifier and
the security code graphic code to the server through its own
connection to the network. As such, the server is enabled to
process the user resource information independently of
whether the first client device is communicatively coupled to
any secure communication network. Thus, when the network
condition is poor and the first client device has no or limited
network connection, the transaction (e.g., the purchase order)
can still be processed via the second client device’s secure
network connections.

[0089] FIG. 5 is an exemplary offline transaction process
500 in which information is exchanged among a server sys-
tem 10 and two client devices 20 and 30 in accordance with
some embodiments. In some situations, one of the two client
devices (e.g., a first client device 20) has no or limited con-
nection to a secure communication network. However, the
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secure transaction could still be implemented via communi-
cation between a server and the other one of the two client
device (e.g., a second client device 30), if information asso-
ciated with first client device 20 is provided to the server
before it loses the connection to the secure communication
network.

[0090] Prior to any offline transaction, first client device 20
sends an authorization request to server 30 to ask for an
authorization to get involved in an offline transaction when no
secure network can be identified. The authorization request
includes a first user identifier, first financial account informa-
tion, and a security code. The first user identifier identifies a
first user of first client device 20, and the first financial
account information is associated with a first financial
account owned by the first user. In some embodiments, the
security code includes part of the first user identifier and part
of a device identifier that identifies first client device 20, such
that when the server receives the security code, it could verify
that the security code comes from a user account on first client
device 20 associated with the first user.

[0091] In some embodiments, the authorization request
further includes an integrity check data item, and the integrity
check data item is generated by first client device 20 from the
user identifier, the first financial account information and the
secure code according to a predetermined data integrity check
method. After verifying the integrity check data item accord-
ing to the predetermined data integrity check method, server
10 returns a first transaction approval to first client device 20,
and stores the first user identifier, first financial account infor-
mation, and the security code in a user information database.
On the side of first client device 20, it is authorized by server
10 to get involved in an offline transaction from this moment
on, even when it has no or limited access to secure commu-
nication networks. Optionally, server 10 allows first client
device 20 to get involved in offline\transactions for a prede-
termined duration of time (e.g., the next 60 days) or till server
10 receives another notice from the first user to stop any more
offline transaction.

[0092] In a subsequent offline transaction, first client
device 20 encrypts the first user identifier and the security
code in a graphic code. Here, the first financial account infor-
mation is limited in first client device 20 and server 10, and
not encoded for transmission to any other client devices. First
client device 20 then provides the encrypted graphic code to
a second client device 30. Second client device 30 obtains
information concerning the first user identifier and the secu-
rity code from the encrypted graphic code, and generates a
transaction request. This transaction request includes the
information concerning the first user identifier and the secu-
rity code, a second user identifier, and order information. The
second user identifier identifies a second user of second client
device 30. The order information includes information con-
cerning a purchase order between the first and second users.
In some embodiments, the order information includes one or
more of types, quantities, and prices of goods that are
included in the purchase order.

[0093] Upon receiving the transaction request, server 10
verifies the first user identifier and the security code according
to user identifiers and corresponding security codes that are
stored in the user information database of server 10. Server 10
then identifies financial account information for the first and
second users of the first and second client devices, respec-
tively, and enables the secure transaction between these two
users by sending a second transaction approval to the second
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client device. When second client device 30 receives the
second transaction approval, and authorizes the second user
to complete the purchase order by providing goods or service
to the user of the first client machine.

[0094] In some embodiments, second client device 30
includes a POS machine owned by the second user, and the
second user is hereby a merchant of the goods involved in the
purchase order. Stated another way, second client device 30 is
a POS machine owned by a merchant.

[0095] Insomeembodiments, first client device 20 includes
a mobile device owned by the first user, and the first user is
hereby a customer of the goods involved in the purchase
order. Stated another way, first client device 20 is a client
device owned by a customer.

[0096] In various embodiment of the present application,
communications between server 10 and first client device 20
or between server 10 and second client device 30 are enabled
by communication network(s) 40. Communication networks
40 can be one or more networks having one or more type of
topologies, including but not limited to the Internet, intranets,
local area networks (LANs), cellular networks, Ethernet,
Storage Area Networks (SANs), telephone networks, Blue-
tooth personal area networks (PAN) and the like. First client
device 20 initiates the offline transaction process 500, when
communication networks 40 are disabled, lost or substan-
tially weakened between server 10 and first client device 20.
[0097] FIGS. 6A and 6B illustrate a flow chart of an alter-
native exemplary method 600 for facilitating secure offline
transactions in accordance with some embodiments. Each of
methods 200, 300 and 400 is, optionally, governed by instruc-
tions that are stored in a non-transitory computer readable
storage medium and that are executed by one or more proces-
sors of a server system. Each of the operations shown in FIGS.
2-4 may correspond to instructions stored in a computer
memory or non-transitory computer readable storage
medium. The computer readable storage medium may
include a magnetic or optical disk storage device, solid state
storage devices such as Flash memory, or other non-volatile
memory device or devices. The instructions stored on the
computer readable storage medium may include one or more
of: source code, assembly language code, object code, or
other instruction format that is interpreted by one or more
processors. Some operations in each of methods 200, 300 and
400 may be combined and/or the order of some operations
may be changed.

[0098] Method 600 is implemented at a server system to
facilitate secure offline transactions. The server system
receives (602), from a client device, an authorization request
that includes a user identifier, first financial account informa-
tion and a secure code. The first financial account information
is associated with a first financial account owned by a user
who uses the client device and is identified by the user iden-
tifier, and the secure code is used for verifying both the user
and the client device.

[0099] The server system authenticates (604) the authori-
zation request according to a predetermined data integrity
check method, stores (606) the user identifier, the first finan-
cial account information and the secure code in the memory
of the server, and sends (608) a first transaction approval to
the client device. In some embodiments, the security code
includes at least part of the user identifier and part of a device
identifier associated with the client device.

[0100] In some embodiments, the authorization request
further includes an integrity check data item, and the integrity
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check data item is generated by the client device from the user
identifier, the first financial account information and the
secure code according to the predetermined data integrity
check method.

[0101] After storing the information associated with the
user and sending the first transaction approval, the server
system facilitates (610) a secure transaction between the cli-
ent device and a POS machine while the client device is
offline. Specifically, the server system receives (610A), from
the POS machine, a transaction request that includes the user
identifier, the security code, a merchant identifier associated
with a merchant who uses the POS machine, and order infor-
mation associated with a purchase order. The POS machine
obtains from the client device an encrypted graphic code that
is associated with the user identifier and the security code. In
some embodiments, the order information includes types,
quantities, and prices of goods that are included in the pur-
chase order placed with the merchant by the user of the client
device.

[0102] Inaccordance withthe first transaction approval, the
server system retrieves (610B and 610C) the first financial
account information from the memory according to the user
identifier and the security code, and second financial account
information from the memory according to the merchant
identifier. The second financial account information is asso-
ciated with a second financial account owned by the mer-
chant. The server system then performs (610D) a transaction
operation associated with the order information between the
first and second financial accounts, and sends (610E) a second
transaction approval to the POS machine.

[0103] In some embodiments, the encrypted graphic code
includes a two-dimensional bar code, and the client device is
configured to encode the user identifier and the security code
to the two-dimensional bar code after receiving the first trans-
action approval. The POS machine obtains the user identifier
and the security code from the client device by scanning the
two-dimensional bar code. Further, in some embodiments,
the server receives the user identifier and the security code in
a format of the two-dimensional bar code, and decodes the
two-dimensional bar code to obtain the user identifier and the
security code associated with the client device.

[0104] In some embodiments, the POS machine receives
the second transaction approval, and authorizes an agent of
the merchant to complete the purchase order by providing
goods or service to the user of the client machine. In some
embodiments, the POS machine is configured to provide vir-
tual goods to the user of the client device.

[0105] Insomeembodiments, the serverreceives the autho-
rization request from and sends the first transaction approval
to the client device in an encrypted format. Also, in some
embodiments, the server receives the transaction request
from and sends the second transaction approval to the POS
machine in an encrypted format.

[0106] In some embodiments, each of the first and second
financial account information includes at least one of an
account number, an account holder’s name, a financial entity
name and an account authorization code.

[0107] In some embodiments, each of the first or second
financial account is a bank account or a credit card account,
and the server enables payment for the purchase order by
requesting a monetary transfer from the first financial account
of the user to the second financial account of the merchant.
[0108] It should be understood that the particular order in
which the operations in each of FIGS. 2-4 have been
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described are merely exemplary and are not intended to indi-
cate that the described order is the only order in which the
operations could be performed. One of ordinary skill in the art
would recognize various ways to facilitate offline transac-
tions as described herein. Additionally, it should be noted that
details of other processes described herein with respect to one
of methods 200, 300 and 400 are also applicable in an analo-
gous manner to the other two methods of methods 200, 300
and 400.

[0109] Alternatively, in some implementations not illus-
trated in FIGS. 6A and 6B, a POS machine owned by a
merchant has no or limited access to a secure communication
network. A server receives, from a POS machine, an autho-
rization request that includes a merchant identifier, first finan-
cial account information and a secure code. The first financial
account information is associated with a first financial
account owned by a merchant who uses the POS machine and
is identified by the merchant identifier, and the secure code is
used for verifying both the merchant and the POS machine.
The server authenticates the authorization request according
to a predetermined data integrity check method, storing the
merchant identifier, the first financial account information
and the secure code in the memory of the server and sending
a first transaction approval to the POS machine. The server
facilitates a secure transaction between the POS machine and
aclient device while the POS machine is offline, by receiving,
from the client device, a transaction request that includes the
merchant identifier, the security code, a user identifier asso-
ciated with a user who uses the client device, and order
information associated with a purchase order. The POS
machine obtains from the client device an encrypted graphic
code that is associated with the merchant identifier and the
security code.

[0110] Further, to facilitate the offline transaction, the
server (1) retrieve the first financial account information from
the memory according to the merchant identifier and the
security code, (2) retrieving second financial account infor-
mation from the memory according to the user identifier,
wherein the second financial account information is associ-
ated with a second financial account owned by the user, (3)
performing a transaction operation associated with the order
information between the first and second financial accounts,
and (4) sending a second transaction approval to the client
device.

[0111] FIG. 7 is a block diagram of a server system 10 that
is configured to facilitate secure offline transactions in accor-
dance with some embodiments.

[0112] In some implementations, server system 10 at least
includes one or more processors 710 (e.g., central processing
units) and a memory 720 for storing data, programs and
instructions for execution by one or more processors 710. In
some implementations, server system 10 further includes one
or more communication interfaces 730, an input/output (/O)
interface 740, and one or more communication buses 750 that
interconnect these components.

[0113] Insomeembodiments, I/O interface 740 includes an
input unit 742 and a display unit 744. Examples of input unit
742 include a keyboard, a mouse, a touch pad, a game con-
troller, a function key, a trackball, a joystick, a microphone, a
camera and the like. Additionally, display unit 744 displays
information that is inputted by the user or provided to the user
for review. Examples of display unit 744 include, but are not
limited to, a liquid crystal display (LCD) and an organic
light-emitting diode (OLED) display. In some implementa-
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tions, input unit 742 and display unit 744 are integrated on a
touch-sensitive display that displays a graphical user inter-
face (GUI).

[0114] In some embodiments, communication buses 530
include circuitry (sometimes called a chipset) that intercon-
nects and controls communications between system compo-
nents. In some embodiments, communication interfaces 730
further include a receiver 732 and a transmitter 734.

[0115] In some embodiments, memory 720 includes high-
speed random access memory, such as DRAM, SRAM, DDR
RAM or other random access solid state memory devices; and
optionally includes non-volatile memory, such as one or more
magnetic disk storage devices, optical disk storage devices,
flash memory devices, or other non-volatile solid state stor-
age devices. In some embodiments, memory 720 includes one
or more storage devices remotely located from the one or
more processors 710. In some embodiments, memory 720, or
alternatively the non-volatile memory device(s) within
memory 720, includes a non-transitory computer readable
storage medium.

[0116] Insomeembodiments, memory 720 or alternatively
the non-transitory computer readable storage medium of
memory 720 stores the following programs, modules and data
structures, instructions, or a subset thereof:

[0117] Operating System 701 that includes procedures
for handling various basic system services and for per-
forming hardware dependent tasks;

[0118] I/O interface module 702 that includes proce-
dures for handling various basic input and output func-
tions through one or more input and output devices,
wherein I/O interface module 702 further includes an
interface display module that controls displaying of a
graphical user interface;

[0119] Communication module 703 that is used for con-
necting server system 10 to other computational devices
(e.g., servers and client devices), via one or more net-
work communication interfaces 750 (wired or wireless)
and one or more communication networks, such as the
Internet, other wide area networks, local area networks,
metropolitan area networks, and so on;

[0120] Offline transaction module 704 that receives
information associated with a first user prior to a trans-
action, and uses such information to facilitate secure
transactions between this first user and a second user
later when the first user has no or limited access to a
secure communication network; and

[0121] User information database 705 that stores infor-
mation associated with a plurality of users, such as user
identifiers 7052 and 7062, security codes 7056 and
financial account information 7054 and 7064, wherein a
respective user of the plurality of users is optionally a
customer or a merchant, and the information associated
with the plurality of users are organized in one or more
tables.

[0122] More details on functions of offline transaction
module 704 are explained above with reference to FIGS. 1-6.
[0123] While particular embodiments are described above,
it will be understood it is not intended to limit the invention to
these particular embodiments. On the contrary, the invention
includes alternatives, modifications and equivalents that are
within the spirit and scope of the appended claims. Numerous
specific details are set forth in order to provide a thorough
understanding of the subject matter presented herein. But it
will be apparent to one of ordinary skill in the art that the
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subject matter may be practiced without these specific details.
In other instances, well-known methods, procedures, compo-
nents, and circuits have not been described in detail so as not
to unnecessarily obscure aspects of the embodiments.
[0124] Although the terms first, second, etc. may be used
herein to describe various elements, these elements should
not be limited by these terms. These terms are only used to
distinguish one element from another. In a specific example,
first ranking criteria could be termed second ranking criteria,
and, similarly, second ranking criteria could be termed first
ranking criteria, without departing from the scope of the
present application. First ranking criteria and second ranking
criteria are both ranking criteria, but they are not the same
ranking criteria.

[0125] The terminology used in the description of the
invention herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the
invention. As used in the description of the invention and the
appended claims, the singular forms “a,” “an,” and “the” are
intended to include the plural forms as well, unless the con-
text clearly indicates otherwise. [t will also be understood that
the term “and/or” as used herein refers to and encompasses
any and all possible combinations of one or more of the
associated listed items. It will be further understood that the
terms “includes,” “including,” “comprises,” and/or “compris-
ing,” when used in this specification, specify the presence of
stated features, operations, elements, and/or components, but
do not preclude the presence or addition of one or more other
features, operations, elements, components, and/or groups
thereof.

[0126] As used herein, the term “if” may be construed to
mean “when” or “upon” or “in response to determining” or
“in accordance with a determination” or “in response to
detecting,” that a stated condition precedent is true, depend-
ing on the context. Similarly, the phrase “if it is determined
[that a stated condition precedent is true|” or “if [a stated
condition precedent is true]” or “when [a stated condition
precedent is true]” may be construed to mean “upon deter-
mining” or “in response to determining” or “in accordance
with a determination” or “upon detecting” or “in response to
detecting” that the stated condition precedent is true, depend-
ing on the context.

[0127] Although some of the various drawings illustrate a
number of logical stages in a particular order, stages that are
not order dependent may be reordered and other stages may
be combined or broken out. While some reordering or other
groupings are specifically mentioned, others will be obvious
to those of ordinary skill in the art and so do not present an
exhaustive list of alternatives. Moreover, it should be recog-
nized that the stages could be implemented in hardware,
firmware, software or any combination thereof.

[0128] The foregoing description, for purpose of explana-
tion, has been described with reference to specific implemen-
tations. However, the illustrative discussions above are not
intended to be exhaustive or to limit the invention to the
precise forms disclosed. Many modifications and variations
are possible in view of the above teachings. The implemen-
tations were chosen and described in order to best explain
principles of the invention and its practical applications, to
thereby enable others skilled in the art to best utilize the
invention and various implementations with various modifi-
cations as are suited to the particular use contemplated.
Implementations include alternatives, modifications and
equivalents that are within the spirit and scope of the
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appended claims. Numerous specific details are set forth in
order to provide a thorough understanding of the subject
matter presented herein. But it will be apparent to one of
ordinary skill in the art that the subject matter may be prac-
ticed without these specific details. In other instances, well-
known methods, procedures, components, and circuits have
not been described in detail so as not to unnecessarily obscure
aspects of the implementations.

What is claimed is:

1. A method for facilitating secure offline transactions,
comprising:

at a server having one or more processors and memory

storing programs for execution by the processors:
receiving, from a client device, an authorization request
that includes a user identifier, first financial account
information and a secure code, wherein the first finan-
cial account information is associated with a first
financial account owned by a user who uses the client
device and is identified by the user identifier, and the
secure code is used for verifying both the user and the
client device;
authenticating the authorization request according to a
predetermined data integrity check method, storing
the user identifier, the first financial account informa-
tion and the secure code in the memory of the server
and sending a first transaction approval to the client
device;
facilitating a secure transaction between the client
device and a point-of-sale (POS) machine while the
client device is offline, by:
receiving, from the POS machine, a transaction
request that includes the user identifier, the security
code, a merchant identifier associated with a mer-
chant who uses the POS machine, and order infor-
mation associated with a purchase order, wherein
the POS machine obtains from the client device an
encrypted graphic code that is associated with the
user identifier and the security code; and
in accordance with the first transaction approval: (1)
retrieving the first financial account information
from the memory according to the user identifier
and the security code, (2) retrieving second finan-
cial account information from the memory accord-
ing to the merchant identifier, wherein the second
financial account information is associated with a
second financial account owned by the merchant,
(3) performing a transaction operation associated
with the order information between the first and
second financial accounts, and (4) sending a second
transaction approval to the POS machine.

2. The method of claim 1, wherein the encrypted graphic
code includes a two-dimensional bar code, and the client
device is configured to encode the user identifier and the
security code to the two-dimensional bar code after receiving
the first transaction approval, and wherein the POS machine
obtains the user identifier and the security code from the client
device by scanning the two-dimensional bar code.

3. The method of claim 2, wherein the server receives the
user identifier and the security code in a format of the two-
dimensional bar code, and decodes the two-dimensional bar
code to obtain the user identifier and the security code asso-
ciated with the client device.

4. The method of claim 1, wherein the POS machine
receives the second transaction approval, and authorizes an
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agent of the merchant to complete the purchase order by
providing goods or service to the user of the client machine.

5. The method of claim 4, wherein the POS machine is
configured to provide virtual goods to the user of the client
device.

6. The method of claim 1, wherein the server receives the
authorization request from and sends the first transaction
approval to the client device in an encrypted format.

7. The method of claim 1, wherein the server receives the
transaction request from and sends the second transaction
approval to the POS machine in an encrypted format.

8. The method of claim 1, wherein the security code
includes at least part of the user identifier and part of a device
identifier associated with the client device.

9. The method of claim 1, wherein the authorization
request further includes an integrity check data item, and the
integrity check data item is generated by the client device
from the user identifier, the first financial account information
and the secure code according to the predetermined data
integrity check method.

10. The method of claim 1, wherein each of the first and
second financial account information includes at least one of
an account number, an account holder’s name, a financial
entity name and an account authorization code.

11. The method of claim 1, wherein each of the first or
second financial account is a bank account or a credit card
account, and the server enables payment for the purchase
order by requesting a monetary transfer from the first finan-
cial account of the user to the second financial account of the
merchant.

12. The method of claim 1, wherein the order information
includes types, quantities, and prices of goods that are
included in the purchase order placed with the merchant by
the user of the client device.

13. A server, wherein the mobile device includes a first
mobile device, comprising:

one or more processors; and

memory having instructions stored thereon, which when

executed by the one or more processors cause the pro-
cessors to perform operations, comprising:
receiving, from a client device, an authorization request
that includes a user identifier, first financial account
information and a secure code, wherein the first finan-
cial account information is associated with a first
financial account owned by a user who uses the client
device and is identified by the user identifier, and the
secure code is used for verifying both the user and the
client device;
authenticating the authorization request according to a
predetermined data integrity check method, storing
the user identifier, the first financial account informa-
tion and the secure code in the memory of the server
and sending a first transaction approval to the client
device;
facilitating a secure transaction between the client
device and a POS machine while the client device is
offline, by:
receiving, from the POS machine, a transaction
request that includes the user identifier, the security
code, a merchant identifier associated with a mer-
chant who uses the POS machine, and order infor-
mation associated with a purchase order, wherein
the POS machine obtains from the client device an
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encrypted graphic code that is associated with the
user identifier and the security code; and

in accordance with the first transaction approval: (1)
retrieving the first financial account information
from the memory according to the user identifier
and the security code, (2) retrieving second finan-
cial account information from the memory accord-
ing to the merchant identifier, wherein the second
financial account information is associated with a
second financial account owned by the merchant,
(3) performing a transaction operation associated
with the order information between the first and
second financial accounts, and (4) sending a second
transaction approval to the POS machine.

14. The server of claim 13, wherein the encrypted graphic
code includes a two-dimensional bar code, and the client
device is configured to encode the user identifier and the
security code to the two-dimensional bar code after receiving
the first transaction approval, and wherein the POS machine
obtains the user identifier and the security code from the client
device by scanning the two-dimensional bar code.

15. The server of claim 13, wherein the POS machine
receives the second transaction approval, and authorizes an
agent of the merchant to complete the purchase order by
providing goods or service to the user of the client machine.

16. The server of claim 13, wherein the security code
includes at least part of the user identifier and part of a device
identifier associated with the client device.

17. The server of claim 13, wherein the authorization
request further includes an integrity check data item, and the
integrity check data item is generated by the client device
from the user identifier, the first financial account information
and the secure code according to the predetermined data
integrity check method.

18. A non-transitory computer-readable medium, having
instructions stored thereon, which when executed by one or
more processors cause the processors to perform operations
comprising:

receiving, from a client device, an authorization request

that includes a user identifier, first financial account
information and a secure code, wherein the first financial
account information is associated with a first financial
account owned by a user who uses the client device and
is identified by the user identifier, and the secure code is
used for verifying both the user and the client device;
authenticating the authorization request according to a pre-
determined data integrity check method, storing the user
identifier, the first financial account information and the
secure code in the memory of the server and sending a
first transaction approval to the client device;
facilitating a secure transaction between the client device
and a POS machine while the client device is offline, by:
receiving, from the POS machine, a transaction request
that includes the user identifier, the security code, a
merchant identifier associated with a merchant who
uses the POS machine, and order information associ-
ated with a purchase order, wherein the POS machine
obtains from the client device an encrypted graphic
code that is associated with the user identifier and the
security code; and
in accordance with the first transaction approval: (1)
retrieving the first financial account information from
the memory according to the user identifier and the
security code, (2) retrieving second financial account
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information from the memory according to the mer-
chant identifier, wherein the second financial account
information is associated with a second financial
account owned by the merchant, (3) performing a
transaction operation associated with the order infor-
mation between the first and second financial
accounts, and (4) sending a second transaction
approval to the POS machine.

19. The non-transitory computer-readable medium of
claim 18, wherein the first financial account is a bank account
or a credit card account, and the server enables payment for
the purchase order by requesting a monetary transfer from the
first financial account of the user to the second financial
account of the merchant.

20. The non-transitory computer-readable medium of
claim 18, wherein the order information includes types, quan-
tities, and prices of goods that are included in the purchase
order placed with the merchant by the user of the client
device.
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