


















































5 Implementation

The Zap architecture was designed to provide transparent
process migration while minimizing changes to the oper-
ating system by leveraging the loadable kernel module
interface available in many commodity operating sys-
tems. We have implemented a Zap prototype as a Linux
kernel module. Our implementation builds on previous
work of one of the authors on a Linux kernel module
called CRAK [42] that provided a restricted process mi-
gration mechanism but did not support the general pod
abstraction. Our Zap implementation can be dynamically
loaded on a running Linux system to provide Zap func-
tionality without modifying, recompiling, or reinstalling
the Linux kermel. We highlight some key mechanisms
that were used for implementing Zap virtualization and
migration in a kernel module.

Zap virtualization was largely implemented by provid-
ing a mechanism for intercepting system calls to translate
between pod and operating system namespaces. Inter-
cepting a system call within a Linux module is fairly sim-
ple. The module need only replace the appropriate system
call handler pointer in the system call table by a pointer
to the new system call handler. In order to invoke the pre-
vious system call handler, the new handler need only call
the old function pointer. This results in a small amount of
additional overhead due to the extra procedure call. For
simple system calls like getpid, the only extra cost
beyond the procedure call is a hash table lookup for trans-
lation. For more complex system calls like fork, Zap also
needs to allocate pod-specific structures for keeping track
of necessary process state for processes running in a pod.
Note that when pods are running, system calls are also
intercepted for processes running outside of any pod to
check to make sure that those processes are not attempt-
ing to communicate directly with processes in a pod
using local mechanisms.

Our Zap virtualization implementation also uses NFS
for file system virtualization and Linux netfilter for net-
work virtualization. Zap creates the virtual file system of
a pod by mounting various NEFS mount points from a file
server for pods to a staging directory on the local
machine. Zap uses the netfilter system in the Linux 2.4
series kernel, which is a packet filtering and mangling
system [34]. Netfilter instruments the IP protocol stack at
well-defined points during the traversal of the stack by a
packet. It provide hooks that invoke user-registered func-
tions to process the packet at these well-define points.
Zap uses these hooks for source and destination address
translation on both incoming and outgoing network traf-
fic.

Zap migration was implemented by providing mecha-
nisms to read and write kernel state to checkpoint and
restart pods. Since kernel modules run in kernel mode, a
Zap kernel module will have the necessary privileges to

read and write kernel state that must be saved and
restored for checkpointing and restarting pods. However,
locating the process-related data structures that needed to
be saved and restored was more difficult because Linux
does not export all of the kernel structures to kernel mod-
ules. As it turns out, when the Linux kemel is built and
distributed, there is a file called system.map which con-
tains a list of all symbols, both exported and not, and their
locations in the kerngl memory space. Therefore, Zap
simply queries this file to identify the addresses of struc-
tures which contained data to be checkpointed for the
processes, as well as functions which were integral to the
restoration of the processes.

One interesting decision we encountered while devel-
oping Zap’s migration mechanism was whether the ker-
nel structures should be saved in their native format or the
individual elements from the structures saved. We
decided to save the individual elements to enable Zap to
migrate processes across minor version changes of ker-
nels, even if the layout of their structures change slightly.
In order to achieve cross-version migration, Zap must be
able to translate the process and kernel state from the for-
mat provided by the source host to the format required by
the target host. Not only must Zap be able to ensure com-
patibility between the versions, but it must also be capa-
ble of populating the target host with whatever values that
were not provided by the source host. Although we have
successfully used Zap to migrate pods across Linux ker-
nels with minor version differences, a more complete
examination of this issue is the subject of future work.

6 Experimental Results

We present some experimental results using our Linux
Zap prototype on various applications. We conducted our
experiments on a trio of IBM Netfinity 4500R machines,
each with a 933 MHz Intel Pentium-III CPU, 512 MB
RAM, 9.1 GB SCSI HD, and 100 Mbps Ethernet con-
nected to a 3Com Superstack II 3900 switch. One of the
machines was used as an NFS server from which directo-
ries were mounted to construct the virtual file system for
a pod. All of the machines were installed with the RedHat
Linux 7.1 distribution and the Linux 2.4.10 kernel.

Since VMMs have been proposed for migration, we
also performed our experiments with VMware Worksta-
tion 3.2 for Linux with the same RedHat distribution and
Linux kernel running in a VM. This provides a conserva-
tive comparison of our unoptimized prototype against a
tuned commercial product. Unless otherwise indicated,
the VM was configured with raw disk mode, bridged net-
working, and the recommended 384 MB of memory.
While VMware did not allow us to configure the VM
with the same memory size as the host RAM, we ensured
that memory size was not a limitation for our experi-
ments.
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Section 6.1 describes some simple experiments to
measure the cost of Zap virtualization compared with a
vanilla Linux system and VMware. Section 6.2 describes
examples of how pods can be used to provide mobile
thin-client computing sessions and web servers, and mea-
sures the cost of migrating these sessions using Zap ver-
sus VMware.

6.1 Zap Virtualization

To measure the cost of Zap virtualization, we used a
range of micro benchmarks and application benchmarks
to measure both individual system call performance as
well as real application performance. The nine bench-
marks we used are described in Table 2. All of the bench-
marks measure the time it takes to run the respective
benchmark. volano is VolanoMark 2.1.2, an industry stan-
dard Java chat server benchmark configured in accor-
dance with the rules of the Volano Report [4], but reports
the average time per message transferred rather than the
message transfer rate.

Name Description Linux
etoid getpid run in a loop 10000 times, 352 ns
gelp measure average iteration time
shmget | IPC shared memory segment holding an | 42 ps
+shmetl | integer is created and removed
semget | IPC semaphore variable is created and 19 ps
+semctl | removed
fork+ | process forks and waits for child which | 111 ps
exit | calls exit immediately
forks | Process forks and waits for child torun | 1811 ps
C program that prints “hello world” then
execve :
exits
forks | Process forks and waits for child to run | 7963 ps
Jbin/sh /bin/sh to run C program that prints
“hello world” then exits
. _— VolanoMark 2.1.2 using Java 2 Runtime | 219 ps/
Environment SE 1.4.1 mesg
make Linux kernel compile with up to ten 440 s
processes active at one time
Netscape browser downloads Java- 16s
apache | script-controlled sequence of 54 web
pages from Apache 2.0.35 web server

Table 2: Application benchmarks

To obtain accurate measurements, we rebooted the sys-
tems between measurements and directly used the TSC
register [3] available on Pentium CPUs to record times-
tamps at the significant measurement events. The average
cost of each timestamp was 32 ns. The files for these
benchmarks were stored on the NFS server for all of our
experiments to provide a consistent comparison. We mea-
sured the performance of these benchmarks on four dif-

ferent Linux 2.4.10 system configurations:

¢ Linux - benchmarks are run on a vanilla Linux system
to measure baseline system performance.

* "VMware - benchmarks are run on vanilla Linux (guest
OS) inside a VM on a vanilla Linux system to measure
performance using a VM.

» With Pod - benchmarks are run on a Linux system with
Zap installed and a pod created to measure perfor-
mance on the host outside of a pod.

¢ Inside Pod - benchmarks are run in a pod on a Linux
system with Zap installed to measure performance
inside of a pod.

Table 2 shows the results of running the nine bench-
marks on the vanilla Linux system. Figure 1 shows the
results of running the benchmarks on the other three sys-
tem configurations, the results normalized to the vanilla
Linux system with the value one representing the normal-
ized vanilla Linux results. Since all benchmarks measure
the time to run the benchmark, a small number is better
for all benchmark results in Figure 1.

3 —r \ T T v T T T
VMware
“with pod

Normalized performance
(4,1
|

= = =t = o
T 43 3 E 2 5 g2 g 2
= [l QE L0 O B < © S
@ =3 =] (s} Sg OoF¢ = £ &
<} ES EZ - =x <5 2 a
£ @ ) = <
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Figure 1: Virtualization cost

The results in Figure 1 show that VMware performs
the worst on all of the benchmarks. The simple getpid
benchmark takes more than twice as long using VMware
compared to vanilla Linux. fork+exit gives the worst per-
formance on VMware, running more than eight times
slower than vanilla Linux. VMware does better on the
benchmarks that are not dominated by system calls, but
still runs 100% slower on fork+/bin/sh, 20% slower on
volano, 50% slower on make compared to vanilla Linux.
The only benchmark on which VMware does not perform
worse is apache, where a web browser on another
machine downloads and displays a sequence of 54 web
pages from an Apache server running inside VMware.
For apache, all of the system configurations delivered
essentially the same performance.

Figure 1 shows that Zap virtualization overhead is
quite small, especially compared with using a virtual
machine monitor like VMware. When running inside a
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pod, Zap overhead for the simple system call getpid
benchmark was only 8% compared to vanilla Linux,
reflecting the fact that Zap virtualization for these kinds
of system calls only requires an extra procedure call and a
hash table lookup. The most expensive benchmark for
Zap was semget+semctl, which took 32% longer than
vanilla Linux. The cost reflects the fact that our untuned
Zap prototype needs to allocate memory and do a number
of namespace translations. semget+semctl and
shmget+shmctl both take 6 ps longer with Zap than
vanilla Linux, but this accounts for a higher percentage of
time for semget+semctl because it takes roughly half as
much time overall. volano overhead with Zap is 5% more
than vanilla Linux due to the overhead of using clone to
generate high thread counts. There was no additional
overhead for running make inside a pod compared to run-
ning on vanilla Linux.

Figure 1 also shows that the cost of running pods is
also quite small for processes that are running on a host
system outside of pods. With pods present, Zap must
intercept system calls made by processes outside pods to
ensure that they do not attempt to manipulate processes
inside pods. The overhead of this pod protection was less
than 10% compared to vanilla Linux for the benchmarks
dominated by system call cost, namely getpid,
shmget+shmctl, semget+semctl, and fork+exit. More
importantly, there was no difference in overall perfor-
mance between running with pods and vanilla Linux for
any of the other larger application benchmarks that we
tested.

6.2 Zap Migration

To illustrate how Zap can be used for different applica-
tions and measure the cost of migration using Zap, we
used two different applications listed in Table 3, a VNC
thin-client computing user session and a web server. The
VNC [32] thin-client computing user session provides an
example of how Zap can be used to provide mobility of a
user’s computing session. Table 3 shows that eleven leg-
acy and network X applications were run as part of the
VNC session for our experiments. The apache session
provides an example of how Zap can be used to provide
web server mobility. We encapsulated each of the two
sessions in a pod and measured the cost of suspending
each pod and resuming it on another host machine, both
in terms of the time to checkpoint and restart the pods
and in terms of the amount of state that needs to be saved
for migration. For comparison, we also measured the cost
of suspending and resuming these two application ses-
sions on the same machine using VMware. We did not
actually migrate the sessions using VMware because it
does not support migration of networked applications.

The results of migrating the application sessions using

Zap and suspending and resuming them using VMware
are shown in Figure 2. For these experiments, the ses-

Name Applications

Xvnc 3.3.3 - VNC virtual X server

twm - window manager

Netscape communicator 4.76 - web browser
telnet - telnet client inside xterm window,
connected to another machine on the same LAN
xterm+bash - shell running in xterm window
xview - image viewer w/ 13 KB GIF loaded
xcalc - X-based calculator

xclock - analdg clock

xman - X-based man page browser

xelvis - vi text editor w/ 870 byte text file loaded
xpdf - PDF viewer w/ 293 KB 14-page file PDF
loaded

VNC

Apache 2.0.35 - web server, default number of

apache
P worker processes used

Table 3: Application sessions

sions were checkpointed to and restarted from an image
on the local disk. For VMware, we ran experiments with
two VM configurations, one with 128 MB of memory
and the other with 384 MB of memory. In all cases, the
resulting checkpoint image was always a little more than
the memory size given to the VM, regardless of what
applications were running. The time to suspend the ses-
sions grew disproportionately with the memory size
given to the VM, taking about 2 seconds per session for a
128 MB VM, but more than 25 seconds per session for a
384 MB VM.
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pod m—

VMware(128MB})
VMware(384MB)

100 100
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suspend
apache
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Figure 2: Migration cost

Our results show that Zap saves much less state and is
much faster than VMware in suspending and resuming a
running application session. Figure 2 shows that check-
point and restart times for each pod were less than a sec-
ond. Checkpointing the VNC pod took 963 ms and
resulted in 23 MB of image data, whereas checkpointing
the apache pod took 373 ms and resulted in 9 MB of
image data. Memory contents accounted for over 99% of
the checkpoint image file sizes, but only grow with the
applications actually used, as opposed to VMware in
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which the sizes grow with the RAM allocated to the VM.
If the medium over which the checkpoint images are
transferred for migration were slow or somehow limited
in capacity, the checkpointed pod images could be com-
pressed further using gzip, resulting in a 4.6 MB VNC
pod image and a 0.9 MB apache pod image. Restarting
the pods was slightly faster. Restarting the VNC pod took
811 ms and restarting the apache pod took 231 ms. The
restart times are faster than checkpoint times in part
because parts of the image files are mapped directly to
memory during restart and are loaded by the operating
system as they fault, whereas the checkpoint process
needs to save all state.

‘We further analyzed the amount of time that Zap spent
checkpointing and restarting each application within the
VNC pod. The time to checkpoint an application in a pod
was generally bound by the resulting image size. The
application with the largest checkpoint time was
Netscape, which had 10 MB of memory contents which
needed to be saved. Most other application checkpoint
times varied with the amount of memory pages which
needed to be saved, suggesting that the checkpoint times
are primarily I/O bound. However, the telnet application
restart time accounted for a disproportionate amount of
the time to restart the VNC pod, especially given its mod-
est contribution of 363 KB to the 23 MB pod image size.
The reason for this is because restarting this network
application required a round-trip message to the remote
end of the connection to inform it of the new location and
set up translation rules. Nevertheless, the overall cost of
restarting telnet in its xterm window was still modest at
only about 140 ms. This time is not accounted for in the
VMware measurements since the VMware could not
migrate the VNC session and maintain the telnet connec-
tion.

Our results for migrating pods running realistic appli-
cations show that pod migration costs were modest over-
all, with subsecond checkpoint and restart times for the
VNC and apache pods. More importantly, our results
demonstrate the ability of Zap to migrate legacy applica-
tions without modification, including graphical X appli-
cations and networked applications such as telnet.

7 Conclusions and Future Work

Zap is the first system that we are aware of that provides
transparent migration of legacy and networked applica-
tions across machines running igdependent operating sys-
tems without requiring any changes to the operating sys-
tems. Zap achieves this behavior by leveraging loadable
kernel module technology and introducing a thin virtual-
ization layer that decouples applications from host depen-
dencies in the operating system. Zap introduces and sup-
ports a pod abstraction, which encapsulates groups of
processes in a virtualized environment that can be mi-

grated as a unit. We have implemented Zap as a Linux
kernel module to demonstrate the viability of our ap-
proach. Our experimental results on real applications us-
ing our Linux Zap prototype show that Zap can provide
general-purpose process migration functionality with low
overhead. We hope that Zap will provide a useful tool and
building block for exploring the benefits and applications
of migratable computing environments.

Zap raises a number of interesting follow-up research
areas. First, Zap raises many interesting questions, both
in terms of security mechanisms that should be imple-
mented within Zap itself as well as security mechanisms
and policies that should be considered for systems host-
ing pods. Current security schemes do not generally take
into account process migration; as such, more work
should be done to properly understand the issues and how
they may be addressed. In addition, process migration is
most beneficial when used under the appropriate circum-
stances. This raises the question of when to migrate a
pod, and which pod to migrate. Finally, support for addi-
tional devices remains an open question because each
device has its own requirements. As such, additional
study into how common devices should be handled is
warranted.
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