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(54) Proximity authentication system 

(57) Access to secured services may be controlled 
based on the proximity of a wireless token to a comput­
ing device through which access to the secured services 
is obtained. An authorized user may be provided access 
to a service only when a wireless token assigned to the 
user is in the proximity of the computing device. A user's 
credential may be stored on an RFIDtokenandan RFID 
reader may be implemented within a security boundary 
on the computing device. Thus, the credential may be 
passed to the security boundary without passing 
through the computing device via software messages or 
applications. The security boundary may be provided, 

FIG1 

in part, by incorporating the RFID reader onto the same 
chip as a cryptographic processing component. Once 
the information is received by the RFID reader it may be 
encrypted within the chip. As a result, the information 
may never be presented in the clear outside of the chip. 
The cryptographic processing component may crypto-
graphically encrypt/sign the credential received from the 
token so that assurance may be provided to a service 
provider that the credentials came from a token that was 
proximate to the computing device. An RFID reader, 
cryptographic processing components and a wireless 
network controller may be implemented on a single chip 
in a mobile device. 
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Description 

CROSS-REFERENCE TO RELATED APPLICATION 
(S) 

[0001] This application claims the benefit of U.S. Pro­
visional Patent Application No. , filed 
September 13, 2004, entitled PROXIMITY AUTHENTI­
CATION SYSTEM, Attorney Docket No. 53492/SDB/ 
B600, and U.S. Provisional Patent Application No. 
60/507,586, filed September 30, 2003, the disclosures 
of which are hereby incorporated by reference herein. 

computing device may then forward these credentials 
to a service provider that then determines whether the 
user is authorized to use the requested service. 
[0008] In the event the computing device has been 

s comprised by a hacker or a computer virus, an unau­
thorized person may gain access to these credentials. 
As a result, an unauthorized person may be able to ac­
cess the secured service. Serious consequences may 
result when the secured service includes sensitive in-

10 formation such as financial data or personal information. 
Accordingly, a need exists for improved techniques for 
providing access to secured services. 

TECHNICAL FIELD SUMMARY 

[0002] This application relates to data communication 
systems and, more specifically, to techniques for au­
thenticating proximity of a wireless token in a communi­
cation system. 

BACKGROUND 

[0003] A variety of security techniques are known for 
protecting information in and controlling the operation of 
a computing device such as a personal computer 
("PC"), a server or a mobile device. For example, phys­
ical and/or cryptographic techniques may be employed 
to control access to the computing device and to data 
stored in the computing device. 
[0004] Physical security techniques may include lo­
cating the computing device in a secure location, locking 
the computing device in an enclosure, protecting inte­
grated circuits (i.e., chips) from invasive monitoring by 
encapsulating the chips in, for example, an epoxy. 
[0005] Cryptographic techniques may include one or 
more of encryption, decryption, authentication, signing 
and verification. In some applications data encryption 
and decryption techniques may be used to prevent un­
authorized applications or persons from accessing data 
stored in the computing device. For example, security 
passwords that are used to restrict access a PC may be 
stored on the PC in an encrypted form. The operating 
system may then decrypt password when it needs to 
compare it with a password typed in by a user. 
[0006] In some applications authentication tech­
niques may be used to verify that a given set of data is 
authentic. For example, when a server receives a mes­
sage from a remote client, authentication information 
associated with the message may used to verify that the 
message is from a specific source. In this way, the serv­
er may ensure that only authorized clients access the 
applications and data provided by the server. 
[0007] In practice, there may be circumstances under 
which the process of sending secret credentials such as 
a password or cryptographic key may be compromised. 
For example, when a user uses a computing device to 
access a secured service, the user may first need to en­
ter the secret credentials into the computing device. The 

[0009] The invention relates to a system and method 
for authenticating the proximity of a wireless token to a 
computing device. For convenience, an embodiment of 
a system constructed or a method practiced according 

20 to the invention will be referred to herein simply as an 
"embodiment." 
[0010] In one aspect, the invention relates to a system 
and method for providing access to a secured service 
based on a user's proximity to a proximity reader. Once 

25 the proximity is authenticated the user may then be al­
lowed to access the secured service. 
[0011] In some embodiments an authorized user is 
provided access to a service only when a wireless token 
assigned to the user is in the proximity of a computing 

30 device through which access to the secured services is 
obtained. In this way, a reasonable assumption may be 
made that the authorized user is in fact using the com­
puting device to request the service. In contrast, if the 
request was being made by a hacker or a computer vi-

35 rus, access may be denied since the token may not be 
in the proximity of the computing device. 
[0012] In some embodiments a user's credential are 
stored on an RFID token and an RFID reader is imple­
mented within a security boundary on the computing de-

40 vice. In this way, the credential may be passed to the 
security boundary without passing through the comput­
ing device via software messages or applications. As a 
result, the credentials may not be intercepted by a hack­
er or computer virus that may have compromised the 

45 software executing on the computing system. 
[0013] In some embodiments the security boundary 
may be provided, in part, using tamper resistant and/or 
tamper evident hardware. Thus, in the event the com­
puter was physically tampered with in an attempt to 

50 compromise the security of the security boundary, such 
tampering may be ineffective or it may be evident to the 
user. In the latter case, the user may then take appro­
priate steps to re-secure the system. 
[0014] In some embodiments, the RFID reader is in-

55 corporated onto the same chip as a cryptographic 
processing component. Inthisway, once the information 
from the RFID token is received by the RFID reader it 
may be encrypted within the chip. As a result, the infor-
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mation may never be presented in the clear (e.g.. unen­
crypted) outside of the chip. Accordingly, the information 
may only be compromised by a clandestine RFI Dreader 
or by inspecting the internal contents of the chip. In con­
ventional commercial settings, these scenarios may be 
unlikely. Accordingly, a system constructed according to 
the invention may provide improved access control for 
secured services. 

[0015] In some embodiments, a cryptographic 
processing component may cryptographically encrypt 
and/or sign credentials received from a token. Thus, 
when a service provider receives the credentials, a high 
level of assurance may be provided to the effect that the 
credentials came from a token th at was proximate to the 
particular computing device. 

[0016] In some embodiments an RFID reader, a cryp­
tographic processing component and one or more wire­
less network controller(s) may be implemented on a sin­
gle chip in a mobile device. This may provide a cost ef­
fective and secure mechanism to limit access to the 
wireless network(s). In this case, network access may 
only be provided to the mobile device when a token is 
proximate to the mobile device and when that token has 
been assigned to an authorized user of that mobile de­
vice and the network(s). 

[0017] According to an aspect of the invention, a com­
munication system comprises: 

a Bluetooth media access controller. 
[0026] Advantageously, the wireless network inter­
face uses the information to provide authentication to 
the wireless network. 

s [0027] Advantageously the system comprises a serv­
ice processor coupled to receive the information sent 
over the wireless network and configured to provide ac­
cess to a service in response to the information. 
[0028] Advantageously, the system comprises a wire-

10 less access point adapted to receive the information 
sent over the wireless network and provide the informa­
tion to a service provider. 

[0029] Advantageously the system comprises a wire­
less access point adapted to receive the information 

'5 sent over the wireless network and provide access to 
the wireless network in response to the information. 
[0030] Advantageously, the information comprises a 
password or key. 
[0031] Advantageously, the system comprises an 

20 RFID token comprising: 

a data memory for storing the information; 
an RF circuit coupled to the data memory for gen­
erating a signal according to the information; and 

25 an antenna coupled to receive the signal from the 

RF circuit and adapted to transmit the signal to the 
wireless proximity reader. 

an wireless proximity reader configured to receive 
an RF signal from a wireless token located within a 
defined proximity to the proximity reader and con­
figured to extract information from the received RF 
signal; and 

a wireless network interface coupled to receive the 
information from the proximity reader and send the 
information over a wireless network. 

[0018] Advantageously, the system comprises a se­
curity boundary within which the information is extracted 
and received. 

[0019] Advantageously, the wireless proximity reader 
is an RFID reader. 

[0020] Advantageously, the system comprises an au­
thentication processor configured to authenticate the in­
formation sent over the wireless network. 
[0021] Advantageously, the system comprises a cryp­
tographic processor configured to encrypt or authenti­
cate the information sent over the wireless network. 
[0022] Advantageously, the cryptographic processor 
uses a key to cryptographically sign the information that 
is sent over the wireless network. 
[0023] Advantageously, the wireless network inter­
face supports at least one of 802.11 and Bluetooth. 
[0024] Advantageously, the wireless network inter­
face comprises at least one of an 802.11 media access 
controller and a Bluetooth media access controller. 
[0025] Advantageously, the wireless network inter­
face comprises an 802.11 media access controller and 

[0032] According to an aspect of the invention, a 
30 method of controlling access to a service comprises: 

verifying whether a wireless token is within a de­
fined proximity to a processing device; 
authenticating information associated with the wire-

35 less token; and 

providing the authenticated information to a service 

provider. 

[0033] Advantageously, the method comprises estab-
40 lishing a security boundary forthe verifying, authenticat­

ing and providing. 

[0034] Advantageously, at least a portion of the secu­
rity boundary comprises a cryptographic boundary. 
[0035] Advantageously, at least a portion of the secu-

45 rity boundary comprises an integrated circuit. 
[0036] Advantageously, authenticating comprises 
cryptographically signing the information with a key. 
[0037] Advantageously, the authenticated informa­
tion comprises a response to a challenge from the serv-

50 ice provider. 

[0038] Advantageously, providing comprises encrypt­
ing data sent to the service provider. 
[0039] Advantageously, the method comprises re­
questing access to a service from a service provider. 

55 [0040] Advantageously, the method comprises re­
ceiving a challenge from the service provider. 
[0041] Advantageously, the service provider provides 
access to a service in response to the authenticated in-
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formation. 

[0042] Advantageously, the service provider provides 
access to a data network in response to the authenticat­
ed information. 
[0043] Advantageously, the service provider provides 
access to at least one of an 802.11 network and a Blue­
tooth network. 

[0044] Advantageously, the service provider provides 
access to an 802.11 network and a Bluetooth network. 
[0045] Advantageously, the service provider provides 
access to encrypted data in response to the authenti­
cated information. 

[0046] Advantageously, the service provider provides 
a key in response to the authenticated information. 
[0047] Advantageously, the information comprises 
credentials associated with a user of the token. 
[0048] Advantageously, an RFID proximity reader 
verifies whether the wireless token is within the defined 
proximity to the wireless proximity reader. 
[0049] According to an aspect of the invention, a 
method of controlling access to a service comprises: 

receiving an RF signal from a proximate wireless 
token; 

obtaining information from the RF signal; 
authenticating the information from the RF signal; 
and 
providing the authenticated information to a service 
provider. 

[0050] Advantageously, the method comprises estab­
lishing a security boundary for the obtaining, authenti­
cating and providing. 

[0051] Advantageously, authenticating comprises 
cryptographically signing the information with a key. 
[0052] Advantageously, providing comprises encrypt­
ing the signed information. 

[0053] Advantageously, the method comprises re­
questing access to a service from a service provider. 
[0054] Advantageously, the method comprises re­
ceiving a challenge from the service provider in re­
sponse to the request. 

[0055] Advantageously, the authenticated informa­
tion comprises a response to the challenge. 
[0056] Advantageously, the service provider provides 
access to a service in response to the authenticated in­
formation. 

[0057] Advantageously, the RF signal is an RFID sig­
nal. 

[0058] Advantageously, the information comprises 
credentials associated with a user of the token. 
[0059] According to an aspect of the invention, an in­
tegrated circuit comprises: 

a wireless proximity reader configured to receive an 
RF signal from a wireless token located within a de­
fined proximity to the integrated circuit; 
at least one lead that is only routed within the inte­

grated circuit for coupling the wireless proximity 
reader to a wireless network interface; and 
a wireless network interface coupled to receive the 
information from the wireless proximity reader and 

s provide the information to a port on the integrated 

circuit to send the information over a wireless net­
work. 

[0060] Advantageously the integrated circuit com-

10 prises a security boundary. 
[0061] Advantageously the wireless proximity reader 
is an RFID reader. 

[0062] Advantageously the integrated circuit com­
prises a cryptographic processor configured to encrypt 

'5 or authenticate the information sent over the wireless 
network. 

[0063] Advantageously the cryptographic processor 
uses a key to cryptographically sign the information that 
is sent over the wireless network. 

20 [0064] Advantageously the wireless network inter­
face comprises at least one of an 802.11 media access 
controller and a Bluetooth media access controller. 
[0065] Advantageously the wireless network inter­
face comprises an 802.11 media access controller and 

25 a Bluetooth media access controller. 
[0066] Advantageously the wireless network inter­
face uses the information to provide authentication to 
the wireless network. 
[0067] Advantageously the information comprises a 

30 password or key. 

[0068] According to an aspect of the invention, a com­
munication system comprises: 

awireless proximity reader configured to receive an 
35 RF signal from a wireless token located within a de­

fined proximity to the wireless proximity reader and 
configured to extract information from the received 
RF signal; and 

a key management component coupled to receive 
40 the information from the wireless proximity reader 

and send the information to a service provider. 

[0069] Advantageously the system comprises a se­
curity boundary within which the information is extracted 

45 and received. 
[0070] Advantageously the key management compo­
nent comprises a trusted platform module. 
[0071 ] Advantageously a user is authenticated to the 
trusted platform module by moving the wireless token 

50 within the defined proximity to the wireless proximity 
reader. 
[0072] Advantageously the trusted platform module 
provides access to a protected service after the user is 
authenticated. 

55 [0073] Advantageously the trusted platform module 
provides access to encrypted data after the user is au­
thenticated. 
[0074] Advantageously the trusted platform module 
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enables use of protected keys after the user is authen­
ticated. 

[0075] Advantageously, the system comprises a net­
work interface wherein the trusted platform module pro­
vides access to a network via the network interface after 
the user is authenticated. 

[0076] Advantageously, the network interface com­
prises a wireless interface. 
[0077] Advantageously, the network interface com­
prises at least one of an 802.11 network interface and a 
Bluetooth network interface. 

[0078] Advantageously, the network interface com­
prises an 802.11 network interface and a Bluetooth net­
work interface. 

[0079] Advantageously, the system comprises a serv­
ice provider configured to provide access to data and a 
service. 

[0080] Advantageously, the system comprises a serv­
ice provider configured to supply cryptographic keys. 
[0081] Advantageously, the wireless proximity reader 
is included within a boundary of the key management 
component. 

[0082] Advantageously, the wireless proximity reader 
is an RFID reader. 

[0083] According to an aspect of the invention, a 
method of providing access to a service comprises: 

receiving an RF signal from a proximate wireless 
token; 
obtaining information from the RF signal; 
authenticating the information to a key manage­
ment component; and 

providing, by the key management component, ac­
cess to a service. 

[0084] Advantageously, the method comprises estab­
lishing a security boundary for the receiving, obtaining, 
authenticating and providing. 

[0085] Advantageously, at least a portion of the secu­
rity boundary comprises a cryptographic boundary. 
[0086] Advantageously, at least a portion of the secu­
rity boundary comprises an integrated circuit. 
[0087] Advantageously, the method comprises au­
thenticating the information and providing the authenti­
cated information to a service provider. 
[0088] Advantageously, authenticating the informa­
tion comprises cryptographically signing the information 
with a key. 

[0089] Advantageously, the key management compo­
nent comprises a trusted platform module. 
[0090] Advantageously, the trusted platform module 
enables key usage after the user is authenticated. 
[0091] Advantageously, the trusted platform module 
enables access to processing resources after the user 
is authenticated. 

[0092] Advantageously, the trusted platform module 
enables access to data network services after the user 
is authenticated. 

[0093] Advantageously, the RF signal is an RFID sig­

nal. 
[0094] Advantageously, the information comprises 
credentials associated with a user of the token. 

s [0095] Advantageously, the service comprises at 
least one of 802.11 network access and Bluetooth net­
work access. 

[0096] Advantageously, the service comprises 802.11 
network access and Bluetooth network access. 

w [0097] According to an aspect of the invention, an in­
tegrated circuit comprises: 

awireless proximity reader configured to receive an 
RF signal from a wireless token located within a de-

15 fined proximity to the wireless proximity reader and 
configured to extract information from the received 
RF signal; and 

at least one connection within the integrated circuit 
for coupling the wireless proximity reader to a wire-

20 less network interface; and 
a key management component coupled to receive 
the information from the wireless proximity reader 
and provide the information to a port on the integrat­
ed circuit to send the information to a service pro-

25 vider. 

[0098] Advantageously, the integrated circuit com­
prises a security boundary within which the information 
is extracted and received. 

30 [0099] Advantageously, the wireless proximity reader 
is an RFID reader. 

[0100] Advantageously, the wireless proximity reader 
is included within a boundary of the key management 
component. 

35 [0101] Advantageously, the key management compo­
nent comprises a trusted platform module. 
[0102] Advantageously, the wireless proximity reader 
is included within a boundary of the trusted platform 
module. 

40 [0103] Advantageously, the integrated circuit com­
prises a network interface wherein the trusted platform 
module provides access to a network via the network 
interface after the user is authenticated. 
[0104] Advantageously, the network interface com-

45 prises awireless interface. 

[0105] Advantageously, the wireless network inter­
face comprises at least one of an 802.11 network inter­
face and a Bluetooth network interface. 
[0106] Advantageously, the wireless network inter-

so face comprises an 802.11 network interface and a Blue­
tooth network interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

55 [0107] These and other features, aspects and advan­
tages of the present invention will be more fully under­
stood when considered with respect to the following de­
tailed description, appended claims and accompanying 
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drawings, wherein: 

FIG. 1 is a simplified block diagram of one embod­
iment of a proximity-based authentication system 
constructed in accordance with the invention; 
FIG. 2 is a flow chart of one embodiment of proxim­
ity-based authentication operations that may be 
performed in accordance with the invention; 
FIG. 3 is a simplified block diagram of one embod­
iment of a proximity-based authentication system 
constructed in accordance with the invention; 
FIG. 4 is a flow chart of one embodiment of proxim­
ity-based authentication operations that may be 
performed in accordance with the invention; 
FIG. 5 is a simplified block diagram of one embod­
iment of a proximity-based network authentication 
system constructed in accordance with the inven­
tion; 

FIG. 6 is a simplified block diagram of one embod­
iment of a proximity-based wireless network au­
thentication system constructed in accordance with 
the invention; 
FIG. 7 is a flow chart of one embodiment of proxim­
ity-based network authentication operations that 
may be performed in accordance with the invention; 
FIG. 8 is a simplified block diagram of one embod­
iment of proximity-based authentication for a trust­
ed platform module constructed in accordance with 
the invention; 

FIG. 9 is a flow chart of one embodiment of proxim­
ity-based authentication operations for a trusted 
platform module that may be performed in accord­
ance with the invention; 

FIG. 10 is a simplified block diagram of one embod­
iment of an integrated circuit including a trusted 
platform module constructed in accordance with the 
invention: and 

FIG. 11 is a simplified block diagram of one embod­
iment of proximity-based authentication for a trust­
ed platform module constructed in accordance with 
the invention. 

[0108] In accordance with common practice the vari­
ous features illustrated in the drawings may not be 
drawn to scale. Accordingly, the dimensions of the var­
ious features may be arbitrarily expanded or reduced for 
clarity. In addition, some of the drawings may be simpli­
fied for clarity. Thus, the drawings may not depict all of 
the components of a given apparatus or method. Finally 
like reference numerals denote like features throughout 
the specification and figures. 

DETAILED DESCRIPTION 

[0109] The invention is described below, with refer­
ence to detailed illustrative embodiments. It will be ap­
parent that the invention may be embodied in a wide 
variety of forms, some of which may be quite different 

from those of the disclosed embodiments. Consequent­
ly, the specific structural and functional details disclosed 
herein are merely representative and do not limit the 
scope of the invention. 

s [0110] Figure 1 illustrates one embodiment of a sys­
tem 100 where selected services may be provided to a 
user via a computing device only when a wireless token 
assigned to a user is proximate to the computing device. 
Operations of the system 100 will be explained in more 

10 detail in conjunction with the flowchart of Figure 2. 
[0111] As represented by block202 in Figure2 an ac­
cess device 102 (Figure 1) such as a computer includes 
components that may be used to determine whether a 
wireless token 104 assigned to a user or users is prox-

'5 imate to the access device 102. For example, a wireless 
proximity reader 106 may be configured to receive sig­
nals 108 (e.g., RF signals) from the wireless proximity 
token 104. The signals 108 may include information that 
uniquely identifies the wireless proximity token 104. In 

20 addition, this information may include one or more cre­
dentials (e.g., a password) that may be used to access 
a secured service provided by a service provider 110. 
[0112] The determination of proximity between the to­
ken 104 and the reader 106 may be established using 

25 a variety of mechanisms depending on the application. 
In some embodiments, the token will not generate sig­
nals until it is within a given distance of the reader. This 
may be accomplished, for example, by using a relatively 
passive token that intercepts signals transmitted by the 

30 reader and transmits signals in response to the received 
signals. Different distances between the token 104 and 
the reader 106 may be defined as indicative of proximity 
depending on the requirements of the application and, 
in some cases, characteristics of the operating environ-

35 ment. 

[0113] As represented by block 204, the access de­
vice 102 may request access to a service from the serv­
ice provider 110 by sending a signal over a communica­
tion media 112. Depending upon the particular applica-

40 Won, the communication media 112 may comprise, for 
example, electric wires, optical cables or air. 
[0114] Typically, access to the service will be initiated 
by the user's interaction with the access device 102. For 
example, the user may use a keyboard or pointing de-

45 vice (e.g., a computer mouse) to request the service. In 
conjunction with this the user may be asked to input a 
password and/or provide a biometric (e.g., a fingerprint) 
to a biometric reader to further verify the authenticity of 
the user. In this way, access to a service may be restrict-

so ed until the user satisfies one or more verification que­
ries including, for example, what the user knows (e.g., 
a password), what the user possesses (e.g., a token) 
and who the user is (e.g., a physical or biometric char­
acteristic). 

55 [0115] In some embodiments, the access device 102 
may automatically request a predefined service once 
the user places the token 104 proximate the access de­
vice 102. For example, the access device 102 may in-
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elude a database (not shown) that matches a given to­
ken (or information from the token) with one or more de­
fault services. Thus, when a token associated with de­
fault services approaches the access device 102, the 
access device 102 may automatically request the serv­
ices from the service provider 110. 
[0116] As represented by block 206, the access de­
vice 102 may send authentication-related information to 
the service provider 110 to indicate that the token 104 
is proximate to the access device 102. For example, the 
access device 102 may include an authentication com­
ponent 116 such that the determination of whether the 
token 104 is proximate the access device 102 is per­
formed in a secure manner. In addition, the information 
provided by the token may be maintained within the ac­
cess device 102 in a secure manner. For example, the 
information may only pass between the reader 106 and 
the authentication component 114 via a connection 116 
within a common integrated circuit. 
[0117] In addition, the authentication component 114 
may be in secure communication with the service pro­
vider 110. This may be accomplished, for example, by 
placing the authentication component 114 and the serv­
ice provider 110 on the same integrated circuit or within 
secured hardware. In addition, a cryptographically se­
cured communication channel may be established be­
tween the authentication component 114 and the serv­
ice provider 110. 

[0118] In some embodiments, the authentication in­
formation may include information from the token. In the 
case where the communications over the media 112 
may be cryptographically secured, the authentication 
component 114 may process (e.g., encrypt or sign) the 
information before sending ittotheserviceprovider 110. 
Since communications from the access device 102 may 
be trusted in this example, the authentication compo­
nent 114 thereby provides a cryptographically reliable 
authentication that the information is from a specific to­
ken that is proximate that particular access device. In 
other words the encryption or cryptographic signing of 
the information may provide the necessary authentica­
tion. 

[0119] After the service provider 110 has received an 
authenticated indication that the token is proximate the 
access device 102, the service provider 110 may then 
enable access to the requested service (block208). This 
process may involve verifying that the information sent 
from the token 104 includes a credential associated with 
an authorized user and or access device. 
[0120] As used herein the term service may include, 
for example, access to data and/or a data processing 
service. Thus, a service may enable an access device 
to, for example, read or write data in a data memory, 
access encrypted data, use cryptographic keys, gain ac­
cess to cryptographic material such as security associ­
ations and keys, access a web page, access a data net­
work or access a processing application. 
[0121] As used herein the term data may include any 

information that may be accessed by a computing de­
vice including, for example, data files, passwords and 
cryptographic security associations including keys. 
[0122] As used herein the term access may include, 

s for example, acquiring, using, invoking, etc. Thus, data 
may be accessed by providing a copy of the data to the 
access device. Data also may be accessed by enabling 
the access device to manipulate or use the data. As an 
example of the latter, once a user has been authorized 

10 to access a service a trusted platform module may use 
keys to perform operations for the user. For a data net­
work, access may include, for example, sending and/or 
receiving data over the network. For a processing appli­
cation access may include, for example, invoking, inter­

's acting with or using the application or loading the appli­
cation onto the access device. 
[0123] A service provider may comprise hardware 
and/or software that facilitate providing a service. For 
example, a service provider may consist of a processing 

20 system that processes requests for service, verifies 
whether the requester is authorized to access the serv­
ice and provides or facilitates the requested access. 
[0124] In practice, a service provider (e.g., service 
provider 110) may be located local or remote with re-

25 spect to the entity requesting service (e.g., access de­
vice 102). For example, a local trusted platform module 
may control access to passwords in a computing system 
and a remote wireless access point may control a com­
puting system's access to a data network connected to 

30 the access point. 

[0125] An access device may comprise hardware 
and/or software that facilitate access to a service. For 
example, a service provider may comprise a computing 
system such as. without limitation, a personal computer. 

35 a server, a cellular phone, a personal data assistant 
("PDA"), etc. 

[0126] For convenience, Figure 1 only depicts one to­
ken, access device and service provider. It should be 
understood, however, that a system may include any 

40 number of these components. For example, a user may 
use a token to access one or more services via one or 
more access devices. Thus, an access device may ac­
cess services from multiple service providers. Also, mul­
tiple access devices may access the services provided 

45 by a given service provider. 
[0127] Authorization to access a service may depend 
on the specific token and access device being used. For 
example, a user may be assigned one token to access 
certain services through certain access devices. In ad-

50 dition. the user may be assigned another token to ac­
cess other services through the same or other devices. 
Also, multiple sets of information (e.g., credentials) may 
be included on a single token to enable a user to access 
different services or to enable multiple users to share a 

55 token. 

[0128] A wireless proximity reader and token maybe 
implemented using one or more of a wide variety of wire­
less proximity techniques. For example, the proximity 
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reader and the token may support, without limitation, 
one or more of RFID, ISO 14443 and ISO 15693. 
[0129] Tokens may be implemented in various physi­
cal forms depending upon the needs of the respective 
applications. For example, a token may be in a form that 
is easy to carry, similar to a plastic credit card, a "smart 
card" or a building access card. Also, a token may take 
the form of a tag or a label that may be attached to an­
other article. 

[0130] Examples of tokens may include, without limi­
tation, smart cards, credit cards, dongles, badges, bio-
metric devices such as fingerprint readers, mobile de­
vices such as cellular telephones, PDAs, etc. In some 
embodiments, the token includes circuitry used in atyp­
ical smart card. For example, the token may store an 
encrypted password that may be sent to an authentica­
tion system. 

[0131] Referring now to Figures 3 and 4 additional de­
tails of proximity-based authentication will be described. 
Figure 3 depicts one embodiment of a proximity-based 
authentication system 300 where a processing system 
302 is used to access services provided by a service 
provider 304. Figure 4 describes several proximity-
based authentication operations. 
[0132] As represented by block 402 in Figure 4 a se­
curity boundary is provided within the processing sys­
tem 302 to, for example, secure the process of gaining 
access to a service, including securing the authentica­
tion process and information used during the authenti­
cation process. This security boundary may be estab­
lished, for example, using hardware and/orcryptograph-
ic techniques. 

[0133] Hardware techniques for providing a security 
boundary may include, for example, placing compo­
nents within a single integrated circuit. For example, as 
shown in Figures an RFID reader 306, a cryptographic 
processor 308 and a service access processor 310 may 
be incorporated into a single integrated circuit 312. 
Thus, any processes performed or information used or 
stored within the integrated circuit 312 may not be com­
promised absent physical access to the integrated cir­
cuit 310 and the use of an invasive technique for ana­
lyzing the internal operations and data of the integrated 
circuit 312. For many applications, this form of hardware 
security boundary may provide an acceptably high level 
of security. 

[0134] Other means may be provided to provide a se­
curity boundary. For example, one or more integrated 
circuits (e.g., integrated circuit 312) may be protected 
by a physical structure using known techniques (e.g., 
epoxy encapsulation). Also, the processing system 302 
and/or its internal components may be tamper resistant 
and/or tamper evident. 

[0135] Cryptographic techniques for providing a se­
curity boundary may include encrypting any important 
information that is sent to or from the integrated circuit 
via non-secure paths in the system. For example, secu­
rity associations and keys may only appear in the clear 

within the integrated circuit 312. In the event keys need 
to be sent out of the integrated circuit 312 (e.g., to be 
stored in a data memory 314), the keys may first be en­
crypted. 

s [0136] Similarly, any important information that is sent 
between the integrated circuit 312 and the service pro­
vider 304 may be encrypted. For example, information 
(e.g., credentials 328) received from an RFID token 316 
may be encrypted before being sent to the service pro-

10 vider302. 
[0137] In Figure 3 a cryptographic security boundary 
is represented by the dashed line 318. The line 318 rep­
resents, in part, that encrypted information may be sent 
between the cryptographic processor 308, the service 

15 access processor 310 and the data memory 314. Thus, 
the information may be sent securely even though the 
mechanism through which this information is sent (e.g., 
a data bus 320) may not be secure. 
[0138] Encrypted information also may be sent be-

20 tween the integrated circuit 312 and a cryptographic 
processor 322 and a service processor 324 in the serv­
ice provider 304 via a communication link 326. In this 
case, the cryptographic processors 308 and 322 may 
perform key exchange and encryption, decryption and/ 

25 or authentication operations necessary to send and re­
ceive the encrypted information and provide the infor­
mation in the clear for internal processing. 
[0139] In general, the form of protection provided 
within the system may depend on the requirements of 

30 a given application. For example, specifications such as 
Fl PS-140-2 define various levels of security that may be 
implemented within a system 

[0140] The security boundary provided by the inte­
grated circuit 312 and the cryptographic boundary 318 

35 may be used to provide a secure mechan ism for authen­
ticating a user to access a service. For example, cre­
dentials 328 received from the RFID token 316 may be 
provided directly into the integrated circuit 312 via RF 
signals 330. Thus, the credentials 328 need not be en-

40 tered into the processing system 302 via a software 
mechanism or hardware that is accessible by software. 
Consequently, such information may not be compro­
mised by hacking or a software virus at this stage of the 
process. 

45 [0141] Once the information is in the integrated circuit 
312 it may be protected by the physical boundary of the 
integrated circuit 312 and by the cryptographic bound­
ary 318. For example, provisions may be made to en­
sure that the information does not appear in the clear 

50 outside of the integrated circuit 312. Thus even if rogue 
software in the processing system 302 were to gain ac­
cess to the information outside of the chip 312, the soft­
ware would not be able to decrypt it without appropriate 
key information. However, the key information also may 

55 be protected within the integrated circuit 312 and the 
cryptographic boundary 318. That is, the key informa­
tion may not appear in the clear outside of the security 
boundary. As a result, the credentials may be securely 



15 EP 1 536 306 A1 16 

routed to the service provider 304. 
[0142] Moreover, via this secured mechanism, the 
processing system 302 may reliably authenticate to the 
service provider 304 that a specific RFID token 316 is 
proximate the processing system 302. First, as dis­
cussed above, the credentials may be received in a se­
cure manner. Second, the effective "decision" as to 
whether the token 316 is adjacent may be made within 
the security boundary. The cryptographic processor308 
may then cryptographically sign this information using 
a secure protocol set up between the cryptographic 
processors 308 and 322 of the processing system 302 
and the service provider 304, respectively. Via this sig­
nature the service provider 304 may be assured that a 
given message came from a specific processing system 
(e.g., processing system 302) and thatthe message has 
not been compromised. Accordingly, proximity of theto-
ken 316 to the processing system 302 may be used as 
a reliable method of authorizing access to a secured 
service provided by the service provider 304. 
[0143] Referring again to Figure 4, an example of op­
erations that may be used to access a service will be 
described. As represented by block 404 the processing 
system 302 may request access to a service provided 
by the service provider 304. As discussed above this 
access request may be initiated automatically or as a 
result of user input. 

[0144] In some applications, the service provider304 
(via, for example, the service processor 324) may issue 
a challenge in response to the request (block 406). For 
example, the service processor 324 may request cre­
dentials such as a password. Inherent or explicit in this 
challenge may be a requirement that the user's token 
be proximate to the device that requested access (e.g., 
the processing system 302). 
[0145] As represented by block 408 when the RFID 
token 316 is within an appropriate range of the process­
ing system 302, the RFID reader 306 will receive an 
RFID signal 330 from the RFID token 316. As discussed 
above, the RFID signal 330 may be received by the 
processing system 302 within a security boundary. 
[0146] An example of an RFID signaling sequence fol­
lows. The RFID reader 306 generates RF signals that 
are broadcast via an antenna 332. When a token 316 is 
relatively close to the RFID reader306, an RFsignal (e. 
g., as represented by line 330) may be received by an 
antenna 334 and processed by an RF interface 336 in 
the token 316. In some embodiments, the reader and 
the token may designed to communicate with one an­
other when they are within a predefined distance of each 
other. 
[0147] In some embodiments, the received RF signal 
may be used to power and activate the token 316. Thus, 
the token 316 may include circuitry that extracts energy 
from the received RF signal and converts this energy 
into power for the components on the token 316. 
[0148] The token 316 may include circuitry that stores 
information such as the credentials 328 discussed here­

in. Thus, authentication information such as network au­
thentication credentials, passwords and/or certificates 
may be stored in a data memory (e.g., a non-volatile 
memory) on the token 316. 

s [0149] As discussed in more detail below, when the 
token 316 is activated the RF interface 336 may gener­
ate an RFID signal that is broadcast by the antenna 334. 
Circuitry in the token 316 may be configured to modulate 
this RFID signal so that it includes some or all of the 

10 information stored on the token 316. The broadcast 
RFID signal (e.g., as represented by line 330) may then 
be received by the antenna 332 and sent to the RFID 
reader 306. 
[0150] As represented by block 410, the system 300 

'5 may be configured so that any information contained 
within the broadcast RFID signal may be extracted only 
within a security boundary. For example, as shown in 
Figure 3, the RDIF reader 306 that extracts the informa­
tion from the RFID signal 330 may be located within an 

20 integrated circuit that includes other functionality to pro­
tect the information. For example, the integrated circuit 
312 may include a cryptographic processor 308 that en­
crypts the information (block 412) to prevent the infor­
mation from being sent out of the integrated circuit 312 

25 in the clear. 
[0151] As represented by block 414, this encryption 
process and/or another cryptographic process may be 
used to cryptographically sign the information. For ex­
ample, the cryptographic processor 308 may use a pri­

se vate key to encrypt the information. A public key asso­
ciated with this private key may be published with a cer­
tificate from a trusted entity. This certificate serves to 
verify that the public key is authentic. The cryptographic 
processor 322 may then use the public key to decrypt 

35 any encrypted information received from the crypto­
graphic processor 308. A complementary process may 
be used to securely send information in the other direc­
tion across the link 326. 
[0152] Accordingly, after the information is signed by 

40 the cryptographic processor 308, the service access 
processor 310 sends the signed information to the serv­
ice processor 324 via the link 326 (block 416). In this 
way, the information is, in effect, sent over a secured 
channel (as represented by the corresponding portion 

45 of the line 318) even though the actual data path may 
not be secure. 
[0153] The service processor 324 then sends the re­
ceived information to the cryptographic processor 322 
for decryption and/or authentication processing as nec-

50 essary. The service processor 324 then verifies that the 
received information indicates that the user is author­
ized to access the requested service (block418). In con­
junction with this process, theservice processor324 has 
received an indication via the cryptographic signature 

55 associated with the information that the token 316 is 
proximate the processing system 302. 
[0154] Accordingly, the service processor 324 may 
then provide access to the requested service. As dis-
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cussed above, this may involve a variety of operations 
depending on the particular service requested. For ex­
ample, if the service provider 304 is a key manager, the 
service may involve providing security associations or 
keys to the processing system. As discussed above, 
these keys may be sent to the processing system 302 
via the secured channel (cryptographic boundary 318). 
In addition, the processing system 302 may be config­
ured so that these keys, etc., are maintained within a 
security boundary. 
[0155] Referring now to Figures 5 - 7, embodiments 
of a wireless proximity and authentication system that 
controls access to one or more data networks will be 
discussed. These systems may enable a user to use a 
device to access, for example, one or more wired or 
wireless networks after the system verifies that the user 
(e.g., the user's token) is relatively close to the device. 
In this way, a reasonable inference may be made that 
an authorized user (as opposed to an unauthorized user 
or code) is attempting to access the network(s). 
[0156] In Figure 5 a communication system 500 in­
cludes a proximity reader 501, one or more network au­
thentication components 506 and a wireless proximity 
token 514. To access a particular data network 528 a 
user (not shown) initiates a connection and/or authenti­
cation process via authentication processing 508 in a 
corresponding network authentication component 506. 
In response to the network's challenge to the request 
(e.g., the network's requestforcredentials)theusermay 
bring the token 514 in relatively close physical proximity 
to the proximity reader 501. The proximity reader 501 
maythen receive appropriate authentication information 
from the token 514 and forward the authentication infor­
mation to the network authentication component 506. 
The authentication processing 508 uses this authenti­
cation information to respond to the network's chal­
lenge. As a result, the user may be granted access to 
the data network 528. This process may then be repeat­
ed using different network authentication components 
to gain access to additional networks, if desired. 
[0157] In some embodiments the proximity reader 
501 and the token 514 communicate via RF signals as 
represented by dashed line 522. For example, a prox­
imity processing component 502 controls RF process­
ing 504 in the proximity reader 501 to generate RF sig­
nals that are broadcast via an antenna 524. When the 
token 514 is moved close enough to the proximity reader 
501 so that these RF signals are sufficiently strong, the 
signals may be received by an antenna 526 and proc­
essed by an RF interface 516. In some embodiments, 
the received RF signals may be used to power and ac­
tivate the token 514. As discussed below, when the to­
ken 514 is activated the RF interface 516 may generate 
RF signals that are sent back to the RF processing 504. 
The proximity processing component 502 may then 
process the received signals to verify that a particular 
token is within range. In addition, the proximity process­
ing component 502 may process the information re­

ceived from the token 514 before passing the informa­
tion to the network authentication component 506. 
[0158] The token 514 may include circuitry that pro­
vides the authentication information and proximity sign-

s aling. For example, authentication information such as 
network authentication credentials, passwords and/or 
certificates may be stored in a data memory 520 on the 
token. In some embodiments some or all of this authen­
tication information may be encrypted. 

10 [0159] The token 514 may include a processing com­
ponent 518 that controls communication with the prox­
imity reader 501. For example, the processing compo­
nent 518 may enable the token 514 to be programmed 
with the authentication information. In addition, the 

'5 processing component 518 may process RF signals re­
ceived from the proximity reader 501 to power and ac­
tivate the token 514. Also, the processing component 
518 may control the generation of appropriate signals 
to send the authentication information to the proximity 

20 reader 501. 
[0160] The network authentication component 506 
may connect to one or more of a variety of networks. 
For example, the network 528 may comprise a wired or 
wireless network. The network interface 510 provides 

25 appropriate hardware and/or software to connect to 
such a network. In some embodiments the network in­
terface comprises a media access controller ("MAC"). 
[0161] Thus, the system may be used to access one 
ormore wired networks including, without limitation, per-

30 sonal area networks ("PANs"), local area networks 
("LANs") and wide area networks ("WANs"). These net­
works may support a variety of protocols including, with­
out limitation, Ethernet-based protocols. 
[0162] The wireless network(s) may be implemented 

35 using one or more of a wide variety of wireless solutions. 
For example, a wireless network may comprise, without 
limitation, cellular telephone networks such as Global 
System for Mobile communications ("GSM") and Gen­
eral Packet Radio Service ("GPRS"), wireless local area 

40 networks such as 802.11a, 802.11b and/or 802.11 g (re­
ferred to herein for convenience as simply 802.11) and 
personal area networks such as Bluetooth. Here, a wire­
less network interface may comprise a media access 
controller that supports one or more of these networks. 

45 in addition multiple wireless network interfaces may be 
used to provide connectivity to several wireless net­
works (e.g., 802.11 and Bluetooth). 
[0163] Figure 6 depicts an integrated wireless prox­
imity apparatus and wireless communications system 

50 600 that provides wireless communication access using 
proof of proximity for authentication purposes. In this 
embodiment, a user may use a mobile device 601 (e.g., 
a desktop personal computer, a laptop computer, a cel­
lular phone, a PDA, etc.) to access one or more wireless 

55 networks (e.g., a cellular network, an 802.11 network, a 
Bluetooth network, etc.). 
[0164] The user may use the token 618 in a similar 
manner as discussed above to quickly and securely ac-

10 
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cess the wireless network. Thus, access to the wireless 
network may be provided when a user moves the token 
618 within relatively close proximity (e.g., as may be de­
fined in the proximity standards listed above) to the 
reader 604. The token then sends authentication infor­
mation to the proximity reader 604 via RF signals 620. 
[0165] The proximity reader604 may, in turn, send au­
thentication information to one or more wireless network 
interface(s) 606. Each network interface 606 may per­
form network authentication and connection processing 
to enable communication with a given wireless network. 
This may involve, for example, communicating with a 
respective access controller 610 in one or more access 
point(s) 608 via RF signals 612 transmitted and received 
via one or more antennas 614 and 616. 
[0166] Figure 6 also illustrates that a wireless proxim­
ity apparatus and a wireless communications system 
may be integrated into a single integrated circuit (e.g., 
"chip") 602. For example, in the embodiment of Figure 
6, the proximity reader 604 and one or more wireless 
network interface(s) 606 (e.g., an 802.11 MAC and a 
Bluetooth MAC) are implemented within the chip 602. 
[0167] In this embodiment, sensitive information such 
as the authentication information from the token is not 
exposed in the mobile device outside the chip 602. Rath­
er, these signals are sent between the proximity reader 
604 and the network interface 606 via internal leads 622 
in the chip 602. Accordingly, this information may be 
maintained within a security boundary as discussed 
herein. 

[0168] In contrast, in embodiments where the proxim­
ity reader and the network interface are separate com­
ponents in a computer (e.g., when line 612 in Figure 6 
represents a connection between separate integrated 
circuits), the authentication information may be passed 
between these components via conventional software 
message processing. If such a computer is compro­
mised, the authentication information may be intercept­
ed by unauthorized persons or code. 
[0169] Referring to Figure 7, an example of opera­
tions that may be used to access a data network will be 
described. For convenience, the network authentication 
component 506 and/or the mobile device 601 may be 
referred to as an access device in the discussion that 
follows. 
[0170] As represented by block 702, the system may 
be configured to provide a security boundary as dis­
cussed herein. For example, as shown in Figure 6 a 
proximity reader 604 and one or more wireless network 
interface(s) 606 may be incorporated into a single inte­
grated circuit 602. Thus, information from the token 618 
may be securely used within the mobile device 601 by, 
for example, not allowing the information to leave the 
integrated circuit 602 in the clear. Moreover, because a 
wireless connection is used to communicate with one or 
more access point(s) 608, the information may only ap­
pear within RF signals outside of the integrated circuit 
602. In addition, cryptographic techniques as discussed 

herein may be used to provide a security boundary for 
the information. Similartechniques as described herein 
also may be used to provide a security boundary for the 
proximity reader 501 and the network authentication 

s component(s)506of Figure 5. To reduce the complexity 
of Figures 5 and 6, any cryptographic processing that 
may be provided in these systems is not shown. 
[0171] As represented by block 704 the access sys­
tem may request a connection to a network via a corre-

10 spending network access provider (e.g., access point 
608). In a manner similar to the operations discussed 
above this request may be initiated automatically or as 
a result of user input. 
[0172] In some applications, the network access pro­

's vider may issue a challenge in response to the request 
(block 706). Thus, a network access point may request 
a credential such as a password. Inherent or explicit in 
this challenge may be a requirement that the user's to­
ken be proximate to the access device. 

20 [0173] Asrepresentedbyblock708whenthewireless 
token (e.g., token 514 or 618) is brought within an ap­
propriate distance to the access device, the proximity 
reader (e.g., proximity reader 501 or 604) will receive 
an RF signal (e.g., an RFID signal) from the token. As 

25 discussed above, the RF signal may be received within 
the security boundary of the access device. 
[0174] As represented by block 710, the system may 
be configured so that any information contained within 
the broadcast RF signal may be extracted only within a 

30 security boundary. This may be accomplished, for ex­
ample, using some of the techniques discussed herein. 
As represented by blocks 712 and 714, a cryptographic 
process may be used to cryptographically encrypt/sign 
the information. After the information is signed by the 

35 cryptographic process, the access device sends the 
signed information to the network access provider (e.g., 
access point 608) as represented by block 716. 
[0175] After verifying that the credentials are associ­
ated with an authorized user at block 718, the network 

40 access provider provides access to the requested net­
work. 
[0176] Referring now to Figures 8-11, embodiments 
of security processing systems (i.e., key management 
systems) that include wireless proximity and authenti-

45 cation will be discussed. These systems may enable a 
user to access, for example, services controlled by a se­
curity processing system on a computer. As discussed 
herein, service may be provided after the system verifies 
that the user (e.g., the user's token) is relatively close 

50 to the computer. 
[0177] At a minimum, a security processing system 
provides key managementfunctions such as generating 
keys, setting policy (e.g., capabilities and security limits) 
for keys and using keys in accordance with the corre-

55 spending policy (e.g., using the keys securely). In some 
embodiments a security processing system may imple­
ment key backup and recovery, prepare keys for stor­
age, provide key revocation and destruction, provide 

11 
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multiple layers of security and provide other key man­
agement functions. Key management functions may in­
volve authorized key usage such as smart card K of N 
access control or a key may be linked to a particular us­
er, application, etc. Key management functions may in­
volve secure audit logs such as tracking key usage to 
provide an audit trail. 
[0178] Figure 8 depicts one embodiment of comput­
ing system 800 that incorporates a proximity reader 806 
and a security processing system implemented as a 
trusted platform module ("TPM") 802. This embodiment 
may be used to authenticate access to data networks 
or other data services in a similar manner as discussed 
above. For example, a user may access a wired data 
network 820 or the user may access encrypted data 
stored in data files 824 (e.g., data memory). 
[0179] A TPM may provide a set of cryptographic ca­
pabilities that enable certain computer functions to be 
securely executed within the TPM environment (e.g., 
hardware). Specifications for a TPM are defined by the 
Trusted Computing Group organization. As shown in 
Figures, a TPM 802 (e.g., a TPM integrated circuit) may 
be incorporated into a computer. 
[0180] In the embodiment of Figure 8 the TPM 802 
includes a master controller 808 for controlling the over­
all operation of the TPM, an external interface 810 for 
interfacing with other components in the computer and 
a security processor 804. The security processor 804 
may perform cryptographic operations including, for ex­
ample, encryption, decryption, authentication and key 
management. In the embodiment of Figure 8, these 
components communicate via a bus 812. 
[0181] In one aspect of the embodiment of Figure 8, 
authorization information is stored on the token 816. For 
example, the token may store authorization data such 
a 100 bit encrypted password. The user may use the 
token 816 (and in some applications, other information 
or biometrics as discussed above) to authenticate him­
self or herself to the TPM 802. 
[0182] In addition, network authentication credentials 
may be stored in a data memory (not shown) in the TPM 
802. The TPM 802 may use these credentials to authen­
ticate itself to an associated network and/or service pro­
vider. 

[0183] Referring to Figure 9, when a user wishes to 
access a service provided by the TPM 804, the user 
brings the token 816 in relatively close proximity with the 
computer 801 (block 902). In this way the user may au­
thenticate himself or herself to the TPM 802. 
[0184] As represented by block 904, the proximity 
reader 806 in the TPM 802 receives the RF signals 814 
from the token 816 and extracts any embedded infor­
mation such as the user's credentials (block 906). After 
verifying the information (block 908), the TPM 802 may 
provide the requested access or may facilitate acquiring 
access to a service from another processing entity 
(block 910). 
[0185] For example, the system of Figure 8 may be 

used to access encrypted data (e.g., an encrypted pass­
word) stored in a local data memory 824. In this case, 
the TPM 802 may store cryptographic information (e.g., 
keys, security associations, etc.) that enables the TPM 

s to decrypt encrypted data. In some embodiments, en­
crypted data files 824 may be accessed via other com­
ponents (e.g., a file manager 822) in the computer 801. 
The security of the encrypted data may be maintained 
in such components outside the TPM since decryption 

10 may be restricted to occur only within the TPM. In other 
words, sensitive information that is in the clear is not 
allowed to leave the secure boundary provided by the 
TPM 802. 
[0186] Alternatively, the TPM 802 may provide the in-

'5 formation to a service provider connected to a network 
820. For example, the TPM 802 may send information 
such as network authentication credentials to one or 
more network access devices (not shown) via one or 
more network interfaces 818 to enable the user to gain 

20 access to one or more networks 820. 
[0187] In the embodiment of Figure 8, sensitive infor­
mation such as the authentication information from the 
token is securely maintained in the computer inside the 
TPM. In a manner similar to that discussed above, this 

25 information may be provided directly to the TPM via the 
RF signal 814. 
[0188] In contrast, in embodiments where the proxim­
ity reader and the TPM are separate components in the 
computer, the authentication information may be 

30 passed between these components via the software 
stack. In this case, if the stack is compromised, the au­
thentication information may be compromised as well. 
[0189] The network interface(s) 818 may be used to 
connecttowiredand/orwireless network(s)820. Asdis-

35 cussed herein, cryptographic techniques may be used 
to ensure the security of data transferred between the 
TPM 802 and other devices connected to a network 820. 
Accordingly, a network connection may be used, for ex­
ample, to communicate with a key manager to obtain 

40 key information (e.g., security associations) and author­
ization for key usage. 
[0190] As shown in Figure 10, in some embodiments 
a TPM 1002, a proximity reader 1004 and one or more 
network interfaces (e.g., interface(s) 606 in Figure 6) 

45 1006 may be combined on a single integrated circuit 
1000. In this way, sensitive information may be main­
tained within a security boundary defined by the chip 
1000. 
[0191] In addition, the combination of these compo­

se nents within a single chip may reduce the cost of the 
system. For example, by providing all of these compo­
nents within a single CMOS integrated circuit the per 
chip cost of these components may be relatively small. 
As a result, it may be cost effective to provide the fea-

55 tures discussed herein into a mobile device. 
[0192] The embodiment of Figure 10 may be advan­
tageous when the network interface(s) provides con­
nectivity to wireless network(s). As discussed above, by 
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providing the network interface(s) 1006 on the same 
chip 1000 as the other access device components, sen­
sitive information (e.g., credentials, passwords, keys, 
etc.) may only leave the secure boundary of the chip 
1000 via RF signals. Thus, this may provide a relatively 
inexpensive and secure path directly to the TPM 1002 
for authorization of key usage. 
[0193] In some embodiments, the computer may 
comprise a point-of-sale device. That is, the token 816 
(e.g., a token with smart card functionality) may provide 
the user's credit card information to the computer 801 
and the computer 801 could securely receive and verify 
this information to perform a sales transaction. 
[0194] FigureH depicts one embodiment of a system 

1100 where a mobile device 1101 may be used to au­
thenticate a user to another processing system (e.g., 
one that includes a security processing system 1124 
such as a TPM). In this embodiment, the mobile device 

1101 includes a security processing system 1102 (e.g., 
a TPM) that in turn includes an RFID client 1106. As dis­
cussed above, the security processing system (e.g., 
TPM) may include, for example, a security processor 
1104, a master controller 1110 and an external interface 
1108 that communicate via an internal bus 1112. 
[0195] An RF signal 1116 transmitted by an antenna 
1114 may then be received by a nearby proximity reader 
1120 via an antenna 1118. In this way, for example, the 
mobile device 1101 (e.g., a laptop computer, a PDA, a 
cellularphone, etc.) may be used in amannersimilarto 
a smart card. For example, the security processing sys­
tem 1102 may store credit card information that may be 
sent to an RF processing component 1122 in a proximity 
reader 1120 in the security processing system 1124. 
Once this information is within the security boundary 
provided by the security processing system 1124, the 
information may be used, for example, by point-of-sale 
components (not shown) associated with the security 
processing system 1124 to access data services (e.g., 
perform a sales transaction). 

[0196] From the above it should be appreciated that 
a wireless proximity and authentication system may be 
used to securely and efficiently access one or more data 
service(s) that may be associated with a variety of ap­
plications. These applications may include, without lim­
itation, authentication applications relating to network 
access (RSA token), processing of biometrics, credit 
card transactions, and voice over Internet Protocol 
("VoIP"). 

[0197] Different embodiments of the invention may in­
clude a variety of hardware and software processing 
components. In some embodiments of the invention, 
hardware components such as controllers, state ma­
chines and/or logic are used in a system constructed in 
accordance with the invention. In some embodiment of 
the invention, code such as software or firmware exe­
cuting on one or more processing devices may be used 
to implement one or more of the described operations. 
[0198] Such components may be implemented on 

one or more integrated circuits. For example, in some 
embodiments several of these components may be 
combined within a single integrated circuit. In some em­
bodiments some of the components may be implement-

s ed as a single integrated circuit. In some embodiments 
some components may be implemented as several in­
tegrated circuits. 

[0199] The components and functions described 
herein may be connected/coupled in many different 

10 ways. The manner in which this is done may depend, in 
part, on whether the components are separated from the 
other components. In some embodiments some of the 
connections represented by the lead lines in the draw­
ings may be in an integrated circuit, on a circuit board 

'5 and/oroverabackplanetoothercircuitboards. Insome 
embodiments some of the connections represented by 
the lead lines in the drawings may comprise a data net­
work, for example, a local network and/or a wide area 
network (e.g., the Internet). 

20 [0200] The signals discussed herein may take several 
forms. For example, in some embodiments a signal may 
be an electrical signal transmitted over a wire, light puls­
es transmitted over an optical fiber or electromagnetic 
(e.g., RF or infrared) radiation transmitter through the 

25 air. 

[0201] A signal may comprise more than one signal. 
For example, a signal may consist of a series of signals. 
Also, a differential signal comprises two complementary 
signals or some other combination of signals. In addi-

30 tion, a group of signals may be collectively referred to 
herein as a signal. 

[0202] Signals as discussed herein also may take the 
form of data. For example, in some embodiments an ap­
plication program may send a signal to another applica-

35 tion program. Such a signal may be stored in a data 
memory. 

[0203] A wide variety of devices may be used to im­
plement the data memories discussed herein. For ex­
ample, a data memory may comprise Flash memory, 

40 one-time-programmable (OTP) memory or other types 
of data storage devices. 

[0204] The components and functions described 
herein may be connected/coupled directly or indirectly. 
Thus, in some embodiments there may or may not be 

45 intervening devices (e.g., buffers) between connected/ 
coupled components. 
[0205] In summary, the invention described herein 
generally relates to an improved authentication system. 
While certain exemplary embodiments have been de-

50 scribed above in detail and shown in the accompanying 
drawings, it is to be understood that such embodiments 
are merely illustrative of and not restrictive of the broad 
invention. In particular, it should be recognized that the 
teachings of the invention apply to a wide variety of sys-

55 terns and processes. It will thus be recognized that var­
ious modifications may be made to the illustrated and 
other embodiments of the invention described above, 
without departing from the broad inventive scope there-
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of. In view of the above it will be understood that the 
invention is not limited to the particular embodiments or 
arrangements disclosed, but is rather intended to cover 
any changes, adaptations or modifications which are 
within the scope and spirit of the invention as defined by 
the appended claims. 

Claims 

1 . A communication system comprising: 

3. The system of claim 1 wherein the wireless proxim­
ity reader is an RFID reader. 

4. A method of controlling access to a service com­
prising: 

10 

an wireless proximity reader configured to re­
ceive an RF signal from a wireless token locat­
ed within a defined proximity to the proximity is 
reader and configured to extract information 
from the received RF signal; and 
a wireless network interface coupled to receive 
the information from the proximity reader and 
send the information over a wireless network. 20 

2. The system of claim 1 comprising a security bound­
ary within which the information is extracted and re­
ceived. 

25 

30 

verifying whether a wireless token is within a 
defined proximity to a processing device; 
authenticating information associated with the 
wireless token; and 35 

providing the authenticated information to a 

service provider. 

5. The method of claim 4 comprising establishing a se­
curity boundary for the verifying, authenticating and 40 
providing. 

6. A method of controlling access to a service com­
prising: 

45 

receiving an RF signal from a proximate wire­
less token; 

obtaining information from the RF signal; 
authenticating the information from the RF sig­
nal; and so 
providing the authenticated information to a 
service provider. 

circuit; 

at least one lead that is only routed within the 
integrated circuit for coupling the wireless prox­
imity reader to a wireless network interface; and 
a wireless network interface coupled to receive 
the information from the wireless proximity 
reader and provide the information to a port on 
the integrated circuit to send the information 
over a wireless network. 

8. A communication system comprising: 

a wireless proximity reader configured to re­
ceive an RF signal from a wireless token locat­
ed within a defined proximity to the wireless 
proximity reader and configured to extract in­
formation from the received RF signal; and 
a key management component coupled to re­
ceive the information from the wireless proxim­
ity reader and send the information to a service 
provider. 

9. A method of providing access to a service compris­
ing: 

receiving an RF signal from a proximate wire­
less token; 
obtaining information from the RF signal; 
authenticating the information to a key man­
agement component; and 
providing, by the key management component, 
access to a service. 

10. An integrated circuit comprising: 

a wireless proximity reader configured to re­
ceive an RF signal from a wireless token locat­
ed within a defined proximity to the wireless 
proximity reader and configured to extract in­
formation from the received RF signal; and 
at least one connection within the integrated 
circuit for coupling the wireless proximity read­
er to a wireless network interface; and 
a key management component coupled to re­
ceive the information from the wireless proxim­
ity reader and provide the information to a port 
on the integrated circuit to send the information 
to a service provider. 

7. A integrated circuit comprising: 

a wireless proximity reader configured to re­
ceive an RF signal from a wireless token locat­
ed within a defined proximity to the integrated 

55 
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