


















































































Frequency agility, network authentication, and the Certicom el­

liptic curve cryptographic algorithm are used to establish a secure 

connection between the Palm VII and the Palm.Net Data Center. 

The connection from the Palm.Net data center to an Internet server 

can be protected with SSL using a 40 or 128 bit key. The Palm.Net 

Data Center itself is protected by firewalls . 
Bearer for the Palm VII wireless communication is Bell South's 

Mobitex Network. It only operates within the US and uses the 900 

MHz frequency. Every Palm VII device has a built-in radio fre­

quency transceiver with an unique Mobitex access number. A direct 

line to Palm.Net Data center is configured. 
One obstacle of the applied communication technology is that the 

radio frequency bearer allows only about 8 kilobytes per second for 

data transmission. This limits the amount of information, which can 

be exchanged in a reasonable response time. About 50 bytes for the 

query and 500 bytes for the response are the recommended sizing. 

Although the Palm VII device only accesses the Mobitex network 

from Bell South, the architecture is basically open for devices based 

on other network technologies and providers. 
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In order to connect W AP phones to the Internet the standard 

HTTP Internet protocol u ed by web servers must be converted into 

W AP's Wireless Session Protocol (WSP). As described in Chapter 

Mobitex 
Wireless 
Network 

Figure 14.1 : 
The Palm.Net 
Data Center 

14. 1 Connectivity Gateway 31 7 



11, this task is done by a W AP gateway. Additionally the content, 
which must be provide in the Wireless Markup Language (WML) 
format is translated into a binary content representation (WBXML) 
to optimize transmission. 

Besides content and protocol transformation, the server initiated 
client notification needs to be supported, which was introduced with 
WAP 1.2. T his "push"-mechanism is a bit circumstantial, since 
normal HTTP servers can only respond to reque ts received from 
clients. The initiator of a push acts as a HTTP client of the W AP 
Gateway, which takes the role of a Web server, referred to as Push 
Proxy Gateway (PPG). The PPG forwards the push notification to 
the WAP client over WSP. Each push message con ists of two 
components: the content to be pushed to the W AP client and a 
conlrol entity, which holds information, like the message expiration 
date. 

Since W AP is an open standard and independent from a pecific 
telecommunication network any gateway should work with any 
W AP compliant phone. 

Nokia WAP Among the available commercial gateway products is Nokia 's 
Server WAP Server. Connection from W AP clients to the gateway can 

base on the bearers Short Message Text (SMS) and Circuit 
Switched Data (CSD). It is possible to implement other protocols 
than HTTP on the server side, for instance, when legacy systems 
need to be supported. An application programming interface (API) 
enables a service provider to develop particular stand-alone applica­
tions, like servlets, directly on top of the gateway. Additional back­
end server systems can be omitted this way. 

Figure 14.2: 
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14.2 
Wireless Gateway 

The IBM Secure Way Wireless Gateway tunnels the IP protocol Gateway 

through a diver e set of wireless and wireline networks. Applications 

on client systems can communicate with enterprise networks based 

on TCP/IP, although this protocol is actually not supported by the 

communication bearer. Any application developed for the standard 

TCP/IP interface, will run on top of SecureWay Wireless without 

modifications. 
The Secure Way Wirele.s:5 Client is the counterpart of the gateway Client 

and must be installed on the user's client system. A user interface 

allows to initiate the communication to the gateway. The mobile 

user can select the network type, which meets best his current needs, 

without making any changes to the installed applications. 
In order to setup the network transparent to the application, dif­

ferent network characteristics are encapsulated by Secure Way Wire­

less. On the client side, all network specific details are hidden be­

neath the common TCP/IP interface layer. SecureWay Wireless 

works like an additional network device driver. It intercepts the 

TCP /IP communication and routes the data traffic over the chosen 

non-IP networks. Inside the gateway, Mobile Network Interfaces 

(MNI) expose the access to a particular network type. 
The list of supported network protocols include: 

• Public and private Packet networks (CDPD, DataTAC, GPRS, 

and Mobitex). 
• Analog and digital cellular networks (GSM, CDMA, TDMA, 

and AMPS). 
• Satellite networks (N orcom). 
• Wireline (Cable modem, DSL, PSTN, ISDN, and Dial-up 

ISP). 
• LAN connections (Ethernet, Token Ring, and wireless LAN) . 

Besides the simple IP-based communication between client and Efficient 

gateway, SecureWay Wireless optimizes the network traffic using 

data compression mechanisms. Increasing efficiency is extremely 

important for low speed wireless networks. The benefits of less data 

traffic are better response times and often lower network fees . Addi-

tionally, an idle connection can be disconnected automatically and 

will resume as soon as communication continues. The user will not 

notice that interrupt (short-hold mode) . 

14.2 Wireless Gateway ■ 319 
■ 

■ 



Secure For reliable data privacy, all data transmitted through public net-

Figure 14.3: 
Secure Way 
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works from the client device to the gateway can be encrypted with 
RSA. Two way client/gateway authentication mechanisms prevent 
unwanted access. 

Besides gateway and client, IBM provides the Secure Way Wireless 
Gatekeeper. This tool enables system administrators to configure 
multiple wireless and dial-up network, and define users, resources, 
and access rights. LDAP is used to store user profiles and network 
management data. 

WebExpress is an enhancement for HTTP communication 
through SecureWay Wireless. WebExpress features HTTP header 
reduction, as well as HTML data stream compression and content 
caching. 
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14.3 
Transcoding 

Gateway 

Transcoding is a content adaptation technology, which tailors in­
formation for a specific device by transforming its format and repre­
sentation. Multimedia data as it can be found on Web pages, is fil­
tered, converted, and reformatted, until it matches the capabilities of 
the di playing device. 

The purpose is obvious: When providers deliver content to vari­
ous pervasive clients, they need to accommodate device specific con­
straints such as limited memory, slow data transmission, and small 
screens. Transcoding automatically translates content into different 
representations for each class of receiving client systems. This sim­
plifies authoring, deployment, and maintenance dramatically! An 
arbitrary multimedia web page can be provided to Internet TVs, 
handhelds, and W AP phones without change. It is even possible to 
adapt content from legacy system into a standardized Internet rep-
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resentation, or transcode Web pages to the proprietary format of a 

specific client device. 
Besides adapting content according to particular device capabili­

ties, another aspect of transcoding gains importance: information is 

personalized for a particular user, depending on his preferences and 

organizational policies. For instance, content of interest can be 

transcoded into individual user interface styles or a preferred lan­

guage. 
Transcoding is typically done by a gateway or proxy, which inter­

cepts the data exchange between the content server providing mul­

timedia data and the client rendering the received information (Fig­

ure 14.4). The transcoding proxy analyses the content and identifies 

the included media objects. In order to determine graphical naviga­

tion buttons, images, and related textual content, the semantics of 

each object is examined. According to defined preferences, appropri­

ate methods for content manipulation are invoked. Preferences can 

be device capabilities, user profiles, communication bandwidth, and 

others. They indicate what kind of information has to be transcoded 

in which way. 
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This content adaptation comprises two dimensions: 

• Modality. 
Multimedia includes video clips, images, text and audio data in 

manifold formats. Since not all of these modalities are uitable 

for all devices, transcoding translates data according to the tar­

geted devices needs. 
• Fidelity. 

Reducing the fidelity of information is another approach to 

reach even small devices with multimedia information. Com­

pressing and filtering are techniques applied in this context. 

Transcoding 
Proxy 

Figure 14.4: 
Internet 
Content 
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Content 
manipulation 

methods 

The following list shows several common methods for content 
manipulation: 

• Conversion of images to hyperlinks, allowing the user to retrieve 
them separately only when explicitly needed. 

• Compression and reduction of scale and color level of images. 
• Substitution and removal of images. 
• Conversion from one image format to another. 
• Translation of XML documents according to a given style sheet. 
• Video skimming. 
• Video-to-image conversion. 
• Text-to-speech conversion and speech recognition. 
• Text summarization from detailed text to headlines. 
• Text reformatting from tables to simple lists. 
• Language translation. 

14.3. l 
lnfoPyramid Framework 

An implementation of transcoding technology is the IBM InfoPy­
ramid Framework. This framework allows to manage media objects 
with different modalities and fidelities. Media objects can be either 
stored in different representations or be created on-the-fly in order 
to meet the capabilities of a requesting device. 

Media objects correspond to cells in an "JnfoPyramid' (Figure 
14.5). Within the pyramid , the fidelity of information representation 
decreases from bottom to ·top. The lower cells refer to detailed in­
formation, such as high-resolution images or comprehensive texts. 
The upper t ells correspond to strongly compacted information, such 
as simplified images or summarized text. When moving horizontally 
within the pyramid, the modality changes. For in tance text-to­
speech conversion changes a text based representation to audio. 

Transcoders The framework includes methods to manipulate media objects. 
These are referred to as transcoders and are distinguished between 
translators and summarizers. Translators convert modality, while 
summarizers change fidelity. The framework i extensible and allows 
to add new transcoders using a provided developer toolkit. It is also 
possible to define additional modalities, such as different languages 
of text. 

The framework has been implemented as a stand-alone proxy 
server as well as a servlet. The proxy erver intercepts HTTP requests 
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and responses between the user and any selected Web server. The 

servlet version runs directly on a particular \tVeb application server. 

14.3.2 
ProxiNet Transcoding Gateway 

ProxiNet's transcoding technology is based on the ProxiWeb browser 

for client devices and the ProxiWare gateway. Any selected web site 

is retrieved, transformed, and delivered in a very compact represen­

tation to the client's ProxiWeb browser. ProxiWeb is an ultra-thin 

browser for Palm OS and comprises only about 120 kilobytes. When 

the device is connected to an Internet provider, the browser gives 

immediate Web access. Downloaded sites are kept within a cache 

and can be viewed offline at a later time again. 

14.4 
Residential Gateway 

The residential gateway is a computer that acts as a central bridge 

between the outside world and the networked devices in the home. 

Figure 14.6 shows a residential gateway with several connectivity 

options in a home. There are two major aspects to the residential 

gateway. 

Figure 14.5: 
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Figure 14.6: 
Home Networks 
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On one hand, the residential gateway integrates "traditional" 
communication media - telephone and cable TV - into the home 
audio-visual system. Through a caller ID function such a system 
could, for example, announce a caller's identity through the home 
audio system. The resident could then decide whether or not to get 
out of his Jacuzzi to pick up the phone. 
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Telephone ---­
l>ow'"l Lfr.,..__ ......... .,_ 

On the other hand, work is carried out to define the gateway as a 
bridge between the home and the Internet. Valid services should be 
able to access the home systems. For example, the refrigerator repair 
center should be able to access the appliance in the home for diag­
nostic purposes. However, unauthorized access mu t be blocked - it 
must not be possible for unauthorized persons to determine infor­
mation about the residents. 

14.5 
Further Readings 

IBM Transcoding Solution 

http://www.research.ibm.com/networked data systems/ 
transcoding 

This site includes documents and publications related to 
transcoding. An online demonstration transcodes arbitrary web 
page , which can be selected by entering their URL. 
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IBM Networked Home 

http:/ /www.ibm.com/pvc/nethome 

This web page includes a scenario of a networked home environ­
ment. 

Information Delivery Infrastructure in the Mobile, Wire­
less Age 

http:/ /www.proxinet.com/technology 

This white paper covers the ProxiNet transcoding approach as 
well as a generic analysis of different technologies to deliver content 
to small devices [FOX99]. 

Nokia WAP Gateway 

http:/ /www.nokia.com/ corporate/wap/wap server 1 I .html 

The technical features of the Nokia WAP gateway can be ac­
cessed through this link. 

Palm VII Wireless Internet Access 

http://www.palm.com/pr/palmvii/7whitepaper.pdf 

This white paper explains Palm's approach to provide wireless 
network acces through the Palm.Net gateway [P ALMVII]. 

Panja Home Systems 

http:/ /www.panja.com 

This site features a photo tour through a networked home instal­
lation. 

Point Clark 

http:/ /www.pointclark.net 

A commercial provider for residential gateway software and serv­
ices. 
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ProxiNet 

http:/ /www.proxinet.com 

The place where users can subscribe to the ProxiNet transcoding 
services for Palm devices. 

Residential Area Highway Project 

it ://hoe aarden.ec.ele.tue.nl 

This page includes interesting Links to tandardization activities, 
locuments. and prqjects r lated to in-house n twul'k ' and r -sidential 

gateways. 

SecureWa Wireless 

http://www.lbm.com/software/ network/mobile 

Information about IBM's Secure Way Wireless product. 
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Pervasive Computing 
This book is a guide for the world of PeMsive Computing. It 
describes a new class of computing devices which are becoming 
omnipresent in everday life. They make infonnation access and 
processing easily available for everyone from anywhere at any 
time. Mobility, wireless connectivity,civfflity,and ease-of-use 
are the magic keywords of Pervasive Computing.Devices in­
clude handheld computers,mobile phones, interactive televi-
• art cards, household appliances as well as lntelbgent 

The book covers these front-end de­
:systems and the back-end Infra• 
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sis placed on theunderly­
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gives an overview of today's 
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home, travel, and finance 
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