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Max_Period_Length:

Value Parameter Description

Value Parameter Descriptior

N = 0xXXXX Minimum amount of tim:
Size: 2 octets

Range: 0x02 — OxFFFE
Time =N *1.28 sec
Range: 2.56 — 83883.52

Value Parameter Description

0x9E8BO0—- This is the LAP from which the inquiry access code should be derived
OX9ES8B3F when the inquiry procedure is made, see “Bluetooth Assigned Numbers”
(https://lwww.bluetooth.org/foundry/assignnumb/document/

assigned _numbers).

Inquiry_Length: Size: 1 Octet
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Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Periodic Inquiry Mode command succeeded.
0x01-0xFF Periodic Inguiry Mode command failed. See “Error Codes” on page 319
[Part D] for list of Error Codes.

Event(s) generated (unless masked away):

The Periodic Inquiry Mode begins when the Controller sends the Command
Complete event for this command to the Host. An Inquiry Result event will be
created for each Bluetooth device which responds to the Inquiry message. In
addition, multiple Bluetooth devices which response to the Inquiry message
may be combined into the same event. An Inquiry Complete event is generated
when each of the periodic Inquiry processes has completed. No Inquiry Com-
plete event will be generated for the canceled Inquiry process.
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7.1.4 Exit Periodic Inquiry Mode Command

Command OCF Sl Return Parameters
Parameters
HCI_Exit_Periodic_Inquiry_Mode 0x0004 Status
Description:

The Exit Periodic Inquiry Mode command is used to end the Periodic Inquiry
mode when the local device is in Periodic Inquiry Mode. If the local device is
currently in an Inquiry process, the Inquiry process will be stopped directly and
the Controller will no longer perform periodic inquiries until the Periodic Inquiry
Mode command is reissued.

Command Parameters:
None.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Exit Periodic Inquiry Mode command succeeded.
0x01-0xFF Exit Periodic Inquiry Mode command failed. See “Error Codes” on
page 319 [Part D] for list of Error Codes.

Event(s) generated (unless masked away):

A Command Complete event for this command will occur when the local device
is no longer in Periodic Inquiry Mode. No Inquiry Complete event will be gener-
ated for the canceled Inquiry process.

HCI Commands and Events 4 November 2004 405
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7.1.5 Create Connection Command

Return

Command OCF Command Parameters
Parameters

HCI_Create_Connection 0x0005 BD_ADDR,

Packet_Type,
Page_Scan_Repetition_Mode,
Reserved,

Clock_Offset,
Allow_Role_Switch

Description:

This command will cause the Link Manager to create a connection to the Blue-
tooth device with the BD_ADDR specified by the command parameters. This
command causes the local Bluetooth device to begin the Page process to cre-
ate a link level connection. The Link Manager will determine how the new ACL
connection is established. This ACL connection is determined by the current
state of the device, its piconet, and the state of the device to be connected. The
Packet_Type command parameter specifies which packet types the Link Man-
ager shall use for the ACL connection. When sending HCI ACL Data Packets
the Link Manager shall only use the packet type(s) specified by the
Packet_Type command parameter or the always-allowed DM1 packet type.
Multiple packet types may be specified for the Packet Type parameter by per-
forming a bit-wise OR operation of the different packet types. The Link Man-
ager may choose which packet type to be used from the list of acceptable
packet types. The Page_Scan_Repetition_Mode parameter specifies the page
scan repetition mode supported by the remote device with the BD_ADDR. This
is the information that was acquired during the inquiry process. The
Clock_Offset parameter is the difference between its own clock and the clock
of the remote device with BD_ADDR. Only bits 2 through 16 of the difference
are used, and they are mapped to this parameter as bits 0 through 14 respec-
tively. A Clock_Offset_Valid_Flag, located in bit 15 of the Clock_Offset parame-
ter, is used to indicate if the Clock Offset is valid or not. A Connection handle
for this connection is returned in the Connection Complete event (see below).
The Allow_Role_Switch parameter specifies if the local device accepts or
rejects the request of a master-slave role switch when the remote device
requests it at the connection setup (in the Role parameter of the
Accept_Connection_Request command) (before the local Controller returns a
Connection Complete event). For a definition of the different packet types see
the “Baseband Specification” on page 55 [Part B].

Note: The Host should enable as many packet types as possible for the Link
Manager to perform efficiently. However, the Host must not enable packet
types that the local device does not support.

406 4 November 2004 HCI Commands and Events
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Command Parameters:

BD _ADDR: Size: 6 Octets

Value Parameter Description

OXXXXX XXX XX XXX BD_ADDR of the Device to be connected.
Packet_Type: Size: 2 Octets

Value Parameter Description

0x0001 Reserved for future use.

0x0002 2-DH1 may not be used.

0x0004 3-DH1 may not be used.

o0x0008! DM1 may be used.

0x0010 DH1 may be used.

0x0020 Reserved for future use.

0x0040 Reserved for future use.

0x0080 Reserved for future use.

0x0100 2-DH3 may not be used.

0x0200 3-DH3 may not be used.

0x0400 DM3 may be used.

0x0800 DH3 may be used.

0x1000 2-DH5 may not be used.

0x2000 3-DHS may not be used.

0x4000 DM5 may be used.

0x8000 DH5 may be used.

1. This bit will be interpreted as set to 1 by Bluetooth V1.2 or later controllers.

Page_Scan_Repetition_Mode: Size: 1 Octet
Value Parameter Description
0x00 RO
0x01 R1
0x02 R2
0x03 — OxFF Reserved.
HCI Commands and Events 4 November 2004 407
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Reserved: Size: 1 Octet
Value Parameter Description
0x00 Reserved, must be set to 0x00.

See “Page Scan Mode” on page 612.

Clock_Offset: Size: 2 Octets
Bit format Parameter Description
Bit 14-0 Bit 16-2 of CLKslave-CLKmaster.
Bit 15 Clock_Offset_Valid_Flag

Invalid Clock Offset = 0
Valid Clock Offset = 1

Allow_Role_Switch: Size: 1 Octet
Value Parameter Description
0x00 The local device will be a master, and will not accept a role switch

requested by the remote device at the connection setup.

0x01 The local device may be a master, or may become a slave after
accepting a role switch requested by the remote device at the connec-
tion setup.

0x02-0xFF Reserved for future use.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Create Connection command, the Controller
sends the Command Status event to the Host. In addition, when the LM deter-
mines the connection is established, the Controller, on both Bluetooth devices
that form the connection, will send a Connection Complete event to each Host.
The Connection Complete event contains the Connection Handle if this com-
mand is successful.

Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.

408 4 November 2004 HCI Commands and Events
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7.1.6 Disconnect Command

Command OCF Command Parameters | Return Parameters
HCI_Disconnect 0x0006 | Connection_Handle,

Reason
Description:

The Disconnection command is used to terminate an existing connection. The
Connection_Handle command parameter indicates which connection is to be
disconnected. The Reason command parameter indicates the reason for end-
ing the connection. The remote Bluetooth device will receive the Reason com-
mand parameter in the Disconnection Complete event. All synchronous
connections on a physical link should be disconnected before the ACL connec-
tion on the same physical connection is disconnected.

Command Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle for the connection being disconnected.

Range: 0x0000-0x0EFF (0xOF00 - OXOFFF Reserved for future use)

Reason: Size: 1 Octet
Value Parameter Description
0x05, 0x13- Authentication Failure error code (0x05), Other End Terminated Connec-
0x15, Ox1A, tion error codes (0x13-0x15), Unsupported Remote Feature error code
0x29 (Ox1A) and Pairing with Unit Key Not Supported error code (0x29), see

“Error Codes” on page 319 [Part D] for list of Error Codes.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Disconnect command, it sends the Command
Status event to the Host. The Disconnection Complete event will occur at each
Host when the termination of the connection has completed, and indicates that
this command has been completed.

Note: No Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Disconnection
Complete event will indicate that this command has been completed.

HCI Commands and Events 4 November 2004 409
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7.1.7 Create Connection Cancel Command

Command OCF Command Parameters | Return Parameters
HCI_Create_Connection | 0x0008 | BD_ADDR Status,
_Cancel BD_ADDR

Description:

This command is used to request cancellation of the ongoing connection cre-
ation process, which was started by a Create_Connection command of the
local device.

Command Parameters:

BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXX XXX | BD_ADDR of the Create Connection command request that was
issued before and is subject of this cancellation request

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Create Connection Cancel command succeeded
0x01-0xff Create Connection Cancel command failed. See “Error Codes” on
page 319 [Part D] for list of error codes

BD ADDR: Size: 6 Octet

Value Parameter Description

OO XXX | BD_ADDR of the Create Connection command that was issued
before and is the subject of this cancellation request.

410 4 November 2004 HCI Commands and Events
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Event(s) generated (unless masked away):

When the Create Connection Cancel command has completed, a Command
Complete event shall be generated.

If the connection is already established by the baseband, but the Controller has
not yet sent the Connection Complete event, then the local device shall detach
the link and return a Command Complete event with the status “Success”.

If the connection is already established, and the Connection Complete event
has been sent, then the Controller shall return a Command Complete event
with the error code ACL Connection already exists (0x0B).

If the Create Connection Cancel command is sent to the Controller without a
preceding Create Connection command to the same device, the Controller
shall return a Command Complete event with the error code Unknown Connec-
tion Identifier (0x02).

The Connection Complete event for the corresponding Create Connection
Command shall always be sent. The Connection Complete event shall be sent
after the Command Complete event for the Create Connection Cancel com-
mand. If the cancellation was successful, the Connection Complete event will
be generated with the error code Unknown Connection Identifier (0x02).

HCI Commands and Events 4 November 2004 411

736



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 412 of 814

Host Controller Interface Functional Specification 8 Blu et 0 0th@

7.1.8 Accept Connection Request Command

Command OCF Command Parameters | Return Parameters
HCI_Accept_Connection | 0x0009 | BD_ADDR,
Request Role

Description:

The Accept_Connection_Request command is used to accept a new incoming
connection request. The Accept_Connection_Request command shall only be
issued after a Connection Request event has occurred. The Connection
Request event will return the BD_ADDR of the device which is requesting the
connection. This command will cause the Link Manager to create a connection
to the Bluetooth device, with the BD_ADDR specified by the command param-
eters. The Link Manager will determine how the new connection will be estab-
lished. This will be determined by the current state of the device, its piconet,
and the state of the device to be connected. The Role command parameter
allows the Host to specify if the Link Manager shall request a role switch and
become the Master for this connection. This is a preference and not a require-
ment. If the Role Switch fails then the connection will still be accepted, and the
Role Discovery Command will reflect the current role.

Note: The Link Manager may terminate the connection if it would be low on
resources if the role switch fails. The decision to accept a connection must be
completed before the connection accept timeout expires on the local Bluetooth
Module.

Note: when accepting synchronous connection request, the Role parameter is
not used and will be ignored by the Controller.

Command Parameters:

BD_ADDR: Size: 6 Octets
Value Parameter Description
1°0.0.0.0.0.0.0.0.0.0.0.9.1 BD_ADDR of the Device to be connected
Role: Size: 1 Octet
Value Parameter Description
0x00 Become the Master for this connection. The LM will perform the role
switch.
0x01 Remain the Slave for this connection. The LM will NOT perform the role
switch.

Return Parameters:

None.
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Event(s) generated (unless masked away):

The Accept_Connection_Request command will cause the Command Status
event to be sent from the Controller when the Controller begins setting up the
connection. In addition, when the Link Manager determines the connection is
established, the local Controller will send a Connection Complete event to its
Host, and the remote Controller will send a Connection Complete event or a
Synchronous Connection Complete event to the Host. The Connection Com-
plete event contains the Connection Handle if this command is successful.
Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.

HCI Commands and Events 4 November 2004 413
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7.1.9 Reject Connection Request Command

Command OCF Command Parameters Return Parameters

HCI_Reject_Connection | 0x000A | BD_ADDR, Reason
_Request

Description:

The Reject_Connection_Request command is used to decline a new incoming
connection request. The Reject_Connection_Request command shall only be
called after a Connection Request event has occurred. The Connection
Request event will return the BD_ADDR of the device that is requesting the
connection. The Reason command parameter will be returned to the connect-
ing device in the Status parameter of the Connection Complete event returned
to the Host of the connection device, to indicate why the connection was
declined.

Command Parameters:

BD_ADDR: Size: 6 Octets
Value Parameter Description
OXXXXXXXXXXXXX BD_ADDR of the Device to reject the connection from.
Reason: Size: 1 Octet
Value Parameter Description
0x0D-0x0F Host Reject Error Code. See “Error Codes” on page 319 [Part D] for list of
Error Codes and descriptions.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Reject_Connection_Request command, the
Controller sends the Command Status event to the Host. Then, the local Con-
troller will send a Connection Complete event to its host, and the remote Con-
troller will send a Connection Complete event or a Synchronous Connection
Complete event to the host. The Status parameter of the Connection Complete
event, which is sent to the Host of the device attempting to make the connec-
tion, will contain the Reason command parameter from this command.

Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Connection
Complete event will indicate that this command has been completed.
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7.1.10 Link Key Request Reply Command

Command OCF e Return Parameters
Parameters

HCI_Link_Key_Request_Reply | 0x000B | BD_ADDR, Link_Key | Status, BD_ADDR

Description:

The Link_Key_Request_Reply command is used to reply to a Link Key
Request event from the Controller, and specifies the Link Key stored on the
Host to be used as the link key for the connection with the other Bluetooth
Device specified by BD_ADDR. The Link Key Request event will be generated
when the Controller needs a Link Key for a connection.

When the Controller generates a Link Key Request event in order for the local
Link Manager to respond to the request from the remote Link Manager (as a
result of a Create_Connection or Authentication_Requested command from
the remote Host), the local Host must respond with either a
Link_Key_Request_Reply or Link_Key_Request_Negative_Reply command
before the remote Link Manager detects LMP response timeout. (See “Link
Manager Protocol” on page 211 [Part C].)

Command Parameters:

BD_ADDR: Size: 6 Octets
Value Parameter Description
OXXXXX XXX XX XXX BD_ADDR of the Device of which the Link Key is for.
Link_Key: Size: 16 Octets
Value Parameter Description
OXXXXXXXXXXX | Link Key for the associated BD_ADDR.
XXXXXXXXXXX
XXXXXXXXXXX

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Link_Key_Request_Reply command succeeded.
0x01-0xFF Link_Key_Request_Reply command failed. See “Error Codes” on
page 319 [Part D] for error codes and description.

HCI Commands and Events 4 November 2004 415

740



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3] page 416 of 814

Host Controller Interface Functional Specification ea BIU eto Oth@
BD_ADDR: Size: 6 Octets
Value Parameter Description
OXXXXXXXXX | BD_ADDR of the Device of which the Link Key request reply has
XXXX completed.

Event(s) generated (unless masked away):

The Link_Key_Request_Reply command will cause a Command Complete
event to be generated.

416
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7.1.11 Link Key Request Negative Reply Command

Command OCF Command Parameters | Return Parameters

HCI_Link_Key_Request | 0x000C | BD_ADDR Status, BD_ADDR
_Negative_Reply

Description:

The Link_Key_Request_Negative_Reply command is used to reply to a Link
Key Request event from the Controller if the Host does not have a stored Link
Key for the connection with the other Bluetooth Device specified by BD_ADDR.
The Link Key Request event will be generated when the Controller needs a
Link Key for a connection.

When the Controller generates a Link Key Request event in order for the local
Link Manager to respond to the request from the remote Link Manager (as a
result of a Create_Connection or Authentication_Requested command from
the remote Host), the local Host must respond with either a
Link_Key_Request_Reply or Link_Key_Request_Negative_Reply command
before the remote Link Manager detects LMP response timeout. (See “Link
Manager Protocol” on page 211 [Part C].)

Command Parameters:
BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXX | BD_ADDR of the Device which the Link Key is for.
XX

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 Link_Key Request Negative Reply command succeeded.
0x01-0xFF Link_Key_Request_Negative_Reply command failed. See “Error Codes”

on page 319 [Part D] for list of Error Codes.

BD ADDR: Size: 6 Octets

Value Parameter Description

OxXXXXXXXX | BD_ADDR of the Device which the Link Key request negative reply has
XXXX completed.

Event(s) generated (unless masked away):

The Link_Key_Request_Negative_Reply command will cause a Command
Complete event to be generated.
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7.1.12 PIN Code Request Reply Command

Command OCF ST Return Parameters
Parameters

HCI_PIN_Code_Request_Reply | 0x000D | BD_ADDR, Status, BD_ADDR
PIN_Code_Length,
PIN_Code

Description:

The PIN_Code_Request_Reply command is used to reply to a PIN Code
request event from the Controller, and specifies the PIN code to use for a con-
nection. The PIN Code Request event will be generated when a connection
with remote initiating device has requested pairing.

When the Controller generates a PIN Code Request event in order for the local
Link Manager to respond to the request from the remote Link Manager (as a
result of a Create_Connection or Authentication_Requested command from
the remote Host), the local Host must respond with either a
PIN_Code_Request_Reply or PIN_Code_Request_Negative_Reply com-
mand before the remote Link Manager detects LMP response timeout. (See
“Link Manager Protocol” on page 211 [Part C].)

Command Parameters:

BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXXX | BD_ADDR of the Device which the PIN code is for.
XX

PIN_Code_Length: Size: 1 Octet
Value Parameter Description
OxXX The PIN code length specifics the length, in octets, of the PIN code to
be used.

Range: 0x01-0x10

PIN_Code: Size: 16 Octets

Value Parameter Description

OXXXXXXXXXXX | PIN code for the device that is to be connected. The Host should insure
XXXXXXXXXXX | that strong PIN Codes are used. PIN Codes can be up to a maximum of
XXXXXXXXXXX | 128 bits. Note: the PIN_Code Parameter is a string parameter. Endian-
ess does therefore not apply to the PIN_Code Parameter. The first
octet of the PIN code should be transmitted first.

418 4 November 2004 HCI Commands and Events
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Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 PIN_Code_Request_Reply command succeeded.
0x01-0xFF PIN_Code_Request Reply command failed. See “Error Codes” on

page 319 [Part D] for list of Error Codes.

BD _ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXX | BD_ADDR of the Device which the PIN Code request reply has
XXX completed.

Event(s) generated (unless masked away):

The PIN_Code_Request_Reply command will cause a Command Complete
event to be generated.
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7.1.13 PIN Code Request Negative Reply Command

Command OCF Command Parameters Return Parameters

HCI_PIN_Code_ 0x000E | BD_ADDR Status, BD_ADDR
Request_Negative Reply

Description:

The PIN_Code_Request_Negative_Reply command is used to reply to a PIN
Code request event from the Controller when the Host cannot specify a PIN
code to use for a connection. This command will cause the pair request with
remote device to fail.

When the Controller generates a PIN Code Request event in order for the local
Link Manager to respond to the request from the remote Link Manager (as a
result of a Create_Connection or Authentication_Requested command from
the remote Host), the local Host must respond with either a
PIN_Code_Request_Reply or PIN_Code_Request_Negative_Reply com-
mand before the remote Link Manager detects LMP response timeout. (See
“Link Manager Protocol” on page 211 [Part C].)

Command Parameters:
BD _ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXXXXXX | BD_ADDR of the Device which this command is responding to.

Return Parameters:

Status: Size: 1 Octet
Value Parameter Description
0x00 PIN_Code_Request _Negative_Reply command succeeded.
0x01-0xFF PIN_Code_Request_Negative_Reply command failed. See “Error Codes”

on page 319 [Part D] for list of Error Codes.

BD_ADDR: Size: 6 Octets

Value Parameter Description

OXXXXXXXXX | BD_ADDR of the Device which the PIN Code request negative reply has
XXXX completed.

Event(s) generated (unless masked away):

The PIN_Code_Request_Negative_Reply command will cause a Command
Complete event to be generated.
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7.1.14 Change Connection Packet Type Command

Command OCF Command Parameters Return Parameters

HCI_Change_Connection_ | 0x000F | Connection_Handle,

Packet_Type Packet_Type

Description:

The Change_Connection_Packet_Type command is used to change which
packet types can be used for a connection that is currently established. This
allows current connections to be dynamically modified to support different
types of user data. The Packet_Type command parameter specifies which
packet types the Link Manager can use for the connection. When sending HCI
ACL Data Packets the Link Manager shall only use the packet type(s) specified
by the Packet_Type command parameter or the always-allowed DM1 packet
type. The interpretation of the value for the Packet_Type command parameter
will depend on the Link_Type command parameter returned in the Connection
Complete event at the connection setup. Multiple packet types may be speci-
fied for the Packet_Type command parameter by bitwise OR operation of the
different packet types. For a definition of the different packet types see the
“Baseband Specification” on page 55 [Part B].

Note: The Host should enable as many packet types as possible for the Link
Manager to perform efficiently. However, the Host must not enable packet
types that the local device does not support.

Note: to change an eSCO connection, use the Setup Synchronous Connection
command.

Command Parameters:

Connection_Handle: Size: 2 Octets (12 Bits meaningful)
Value Parameter Description
[0)9,0,0.9.4 Connection Handle to be used to for transmitting and receiving voice or

data. Returned from creating a connection.
Range: 0x0000-0xOEFF (0x0F00 - OxOFFF Reserved for future use)
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Packet_Type:

For ACL Link_Type

€3 Bluetooth®
Size: 2 Octets

Value

Parameter Description

0x0001
0x0002
0x0004

0x0008"
0x0010
0x0020
0x0040
0x0080
0x0100
0x0200
0x0400
0x0800
0x1000
0x2000
0x4000
0x8000

Reserved for future use.

2-DH1 may not be used.
3-DH1 may not be used.

DM1 may be used.

DH1 may be used.

Reserved for future use.
Reserved for future use.
Reserved for future use.
2-DH3 may not be used.
3-DH3 may not be used.

DM3 may be used.
DH3 may be used.

2-DH5 may not be used.
3-DHS5 may not be used.

DM5 may be used.
DH5 may be used.

1. This bit will be interpreted as set to 1 by Bluetooth V1.2 or later controllers.

422

4 November 2004

747

HCI Commands and Events



BLUETOOTH SPECIFICATION Version 2.0 + EDR [vol 3]

page 423 of 814

Host Controller Interface Functional Specification

For SCO Link Type

€3 Bluetooth®

Value

Parameter Description

0x0001
0x0002
0x0004
0x0008
0x0010
0x0020
0x0040
0x0080
0x0100
0x0200
0x0400
0x0800
0x1000
0x2000
0x4000
0x8000

Reserved for future use.
Reserved for future use.

Reserved for future use.

Reserved for future use.
Reserved for future use.
HV1
HV2
HV3

Reserved for future use.

Reserved for future use.
Reserved for future use.
Reserved for future use.
Reserved for future use.
Reserved for future use.
Reserved for future use.

Reserved for future use.

Return Parameters:

None.

Event(s) generated (unless masked away):

When the Controller receives the Change Connection Packet Type command,
the Controller sends the Command Status event to the Host. In addition, when
the Link Manager determines the packet type has been changed for the con-
nection, the Controller on the local device will send a Connection Packet Type
Changed event to the Host. This will be done at the local side only.

Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Connection
Packet Type Changed event will indicate that this command has been

completed.
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7.1.15 Authentication Requested Command

Command OCF Command Parameters | Return Parameters
HCI_Authentication_ 0x0011 Connection_Handle
Requested

Description:

The Authentication_Requested command is used to try to authenticate the
remote device associated with the specified Connection Handle. On an authen-
tication failure, the Controller or Link Manager shall not automatically detach
the link. The Host is responsible for issuing a Disconnect command to termi-
nate the link if the action is appropriate.

Note: the Connection_Handle command parameter is used to identify the other
Bluetooth device, which forms the connection. The Connection Handle should
be a Connection Handle for an ACL connection.

Command Parameters:

Connection_Handle: Size 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle to be used tc set up authentication for all Connection

Handles with the same Bluetooth device end-point as the specified Con-
nection Handle.

Range: 0x0000-0x0EFF (OxOF00 - OXOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Authentication_Requested command, it
sends the Command Status event to the Host. The Authentication Complete
event will occur when the authentication has been completed for the connec-
tion and is indication that this command has been completed.

Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Authentication
Complete event will indicate that this command has been completed.

Note: When the local or remote Controller does not have a link key for the
specified Connection_Handle, it will request the link key from its Host, before
the local Host finally receives the Authentication Complete event.
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7.1.16 Set Connection Encryption Command

Command OCF Command Parameters | Return Parameters
HCI_Set_Connection_ 0x0013 | Connection_Handle,
Encryption Encryption_Enable

Description:

The Set_Connection_Encryption command is used to enable and disable the
link level encryption. Note: the Connection_Handle command parameter is
used to identify the other Bluetooth device which forms the connection. The
Connection Handle should be a Connection Handle for an ACL connection.
While the encryption is being changed, all ACL traffic must be turned off for all
Connection Handles associated with the remote device.

Command Parameters:

Connection_Handle: Size 2 Octets (12 Bits meaningful)
Value Parameter Description
OxXXXX Connection Handle to be used to enable/disable the link layer encryption

for all Connection Handles with the same Bluetooth device end-point as
the specified Connection Handle.

Range: 0x0000-0x0EFF (0x0OF00 - 0xOFFF Reserved for future use)

Encryption_Enable: Size: 1 Octet
Value Parameter Description
0x00 Turn Link Level Encryption OFF.
0x01 Turn Link Level Encryption ON.

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Set_Connection_Encryption command, the
Controller sends the Command Status event to the Host. When the Link Man-
ager has completed enabling/disabling encryption for the connection, the Con-
troller on the local Bluetooth device will send an Encryption Change event to
the Host, and the Controller on the remote device will also generate an Encryp-
tion Change event.

Note: no Command Complete event will be sent by the Controller to indicate
that this command has been completed. Instead, the Encryption Change event
will indicate that this command has been completed.
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7.1.17 Change Connection Link Key Command

Command OCF Command Parameters Return Parameters

HCI_Change_Connection_ | 0x0015 | Connection_Handle
Link_Key

Description:

The Change_Connection_Link_Key command is used to force both devices of
a connection associated with the connection handle to generate a new link key.
The link key is used for authentication and encryption of connections.

Note: the Connection_Handle command parameter is used to identify the other
Bluetooth device forming the connection. The Connection Handle should be a
Connection Handle for an ACL connection.

Command Parameters:

Connection_Handle: Size 2 Octets (12 Bits meaningful)
Value Parameter Description
OXXXXX Connection Handle used to identify a connection.
Range: 0x0000-0x0EFF (OxOF00 - OXOFFF Reserved for future use)

Return Parameters:
None.
Event(s) generated (unless masked away):

When the Controller receives the Change_Connection_Link_Key command,
the Controller sends the Command Status event to the Host. When the Link
Manager has changed the Link Key for the connection, the Controller on the
local Bluetooth device will send a Link Key Notification event and a Change
Connection Link Key Complete event to the Host, and the Controller on the
remote device will also generate a Link Key Notification event. The Link Key
Notification event indicates that a new connection link key is valid for the con-
nection.

Note: no Command Complete event will be sent by the Controller to

indicate that this command has been completed. Instead, the Change
Connection Link Key Complete event will indicate that this command has been
completed.
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