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Figure 42—2—Multiple data rate, multiple collision domain topology using
multiport bridge

42.1.1 Single collision domain multisegment networks

This clause provides information on building 1000 Mb/s CSMA/CD multisegment networks within a single
collision domain. The proper operation of a CSMA/CD network requires the physical size of the collision
domain to be limited in order to meet the round-trip propagation delay requirements of 4.2.3.2.3 and 4.4.2.1,
and requires the number of repeaters to be limited to one so as not to exceed the InterFrameGap shrinkage
noted in 4.4.2.4.

This clause provides two network models. Transmission System Model 1 is a set of configurations that have
been validated under conservative rules and have been qualified as meeting the requirements set forth above.
Transmission System Model 2 is a set of calculation aids that allow those configuring a network to test a pro-
posed configuration against a simple set of criteria that allows it to be qualified. Transmission System Model
2 validates an additional broad set of topologies that are fully functional and do not fit within the simpler, but
more restrictive rules of Model 1.

The physical size of a CSMA/CD network is limited by the characteristics of individual network compo-
nents. These characteristics include the following:

a)  Media lengths and their associated propagation time delay.

b) Delay of repeater units (start-up, steady-state, and end of event).

c) Delay of MAUs and PHYSs (start-up, steady-state, and end of event).

d) Interpacket gap shrinkage due to repeater units.

¢) Delays within the DTE associated with the CSMA/CD access method.

f)  Collision detect and deassertion times associated with the MAUs and PHYs.

Table 421 summarizes the delays, measured in Bit Times (BTs), for 1000 Mb/s media segments.

276 Copyright © 2002 IEEE. All rights reserved.

LINKPLAY EXHIBIT 1017
Page 276 of 379



CSMA/CD IEEE Std 802.3-2002%, Section Three

Table 42-1—Delays for network media segments Model 1

Maximum Maximum
number of Maximum medium round-
PHYs per segment trip delay per
Media type segment length (m) segment (BT)
Category 5 UTP Link Segment (1000BASE-T) 2 100 1112
Shielded Jumper Cable Link Segment (1000BASE-CX) 2 25 253
Optical Fiber Link Segment (1000BASE-SX, 1000BASE-LX) 2 316" 3192

May be limited by the maximum transmission distance of the link.

42.1.2 Repeater usage

Repeaters are the means used to connect segments of a network medium together into a single collision
domain. Different physical signaling systems (e.g., 1000BASE-CX, 1000BASE-SX, 1000BASE-LX,
1000BASE-T) can be joined into a common collision domain using a repeater. Bridges can also be used to
connect different signaling systems; however, if a bridge is so used, each LAN connected to the bridge will
comprise a separate collision domain.

42.2 Transmission System Model 1
The following network topology constraints apply to networks using Transmission System Model 1.

a)  Single repeater topology maximum.
b) Link distances not to exceed the lesser of 316 m or the segment lengths as shown in Table 42—1.

42.3 Transmission System Model 2

Transmission System Model 2 is a single repeater topology with the physical size limited primarily by
round-trip collision delay. A network configuration must be validated against collision delay using a network
model for a 1000 Mb/s collision domain. The modeling process is quite straightforward and can easily be
done either manually or with a spreadsheet.

The model proposed here is derived from the one presented in 13.4. Modifications have been made to
accommodate adjustments for DTE, repeater, and cable speeds.

For a network consisting of two 1000BASE-T DTEs as shown in Figure 42-3, a crossover connection may
be required if the auto-crossover function is not implemented. See 40.4 and 40.8.

DTE DTE
a4 b

See Table 421 for maximum segment length.

Figure 42-3—Model 1: Two DTESs, no repeater
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Repeater Set

See Table 42-2 for maximum collision domain diameter.

Figure 42-4—Model 1: Single repeater

Table 42-2—Maximum Model 1 collision domain diameter®

Shielded Optical Mixed Mixed Shielded
i e A Category 5 Jumper i Category 5 and Jumper and
ComiEnrain UTP (T) Cable (:ﬁ;) Fiber (Tand | Fiber (CX and
(CX) ¥ SX/LX) SX/LX)
DTE-DTE (see Figure 42-3) 100 25 3160 NA | NA
One repeater (see Figure 42-4) 200 50 220 210° : 2204

“In meters.

hMay be limited by the maximum transmission distance of the link.

©Assumes 100 m of Category 5 UTP and one Optical Fiber link of 110 m.
dAssumes 25 m of Shiclded J umper Cable and one Optical Fiber link of 195 m.

42.3.1 Round-trip collision delay

For a network configuration to be valid, it must be possible for any two DTEs on the network to properly
arbitrate for the network. When two or more stations attempt to transmit within a slot time interval, each sta-
tion must be notified of the contention by the returned “collision” signal within the “collision window™ (see
4.1.2.2). Additionally, the maximum length fragment created on a 1000 Mb/s network must contain less than
512 bytes after the Start Frame Delimiter (SFD). These requirements limit the physical diameter (maximum
distance between DTEs) of a network. The maximum round-trip delay must be qualified between all pairs of
DTEs in the network. In practice this means that the qualification must be done between those that, by
inspection of the topology, are candidates for the longest delay. The following network modeling methodol-
ogy is provided to assist that calculation.
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42.3.1.1 Worst-case path delay value (PDV) selection

The worst-case path through a network to be validated is identified by examination of aggregate DTE delays,
cable delays, and repeater delay. The worst case consists of the path between the two DTEs at opposite ends
of the network that have the longest round-trip time. Figure 42-5 shows a schematic representation of a one-
repeater path.

PHY PHY PHY PHY

‘NI"I'I—I)‘-I'I'I'UI'TIN‘

= Media cable

Figure 42-5——System Model 2: Single repeater

42.3.1.2 Worst-case PDV calculation

Once a set of paths is chosen for calculation, each is checked for validity against the following formula:
PDV = ¥Ylink delays (LSDV) + repeater delay + DTE delays + safety margin

Values for the formula variables are determined by the following method:

a)  Determine the delay for each link segment (Link Segment Delay Value, or LSDV), using the formula
LSDV=2 (for round-trip delay) x segment length x cable delay for this segment

NOTE 1—Length is the sum of the cable lengths between the PHY interfaces at the repeater and PHY inter-
faces at the farthest DTE. All measurements are in meters.

NOTE 2 —Cable delay is the delay specified by the manufacturer or the maximum value for the type of cable
used as shown in Table 42-3. For this calculation, cable delay must be specified in bit times per meter (BT/m).
Table 424 can be used to convert values specified relative to the speed of light (%c) or nanoseconds per meter
(ns/m).

NOTE 3 —When actual cable lengths or propagation delays are not known, use the Max delay in bit times as
specified in Table 42-3 for copper cables. Delays for fiber should be calculated, as the value found in
Table 42-3 will be too large for most applications.

NOTE 4 —The value found in Table 42-3 for Shielded Jumper Cable is the maximum delay for cable with solid
dielectric. Cables with foam dielectric may have a significantly smaller delay.

b)  Sum together the LSDVs for all segments in the path.

c¢) Determine the delay for the repeater. If model-specific data is not available from the manufacturer,
enter the appropriate default value from Table 42—3.

d)  Use the DTE delay value shown in Table 42-3 unless your equipment manufacturer defines a differ-
ent value. If the manufacturer’s supplied values are used, the DTE delays of both ends of the worst-
case path should be summed together.

¢)  Decide on appropriate safety margin—0 to 40 bit times—for the PDV calculation. Safety margin is
used to provide additional margin to accommodate unanticipated delay elements, such as extra-long
connecting cable runs between wall jacks and DTEs. (A safety margin of 32 BT is recommended.)

f)  Insert the values obtained through the calculations above into the following formula to calculate the
PDV. (Some configurations may not usec all the elements of the formula.)
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PDV = ¥link delays (LSDV) + repeater delay + DTE delay + safety margin

g) If the PDV is less than 4096, the path is qualified in terms of worst-case delay.
h) Late collisions and/or CRC errors may be indications that path delays exceed 4096 BT.

Table 42—-3—Network component delays, Transmission System Model 2

Component l-lmu.ld-trip delay in bit Mﬂxi]:.lltl.ﬂ-l l'l:lll.lll:-l-t]'ip
times per meter (BT/m) delay in bit times (BT)
Two DTEs 864
Category 5 UTP Cable segment 11.12 1112 (100 m)
Shielded Jumper Cable segment 10.10 253 (25 m)
Optical Fiber Cable segment 10.10 1111 (110 m)
Repeater 976

Table 42-4—Conversion table for cable delays

280

Speed relative to ¢ ns/m BT/m
04 8.34 8.34
05 6.67 6.67
0.51 6.54 6.54
0.52 641 641
053 6.29 6.29
0.54 6.18 6.18
0.55 6.06 6.06
0.56 596 596
057 5.85 5.85
0.58 5.75 575
0.5852 5.70 5.70
0.59 5.65 5.65
0.6 5.56 5.56
0.61 547 547
0.62 538 5.38
0.63 529 529
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Table 42-4—Conversion table for cable delays (continued)

Speed relative to ¢ ns/m BT/m
0.64 521 521
0.65 5.13 5.13
0.654 5.10 5.10
0.66 505 5.05
0.666 5.01 5.01
0.67 498 498
0.68 4901 491
0.69 483 483
07 477 4.77
08 4.17 4.17
09 371 3.71

42.4 Full duplex 1000 Mb/s topology limitations

Unlike half duplex CSMA/CD networks, the physical size of full duplex 1000 Mb/s networks is not limited
by the round-trip collision propagation delay. Instead, the maximum link length between DTEs is limited

only by the signal transmission characteristics of the specific link.
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43. Link Aggregation

43.1 Overview

This clause defines an optional Link Aggregation sublayer for use with CSMA/CD MACs. Link Aggregation
allows one or more links to be aggregated together to form a Link Aggregation Group, such that a MAC Cli-
ent can treat the Link Aggregation Group as if it were a single link. To this end, it specifies the establishment
of DTE to DTE logical links, consisting of N parallel instances of full duplex point-to-point links operating
at the same data rate.

43.1.1 Terminology

In this clause, unless otherwise noted, the term link refers to an Aggregation Link and the term port refers to
Aggregation Port, as defined in 1.4. This allows for better readability of this clause while avoiding conflict-
ing use of these terms in other clauses of this standard. Similarly, the term Key when used in this clause is
synonymous with Aggregation Key, and the term System is synonymous with Aggregation System.

43.1.2 Goals and objectives
Link Aggregation, as specified in this clause, provides the following:

a) Increased bandwidth—The capacity of multiple links is combined into one logical link.

b) Linearly incremental bandwidth— Bandwidth can be increased in unit multiples as opposed to the
order-of-magnitude increase available through Physical Layer technology options (10 Mb/s, 100
Mb/s, 1000 Mb/s, etc.).

c) Increased availability—The failure or replacement of a single link within a Link Aggregation
Group need not cause failure from the perspective of a MAC Client.

d) Load sharing—MAC Client traffic may be distributed across multiple links.

e¢) Automatic configuration—In the absence of manual overrides, an appropriate set of Link Aggrega-
tion Groups is automatically configured, and individual links are allocated to those groups. If a set of
links can aggregate, they will aggregate.

f)  Rapid configuration and reconfiguration—In the event of changes in physical connectivity, Link
Aggregation will quickly converge to a new configuration, typically on the order of 1 second or less.

g) Deterministic behavior—Depending on the sclection algorithm chosen, the configuration can be
made to resolve deterministically; i.e., the resulting aggregation can be made independent of the
order in which events occur, and be completely determined by the capabilities of the individual links
and their physical connectivity.

h) Low risk of duplication or mis-ordering— During both steady-state operation and link (re)config-
uration, there is a high probability that frames are neither duplicated nor mis-ordered.

i)  Support of existing IEEE 8023%® MAC Clients—No change is required to existing higher-layer
protocols or applications to use Link Aggregation.

1) Backwards compatibility with aggregation-unaware devices—Links that cannot take part in
Link Aggregation—either because of their inherent capabilities, management configuration, or the
capabilities of the devices to which they attach—operate as normal, individual IEEE 802.3% links.

k) Accommodation of differing capabilities and constraints—Devices with differing hardware and
software constraints on Link Aggregation are, to the extent possible, accommodated.

1)  No change to the IEEE 802.3® frame format—Link aggregation neither adds to, nor changes the
contents of frames exchanged between MAC Clients.

m) Network management support—The standard specifies appropriate management objects for con-
figuration, monitoring, and control of Link Aggregation.
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Link Aggregation, as specified in this clause, does not support the following:

n) Multipoint Aggregations—The mechanisms specified in this clause do not support aggregations
among more than two Systems.

0) Dissimilar MACs— Link Aggregation is supported only on links using the IEEE 802 3% MAC.

p) Half-duplex operation—Link Aggregation is supported only on point-to-point links with MACs
operating in full duplex mode.

q) Operation across multiple data rates— All links in a Link Aggregation Group operate at the same
data rate (e.g., 10 Mb/s, 100 Mb/s, or 1000 Mb/s).

43.1.3 Positioning of Link Aggregation within the IEEE 802.3® architecture

Link Aggregation comprises an optional sublayer between a MAC Client and the MAC (or optional MAC
Control sublayer). Figure 43—1 depicts the positioning of the Link Aggregation sublayer in the CSMA/CD
layer architecture, and the relationship of that architecture to the Data Link and Physical Layers of the OS]
Reference Model. The figure also shows the ability of the Link Aggregation sublayer to combine a number
of individual links in order to present a single MAC interface to the MAC Client.

0sl
LAN
REFERENCE MODEL oA
LAYERS LAYERS
APPLICATION HIGHER LAVERS
PRESENTATION
17 MAC CLIENT (BRIDGE RELAY ENTITY, LLC, etc.)
SESSION ;
i 4 LINK AGGREGATION SUBLAYER (OPTIONAL)
TRANSPORT
7 MAC CONTROL| |MAC CONTROL MAC CONTROL
NETWORK i (OPTIONAL) (OPTIONAL) (OPTIONAL)
— MAC MAC MAC
T PHYSICAL PHYSICAL PHYSICAL
PHYSICAL o LAYER LAYER LAYER

Figure 43—1— Architectural positioning of Link Aggregation sublayer

Figure 43-2 depicts the major blocks that form the Link Aggregation sublayer, and their interrelationships.

It is possible to implement the optional Link Aggregation sublayer for some ports within a System while not
implementing it for other ports; i.e., it is not necessary for all ports in a System to be subject to Link
Aggregation. A conformant implementation is not required to be able to apply the Link Aggregation sub-
layer to every port.

43.1.4 State diagram conventions
Many of the functions specified in this clause are presented in state diagram notation. All state diagrams con-

tained in this clause use the notation and conventions defined in 21.5. In the event of a discrepancy between
the text description and the state diagram formalization of a function, the state diagrams take precedence.
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MAC Client
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Figure 43—2—Link Aggregation sublayer block diagram
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43.2 Link Aggregation operation
As depicted in Figure 43-2, the Link Aggregation sublayer comprises the following functions:

a)  Frame Distribution. This block is responsible for taking frames submitted by the MAC Client and
submitting them for transmission on the appropriate port, based on a frame distribution algorithm
employed by the Frame Distributor. Frame Distribution also includes an optional Marker Generator/
Receiver used for the Marker protocol. (See 43.2.4,43.2.5, and 43.5.)

b)  Frame Collection. This block is responsible for passing frames received from the various ports to the
MAC Client. Frame Collection also includes a Marker Responder, used for the Marker protocol.
(See 4323 and 43.5))

c)  Aggregator Parser/Multiplexers. On transmit, these blocks simply pass frame transmission requests
from the Distributor, Marker Generator, and/or Marker Responder to the appropriate port. On
receive, these blocks distinguish among Marker Request, Marker Response, and MAC Client PDUs,
and pass each to the appropriate entity (Marker Responder, Marker Receiver, and Collector,
respectively).

d) Aggregator. The combination of Frame Distribution and Collection, along with the Aggregator
Parser/Multiplexers, is referred to as the Aggregator.

e) Aggregation Control. This block is responsible for the configuration and control of Link Aggrega-
tion. It incorporates a Link Aggregation Control Protocol (LACP) that can be used for automatic
communication of aggregation capabilities between Systems and automatic configuration of Link
Aggregation.

f)  Control Parser/Multiplexers. On transmit, these blocks simply pass frame transmission requests
from the Aggregator and Control entities to the appropriate port. On receive, these blocks distinguish
Link Aggregation Control PDUs from other frames, passing the LACPDUS to the appropriate sub-
layer entity, and all other frames to the Aggregator.

43.2.1 Principles of Link Aggregation

Link Aggregation allows a MAC Client to treat a set of one or more ports as if it were a single port. In doing
50, it employs the following principles and concepts:

a) A MAC Clicnt communicates with a sct of ports through an Aggregator, which presents a standard
IEEE 802 3% service interface to the MAC Client. The Aggregator binds to one or more ports within
a System.

b) It is the responsibility of the Aggregator to distribute frame transmissions from the MAC Client to
the various ports, and to collect received frames from the ports and pass them to the MAC Client
transparently.

c¢) A System may contain multiple Aggregators, serving multiple MAC Clients. A given port will bind
to (at most) a single Aggregator at any time. A MAC Client is served by a single Aggregator at a
time.

d) The binding of ports to Aggregators within a System is managed by the Link Aggregation Control
function for that System, which is responsible for determining which links may be aggregated,
aggregating them, binding the ports within the System to an appropriate Aggregator, and monitoring
conditions to determine when a change in aggregation is needed.

e) Such determination and binding may be under manual control through direct manipulation of the
state variables of Link Aggregation (e.g., Keys) by a network manager. In addition, automatic deter-
mination, configuration, binding, and monitoring may occur through the use of a Link Aggregation
Control Protocol (LACP). The LACP uses peer exchanges across the links to determine, on an ongo-
ing basis, the aggregation capability of the various links, and continuously provides the maximum
level of aggregation capability achievable between a given pair of Systems.
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f)  Frame ordering must be maintained for certain sequences of frame exchanges between MAC Clients
(known as conversations, see 1.4). The Distributor ensures that all frames of a given conversation are
passed to a single port. For any given port, the Collector is required to pass frames to the MAC Cli-
ent in the order that they are received from that port. The Collector is otherwise free to select frames
received from the aggregated ports in any order. Since there are no means for frames to be mis-
ordered on a single link, this guarantees that frame ordering is maintained for any conversation.

g) Conversations may be moved among ports within an aggregation, both for load balancing and to
maintain availability in the event of link failures.

h)  This standard does not impose any particular distribution algorithm on the Distributor. Whatever
algorithm is used should be appropriate for the MAC Client being supported.

i)  Each port is assigned a unique, globally administered MAC address. This MAC address is used as
the source address for frame exchanges that are initiated by entities within the Link Aggregation
sublayer itself (i.e., LACP and Marker protocol exchanges).

NOTE-—The LACP and Marker protocols use a multicast destination address for all exchanges, and do not
impose any requirement for a port to recognize more than one unicast address on received frames.

1) Each Aggregator is assigned a unique, globally administered MAC address; this address is used as
the MAC address of the aggregation from the perspective of the MAC Client, both as a source
address for transmitted frames and as the destination address for received frames. The MAC address
of the Aggregator may be one of the MAC addresses of a port in the associated Link Aggregation
Group (see 43.2.10).

43.2.2 Service interfaces

The MAC Client communicates with the Aggregator using the standard service interface specified in
Clause 2. Similarly, Link Aggregation communicates internally (between Frame Collection/Distribution, the
Aggregator Parser/Multiplexers, the Control Parser/Multiplexers, and Link Aggregation Control) and with
its bound ports using the same, standard service interface. No new interlayer service interfaces are defined
for Link Aggregation.

Since Link Aggregation uses four instances of the MAC Service Interface, it is necessary to introduce a nota-
tion convention so that the reader can be clear as to which interface is being referred to at any given time. A
prefix is therefore assigned to each service primitive, indicating which of the four interfaces is being
invoked, as depicted in Figure 43-2. The prefixes are as follows:

a) Agg:, for primitives issued on the interface between the MAC Client and the Link Aggregation
sublayer.

b) AggMuxN:, for primitives issued on the interface between Aggregator Parser/Multiplexer N and its
internal clients (where N is the port number associated with the Aggregator Parser/Multiplexer).

¢)  CtriMuxN:, for primitives issued on the interface between Control Parser/Multiplexer N and its
internal clients (where N is the port number associated with the Control Parser/Multiplexer).

d)  MacN:, for primitives issued on the interface between underlying MAC N and its Control Parser/
Multiplexer (where N is the port number associated with the underlying MAC).

MAC Clients may generate Agg:MA DATA request primitives for transmission on an aggregated link.
These are passed by the Frame Distributor to a port selected by the distribution algorithm.
MacN:MA_DATA .indication primitives signifying received frames are passed unchanged from a port to the
MAC Client by the Frame Collector.

MAC Clients that generate MA CONTROL .request primitives (and which expect MA_CONTROL.indica-

tion primitives in response) cannot communicate through a Link Aggregation sublayer. They must communi-
cate directly with the MAC Control entity through which these control primitives are to be sent and received.
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The multiplexing of such MAC Control clients with a Link Aggregation sublayer for simultancous use of a
single port is outside the scope of this standard.

The multiplexing of MAC Clients with a Link Aggregation sublayer for simultancous use of an individual
MAC that is also part of a Link Aggregation Group is outside the scope of this standard.

43.2.3 Frame Collector

A Frame Collector is responsible for receiving incoming frames (i.e., AggMuxN:MA_DATA .indications)
from the set of individual links that form the Link Aggregation Group (through each link’s associated Aggre-
gator Parser/Multiplexer) and delivering them to the MAC Client. Frames received from a given port are
delivered to the MAC Client in the order that they are received by the Frame Collector. Since the Frame Dis-
tributor is responsible for maintaining any frame ordering constraints, there is no requirement for the Frame
Collector to perform any reordering of frames received from multiple links.

The Frame Collector shall implement the function specified in the state diagram shown in Figure 43-3 and
the associated definitions contained in 43 23 1.

43.2.3.1 Frame Collector state diagram
43.2.3.1.1 Constants

CollectorMaxDelay
In tens of microseconds, the maximum time that the Frame Collector may delay the delivery of
a frame received from an Aggregator Parser to its MAC Client. Value is assigned by manage-
ment or administration policy.
Value: Integer

43.2.3.1.2 Variables

DA
SA
m_sdu
status
The parameters of the MA_DATA .indication primitive, as defined in Clause 2.

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized, and is set
to FALSE when (re-)initialization has completed.
Value: Boolean

43.2.3.1.3 Messages
Agg:MA_DATA indication

AggMuxN:MA_DATA .indication
The service primitives used to pass a received frame to a client with the specified parameters.
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43.2.3.1.4 State diagram

BEGIN

, ¢

WAIT FOR RECEIVE

AggMuxN:MA_DATA.indication(DA, SA, m_sdu, status)

PASS TO MAC CLIENT

Agg:MA_DATA. indication(DA, SA, m_sdu, status)

ucT

Figure 43-3—Frame Collector state diagram

The architectural models of the IEEE 802.3® MAC and Link Aggregation do not make any provision for
queueing of frames between the link and the MAC Client. Furthermore, the state machine conventions used
in this standard assume that actions within a state occur instantaneously (see 21.5). However, practical
implementations of Link Aggregation will typically incur both queueing and delay in the Frame Collector. In
order to ensure that frame delivery is not delayed indefinitely (which could cause a frame ordering problem
when moving conversations from one link to another), the Frame Collector shall, upon receiving a frame
from an Aggregator Parser, either deliver the frame to its MAC Client, or discard the frame within a Collec-
torMaxDelay time. The Frame Distributor (within the Partner System at the other end of the link) can
assume that all frames transmitted on a given link have been either received by its Partner’s MAC Client or
discarded after a CollectorMaxDelay plus the propagation delay of the link. The use of CollectorMaxDelay
is further discussed in 43A 3.

43.2.4 Frame Distributor

The Frame Distributor is responsible for taking outgoing frames from the MAC Client and transmitting them
through the set of links that form the Link Aggregation Group. The Frame Distributor implements a distribu-
tion function (algorithm) responsible for choosing the link to be used for the transmission of any given frame
or set of frames.

This standard does not mandate any particular distribution algorithm(s); however, any distribution algorithm
shall ensure that, when frames are received by a Frame Collector as specified in 43.2.3, the algorithm shall
not cause

a)  Mis-ordering of frames that are part of any given conversation, or
b)  Duplication of frames.

The above requirement to maintain frame ordering is met by ensuring that all frames that compose a given
conversation are transmitted on a single link in the order that they are generated by the MAC Client; hence,
this requirement does not involve the addition (or modification) of any information to the MAC frame, nor
any buffering or processing on the part of the corresponding Frame Collector in order to re-order frames.
This approach to the operation of the distribution function permits a wide variety of distribution and load
balancing algorithms to be used, while also ensuring interoperability between devices that adopt differing
algorithms.

288 Copyright © 2002 IEEE. All rights reserved.

LINKPLAY EXHIBIT 1017
Page 288 of 379



CSMA/CD IEEE Std 802.3-2002%, Section Three

NOTE—The subject of distribution algorithms and maintenance of frame ordering is discussed in Annex 43A.

The Frame Distributor shall implement the function specified in the state diagram shown in Figure 43—4 and
the associated definitions contained in 43.2.4.1.

43.2.4.1 Frame Distributor state diagram
43.2.4.1.1 Variables

DA
SA
m_sdu
service class
The parameters of the MA_DATA request primitive, as defined in Clause 2.

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized, and is set
to FALSE when (re-)initialization has completed.
Value: Boolcan

43.2.4.1.2 Messages
Agg:MA_DATA request
AggMuxN:MA_DATA request

The service primitives used to transmit a frame with the specified parameters.

43.2.4.1.3 State diagram

BEGIN

WAIT FOR TRANSMIT

Agg:MA_DATA.request(DA, SA, m_sdu, service_class)

PASS TO PORT

AggMuxN:MA_DATA.request(DA, SA, m_sdu, service_class)

uUcT

If a client issues an Agg:MA_DATA.request primitive that contains no
SA parameter, the AggMuxN:MA_DATA.request primitive generated shall use the
Aggregator's MAC address for the SA.

NOTE—The algorithm that the Frame Distributor uses to select the value of N
in AggMuxN:MA_DATA request for a given frame is unspecified.

Figure 43—-4—Frame Distributor state diagram
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43.2.5 Marker Generator/Receiver (optional)

The optional Marker Generator is used by the Marker protocol, as specified in 43.5. When implemented and
so requested by the Distribution algorithm, the Marker Generator shall issue an
AggMuxN:MA_DATA request primitive, with an m_sdu containing a Marker PDU as defined in 43.5.3, to
the port associated with the conversation being marked, subject to the timing restrictions for Slow Protocols
specified in Annex 43B.

The optional Marker Receiver is used by the Marker protocol, as specified in 43.5. It receives Marker
Response PDUs from the Aggregator Parser.

43.2.6 Marker Responder

The Marker Responder is used by the Marker protocol, as specified in 43.5. The Marker Responder receives
Marker PDUs (generated by a Partner System’s Marker Generator), and transmits a Marker Response PDU
through the same port from which the Marker PDU was received. While implementation of the Marker Gen-
erator/Receiver is optional, the ability to respond to a Marker PDU (the Marker Responder) is mandatory. An
implementation conformant to this clause shall implement the Marker Responder as specified in 43.5.4.2,
thus ensuring that implementations that need to make use of the protocol can do so.

43.2.7 Aggregator Parser/Multiplexer

On transmission, the Aggregator Multiplexer shall provide transparent pass-through of frames submitted by
the Marker Responder and optional Marker Generator to the port specified in the transmission request. The
Aggregator Multiplexer shall provide transparent pass-through of frames submitted by the Frame Distributor
to the port specified in the transmission request only when the port state is Distributing (see 43 .4.15); other-
wise, such frames shall be discarded.

On receipt, the Aggregator Parser decodes frames received from the Control Parser, passes those frames des-
tined for the Marker Responder or Marker Receiver to the sclected entity, and discards frames with invalid
Slow Protocol subtype values (sce Table 43B-2). The Aggregator Parser shall pass all other frames to the
Frame Collector for passage to the MAC Client only when the port state is Collecting (see 43 .4.15); other-
wise, such frames shall be discarded. The Aggregator Parser shall implement the function specified in the
state diagram shown in Figure 43-5 and the associated definitions contained in 43.2.7.1.

43.2.7.1 Aggregator Parser state diagram
43.2.7.1.1 Constants

Slow_Protocols_Multicast
The value of the Slow Protocols Multicast address. (See Table 43B—1.)

Slow_Protocols_Type
The value of the Slow Protocols Length/Type field. (See Annex 43B.)

Marker_subtype
The value of the Subtype field for the Marker protocol. (See 43.5.3.)
Value: Integer
2

Marker Information
The encoding of the Marker Information TLV _type field. (See 43.5.3.)
Value: Integer
1
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Marker Response_Information
The encoding of the Marker Response Information TLV _type field. (See 43.5.3.)
Value: Integer
2

43.2.7.1.2 Variables

DA
SA
m_sdu
status
The parameters of the MA_DATA .indication primitive as defined in Clause 2.

Length/Type
The value of the Length/Type field in a received frame.
Value: Integer

Subtype
The value of the octet following the Length/Type field in a Slow Protocol frame.
(See Annex 43B.)
Value: Integer

TLV_type
The value contained in the octet following the Version Number in a received Marker or Marker
Response frame. This identifies the “type” for the Type/Length/Value (TLV) tuple. (Sec 43.5.3.)
Value: Integer

BEGIN
A Boolean variable that is sct to TRUE when the System is initialized or reinitialized, and is set

to FALSE when (re-)initialization has completed.
Value: Boolean

43.2.7.1.3 Messages

CtriMuxN:MA_DATA .indication
AggMuxN:MA_DATA .indication
The service primitives used to pass a received frame to a client with the specified parameters.

43.2 8 Aggregator

An Aggregator comprises an instance of a Frame Collection function, an instance of a Frame Distribution
function and one or more instances of the Aggregator Parser/Multiplexer function for a Link Aggregation
Group. A single Aggregator is associated with each Link Aggregation Group. An Aggregator offers a stan-
dard IEEE 802.3® MAC service interface to its associated MAC Client; access to the MAC service by a
MAC Client is always achieved via an Aggregator. An Aggregator can therefore be considered to be a logical
MAC, bound to one or more ports, through which the MAC client is provided access to the MAC service.

A single, individual MAC address is associated with each Aggregator (sec 43.2.10).

An Aggregator is available for use by the MAC Client if the following are all true:

a) It has one or more attached ports.
b) The Aggregator has not been set to a disabled state by administrative action (see 30.7.1.1.13).
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¢) The collection and/or distribution function associated with one or more of the attached ports is

enabled (see 30.7.1.1.14).

NOTE—To simplify the modeling and description of the operation of Link Aggregation, it is assumed that there are as
many Aggregators as there are ports in a given System; however, this is not a requirement of this standard. Aggregation
of two or more ports consists of changing the bindings between ports and Aggregators such that more than one port is
bound to a single Aggregator. The creation of any aggregations of two or more links will therefore result in one or more
Aggregators that are bound to more than one port, and one or more Aggregators that are not bound to any port. An
Aggregator that is not bound to any port appears to a MAC Client as a MAC interface to an inactive port. During times
when the bindings between ports and Aggregators are changing, or as a consequence of particular configuration choices,
there may be occasions when one or more ports are not bound to any Aggregator.

43.2.8.1 State diagram

;

BEGIN

!

WAIT FOR RECEIVE

CtriMuxN:MA_DATA. indication(DA, SA, m_sdu, status)

PARSE
DA = Slow_Protocols_Multicast * DA = Slow_Protocols_Multicast ™ DA = Slow Protocols Multicast *
Length_Type = Slow_Protocols_Type * Length_Type = Slow_Protocols_Type *, Length_Type = Slow_Protocols_Type *
subtype = Marker_subtype * subtype = Marker_subtype *, {{subtype < 1) + (subtype > 10))
TLV_type = Marker_Information TLV_type = Marker_Response_Information*
J ‘

PASS TO MARKER RESPONDER

Generate AggMuxN:MA_DATA indication(DA, SA, m_sdu) to Marker Responder

32 2

i PASS TO MARKER RECEIVER )

Generate AggMuxN:MA_DATA indication(DA, SA, m_sdu) to Marker Receiver,

T T S ST T S S MR R SRR e e s v

UGt DISCARD FRAME
: ucT
' PASS TO FRAME COLLECTOR
: Generate AggMuxN:MA_DATA indication{DA, SA, m_sdu, status) to Frame Collector
. ucT
Y | A

If the optional Marker Receiver is not implemented, Marker Responses shall be passed to the Frame Collector. If the port
state is not Collecting, all frames that would have been passed to the MAC Client through the Collector will be discarded.

Figure 43-5— Aggregator Parser state diagram
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43.2.9 Control Parser/Multiplexer

On transmission, the Control Multiplexer shall provide transparent pass-through of frames submitted by the
Aggregator and Link Aggregation Control Protocol to the port specified in the transmission request.

On receipt, the Control Parser decodes frames received from the various ports in the Link Aggregation
Group, passes those frames destined for the Link Aggregation Control Protocol to the appropriate entity, and
passes all other frames to the Aggregator Parser. The Control Parser shall implement the function specified
by the state diagram shown in Figure 436 and the associated definitions contained in 43.2.9.1.

43.2.9.1 Control Parser state diagram
43.2.9.1.1 Constants

Slow_Protocols_Multicast
The value of the Slow Protocols Multicast address. (See Table 43B—1.)

Slow_Protocols_Type
The value of the Slow Protocols Length/Type field. (See Table 43B-2.)

LACP_subtype
The value of the Subtype field for the Link Aggregation Control Protocol. (See Table 43B-3.)
Value: Integer
1

43.2.9.1.2 Variables

DA
SA
m_sdu
status
The parameters of the MA_DATA .indication primitive, as defined in Clause 2.

Length/Type
The value of the Length/Type field in a received frame.
Value: Integer

Subtype
The value of the octet following the Length/Type field in a Slow Protocol frame.

(See Annex 43B.)
Value: Integer

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized, and is set
to FALSE when (re-)initialization has completed.
Value: Boolean

43.2.9.1.3 Messages
MacN:MA DATA .indication

CtriMuxN:MA _DATA .indication
The service primitives used to pass a received frame to a client with the specified parameters.
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43.2.9.1.4 State diagram

BEGIN

WAIT FOR RECEIVE

MacN:MA_DATA indication(DA, SA, m_sdu, status)

PARSE

DA = Slow_Protocols_Multicast * ELSE
Length/Type = Slow_Protocols Type *
subtype = LACP_subtype

PASS TO LACP

Generate CtrIMuxN:MA_DATA. indication(DA, SA, m_sdu) to LACP

ucT 1
PASS TO AGGREGATOR

Generate CtriMuxN:MA_DATA indication(DA, SA, m_sdu, status) to Aggregator

ucrt

Figure 43—-6—Control Parser state diagram
43.2.10 Addressing

Each IEEE 802.3® MAC has an associated globally-unique individual MAC address, whether that MAC is
used for Link Aggregation or not (see Clausc 4).

Each Aggregator to which one or more ports are attached has an associated globally-unique individual MAC
address (see 43.3.3). The MAC address of the Aggregator may be the globally-unique individual MAC
addresses of one of the MACs in the associated Link Aggregation Group, or it may be a distinct MAC
address. The manner in which such addresses are chosen is not otherwise constrained by this standard.

Protocol entities sourcing frames from within the Link Aggregation sublayer (e.g., LACP and the Marker
protocol) use the MAC address of the MAC within an underlying port as the source address in frames
transmitted through that port. The MAC Client sees only the Aggregator and not the underlying MACs, and
therefore uses the Aggregator’s MAC address as the source address in transmitted frames. If a MAC Client
submits a frame to the Aggregator for transmission without specifying a source address, the Aggregator
inserts its own MAC address as the source address for transmitted frames.

NOTE—This behavior causes the Aggregator to behave the same way as a standard MAC with regard to [rames submit-
ted by its client.
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43.3 Link Aggregation Control

Link Aggregation Control configures and controls the Link Aggregation sublayer using static information
local to the control function and dynamic information exchanged by means of the Link Aggregation Control
Protocol.

For cach aggregatable port in the System, Link Aggregation Control

a)  Maintains configuration information (reflecting the inherent propertics of the individual links as well
as those established by management) to control aggregation.

b) Exchanges configuration information with other Systems to allocate the link to a Link Aggregation
Group.

NOTE— A given link is allocated to, at most, one Link Aggregation Group at a time. The allocation mechanism
attempts to maximize aggregation, subject to management controls.

¢)  Attaches the port to the Aggregator used by the Link Aggregation Group, and detaches the port from
the Aggregator when it is no longer used by the Group.

d)  Uses information from the Partner System’s Link Aggregation Control entity to enable or disable the
Aggregator’s Collector and Distributor.

The operation of Link Aggregation Control involves the following activities, which are described in detail in
the subclauses that follow:

¢) Checking that candidate links can actually be aggregated.

f)  Controlling the addition of a link to a Link Aggregation Group, and the creation of the group if nec-
essary.

)  Monitoring the status of aggregated links to ensure that the aggregation is still valid.

h) Removing a link from a Link Aggregation Group if its membership is no longer valid, and removing
the group if it no longer has any member links.

In order to allow Link Aggregation Control to determine whether a set of links connect to the same System,
and to determine whether those links are compatible from the point of view of aggregation, it is necessary to
be able to establish

i) A globally unique identifier for each System that participates in Link Aggregation (see 43.3.2).

j) A means of identifying the set of capabilities associated with each port and with each Aggregator, as
understood by a given System.

k) A means of identifying a Link Aggregation Group and its associated Aggregator.

System identification allows the detection of links that are connected in a loopback configuration (i.e., both
ends of the same link are connected to the same System).

43.3.1 Characteristics of Link Aggregation Control
Link Aggregation Control provides a configuration capability that is

a)  Automatic. In the absence of manual override controls, an appropriate set of Link Aggregation
Groups is automatically configured, and individual links are allocated to those groups. If a set of
links can aggregate, they do aggregate.

b)  Continuous. Manual intervention or initialization events are not a requirement for correct operation.
The configuration mechanism continuously monitors for changes in state that require
reconfiguration. The configuration functions detect and correct misconfigurations by performing
reconfiguration and/or by taking misconfigured links out of service.
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¢)  Deterministic. The configuration can resolve deterministically; i.c., the configuration achieved can
be made independent of the order in which events occur, and be completely determined by the com-
bination of the capabilities of the individual links and their physical connectivity.

d) Controllable. The configuration capabilitics accommodate devices with differing hardware and
software constraints on Link Aggregation.

e) Compatible. Links that cannot take part in Link Aggregation, cither because of their inherent capa-
bilities or of the capabilities of the devices to which they attach, operate as normal IEEE 802.3%
links. The introduction of Link Aggregation capability at one or both ends of a link should not result
in a degradation of the perceived performance of the link.

f)  Rapid. The configuration resolves rapidly to a stable configuration. Convergence can be achieved by
the exchange of three LACPDUs, without dependence on timer values.

with

g) Low risk of misdelivery. The operation of the (re-)configuration functions minimizes the risk of
frames being delivered to the wrong Aggregator.

h) Low risk of duplication or mis-ordering. The operation of the (re-)configuration functions mini-
mizes the risk of frame duplication and frame mis-ordering.

i)  Low protocol overhead. The overhead involved in external communication of configuration infor-
mation between devices is small.

43.3.2 System identification

The globally unique identifier used to identify a System shall be the concatenation of a globally administered
individual MAC address and the System Priority. The MAC address chosen may be the individual MAC
address associated with one of the ports of the System.

Where it is necessary to perform numerical comparisons between System Identifiers, each System Identifier
is considered to be an ecight octet unsigned binary number, constructed as follows:

a) The two most significant octets of the System ldentifier comprise the System Priority. The System
Priority value is taken to be an unsigned binary number; the most significant octet of the System Pri-
ority forms the most significant octet of the System Identifier.

b)  The third most significant octet of the System Identifier is derived from the initial octet of the MAC
address; the least significant bit of the octet is assigned the value of the first bit of the MAC address,
the next most significant bit of the octet is assigned the value of the next bit of the MAC address, and
so on. The fourth through eighth octets are similarly assigned the second through sixth octets of the
MAC address.

43.3.3 Aggregator identification

Each Aggregator to which one or more ports are attached shall be assigned a unique, globally administered
individual MAC address. The MAC address assigned to the Aggregator may be the same as the MAC
address assigned to one of its bound ports. No Aggregator shall be assigned a MAC address that is the same
as that of a port bound to a different Aggregator within the System. When receiving frames, a port is never
required to recognize more than one unicast address, i.e., the Aggregator’s MAC address.

NOTE - This ensures that Aggregators can be uniquely addressed, and allows (but does not require) the unigue address
to be allocated from the same set of addresses as are assigned to the ports. It also acknowledges the fact that locally
administered addresses may be used in particular implementations or environments. The stated restriction on the alloca-
tion of MAC addresses to Aggregators may have implications with regard to the choice of selection algorithm.
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An aggregator also shall be assigned an integer identifier that is used by Link Aggregation Control to
uniquely identify the aggregator within the System. This value will typically be the same as the interface
identifier (ifIndex) used for management purposes.

43.3.4 Port identification

Link Aggregation Control uses a Port Identifier, comprising the concatenation of a Port Priority and a Port
Number, to identify the port. Port Numbers (and hence, Port Identifiers) shall be uniquely assigned within a
System. Port Number 0 shall not be assigned to any port.

When it is necessary to perform numerical comparisons between Port Identifiers, each Port Identifier is con-
sidered to be a four octet unsigned binary number constructed as follows:

a) The most significant and second most significant octets are the first and second most significant
octets of the Port Priority, respectively.

b)  The third and fourth most significant octets are the first and second most significant octets of the Port
Number, respectively.

43.3.5 Capability identification

The ability of one port to aggregate with another is summarized by a simple integer parameter, known as a
Key. This facilitates communication and comparison of aggregation capabilities, which may be determined
by a number of factors, including

a)  The port’s physical characteristics, such as data rate, duplexity, point-to-point or shared medium.
b) Configuration constraints established by the network administrator.

¢)  Use of the port by higher layer protocols (e.g. assignment of Network Layer addresses).

d)  Characteristics or limitations of the port implementation itself.

Two Keys shall be associated with each port: an operational Key and an administrative Key. The operational
Key is the Key that is currently in active use for the purposes of forming aggregations. The administrative
Key allows manipulation of Key values by management. The administrative and operational Keys assigned
to a port may differ

e)  If the operation of the implementation is such that an administrative change to a Key value cannot be
immediately reflected in the operational state of the port.

f)  If the System supports the dynamic manipulation of Keys, as discussed in 43.6.2, either to accurately
reflect changes in operational capabilities of the port (for example, as a result of Auto-Negotiation),
or to provide a means of handling constraints on aggregation capability.

A given Key value is meaningful only in the context of the System that allocates it; there is no global
significance to Key values. Similarly, the relationship between administrative and operational Key values is
meaningful only in the context of the System that allocates it. When a System assigns an administrative Key
value to a set of ports, it signifies that the set of ports have the potential to aggregate together, subject to the
considerations discussed in 43.6.2. When a System assigns an operational Key value to a set of ports, it
signifies that, in the absence of other constraints, the current operational state of the set of ports allows any
subset of that set of ports (including the entire set) to be aggregated together from the perspective of the
System making the assignment. The set of such ports that will actually be aggregated will be those that
terminate at a common Partner System, and for which that Partner System has assigned a common
operational Key value, local to that Partner. The set of ports in a given System that share the same
operational Key value are said to be members of the same Key Group.
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A System may determine that a given link is not able to be aggregated with other links. Such links are
referred to as Individual links (as opposed to Aggregatable links). A System may declare a link to be Individ-
uval if the inherent properties of the link allow its use as part of an aggregation, but the system is aware of no
other links that are capable of aggregating with this link (e.g., the System has allocated a unique operational
Key value to the link).

The capability information communicated between Systems, therefore, includes this local knowledge of the
aggregation capability of the link in addition to the operational Key value; i.e., whether the System considers
the link to be Aggregatable or Individual.

An administrative Key value and an operational Key value shall also be associated with each Aggregator.
The operational Key is the Key that is currently in active use for the purposes of forming aggregations. The
administrative Key allows manipulation of Key values by management. The values of administrative and
operational Key for an Aggregator may differ in the same manner as that of port Keys, per item e) and
item f), in this subclause. Ports that are members of a given Key Group can only be bound to Aggregators
that share the same operational Key value.

All Keys are 16-bit identifiers. All values except the null value (all zeroes) are available for local use.

NOTE~—This model allows for two convenient initial configurations. The first is achieved by assigning each port an ini-
tial administrative and operational Key value identical to its port number, and assigning the same port numbers as Keys
to the corresponding Aggregators for each port. A device with this initial configuration will bring up all links as individ-
ual, non-aggregated links. The second is achieved by assigning the same administrative and operational Key values to all
ports with a common set of capabilities, and also to all Aggregators. A device with this initial configuration will attempt
to aggregate together any set of links that have the same Partner System ID and operational Key, and for which both Sys-
tems are prepared to allow aggregation.

43.3.6 Link Aggregation Group identification
A Link Aggregation Group consists of either

a)  One or more Aggregatable links that terminate in the same pair of Systems and whose ports belong
to the same Key Group in each System, or
b)  An Individual link.

43.3.6.1 Construction of the Link Aggregation Group Identifier

A unique Link Aggregation Group Identifier (LAG ID) is constructed from the following parameters for
cach of the communicating Systems:

a) The System Identifier
b)  The operational Key assigned to the ports in the LAG
¢) The Port Identifier, if the link is identified as an Individual link

The local System’s values for these parameters shall be non-zero. In cases where the local System is unable
to determine the remote System’s values for these parameters by exchange of protocol information, adminis-
trative values are used in the construction of the LAG ID. The value of these administrative parameters for
the remote System may be configured as zero, provided that the port(s) concerned are also configured to be
Individual.

A compound identifier formed from the System ldentifiers and Key values alone is sufficient to identify a
LAG comprising Aggregatable links. However, such an identifier is not sufficient for a LAG comprising a
single Individual link where the Partner System Identifier and operational Key may be zero. Even if these are
non-zero there may be multiple Individual Links with the same System Identifier and operational Key com-
binations, and it becomes necessary to include Port Identifiers to provide unique LAG IDs.
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Given

d) S and T are System Identifiers,

¢) K and L are the operational Keys assigned to a LAG by S and T respectively, and

f) P and Q are the Port Identificrs of the ports being attached if the LAG comprises a single Individual
Link and zero if the LAG comprises one or more Aggregatable links,

then the general form of the unique LAG ID is [(SKP), (TLQ)].

To simplify comparison of LAG IDs it is conventional to order these such that S is the numerically smaller of
Sand T.

43.3.6.2 Representation of the Link Aggregation Group Identifier

In order to allow for convenient transcription and interpretation by human network personnel, this standard
provides a convention for representing compound LAG IDs. Using this format

a)  All fields are written as hexadecimal numbers, 2 digits per octet, in canonical format.

b)  Octets are presented in order, from left to right. Within fields carrying numerical significance (e.g.,
priority values), the most significant octet is presented first, and the least significant octet last.

c)  Within fields that carry MAC addresses, successive octets are separated by dashes (-), in accordance
with the hexadecimal representation for MAC addresses defined in IEEE Std 802-1990™ .

d)  Parameters of the LAG ID are separated by commas.

For example, consider the parameters for the two Partners in a Link Aggregation Group shown in Table 43—1.

Table 43—1—Example Partner Parameters

Partner SKP Partner TLQ

System Parameters (S, T) System Priority = 0x8000 (see 43.4.2.2) System Priority = 0x8000 (see 43.4.2.2)
System Identifier = AC-DE-48-03-67-80 | System Identifier = AC-DE-48-03-FF-FF

Key Parameter (K, L) Key =0x0001 Key = 0x00AA
Port Parameters (P, Q) Port Priority = 0x80 (see 43.4.2.2) Port Priority = 0x80 (see 43.4.2.2)
Port Number = 0x0002 Port Number = 0x0002

The complete LAG 1D derived from this information is represented as follows, for an Individual link:
[(SKP), (TLQ)] = [(8000,AC-DE-48-03-67-80,0001.80,0002), (8000,AC-DE-48-03-FF-FF00AA ,80,0002)]
The corresponding LAG ID for a set of Aggregatable links is represented as follows:

[(SKP), (TLQ)| = [(8000,AC-DE-48-03-67-80,0001,00,0000), (8000,AC-DE-48-03-FF-FF.00AA 00,0000)]

NOTE— The difference between the two representations is that, for an Aggregatable link, the port identifier components
are zero.

It is recommended that this format be used whenever displaying LAG 1D information for use by network
personnel.
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43.3.7 Selecting a Link Aggregation Group

Each port is selected for membership in the Link Aggregation Group uniquely identified by the LAG 1D
(composed of operational information, both derived from local administrative parameters and received
through the Link Aggregation Control Protocol). Initial determination of the LAG ID is delayed to allow
receipt of such information from a peer Link Aggregation Control entity; in the event such information is not
received, locally configured administrative defaults are assumed for the remote port’s operational
parameters.

Where a particular link is known to be Individual, the complete LAG ID is not required to select the Link
Aggregation Group since the link will not be aggregated with any other.

43.3.8 Agreeing on a Link Aggregation Group

Before frames are distributed and collected from a link, both the local Link Aggregation Control entity and
its remote peer (if present) need to agree on the Link Aggregation Group. The Link Aggregation Control
Protocol allows each of the communicating entities to check their peer’s current understanding of the LAG
ID, and facilitates rapid exchange of operational parameters while that understanding differs from their own.
The protocol entities monitor their operation and, if agreement is not reached (perhaps due to an implemen-
tation failure), management is alerted.

The ability of LACP to signal that a particular link is Individual can accelerate the use of the link since, if
both Link Aggregation Control entities know that the link is Individual, full agreement on the LAG ID is not
necessary.

43.3.9 Attaching a link to an Aggregator

Once a link has selected a Link Aggregation Group, Link Aggregation Control can attach that link to a com-
patible Aggregator. An Aggregator is compatible if

a) The Aggregator’s operational Key matches the port’s operational Key, and
b)  All other links currently attached to the Aggregator have selected the same Link Aggregation Group.

If several compatible Aggregators exist, Link Aggregation Control may employ a locally determined algo-
rithm, either to ensure deterministic behavior (i.e., independence from the order in which Aggregators
become available) or to maximize availability of the aggregation to a MAC Client. If no compatible Aggre-
gator exists, then it is not possible to enable the link until such a time as a compatible Aggregator becomes
available.

NOTE—In a properly configured System, there should always be a suitable Aggregator available with the proper Key
assigned to serve a newly created Link Aggregation Group, so the unavailability of a compatible Aggregator is normally
a temporary state encountered while links are moved between Aggregators. However, given the flexibility of the Key
scheme, and given that in some implementations there may not be enough Aggregators to service a given configuration
of links, it is possible to create configurations in which there is no Aggregator available to serve a newly identified LAG,
in which case the links that are members of that LAG cannot become active until such a time as the configuration is
changed to free up an appropriate Aggregator.

Links that are not successful candidates for aggregation (e.g., links that are attached to other devices that
cannot perform aggregation or links that have been manually configured to be non-aggregatable) are enabled
to operate as individual IEEE 802.3% links. For consistency of modeling, such a link is regarded as being
attached to a compatible Aggregator that can only be associated with a single link. That is, from the perspec-
tive of Link Aggregation, non-aggregated links are not a special case; they compose an aggregation with a
maximum membership of one link.
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More than one link can select the same Link Aggregation Group within a short period of time and, as these
links detach from their prior Aggregators, additional compatible Aggregators can become available. In order
to avoid such events causing repeated configuration changes, Link Aggregation Control applies hysteresis to
the attachment process and allows multiple links to be attached to an Aggregator at the same time.

43.3.10 Signaling readiness to transfer user data

Once a link has been attached to an Aggregator (43.3.9) compatible with the agreed-upon Link Aggregation
Group (43.3.8), each Link Aggregation Control entity signals to its peer its readiness to transfer user data to
and from the Aggregator’s MAC Client. In addition to allowing time for the organization of local Aggregator
resources, including the possibility that a compatible Aggregator may not exist, explicit signaling of readi-
ness to transfer user data can be delayed to ensure preservation of frame ordering and prevention of frame
duplication. Link Aggregation Control will not signal readiness until it is certain that there are no frames in
transit on the link that were transmitted while the link was a member of a previous Link Aggregation Group.
This may involve the use of an explicit Marker protocol that ensures that no frames remain to be received at
either end of the link before reconfiguration takes place. The operation of the Marker protocol is described in
43.5. The decision as to when, or if, the Marker protocol is used is entirely dependent upon the nature of the
distribution algorithm that is employed.

43.3.11 Enabling Collection and Distribution

Every Aggregator can enable or disable Collection and Distribution of frames for each port that is attached to
the Aggregator. Initially, both Collection and Distribution are disabled. Once the Link Aggregation Control
entity is ready to transfer user data using the link and its peer entity has also signaled readiness, the process
of enabling the link can proceed. The Collector is enabled (thus preparing it to receive frames sent over the
link by the remote Aggregator’s Distributor) and that fact is communicated to the Partner. Once the received
information indicates that the remote Aggregator’s Collector is enabled, the Distributor is also enabled.

NOTE-—This description assumes that the implementation is capable of controlling the state of the transmit and receive
functions of the MAC independently. In an implementation where this is not possible, the transmit and receive functions
are enabled or disabled together. The manner in which this is achieved is detailed in the description of the Mux machine
(see 43 .4.15).

If at least one port’s Mux in the Link Aggregation Group is Collecting, then the Receive state of the corre-
sponding Aggregator will be Enabled. If at least one port’s Mux in the Link Aggregation Group is Distribut-
ing, then the Transmit state of the corresponding Aggregator will be Enabled.

43.3.12 Monitoring the membership of a Link Aggregation Group

Each link is monitored in order to confirm that the Link Aggregation Control functions at each end of the
link still agree on the configuration information for that link. If the monitoring process detects a change in
configuration that materially affects the link’s membership in its current LAG, then it may be necessary to
remove the link from its current LAG and to move it to a new LAG.

43.3.13 Detaching a link from an Aggregator

A port may be detached from the Aggregator used by its Link Aggregation Group as a result of protocol
(e.g., Key) changes, or because of System constraints (e.g., exceeding a maximum allowable number of
aggregated links, or device failures) at either end of the link. Both classes of events will cause the LAG 1D
information for the link to change, and it will be necessary for Link Aggregation Control to detach the link
from its current Aggregator and move it to a new LAG (if possible). At the point where the change is
detected, the Collecting and Distributing states for the port are set to FALSE. The Frame Distribution func-
tion is informed that the link is no longer part of the group, the changed configuration information is
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communicated to the corresponding Link Aggregation Partner, then the Frame Collection function is
informed that the link is no longer part of the group.

Once a link has been removed from its Aggregator, the link can select its new Link Aggregation Group and
then attach to a compatible Aggregator, as described in 43.3.7 and 43.3.9.

Any conversation that is reallocated to a different link as a result of detaching a link from an Aggregator
shall have its frame ordering preserved. This may involve the use of the Marker protocol to ensure that no
frames that form part of that conversation remain to be received at either end of the old link before the con-
versation can proceed on the new link.

43.3.14 Configuration and administrative control of Link Aggregation

Administrative configuration facilities allow a degree of control to be exerted over the way that links may be
aggregated. In particular, administrative configuration allows

a)  The Key values associated with a port to be identified or modified.

b) The Key values associated with an Aggregator to be identified or modified.
c¢) Links to be identified as being incapable of aggregation.

d) Link Aggregation Control Protocol parameters to be identified or modified.

43.3.15 Link Aggregation Control state information
The Link Aggregation Control function maintains the following information with respect to each link:

a)  The identifier of the Link Aggregation Group to which it currently belongs.
b)  The identifier of the Aggregator associated with that Link Aggregation Group.

c)  The status of interaction between the Frame Collection function of the Aggregator and the link (Col-
lecting TRUE or Collecting FALSE). Collecting TRUE indicates that the receive function of this link
is enabled with respect to its participation in an aggregation; i.e., received frames will be passed up
to the Aggregator for collection.

d) The status of interaction between the Frame Distribution function of the Aggregator and the link
(Distributing TRUE or Distributing FALSE). Distributing TRUE indicates that the transmit function
of this link is enabled with respect to its participation in an aggregation; i.e., frames may be passed
down from the Aggregator’s distribution function for transmission.

This state information is communicated directly between Link Aggregation Control and the Aggregator
through shared state variables without the use of a formal service interface.

The Link Aggregation Control function maintains the following information with respect to each
Aggregator:

e)  The status of the Frame Collection function (Receive Enabled or Receive Disabled).

f)  The status of the Frame Distribution function (Transmit Enabled or Transmit Disabled).

These status values are exactly the logical OR of the Collection and Distribution status of the individual
links associated with that Aggregator; i.e., if one or more links in the Link Aggregation Group are Collect-
ing, then the Aggregator is Receive Enabled, and if one or more links are Distributing, then the Aggregator is
Transmit Enabled.

The Transmit and Receive status of the Aggregator effectively govern the point at which the Aggregator
becomes available for use by the MAC Client, or conversely, the point at which it ceases to be available.
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43.4 Link Aggregation Control Protocol (LACP)

The Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging information
between Partner Systems on a link to allow their Link Aggregation Control instances to reach agreement on
the identity of the Link Aggregation Group to which the link belongs, move the link to that Link Aggregation
Group, and enable its transmission and reception functions in an orderly manner.

43.4.1 LACP design elements

The following considerations were taken into account during the development of the protocol described in
this subclause:

a) The protocol depends upon the transmission of information and state, rather than the transmission of
commands. LACPDUs sent by the first party (the Actor) convey to the second party (the Actor’s pro-
tocol Partner) what the Actor knows, both about its own state and that of the Partner.

b)  The information conveyed in the protocol is sufficient to allow the Partner to determine what action
to take next.

c)  Active or passive participation in LACP is controlled by LACP_Activity, an administrative control
associated with each port, that can take the value Active LACP or Passive LACP. Passive LACP indi-
cates the port’s preference for not transmitting LACPDUSs unless its Partner’s control value is Active
LACP (i.c., a preference not to speak unless spoken to). Active LACP indicates the port’s preference
to participate in the protocol regardless of the Partner’s control value (i.c., a preference to speak
regardless).

d) Periodic transmission of LACPDUs occurs if the LACP_Activity control of cither the Actor or the
Partner is Active LACP. These periodic transmissions will occur at either a slow or fast transmission
rate depending upon the expressed LACP_Timeout preference (Long Timeout or Short Timeout) of
the Partner System.

e) In addition to periodic LACPDU transmissions, the protocol transmits LACPDUs when there is a
Need To Transmit (NTT) something to the Partner; i.c., when the Actor’s state changes or when it is
apparent from the Partner’s LACPDUs that the Partner does not know the Actor’s current state.

f)  The protocol assumes that the rate of LACPDU loss is very low.

There is no explicit frame loss detection/retry mechanism employed by the LACP; however, if information is
received from the Partner indicating that it does not have up-to-date information on the Actor’s state, or if the
next periodic transmission is due, then the Actor will transmit a LACPDU that will correctly update the
Partner.

43.4.2 LACPDU structure and encoding

43.4.2.1 Transmission and representation of octets

All LACPDUSs comprise an integral number of octets. The bits in each octet are numbered from 0 to 7, where
0 is the low-order bit. When consccutive octets are used to represent a numerical value, the most significant
octet is transmitted first, followed by successively less significant octets.

When the encoding of (an element of) a LACPDU is depicted in a diagram

a)  Octets arc transmitted from top to bottom.

b)  Within an octet, bits are shown with bit 0 to the left and bit 7 to the right, and are transmitted from
left to right.

¢)  When consecutive octets arc used to represent a binary number, the octet transmitted first has the
more significant value.
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