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Revenue/Customs officials, and the other that is based on the electronic
capture of transaction data by static devices at a participating retailer's shop
and the use of this data to perform a risk-based selection of transactions for

physical checks at the point of departure by Revenue/Customs officials.

For example, in Singapore the GST paid for purchases at the shops can be
refunded via an electronic Tourist Refund Scheme (eTRS). The eTRS scheme
starts when a tourist makes a purchase at a participating retailer and shows
his passport at the point of purchase to prove his eligibility. Some non-
exhaustive examples of the criteria that the tourist must fulfill in order to be
eligible for the GST tax refund include:

i. the tourist is not a Singapore citizen or permanent resident of Singapore;

ii. the tourist had not spent more than 365 days in Singapore in the past

twenty-four (24) months before the date of purchase;

iii. the tourist has not been employed in Singapore at any time in the past six

(6) months before the date of purchase;
iv. the tourist is sixteen (16) years old or above at the time of purchase; and

v. the tourist is not a crew member of any aircraft or international cruise

departing Singapore.

When paying for the purchases, the tourist would typically utilize a credit/debit
card. Information such as the sixteen-digit primary account number (PAN)
related the credit/debit card may be used as an identifier or token for tagging
the purchases entitled for refund. The participating retailer (merchant) may
also issue a paper eTRS Ticket to the tourist. The eTRS Ticket can also be

used as a token instead of the credit/debit card.

With this token, the tourist can apply for a GST refund at the eTRS self-help
kiosk before checking in at an airport or other immigration departure points
such as, but not limited to, an airport or a cruise centre. If approved, the eTRS
self-help kiosk would generate a Notification Slip indicating “Approved”.

Depending on the mode of refund selected by the tourist, the tourist can
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obtain the refund (minus a service fee) by a direct credit into a designated
refund account, such as credit card account, by a bank cheque or in cash at a
central refund counter using the approved Notification Slip. If not approved,
the eTRS self-help kiosk would generate a Notification Slip indicating that the
refund is “Not Approved”. The tourist then brings his purchases to the
Customs counter for physical inspection. If the goods pass Customs
inspection, a Customs officer would generate a Notification Slip indicating
“Approved” to replace the “Not Approved” Notification Slip. During peak hours,
these could become bottlenecks in processing the departing tourists as the
customs counter is limited by manpower while the self-help kiosks may be
overwhelmed by the number of tourists applying for refunds. Departing
tourists typically have to arrive at the immigration departure points earlier to

locate these static self-help kiosks in anticipation of a queue.

Further, in order to qualify for the GST refund in Singapore, the tourist must
meet certain criteria. These criteria include spending at least S$100 (including
GST) that can be accumulated in up to three (3) same-day invoices or
receipts from retailers bearing the same GST registration number. Also, the
tourist has to depart with the goods via the airport or cruise centre within a
predetermined period, such as two (2) months from the date of purchase. The
tourist must also depart with the goods within twelve (12) hours after obtaining
approval of the GST refund. If the tourist is departing on an international
cruise (excluding cruises-to-nowhere, round-trip cruise and regional ferry)
from the cruise terminal, he must declare that he is exiting Singapore and will
not return via the same voyage on the same ship, using his cruise itinerary as
documentary proof of departure, and commit that he will not be returning to
Singapore within forty-eight (48) hours. Further additional criteria may be

imposed on student pass holders.

The authorities typically require that the purchases are verified against the
invoices or receipts, and the goods are unused, unopened and exported out
of the country and this is done at a counter either before check in (for goods
that are to be checked in) or after immigration, to ensure that the goods are
exported. However, the authorities at times do a targeted check instead.

3
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With the proliferation of mobile devices, it is common for tourists to travel with
at least one personal mobile device that may be used to connect to the
internet either via a wireless fidelity (Wi-Fi) networks or mobile
telecommunications networks. Hence, it is envisaged that the functions of the
mobile device, in particular smartphones, can be better utilized in allowing
electronic tax refunds to be facilitated through the use of a dedicated software
application residing on this mobile device together with its onboard camera,
geo-location module, wireless communication module (Bluetooth and Wi-Fi),

alarm notifications, internet connectivity etc.

The present invention seeks to provide a system and method that alleviates

the above-mentioned drawbacks or meet the above needs at least in part.

SUMMARY OF THE INVENTION

Throughout the document, unless the context requires otherwise, the word
‘comprise” or variations such as “‘comprises” or “comprising”, will be
understood to imply the inclusion of a stated integer or group of integers but
not the exclusion of any other integer or group of integers.

Furthermore, throughout the specification, unless the context requires
otherwise, the word “include” or variations such as “includes” or “including”,
will be understood to imply the inclusion of a stated integer or group of
integers but not the exclusion of any other integer or group of integers.

The present invention seeks to meet the needs of a tax refund system that
does not rely on self-help kiosks, and enables users such as tourists to
access their tax refunds efficiently and accurately. The invention proposes a
system and method of administration by way of an application software
installable on mobile devices to verify user identity, facilitate a completely
paperless tourist tax refund experience, and enable more types of transaction

data to be captured for a more complete risk-based selection.

A technical problem the invention seeks to solve relates to the bottlenecks

faced by customs at peak hour. Another technical problem is associated with
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the need to verify identities of tourists and transactions, such as purchases
against the invoices and receipts in a more effective and efficient manner to

reduce identity and transaction frauds.

The above and other problems are alleviated at least in part and an
improvement in the art is made by a system in accordance with this invention.
A first advantage of the system in accordance with this invention is that the
tourist refund process is completely electronic, thereby eliminating the need to
deal with paper refund tickets and paper receipts. A second advantage of the
system in accordance with this invention is that the tourist is able to register in
their own time and convenience on their mobile devices and after logging into
the system, the tourist is able to view a consolidated list of all the refund
claims they have made via the system, the additional spending required in
order to fulfil the minimum spending requirement, as well as the amount of
intermediate value accumulated and used. Such intermediate value may be
translated into a form of ‘rewards points’ or the like. An associated third
advantage of the system in accordance with this invention is that by having an
intermediate value system (in the form of rewards point or the like) that is
currency agnostic, there is no need to convert currencies. This mitigates any
fluctuations in the exchange rates. Such an arrangement provides more
certainty to the tourist in terms of the amount of tax refund obtainable, which
can be spent even before the refund was actually approved. In accordance
with an aspect of the invention there comprises a system for facilitating refund
to a user comprising: a mobile device having means to communicate with a
central processor for the generation of a refund account and a unique
identifier; the unique identifier associated with the user; a computer device
operable to access the unique identifier for verification upon receipt of a
refund qualifying transaction associated with the user, the computer device
further operable to receive and send information relating to the refund
qualifying transaction and generate a refund request upon successful
verification; and the central processor operable to be in data communication
with the computer device to receive or send information relating to verification

of the unique identification and the refund qualifying transaction and process
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the verification or refund request, the central processor further configured to
generate an electronic ticket to be sent to the mobile device for the generation

of a refund upon successful process of the refund request.

In some embodiments, the refund may be a tax refund, and be in the form of
an intermediate value. The intermediate value may be derived from the actual

value of refund based on a conversion rate.

In some embodiments, the computer device may be a point-of-sale device,
such that the point-of-sale device may be configured to directly send
information relating to the refund qualifying transaction to the central

processar.

In some embodiments, the generated unique identifier may be encoded as a
quick response (QR) code and the computer device accesses the unique

identifier by scanning the QR code displayed on the mobile device.

In some embodiments, the central processor may be operable to send the
electronic ticket to a third party server for further verification of the refund

qualifying transaction and confirmation of the refund.

In some embodiments, the central processor stores the information relating to
the refund qualifying transaction in a database before the electronic ticket is

generated and sent to the third party server.

In some embodiments, the mobile device may be operable to send an
electronic notification related to a requirement being met. The requirement

may be a confirmation of departure, or a Declaration of Eligibility.

In some embodiments, the mobile device may be operable to receive a
notification of refund issued by a third party server once the electronic ticket is

processed successfully.
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In some embodiments, the central processor is operable to receive a
notification of refund issued by a third party server once the at least one
electronic ticket is processed successfully and the central processor is

operable to send a notification of refund to the mobile device.

In some embodiments, the unique identifier associated with the user is

generated based on a passport information of the user.

In some embodiments, the unique identifier is generated after a registration

process.

In some embodiments, the unique identifier is further associated with an

image capture of the passport.

In some embodiments, the mobile device is integrated with the computing

device.

In some embodiments, the central processor is operable to send a notification

to the mobile device indicating the success or failure of the refund request.

In some embodiments, there comprises another unique identifier associated

with a retailer using the computer device.

In some embodiments, the another unique identifier is generated after a

registration process by the retailer.

In some embodiments, the another unique identifier is further associated with
an image capture of one or more account information associated with the

retailer.

In some embodiments, if the unique identifier is not accessible by the
computer device, the computer device is operable to obtain an alternative

identifier for verification and send the alternative identifier to the central
7
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processor.

In some embodiments, upon receipt of the alternative identifier, the central
processor is operable to determine whether a corresponding refund account
associated with the user is present and if not, the central processor is
operable to generate the refund account and the unique identifier based on

the alternative identifier.

In some embodiments, the central processor comprises or is in data
communication with a database for storing at least one retailer list of goods

and services eligible for tax refund.

In some embodiments, the central processor is operable to receive a wish-list
of goods and services from the mobile device and upon receipt of the wish-
list, compare the wish-list with the at least one retailer list of goods and

services.

In some embodiments, when there is a match between the wish-list and the at
least one retailer list, the central processor is operable to provide a matched

list to the mobile device.

In some embodiments, where the electronic ticket is a provisional electronic
ticket, the provisional electronic ticket comprises a plurality of electronic

receipts.

In some embodiments, the provisional electronic ticket is converted to a final

electronic ticket at an approved departure point.

In some embodiments, the central processor arranged in data communication
with at least one third party server to retrieve information related to the identity
of the user, and sends the information related to the identity of the user to the

computer device.
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In some embodiments, if the refund request is not successfully processed, the
central processor is arranged in data communication with another computer

device provided to an authorized personnel to perform further processing.

In accordance with another aspect of the invention there is a method for
facilitating a refund to a user comprising the steps of: communicating via a
mobile device with a central processor for the generation of a refund account
and a unique identifier, the unique identifier associated with the user: via a
computer device, accessing the unique identifier for verification on receipt of a
refund qualifying transaction associated with the user: generating a refund
request upon successful verification; sending information relating to the refund
qualifying transaction via a central processor; receiving and processing the
refund request; wherein the central processor is further configured to generate
an electronic ticket to be sent to the mobile device for the generation of a

refund upon successful process of the refund request.

In some embodiments, the method further includes the step of converting the

refund to an intermediate value after the generation of the refund.

In some embodiments, the intermediate value is derived from the actual value

of refund based on a conversion rate.

In some embodiments, the method further comprises the step of exporting the
information relating to the refund qualifying transaction via a point-of-sale
(POS) device in data communication with the computer device, the point-of-
sale device is configured to directly send information relating to the refund

qualifying transaction to the central processor.

In some embodiments, the computer device accesses the unique identifier by

scanning an image shown on the mobile device.

In some embodiments, the method further comprises the step of sending the

electronic ticket to a government server for further verification of the refund
9
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qualifying transaction and confirmation of the refund.

In some embodiments, the mobile device is operable to send an electronic
notification related to a requirement being met. The requirement may be a
confirmation of departure. The requirement may alternatively, or in

conjunction, be a Declaration of Eligibility.

In some embodiments, the generation of electronic ticket is based upon one

or more requirements being met.

In some embodiments, the method further comprises a step of sending an
electronic notification to the mobile device indicating the success or failure of

the refund request.

In some embodiments, the method further comprises a step of obtaining an
alternative identifier for verification and sending the alternative identifier to the
central processor if the unique identifier is not accessible by the computer

device.

In some embodiments, upon receipt of the alternative identifier, the central
processor is operable to determine whether a corresponding refund account
associated with the user is present and if not, the central processor is
operable to generate the refund account and the unique identifier based on

the alternative identifier.

In some embodiments, the central processor comprises a database for storing

at least one retailer list of goods eligible for tax refund.

In some embodiments, the central processor is operable to receive a wish-list
of goods from the mobile device and upon receipt of the wish-list, compare the

wish-list with the at least one retailer list of goods or services.

In some embodiments, when there is a match between the wish-list and the at
10
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least one retailer list, the central processor is operable to provide a matched

list to the mobile device.

In some embodiments, the electronic ticket is a provisional electronic ticket,
the provisional electronic ticket comprises a plurality of electronic receipts.
The provisional electronic ticket may be converted to a final electronic ticket at

an approved departure point.

In accordance with another aspect of the invention there is a non-transitory
computer readable medium containing executable software instructions
thereon wherein when executed on a mobile device and/or a computer device
performs the method of facilitating a refund to a user comprising the steps of:
communicating via the mobile device with a central processor for the
generation of a refund account and a unique identifier, the unique identifier
associated with the user; accessing the unique identifier for verification via a
computer device on receipt of a refund qualifying transaction associated with
the user; sending information relating to the refund qualifying transaction;
generating a refund request upon successful verification: and receiving and
processing the refund request by a central processor, wherein the central
processor is further configured to generate an electronic ticket to be sent to
the mobile device for the generation of a refund upon successful process of
the refund request.

The non-transitory computer readable medium may further comprises a
software instruction to send an electronic notification to the mobile device

indicating the success or failure of the refund request.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described, by way of example only, with

reference to the accompanying drawings, in which:

Fig. 1 is the overall architecture of an embodiment of the invention showing

how the various parts of the system interact:

"
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Fig. 2 is a flowchart of an embodiment of the invention showing how a user is

taken through the system when the application is launched:;
Fig. 3 is a state machine diagram of an embodiment of the invention: and

Fig. 4 and Fig. 5 show how a single MDCC device may be used for the
deployment of tourist refund in accordance with other embodiments of the

invention.

Other arrangements of the invention are possible and, consequently, the
accompanying drawing is not to be understood as superseding the generality

of the preceding description of the invention.

PREFERRED EMBODIMENTS OF THE INVENTION

Particular embodiments of the present invention will now be described with
reference to the accompanying drawings. The terminology used herein is for
the purpose of describing particular embodiments only and is not intended to
limit the scope of the present invention. Additionally, unless defined otherwise,
all technical and scientific terms used herein have the same meanings as
commonly understood by one of ordinary skill in the art to which this invention

belongs.

In accordance with an embodiment of the present invention and with
reference to Fig. 1, there is a system 10 for facilitating refunds. The refund
may be in the form of tax refund provided to a tourist and will be described in
such a context. It is to be appreciated that the system 10 may be adapted for
other types of refunds and not limited to a tax refund. The term ‘refunds’
include refund in an electronic medium.

The system 10 comprises a central processor 110. Central processor 110
may be in the form of one or more processors and/or servers 110 belonging to
an organisation administering the tourist refunds. An example of such an
organisation is the Central Refund Agency (CRA). The CRA may be a private

organisation, a government organisation, or a quasi-government organisation.
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The CRA may further be in data communication with a Central Clearing
House (CCH) 170 for the purpose of settlement and crediting of refund value.
The one or more servers 110 can include a cloud server or a conventional
server with data communications capability. For the ease of discussion, the
one or more server will hereinafter be referred to as ‘server or ‘servers’.
Server 110 may be connected to one or more databases (not shown). Such
database(s) are operable to contain records and information relating to the
tourist refunds such as name, addresses and/or pre-generated or generated
unique identifiers associated with the users seeking refunds. Server 110 is
also operable to generate and update refund accounts for facilitating,
processing and crediting refunds.
In one embodiment, the system 10 comprises a mobile device 120, preferably
endowed with communications and computing capabilities and hereinafter
referred to as MDCC 120, and computing device 130 (hereinafter referred to
as ‘Retailer Device’ 130). The Retailer Device 130 can also be an MDCC or
other computing device like a desktop/laptop computer. A Point-of-Sale (POS)
device/system may be in data communication with the Retailer Device 130,
the data communication in wired or wireless, remotely or otherwise.
Alternatively, the POS device or its associated function may be
incorporated/integrated with the Retailer device 130 as a module.
To facilitate the refund process, the mobile device 120 and computing device
130 may be installed with dedicated software applications (colloquially known
as ‘apps’). Such dedicated software applications may be operating system
(OS) such as iOS™ or Android™ specific, and/or device specific.
The software application installable on mobile device 120 provides a user
interface for user registration and for retrieving or providing information for the
refund process. Once installed, the software application is operable to perform
at least the following functions:-

a. receive registration details entered by the user;

b. communicate with the server 110 to send the registration details:

c. receive from the server 110 a unique identifier associated with the user

(tourist);
d. receive from the server 110 information related to the refund process;
13
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e. display notifications/alerts on the MDCC 120 relating to refund process;

provide user interface for user to browse or view account details:
g. search for necessary communication networks for data communication
with the server 110 and the computing device 130 (if necessary); and

h. store, organise and retrieve information received from various parties.
The MDCC 120 and the Retailer Device 130 can be any mobile electronic
device(s) that can connect wirelessly to Wi-Fi networks or conventional
telecommunications networks such as 2G, 3G, 4G, or LTE based networks.
The mobile electronic devices include, but are not limited to mobile devices
like smartphones, personal digital assistant (PDA) phones and tablets. The
devices include mobile devices running on iOS platforms such as the iPhone
and the iPad.
The invention will next be described in the context where a user of MDCC 120
(presumably a tourist) downloads a dedicated software application
(hereinafter ‘software application’) onto the MDCC 120 for registration with the
system 10; and usage of the MDCC 120 with the installed software application
for facilitating refunds.
During the first usage after downloading the dedicated software application, a
registration process is initiated where the tourist is prompted to register by
entering his or her registration details into the application. The tourist may
enter the necessary details for registration via manual entry or via imaging the
identification documents associated with the tourist, if the MDCC 120
comprises an imaging device or module such as an on-board camera. The
identification documents may include passport or other approved identification
papers identifying the user as a tourist. In the case of a passport that
comprises a machine readable zone (for example barcode), the MDCC 120
may also be used for reading the readable zone on the passport using the on-
board camera or if the MDCC 120 is installed with the necessary hardware
and/or software for doing the same.
The registration process can further integrate a verification of the authenticity
of passports. The registration process can also include a check against
records or entries in one or more authorized databases (for example

government immigration records) to ascertain the eligibility of the tourist for a
14
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tax refund. Such authorized databases may be public or private databases.
With these verifications, the tourist may not need to carry his passport in order
for the retailer to verify his tourist status, subject to regulatory acceptance of
such method of verifications.

Upon receiving the registration information, the MDCC 120 next sends the
registration information to the server 110 for the creation of a user account.
Once the user account is created, the server 110 then replies to the MDCC
120 with a unique identifier associated with the user account, for the tourist.
The unique identifier can be in the form of an assigned account number
and/or encoded into a QR or Quick Response code by the server 110 or
software application installed on MDCC 120. The QR code is a type of matrix
barcode that is machine readable and can contain information that can quickly
be translated into usable data.

Once the unique identifier is generated, the unique identifier can be accessed
on the same MDCC 120 used to register the user or on any other mobile
devices 120 that is compatible with the form or physical medium that the
unique identifier is encoded. In this regard, the unique identifier is therefore
device agnostic. Other types of machine readable codes like barcodes can
also be used in place of QR codes, although these may hold less data. This
QR code is tied/tagged to each and every tax refund qualifying transaction
made by the tourist.

It is to be appreciated that the unique identifier may include a simple account
number, and/or a combination/hybrid of one or more of the above described
codes.

Once registered and a user account is in place, the tourist user may then
make tax refund qualifying transactions such as tax refund qualifying

purchases at one or more participating retailers.

After the tax refund qualifying purchase is made at the participating retailer,
the tourist retrieves his or her unique identifier, in the form of a QR code, for
display on the MDCC 120. The participating retailer uses the Retailer Device
130 to scan the QR code (s140) for verification on the eligibility for a tax

refund by checking against the server 110 to ascertain if the tourist has a
15
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registered account and is eligible for a refund. As an example, the check will
include comparing and matching entries with the server 110 and/or its
associated processor(s) or database(s) to determine if the passport is a
foreign passport and if the tourist is at an age eligible for refund (e.g. 16 years
or older). The server 110 can also perform a check against government
immigration records via the government server 170 to ascertain the eligibility
of the tourist for a tax refund. Alternative ways of unique identifier accessing
technology or combinations may be used. Examples of such technologies
may include Near Field Communications (NFC), Bluetooth, Wi-Fi. etc. as
known to a skilled person. The identification may also be manually entered
into the Retailer Device 130. Such a step of verification may include checking
the physical passport and the passport information/details submitted, subject
to compliance with the necessary regulatory requirements.

Upon scanning of the unique identifier, the participating retailer may enter the
purchase/transaction details related to the purchase made by the tourist into
the Retailer Device 130. The transaction details may be manually or
automatically transmitted. In the latter, the transaction details may be
transmitted automatically via a cable or wirelessly from a Point-of-Sale
("POS”) system and/or POS device, the POS device configured to send the
information  relating to the refund qualifying  transaction, i.e.
purchase/transaction details to the Retailer Device 130 and/or server 110. For
example, to facilitate the transmission, a software driver may be installed on
the POS system for detecting the Retailer Device 130 as a printer, so that the
POS device can print the transaction details to the Retailer Device 130.
Alternatively, software may be installed on the POS device or system to
capture the transaction details from a payment screen via an Optical
Character Recognition (OCR) module. In the case of an Internet-enabled POS
system or device, the purchase or transaction details can be directly
transmitted to the server 110 via one or more wired or wireless
communication means. The transaction details may then be accessible via a
web resource locator or link, such as a Uniform Resource Locator (URL).

If a paper receipt is issued for the transaction, the Retailer Device 130 may

also be used to image or scan the paper receipt associated with the
16
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transaction for the transaction details to be extracted by an image conversion
and/or recognition module, such as, for example the OCR module. Once the
retailer has verified the transaction details thus captured, he can transmit the
transaction details to the server 110 via the Retailer Device 130. In another
embodiment, the MDCC 120 may be used in place of the Retailer Device 130
to image or scan the paper receipt associated with the transaction. Once the
retailer has verified the transaction details thus captured, he can present the
tourist with a retailer identifier, which can be another QR code, unique to the
retailer, for scanning by the MDCC 120, as a form of retailer
confirmation/receipt.

In another embodiment, if a user is unable to present his unique identifier in
the form of a QR code (for example because the user has not yet registered
with the server 110), the retailer may scan an alternative identifier, such as but
not limited to the Tourist's passport to retrieve his account information. The
scanning device may be the Retailer Device 130 or in the form of a barcode
scanner or other imaging device and once the passport has been scanned,
the server 110 checks if the tourist has a registered account and eligible for a
refund, e.g. if passport is a foreign passport and if tourist is at an age eligible
for refund (e.g. 16 years or older). The server 110 can also perform a check
against third party servers or databases, such as government immigration
records via the government server 170 to ascertain the eligibility of the tourist
for a tax refund. If the tourist is not eligible, the server 110 prompts an
authorized personnel (e.g. a cashier) to inform the tourist that he is not eligible
for tourist refund. If the tourist is eligible, the server 110 checks for an existing
account by comparing the scanned details with one or more databases of the
server 110. If a user account already exists, the app installed on the retailer
device 130 is operable to display the user profile or details for validation by
the cashier. If the tourist before the cashier matches the user profile, then the
cashier confirms the user (customer) identity via a user interface and
proceeds to enter receipt details. If a user account does not exist for the
tourist, the server 110 creates a user account and the cashier proceeds to
enter receipt details.

The Retailer Device 130 (or the MDCC 120) is operable to send the unique
17
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identifier, as well as the transaction details like the cost, the receipt number,
the date and time of the transaction, etc. (see s150) to the server 110. No
transaction details can be transmitted without the necessary information
associated with the unique identifier (in the form of the QR code) on the
MDCC 120 (or on the Retailer Device 130). To minimize fraud, the the
Retailer Device 130 can be configured (by the retailer or otherwise) to halt all
communications outside of the retailer's opening hours. This would prevent
unauthorised tax refunds claims from being entered into the system. The
security of the system 10 can be further enhanced by a password
management system that requires the cashier to log into the retailer account
and may require the password to be changed regularly. Sub-accounts may
also be created for individual employees of the retailer who are responsible for
collecting payment and their supervisors to create a system of checks-and-
balances for approving unusual tax refund claims. Prior to use, the retailer
account may undergo a similar registration process as described earlier for
the user (tourist) account. In some embodiments, the registration process
entails the server 110 assigning or issuing retailers with user identifiers (IDs)
and passwords. A manager of the retailer may create sub-accounts.
Alternatively the server 110 may assign subaccounts to the retailers, who in
turn have administrative rights to manage the sub-accounts. Similar to the
registration of the user account, another retailer unique identifier such as a
QR code may be generated and assigned to each retailer who registers for an
account to participate in the system.

Based on the details sent by the participating retailer, the server 110 sends an
electronic ticket for the notification of transaction. Such a notification may be
in the form of an eTRS Ticket (containing the details mandated by the
Revenue/Customs authorities such as a documentary ID or DOC-ID that
uniquely identifies the transaction) directly to the MDCC 120, thus recording
the purchase as an eTRS Transaction. The server 110 would also notify the
participating retailer via the dedicated software application installed on the
Retailer Device 130 of the eTRS Ticket (see s150).

The MDCC 120 is operable to image, store and organise the purchase

receipts and invoices issued by the participating retailer, and link these with
18
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the eTRS Transaction for ease of subsequent retrieval by the tourist or by an
inspector of the Revenue/Customs authorities. The server 110 will transmit
the transaction details as required by the Revenue/Customs authorities to a
Central Clearing House (CCH) 170 for lodgement as an eTRS Transaction
180. In another embodiment of the present invention, the server 110 can also
request the CCH 170 to perform an instance of risk assessment after each
transaction, and communicate 180 the risk assessment results to the server
110. If the result is such that the tourist is selected to present his or her
purchases for inspection by an officer of the Revenue/Customs authorities at
the point of departure from the country, the server 110 would then notify the
tourist of this requirement via the software application installed on the MDCC
120 either shortly after the transaction itself and/or at the point of departure
from the country (s160). This early deterrence would assist to deter potential
fraudsters from trying to obtain a tax refund through fraudulent means.

With additional tax refund qualifying purchases, multiple eTRS Tickets can be
sent to the MDCC 120 in the same direct way (s160).

When the tourist is leaving the country, the MDCC 120 or the dedicated
software application installed on the MDCC 120 would request for
confirmation of departure from the tourist. Once the tourist confirms his
departure from the country, the tourist can request for a refund together with a
Declaration of Eligibility (a requirement by the Singapore Revenue/Customs
authorities) or other declarations as required by the Revenue/Customs
authorities (s160). The tourist may be guided through the Declaration of
Eligibility process by the application on the MDCC 120, which also displays
the passport details of the tourist for his or her confirmation as the person
making the Declaration. Purchases recorded as eTRS Transactions are also
displayed for the tourist to select those for which he or she would like to
submit a claim for tax refund. For those tax refundable purchases made
through retailers that do not operate the application, the application on MDCC
120 can scan the paper copy of the eTRS Tickets issued by these retailers so
that all the transactions are consolidated. Alternatively, the CCH 170 can also
transmit electronically, the details contained in the paper eTRS Tickets, to

MDCC 120, upon request by the MDCC 120 or the dedicated software
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application installed on the MDCC 120. The tourist would also confirm the
preferred refund option — whether in cash or credited back to a credit/debit
card or a bank account or even an electronic wallet account — and the
application guides the tourist to confirm the relevant details accordingly. The
preferred refund option and details may have already been entered at the
point of user registration, otherwise the tourist will be prompted to do so. The
tourist may also enter the necessary details via manual entry or via imaging
the credit card via the on-board camera on MDCC 120, for example.

Once the various fields are completed, the application can allow the tourist to

confirm the details one last time before submitting them to the server 110.

In addition to the tourist proactively initiating a request for refund, one way of
reminding the tourist to submit the request for refund would be to use a
location-based service, such as Global Positioning System (GPS), geo-
fencing, navigation systems etc, to alert the MDCC 120 when the MDCGC 120
is detected within range of a departure point installed with a location-based
service device, examples of such departure points including an airport or a
cruise centre. This would notify and remind the tourist to submit the request
for refund. Alternatively, the application on the tourist MDCC 120 can also rely
on Wi-Fi networks or cellular base stations at the airport and the cruise centre
to remind the tourist when the MDCC 120 accesses these networks.
Alternatively, the MDCC 120 can detect transmitters (including but not limited
to Bluetooth Low Energy beacons) located at a departure point, such as an
airport or a cruise centre, and trigger the application to remind the tourist. This
saves the tourist the trouble of having to arrive at the airport early to locate the
eTRS self-help kiosk, since the tourist can now submit the request using his or
her MDCC 120.

Once the request for refund is submitted (s160) to the server 110, the CCH
170 is notified via s180 and can communicate to the server 110 as to whether
the tourist has been selected for inspection by the Revenue/Customs
authorities and the server 110 notifies the tourist via the MDCC 120

accordingly (s160).
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For tourists who have not been selected for inspection, they would receive a
digitised Notification of Approval slip on their MDCC 120. Those who have not
received a notification of approval slip and/or have been selected for
inspection either at any point of purchase or after the submission of the
request for refund would receive a digitised Notification of Inspection slip
prompting them to proceed to a counter of the Revenue/Customs authorities
for further processing. There, upon presenting the digitised eTRS tickets,
invoices/receipts and notification slips stored on the tourists’ MDCC 120
together with the goods purchased, passport and plane ticket, as required, an
authorized personnel such as the Revenue/Customs officer or inspector
updates the record stored at the CCH 170. This may be performed via a
separate computing device provided to the customs officer having a dedicated
software application installed thereon and arranged in data communication
with the server 110 to interact with the server 110. In some embodiments, a
‘customs officer identifier in the form of a QR Code may be provided to the
customs inspector to present to the tourist after the customs inspector is
satisfied with the eligibility of the tourist and the purchases for a refund. Upon
scanning of the QR Code, the server 110 then updates the CCH record as
“Approved” and issues a Notification of Approval slip.

This Notification of approval may be in paper, or digitised and sent to their
MDCC 120.

Cash refunds would be made at a Central Refund Counter (CRC) upon
presentation of the Notification of Approval slips, otherwise the monies would
be credited to their credit/debit card or bank account as previously indicated,
or any payment platforms (e.g. Alipay™, Paypal™) for facilitating the transfer
of refund monies to one or more user accounts. The tourists would then

proceed to depart Singapore accordingly.

In some embodiments, instead of a cash refund, the refund value may be
converted to an intermediate value. Examples of such intermediate value may

be coupons, credits, points, or other electronic value etc. One embodiment of
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an intermediate value is in the form of ‘rewards points’. Such a system of
rewards points can also be implemented into the tourist refund process, where
the rewards points can be applied towards the purchase of goods and
services at participating retailers. Retailers participating in this system of
rewards points can be the same ones that are accredited under the tourist
refund scheme or retailers that are not accredited but can also be equipped
with a Retailer Device 130. Tourists can accumulate rewards points issued by
the CRA. In the conversion of tax refund to rewards points, the system may
refund the full amount, less than or more than the full amount of tax levied
depending on the conversion rate between the tax refund to rewards point,
instead of withholding a service fee as in the traditional method, although a
service fee can still be offered as an alternative. The system can offer the
tourist the option to take the refund in the form of tourist refund (whether as
cash or via a credit/debit card) or in the form of rewards points, by way of a
prompt either at the point of purchase or at the point of departure from the
country. The tourist could even be allowed to convert the tourist refund into
rewards points (vice versa) at any point in time, with or without a conversion
fee. There may be a point in time where the availability of a tourist refund by
way of cash or credit card is reduced or even removed. The rewards points
can also be tagged with an expiry date, such that they expire if not used within
a certain period of time, or the rewards points may be issued without an expiry
date.

With reference to Fig. 2, an embodiment of a process for facilitating a tourist
refund, wherein like numerals reference like parts, is described. The process
begins when the dedicated software application installed on MDCC 120 is
launched (step 210). The process begins with checking whether the tourist is
already registered or is a new unregistered user (step 220). If the tourist is not
registered, the tourist is walked through with a registration procedure (step
230) where an electronic user account is created with the server 110 and the
relevant details are captured by the dedicated software application. Backend,
the system 10 performs checks against the details like the passport number,

nationality, name and/or other relevant information to ensure duplicate records
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are not created. The system can also verify the authenticity of the passports
based on their security features or the server 110 may be linked with one or
more third party servers. These third party servers may be private, public or
government databases for the checking of stolen passports, as well as
checking for other eligibility criteria such as whether the user is in fact a
Permanent Resident of a particular jurisdiction and does not fall under the
category of ‘tourist’, therefore ineligible for tourist refund: or whether the user
has entered Singapore on a visit pass that may not strictly fall under a ‘tourist
pass’, such as a student pass, etc. whereupon additional criteria have to be
fulfilled. For each user account, a unique identifier like a QR code is created
and stored by the application, or created by the server 110 and stored by the
application. This process can be integrated with the onboard camera of the
mobile device 120 to scan the machine readable zone of the passport to
populate the various details or even to scan the passport itself with optical
character recognition, or else manual entry of the details is used. The tourist is
also given the option of imaging the passport, guiding him through the process
of which page to capture, so that he does not have to carry a physical

passport when shopping to claim a refund.

At a participating shop, the tourist makes a purchase and the retailer enters or
scans the relevant details into the point-of-sale (POS) machine (step 240).
After verifying that the purchases qualify for refund and the eligibility of the
tourist by checking the tourist's passport, the retailer scans the unique
identifier being displayed on the user MDCC 120 by either using the issued
retailer device or the retailer's own mobile device with the application installed
(step 250). One method of verifying the status of the tourist would be
verification upon scanning the unique identifier or QR code via an onboard
camera (where available) if the retailer is using a mobile device as the retailer
device 130, whereby upon receipt of the scanned information (which includes
the unique identifier), the server 110 would inform the retailer device whether
the user is a tourist or not, which dispenses with the need to check the
physical passport. The details of the transaction are then sent to the central

server 110 or a processor belonging to the central refund agency (CRA) (step
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260), and this may be further sent to CCH 170. Once verified and the records
updated, confirmation of the transaction is sent (step 270) together to the
retailer and an eTRS Ticket is sent to the tourist either in the application, by
email or any other forms of messaging. An electronic image or document of
the invoice or receipt issued by the retailer can also be stored in the mobile

application for later retrieval.

With some newer POS machines, the purchase details can be transmitted to
the retailer device, either wirelessly via Wi-Fi or Bluetooth, or by a cable like a
USB or similar, which speeds up the process and reduces the possibility of
human error. The purchase details can even be directly transmitted to the
server 110 in the form of a central processor. The added security measure of
requiring the unique identifier before transmitting means the possibility of non-
genuine tourist transactions is reduced. The tourist or the retailer may also
use his or her mobile device to image the paper receipt associated with the
transaction for the transaction details to be extracted by Optical Character
Recognition. The retailer may also be equipped with other devices with
imaging or scanning capabilities. Where the details are captured by the
tourist’'s device, once the retailer has verified the transaction details thus
captured, he can present the tourist with an identifier, which can be another
QR code, unique to the retailer, for scanning by the tourist's device, as a form

of retailer confirmation.

The application (and server 110) is also able to track the fulfilment of certain
jurisdictional requirements where the purchases made by the tourist are
submitted to the server are logged into the system. This feature is available
where the tourist images receipts and enters the necessary details relating to
the transactions he made. For example, in Singapore in order to qualify for a
tax refund, a minimum $100 must be spent from retailers bearing the same
GST registration number and this can be accumulated in up to 3 same-day
invoices or receipt, thus the application can immediately alert the user,
whether tourist or retailer, if this minimum amount has been reached on the

same day. This does away with the current need to check physical receipts
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and sum them up.

An additional feature of using a system of intermediate value in the form of
rewards points as described in the earlier embodiment can be incorporated
into the process. During the purchase (step 240), the tourist informs the
retailer that he wishes to use his rewards points, and upon scanning the QR
code on the tourists MDCC (step 250), the rewards points balance is
retrieved from the server and displayed to the retailer. Based on this amount
and confirmation from the tourist via the tourists MDCC (step 250) of the
number of rewards points to redeem, the retailer would apply the rewards
points against the purchase price accordingly and update the server (step
260). In another embodiment, during a purchase (step 240), the tourist who
wishes to utilize his intermediate value in the form of rewards points may
launch the software application installed on the MDCC 120 to retrieve from the
server and display the rewards points balance information. The tourist can
inform the retailer of his intention to use his rewards points and scan an
identifier, which can be another QR code, unique to the retailer before
entering and confirming the number of rewards points he wishes to use, for
transmission to the server. The server can then push the number of rewards
points to be thus used for display on the issued retailer device or the retailer's
own mobile device with the application installed, and the retailer would apply
the rewards points against the purchase price accordingly and update the
server (step 260). Upon receipt of the eTRS Ticket in the application, the
tourist can be prompted to choose whether to convert the amount, with or
without a service charge to the CRA, into the rewards points. This raises the
possibility of the tourist being able to spend his tourist refund at participating

retailers even before leaving the country.

A flowchart shown in Fig. 3 describes an embodiment of how the tax refund is
credited/made to the tourist when the tourist is departing the country. At a
departing point such as the airport or cruise centre, the installed application on
the MDCC 120 is launched by the tourist either on his own volition or

reminded by notifications displayed on the mobile device 120. Such
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notifications can be triggered by detecting that the tourist is at a departure
point such as the airport or cruise centre. The tourist is then prompted to
confirm that he is departing the country (step 310), which triggers the system
10 (either via the installed software application or the server 110) to notify the
tourist of the purchases made to date, the eTRS Tickets collected, the amount
of refund available, as well as the amount of outstanding refunds which may
be in the form of an intermediate value as described. The tourist also indicates
how the refund is to be made, either in cash or to the credit card account that
was used (based on the purchase or transaction details), or to a specified
bank account or even to another different credit card account. A further
prompt whether to convert the refund available may be triggered to allow the

tourist to do so.

Once the list of purchases is confirmed and verified by the tourist, the tourist is
guided through the various steps of completing the Declaration of Eligibility
and displays the tourist's passport details for confirmation. After confirmation,
the declaration of eligibility and refund claims are submitted to the server (step
320) and to the CCH and confirmation is sent to the tourist (step 330),
together with either an approval Notification slip or an inspection Notification
slip if the tourist has been selected for inspection. If the inspection is verified
and cleared, an approval Notification slip is issued to the tourist, and based on
the approval Notification slip, a refund can be obtained (step 340) either in
cash at the Cash Refund Counter at the airport or cruise centre, or credited
back to the specified credit/debit card or bank account. Alternatively, the
tourist can also choose to obtain the refund in the form of an intermediate
value such as the rewards points, especially if he plans to visit the country
again sometime soon. The tourist then departs the country (step 350). The
Declaration of Eligibility can be submitted together with the refund claims via
the application on the mobile device, which means that process is simplified
and the tourist can do so at their own convenience, e.g. while queuing to
check in or clearing immigration or even in the transport on the way to the
airport.

In another embodiment of the present invention and with reference to Fig. 4
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and 5, wherein like numerals reference like parts, the functions associated
with the MDCC 120 and retailer device 130 may be integrated into a single
MDCC device 420. Such an arrangement is advantageous in the sense that
one single MDCC 420 may be utilized for the whole refund process. It is to be
appreciated that either:-

the associated functions described for both mobile device 120 and computing
device 130 as earlier described would have to be implemented on the MDCC
420, or

another dedicated software application incorporating essential functions for
mobile device 120 and the computing device 130 would have to be installed
on the MDCC 420.

In the single device arrangement, the participating retailer's premises may be
equipped with a transmitter and/or receiver (including but not limited to
Bluetooth Low Energy ‘Bluetooth LE’ beacons) 410 operable to transmit
to/receive from a MDCC 420 (used interchangeably with the term ‘single
device’) within range of the transmitter/receiver.

An example of the single device arrangement 400 is shown in Fig. 4. The
arrangement 400 comprises one or more Bluetooth LE (BLE) beacons 410
installed within the retailer's shop at a designated location, such as around a
cashier. The BLE beacons 410 can operate in a ‘broadcast’ or ‘advertisement’
mode to notify nearby devices of its presence via an address. The address
follows a specific format, such as a predefined prefix, followed by a variable
UUID, and a major, minor pair. When a user with the MDCC 420, such as a
tourist is within the pre-determined range of the designated location, the
MDCC 420 detects the BLE beacons 410 and prompts the user to launch his
dedicated software application, or directly launches the software application
without prompt once the BLE beacons 410 are detected, which can be
programmed to inform the user that he is at a participating retailer based on
matching and verifying the broadcast format of the BLE. The retailer specific
information can then be displayed on the MDCC 420.

The user next shops and transacts at the retailer shop. Upon payment for the

merchandise, the tourist requests for a tax refund. The cashier then requests
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the tourist to send the request for refund from his MDCC 420, together with
the refund account number and BLE address to the server 110.

The server 110 opens a session between the user account and the retailer
account. The tourist is prompted to scan the transaction receipt using the
MDCC 420 via the OCR module as described in previous embodiments, or via
other means including manual or POS system as described. Once scanned,
the transaction details are displayed on the MDCC 420.

The tourist presents the transaction details to the cashier or other personnel
authorized by the retailer. The cashier verifies the transaction details and
presents a retailer identifier to the tourist. The retailer identifier may be a QR
code. The retailer identifier encoded in the form of a QR code may further
comprise one or more of the following information:-

i. Retailer's account number held with the server 110; and

ii. Sub-accounts created by the retailer for each authorized personnel (e.g.
cashier).

The sub-accounts provide a means for identifying the cashier in case of
suspected transaction activity(ies), such as collusion between cashier and
tourist.

The tourist scans the retailer QR code and the software application transmits
the same to the server 110 for verification.

Upon receipt of the information related to the retailer identifier, the server 110
matches the QR code with the BLE address to verify that the MDCC 420 is on
site. Upon verification, the MDCGC 420 transmits the transaction details to the
server 110. The server 110 then runs checks on the transaction details. The
checks may include (but not limited to) ensuring that the transaction details
are current, i.e. with current date and time, and relate to the correct retailer.
Upon completion of the checks, the server 110 then sends the transaction
details to the CCH 170. The CCH 170 then acknowledges the lodgement of
the refund claim to the server 110. The server 110 generates the eTRS Ticket,
assigns the DOC-ID and sends the same to MDCC 420.

With reference to Fig. 5, at the point of departure, such as an airport or cruise
center, the location of the MDCC 420 is determined by the software

application via GPS or other location-based services. Alternatively, the
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application on the tourist MDCC 120 can also rely on Wi-Fi networks or
cellular base stations at the airport and the cruise centre for detecting the
MDCC 420. Once detected, the software application guides the user through
the declaration of eligibility as described earlier (see steps 310 to 350). Next
the tourist confirms his departure and eligibility. The MDCC 420 then retrieves
the transaction records from the server 110 for the tourist to select for refund.
Once the user selects the transaction records, he is prompted to select the
refund method (e.g. rewards points, direct credit into specified account etc.).
Upon selection, the MDCC 420 sends the declaration of eligibility; selected
refund transaction(s); and refund method to the server 110. The server 110 in
turn transmits the information to the CCH 170. The CCH 170 then replies with
an approval or non-approval Notification slip to the server 110, which in turn
transmit the approval or non-approval Notification to the MDCC 420. If the
refund is approved, the CCH 170 further instructs or informs the CRC 430 to
process the refund.

Where the CCH 170 replies with the non-approval notification slip, in some
embodiments the tourist may be directed to the customs officer or inspector
as described in the earlier embodiment for further inspection. The customs
officer may be provided with a separate computer device with a dedicated
software application installed thereon to facilitate inspection by the customs
officer. A ‘customs officer approval’ identifier in the form of a QR Code may be
provided to the customs inspector to present to the tourist after the customs
inspector is satisfied with the eligibility of the tourist. Upon scanning of the
‘customs officer approval’ QR Code, the server 110 then updates the CCH
record as “Approved” and issues a Notification of Approval slip. If still not

approved, the purchases will not be eligible for tax refunds.

During a purchase (step 240), the tourist who wishes to utilize his intermediate
value in the form of rewards points can inform the retailer of his intention to
use his rewards points. He may launch the software application installed on
the MDCC 420 to retrieve from the server 110 his rewards points balance and
enter and confirm the number of rewards points he wishes to use, before

showing to the retailer for verification. Once the retailer has verified the
29

Petitioner Exhibit 1002-1025



10

15

20

25

30

WO 2017/010936 PCT/SG2016/050297

number of rewards points to be used, he can present the tourist with a retailer
identifier, which can be another QR code, unique to the retailer, for scanning
by the single device 420 as a form of retailer confirmation, and the server will
be updated (step 260). The retailer would apply the rewards points against the
purchase price accordingly. Also, upon receipt of the eTRS Ticket in-app, the
tourist can be prompted to choose whether to convert the amount, with or
without a service charge to the server 110, into the rewards points. This raises
the possibility of the tourist being able to spend his tourist refund at
participating retailers even before leaving the country.

The single device arrangement is based on the use of a mobile device 420
and eliminates the need for a Retailer Device. Instead of issuing each retailer
with a separate device, Bluetooth Low Energy (BLE) beacons
(transmitters/receivers) can be placed in each retailer outlet, and each
authorized personnel may access the retailer’s identifier (which may be in the
form of a QR code or otherwise) in a variety of ways. For example an
authorized personnel such as a cashier at the retailer shop can be provided
with a QR Code Staff Pass, or each retailer outlet can be provided with its
own QR Code identifier. The BLE can ensure transactions only take place at
participating shops and the QR Code Staff Pass or identifier acts as retailer
acknowledgement that the cashier has done her checks. The BLE can also be
used to push targeted retailing information to the tourist, e.g. discounts,
advertisements, etc. It is to be appreciated that both the QR code and BLE
may be utilized in the form of a two-layered check to ensure that the
transactions take place within the retailers shop or premise. Such a two-
layered check reduces the risk of any collusion between a member of the
retailer’'s staff and the tourist.

In some embodiments, the server 110 may be operating the system of
intermediate value. In such an arrangement, the server 110 may comprise a
predictive engine operable to predict which user refund account is likely to be
fraudulent so as to be able to take pre-emptive action. Otherwise the system
may compromise on account integrity. The predictive engine can be based on
at least one criterion of user demographics (e.g. location, countries visited for

a past predetermined time frame), transaction profile (e.g. value of
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transaction, type of goods, etc.), the type of identifier (e.g. credit card) used to
register for a refund account, gender, nationality etc. Based on these criteria,
an algorithm can be developed to run in the server 110 to pick out suspicious
user accounts. For example, the predictive engine may attribute high risk
weights to transactions exceeding certain value arising from certain countries.
In some embodiments, in addition to identifying suspicious user accounts, the
predictive engine may further be configured to data communicate and send
selected details relating to the ‘suspicious accounts’ to the relevant
authorities, which include the customs. The selected details are sent to the
authorities for further follow up checks in order to provide a more targeted and
focused check In other embodiments, the system 10 may refuse the
registration of any requested refunds accounts deemed not to pass an initial
security check based on one or more of the at least one criterion. In yet other
embodiments, based on the profile identified by the predictive engine,
selected users or tourists may be banned from purchasing certain tax free
eligible items. In some embodiments, the predictive engine may be arranged
in data communication with one or more database servers, such database

servers for maintaining user information.

The above arrangements are advantageous in that more parameters for the
selection of tourists for inspection are considered, compared to that
considered by the CCH 170 currently. In addition, the selection performed at
the servers 110 effectively provide an additional layer of check which is pre-
emptive in nature, as compared to that currently done at the exit point(s)
which is ‘reactive’. In this regard, it is to be appreciated that the existing
system performs selection at the end of a tourist’s trip/visit which is deemed
less efficient compared to selection performed before the tourist starts his trip.
This is because based on the existing structure, the retailers would have
already taken the trouble to process the eTRS transactions of a fraudster, only
for the transactions to be subsequently found invalid (this is assuming the
CCH is able to select the tourist for inspection) when the fraudster attempts to
make a claim for a refund as he leaves the country. The above arrangements
effectively prevent suspicious transactions from being performed by would-be
31
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fraudsters, saving time and effort for both the retailers as well as the Customs.
In another embodiment, the server 110 is configured to link to at least one
retailer for the provision of one or more retailer item list(s) available for sale
and tax refund. In the app installed on the tourists MDCC 120, a user
interface may then be provided to the tourist which displays the retailer item
list of available items for sale and/or tax refund for the tourist to view before
the tourist arrives at the country and/or before he/she leaves the country.
Once a wish list or checklist of selected items from a tourist is communicated
to the server 110 via the app, the server 110 is operable to provide a list of
retailer(s) and details of the retailers selling the one or more items, via a data
push or pull mechanism that the tourist desire to purchase. The wish list and
retailer list may be compared by any compare and match algorithm between
the entries on the tourist’s wish-list with what the retailers have to offer. The
compare and match may be performed at the server 110 side or the app
installed on the MDCC 120.

In the creation of the tourist's checklist, the tourist can record a plurality of
parameters related to each item. Non-exhaustive examples of these
parameters may include the item’s name, category, quantity and recipient’s
name and insert short notes and images (such as pictures) related to each
item. Newly created items can be added to a temporary ‘pending list which
the tourist can check off to move the items to a completed list whenever a
purchase is made. Interfaces for sorting the items in alphabetical or other
order may also be provided to the user.

Each time the tourist creates a new item, the app is operable to retrieve a list
of retailer(s) selling the item from the server 110, and then provide to the
tourist, retailers that sell the item or related items. The tourist can download
the names of the recommended retailers to add them to his shopping list (via
an interface) or to access the retailer's profile on the app. Through the list
and/or a BLE located at the retailer’s outlet, the tourist can be notified by the
server 110 via the app and/or the retailer that sells the item or related items
whenever the tourist is near to the retailer's shop and/or send content e.g.

sales voucher from the retailer to the Tourist. This is advantageous to provide
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a seamless experience for the tourist and to aid the retailers in selling their
products. Further, the arrangement provides an advantageous hybrid between
a pure online shopping experience and a real shopping experience where
goods can be inspected before it is purchased. Amongst other advantages,
the above arrangement reduces the shopping time required for a tourist to
look or source for an item and whether that item is eligible for tax refund;
provides an alert or other forms of notification when the tourist is nearby a
retailer; and provides an informed list on prices and quality before committing
to the purchase.

In some embodiments, the server 110 is operable to issue one eTRS ticket for
each refund claim at each retailer store and charge a service fee for each
eTRS Ticket issued. Each eTRS Ticket may comprise more than one sales
receipt accumulated at the same store (GSTN), subject to one or more
regulations to meet a minimum threshold eligible for refund (e.g. SGD 100).
For each eTRS ticket issued, the server 110 may also be required to pay a
CCH Fee of SGD 1.50.

As an alternative embodiment, instead of issuing an electronic ticket in the
form of an eTRS ticket for each transaction, the server 110 is instead operable
to issue a provisional eTRS for the first transaction eligible for a refund claim,
and add all subsequent transaction receipts to this provisional eTRS ticket.
This is akin to a batch mode process and allows multiple retailers’
transactions to be combined into a single formal/final eTRS ticket. The formal
eTRS ticket will be issued only when the tourist is at an approved departure
point. In such a way, both the user and the service provider may save on CCH
Fees because only one Refund Ticket per user per trip is issued, instead of
one Refund Ticket per user, per store, per trip. This can be performed without
compromising on security or authenticity, as the tourist user will have to
undergo the verification step at each retailer store.

In some embodiments, users of the system, such as approved retailers, may
be provided with a user interface accessible to a portal, the user interface
accessible via any computer device such as, but not limited to, a mobile
device. The user interface may be used to display business information

related to the retailer described as follow. An example of the interface is a
33
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webpage. The server will retrieve and store input received from various
sensors such as Bluetooth LE beacons, image capturing devices located
around the retailer's shop, for purpose of tracking, monitoring, obtaining,
and/or deriving one or more parameters associated with the retailer.
Examples of such one or more parameters include number of shoppers in a
retailer shop. Such data may be provided on a real-time or near real-time
basis displayed on the user interface. The data obtained may be further
analyzed to provide business intelligence information useful for the retailer.
Such business intelligence information may include shopper traffic in the
retailer shop, busiest period of a weekday or weekend, busiest period over
one or more months, etc.

In some embodiments, the system may be linked up with other commercial
databases related to cruise ship services for example, to provide users with
information such as Qualifying Cruise Ships eligible for tourist refund, as well
as pre-populating travel itinerary to achieve certain level of convenience for

the users of the system.

The described embodiments are advantageous as they provide a three-tier
checking and verification process. In particular, a first level of
check/verification is performed when a user (tourist) registers with the central
processor 110. The second level of check/verification is performed before or
during the generation of the eTRS ticket, and the third level of
check/verification is performed at the point of departure prior to the generation
of an electronic notification indicating the success or failure of the refund

transaction.

Further, it is to be appreciated that the capturing of detailed information at the
point of user registration allows a tourist to specify a desired account for
refund upfront. Such an arrangement is useful to alleviate any time pressure
that a tourist may face when he is leaving the country, as he needs to
complete all form of formalities prior to boarding the aircraft / cruise ship. By

shifting the data collection point to prior to the tourist embarking on his trip or
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at the point of registration, precious time is saved for the tourist when he faces
the most time pressure.
The above is a description of embodiments of systems and methods for
facilitating refunds, in particular tax refunds to tourists in accordance with the
present invention. It is envisioned that those skilled in the art can design
alternative embodiments of this invention that falls within the scope of the
invention. In particular, it is to be appreciated that features from various
embodiment(s) may be combined to form one or more additional
embodiments. Further, the following are non-exhaustive examples of features
that may be combined with the described embodiments to form further
embodiments that falls within the scope of the invention:-

e In the single device embodiment, the user (tourist) may send both the
retailer identifier and the transaction details to the server 110 for further
processing upon scanning the retailer QR code. As a pre-requisite, the
server 110 will however process the transaction details if and only if the
retailer identifier is verified.

e The verification or scanning of the retailer's identifier may be performed
either during the refund qualifying transaction is made or after. In the
former case, the transaction details are captured before the retailer
identifier is scanned before transmission to the server 110. This is
particularly relevant for the single device embodiment. In the latter
case, the retailer identifier may be verified or scanned for purpose of
opening the transaction session before either the user or an authorized

representative of the retailer retrieves the transaction details.
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WE CLAIM

1. A system for facilitating refund to a user comprising:
a mobile device having means to communicate with a central processor
for the generation of a refund account and a unique identifier: the
unique identifier associated with the user;
a computer device operable to access the unique identifier for
verification upon receipt of a refund qualifying transaction associated
with the user, the computer device further operable to receive and send
information relating to the refund qualifying transaction and generate a
refund request upon successful verification; and
the central processor operable to be in data communication with the
computer device to receive or send information relating to verification of the
unique identification and the refund qualifying transaction and process the
verification or refund request, the central processor further configured to
generate an electronic ticket to be sent to the mobile device for the generation

of a refund upon successful process of the refund request.

2. The system according to claim 1, wherein the refund is a tax refund

and in the form of an intermediate value.

3. The system according to claim 2, wherein the intermediate value is

derived from the actual value of refund based on a conversion rate.

4, The system according to claim 1, wherein the computer device is a
point-of-sale device, the point-of-sale device is configured to directly send
information relating to the refund qualifying transaction to the central

processor.

5. The system according to claim 1, wherein the unique identifier is
encoded as a quick response (QR) code and the computer device accesses

the unique identifier by scanning the QR code displayed on the mobile device.

36
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0. The system according to claim 1, wherein the central processor is
operable to send the electronic ticket to a third party server for further

verification of the refund qualifying transaction and confirmation of the refund.

7. The system according to claim 6, wherein the central processor stores
the information relating to the refund qualifying transaction in a database

before the electronic ticket is generated and sent to the third party server.

8. The system according to claim 1, wherein the mobile device is operable

to send an electronic notification related to a requirement being met.

9. The system according to claim 8, wherein the requirement is a

confirmation of departure.

10.  The system according to claim 8, wherein the requirement is a

Declaration of Eligibility.

11.  The system according to claim 10, wherein the mobile device is
operable to receive a notification of refund issued by a third party server once

the electronic ticket is processed successfully.

12.  The system according to claim 1, wherein the central processor is
operable to receive a notification of refund issued by a third party server once
the at least one electronic ticket is processed successfully and the central

processor is operable to send a notification of refund to the mobile device.

13. The system according to claim 1, wherein the unique identifier
associated with the user is generated based on a passport information of the

user.

14.  The system according to claim 13, wherein the unique identifier is

generated after a registration process by the user.
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15. The system according to claim 13, wherein the unique identifier is

further associated with an image capture of the passport.

16.  The system according to any one of the preceding claims, wherein the

mobile device is integrated with the computing device.

17. The system according to any one of the preceding claims, wherein the
central processor is operable to send a notification to the mobile device

indicating the success or failure of the refund request.

18.  The system according to claim 1, wherein there comprises another

unique identifier associated with a retailer using the computer device.

19.  The system according to claim 18, wherein the another unique identifier

is generated after a registration process by the retailer.

20.  The system according to claim 18, wherein the another unique identifier
is further associated with an image capture of one or more account

information associated with the retailer.

21.  The system according to claim 1, wherein if the unique identifier is not
accessible by the computer device, the computer device is operable to obtain
an alternative identifier for verification and send the alternative identifier to the

central processor.

22.  The system according to claim 21, wherein upon receipt of the
alternative identifier, the central processor is operable to determine whether a
corresponding refund account associated with the user is present and if not,
the central processor is operable to generate the refund account and the

unique identifier based on the alternative identifier.

23. The system according to claim 2, wherein the central processor

comprises a database for storing at least one retailer list of goods and
38
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services eligible for tax refund.

24. The system according to claim 23, wherein the central processor is
operable to receive a wish-list of goods and services from the mobile device
and upon receipt of the wish-list, compare the wish-list with the at least one

retailer list of goods and services.

25. The system according to claim 24, wherein when there is a match
between the wish-list and the at least one retailer list, the central processor is

operable to provide a matched list to the mobile device.

26. The system according to claim 1, wherein the electronic ticket is a
provisional electronic ticket, the provisional electronic ticket comprises a

plurality of electronic receipts.

27.  The system according to claim 26, wherein the provisional electronic

ticket is converted to a final electronic ticket at an approved departure point.

28.  The system according to claim 1, the central processor arranged in
data communication with at least one third party server to retrieve information
related to the identity of the user, and sends the information related to the

identity of the user to the computer device

29. A method for facilitating a refund to a user comprising the steps of:
communicating via a mobile device with a central processor for the
generation of a refund account and a unique identifier, the unique identifier
associated with the user;
via a computer device,
accessing the unique identifier for verification on receipt of a

refund qualifying transaction associated with the user;

generating a refund request upon successful verification: and

sending information relating to the refund qualifying transaction
39

Petitioner Exhibit 1002-1035



10

15

20

25

30

WO 2017/010936 PCT/SG2016/050297

via a central processor,
receiving and processing the refund request;,
wherein the central processor is further configured to generate an
electronic ticket to be sent to the mobile device for the generation of a refund

upon successful process of the refund request.

30. The method of claim 29, further including the step of converting the

refund to an intermediate value after the generation of the refund.

31. The method of claim 30 wherein the intermediate value is derived from

the actual value of refund based on a conversion rate.

32.  The method of claim 29 further comprising the step of exporting the
information relating to the refund qualifying transaction via a point-of-sale
(POS) device in data communication with the computer device, the point-of-
sale device is configured to directly send information relating to the refund

qualifying transaction to the central processor.

33. The method of claim 29 wherein the computer device accesses the

unique identifier by scanning an image shown on the mobile device.

34.  The method according to claim 29, further comprising the step of
sending the electronic ticket to a government server for further verification of

the refund qualifying transaction and confirmation of the refund.

35. The method according to claim 34, wherein the mobile device is

operable to send an electronic notification related to a requirement being met.

36. The method according to claim 35, wherein the requirement is a

confirmation of departure.

37. The method according to claim 35, wherein the requirement is a

Declaration of Eligibility.
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38. The method of claim 29 wherein the generation of electronic ticket is

based upon one or more requirements being met.

39. The method of claim 35 further comprising the step of sending an
electronic notification to the mobile device indicating the success or failure of

the refund request.

40.  The method according to claim 29, further comprises a step of
obtaining an alternative identifier for verification and sending the alternative
identifier to the central processor if the unique identifier is not accessible by

the computer device.

41.  The method according to claim 29, wherein upon receipt of the
alternative identifier, the central processor is operable to determine whether a
corresponding refund account associated with the user is present and if not,
the central processor is operable to generate the refund account and the

unique identifier based on the alternative identifier.

42. The method according to claim 29, wherein the central processor
comprises a database for storing at least one retailer list of goods and

services eligible for tax refund.

43. The method according to claim 31, wherein the central processor is
operable to receive a wish-list of goods and services from the mobile device
and upon receipt of the wish-list, compare the wish-list with the at least one

retailer list of goods and services.

44.  The method according to claim 32, wherein when there is a match
between the wish-list and the at least one retailer list, the central processor is

operable to provide a matched list to the mobile device.

45. The method according to claim 29, wherein the electronic ticket is a
41
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provisional electronic ticket, the provisional electronic ticket comprises a

plurality of electronic receipts.

46. The method according to claim 45, wherein the provisional electronic

ticket is converted to a final electronic ticket at an approved departure point.

47. A non-transitory computer readable medium containing executable
software instructions thereon wherein when executed on a mobile device
and/or a computer device performs the method of facilitating a refund to a
user comprising the steps of:

communicating via the mobile device with a central processor for the
generation of a refund account and a unique identifier, the unique identifier
associated with the user;

accessing the unique identifier for verification via a computer device on
receipt of a refund qualifying transaction associated with the user:

sending information relating to the refund qualifying transaction;

generating a refund request upon successful verification; and

receiving and processing the refund request by a central processor,

wherein the central processor is further configured to generate an
electronic ticket to be sent to the mobile device for the generation of a refund

upon successful process of the refund request.

48.  The non-transitory computer readable medium according to claim 47,
further comprising a software instruction to send an electronic notification to

the mobile device indicating the success or failure of the refund request.

49.  The system of claim 1, wherein if the refund request is not successfully
processed, the central processor is arranged in data communication with
another computer device provided to an authorized personnel to perform

further processing.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, reliable or

fit for specific purposes, Critical decisions, such as com mercially relevant or financial decisions, should not be

based on machine-translation output.

DESCRIPTION CN207663510U

10 A fruit vending machine and vending system

[0001]

14 Technical field

[0002]

18 The utility model relates to the field of vending machines, and more specifically, to a fruit vending machine and

a vending system,

[0003]

23 Background technique

[0004]

27Fruit is an indispensable source of nutrients in people’s daily diet.

28 At present, the main form of fruit sales is still manual sales, including in large super markets, fruit shops,
temporary roadside sales points, etc. This sales method requires human participation and requires renting a
store, which greatly increases the cost of fruit.

31 In addition, in some office buildings and factories, there are few dedicated shops for selling fruits, causing
factory personnel to carry them the mselves or go to distant shopping malls to buy them, causing

inconvenience to users.

[0005]

g7 Utility model content

Petitioner Exhibit 1002-1047
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[0006]
41 The technical problem to be solved by this utility model is to provide a fruit vending machine and vending
system in view of the defects of the prior art that the above-mentioned manual participation leads to high costs

and inconvenience for purchasing fruits in some places.

[0007]

47 The technical solution adopted by this utility model to solve the technical problem is to construct a fruit

vending machine, which includes a vending machine cabinet and also includes:

[0008]

52 A fruit storage device provided inside the vending machine cabinet for storing fruits:

[0009]

56 An electronic scale installed inside the cabinet of the vending machine for weighing the selected fruits;

[0010]
60 A screening device for selecting fruits is provided inside the cabinet of the vending machine. The fruits selected
by the screening device are placed on the electronic scale and auto matically weighed and the price is

calculated;

[0011]

66 The vending machine cabinet is provided with a pick-up port for taking away fruits, and the pick-up port is

opened after payment is completed.

[0012]

71 Preferably, in the fruit vending machine of the present invention, the storage device includes at least two sub-

storage devices, and each of the sub-storage devices can respectively place different fruits,

[0013]
76 Preferably, in the fruit vending machine of the present invention, the screening device includes a manual
screening device, and the manual screening device includes: a gripper, a mechanical arm, a driving m odule,

and a control module, wherein,

Petitioner Exhibit 1002-1048
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[0014]

82 The gripper is provided on the mechanical ar m for grabbing fruits; the drive module is connected to and drives
the mechanical arm; the control module is provided outside the vending machine cabinet and connected to
the drive module. The control module receives the user's selection operation and generates corresponding

control signals to the control module.

[0015]

89 Preferably, in the fruit vending machine of the present invention, the screening device includes an auto matic
screening device, and the auto matic screening device includes a device disposed between the fruit containing
device and the electronic scale for re m oving the fruit from the fruit. The accom modating device moves to the

transmission device of the electronic scale;

[0016]
96 A receiving module connected to the transmission device and used to receive purchase information sent by the

user, where the purchase infor mation is one of fruit weight, fruit quantity, and purchase amount.

[0017]
101 Preferably, the fruit vending machine of the present invention further includes: a packaging device for

packaging the fruits on the electronic scale;

[0018]
106 The packaging device is arranged on the electronic scale, the packaging device places the packaging bag on the

electronic scale, and the fruits selected by the screening device are directly placed in the packaging bag; or

[0019]
111 The packaging device is arranged at the pickup port, and after completing the weighing and pay ment, the fruit

in the electronic scale is transferred to the packaging bag at the pickup port.

[0020]
116 Preferably, in the fruit vending machine of the present invention, the vending machine cabinet is provided

with a preservation module for fruit preservation; and/or

[0021]

121 The vending machine cabinet is provided with a refrigeration module for fruit refrigeration: an

: and/or
Petitioner Exhibit 1002-1049
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[0022]

125 The vending machine cabinet is provided with a cleaning module for cleaning fruits,

[0023]
129 Preferably, in the fruit vending machine of the present invention, the vending machine cabinet is provided
with a display screen for displaying product information, operating procedures, advertising infor mation,

reminder information, and pay ment information; and/or

[0024]

135 Audio playback module for playing audio signals.

[0025]

139 Preferably, the fruit vending machine of the present invention also includes a com munication module for
sending and receiving information. The com munication module includes a wired com munication module
and/or a wireless com munication module. The wireless com munication module includesa 3G
com munication module. , 4G com munication module, WIFI com munication module, Bluetooth

com munication module, one or more;

[0026]

147 A positioning module connected to the com munication module and used to obtain the position infor mation
of the vending machine. The position information is sent out through the com munication module. The
positioning module is a Beidou positioning module, a GPS positioning module, and a base station

positioning module. one or more types;

[0027]
154 A power supply module that supplies power to each part of the vending machine. The power supply module

includes a mains power supply module and/or a battery power supply module.

[0028]
159 Preferably, the fruit vending machine of the present invention further includes a fruit peeling and cutting

module arranged inside the vending machine cabinet for peeling and cutting fruits;

[0029] . .
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164 Some panels of the vending machine cabinet are transparent panels,

[0030]
168 In addition, the utility model also provides an auto matic fruit vending system, which includes the above-
mentioned fruit auto matic vending machine, a mobile terminal and a server, the vending machine is

connected to the server, and the mobile terminal is connected to the server:

[0031]
174 The vending machine generates a payment QR code, the mobile ter minal scans the payment QR code and
makes pay ment, the payment information is uploaded to the server, and the server issues control instructions

to the vending machine. The machine opens the pickup port.

[0032]

180 Ilmplementing a fruit vending machine and vending system of the present invention has the following
beneficial effects: the fruit vending machine includes a vending machine cabinet, and also includes: a fruit
containing device arranged inside the vending machine cabinet for storing fruits; An electronic scale used to
weigh the selected fruits inside the cabinet of the vending machine; a screening device installed inside the
cabinet of the vending machine for selecting fruits. The fruits selected by the screening device are placed on
the electronic scale to auto matically weigh and calculate the price; The vending machine cabinet is provided
with a pick-up port for taking away fruits, which is opened after payment is completed.

187 By implementing the utility model, no manual participation is required, and customers can auto matically
complete the selection, weighing, payment, and pickup of fruits; the vending machine can be placed on the
roadside, in a factory, or in an office building, and takes up little space, making it convenient for people to use

at any time. Buy fruit,

[0033]

194 Description of the drawings

[0034]

198 The utility model will be further described below in conjunction with the accom panying drawings and

examples. In the accompanying drawings:

[0035]

203 Figure 1 is a sche matic structural diagram of a first embodiment of a fruit vending machine according to the

present invention,;
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[0036]

208 Figure 2 is a sche matic structural diagram of a second embodiment of a fruit vending machine according to

the present invention:

[0037]

213Figure 3 is a sche matic structural diagram of an auto matic fruit vending system of the present invention.

[0038]

217 Detailed ways

[0039]
221 In order to have a clearer understanding of the technical features, purposes and effects of the present utility
model, the specific imple mentation manner of the present utility model will be described in detail with

reference to the accompanying drawings.

[0040]

227 Figure 1 is a schematic structural diagram of a first embodiment of a fruit vending machine according to the

present invention,

[0041]

232 Specifically, the fruit vending machine in this embodiment includes a vending machine cabinet. Some panels
of the vending machine cabinet are transparent panels, such as tem pered glass. Users can observe the fruits in
the cabinet through the transparent panels.

235 [t also includes: accom modation device, screening device, electronic scale, pick-up port, power supply

module, etc., among which,

[0042]

240 The accom modating device is arranged inside the vending machine cabinet and is used to store fruits: in
particular, the accom modating device is located at the upper part of the vending machine cabinet, and the
lower part of the vending machine cabinet is used to install other equipment of the vending machine.

243 Preferably, the storage device may include at least two sub-storage devices, each sub-storage device is
respectively placed with different fruits, for example, an apple storage device, an orange storage device, a
banana storage device, etc. are respectively provided.

246 The size and shape of the sub-containing device can be different, and the adaptive setting can be made

according to the shape and characteristics of the fruit placed therein to better preserve the fruit.
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248 As an option, in order to improve the shelf life and appearance of the fruits, the fruits can be sim ply pre-

packaged, for example, in fresh-keeping bags, in boxes, etc.

[0043]

253 The electronic scale is installed inside the cabinet of the vending machine and is used for weighing the selected
fruits. The electronic scale is connected to the containing device.

255 The electronic scale is equipped with a fruit plate. The user can move the selected fruits to the fruit plate
through the screening device, and the electronic scale automatically weighs and calculates the price.

257 Further more, because different fruits have different prices, when the storage device includes more than two
sub-storage devices, multiple corresponding electronic scales need to be set, and each electronic scale is set
with a corresponding fruit price.

260 O1, because the prices of different fruits are different, when the holding device includes more than two sub-
holding devices, and there is only one electronic scale, the electronic scale sets the corresponding price
according to the type of fruit selected by the user, and at the same time, the moving position of the screening
device needs to be restricted, that is, After the user selects the fruit, the screening device can only move in the
corresponding selection area to select the specified type of fruit.

265 For example, the holding device includes an apple holding device and an orange holding device, each
occupying half of the space of the holding device.

267 Then the user chooses to buy apples, and the electronic scale is set to the price of apples. At the same time, the
screening device can only move within the area of the apple containing device where the apples are located,

and can only select apples.

[0044]

273 The pick-up port is used to take away fruits. The pick-up port can be set at the location of the electronic scale.
The pick-up port is equipped with a baffle and a baffle drive module. Before payment, the baffle is closed:
after the user completes the online pay ment Finally, the baffle drive module drives the baffle to move, and the
baffle is in the open state.

277 After the user completes the online pay ment, the pickup port auto matically opens, and the user can directly
take away the fruit on the electronic scale,

279 By arranging the pick-up port adjacent to the electronic scale, the fruit only needs to be moved once during
the entire purchase process, reducing operating time and avoiding damage to the fruit.

281 It is understandable that because the electronic scale is connected to the holding device, it is necessary to set
up an enclosure guardrail around the electronic scale to prevent users from taking the fruit directly through
the electronic scale after the pick-up port is opened.

284 As an option, an adjustable baffle can be set between the position of the electronic scale and the holding
device. During the fruit screening process, the pick-up port is closed and the baffle is opened so that the user
can screen the fruits; after payment is completed, the pick-up port W hen the baffle is opened and the baffle is
closed, the user can only take out the fruits that have been purchased, but cannot take away the fruits in the

containing device.

Petitioner Exhibit 1002-1053
18-12-2023 7



[0045]

292 The screening device is installed inside the vending machine cabinet and is used to select fruits. The screening
device places the selected fruits on the electronic scale, and the electronic scale automatically weighs and
calculates the price.

295 The screening device can complete actions such as grabbing, moving, and releasing fruits, thereby realizing
fruit selection.

297 [t can be understood that the moving and grabbing parts of the screening device need to be installed inside the
vending machine cabinet, and the control module needs to be installed outside the vending machine cabinet
for user operation,

300 The screening device will be described below through several embodiments.

301 Screening devices include manual screening devices and automatic screening devices, where,

[0046]

305 As an option, the manual screening device includes: a gripper, a robotic arm, a drive module, and a control
module. The gripper is set on the robotic arm for grabbing fruits. In order to prevent the fruit from being
scratched or damaged, it is necessary to install the gripper on the gripper. Set with soft cushioning pads.

308 The drive module connects and drives the robotic arm. The drive module can be installed on the track. The
drive module drives the robotic arm to move on the track. For example, the drive module is driven by a
motor, and the drive motor drives the rollers to move on the track to realize the movement of the robotic
arm,

312 The robotic arm has a telescopic structure, which means it can retract up and down.

313 The control module is set outside the vending machine cabinet and is connected to the drive module. The
control module receives the user’s selection operation and generates corresponding control signals to the
control module, The control module includes buttons or operating levers, etc. The control signals include
position movement signals and grabbing signals. , release signal, etc.

s17For example, the robotic arm has a telescopic structure and can move up and down through telescoping; the
drive module drives the robotic arm to move on the track to complete movement in the horizontal direction.
In this way, the screening device can move to any position, thereby grabbing fruits and Place on electronic

scale.

[0047]

324 As an option, the manual screening device includes: a gripper, a robotic arm, a drive module, and a control
module. The gripper is set on the robotic arm for grabbing fruits, In order to prevent the fruit from being
scratched or damaged, it is necessary to install the gripper on the gripper. Set with soft cushioning pads.

327 One end of the robotic arm is fixed on the inner wall of the vending machine cabinet, and the other end is
provided with a gripper.

329 The robotic arm includes at least two sections, and the connecting nodes between each section can rotate at
multiple angles

331 The drive module drives each robotic arm to move to complete the grabbing moving and re| asiné of fruits,
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similar to how a person grabs fruits by hand.

[0048]

336 As an option, the manual screening device also includes a gripper, a robotic arm, a driving module, and a
short-range wireless com munication module that receives wireless control signals, such as Bluetooth, W IF[,
etc.,

339 The manual screening device is connected to a mobile terminal through a short-range wireless
com munication module, and an APP for controlling the manual screening device is installed on the mobile
terminal,

322 The mobile terminal sends control signals, which include position movement signals, grabbing signals, release
signals, etc.: the driving m odule controls the mechanical arm and gripper to work according to the control
signals to grab the fruit.

s4s For example, the robotic arm has a retractable structure and can move up and down; the drive module drives
the robotic arm to move on the track to complete movement in the horizontal direction. In this way, the

screening device can move to any position, and then can grab fruits and place them on on the electronic scale.

[0049]
351 The above two manual screening devices can complete fruit screening under the user’s operation, allowing
users to have more self-service choices; at the same time, operating the mechanical arm movement has a

certain degree of fun, which increases the fun of purchasing fruits.

[0050]

357 Alternatively, the automatic screening device includes a trans mission device and a receiving module, wherein
the transmission device is disposed between the fruit holding device and the electronic scale and is used to
move the fruit from the fruit holding device to the electronic scale.

360 The receiving module is connected to the transmission device and is used to receive purchase infor mation sent
by the user. The purchase information is one of fruit weight, fruit quantity, and purchase amount. For
example, the user can choose to buy 2Kg apples, or 2 apples, or You can choose to buy apples worth 20 yuan.

363 Since the electronic scale can only obtain the weight parameter, if the user inputs the purchase amount, the
automatic screening device converts the purchase am ount into the corresponding weight based on the fruit
price and sends it to the electronic scale.

366 [t can be understood that there is feedback regulation between the electronic scale and the transmission
device. W hen the fruit in the electronic scale does not reach the preset weight, the electronic scale sends a
signal to continue adding fruit to the transmission device, and the transmission device continues to add fruit;
when the fruit in the electronic scale W hen the preset weight is reached, the electronic scale sends a stop
adding fruit signal to the transmission device, and the transmission device stops adding fruit.

371 The automatic screening device only requires users to enter purchasing information and does not require

users to manually select fruits, which can improve purchasing efficiency.

Petitioner Exhibit 1002-1055
18-12-2023 9



[0051]

376 The power supply module supplies power to each part of the vending machine. The power supply module
includes a mains power supply module and/or a battery pack power supply module.

378 In some places where mains power is not easily accessible, such as squares, parks, roadsides, etc., the battery
pack power supply module can be used to provide power, thereby improving the adaptability of the vending
machine.

381 Preferably, for vending machines placed outdoors, a solar charging m odule can also be installed to charge the

battery pack, thereby reducing battery maintenance and saving management costs.

[0052]

3ss Figure 2 is a schematic structural diagram of a second embodiment of a fruit vending machine according to

the present invention.

[0053]

391 Specifically, based on the first embodiment, the fruit vending machine of this embodiment also includes a
com munication module for sending and receiving information. The com munication module includes a
wired com munication module and/or a wireless com munication module. The wireless com munication
module includes but It is not limited to 3G com munication module, 4G com munication module, W IFI
com munication module, etc. The connection and settings of the com munication module can refer to the
settings of the existing com munication module, which will not be described again here.

397 Preferably, in order to provide a better signal to the wireless com munication module, the signal antenna can

be installed on the top of the vending machine.

[0054]

402 As an option, the vending machine in this embodiment further includes a positioning module connected to
the com munication module and used to obtain the location information of the vending machine, and the
obtained location information is sent to the server through the com munication module.

405 Positioning modules include but are not limited to Beidou positioning module, GPS positioning module,
Galileo positioning module, base station positioning module, etc.

407 The vending machine uploads location infor mation to the server at preset time intervals so that the location
infor mation of the vending machine can be updated intime.

409 In particular, considering that the vending machine will basically not move after being placed, the location
infor mation of the vending machine can be uploaded to the server when it is placed for the first time, and the
server will save it. Then the vending machine does not need a positioning module. After moving the vending

machine, manually Just modify it.

[0055] " -
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416 Alternatively, the vending machine cabinet in this embodiment is provided with a display screen for displaying
product information, operating procedures, advertising infor mation, re minder infor mation, pay ment
information and other information. For example, the payment information may be a payment QR code.

419 And an audio playback module for playing audio signals. The audio playback module can play audio signals
such as operation pro mpts, pay ment prompts, pickup prompts, advertisements, and promotional
information,

422 The content displayed on the display screen and the content played by the audio playback module can be
obtained through the com munication module, that is, remotely issued by the server,

424 For example, the display screen scrolls and plays fruit price information. As the fruit is stored for a longer
period of time, the price of the fruit can be appropriately reduced for promotion,

426 In particular, the price infor mation sent by the server can be received through the com munication module
and displayed on the display screen.

428 Because there are a large number of fruit vending machines and they are widely distributed, the price can be
adjusted remotely through the com munication module, which greatly improves manage ment efficiency.

430 For another example, the server sends the advertising information to the vending machine through the
com munication module, and then plays it on the display screen and audio playback module to update the

advertising on the vending machine.

[0056]

436 In some embodiments, the fruit vending machine further includes a packaging device for packaging fruits on
an electronic scale. The packaging device is arranged on the electronic scale. The packaging device places the
packaging bag on the electronic scale, and the fruits selected by the screening device are placed directly. In the
packing bag,

440 Alternatively, the packaging device is installed at the pick-up port, and after completing the weighing and
pay ment, the fruit in the electronic scale is transferred to the packing bag at the pick-up port,

442 Alternatively, the packaging device only provides packaging bags to the user, and after the pickup port is

opened, the user can package the packaging himself,

[0057]

47In some embodiments, because fruits are fresh com modities and need to be kept fresh and stored, the fruit
vending machine also includes: a fresh-keeping module for keeping fruits fresh is provided in the vending
machine cabinet, and the fresh-keeping module is connected with the accom modation device in the vending
machine, so that The fruit in the container is kept fresh.

451 1t can be understood that since different fruits require different preservation conditions, the preservation
module can provide corresponding preservation environments for different sub-containing devices.

453 Preferably, the freshness preservation module includes a te mperature adjust ment module, a humidity
adjustment module, and an oxygen content adjustment module. At the same time, in order to ensure the
balance of te mperature and humidity in the accom modation device, the freshness preservation module
includes a corresponding te m perature detection sensor, a humidity detection sensor, and an oxygen content

adjustment module, Oxygen sensor enables dynamic adjust ment of te mperature, humidity, and oxygen
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content in the containment device,

[0058]

462 In some embodiments, a refrigeration module for refrigeration of fruits is provided in the vending machine
cabinet, The refrigeration module is connected with the storage device to refrigerate the fruits in the storage
device.

465 For example, keep watermelons refrigerated in the sum mer,

466 The refrigeration module is connected to the te mperature detection sensor to keep the temperature in the

containing device within a preset range.

[0059]

471 In some embodiments, some fruits that are perishable after cleaning can be cleaned after the user purchases
them.

473 The fruit vending machine also includes: a cleaning module for cleaning fruits is provided in the cabinet of the
vending machine. The cleaning module includes a water storage module, a cleaning tank, and a sewage
collection module,

476 After the fruit is weighed and paid online, the fruit is moved to the cleaning tank. The water storage module
outputs clean water to the cleaning tank; the automatic cleaning module cleans the fruit. After the cleaning is
completed, the fruit is taken out through the shipping port.

479 Afterwards, the sewage in the cleaning tank is discharged to the sewage collection module.

[0060]

483 In some embodiments, the fruit vending machine further includes a fruit peeling and cutting module disposed
inside the vending machine cabinet for peeling and cutting fruits. The fruit peeling and cutting module
includes a knife for cutting. For example, when cutting a watermelon, it can Use the cut melon mold.

486 Further more, the vending machine also includes a garbage collection module, which is connected to the fruit

peeling and cutting module and is used to collect garbage generated by the fruit peeling and cutting module,

[0061]

491 In some embodiments, the fruit vending machine further includes a lighting lamp for illuminating the vending

machine. Preferably, the lighting lamp is installed inside the vending machine cabinet.

[0062]

496 In some embodiments, the fruit vending machine also includes a monitoring device for monitoring the area
where the vending machine is located, and the monitoring device sends monitoring infor mation to the server
through the com munication module.

499 Through monitoring devices, the manage ment efficiency of vending machines can be im

roved.
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[0063]

s03 Figure 3 is a sche matic structural diagram of an auto matic fruit vending system of the present invention.

[0064]

507 Specifically, the fruit auto matic vending system includes the above-mentioned fruit vending machine, and also
includes mobile terminals and servers. The mobile terminals include but are not limited to smartphones,
tablet com puters, smart watches, etc,

510 The vending machine is connected to the server, and the mobile terminal is connected to the server.

s11 After the user selects and weighs the fruit, the vending machine generates a payment QR code. The mobile
terminal scans the payment QR code and makes payment. Payment methods include Alipay, WeChat
payment, UnionPay payment, etc.

514 The pay ment infor mation is uploaded to the server, the server issues control instructions to the vending
machine, and the vending machine opens the pickup port.

516 Preferably, the server records the transaction information of each transaction. The transaction infor mation

includes vending machine number, type of fruit sold, fruit weight, sales price and other infor mation.

[0065]

521 W hen the user needs to purchase fruit, he sends a purchase request to the server through the mobile terminal,
and the purchase request includes the location information of the mobile terminal.

523 The server searches based on the location information of the mobile terminal, sends the address information
of the vending machine within a preset distance from the location information to the mobile ter minal, and
displays it on the mobile terminal, for example, on an electronic map, or in a list, show.

526 Users can know the locations of all fruit vending machines around them and make selections based on their
needs.

se8 Further, the server generates a route based on the user's location information and the vending machine's

address information to guide the user.

[0066]

533 1t can be understood that when the merchant stores fruits, the quantity of stored fruits is sent to the server, and
the server saves it,

535 During the sales process, the type and quantity of fruits for each transaction are uploaded to the server, and the
server can know the number of fruits re maining in the current vending cabinet, thereby achieving remote

monitoring, reasonable replenish ment, and improving the manage ment efficiency of the vending machine.

[0067]

541 By implementing the utility model, no manual participation is required, and customers can auto maticall
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complete the selection, weighing, payment, and pickup of fruits; the vending machine can be placed on the
roadside, in a factory, or in an office building, and takes up little space, making it convenient for people to use

at any time. Buy fruit.

[0068]

548 The above embodiments are only for illustrating the technical concepts and characteristics of the present
invention, Their purpose is to allow those familiar with this technology to understand the contents of the
present invention and imple ment them accordingly, and they cannot limit the scope of protection of the
present invention,

552 All equivalent changes and modifications made to the scope of the claims of this utility model shall fall within
the scope of the claims of this utility model.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, reliable or

fit for specific purposes, Critical decisions, such as com mercially relevant or financial decisions, should not be

based on machine-translation output.

CLAIMS CN207663510U

1.

13 A fruit vending machine, including a vending machine cabinet, is characterized in that it also includes:

14 A fruit storage device provided inside the vending machine cabinet for storing fruits:

15 An electronic scale installed inside the cabinet of the vending machine for weighing the selected fruits;

16 A screening device for selecting fruits is provided inside the cabinet of the vending machine. The fruits selected
by the screening device are placed on the electronic scale and auto matically weighed and the price is
calculated;

19 The vending machine cabinet is provided with a pick-up port for taking away fruits, and the pick-up port is

opened after payment is co mpleted.

2.

24 The fruit vending machine according to claim 1, wherein the storage device includes at least two sub-storage

devices, and each of the sub-storage devices holds different fruits.

3.

29 The fruit vending machine according to claim 1, wherein the screening device includes a manual screening
device, and the manual screening device includes: a gripper, a mechanical arm, a driving module, and a
control module, wherein,

32 The gripper is provided on the mechanical arm for grabbing fruits; the drive module is connected to and drives
the mechanical arm; the control module is provided outside the vending machine cabinet and connected to
the drive module. The control module receives the user's selection operation and generates corresponding

control signals to the control module.
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4,

39 The fruit vending machine according to claim 1, characterized in that the screening device includes an
automatic screening device, and the automatic screening device includes a device disposed between the fruit
containing device and the electronic scale for removing fruits from all locations. The fruit holding device
moves to the transmission device of the electronic scale;

43 A recelving module connected to the transmission device and used to receive purchase infor mation sent by the

user, where the purchase infor mation is one of fruit weight, fruit quantity, and purchase amount.

.

48 The fruit vending machine according to claim 1, further comprising: a packaging device for packaging fruits on
the electronic scale;

50 The packaging device is arranged on the electronic scale, the packaging device places the packaging bag on the
electronic scale, and the fruits selected by the screening device are directly placed in the packaging bag; or

52 The packaging device is arranged at the pickup port, and after completing the weighing and payment, the fruit

in the electronic scale is transferred to the packaging bag at the pickup port.

6.

57 The fruit vending machine according to claim 1, wherein a preservation module for fruit preservation is
provided in the cabinet of the vending machine; and/or
59 The vending machine cabinet is provided with a refrigeration module for fruit refrigeration; and/or

60 The vending machine cabinet is provided with a cleaning module for cleaning fruits.

7,

64 The fruit vending machine according to claim 1, wherein the vending machine cabinet is provided with a
display screen for displaying product information, operating procedures, advertising information, reminder
information, and payment information: and/or

67 Audio playback module for playing audio signals.

8.

71 The fruit vending machine according to claim 1, further comprising a com munication module for sending and
receiving information, the com munication module includes a wired com munication module and/or a wireless
com munication module, the wireless com munication module includes 3G One or more of com munication
modules, 4G com munication modules, W IFl com munication modules, and Bluetooth com munication
modules;

76 A positioning module connected to the com munication module and used to obtain the position infor mation
of the vending machine. The position information is sent out through the com munication module. The
positioning module is a Beidou positioning module, a GPS positioning module, and a base station positioning

module. one or more types;
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s0 A power supply module that supplies power to each part of the vending machine. The power supply module

includes a mains power supply module and/or a battery power supply module.

9.

85 The fruit vending machine according to claim 1, further comprising a fruit peeling and cutting module
arranged inside the vending machine cabinet for peeling and cutting fruits;

s7Some panels of the vending machine cabinet are transparent panels.

10.

91 A fruit auto matic vending system, characterized in that it includes the fruit automatic vending machine
according to any one of claims 1to 9, and also includes a mobile terminal and a server, the vending machine is
connected to the server, and the mobile terminal is connected to the server. Described server:

94 The vending machine generates a payment QR code, the mobile terminal scans the payment QR code and
makes payment, the payment information is uploaded to the server, and the server issues control instructions

to the vending machine. The machine opens the pickup port.
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Notice

This translation is machine-generated. [t cannot be guaranteed that it is intelligible, accurate, complete, reliable or
fit for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation output.

DESCRIPTION CN108352094A

10 Vending machine and method for remote sale of regulated goods

[0001]

14 technical field

[0002]

18'The present invention relates to an apparatus and method for automated remote sales, and more particularly to
a vending machine for the sale of goods that require authorization or are age-restricted for purchase.

[0003]

23 Background technique

[0004]

27 Vending machines have been used extensively for the sale of a variety of single items involving everyday
consumer-sized goods and offer advantages over outlets and venues in terms of accessibility, small footprint
and low maintenance.

30 Vending machines are also used for the sale of age-restricted goods, such as tobacco and alcohol, and regulated
goods, including pharmaceuticals.

32 Vending machines for selling prescription drugs have become more widespread, creating a need for vending
machines with active sales control methods and sales specialist involvement.

[0005]

37 As we all know, there are commodity sales machines that require the ident'i__t’y ?{ the bu%er.hl?lt()e%sg] (r)e(f)ezr t1o 69%
etiuoner ExXniol -
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utility model patent RU73106 published on October 5, 2008 by the Russian Federation, No. U1 [1], which
includes a fuselage, a display box with a commodity sample ( order unit), a device for storing and distributing
goods (order distribution module), a data display device in the form of a display screen with an active screen
(touch screen), a payment instrument in the form of a cash receiving device (cash receiving module),
especially Is a cash acceptor with change and receipt printer (module to print receipt and change) function.

43 Vending machines can be equipped with devices for scanning ID scans, as well as video calls with sales
specialists, if desired.

[0006]

48 Using this vending machine sales method, in order to complete all sales operations through the vending
machine itself, the sale of one or several commodities is performed.

50 The method also includes the option of interrupting the sales process, or the sale of the goods requires
identification of the buyer, sending the buyer's facial image through a webcam to contact a sales specialist in a
call center, and scanning the device for identification, based on the buyer's age The result of the visual
inspection of whether the age limit is met determines whether the next step can be performed by the vending
machine.

[0007]

58 A similar solution was proposed in the application US2009/0276088[2] published on May 11, 2009.

59 The scheme relates to a method of selling age-restricted regulated goods and a vending machine used, and the
scheme includes unlocking of the function of the vending machine after a visual inspection of a purchaser's ID
by a sales officer.

[0008]

65 The above-mentioned automatic vending machines [1, 2] and methods for the sales of regulated goods
basically only provide the result of identification based on the age of the purchaser and the further actions
taken by the purchaser without the participation of the sales commissioner. Controlled unlocking of cargo
aircraft functions,.

69 However, in order to ensure that regulated goods are authorized to be sold as intended, in the case where the
sale of goods requires the submission of authorization documents through vending machines, such as medical
prescriptions, the entire sales process will be participated through the duty of sales commissioners from the
moment the shopping starts until the shopping is completed Rather than being controlled through the vending
machine itself.

[0009]

77 There is a method of selling pharmaceuticals, including prescription drugs, through a vending machine where
the purchaser inserts the prescription into a reading device and then pays for the purchase by means of a credit

card using a cash slot (cash acceptor or coin acceptor) or using a card slot; Please refer to the electronic
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resources at this URL: http://www.1000ideas.ru/article/biznes/moda-krasota-zdorove/biznes-ideya-1886-
avtomat-dlya-prodazhi-tabletok/[3] as an example.

82 After payment, the purchaser gets a receipt and a printed slip of the medication regimen.

83 During the drug purchase process, buyers can contact merchants, who will check medical prescriptions and
provide consultation on medication regimens. The method is implemented in an automatic vending machine,
and the automatic vending machine includes a body, a medical prescription interface, a payment module
interface, a product delivery tray, a receipt and a medication plan printing module, and a device for
audio/video communication with vendors. All operations from the beginning of the shopping process until
the end of the shopping are performed by the vending machine without the participation of sales specialists.

[0010]

92In order to solve the problem of sales of regulated goods, considering the lack of a device for checking and
controlling the order of goods purchased during the period from product selection to product shipment, the
automatic vending machine does not ensure sufficient security for the intended authorized sale of prescription
drugs.

96 The function of this type of vending machine is limited to selling goods that do not need to be returned and

refunded due to buyer's wrong operation.

[0011]

101 In addition, the vending machines in the related art have limited the use of certain categories of disabled
people, especially those with poor eyesight, and the vending machines in the related art cannot ensure the
identification of the buyer's identity guarantee, which increases the unplanned Risks of selling prescription
drugs.

105 In addition, the medicine vending machines in the related art are inconvenient for purchasers to obtain a
medicine certificate if necessary, because reading the certificate from a screen is inconvenient to operate, and
itis basically impossible for people with poor eyesight to operate.

[0012]

111 Contents of the invention

[0013]

115 The purpose of the present invention is to develop a comprehensive facility for remote sales of regulated
commodities and a sales method for regulated commodities with the participation of sales specialists, the sales
of which are regulated by relevant laws and regulations, especially for use in accordance with basic laws and
regulations Complexes, vending machines and methods for the sale of prescription drugs controlled by an

operating pharmacist or salesperson.

Petitioner Exhibit 1002-1078
03-03-2023 3



[0014]

123 The proposed remote-controlled automatic vending machine and method for remote sales of regulated goods
can achieve such a technical effect that the sales process can be safely and conveniently delivered to The
process by which authorized persons sell regulated goods and the process by which vending machines can be
facilitated for persons with disabilities, especially those with low vision.

127 The use of vending machines can not only reduce the price of medicines by reducing the rent and wages of
business premises, but also eliminate geographical barriers through a large network of medicine vending
machines, making medicines easier to obtain.

[0015]

133 The medicine vending machine has strong mobility and a small footprint. It can be installed on tourist routes
and gas stations, making it more convenient for motor vehicle users to obtain medicines.

[0016]

138 Said technical effect is achieved by a remote-controlled vending machine comprising:

[0017]

142 The automatic vending machine for the remote sale of regulated commodities, which includes a fuselage and
the following items installed in the fuselage:

[0018]

147 A communication unit, a software and hardware unit, a database and a data storage management server,
which provide the possibility of establishing communication with a remote sales specialist station, where the
sales specialist station includes at least one computerized workstation of a sales specialist for regulated goods,
which Software and hardware unit for data collection and control of vending machines for the remote sale of
regulated goods.

[0019]

155 A software and hardware unit for control directing: the acceptance and interpretation of the vending machine,
the functional characteristics of the relevant vending machine, and the receipt, payment and dispatch of
orders; the software and hardware unit contains audio and A video unit, the audio and video unit includes a
display device, a video camera, a speaker and a microphone, and a sales specialist call button, wherein the
data display unit is in the form of a touch screen with a buyer interface mounted on the front panel of the
body , the video camera is located above the touch screen, the sales specialist call button is equipped with a
plate with a graphic pointing point designated in Braille type, which is located on the front panel, and
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[0020]

165 The following are controlled by the Sales Specialist,

[0021]
1692 commodity unit module which is acted as a container with a door on the front panel with a door surveillance

camera,

[0022]
174 authorization document reading device in the form of a scanner, at least one payment module having a
payment receiver located on the front panel of the fuselage,

[0023]

179 Commodity distribution module, which has a tray on the front panel of the fuselage, the commodity
distribution module is equipped with a shipment monitoring camera, and commodity distribution is
controlled by a rolling door,

[0024]
185 a change and receipt cashier module having a tray located on the front panel of the fuselage and equipped with
a surveillance camera,

[0025]

190 A return module and a file storage module, the return module is on the side panel of the fuselage, the file
storage module is on the side panel of the fuselage, and has a tray, and the return module and the file storage
module are equipped with controlled rolling doors and and surveillance cameras for returns and document
cashiers, here

[0026]

197 A plurality of panels with graphic indications of Braille type indications are provided adjacent to the payment
acceptor, change and receipt cashier module, goods shipment module and returns module

[0027]

202 The job site of the sales specialist is the job site of a sales pharmacist or a business vendor.

[0028] . -
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206 The commodity unit modules are preferably equipped with means to maintain the temperature and humidity
conditions of the container.

[0029]
211 The method of commodity payment can be carried out in the form of a cash payment module and/or a credit

card payment module.

[0030]

216 If desired, the authorization document reading device may be equipped with a container with a surveillance
camera for the receipt of authorization documents (eg prescriptions) in the case of the sale of goods requiring
authorization documents.

[0031]
222 A method of distance selling regulated goods according to claim 1, which may be carried out using a vending
machine for distance selling according to claim 1, the method comprising

[0032]

227 Connecting, by wired or wireless link, one or more vending machines for the remote sale of regulated
commodities to a sales specialist station comprising at least one computerized workstation, software and
hardware unit of a sales specialist of regulated commaodities, Database and data storage management server,
software and hardware unit for data collection and control of vending machines for the remote sale of
regulated goods.

[0033]
235 Activation of the vending machine is performed from standby mode by the purchaser touching the touch
screen displaying the purchaser interface on the screen, or by pressing a call button on the front panel of the

vending machine.

[0034]
241 The buyer establishes wired or wireless communication between the vending machine and the sales
commissioner station by touching the icon "call" on the buyer interface or pressing the call button on the

front panel of the vending machine,

[0035]

247 Determine the available sales specialist and upload the activated data of the vending machine to the sales
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specialist's computer work site, display the operation interface for controlling the functional devices and
modules of the vending machine on the monitor of the sales specialist's work site, and the sales specialist starts

the automatic Modes of operation of vending machine audio and video units,

[0036]
254 Display the list of goods requested by the buyer on the touch screen of the vending machine, use the scanner
of the vending machine to submit the authorization documents for specific types of goods, and further

display the list of selected goods on the screen of the sales specialist station,

[0037]

260 Display the total purchase amount on the touch screen of the vending machine, or inform the product

quantity and price in the form of voice information of the sales specialist,

[0038]

265 Confirmation of selected items occurs by touching the selected item confirmation icon on the buyer interface,

or by pressing a call button on the front panel of the vending machine.

[0039]

270 After specifying the customer payment option (cash/credit card), the vending machine payment module is

unlocked.

[0040]
275 The payment for the selected commodity is completed through the payment module receiver, and the sales
specialist uses the monitoring camera of the pallet of the commodity shipment module to further unlock the

commodity shipment module and the change and receipt cashier module.

[0041]
281 Once the vending machine has not been used by the buyer for a period of time, the vending machine is placed

into a standby mode by a sales specialist or automatically.

[0042]

286 During commodity selection, the sales specialist can provide commodity documents to the buyer through the
tray of the document storage module according to the buyer's requirements, and the sales specialist uses the
monitoring camera of the tray to further control the return of the documents.
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[0043]
292 The method also offers the possibility of returns through a merchandise return pallet controlled by a sales

specialist using a surveillance camera for the merchandise return pallet.

[0044]
297 The proposed vending machine for distance selling also provides a method of selling predetermined regulated

goods, the method comprising:

[0045]
302 The purchaser receives information about the address and number of the vending machine, the time when the

ordered goods were delivered to the vending machine and the unique password for the purchase,

[0046]
307 Activation of the vending machine is performed from standby mode by the purchaser touching the touch
screen with the on-screen purchaser interface, or by pressing a call button on the front panel of the vending

machine.

[0047]

313 The communication between the vending machine and the sales commissioner station is established by the
buyer through a wired or wireless communication unit by touching the icon "call" on the buyer interface or
pressing the call button on the front panel of the vending machine,

[0048]
319 The unique password is entered through the buyer interface on the vending machine screen, or by the sales
representative based on the voice message sent by the buyer through the audio and video unit of the vending

machine,

[0049]
325 Display the total purchase amount on the touch screen of the vending machine, or inform the product
quantity and price in the form of voice information of the sales specialist,

[0050]
330 Confirmation of the order is made by touching the order confirmation icon on the buyer interface, or by
pressing the call button on the front panel of the vending machine.
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[0051]
335 The sales representative notifies the container number of the module with the commodity unit through the

buyer interface or through the voice message.

[0052]

340 payment for the order by the buyer through the selected payment module receiver, further controlled by the
sales specialist using the surveillance camera of the tray of the change and receipt distribution module to
unlock the container door of the unit with the merchandise module and the change and receipt distribution

module,

[0053]
347 The acquisition of the medicine in the correct container is controlled by the sales specialist using the
surveillance camera 17 of the door 9 of the container,

[0054]
352 Once the vending machine has not been used by the buyer for a period of time, the vending machine is placed
into a standby mode by a sales specialist or automatically.

[0055]

357 Description of drawings

[0056]

361 The proposed invention is explained in the accompanying drawings, in which:

[0057]
365 F1G. 1 shows a general view of a remote-controlled automatic vending machine for remote selling of regulated

goods according to the present invention.

[0058]

30 F1G. 2 shows a flowchart of a vending machine using distance selling, which explains a method of remotely

selling regulated goods.
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[0059]

375 Detailed ways

[0060]
379 F1G. 1 is a schematic diagram of a general view of a remotely controlled vending machine for remotely selling

regulated goods.

[0061]

384 The automatic vending machine includes a body 3, which is provided with equipment and functional
modules for placing, storing and selling commodities.

386 The fuselage acts as a supporting frame, which is encapsulated with front and side panels and a rear panel,
usually, the rear panel is in the form of a door to facilitate access to the devices and functional modules of the
vending machine.

389 The airframe also includes a communication unit for communicating with a sales specialist at a remote station,
a hardware and software unit that provides receipts and instructions for control instructions, for example,

generated by a sales specialist for regulated commodities.

[0062]

395 The vending machine is equipped with an audio and video system comprising display means in the form of a
touch screen 4, a video camera 5, speaker means in the form of powered speakers 6 aand 6 b, and a
microphone 7 .

398 The camera 5 is arranged to capture images of the buyer's area as well as images of documents and other
textual material submitted by persons with low vision.

[0063]

403 The powered loudspeaker is placed where it is convenient to listen to the voice information without noise, for
example, above the data display unit.

405 The camera 5 is positioned so as to provide the widest possible capture of the buyer's area, for example it
could be located in the middle above the touch screen 4 between the speakers as shown in Figure 2 .

407 Microphone 7 and sales commissioner call button 8 are positioned at the bottom of touch screen 4,

[0064]

411 A plate with a graphic indicator with a Braille type indication mounted on the surface of the call button 8 is
used to inform people with poor eyesight of the type of button.

413 The touch screen is at eye level, and its height is determined according to the average height of a person.
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[0065]

417 Audio and video systems are used for video conferencing between buyers and sales specialists, consultations
during the merchandise purchase process, and consultations during the merchandise application process for
shoppers.

420In addition, a display device and a speaker device are used for familiarizing with commodities sold through
the vending machine.

422 For example, in the brochure mode, buyers can browse leaflets for various products.

423 Specifically, during the sale of medicines, buyers can familiarize themselves with product descriptions and
usage instructions, for example, with regard to medicines, when the vending machine is in standby mode,

buyers can browse and listen to advertisements for various goods that may be demonstrated.

[0066]

429In order to carry out the processes of ordering, payment and distribution, the automatic vending machine is
equipped with a plurality of merchandising modules as containers of commaodities (for example, medicines)
in the size of daily consumer goods, including authorization document reading means, at least one payment
receiving module, in particular Cash receiving module and/or credit card receiving module, change and

receipt cashier module and payment goods shipping module.

[0067]

437 The unit modules for the consumer goods sized items to be sold are located inside the fuselage (not visible).

438 A modular unit acts as a container that can hold items within the standard range as well as items outside the
standard range.

401f goods outside the standard range are offered, they are accessed through the door 9 of the container, which is
located to the left of the touch screen 4 on the front panel of the vending machine.

442 For the visually impaired, the door 9 is numbered and contains a tray 9a with a container number marking, a

pictorial marking in Braille.

[0068]

447 The containers of the vendable merchandise modules are provided with means to maintain temperature and
humidity conditions for merchandise storage.

49 For example, the container of the pre-ordered goods module of the medicine vending machine is filled with
medicines outside the standard range of the medicine vending machine, which have been ordered earlier by
the purchaser, for example through the company's website or through a similar medicine vending machine.
Pre-orders for cargo planes, or pharmaceuticals manufactured through remote centralized prescription

departments and via pre-orders.

[0069]

457 The work of the payment module is carried out by the receiver 10 of the cash _gcoin or banknote) receivin
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module or the receiver 11 of the credit card module.

[0070]

462 Beneath the credit card acceptor is the scanner's window 12, which is used to enter and read the purchaser's
authorization or identification document.

464 A container for receiving non-returnable authorization documents (eg, prescription blanks) is provided in a
box near the scanner, and is equipped with a surveillance camera (not shown) for authorization documents
(eg, medical prescriptions).

467 Below the scanner is located the tray 13 of the change and receipt cashier module, which is equipped with a
camera (not shown) which is used by the salesperson to control the change receipt or refund.

469 Window 13 is used for refunds in case of wrong shipments (eg medication).

[0071]

473 The tray 14 of the commodity dispensing module is located in the middle area of the front panel, and is used
for distributing goods according to orders.

475 [tem assignment templates are used during purchase.

476 The pallet 14 of the module is provided with a rolling shutter 14b controlled by a sales specialist and a
surveillance video camera (not shown) whose images are sent to the sales specialist's screen during
distribution.

479 Thus, sales specialists control the distribution of those specific commodities, such as pharmaceuticals ordered

and paid for by customers.

[0072]

484 The window 12 and trays 13, 14 are located at a height that facilitates manual handling during document
scanning, pickup, receipt and change.

486 The tray 13 is also used for refunds in the event of misdispensing of goods, such as medicines.

[0073]

190 Plates of graphic indicators 10a, 11a, 13a and 14a with Braille type identification located near cash/credit card
acceptors, merchandise dispensing trays and receipts, and change dispensing windows to facilitate separate
payment and receipt of goods by the visually impaired using vending machines As well as getting back change

and receipts.

[0074]
497 On the right side panel of the vending machine body is located the tray 15 of the returns module, which has a
lockable roller door 15b, near which is placed the tray 16 of the board and document storage module, which

has a graphic indicator in the form of a Braille type 15a, the tray 16 has a lockable roller shutter door 16b.
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[0075]

503 The pallets 15 of the returns module and the pallets 16 of the document storage module are controlled by sales
specialists.

505 The rolling shutter doors 15b and 16b are remotely controlled by sales specialists.

506 The pallets of the returns module are used in the event that due to mistakes by sales specialists or logistics staff,
the misdispensing of goods (such as medicines) to the wrong unit of the storage module occurs.

508 The document storage module is used for storage of certificate copies of commodities (eg, medicines) in the
vending machine.

510 According to the buyer's request, the rolling shutter door 16b of the pallet 16 is remotely controlled by a sales
specialist and controlled by a camera.

[0076]

515 Lights for night inscriptions, trays and button bars for vending mods can be mounted on the vending machine
body.

[0077]
520In order to prevent service personnel from electric shock, when opening the access door of the device and
function module of the vending machine, the lock switch cuts off the circuit.

[0078]

525 Each vending machine is also equipped with a siren which, in case of any intrusion attempt, reports to the
service desk of the nearest police department, connects all video cameras of that vending machine and starts
recording inside the vending machine and an image of what is happening outside, simultaneously activating
an audible alarm (siren).

529 In addition, the vending machine is connected to any available sales specialist, allowing him to make
additional decisions while addressing the situation in real time, observing the situation.

531 Afterwards, a decision will be made on whether or not to dispatch the on-call repairer for the vending
machine to the vending machine.

[0079]
536 Plus, a salesperson with additional access can connect to any vending machine and check its features, item

inventory and test its own functionality.

[0080]

541 If the device used to regulate the temperature and humidity of the unit cabin fails, there will be another
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temperature-sensitive alarm and report the failure to the sales commissioner station.

[0081]

546 The remote sales method proposed using the above-mentioned remote-controlled vending machine
according to the present invention is suitable for remote sales of medicines, and the vending machine will be
referred to as a medicine vending machine hereinafter.

[0082]

552 A method for remotely selling a regulated commodity using a vending machine for remote selling a regulated
commodity provides control of one or more vending machines.

554 As illustrated in the flowchart in Fig. 2, one or more automatic vending machines for remote selling of

controlled goods are connected to a sales specialist site (2) through a wired or wireless communication unit.

[0083]

559 Cables based on twisted-pair copper conductors (twisted pairs), coaxial cables with copper conductors, and
fiber optic cables can be used as wired communication lines.

561 Fixed wireless communication, which is based on multipoint wireless communication channels for data
transmission in radio frequency bands, can be used as the wireless communication network.

563 Each vending machine and sales specialist station is equipped with transmitting and receiving antennas and
the necessary equipment for data preparation and transmission.

[0084]

568 The vending machine is equipped with hardware and software units to provide the reception and
interpretation of the control commands of the functional characteristics and modules of the vending
machine, the preparation of the data on the vending machine for sending to the sales commissioner station,
the interpretation of the control signal from the sales commissioner station translate.

[0085]

575 The sales commissioner's station is equipped with a computer workstation, hardware and software units with a
database, and a data storage control server.

577 The hardware and software units of the sales commissioner's station provide the process of data collection, as
well as the preparation and transmission of operational control signals for remote sales of regulated goods by
vending machines.

580 When vending machines are used as medicine vending machines, the sales specialists are pharmacists and
vendors.
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[0086]

585 When the buyer arrives at the medicine vending machine, the touch screen 4 of the vending machine may be
in the advertisement playback mode or the vending machine is in the standby mode, and the vending
machine initialization is completed from the advertisement playback mode or the standby mode by touching
the touch screen , after the buyer touches the initial touch screen, the Call icon will appear.

589 A person with poor eyesight puts the vending machine into ready mode by pressing the call button 8 on the
front panel of the medication vending machine, which is equipped with a graphic indicator in the form of a
"call" button in Braille type.

[0087]

595 After pressing the “Call” iconor “Call” button 8 on the touch screen 4, the medicine vending machine
1 is connected to the sales specialist station 2 .

597 In case of an incoming call, the hardware and software unit of the sales specialist station connects the
medication dispenser to the computer workstation of the first serviceable sales specialist.

599 Therefore, the required time to connect to the sales specialist will first be displayed on the touch screen 4 of the
medicine vending machine, or if the sales specialist is available, the video image of the sales specialist will
appear immediately, and the video captured from the video camera 5 The buyer's image will appear on the
screen at the sales specialist's station, so voice communication is also connected, and then a dialogue between
the sales specialist and the buyer begins.

604 The dialogue between the sales commissioner and the buyer is recorded in the data storage server of the sales
commissioner station, and stored there for a period of time, so that when there is a non-standard or a conflict
with the buyer, a possible investigation can be carried out, and a video of the buyer can be generated Record.

[0088]

s10 After the sales specialist's computer is connected to the drug vending machine, the operation interface will
appear on the screen of the sales specialist station, which has various functional modules and devices of the
drug vending machine (scanner, payment module, video camera, All control functions of the locking device
for the rolling door of the document storage tray 16 and the rolling door of the return module tray 15).

6141n addition, the software (inventory software) also loads the data on the connected medicine vending
machine, namely its geographic location, the quantity and name of the medicines contained in the vending
machine, as well as the physical parameters (temperature and humidity of the various parts of the vending
machine). ).

618 Afterwards, the sales specialist puts the audio and video unit of the vending machine into operating mode and

displays a list of medicines and their prices on the touchscreen.

[0089]

623 During the dialogue with the sales specialist, the buyer speaks out the desired product (for example, medicine)
and then the sales specialist selects the medicine requested by the buyer from the warehouse database, and the
selection results are listed in the form of the medicine name, quantity and Ppri_ce, and the "total" number, The
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form of the instruction list is displayed on the touch screen 4 of the vending machine.

627 If necessary, according to the purchaser's request, the sales specialist gives consultation on the medicine and
the ordering procedure using the audio and video unit of the medicine vending machine.

629 In the event that authorization documents need to be submitted, such as a medical prescription, the sales
associate unlocks the scanner and the purchaser scans the medical prescription.

631 After the order is completed, the icon "Confirm order" on the drug vending machine purchase interface will
be activated.

633 The buyer confirms the order by pressing the icon "confirm order” or by pressing the "call" button 8 of the
vending machine, and the order confirmation message will appear on the screen of the salesperson's
computer.

636 Afterwards, the salesperson activates the operation of the cash and credit card accepting module, and then the

buyer can use one of the receivers 10 or 11.

[0090]

641 If the medicine vending machine is used by a person with poor eyesight, a medicine selection process is
performed using a voice dialogue mode of dialogue between the purchaser and the sales clerk.

643 The sales specialist informs the purchaser of the information on the medicines available for sale, generates a list
of selected medicines, and then informs the purchaser of the selected total amount and total price by voice.

645 Order confirmation is carried out by the buyer pressing the "call" button 8.

646 If a credit card is used for payment, a plate 11a with a graphic indicator in Braille type indication is located
near the credit card slot to aid in finding the slot.

648 1f the buyer pays in cash, he/she uses a cash acceptor (10), near which he/she can also find a board with a
graphic indicator indicated in the Braille type (10a).

650 In both cases, the sales specialist controls all the actions performed by the poor-sighted buyer by means of
video communication, helping him find the module.

[0091]

655 As soon as the required amount is inserted or the transaction on the credit card account is completed, it will
be displayed on the sales specialist's screen, and the settlement with the purchaser is carried out according to
the sales specialist's instructions: the goods (such as medicines) are dispensed, and if necessary change.

638 Using the video cameras of the merchandise dispensing tray 14 and the change and receipt dispensing tray 13,
the sales specialist initiates and controls the merchandise dispensing and change process.

[0092]
663 The visually impaired use a board with graphic indicators 14a and 13a of the pallet designation in Braille to
locate the pallet, with the participation of a sales specialist if necessary.

[0093] . -
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668 When ordering more than one drug, the drug dispenser dispenses the drugs sequentially, here from larger
quantities to smaller quantities, which simplifies the visual control of the drug distribution by the salesperson,
because the trays enter from the top Pharmaceutical packaging is unlikely to cover bottom packaging.

671 Afterwards, change and receipts are dispensed to the change dispensing tray.

[0094]

675 If the buyer needs a prescription drug, the sales specialist will ask the buyer to submit a prescription for the
drug.

677 The dispensing of prescription drugs is as follows: the commissioner asks the buyer to insert the prescription
slip into the scanner, the scanned image will be displayed on the commissioner's screen, after the
commissioner confirms that the prescription is correct and valid and after confirming that the medicine is
available, it runs the steps like an over-the-counter drug purchase , and then the commissioner controls the
entry of the prescription with the prescription slip into the container through a video camera located inside
the container.

683 If the drug is not available in the drug vending machine, and there is no similar drug or the similar drug is not
suitable for the purchaser, the prescription slip is returned to the purchaser from the scanner.

[0095]

688 If the buyer wants to browse the documents of the medicine located in the medicine vending machine, the
specialist unlocks the rolling door 16b of the tray 16 of the document storage module, the buyer can open the
rolling door and take out the folder with the copy of the medicine certificate, which is pressed Alphabetical
placement to search by facet.

692 The return of folders is controlled by a video camera located in the tray.

693 After that, the sales specialist locks the door of the tray, or the sales specialist controls the closing and locking
of the rolling shutter door to prevent automatic locking.

[0096]

698 In the event that the wrong drug is dispensed to the buyer due to a technical error, the situation is controlled
by the sales specialist using the video camera of the merchandise distribution tray 14 who asks the buyer to
put the wrong drug into the returns tray 15 .

701 The steps are as follows: the sales specialist unlocks the rolling door 15b of the return pallet, and the buyer
opens the rolling door and places commodities there, such as medicine packaging.

703 After the tray's roll-up door is opened, the video camera located in the tray 15 is automatically switched on
and the return of the pharmaceutical packages and their integrity are controlled by a specialist.

705 It has been confirmed that the goods are returned, and after closing the roller shutter door 15b of the tray, the
sales specialist checks whether the goods are in the return tray 15.

707 Thereafter, the purchaser is either provided with the desired medication or refunded via a receipt and change
tray 13 located on the front panel of the medication vending machine.

Petitioner Exhibit 1002-1092
03-03-2023 17



[0097]
712 After the purchase process is completed, once the automatic vending machine is not used by the buyer for a
period of time, the automatic vending machine is set to the standby mode by the sales specialist or is

automatically set to the standby mode.

[0098]

718 According to the present invention, the proposed invention also provides for the sale of regulated goods,
wherein the regulated goods are ordered through a remote selling vending machine.

720 Carrying out such sales is for distance selling of goods that are not included in the standard list of goods sold
by vending machines.

722 For example, it may involve the sale of medicines produced by a central prescription department on a pre-

order basis.

[0099]

727 The container of the module with the merchandise unit is used to carry out such sales, in which the intended
merchandise is located.

729 After the order has been placed in the container, the number of the container is reported to the buyer, and
access to the goods in this container is performed by opening the door 9 of the corresponding container.

731 The door is equipped with an electronic locking device, which is controlled by the sales specialist when the
distribution is controlled after payment.

733 Maintain the necessary storage temperature and humidity in containers by means of maintaining temperature

and humidity conditions.

[0100]

738 Merchandise sales using containers of the merchandise module are implemented as follows:

[0101]

7421f a shopper needs medicines other than the standard list, he or she can place the order by visiting the
company's webpage and then selecting a pickup point (the address of the medicine vending machine), or by
communicating with a sales representative through the automated after-sales machine.

745 In the latter case, the buyer calls the sales specialist and informs him of the goods to be ordered.

746 1f necessary, the purchaser submits authorization documents, for example, in the form of scanned images of

documents.

[0102]

751 After preparing to order, inform the buyer of the unique purchase password and address of the vendin
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machine by email or text message.

[0103]

756 Afterwards, the buyer who has arrived at the vending machine starts the vending machine by touching the
touch screen 6 or pressing the call button 8, and the buyer interface is displayed on the touch screen.

758 Touching the icon "Call" on the buyer's interface, the buyer establishes communication with the sales
specialist station through the vending machine communication unit, and enters the purchase password from
the buyer's interface.

761 For people with poor eyesight, the communication with the sales commissioner station is established by
pressing the call button 8 repeatedly, and the voice information of the buyer is sent through the microphone 7
of the audio and video unit of the vending machine, and the unique purchase password is input by the sales
commissioner .

765 The sales specialist makes the screen 4 of the automatic vending machine display the data about the purchased
quantity and price, as well as the serial number of the container with the commodity unit, and informs the
buyer by voice information.

768 After confirming the purchase via the corresponding confirmation icon on the buyer interface or the buyer's
voice message, the sales associate unlocks the payment module to allow use of the payment module's cash or
credit card acceptor.

[0104]

774 After payment is made through the receiver available for payment by the buyer, the sales associate unlocks the
door 9 of the appropriate number of containers and the receipt and change dispensing module.

776 The buyer opens the door 9 and takes away the merchandise under the control of a sales specialist using a
surveillance camera 1 located on the door 9 of the container of the module with the merchandise unit.

778 Issuance of change and receipts is also performed under the control of a sales clerk using a surveillance camera
of the tray 13, similar to the steps performed during standard range merchandise purchases.

[0105]

783 During the sale of a predetermined commodity, for example, the commodity uses the drug unit of the
commodity module of the vending machine, the purchaser is informed of the limited time that the
commodity is stored in the unit.

786 1f the buyer does not remove the item (eg, medication) from the unit within the allotted time, the item is
dispatched to the central office for storage and the buyer is notified by the chosen means of communication
(mail/telephone).

789 The buyer will then have to pick up the item from the designated location.

[0106]

7931t should be noted that the vending machine and method for selling goods esr[t)_eciall?r medicines, specified in
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this description, within the framework of the appended claims, do not limit the use of solutions of the related
art within the scope and essence of the present invention Subject to deformation and modification.
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Notice

This translation is machine-generated. [t cannot be guaranteed that it is intelligible, accurate, complete, reliable or
fit for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation output.

CLAIMS CN108352094A

L.

13 A vending machine for the remote sale of regulated goods, comprising a body (3) and the following items
housed in the body:

15 A communication unit, a software and hardware unit, a database and a data storage management server, which
provide the possibility of establishing communication with a remote sales specialist station, where the sales
specialist station includes at least one computerized workstation of a sales specialist for regulated goods, which
Software and hardware units for data collection and operational control of vending machines for the remote
sale of regulated goods,

20 Software and hardware units to receive and interpret vending machine control commands and related vending
machine functional features and modules for the receipt, payment and distribution of orders, including

22 Audio and video unit, including data display unit, video camera (5), loudspeaker (6a, 6b) and microphone (7)
and sales specialist call button (8), wherein the data display unit is a touch screen with buyer interface (4 ), the
touch screen (4) is installed on the front panel of the fuselage, and the video camera (5) is located on the touch
screen,

26 a sales specialist call button (8) equipped with a plate on the front panel with a graphic pointing point in Braille
type, and

28 Controlled by the Sales Specialist:

29a commodity unit module configured as a container having a door (9) on the front panel with a surveillance
camera (17) corresponding to the door (9),

31 Authorized document reading means in the form of a scanner (12); at least one payment module with payment
acceptors (10, 11) on the front panel of the fuselage,

33a commodity distribution module having a tray (14) on the front panel of the fuselage and equipped with a
distribution module equipped with a rolling door (14b) and a corresponding surveillance camera on the
rolling door (14b),

36a change and receipt dispensing module, which has a tray (13) on the front panel of the fuselage, and which is

equipped with a surveillance camera, . .
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38 A return module and a file storage module, the return module has a tray (15) on the side panel of the fuselage,
and the file storage module has a tray (16) on the side panel of the fuselage, correspondingly, the return
module and the file storage module are equipped with There are controlled rolling shutters (15b) and (16b)
and surveillance cameras for returns and document distribution, here

42 A plurality of plates (10a, 11a, 13a, 14a, 15a) are placed in said payment acceptors (10, 11), the tray (13) of the
change and receipt dispensing module, the tray (14) of the goods dispensing module and the Near the point of
location of the tray (15) where the plurality of panels (10a, 11a, 13a, 14a, 15a) has a graphic indicator of the
indication in Braille type.

2.

49 The vending machine according to claim 1, wherein
50 The commodity unit modules are equipped with means to maintain temperature and humidity conditions.

3.

54 A vending machine according to claim 1, wherein the authorization document reader is equipped with a
container with a surveillance camera for receipt of prescription slips during sale of prescription drugs.

4.

59 The vending machine according to claim 2, wherein

60 The mechanism for commodity payment is configured in the form of a cash payment module and/or a credit
card payment module.

5.

65 The vending machine according to claim 2, wherein
66 The work site of the sales commissioner station is the work site of a sales pharmacist or a business vendor.

6.

70 A method of remotely selling regulated goods using the automatic vending machine for remotely selling
regulated goods according to claim 1, the method comprising

72 Activation of the vending machine from standby mode is performed by the purchaser by contacting the touch
screen with a purchaser interface displayed on the screen, or by pressing a call button on the front panel of the
vending machine,

75 The communication between the vending machine and the sales commissioner station is established by the
buyer through a wired or wireless communication unit by touching the icon "call" on the buyer interface or
pressing the call button on the front panel of the vending machine,

78 Determine the available sales specialist and upload the data of the activated vending machine to the sales

specialist's computer work site, and display the operation interface for controlling the functional devices and
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modules of the vending machine on the screen of the sales specialist's work site, which is started by the sales
specialist Modes of operation of audio and video units for vending machines,

82 A list of products is displayed on the touch screen of the vending machine, and the buyer selects the product to
be obtained, and at the same time uses the scanner of the vending machine to submit the authorization
document for the specified product type, and further displays the list of selected products on the screen of the
sales specialist station,

86 Display the total purchase amount on the touch screen of the vending machine, or inform the product quantity
and price in the form of voice information of the sales specialist,

88 Confirmation of selected items by touching the selected item confirmation icon on the buyer interface, or by
pressing the call button on the front panel of the vending machine,

90 Unlock the payment module of the vending machine by the sales specialist,

91 Pay by selecting the receiver of the payment module, use the monitoring camera of the tray of the product
distribution module and the change and receipt distribution module, and the sales specialist will further
control the unlocking of the product distribution module and the change and receipt distribution module,

94 Once the vending machine has not been used by the buyer for a period of time, the vending machine is placed
into a standby mode by a sales specialist or automatically.

1.

99 The method according to claim 6, wherein during commodity selection, the sales specialist provides buyers
with access to the commodity files through the tray of the document storage module, and the sales specialist
uses the monitoring camera of the tray to further control the return of the documents.

8.

105 The method of claim 6, wherein

106 Products are returned on a return pallet controlled by a sales representative using a surveillance camera on the
product return pallet.

9.

111 A method of remotely selling predetermined regulated goods according to claim 1, which uses an automatic
vending machine for remote selling, the method comprising

113 The purchaser receives information about the address and number of the vending machine, the time when the
ordered goods were delivered to the vending machine and the unique password for the purchase,

115 Activation of the vending machine from standby mode is performed by the purchaser by contacting the touch
screen with a purchaser interface displayed on the screen, or by pressing a call button on the front panel of the
vending machine,

118’ The communication between the vending machine and the sales commissioner station is established by the
buyer through a wired or wireless communication unit by touching the icon "call" on the buyer interface or
pressing the call button on the front panel of the vending machine,

121 The unique code is entered through the buyer interface on the vending machine screen, or by a sale
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representative based on a voice message sent by the buyer through the microphone of the vending machine
audio and video unit,

124 Display the total purchase amount on the touch screen of the vending machine, or inform the product
quantity and price in the form of voice information of the sales specialist,

126 Order confirmation is made by touching the order confirmation icon on the buyer interface, or by pressing
the call button on the front panel of the vending machine,

128 The sales specialist informs the container number of the product module unit through the buyer interface or
through voice information,

130 payment for the order by the buyer through the receiver of the selected payment module, using the
monitoring camera of the tray of the change and receipt dispensing module, further control of the container
door of the module with the merchandise unit and the unlocking of the change and receipt dispensing
module by the sales specialist,

134 Using the monitoring camera 17 of the door 9 of the container, the acquisition of the medicine in the
appropriate container is controlled by the sales specialist,

136 Once the vending machine has not been used by the buyer for a period of time, the vending machine is placed
into a standby mode by a sales specialist or automatically.
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USA Technologies Announces Cashless Solution to Be Offered by Blackboard Inc
Publication info: Business Wire 18 July 2007: NA.
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Abstract (English): Students Use ID, Debit and Credit Cards to Purchase from Vending Machines Nationwide
MALVERN, Pa. -- USA Technologies (NASDAQ:USAT) announced today that Blackboard Inc. has begun
offering its cashless payment technology to customers of the Blackboard Commerce Suite[TM] to allow students
to make cashless payments at campus vending machines.

The cashless technology is imbedded in Blackboard's FlexVend reader and supports a suite of both wired and
wireless applications that enable one-card transactions on-campus, off-campus and online for cashless
payment, identification and security.

The new FlexVend readers allow students to pay for products from vending machines with their Blackboard
campus card, all major credit cards, as well as contactless 'touch and go' payment systems, such as
MasterCard's PayPass.

. Firaede | IOEFTF ST Soe & oo HeadniSiing
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Full text: Students Use ID, Debit and Credit Cards to Purchase from Vending Machines Nationwide

MALVERN, Pa. -- USA Technologies (NASDAQ:USAT) announced today that Blackboard Inc. has begun
offering its cashless payment technology to customers of the Blackboard Commerce Suite[TM] to allow students
to make cashless payments at campus vending machines.

The cashless technology is imbedded in Blackboard's FlexVend reader and supports a suite of both wired and
wireless applications that enable one-card transactions on-campus, off-campus and online for cashless
payment, identification and security.

The new FlexVend readers allow students to pay for products from vending machines with their Blackboard
campus card, all major credit cards, as well as contactless 'touch and go' payment systems, such as
MasterCard's PayPass.

USA Technologies reported that Blackboard already offers its e-Suds[TM] laundry service where students go
online to check the availability of college laundry washers and dryers, swipe their Blackboard transaction card to
activate and pay for the service, and are notified electronically when the laundry is done.

"Our goal is to provide students with the most efficient, high-tech solutions to meet their every-day needs and
wants," said Russ Carlson, President of the Blackboard Commerce Group. "FlexVend provides Blackboard
cardholders the ultimate in payment convenience, and the cost is automatically deducted from their Blackboard
account."

Blackboard is a leading provider of software and services to the education industry.

"The expanded relationship we now share with Blackboard combines the best leading-edge technology and
service from both Blackboard and USA Technologies to bring a quality payment solution to campuses
nationwide," said Wendy Jenkins, Vice President, Marketing, USA Technologies. "We are excited that
Blackboard has added USA Technologies cashless technology to its portfolio of offerings for students, and we
welcome the Federal Reserve Board's recent decision to eliminate the need for receipts for debit card
purchases under $15 which will make cashless from vending machines on campus even more popular," she
said.

The online reporting capability of the FlexVend reader also allows for improved auditing of vending machines,
resulting in greater efficiency, productivity and security for vending machine operators.

About USA Technologies:

USA Technologies is a leader in the networking of wireless non-cash transactions, associated financial/network
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services and energy management. USA Technologies provides networked credit card and other non-cash
systems in the vending, commercial laundry, hospitality and digital imaging industries. The Company has
marketing agreements with AT&T, Honeywell, Blackboard, MasterCard and others. For further information on
USA Technologies, please visit www.usatech.com.

About Blackboard Inc:

Blackboard Inc. is a leading provider of enterprise software applications and related services to the education
industry. Founded in 1997, Blackboard enables educational innovations everywhere by connecting people and
technology. Millions of people use Blackboard everyday at academic institutions around the globe, including
colleges, universities, K-12 schools and other education providers, as well as textbook publishers and student-
focused merchants that serve education providers and their students. Blackboard is headquartered in
Washington, D.C., with offices in North America, Europe, Australia and Asia.

Statement under the Private Securities Litigation Reform Act:

With the exception of the historical information contained in this release, the matters described herein contain
forward-looking statements that involve risk and uncertainties that may individually or mutually impact the
matters herein described, including but not limited to, the ability of the Company to increase revenues in the
future due to the developing and unpredictable markets for its products, the ability to achieve a positive cash
flow, the ability to obtain orders for its energy management products , the ability to obtain new customers and
the ability to commercialize its products, which could cause actual results or revenues to differ materially from
those contemplated by these statements.

Subject: Computer industry;Computer services industry;Information technology services industry;
Microcomputer industry

Location: United States

Company / organization: Blackboard Inc.; USA Technologies Inc.
Identifier (keyword): Trade

SIC classification: 7370: Computer and Data Processing Services;3571: Electronic computers
Publication title: Business Wire

Pagination: NA

Publication date: Jul 18, 2007

Publisher: Business Wire

Journal subject: Business, Business, international

Journal code: OEIN

Source type: Newswire

Language of publication: English

Document type: Magazine/Journal

Source attribution: Gale PROMT, © Publisher specific

Accession number: 166521527
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Document URL: ity

Copyright: Copyright 2007 Gale, Cengage Learning. All rights reserved. COPYRIGHT 2007 Business Wire
Date created: 2010-04-28
First available: 2010-07-25

Database: Gale Group PROMT® (1972 - current)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
24341 7590 10/04/2023
Morgan, Lewis & Bockius LLP (PA) HOLLY, JOHN H
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ARTONIT | parerNUMBER |
3696
DATE MAILED: 10/04/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
17/983,311 11/08/2022 PARESH K. PATEL 104402-5058-US 1703

TITLE OF INVENTION: SYSTEMS AND METHODS FOR DETERMINING ELECTRIC PULSES TO PROVIDE TO AN UNATTENDED MACHINE BASED ON
REMOTELY-CONFIGURED OPTIONS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 01/04/2024

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

24341 . 7590 . 10/04/2023 Certificate of Mailing or Transmission
Morgan, Lewis & Bockius LLP (PA) I hereby certify that this Fee(s) Transmittal is being deposited with the United
; States Postal Service with sufficient postage for first class mail in an envelope
1400 Page Mill Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Palo Alto, CA 94304-1124 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)|
(Date)|
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
17/983,311 11/08/2022 PARESH K. PATEL 104402-5058-US 1703

TITLE OF INVENTION: SYSTEMS AND METHODS FOR DETERMINING ELECTRIC PULSES TO PROVIDE TO AN UNATTENDED MACHINE BASED ON
REMOTELY-CONFIGURED OPTIONS

| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0.00 $0.00 $480 01/04/2024
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HOLLY, JOHN H 3696 705-020000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [Missue Fee [IPublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via Patent Center or EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

4 Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken

[ Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

M| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
Petitioner Exhibit 1002-1122
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/983,311 11/08/2022 PARESH K. PATEL 104402-5058-US 1703
| EXAMINER |
24341 7590 10/04/2023
Morgan, Lewis & Bockius LLP (PA) HOLLY, JOHN H
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ART UNIT PAPERNUMBER |

3696

DATE MAILED: 10/04/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3 Petitioner Exhibit 1002-1123

PTOL-85 (Rev. 02/11)



OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
itsl ::f :gl)llézztlg)n \yhlchlbecan.le dbd{IldOI:leld or 1nlwl?10h the Proceedmgs we‘]g {ﬁliglhné]_}_e%()l(t}% tv)vllflgilbzg)ﬁl_nfglt?&

y either a published application, an application open to public inspection or an 1ssued patent:

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.



Application No. Applicant(s)
) o 17/983,311 PATEL, PARESH K.
Notice of Allowabilily Examiner ArtUnit | AlA (FITF) Status
JOHN H HOLLY 3696 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[¥) This communication is responsive to Amendment filed September 28, 2023.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 2-31. As aresult of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasons for Allowance
Paper No./Mail Date September 28, 2023.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material .
4.[J Interview Summary (PTO-413),
Paper No./Mail Date.

/John H. Holly/
Primary Examiner, Art Unit 3696

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230930
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Application/Control Number: 17/983,311 Page 2
Art Unit: 3696

Notice of Pre-AlA or AlA Status
The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AlA.

DETAILED ACTION

This communication is in response to an Amendment filed September 28, 2023.

Continued Examination Under 37 C.F.R. §1.114

A request for continued examination ("RCE") under 37 C.F.R. §1.114, including the fee
set forth in 37 C.F.R. §1.17(e), was filed in this application after final rejection. Since
this application is eligible for continued examination under 37 C.F.R. §1.114, and the
fee set forth in 37 C.F.R. §1.17(e) has been timely paid, the finality of the previous
Office action has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission
filed on September 28, 2023 has been entered.

. Information Disclosure Statement
The Information Disclosure Statement (IDS) submitted on September 28, 2023

was filed in compliance with the provisions of 37 CFR 1.97. Accordingly, this
Information Disclosure Statement is being considered by the Examiner.
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Application/Control Number: 17/983,311 Page 3
Art Unit: 3696

Allowable Subject Matter

Claims 2 — 31 are allowed over prior art of record.

Reasons for Allowance

The following is an examiner's statement of reasons for allowance:

The prior art of record neither anticipates nor renders obvious the claimed subject
matter of the instant application as a whole either taken alone or in combination, in
particular, prior art of record does not teach “in response to receiving the first set of
remotely-configured options, displaying, in the application, user interface objects that
allow for selection of respective options in the first set of remotely-configured options;
detecting a selection of a first user interface object that corresponds to a first option in
the first set of remotely-configured options; after detecting the selection of the first user
interface object, receiving, from the server, pulse information specifying a count,
amplitude, shape, or interval of electric pulses to be provided to the control unit of the
unattended machine by the pulse-providing device in accordance with the first option;
and sending the pulse information to the pulse-providing device; and at the pulse-
providing device: receiving the pulse information; determining based on the received
pulse information a signal sequence of electrical pulses to output to the control unit of
the unattended machine in order to initiate a cashless operation of the unattended
machine, wherein the signal sequence of electrical pulses emulates an analog signal
generated by a coin receiving switch of the unattended machine, and wherein the signal
sequence is characterized by the count, amplitude, shape, or interval of electric pulses
specified by the pulse information; and causing the unattended machine to initiate the
cashless operation by issuing the signal sequence of electrical pulses to the control

unit.”.
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Application/Control Number: 17/983,311 Page 4
Art Unit: 3696

The following prior art references have been deemed most relevant to the allowed
claim(s):

The closest prior art Mordechai Teicher (Pub. # US 2010/0312692 A1) teaches a
compact payment terminal for operating upon a purchase made by a customer at a

retail device is provided. The customer carries a mobile communication device that
includes a payment module and a communication module. The compact payment
terminal includes a first interface for interfacing with the retail device, a second interface
for interfacing with the mobile communication device of the customer and a processing
unit connected to the first and second interface. The compact payment terminal is
configured to receive, via the first interface, a payment request from the retail device,
cooperate, via the second interface, with the payment module of the mobile
communication device for initiating a payment transaction respective to the payment
request, and selectably conduct, via the second interface and the communication
module of the mobile communication device, a communication session between the

processing unit and at least one server.

The closest prior art Jonathan L. Lei et al. (Pub. # US 2003/0158891 A1) teaches a

wireless network system includes a server system connected to a network. An

electronic device is provided having a wireless transceiver adapted to communicate via
at least one of light transmission and radio frequency (RF) transmission. A portable
wireless device is provided having a wireless connection to the network. The portable
wireless device is adapted to communicate wirelessly with the electronic device. The
electronic device communicates with the server system over the network through the
portable wireless device. The electronic device may conduct real-time and/or non-real-
time transactions with the server system by utilizing the portable wireless device as a

communication proxy.
The claims allow an unattended machine, which is not connected to any network, to

accept remotely- configured options (e.g., multi-credit pricing options) that are

configured at a server and sent to a pulse-providing device that is coupled with the

Petitioner Exhibit 1002-1128



Application/Control Number: 17/983,311 Page 5
Art Unit: 3696

unattended machine via an exchange of data. For unattended machines that rely on
legacy communication protocols, the exchange of data includes instructions that allow a
pulse-providing device of the unattended machine to provide electric pulses that are
determined in accordance with remotely-configured options that are selected by a user
of a mobile device. By providing these electric pulses, the pulse-providing device
causes the unattended machine to operate as if it had been paid with coins, even if no
coins were physically inserted. The claims recites features of the .mobile device, which,
in addition to acting as the communication bridge, also facilitates user selection of a
product or service offered by the attended machine, allowing the server to determine
how many electric pulses the machine must be provided in accordance with the user's
selections. The claimed solution is necessarily rooted in computer technology in order
to overcome a problem specifically arising in the realm of computer networks and recite

significantly more than an abstract idea.

Conclusion

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany
the issue fee. Such submissions should be clearly labeled “Comments on Statement of

Reasons for Allowance.”

Contact Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John H. Holly whose telephone number is
571.270.3461. The examiner can normally be reached on MON. - FRI 10 AM - 8 PM

p.m.
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Application/Control Number: 17/983,311 Page 6
Art Unit: 3696

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Namrata Boveja can be reached on (571)-272-8105. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

/John H. Holly/
Primary Examiner, Art Unit 3696
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Multi-Drop Bus / Internal Communication Protocol
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Section 10
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VMC/Peripheral Communication Specifications
introduction

VYMC Commands

VMC Command Format
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Appendix 2
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Revisions
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Multi-Drop Bus /7 Int

Version 4 .2

Version 4.1 of this specification is the sixth release of the international Multi-Urop Bus /
internal Communication Protocol (MDB /ICP). This specification is the continued
gffort put forth by technical mambers of NAMA and the EVA. The basis for this
specification is the Version 4.1 international Multi-Drop Bus / Internal
Communication Protocol (MDB / ICP) released in July, 2010

There is just one major change within cashless device(s) section, related to cashless
devices commonly new in public (credit card) transactions. These devices, especially
contactlass operated, nead an uninterrupted transaction starting with the actual correct
vend price and therefore are not able to deliver a begin session in front of the
transaction. Previous work arounds have been

+ Always starting a begin session by cashless with “unknown credit”, which of
course interferes with cash payment (normally a VMC would disable
coin/bill acceptance, while a session is active)

e Forcing the customer to hold the payment media twice to the cashless
device, once o start the session and second after pressing the selection to
do the transaction.

The new modification allows such cashless devices, {o identify themselves with an
option bit, telling the VMC, that they are capable of accepting vend request, negative
vend requeast and, if possible, revalue request, while in the enabled stale as welias in
the idle state.

if this option bit is set, a VMC will produce a vend request to the cashless whenever a
salaction is pressad and not sufficient cash credit is available. The cashless will
proceed with this request like in the dle state. i in between, the customer will not
prasent a valid cashless payment meadia and instead insert cash, the VMC will cancel
the vend request with a vend cancel command and after this 1s accepted, a saession
complete to return to the enabled siate.

Section 1 — General Information
Section 1.3.3
s Added b5, "always idle session” option

Section 7 — Cashless Device(s)

Section 7.2.3
e Added the “always idle session” option
Section 7.3
e Added the “always idle session” option
Section 7.4.4
MDB/ICP Version 4.2 February, 2011 P%@Ei%ﬁ%‘?sﬁ@%%ipélhm%%sjLl§,8et al
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» Added b, "always idie session” oplion in Ident response
Section 7.7
» Added example #11, vend session (always idie session option set)
s  Added example #12, vend session cancelied (always die session option
set)
s Added example #13, vend session timeout {(always idle session option set}

Version 4.1

Version 4.1 of this specification is the fifth release of the international Multi-Drop Bus /
internal Communication Protocol (MDB 7 ICP). This specification is the continued
gffort put forth by technical members of NAMA and the EVA. The basis for this
specification is the Version 4.0 international Multi-Drop Bus / Internal
Communication Protocol (MDB /ICP) released in April, 2008

Of special note are the two major changes that were made to the specification:
s Changed the address of the second Coin Hopper / Tube Dispenser device

peripheral in Section 10 from 68H (o TOH.
s Added the Age Verification Device peripherai {address 88H) in Section 11,

The following lists the primary revisions {o the Version 4.1 of the MDB / ICP.

Section 2 — Communication Format
Section 2.3

e (Changead the addrass for the second Coin Hopper or Tube — Dispenser o
O01110oxB (70H),

» Added address 01101:006E (B8H) for the Age Verification Deavice.

Section § — Coin Changer

® Corracted Page 5.14:
Expansion command send diagnostic status (OF 05) response daia:
16 bytes: Z1-216 changed to 2 bytes: 21-£2

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibit 1082:1139, .,
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Section € — Bill Validator / Recycler

® Corrected Page 6.6
Notes: 1. Dispenser setup (3703) command replaced by recycier
gnabled (3704).

® Corrected Page 613
Under VMC Data: 19 bytes: ¥1- Y12 replaced by Y1- Y18,
Y3-Y19 replaced by Y3 ~ Y18 = 16 byles

® Corrected Page 6.14:
Y19 replaced by Y18

® Page 6.21, added after Expansion/iD:

FEATURE ENABLE -
~ ACK

Section 10 — Coin Hopper or Tubs - Dispenser
Section 101, 10.2, 10.3
¢ (Changed second device address to 01110x00B (7OH).

Section 11 — Age Verification Device
s Added entire section.

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibit 1082:1140, .

Exhibit 1006
Page 9



Multi-Drop Bus / Internal Communication Profoco ‘

Version 4.0

Version 4.0 of this specification is the fourth release of the international Multi-Drop Bus
{ Internal Communication Protocol (MDB /ICP). This specification is the continuad
gffort put forth by technical mambers of NAMA and the EVA. The basis for this
specification is the Version 3.0 international Multi-Drop Bus / Internal
Communication Protocol (MDB / ICP) released on March 26, 2003

Of special note are the three major changes that were made to the specification:
e Added the Bill Recycler command set to the Bill Validator / Recycler davice
peripheral in Section 6.
* Added a second address to the Coin Hopper / Tube Dispenser device

peripharal in Section 10.
s Added the MDEB Recommended “Best Practices” as Appendix 3.

The following lists the primary revisions io the Version 4.0 of the MDB /7 ICP.

Section 2 - Communication Format

Section 2.3
s Added address 0110hoxE (B88H) for the second Coin Hopper or Tube —
Dispenser.

Section § — Coin Acceptor / Changer
Section 8.3
s Added information regarding “Just Resel”.
¢ Corrected typo for POLL command o 08h,
s Added "Type activity” definitions in POLL Status section.
« Added Section 5.6 Coin Acceptor/Changer Examples.

MDB/ACP Version 4.2 February, 2011 P%QMBFE‘?&%%‘J?PQ&@%%‘JL%Jet al
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Section € — Bill Validator
Section 8.3
s Added information regarding “Just Reset”.
o  Added “Type activity” definitions in POLL Status section
¢  Added all new command/responses for the Bill Recycler.

37H - O3H RECYCLER SETUP

37H - 04H RECYCLER ENABLE
37H - O5H BiLL DISPENSE STATUS
37H - OBH DISPENSE BILL

37H - O7H DISPENSE VALUE

37H - O8H PAYOUT STATUS

37H - O8H FAYOUT VALUE POLL
37H - 0AH PAYOUT CANCEL

» Added Section 5.6 Bill Validator/Recycler Examples.

Section 7 — Cashiess
Section 7.3
»  Added information regarding "allows selection without displaying balance”
irt the Begin Sessions (03H) ~ Funds Available responss.

Section 7.5

« Added information regarding using the Non-Response time for commands
that require data to be returned.

Section 7.7
» Added Controller “ACKs” to the end of the card reader session examples.

Section 8 —~ Communication Gateway
Section 8.2
»  Added 1FH/OZH TIME/DATE REQUEST to VMC Command table.

Section 8.3
¢ Added option bit b2 :Expansion Time/Date Reguest command
»  Added 1FH/O2H TIME/DATE REQUEST command/response.

Section 8 — Universal Satellite Device {USD)
Section 8.3
s Corrected errors in O7H - 23 to £33 designations.

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibis 1062:1142, .,
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Section 10 — Coin Hopper or Tube - Dispenser
Section 10.1, 10.2, 10.3
s Added a second devices as address 11001xxxB (88H).
e Expanded on the "Coins Dispensad” section of the DISPENSER STATUS
response.

Appendix 3 - MDEB Recommended “Best Practices”
s Added entire appendix.

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibis 1092:1143, .,
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Version 3.0

Version 3.0 of this specification is the third release of the international Multi-Drop Bus /
internal Communication Protocol (MDB /ICP). This specification is the continued
gffort put forth by technical mambers of NAMA and the EVA. The basis for this
specification is the Version 2.0 international Multi-Drop Bus / Internal
Communication Protocol (MDB 7 ICP) released on October 4, 2002.

Of special note are the four major changes that were mads to the specification:

Added a second Cashless Device peripheral address in Section 7
FReplaced the Audit Unit with the Communications Gateway in Section 8
Added the Coin Hopper or Tube ~ Dispenser in Section 10 (new)
Assigned 2 addresses to be used for experimental peripherals

2 8 ©®© B

The following lists the primary revisions {o the Version 3.0 of the MDB [ ICP.

Section 1 ~ General Information
Section 1.3
s {Changed the Level and Options chart for the Communications Gateway
and the Coin Hopper or Tube — Dispenser

Section 2 —~ Communication Format
Section 2.2
s Added headers for the Response Codes
= Clarified non response processing for Master-to-Peripheral and Peripherai-
to-Master communication.

Section 2.3
s Updated the Peripheral Address table for the Communications Gateway,
Coin Hopper, Cashless Payment 1, and Experimental addresses
e Deafined the use of the experimental addresses

Section 2.5
s Added new RESET examples F & G

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibis 1082:1144, .,
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Section & — Coin Acceptor / Changer
Section §.2
s Renamed the STATUS command to SETUP command
e Added a new Possible Credited Coin Remaoval status code (0Dh)

Section 6 — Bill Validator
Section 8.2
¢ Renamed the STATUS command to SETUP command
s Added a new Possible Credited Bill Removal status code (OCH)

Section 7 — Cashless Device(s) {New Cashiless Device #2}
Changed name from Cashiess Payment to Cashiess Davica

Section 7.1
s Added information regarding the dual addresses for two Cashless Device
peripherals (10h and 60h)

Section 7.3
» Updated Command & Response table for dual addresses

Section 7.4
s Updated Command/Response Formats for dual addresses

Section § — Communications Gateway {New Peripheral)
Sections 8.1 through 8.6
s Replaced former Audit Unit seclions with new Communications Gateway
Sections

Section 8 ~Universal Satellite Device (USDC)
Section 8.3
« Updated POLL table with proper number of bytes (FTL portion)
» Changed "numeric row and column” {o “lterm Number”

Section 10 - Coin Hopper or Tube — Dispenser {New Peripheral)
Sections 10.1 through 10.5
s Added complete new sections

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibi 1092:1145, .,
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Version 2.0

Version 2.0 of this specification is the second release of the international Multi-Drop
Bus / Internal Communication Protocol (MDB /ICP). This specification is the
culmination of effort put forth by technical members of NAMA, the EVMMA, and the
EVA. The basis for this specification is the Version 1.0 international Multi-Drop Bus /
Internal Communication Protocol (MDB /ICP) released on October 14, 1998,

The following lists the primary revisions o the Version 2.0 of the MDB /ICP

Inftroduction
Foreword
s Clarified that the Standard is a communication interface

Section 1 - General Information
Section 1.1
« Added 3" paragraph noting interface specification vs. system specification
Section 1.3
« Added entire Levels and Options section

Section 2 - Communication Format
Section 2.1
s (Changed Mode Bit Master-to-Peripheral text
Section 2.2 _
¢ Removed ‘command” from Master-to-Peripheral 4" paragraph
» Changed RET description
Section 2.3
e Defined addrass 0000oxB (OOH) for VMO
¢ Provided address information to show hexadecimal format
Section 2.4
« Changed format to 2.4 X sub-sections and added 2. 4.4 on Lavels
Section 2.8
« Changed RET description
Section 2.8
« Added complete File Transport Layer Section

Section 3 - Bus Timing
Section 3.1
s Added 2™ sentence to tsetup

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibit#00:1146, .,
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Section 4 - Hardware Specification
Section 4.3
¢ Modified complete section and added AMP as alternate source to Molex
Section 4.4
e Added pin numbers {0 schematic

Section § - Coin Acceptor / Changer
Section 5.1
® Provided additional address information
Section 5.3
® Added recommended RESET command sequence
Modified STATUS response to indicate Country / Currency Codes
Madified County / Currency Code to include 1ISC 4217 (Appendix A1)
Added Note 2 to DISPENSE (ODH) command
Added FTL POLLed responses
Added FTL “b3” option bit
Addead FTL expansion commands
Cosmetic changes 1o all EXPANSION commands
Split ALTERNATIVE PAYOQUT (OFH-02H) and PAYQUT STATUS (OFH-
03H)} command into two separate commands (cosmetic change only)
»  Added text to ALTERNATIVE PAYOUT (OFH-02ZH) Y1 description
«  Added Note 3 {o ALTERNATIVE PAYOUT STATUS (OFH-03H)
Section 8.5
® Added “See Note 2 ... text
® Added "If both peripherals supporied” to Note

& ® @& ® 8 & B &

Section € - Bill Validator
Section 8.1
® Provided additional address information
Section 8.3
s  Added recommended RESET command sequence
Modified STATUS response to indicate Country / Currency Codes
Muodified County / Currency Code to include SO 4217 (Appendix A1)
Added Level 2 information
Added Level 2 option bytes wf new EXPANSION COMMANDSs:
37H O1H Level 2 Option Bit Enable
37H 0ZH Laevel 2 ldentification
Added FTL POLLed responses
Added FTL "b0” option bit
Added FTL expansion commands
Modified last sentence in SECURITY command to link to Z9-210
STATUS response
® Cosmetic changes to ail EXPANSION commands

® 8 © @

& ® & @

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibit#002:1147, .,

Exhibit 1006
Page 16



Multi-Drop Bus / Internal Communication Profoco ‘

Section §.5
»  Added “If both peripherals supported” {¢ Note

Section 7 - Cashless Payment
Section7.2& 7.2.7
® Added Leve! 03 Negative Vend Request
Section 7.2.2
® Changed 1% sentence to link Setup to 7.4.1 information
Section 7.24
® Added Negative Vend and Revalue
Section 7.2.7
® Added Leve! 03 Negative Vend Request
Section 7.3
® Added bold text regarding defining currency at the beginning of a session
Broke uninterruptable table into VMC Command and Reader Responss
Added Level 03 NEGATIVE VEND REQUEST to VMC Command table
Added Level 03 DATA ENTRY REQUEST to Reader Response {able
Highlighted command out of sequence hard reseats from VMG
® Moved Vend Failure Sequence to 7.4.8
Section 7.3 — Table 1
® Changed name to COMMANDS & RESPONSES
Changed Comment column to VMC / Reader Level Support
Linked all commands and responses (o Levels
Added DATA ENTRY REQUEST POLLed responses
Added FTL POLLed responses
Added FTL commands
Added NEGATIVE VEND REQUEST responses
® Defined 14H-1AH and 20H-FEH as "For Future Use”
Section 7.4.1
® Cosmetically modified RESET command sequence
o Added 32 bit SETUP MAX/MIN PRICE
@ Changed text following Reader response
Section 7.4.2
@ Clarified Level 01 information {reader has no revalue capability)
Added Level 03 information
Modified SETUP response to indicate Country / Currency Codes
Modifiad County / Currency Code to include SO 4217 (Appendix A1)
Added baold Note in 23-Z24 County / Currency Code
@ Added definition for Miscellansous Options “bd — b7’
Section 7.4.3
«  Added Level 03 SETUP If Expanded Currency Mode
Section7.44
«  Added Level 03 BEGIN SESSION response if Expanded Currency Mode
® Added Level 03 VEND APPROVED response if Expanded Currency Mode

® 8 © @

® ® ® @& & @

& ® & &
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@ Added Level 03 PERIPHERAL 1D response if Expanded Currency Mode
) Clarified COMMAND OUT OF SEQUENCE definition
Added Level 03 REVALUE LIMIT AMOUNT response if Expanded Currency
Mode
Added Leve! 03 DATA ENTRY REQUEST response if Data Entry Mode
Added Level 03 DATA ENTRY CANCEL response if Data Entry Mode
Added Level 03 FTL REQ TO RCV response if FTL Mode
Added Level 03 FTL RETRY / DENY response f FTL Mode
Added Level 03 FTL SEND BLOCK response if FTL Mode
Added Level 03 FTL OK TO SEND response if FTL Mode

¢  Added Level 03 FTL REQ TO SEND response if FTL Mode
Section 7.4.5

@ Added Level 03 VEND command if Expanded Currency Mode

® Added Level 03 VEND APPROVED response if Expanded Currency Mode
Section 7.4.8

® Added Vend Failure {from 7.3}
Section 7.4.10

® Added Level 03 VEND command if Expanded Currency Mode
Section 7.4.11 (new)

® Added complete Level 03 NEGATIVE VEND Request section
Section 7.4.18 (new)

® Added complete Level 03 DATA ENTRY Reguest sectlion
Section 7.4.16

® Added Level 03 REVALUE Request command if Expanded Currency Mode
Section 7.4.17

® Added Level 03 REVALUE Limit Request command if Expanded Currency

Mode

Section 7.4.18

® Added Level 03 EXPANSION REQUEST 1D response if Expanded

Currency Mode

Section 7.4.22

¢  Added Level 03 EXPANSION ENABLE OPTIONS command
Section 7.4.23

¢  Added Level 03 FTL REQ TO RCV command & responses if FTL Mode
Section 7.4.24

J Added Level 03 FTL RETRY / DENY command if FTL Mode
Section 7.4.25

¢  Added Level 03 FTL SEND BLOCK command & response if FTL Mode
Section 7.4.28

¢  Added Level 03 FTL OK TO SEND command if FTL Mode
Section 7.4.27

¢  Added Level 03 FTL REQ TO SEND command & responses if FTL Mode
Section 7.7

«  Added Example Vend Session #10 (Single Negative Vend)}

&

& ® & ® 8 @
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Section 8 - Audit Device
Section 8.1
@ Provided additional address information
Section 8.3
«  Added FTL POLLed responses
o Added FTL “b3” option bit
® Addead FTL expansion commands

Section 9 - Universal Satellite Device

Section 8.1

& Frovided additional address information
Section 8.3

¢  Added FTL POLLed responses

® Added FTL “b2” option bit

@ Added FTL expansion commands
Document Revision History

@ Deleted

Appendix 1 - Currency Codes
s Added entire section (based on IS0 4217)

Appendix 2 - Battery Operated Card Reader
¢ Added entire section

Version 1.0

Version 1.0 of this specification is the first release of the intemnational Multi-Drop Bus /
Internal Communication Protocol (MDB /ICP). This specification is the culmination
of effort put forth by tachnical members of NAMA, the EVMMA, and the EVA. The
basis for this speacification is the International Multi-Drop Bus Interface Standard
published by NAMA and the Internal Communication Protocol published by the
EVMMA. The NAMA document was originally introduced on Gctober 19, 1993 and later
ravised on August 19, 1894, June 20, 1987 and October 15, 1997, The EVMMA
document was adopted in 1994 and later revised in 1985,

The following lists the primary revisions to the original two documents which were
‘combined” to create Version 1.0 of the MDB /ICP. In actuality, the NAMA MDB was
the basis of the MDB /7 ICP with the exception of Section 7 which came from the
EVMMA ICP. Besides typographical corrections and actual feature changes {below),
the entire document was edited {0 provide a more uniform appearance.

MDB/ICP Version 4.2 February, 2011 Pefifigner Exhibit#082:1150, ,,
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The following lists the primary revisions {o the Version 1.0 of the MDB / ICP.

Hardware Specification - Section 4.3
@ Added drawings of the MDB male and female conneciors.

Coin Acceptor / Changer - Section 8.3
® Added Expansion commands:
OF-05 Send Current Diagnostic Status
OF-06 Send Controlied Manual Fill Report
OF-07  Send Controlied Manual Payout Report

Coin Acceptor / Changer - Section 8.8
® Addad coin acceptance and coin payout power requiremaeants for coin
changers using motorized payout mechanisms.
® Added note about simultaneously supplying bill validator transport power.

Bill Validator - Section 6.5
® Added note about simultaneously supplying coin mechanism coin
acceplance power.

Cashless Payment - Section 7.2.8
@ Added Level 02 Revalue capability.

Cashless Payment - Section 7.3
»  Added Level 02 REVALUE REQUEST.
® Removed NAK (NCK) response from uninterruptable state and
unexecutable command descriptions.
@ Eliminated the BUSY response to vend failure sequences.
® Modified Table 1 per above.

Cashless Payment - Section 7.4.1
@ Further defined the initializing sequence following a RESET command.

Cashless Payment - Section 7.4.2
® Further defined the Z7 Application Maximum Response Time.
¢  Added Z8 ~ b3 for supporting the VEND/CASH SALE subcommand.

Cashless Payment - Section 7.4.4

® Begin Session (03h) - Added Level 02 Reader 74-210 data.
Malfunction/Error (0AR) - Added error code 1100 {refund error).
Command Out of Sequence (OBh) - Added 22 data.
Eliminated Busy (OCh) response.
Added Level 02 Reader Revalue Approved (ODh) response.
Added Level (2 Reader Revalue Denied (0Eh) response.
Added Level 02 Reader Revalue Limit Amount (OFh) response.

® ® ® @& & @
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® Added Level 02 Reader User File Dala (10h) response.
® Added Level 02 Reader Time/Date Request {11h) response.

Cashless Payment - Section 7.4.10
«  Added Level 01 Reader CASH SALE (13h/05h) VMC command.

Cashless Payment - Section 7.4.14
® Added Level (2 Reader Revalue - Reguest (15HG0Hh) VMC command.

Cashless Payment - Section 7.4.158
® Added Level 02 Reader Revalue — Limit Request (15H/01h) VMG
command.

Cashless Payment - Section 7.4.17
® Obsoleted EXPANSION ~ Read User File (17h/01h) VMO command.

Cashless Payment - Section 7.4.18
® Obsoleted EXPANSION — Write User File (17h/02h) VMC command.

Cashless Payment - Section 7.4.18
® Added Level 02 Reader Write Time/Date File (17h/03h) VMC command.

Cashiess Payment - Section 7.5
® Further defined the non-response time with the “Application Maximum
Response Time” Z7.

Cashless Payment - Section 7.8 {original ICP Spec)
® Moved this section (ICP Payment Media Return Bution) to Section 7.3.2.

Cashless Payment - Section 7.6 {(MDB/ACP Spec)
® Praviously was the ICP 7.7 with no madifications.

MDB/ICP Version 4.2 February, 2011 Petifigner Exhibit#062:1152, .,
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{this page infentionally leff blank)}
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introduction

Foreword

This voluntary Standard contains basic requirements for a vending machine
communication interface within the limitations given below and in the General
Information section of this Standard. These requirements are based on sound
engineering principles, research, field experience, and an appreciation of the problems
of manufacture, installation, and usa derived from consuliation with and information
ohtained from manufacturers, users, and others having specialized experience. These
requirements are subject {o revision as further experience and investigation may show it
necessary or desired.

NAMA, in performing its functions in accordance with its objectives, does not assume or
undertake to discharge any responsibility of the manufacturer or any other party. The
opinions and findings of NAMA represent its professional judgment given with due
consideration to the necessary limitations of practical operation and state of the art at
the time the NAMA Standard is processed. NAMA shall not be responsible {0 anyone
for use or reliance upon Standard by anyone. NAMA shall not incur any obligation or
ability for damages, including consequential damages, arising out of or in connection
with the use, interpretation of, reliance upon this Standard.

Standard Review

A complele review of this standard shall be conducted at least every five years {o keep
requirements consistent with technology. Thease reviews shall be conducted by
representatives from industry and user groups on the NAMA Vending Technology
Standards Committee at that time.
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Section 1

General Information

1.1 Introduction

This document defines a serial bus interface for electronically controlled vending
machings. The interface is a 9600 baud Master-Slave arrangement where ail
peripherals are Slaves to a Master controller.

The intent of this document is to standardize vending machines that employ electronic
conirol (traditionally known as vending mechanism controlier - VMC) so that all vending
and peripheral equipment communicates identically.

it should be noted that this document is a vending machine interface / protocol
specification and not a vending machine system specification. Each maching
manufacturer should provide a spacification on the overall operation of the machina.

1.2 Operational and Application Notes

The serial bus, or Multi-Drop Bus (MDB) is configured for Master-Slave operation.
Thers is one Master with capability of communicating with up o thirty-two peripherals.
The Master is defined as the Vending Machine Controller (VMC).

Each peripheral is assigned a unigue address and command set. The master will “poll’
the Bus for peripheral activity. That is, each peripheral is asked for activity, and
responds with either an acknowladge, nagative acknowledgmaent, or specific data
dependent on its current activity.  If a peripheral does not respond within a predefined
time, (t-non-response as defined in the peripheral sections) it is assumed that it is not
prasent on the Bus.

Bus interference, or “crashes” are preventied because each peripheral only responds
upon being polied. Since there is only one master, and all communication is initiated by
the Master, Bus “crashes’ are easily preciuded.

Al peripherals will recognize a disable command, or commands, sent by the Master.
This aliows for disabling of individual peripherals for varicus reasons, for example,
power management ischnigues.

Error checking and correction is accomplished by using checksums (CHK} and a
retransmit command.
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1.3 Levels and Options

Since the introduction of the earliest Multi-Drop Bus specification, functional levels and
operational options have been established for most of the peripherals on the MDB/ICP
interface. These have provided the capability for new features {0 be implemented as
new reguirements and fealures were needed for the infernational vending industry.

1.3.1 Levels

Levels of peripheral functionality were established when a major change occurred in the
peripheral that added exiended commands and responses. Due to potential conflicts
betwean a VMC lavel and a peripheral level, neither the VMC nor the peripheral should
issue a command or reply with a response that is not supported by the other device.

The VMC must initially determine (via the appropriate STATUS or SETUP command)
the level of a peripheral before determining which commands it can issue {o that device.
A VMC must only send commands that are supported by the peripheral. For
example, a Level 3 command may only be issued to g Level 3 or higher peripheral and
must not be issued to a Lavel 1 or £ peripheral.

The Cashless Payment and the Universal Satellite Device can also learn the respective
level of the VMC for that device. This information is sent via the SETUP command. R
is the responsibility of the peripheral to only send responses that are supported
by the VMG, For example, a Level 3 response may only be sent to a Level 3 or higher
VMO and must not be sent to a Level 1 or 2 VMO, Effectively, the VMC and peripheral
shouid support the highest common level.

For total compatibility, VMCs and peripherals should support all lower levels. For new
designs after July 2000, it is strongly recommended that VMCs and peripherals
must support all lower levels. Commercial or regional issues may cause machine or
perigheral manufacturers {o implement only specific levels, however, this is a decision
(and risk) made by the machine or peripheral manufacturer.

1.3.2 Options

Options were established in the periphearals to provide various additional oparational
features that may be required for spacific vending applications. As the name implies,
these features are “above and beyond” the standard core of required functionality.

At power on and after a Bus Reset or a RESET command, all options are
disabled. During the initialization command seguences, the VMC determines the
optional features supported by the peripherals. The VMO will then enabls the
features it is going to use. Untl the fealure is enabled, it is the responsibility of the
peripheral to ignore feature specific commands and not respond with feature specific
responses.
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1.3.3 Currently Established Levels and Options

The following table provides a brief description of each of the currently establishad
levels and options of the various MDB/ICP peripherais. Please refer to the specific
sections for each device for more detailed information.

Coin Changer 1 n/a Never released
2 none Supports standard commands
3 below | Supports Expansion 1D command and optionally
suppaorts commands for features below

b0 Alternative Payout Method
b1 Extended Diagnostics
b2 Controlied Manual Fill and Payout
b3 File Transport Layer {(FTL)

Bill Validator 1 none Supports standard commands and Expansion 1D
command without options
2 below | Supports expansion 1D command with options
and cplionally supports commands for features
below
b0 File Transport Layer (FTL)
b1 Bill Recycling

Device #1 & #2

Cashiess 1

below | Supporis standard commands and Expansion iD
command. Readers do not have revaluation
capability

b0* Reader is capable of restoring funds to card
b1~ Reader is multivend capable
b2* Reader has a display available
b3 Reader supports VEND-CASH SALE command
*bits in the SETUP-Config command
2 above | Supports Revalue, Time/Date, Read User File

{obsolete), and Write User File (obsolete)

H

commands

MDB/ACP Version 4.2

February, 2011
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Cashless 3 above | Supports expansion ID command with options

Device #1 & #2 & and optionally supports commands Tor fealures

{continued) nelow | below (bits in the Level 3 Expansion 1D
command)

bO** File Transport Layer (FTL)

ol 16 or 32 Bit Monetary Format

b2** Multi Currency / Multi Lingual

3™ Negative Vend

ba** Data Entry

b&* Always Idle Session

**bits in the Leval 3 Expansion 1D command

Communications 1 none | Obsolete (former Audit Unit)
Gateway 2 none | Obsoclete (former Audit Unit)
3 below | Supports Expansion 1D command and
optionally supports commands for features
below

b0 File Transport Layer (FTL)
b1 Verbose Mode

)4 Expansion Time/Date
Universal 1 below | Supports all basic commands and gptionally
Satellite Device supports commands for features below
{UsD) b USD is capable of storing and controlling
oricing
B1 USD is capable of selecting itemns o vend

b2 File Transport Layer (FTL)

Coin Hopper or 1 below | Supports Expansion ID command and
Tube - Dispenser optionally supports commands for features
below

b0 File Transport Layer (FTL)
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Communication Format

Multi-Drop Bus / Internal Communication Profoco ‘

2.1 Byte Format

Baud Rate: 9600 NRZ
Serial Bit Format: 1 Start Bit
8 Data Bits
1 Mode Bit
1 Stop Bit
11 Bits Total
LSB

Stat 00t 2 3 4 5 6 7

Mode Bit: Master-to-Peripheral

MSB
Mode Stop

The mode bit differentiates between ADDRESS bytes and DATA bytes. ADDRESS
bytes must be read by all peripherals, DATA bytes are only read by the peripheral that

has been addressed.

The mode bit is sst (logic one) to indicaie an ADDRESS byte, and not set {logic zero) to

indicate a DATA byle.

Mode Bit: Peripheral-to-Master

The mode bit must be set on the last byle sent when data is sent from a Slave to the

Master.
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2.2 Block Format

Master-to-Feripheral

A Communication Block for Master-to-Slave {ransmissions is defined as an Address
byte, optional data bytes, and a CHK byte. A block is limited to a maximum of thirty-six
(36) bytes.

The upper five bits (MSB) of the Address Byte will be used for addressing. That is, bits
7.6,5,4,3 of the previous byle description will be used for addressing.

The lower three bits (i.e. 2,1,0) of the Address Byte will contain peripheral specific
commands. This will allow up to eight instructions to be embedded in the first byte of a
biock.

The VMC Master will respond to data from a peripheral with an Acknowledgment
(ACK), Negative Acknowledgment (NAK), or Retransmit (RET). These are defined later
in the document. The 5 mS time-cut (tresponse) described in the Bus Timing section
of this document is the equivalent of g NAK

if the addressed Slave does not respond within the 5 mS time-out (silence), the Master
may repeat the same command, or send a different command, until it receives an
answer or until the end of the Non-Response time, as defined in the peripheral
sactions. See Example in 2.5D. The RESET command should notbe used as a
racovery method to a 5 mS time-out {t-response) until after exceeding the Non-
response time. The VMC may send commands to any other peripheral during this time.

Peripheral-to-Master

A Communication Block for Siave-to-Master transmissions consists of either a dala
block and a CHK byle, a acknowledgment (ACK), or a negative acknowledgment
{(NAK).

The 5 mS time-out {t-response) describad in the Bus Timing section of this document

is the equivalent of a NAK command. In addition, i is recommended that the peripheral
use this time-out as the NAK when a reception error of the ADDRESS byte occurs.

This will prevent saveral peripherals from trying (o simultaneously respond with 2 NAK.

A data block consists of one or more data bytes followed by a CHK byte. The CHK byte
is defined later in this document.

The data block and CHK byte are limited {0 a maximum size of 36 bytas.

A CHK byte is not required when a peripheral responds with NAK or ACK byte. ACK
and NAK are defined later in this document.
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The peripheral must set the mode bit on the last byle sent 1o signify end of
transmission. This will be either the CHK byte of a block, a NAK byte, or an ACK byte.
The mode bit must not be set except for the conditions above.

A peripheral response of ACK or NAK signifies the end of the exchange.

When a peripheral responds with a data block, the VMC must respond with an ACK,
NAK or RET. if the Master cannot respond within the 5 mS time-out (tresponse) the
peripheral must repeat the data block, or append i, at the next possible occasion (e o
a later POLL). The same behavior is (o apply when the Master responds with NAK

CHK Byte

A CHK byte must be sent at the end of each block of data. The CHK byte is &
chacksum calculated by adding the ADDRESS byte and all DATA bytes. The CHK byte
is not included in the summation. The carry bit for CHK additions is ignored since the
CHK byte s limited to eight bits.

The following example shows a CHK byte calculation for a possible response o a
STATUS command sent o a USA changer slave. See saction 5 for details of byte
meanings.

02H  Changer feature level

O0H  Country code for USA

01H  Country code for USA

05H Coin scaling factor

0ZH  Decimal place

O0H  Coin typs routing

O7H  Coin type routing

01H  Coin type 0 has value of 1 scaling factor
02H  Cointype 1 has value of 2 scaling factor
05H  Cointype 2 has value of & scaling factor
14H  Coin type 3 has value of 20 scaling factor
FFH Cointvpe 4 is a token

12CH Therefore the CHK byte would be egual to 2CH

A checksum will be performed on all full blocks of communication. A checksum will not
be performed on ACK, NAK, or RET bytes.
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Response Codes
The following codes are reserved for the ACK, NAK and RET bytes:
ACK O0H  {acknowledgment/checksum correct)

RET AAH  {Retransmit the previously sent data.
Only the VMO can transmit this byte)

NAK FFH  (Negative acknowledge)

The ¥YMC and peripheral must also recognize the 5
mS time-out {I-response) as a NAK

NOTE: To improve system reliability it is recommended that when receiving ACK,
NAK, or RET the receiving davice counts the number of bits set in the
byte. This method will require st least two bit errors in the byte before the
byte can be mis-interpreted.

Bus Resat

The VMC may reset all peripherals by pulling the transmit line “active” for a minimum of
100 mS. This informs all peripherals to abort any activity and refurn to its power-on
resetl stale. Details of this siate for each peripheral are provided in later sections of this
document. It is recommended that the VMC re-initialize each peripheral after this type
of reset.
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2.3 Peripheral Addresses

The addresses below are defined. Note again that the bits shown are the upper five bils
(7.8,5,4,3) of the Address Byte and will be used for all addressing including the File
Transport Layer described in Section 2.6, The lower three bits (2,1,0) are used for the
command.

Address Definition

00000xxxB  {OOH) Reserved for VMC

0000 bhoxB  (O8BH) Changer

SO0t (10H) Cashless Device #1

OO0t txxxB  {18H) Communications Galsway

GO10MkoxB  (20H) Display

OC10hoxB  {(28H) Energy Managemaent System

00110oxxB (30H) Bill Validator

G0t hoxB  {(38H) Reserved for Future Standard Peripheral
010000xB  {(40H) Universal Saisllite Device #1

O01001hoxB  (48H) Universal Satellite Device #2

O1010xxxB  (50H) Universal Satellite Device #3

0101 hoodB  (58H) Coin Hopper or Tube — Dispenser 1
OO0 (B0H) {Cashless Device #2

O0110TxxxB  {B8H) Age Verification Device

0110boxB  (VOH) Coin Hopper or Tube ~ Dispenser 2
Otititood  {(Y8H) Reserved for Future Standard Peripherais

1101 Do

{(D8H) Reservad for Future Standard Peripherais
111000xB  (EOH) Experimental Peripheral #1
1110tboxB  (ESH) Experimental Peripheral #2
T111xxB  {FOH) Vending Maching Specific Peripheral #1
TMithoxB  (F8H) Vending Machine Specific Peripheral #2
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Experimental Peripheral Addresses

Experimental Peripheral addresses 11100xxxB (EOH) and 11101xxxB (E8H) are
reserved for use by manufacturers when designing and field testing potential new
MDB/ICP devices. Thease addresses are temporary and once the new device 8
approved by NAMA and the EVA, the device will be assigned a different permanent
peripheral address. Use of the Experimental Peripheral addresses shall be limited io
“In house” testing and “closed site” field trials. Manufacturers must understand that any
devices in the field with Expenimental Peripheral addresses must be recalled or updated
to the permanent address if the device is approved by NAMA and the EVA. f not
approved by NAMA and the EVA, the devices must be recalled or have their addresses
changed to the Vending Machine Specific peripheral addresses described below.

Vending Machine Specific Peripheral Addresses

Vending Machine Specific peripheral addresses {addresses 11110x0® (FOH) and
11111xxxB (F8H)) are reservad for Non-Standard or propristary applications. These
devices are allowed a unigue set of commands.

All other peripherals are defined as Standard devices. These peripherals must follow
the specifications to ensure compatibility between manufacturers.
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2.4 Software Operational Rules

2.4.1 Power Budget

The VMC must regulate the power budget. That is, peripherals must be enabled and
disabled dependent on power availability. The power bus is defined later in this
document.

2.4.2 Bytes

During multi-byte messages the most significant byte is sent first,

Any bytes within a command or response that are not specifically defined
should be left in a 0 state. For Level 03 or lower coin mechanisms, Level
01 bill validators, and Level 01 card readers, this is not a requirement but
a suggestion.

2.4.3 Polling

The following are recommendations for the methods of VMC to peripheral software
operation.

Each peripheral should be polled every 25-200 milliseconds. This can be done
by the POLL command or any other appropriate command.

if & peripheral has not responded o a poll for its maximum Non-Response time,
the VMC should continue to poll the peripheral at least every ten seconds with a
RESET command. (See Example G in Section 2.5).

2.4.4 Levels

Due to potential conflicts between a VMU level and a peripheral level, neither the VMC
nor the peripheral should issue a command or reply with a response that is naot
supported by the other device.

The VMC must initially determine (via the appropriate STATUS or SETUP command)
the level of a peripheral before determining which commands it can issue o that device.
A VMC must only send commands that are supported by the peripheral, For
gxample, a Level 3 command may only be issued 1o a Level 3 or higher peripheral and
must not be issued to a Level 1 or 2 peripheral.

The Cashless Payment and the Universal Satellite Device can also learn the respective
level of the VMC for that device. This information is sent via the SETUP command. I
is the responsibility of the peripheral o only send responses that are supported
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by the VMG, For example, a Level 3 response may only be sent to a Leval 3 or highar
VMO and must not be sent to a Level 1 or 2 VMO, Effectively, the VMC and peripheral
shouid support the highest common level.

For total compatibility, VMCs and peripherals should support all lower levels. For new
designs after July 2000, #t is strongly recommendad that VMCs and peripherals
must support all lower levels. Commercial or regional issuss may cause machine or
peripheral manufacturers to implement only spacific levels; however, this is a8 decision
{and risk) made by the machine or peripheral manufacturer.

2.5 Typical Session Examples

A, Tha diagram below represents a typical ransmission when a peripharal is wls.
VMC:

ADD* ~ CHK
Peripheralh

ACK”

B. The diagram below represents a typical transmission when a peripheral has data

to return.
VMC:

ADD*  CHK ACK
Peripheral:

DAT ~ DAT  CHK

C. The diagram below represents a typical transmission when the VMC has data to

send.
YMC:

ADD*  DAT  DAT  CHK
Peripheralh

ACK™

*Indicates mode bit set
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0. The diagram below represents a typical transmission when the VMC determines
a CHK is not correct. The VMO will respond one of two ways:

Send a NAK o the peripheral to indicate that the information was not received
correctly then perform other tasks. Note: When the Master answers with NAK (or
silence which is treated equally) the slave has {0 repeat the response, in order to
ensure the execution of the response {iL.e. coin reception sic.).

OR

The VMC may send a retransmit (RET) command alerting the peripheral (o
retransmit the previously sent dala.

VRO

ADD™ DAT CHK RET ACK

Peripheral:

DAT DAY CHK* DAT DAT CHK"
*Indicates mode bit set.

E. This diagram represents a situation where the peripheral does not respond within
the 5 mS time-out {{-response).

VMC:
ADD* CHK ADD* CHK
Peripheral:
[silence. .} ACK®
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F. This diagram represents a situation where the peripheral does notrespond o a
command and after ils maximum Non-Response time, is resel by the controller.

Controlier Peripheral Comment
Command X -2
€ Response Normal response
Command Y -
& [silence.. ] No response
CommandyY -
& [silence.. ] No response
Command Y -
& [silence...] No response
Peripheral does not response
within its allocated Non-
Response Time.
RESET -2 Software Reset
€« [silence. ] Peripheral in initialization
routine
RESET >
£« ACK Peripheral operational again
POLL -2
& JUST RESET Peripheral indicates finished
RESET processing
ACK -2

MDB/ACP Version 4.2

February, 2011
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recommendead in each
peripheral section.
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G. This diagram represents a situation where the peripheral is disconnected or goas
offline. The controller should send a RESET command every 10 seconds to
determing if, and when, the peripheral becomes active again.

Controller Peripheral Comment
Command X -2
&  Response Normal response
Command Y >
& silence...] No response
Command Y >
& [silence...] No response
Command Y -
& [silence...] No response
FPeripheral does not response
within its allocated Non-
Response Time.
RESET v Software Reset
& silence. ] Pearipheral offline
RESET > Software Reset
£« Isilence...] Peripheral offline
Wait 10 seconds
RESET -
& [silence.. ] Peripheral offline
Wait 10 seconds
RESET -2
isilence.. ] Peripheral offline
Wait 10 seconds
RESET -
isilence...] Peripheral offline

MDB/ACP Version 4.2

February, 2011
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2.6 File Transport Layer

The File Transport Layer (FTL) provides a method to send andfor receive high lavel
information between peripherals or between a peripheral and the VMC. it is not
intended to be used for standard vending credit and control functions. An example
would be loading new validalion parameters into a coin changer or bill validator.

Since the MDB/ICP interface is "driven” by the VMC, it has {o be a network manager for
all FTL data transfers. it acls as a temporary mailbox and data switch for FTL blocks;
howeaver, the information that is sent via FTL does not have {0 be interpreted by the
VMC. The VMO simply uses the destination and source address information provided
in the MDBACP command and response structure to forward the data to the proper
recipient.

2.8.1 FTL Process Qverview

if a paripharal needs to transfer data to another peripheral {or the VMC):
= The VMC must poll the peripheral,

The peripheral must answer with 8 "REQUEST TO SEND”,

The VMU must get approval to forward data (f necessary),

The VMC requests the first data block,

The VMC ACKs the first block and forwards to destination,

The process repeats until all biocks are sent.

& & & & 2

if the VMC needs to transfer data to a peripheral

s The VMC must send a2 "REQUEST TO SEND”,

The peripheral approves or denies the transfer request,
I approved, the VMC sends the first data block,

The peripheral ACKs the first data block,

The process repeats until all biocks are sent.

2 8 @ B

if a peripheral {A) needs {0 request a transfer of data from another peripheral (B):
e« The VMC must poll the peripheral A,

s Peripheral A must send a "REQUEST TO RECENE”,

¢ The VMC forwards tha request {o peripheral B,

¢ Peripheral B decides to honor the reguest or not,

s |f approved, peripheral B sends the first data block,

¢« The VMC forwards the data block {o peripheral A,

¢ The proceass repeats until all biocks are sent.
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2.8.2 FTL Detalled VMC Operation

The VMC must act as a network manager, it is responsible for checking peripheral

status and managing network rasources as described below, it must:

*  Be aware of which peripherals are active and support the FTL. If a file transfer is
requested involving a peripheral that does not support i, the VMC should deny the
transfer using RETRY/DENY defined later.

*  Poll peripherals to become aware that a daia transfer is requested.

*  Read data blocks from selected peripherais.

« I VMO receives a NAK, it should attempt to finish current command/response up o
& times. After that, it should abort file fransfer as defined by the protocol.

+  Send data blocks to destination davice, if not the VMC itself.
+  Repeat these sieps for all data blocks, as neaded.

2.8.3 FTL General Operation

*  The FTL "session” would transfer g "ile" using several "blocks”. The "Dest” and
"Src” are switched by the VMC directing each block to its destination.

*  All responses can be sent immediately after receipt of command or the command
can be ACK ed and the response sent in a delayed fashion (meeting all appropriate
time-outs). However, FTL responses must NOT be combined with responses to any
othar commands, at any time.

*  File transfers less than 256 blocks are terminated by sending an empty dala file
(SEND BLOCK with no data). File transfers of exactly 256 blocks are terminated by
block #FE followed by block #FF.

¢ i is recommended that files larger than one block:

1} Include a CRC in their data. The transport layer is not responsible for
checking for correct CRCs.

2} Include a time out mechanism to prevent system dead locks. The transport
layer i5 not responsible for checking for dead locked file transfers.

+  To prevent a system dead lock, the VMC must poll other peripherals during all dala
transfers and service them accordingly.

+  Since the VMU is not knowledgeable about the contents of the file transfer it should
not disable any peripherals due o a transfer request. This will ba the responsibility
of the peripherals themselves. They may intermally disable and report 8¢ o the VMC
if possible, or they may just stop responding o the VMC untll ready. The lalter may
cause the YMC to try to reset the peripheral.

284 FTL Command and Response Sets For All Components

The table below defines the VMC commands and peripheral responses that ocour
during an FTL data transfer. Note that the peripheral responses can either be
immediate to the VMC’s command or delayed and provided to a subsequent POLL.
Definitions are provided on the following page.
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REQTO o7 IFE 1+ | Dest OK TO SEND or
SEND Sre RETRY/DENY
File 1D {1
Length (H
Control (1)
OKTOSEND | o7/FD | 1E | Dest (1) { SEND BLOCK {repeated
Sre (1} | until whole file is
transferred)
SEND BLOCK | o7/FC | 1D | Dest (1) { ACK
Block # {1
Data {110 31)
RETRY/MDENY | «7/FB | 1C | Dest (1) { ACK
Sre {1
Retry delay (1)
REQTORCY | «7/FA| 1B | Dest (1} { SEND BLOCK (repeated
Sre (1) | untl whole file is
File 1D (1) | transferred) or
Max Length (1} { RETRY/DENY
Control (1)

Note 1. The w7 represents the address of the destination device (defined in
Section 2.3) logically OR'd with a hexadecimal Ox07.
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Dest

Sro

File ID

1 byte

The destination address of the peripheral whare the data block (not the whole
file) is being sent to. All addresses refer to the standard MDB defined peripheral
addressas as defined in Section 2.3, Naote that 0000000 (COH) will be used for
the VMC. Examples are a changer (08H), audit system (18H), bill validator
{30H), and universal sateliite device #2 (48H).

1 byte

The source addreass of the peripheral where the data block {(not the whols fila)
is being sent from. All addresses refer to the standard MDB defined peripheral
addresses as defined in Section 2.3. Note that 0000000 (OCH) will be used for
the VMC. Examples are the same as in the Dest above.

1 byte

The type of information desired. NAMA will maintain a list of standard file 1D’s
and a definition of what each file type means. Note that if a device responds with
a “‘Retry delay” of FFH it should be interpreted that this device does not support
the requested function.

Currently defined file 1Ds include:

J0H: Manufacture 1D information. This file must start with the manufactures
three character manufactures code, anything after that would be up to the
manufacture to define.

O1H:. DTS defined file. This file must follow the format defined in the EVA-DTS
standard. This would include the DXS record as well as all data up to and
inciuding the DXE record.

OFOH to OFFH: This range of files may be used for Manufacturer Specific
information. The conient and format of these files are left up to the
manufacturer to define.

Additional 1D proposals must be evaluated by the NAMA MDBACP technical
standard commitiee.

{Max]} Length 1 byte

The total number of blocks that will (can) be included in the entire file. This byte
should be used as g counter o determine the amount of data blocks to bhe
fransferred.

MDB/ICP Version 4.2 February, 2011 Pefifigner EXhibiZe082-1174, .,
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Control 1 byte

This byte coniains information that can be used by the VMC and peripherals to
daeterming how the data transfer is conducted. Included controls are:

B0 Reset after transfer. The receiving pearipharal should reset itself after the
file transfer is complete.

b1 Endof File. The last block of the current FTL session contains the end of
this file. If clear (=0), then another FTL session will follow with additional
blocks. If set (=1), then this is the last (or only} FTL session to be sent.

b2 - b7 Notused mustbe setio(

Block # 1 byte

The sequential number of this block, within the total file, that is being
requested/sant. All data blocks must be identified by a block number, counting
up from O {first block) to 255,

Data Block 1 o 31 byte{s)

The actual data portion of the block. All data must fit inio a 31 byte, or less,
string. The standard MDB CHK byte will signify the end of block. {(Peripherals will
have to use inter-byte time cut when receiving blocks from the VMC ) Knowledge
of the contents of this data is only required by the source and destination
devices.

Retry Delay 1 byis

A time delay that the sender should wait before trying to re-send the entire data
file again. If a device is not capabie of receiving a file in iis current state, this byie
should represent the number of seconds before it wili be ready to receive the
data. If the device simply refuses {0 accept the file it must answer with a “Relry
Never” signified by a O0H retry delay. If the device is not present, biock
synchronization is lost, or other failure mode arises a "Retry Nevar” shouid be
used to abort/deny the current file transfer.
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File Transport Layer Examples

Below are examples of data transfers betwesn the VMC and a peripheral or betwesan
two different peripherals via the VMC.

€ REQ TO SEND Requsst to send
{odfFE) ‘N blocks
OKTO SEND >
(1E)
€& ACK
€ SEND BLOCK
(a7 {FC) Repeated "n” times
ACK k4

€ REQ TO SEND
(G7/FE)

RETRY/CO (1C) Denied

Ol

ACK

€ POLL {(varies)
REQTO RCV » Request receive 'n’”
(1B} blocks
® ACK
€ SEND BLOCK
(7iFC) Repeated ‘" times
ACK &

& POLL (varies)
REQ TO RCV 4 Request receive “n’
{(1B) blocks

& ACK

€ RETRY/0O Denigd

(7IFB)

ACK i
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>
{7 IFE) ‘r’’ blocks
OK TO SEND =
(1E)
& ACK
€ SEND BLOCK
(a7 fFC) Repeated 'n” times
ACK i
€ RETRY/QO Aborted!
(o7iFB)
ACK K

(G7IFE) ‘0" blocks
OKTO SEND =
(1E)
€ ACK
€ SEND BLOCK
(07/FC)
RETRY/00 > Aborted!
(1C)
€ ACK

€ POLL (varias)
REQTO SEND 2 Request to send
{(1F) “‘n” blocks
& ACK
& OKTO SEND
(o7 FD)
SEND BLOCK * Repeated "'n” times
(1D)
& ACK
MDB/ICP Version 4.2 February, 2011 Pg@ﬁig@@sr@&}ipgm%gmyet al
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4

REQ TO SEND “n” blocks
(1F)
& ACK
€ RETRY/QO Denied
(o7iFB)
ACK 4

REQ TO SEND Regusst {0 send
(1F) ‘i’ blocks
& ACK

REQ TO SEND =
(1F) (o7 /FE)
& OK TO SEND

(1E)
ACK i
€ OKTO SEND
(a7 IFD)
SEND BLOCK 4 Repeated “n" times
(10)
€& ACK
SEND BLOCK 4
(a7 IFC)
& ACK

POLL {varies)

REQ TO SEND Request to send
{(1F) “‘n” blocks
€ ACK
REQ TO SEND *
{(1F) (a7 IFE)
® RETRY/OO (1C)  Denied
ACK ¥
& RETRY/O0
(o7 /FB)
ACK Ed
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REQ TO RCV Request receive “n”
(1B} blocks
* ACK
REQ TO RCV *
(o 7{FA)
€ SEND BLOCK  Repeated 'n” times
(10)
ACK ¥
€ SEND BLOCK
(o7 {FC)
ACK &

(varies)
REQ TO RCV Request receive “n’
{(1B) blocks
& ACK
REQ TO RCV >
(a7IFA)
& RETRY/QC(1C) Denied
ACK ke
€ RETRY/0O
(a7{FB)
ACK i
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€ POLL (varies)
REQ TO SEND 2 Request to send
(1F) ‘n” blocks
® ACK
REQ TO SEND ¥
(07 IFE)
€ OKTO SEND
(1E)
ACK 4
€ OK TO SEND
(07IFD)
SEND BLOCK x4
(1D)
€ ACK
SEND BLOCK *
{(07IFC)
® ACK
Repeated "n” times
€ POLL (varies)
RETRY/Q0 (1C) 2 Aborted!
€ ACK
RETRY/Q0 *
(0 7IFB)
® ACK

MDB/ACP Version 4.2
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POLL (varies)

$ R

REQ TO SEND Request to send
(1F) ‘n” blocks
* ACK
REQ TO SEND *
(0 7{FE)

€ OKTO SEND
(1E)
ACK >
€ OKTO SEND
(07/FD)

SEND BLOCK =
(109
€ ACK
SEND BLOCK =
(07/FC)

= ACK

[{ye )

Repeated "n” times

€ POLL
{(varies)REQ
BLOCK (a7/FD)
SEND BLOCK *
(1D)
& ACK
SEND BLOCK 4
(o7IFC)

& RETRY/O0(1C) Aborted!
ACK >
€ RETRY/O0
(7IFB)

ACK d
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Section 3

Bus Timing

3.1 Timing Definitions

Baudrate = The rate of bit transfer per second.

¢ = The maximum time allowead between

inter-byte (max.) bytes in a block fransmission.

{ = The maximum time any device,

response (max.) master or peripheral, will take to
respond to a valid communication,

t = The minimum time of the Bus Reset

braak (VMC) signal sent by the VMC to reset all
peripherals.

{ = The minimum set-up time before the

setup VMC attempts to communicate after

a reset signal. Peripheral devices may
choose to not respond for up to the non-
response time defined in each peripheral

section,
3.2 Timing Specifications
Baud Rate = 9600 +1%/-2% NRZ
t = 1.0mS
inter-byte (max.)
t = 50m8
response {max.)
t = 100 mS
break (min.)
t = 200m$
setup (min.)
MDB/ICP Version 4.2 February, 2011 Pg@ﬁigg@@&}ip&h@g&gjngget al
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NOTE:

All peripherals have the option of not responding o the VMO, Non-
response timing is defined in the peripheral specification.

3.3 "E“immg Siagmm

Controiler

““““““‘“} E"‘"‘] DAT m CHK

Peripheral

BREAK

tinter-byte

L]

3+
t response

3

NOTE: * indicates that the mode bit is set
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Section 4

Hardware Specification

4.1 Bus Power Supply Definition

The information below defines the minimum VMC voltage output. The actual current
ratings per peripheral will be defined in their respective sections.

Power supply filtering is optional, therefore if a peripheral requires more power, or
tighter regulation, they may elect o supply their own power, or filtering, from available
sources elsewhere in the machine.

VMC Voltage Output:

Minimum = 20 VDC rms.(rectified and optionally
filtered)

Nominal = 34 VDO unreg.(rectified and filtered)
24 VBC rms. {rectified only)

Maximum = 42 .5 VDC{ripple voltage upper limit)

* High ling input may allow 45 VDO
peak (max. ).

4.2 Bus Transmitter / Receiver Specification

The following section describes the 5V, optically isclated, current loop system between
the Master and the Slave.

VMC Master:
Transmit:
Minimum source current {active): 100 mA @ 4V
Maximum leakage current (inactive). 130 uA
NOTES: 1) The transmit line must be able 1o withstand a short while
in the active mode.
2) 15 mA should be added for sach peripheral over st
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Recaive:

Mirdmum input current (active):
Maximum input current {inactive):

Peripheral Slave:

Raceive:

Maximum input current (active):
Measamum input current (inactive):

Transmit:

Minimum sink current (active):
Meaxtiimum leakage current (inactive).

4.3 Connector Specification

1EmA @ 1V
1 mAa

15 mA @ 4V
100 uA

15 mA @ 1V
30 uA

Connector assemblies supplied by the NAMA approved suppliers, noted in Section
4.3.8, are intermateable and meaet or axcead the minimum requirements identified in
Sections 4.3.1, 4.3.2, 43.3, 4.3 4, and 4.3.5 when tested in the mated condition.
NAMA must approve any supplier changes to the fit, form, or function. Discrete
components, i.e. contacts, are not required {0 be inter-changeable betweaen supplier

products.

4.3.1. Material

4.3.1.1. Terminal Phosphor Bronze
4.3.1.2. Plating: Tin or TinfLead
4.3.1.3. Housing: UL 84V-2 nylon

4.3.2. Ratings
Section ltem Reguirement
4.3.2.1. | Rated Voltage {Max} 600 Volts AC
4.3.2.2. | Maximum Rated Current {Six Circuit) 7 Amps
4.3.2.3. | Ambient Temperature Range {including terminal T-rise} -40°C 1o +105°C
MDB/ICP Version 4.2 February, 2011
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4 3.3, Electrical Performance

Section ftem Test Condition Reguirement

4.3.3.1. | Contact Mate Connectors, measure by dry circuit, 20
Resistance mY max., 10 mA. Wire resistance shall be 10 ma2 Max.

removed from the measured value.

4.3.3.2. | Insulation Mate Conneciors, apply 500V DC between 1000 MO Min.
Resistance atiacent terminal or ground.

4,3.3.3. | Diglectric Mate Connectors, apply 1500V AC for 1 No Breakdown.
Strength minuie between adiacent terminal or ground.

4 3.4 Mechanical Performance

Section ltem Test Condition Requirement
43,41, | Insertion and insert and withdraw conneclors at a speed Noted Below
Wiihdrawal Force | rate of 25 +/- 3mm / minute.
8 Pos Insertion Max. 8§ Pos Withdrawal Min.
Initial 30t eycle Initial 30t cycle
412N 382 N 29N 24N
4.3.4.2 | Crimping Pull Qut | Mount the crimped terminal, apply axial force
Force on the wire at a rate of 25 +- 3mm minute.
16 AWG 88 N Min.
18 AWG 88 N Min.
20 AWG 53 N Min.
22 AWG 39 N Min.
24 AWG 29 N Min.
268 AWG 20 N Min.
28 ANG 10 N Min,
4.3.4.3. | Terminal Insertion | Insert the crimped ferminal into the housing. 15 N Max.
Force
4344 | TerminalfHousing | Apply axial pull out force at the speed rate of 22 N Min,
Retention Force | 25 +/- 3mm / minute,
4345 | lLocking/ Measure force fo lock & uniock connector Lock: 30N Max,
Unlocking Force | housings {(without contacts) at arate of 25+ | Unlock: 50 N Min.
3mm / minute.

MDB/ACP Version 4.2
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4 3.5. Environmental Performance

Section ftem Test Condition Reguirement
4.35.1. | Repeated Yihen mated up to 30 cycles Contact
insertion / repeatedly by rate of 10 cycles per | Resistance | 20 mQ Max.
Withdrawal minuie.
4352 | Temperature Rise | Carrying rated current load. 30°C Rise Max.
4.3.5.3. | Vibration Amplitude: 1.5mm P-P Appearance | No Damage
Sweep Time: 10-85-10 Hz in 1 Contact 20 mi2 Max.
minute. Resistance
Duration: 2 hours in each X,Y,Z Discontinuity | 1y sec.
axis. Max,
4354, | Shock 50 G; 3strokes ineach X,Y,Z Appearance | No Damage
axis. Contact 20 mE2 Max.
Resistance
Discontinuity | 1 u sec Max.
43,55 | Heal Resistance | 105 +/- 2°C, 98 hours Appearance | No Damage
Contact 20 me2 Max.
Resistance
4.3.56. | Cold Resistance | -40 +- 3°C, 96 hours Appearance | No Damage
Contact 20 me Max.
Resistance
4.3.58.7. | Humidity Temperature: 60 +- 2°C Appearance | No Damage
Relative Humidity: 90% - 95% Contact 20 me2 Max.
Duration: 96 hours Resistance
Diglectric No
Strength Breakdown
insulation 1000 MG
Resistance | Min.
4.3.5.8. | Temperature 5 Cycles: Appearance | No Damags
Cycling a)- 55°C ; 30 Minutes Contact 20 mQ Max.
by 105°C ; 30 Minutes Resistance
43598 | Salt Spray 48 +/- 4 hours exposure fo salt Appearance | No Damage
spray from 5+~ 1% solution at 35 | Contact Res. | 20 mQ Max.
+- 2°C.
43510 | 50, Gas 24 hour exposure fo 50 +/- S ppm | Appearance | No Damage
SOy gas at 40 +- 2°C, Contact Res. | Max.
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4.3.6 Approved Suppliers and Part Numbers
4361, Suppliers

Molex Mini-Fit, Jr.™ Product
AMP: AMP-DUACT™™ Product

4.2.6.2. Peripherals

Connector;  Six {6) Circuit Receptacle Housing

Molex 39-01-2060
AMP P/N 1085276

Terminals;  Female Contacts (sockets), Tin

Molex 39-00-0065
AMP P/N 106528-2 or 106529-2

Strain Relief:  The strain relief shall not exceed a Maximum Form Factor of 0.85 inch wide x
0.75 inch high x 1.0 inch long, excluding integrated hinges and wire ties.

Molex 15-04-0296
AMP P/N 13756181

4.3.6.3 Bus Hamess

Connector:  Six {8} Circuit Plug Housing

Molex 39-01-2061
AMP P/N 794550-6 or 794542-6

Terminals:  Male Contacts {pins}, Tin
Molex 39-00-0067
AMP P/N 794578-1 or 794576-1
4.3.6.4. ¥YMC Connector {(Direct PCB Mount)

Vertical Header:  Male Contacts {pins), Tin
Molex 39-28-1063
AMP P/N 754664-6

Right Angle Header:  Male Contacts {pins), Tin

Molex 39-30-1060
AMP P/N 7044481

MDB/ICP Version 4.2 February, 2011
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4.3.6.5. Approved Parts — Alternate Form Factors

Select applications may require connector configurations with alternate form
factors. Alternate form factor connectors may be used provided they are:

¢ provided by the Approved Suppliers listed
¢ part of the Approved Supplier Product Family porticlio
= intermateable with the approved connector part numbers listed
¢ meet the parformance objectives set forth in this specification
MDB/ACP Version 4.2 February, 2011 P%QMBFE‘?J;«%%‘J?P&EQ@&?Ll%get al
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Connector Pin-out:

Line 1-34VDC

Line 2 ~- DO Power Retum

Ling 3 - NIC

Line 4 - Master Raceive

Line 5 - Masier Transmit

Ling 6 - Communications Commaon

] [ allc
& 3 3 8
1[5 [& alioh
5 2 2 5
BAE o @
4 1 1 4
Peripheral Connector VMC / Bus Connector
Face View Face View
Receplacle Header
{Sockets) (Pins)
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4.4 Example Schematic

VMO << Peripheral
o VMG Voltage Quiput
1
v 2 Siave 1
+5VDC Wi /
$% K Rov
}W“ # Xmit
YO Master Siave 2
Transmit
i y, AAAA
5 YWYy
- i
|
A
\;jzw’“ § Xmit
¥ L
+85 VG
o Slave 3
CMOS L Master
Gate = Receive AR
o ol R
Q AR ——ae & $ NK (31}
4
Communications :
. & ¥i L
6
V
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Section 5
Coin Acceptor/Changer
VMC/Peripheral Communication Specifications

£.1 introduction

This section defines the communication bytes sent and received by a coin
accepting device ("Changer”). As defined in Section 2.3, the changer's
address is 00001 xxxB (08H).

Uniless stated otherwise, all information is assumed o be in a binary format.

There are currently two levels of support defined for the ¢oin mechanism
interface, Level 2 and Level 3. The level of coin mechanism operation is sent
to the VMC in tha response {o the STATUS command {(definad later in this
section). The following paragraphs will define how a VMC should
differentiate between each level

Level 2 Changers

For level 2 changers, VMC operation consists of monitoring inputs from the
coin mechanism, accumulating credii, issuing a coin acceptance disable
command when appropriate, and issuing appropriate payout commands
based on the VMC resident payout algorithms and escrow rules,

Level 3 Changers

For level 3 changers, VMC operation is the same as defined above for level
2, with the addition of the EXPANSION command and its implications
{(defined later in this section). The VMU has the option of sending the
EXPANSION command to the coin mechanism to determine the coin
mechanism’s manufacturer code, serial number, modeiftuning revision,
software version, and optional features. Based on the optional feature
information the VMC will determine the appropriate operating made (in other
words, modes that both the coin mechanism and the YMC can support),
enable any appropriate coin machanism features by sending an appropriate
feature enable command back to the coin mechanism, and enter the proper
operaiing mode. This technique allows all VMCs and peripherals to
accommodate existing feature capabilities and provides a means for
upgrading Level 3 equipment.

MDB/ICP Version 4.2 February, 2011 Het
Peltionss &xibii19e:1132, o
Exhibit 1006

Page 61



§.2 VMC Commands

Multi-Drop Bus / Internal Communication Frotoco

Command
RESET

SETUP *
TUBE STATUS
POLL

COINTYPE

DISPENSE

EXPANSION
COMMAND

Hex Code

Description

O8H

O%H

OAH

0BH

OCH

0DH

OFH

Command for changer to self-resat
Request for changer setup information
Request for changer fube status.
Regquest for changer activity status.
Signifies coin types accepted and
allowable coin dispensing. This
command is followed by setup data.
Ses command format section.
Command to dispense a coin type.
Followed by coin type {o dispense.

See command format section.

Command to allow addition of
features and future enhancements.

Changers at feature level 2 do not support

this command.

NOTE: An EXPANSION command is always followed by a “sub-command.”
This command allows for feature additions.

*InVersion 1.0 & 2.0, SETUPR was called STATUS.

MDB/ACE Version 4.2
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5.3 VMC Command Format

VMO Command Code VMG Data
RESET O8H No data bytes

This command is the vehicle that the VMC shouid use to tell the changer that
it shouid return to its default operaiing modea. With the exception of the ACK
response, it should abort all communication and disable all acceptance until
otherwise insiructed by the VMC.

The following initialization sequence is recommended for all new VMCs
designed after July, 2000. It should be used after "power up”, afler issuing
the RESET command, after issuing the Bus Reset (pulling the transmit line
“active” for a minimum of 100 mS), or anvtime a POLL command results in a
“JUST RESET response (L.e., peripheral self resets).

POLL ~ 08h
To obtain "JUST RESET” response

SETUP - (8h
To obtain changer level and configuration information

EXPANSION IDENTIFICATION — OF 00h {Level 03+ only}
To obtain additional changsr information and options

EXPANSION FEATURE ENABLE ~ OF 01h {Level 03+ only)
To enable desired options

EXPANSION SEND DIAG STATUS — OF 05h {Level 03+ & option b1 only)}
To request the changer to report its current state of operation

TUBE STATUS - 0Ah (Note 1)
To obtain tube status / change information

COIN TYPE — 0Ch
To enable desired coin acceptance and disable manual coin payout if
desired

Note 1 - A minimum 500 msec delay is required betwesn a raset {regardless
of type) and the first TUBE STATUS command for certain models of the
existing MDB coin changer field base.

MDB/ICP Version 4.2 February, 2011 He3
Peltionss &xibii10e:1134. o
Exhibit 1006

Page 63



Multi-Drop Bus / Internal Communication Frotoco

YO Command Code Changer Response Data
SETUR O8H 23 bytes: 21 - 223
Z1= Changer Feature Level - 1 byle

indicates the feature level of the changer. This will distinguish
the changers feature level {o the VMC. Current defined levels:

Level 2: Supports “core” command set. These are:
RESET, STATUS, TUBE STATUS, POLL, COIN
TYPE, and DISPENSE. (21 = 02h)

Lavel 3: Supports level two and the EXPANSION
command addition changer model number,
manufacturer code, turning revision, stc. See the
details of EXPANSION command later in this
document. {(Z£1=03h)

22 -£3= Country / Currency Code - 2 bytes

The packed BCD country / currency code of the changer can be
sent in two different forms depending on the value of the left
most BCD digit.

if the left most digit is a 0, the International Telephone Code is
used to indicate the country that the changer is set-up for. For
example, the USA code is 00 01H (12 = 00 and 23 = 01).

if the left most digit is a 1, the latest version of the IS0 4217
numeric currency code is used (see Appendix A1) For
example, the code for the US dollar is 18 40H (22 = 18 and Z3
=40y andforthe Eurc is 1978 (22 = 19 and £3 = 78).

All new designs after July, 2000 must use the IS0 4217
numeric currency codes as listed in Appendix A1,

Z4 = Coin Scaling Factor - 1 byle
All accepted coin values must be evenly divisible by this
number. For example, this could be set to 05H for the USA
nickel.

25 = Decimal Places - 1 byte

indicates the number of decimal places on a credit display. For
example, this could be set to 02H in the USA

MDB/ICP Version 4.2 February, 2011 Hed
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8- 27 = Coin Type Routing -~ 2 bytes
Indicates what coin types can be routed to the Changer's tubes.

b1 b14 13 bi12 b1t BI0 b8 DB | bY b6 bBS b4 b3 bZ bl LU
6 Z7

Bit is set to indicate a coin type can be routed {o the tube. Valid
coin types are 0o 15.

28 - 223 = Coin Type Credit - 16 bytes

indicates the vaiue of coin types 0 to 15, Values must be sent
in ascending ordar. This number s tha coin's moneatary valus
divided by the coin scaling factor. Unused coin types are sent
as O0H. Unsent coin types are assumed to be zero. itis not
necessary {0 send all coin types. Coin type cradits sent as FFH
are assumed o be vend tokens. That is, their value is assumed
o worth one vend.

The bytes position in the 16 byte string indicaies the coin
typa(s). For example, the first byte sent would indicate the
value of coin type O, the second byte sent would indicate the
value of coin type 1, and st on. For example, the USA coin
types may be, Coin type 0 = nickel, Coin typa 1 = dime, Coin
type 2 = quarter, Coin type 3 = dollar.

YO Command Code Changer Response Data
TUBE STATUS OAH 18 bytas: 21 - 218

21 -Z22 = Tube Full Status - 2 bytes

indicates status of coin tube for coin types 0 io 15.

BtS bi4 b13 bi12 b1t Bi0 bY b8 | b7 bE bE b4 b3 b2 bl bO
£ £2

A bit is set to indicate a full tube. For example, bit 7 = set would
indicate the tube for coin type 7 is full

23 -Z18 =  Tube Status - 18 byles
indicates the greatest number of coins that the changer “knows”

definitely are present in the coin fubes. A byles position in the
16 byte string indicates the number of coins in a tube fora
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particular coin type. For example, the first byte sent indicates
the number of coing in a tube for coin type 0. Unsent bytes are
assumed to be zero. For tube counts greater than 2585, counts
should remain at 255,

NOTE: if a changer can detect a tube jam, defective tube sensor, or
other malfunction, it will indicate the tube is "bad" by sending a tube full status
and a count of zero for the malfunclioning coin type.

YMO Command Code Changer Response Data
POLL OBH 16 bytas: 21 - 216

Z1-Z216 = Changer Activity - 10 bytes

indicates the changer activity. if there is nothing o report, the
changer should send only an ACK. Otherwise, the only valid
reEsponses arg:

Coins Dispensed Manually:
21 £2
(Tyyyxxxx) {(zzzzzzzz)

yyy = The number of coins dispensed.
00X = The coin type dispensed (0 to 15)
2Z7ZIIIT = The number of coins in the tube.

Coins Deposited:
£1 £2
(Olyyoox)  {(222z2277)

¥y = Coin routing. 00 CASH BOX

01: TUBES

10: NOT USED

11 REJECT
KXKX = Coin type deposited (0 to 15).
22222227 = The number of coins in the tube

for the coin type accepted.

Status:
(00000001 = Escrow requesﬁ - An escrow lever activation
has been detected.
(000C0010) = Changer Payout 8usy2 ~ The changer is busy
activating payout deviceas,
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Slug:

NOTES:

(00000011) =

(00000100) =

(00000101) =
(00000110) =
(00000111) =

(00001000) =

(00001001) =

(0O001010) =

(00001011) =

(00001100) =

(00001101 =

(00100 =

Mo Credit! - A coin was validated but did not
get to the place in the system when credit is
given.

Defective Tube Sensor? - The changer has
detected one of the {ube sensors behaving
abnormally.

Double Arrivall - Two coins were detected too
close together to validate either one.

Acceptor Unpiuggedz - The changer has
detected that the acceptor has been removed.
Tube Jam? - A tubs payout attempt has
resuited in jammed condition.

ROM checksumn error! - The changers internal
checksum does not matceh the calculated
checksum.

Coin Routing Errort - A coin has been
validated, but did not follow the intended
routing.

Changer Busy2 - The changer is busy and can
not answer a detailed command right now.
Changer was Reset! - The changer has
detacted an Reset condition and has returmned
to its power-on idle condition.

Coin Jam® - A coin(s) has jammaed in the
acceptance path.

Possible Credited Coin Removail - There has

been an attempt to remove a credited coin.

Note:
- changers must have a means o disable this

code dus o potential older VMC issues.

virtually all VMCs designed prior to this code’s

introduction (10/16/02) will not support it

tis a vending machine systemissue as o

what is done when this code is received.

XXX 18 the number of slugs since the last
activity.

The Changer may send several of one type activity™, up to 18 byles
total. This will permit zeroing courters such as slug, inventory, and
status.

1  Sent once each occurrence
2 Sent once each POLL

MDB/ACE Version 4.2

* Type activily is defined as Coins Dispensed Manually, Coins Deposited,
Status, and Slug. All may be combined in a response to a POLL command
providing the total number of bytes does not exceed 18, Note that Coins
Dispensed Manually and Coing Deposited are dual byte codss.
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File Transport Layer POLLed responses:

Noie that all FTL responses are defined in Section 2.6, For the coin changer,
the source address will always be the changer (08H) as defined in Saction

2.3

L1

18 REQ TO RCV The coin changer is requesting o
receive data from a device or VMC.
£2 = Destination address of response
Z3 = Source address of response (08H)
Z4 = File iD
Z5 = Maximum length
26 = Control

1C RETRY/DENY The coin changer is requesting a device or
VMC to refry or deny the last FTL
command.
£2 = Destination address of response
Z3 = Source address of response (08H)
Z4 = Retry delay

10 SEND BLOCK The coin changer is sending a block of data
{maximum of 31 bytes) to a device or VMO,
22 = Destination address of data
23 = Block #
£4-£34 = Data {maximum of 31 bytes)

1E OK TO SEND The coin changer is indicating that it
is OK for a device or VMC {0 send it data.
Z2 = Destination address of response
£3 = Source address of response (08H)

1F REQ TO SEND The coin changer is requesting o
send data to a device or VMC.
Z2 = Destination address of response
Z3 = Source address of response (08H)
24 = File 1D
£5 = Maximum length
26 = Control
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VMG Command Caode YMC Data
COIN TYPE OCH 4 bytes: Y1 -Y4

¥Y1-Y2 = Coin Enable -~ 2 bytes

bts bi1d b13 biZ b1t BI10 b8 LB | b7 b6 hS b4 B3 b2 bl bO
Y1 Y2

A bit is set to indicate a coin type is accepted. For example, bit 6 is sef to
indicate coin type 6, bit 15 is set {o indicate cointype 15, and soon. To
disable the changer, disable all coin types by sending a data biock containing
QO00H. All coing are automatically disabled upon resat.

Y3 -Y4 = Manual Dispense Enable - 2 bytes

b1 bi4 P13 bi12 b1t bi0 b8 b8 | bY bS b3 b4 b3 b2 bl b0
¥3 Y4

A bit is sel to indicate dispense enable. For example, bit 2 1s set {0 enable
dispensing of coin type 2. This command enables/disables manual
dispensing using optional inventory switches. All manual dispensing switches
are automatically enabled upon reset.
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VMO Command Lode VMO Data
DISPENSE OOH 1 byte: Y1

b7 b6 b5 b4 L3 bZ bl bl
Y1

Bits b3, b2, b1, bl indicate coin type 1o be dispensed. Valid codes are OH to
FH {o indicate coin types 0 to 15,

Bits b7, b6, b5, b4 indicate the number of coins {0 be dispensed.

NOTE 1: if two coin types have the same valug, the highest coin type
should be paid out first.

NOTE 2: Thers is no defined limit on how long the actual dispense takes
since the command allows forup to 15 coins 1o be paid out. The
payout cycle begins when the changer ACKSs the VMC's
DISPENSE (0DH) command. This cycle typicaily lasts a
minimum of 100 mS and ends when the changer stops
dispensing the desired number of coing. VMCs should monitor
the Changer Payout Busy response {o the POLL command to
determine when the entire payout cycle is completed.

However, it must be noted that other than ACKing the
DISPENSE (ODH) command, the changer doss not have to
respond during the payout cycle provided the payout cycle is
less than the changer's non-response time and the changer
starts responding again prior {0 the end of the non-response
fime. Thus, it is acceptable for the changer (o never report
Changer Payout Busy, but simply start ACKing the POLL
commands upon completion of a payout cycle provided the non-
response time has not been exceeded.
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LEVEL THREE CAPABILITIES - EXPANSION COMMAND
The following describes the currently defined expansion commands.

Sub-command O0H is used for a changer that has the capability of reporting
model number, serial number, and so on.

VMG Command Code Sub-Command Changer Response Data
EXPANSION OFH  0O0H 33 bytes: Z1 - £33
COMMAND IDENTHFICATION

Z1-Z3 = Manufacturer Code - 3 bytes
identification code for the equipment supplier. Sent as ASCH
characters. Currently defined codes are listed in the EVA
document entitled "European Vending Association Data
Transfer Standard’ (EVA-DTS), the Audit Data Lists section,
sub-section 2, "Manufacturer Codes”.

Z4 - Z15 = Serial Number - 12 byles

Faciory assigned serial number. All bytes must be sent as
ASCI characters, zeros (30H) and bianks (20H) are acceptabie.

A6 - 22

~d
i

Model #/Tuning Revision - 12 bytes

Manufacturer assigned model number and tuning number. All
bytes must be sent as ASCH characters, zeros {30H) and
blanks (20H) are acceptable. Each manufaciurer should
include information conceming the changer tuning revision.

228 - 229 = Software Version ~ 2 bytes
Current software version. Must be sent in packed BCD.
£230 - 233 = Qptional Features - 4 bytes

Each of the 32 bits indicate an optional features availability. If
the bit is set the feature is available. Bits should be sent in
descending order, 1.e. bit 31 is sent first and bit 0 is sent last.
Currently defined options are:

b0 - Alternative Payout method. This method allows
changer designs that determine change payoul.
That is, the pavout aigorithm may reside in the
changer instead of the VMC.
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bt - Extended Diagnostic command supported. This
command allows the VMC to request diagnostic
status of the coin changer.

b - Controlled Manual Fill and Payout commands
supported. These commands allows the VMC to
request the number of coin inserted or dispensed
while the changer was in a controlied manual fill
or pavback mode.

b3 - File Transport Layer (FTL) supported as defined
in Section 2.6.
bd - b31 Available for future use

VMO Command Code Sub-Command VMO Data
EXPANSION OFH  O1H 4 bytes: Y1 -Y4
COMMAND FEATURE ENABLE

This command is used to enable each of the optional features defined in Z30-
233 above. To enable a feature a bit is set to one. Al optional features are
disabled after reset.

VMC Command Code Sub-command VMO Data Changer Response

EXPANSION OFH O2H Y1 None
COMMAND PAYOUT
(Altermnative
Payout)
¥i= Value of coins to be paid out - 1 byte

This value is expressed as the number of coin scaling factors
that would sum to the value. For example, in a USA system
using a scaling factor of 05, if the change to be paidout is 75
cents, then Y1 will squal fiftean. That is, the sum of fiftean
nickels equal 75 cents. The coin changer will determine which
actual denominations of coins will be paid out. Inthe 75 cent
example, the coins may be 3 quarters; or, 7 dimes & 1 nickel;
or, 2 guarters & 2 dimes & 1 nickel, etc.
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VMO Command Code Sub-command VMO Data Changer Response

EXPANSION OFH 03K None 16 bytes: £1-216
COMMAND PAYOUT STATUS
(Alternative

Payout)

Z1 - 216 = Number of each coin type paid out -~ 18 byles

This is the changer's response o the last VMO Alternative
PAYOUT command (OFH-02H). Byles are sent in ascending
order of coin types. A bytes position in the string indicates the
coin type. That is, byte one is the number of coins for coin type
1, byie two is the number of coins for coin type two, and so on.
Unsent bytes are assumed {o be zero.

The changer clears payout data after an ACK response from
the VMC.

The VMC should compare the value of the coins paid cut to the
(OFH-02H) Alternative PAYOUT command’s Y1

NOTES: 1) i the changer's payout is busy it will respond to the
Alternative PAYOUT STATUS command with an ACK only.

2} H no coins have been paid out, at least one zero valued data
byte must be sent.

3) There is no defined limit on how long the actual payout
takes. See Note 2 under the DISPENSE (ODH) command.

VMO Command Code Sub-command Changer Response Data
EXPANSION OFH 044 1 byte: 21
COMMARND PAYOUT VALUE POLL
{Alternative
Payout)
21 = Changer Payout Activity - 1 byle

Ar interval value (scalad) which indicates the amount of
paid out change since the previous PAYOUT VALUE
POLL (or between the initial Alfernative PAYOQUT
command (OFH-02H) and the first PAYOUT VALUE

POLLY.
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An O0H response indicates no coins were paid out since
the previous PAYOUT VALUE POLL (or the initial
Alternative PAYOUT command (OFH-02H)).

An ACK only indicates that the change payout is finished.
This should be followed by the PAYOUT STATUS
command (OFH-03H) to obtain the compleie payout data.

NOTE: The initial intent of this command is to determine the amount of
change paid out so that the credit display can be decrementead as coins are

dispensed.
VMO Command Code Sub-Command Changer Response Data
EXPANSION OFH  0O&5H 2 bytes: £1-22
COMMAND SEND DIAGNOSTIC STATUS

Send Current Diagnostic Status - This command reguests the changer o report
its current state of operation. The VMC should pericdically transmit the command
approximately every 1 to 10 seconds.

Z1-22 = Current changer diagnostic information

The changer reports its current stale of operation in a 2 byte code. £1 is the
main code and Z2 is the sub-code. The code is reported as long as the
condition exists and stops being reported as soon as the condition does not
exist. Multiple 2 byte codes may be sent in response to a single command
which could rasult in @ maximum of eight 2 byte codeas (16 bytes total).

The following tables identify the currently defined extended diagnostic codes:

MDB/ICP Version 4.2 February, 2011 5014
Pelfionss &xibii199e:1205, o
Exhibit 1006

Page 74



Multi-Drop Bus / inte

21122 Status Cause{s) of Status / Error

01700 Powering up Changer powering up / initialization

gz /00 Powering down Changer powering down

03700 OK Changer fully operational and ready to
accept coins

04 /00 Keypad shifted MODE key pressed and held so that

LED flashes indicating keypad in shifted
state. Reverts to normal mode if no key
pressed for 15 seconds

05710 Manual Fill / Payout active iManual Fill or Manual Payout mode of
operation in progress (under control of
the changer). This response must be
reported at least once o allow the VMC
to request a manuatl fill or manual
payout report.

057120 New Irnverntory Information iChanger not in Manual inventory mode,
Available but new inventory information available.

06/ 00 inhibited by VMC All coin acceptance inhibited af request
of VMC, possibly due to product
dispenser jams, completely sold out,
gte.

104 22 General changer error £2 defined as:

88 Non specific error.

81 Check sum error #1. A check sum error
over a particular data range of configuration
field detecied.

82 Check sum error #2. A check sum error
over a secondary data range or
configuration field detected.

83 Low lins voliage detected. The changer
has disabled accsptance or payoui due to a
low voltage condition.
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£1122

Status

Cause{s) of Status / Error

1722

Discriminator module
arror

Z2 defined as:
£§8 Non spacific discriminator error.
18 Flight deck opsn.
11 Escrow Return stuck open.
38 Coin jam in sensor.
41 Discrimination bslow specified standard.
8@ Validation sensor A out of range. The
acceptor detects a problem with sensor A,
81 Validation sensor B out of range. The
acceptor detects a problem with sensor B.
82 Validation sensor C out of range. The
acceptor detscts a problem with sensor C.
83 QOpesrating temperature exceeded. The
acceptor detacts the ambisnt tamperature
has exceedsd the changer's operating
range, thus possibly affecting the
acceptancs rate.
84 Sizing optics fallure. The acceptor
detects an error in the sizing oplics,

12122

Accept gate module error

Z2 defined as:
88 Non specific accept gate error.
38 Coins entered gats, but did not exit.
31 Accept gate alarm aclive.
48 Accept gate open, but no coin detecied.
58 Puost gate sensor covered before gate

opened,

Separator module error

22 defined as:
88 Non spscific separator error
18 Sori sensor error. The accaptor delects
an errer in the sorting sensor.

147722

Dispenser module error

22 defined as:

88 Non specific dispenser erior.

15172

Coin Casselte / tube
module error

22 defined as:
g4 Non specific casselie error.
82 Casselte removed.
83 Cash box sensor error. Thea changer
detects an error in a cash box sensor.
84 Sunlight on tube sensors. The changsy
detects too much ambient light on one or
mare of the tube sensors.
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Diagnostic Status EVA-DTS Correlation

The Extended Diagnostic information reported may be used by the vending machine
controller as desired (i.e., service mode displays); however, EVA-DTS data
elements could also be used for reporting 1o a host system. Examples are:

o Via a transiation of the Z21/Z22 code to one of the Fault Lists as describad
in Section 10 of the EVA-DTS.

¢ Via the EA201 Event ldentification element with the format EAxxyy where
xx =24 and yy = £2.

¢ Via a customer / manufacture specific coding scheme using the MASxx
fields.

YO Command Code Sub-Command Changer Response Data
EXPANSION OFH  08H 16 bytes Z21-£16
COMMAND SEND CONTROLLED MANUAL FILL REPORT

Send Controlled Manual Fill Report - This command requests the changer to
report the number of coins inseried during a changer controlled manual fill
{controlled bulk fill) mode. While in this mode, the changer must not report coins
inserted in response o the POLL command.

£1-2186 = number of controlled manual mode filled coins (by coin type)

A single byte is reported for each coin type, 0 1o 15, For example, £1 =
number of coins of coin type 0 added in a controlied manual fill mode. Any
amount above 255 will be reported as 255, Le. it will reach a maximum Himit.

Only coin types supported are required 1o be reported. Counts for unsent
coins types will be assumed o be unchanged.

Notes: After power on, changer reset, closing of the machine door, or a change in
controlled manual fill status in the changer {(changer indicated it was in controlled
manual fill mode via CMOS10 then changed to any other state) the machine should
request the controlled manual coin fill data from the changer using the above
command.

See EVA-DTS correlation at end of SEND CONTROLLED MANUAL RPAYQUT
REPORT (OF-O7H) command.
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VMO Command Code Sub-Command Changer Response Data
EXPANSION OFH O7H 18 bytes Z21-216
COMMAND SEND CONTROLLED MANUAL PAYOUT REPORT

Send Controlied Manual Payout Report - This command requests the changer
to report the number of coins dispensed during a changer controlied manual pavout
{controlled bulk dispense) mode. Note that this does not include the coins
dispensed via the individual dispense swilches.

If the naw Controlled Manual Fill / Payout command is implemented in tha coin
mech and enabled by the ¥MC (OFh, O1h, bit 2 of Y1 to Y4), while in a controlied
manual payout (dispense) mode, the changer must not report the coins paid out in
response to the POLL command. Conversely, if the changer does not support the
new command or the VMC doeas not enable #, the changser should report the coins
paid out in response io the POLL command.

Z1-£16 = number of controlled manual mode dispensed coins {by coin type}

A single byte is reported for each coin type 0 {6 15, For example, £1 =
number of coing of coin type O dispensed in a controlled manual payout
mode. Any amount above 255 will be reported as 255, Le. it will reach a
mapamum limit,

Only coin types supported are required {o be reported. Counts for unsent
coin types will be assumed {0 be unchanged.

Note: After power on, changer reset, closing of the maching door, or a changs in
controlled manual payout staius in the changer {changer indicated it was in
controlled manual payout mode via CMO0510 then changed o any other siate) the
maching should requast the controlied manual coin payout data from the changer
using the above command.

Controlled Manual Fill / Payout EVA-DTS Correlation

The conirolled manuai fill and payout coin information may be used by the vending
machine controlier as desired (i.e., service mode displays); however, EVA-DTS data
glements could be used for reporting to a host system. Examples are:
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CA3XX CAdXX

Controllied Manual Fill GF06 nfa
VMG Tube Fill VMC nfa
Controlied Manual Payout nfa OFQ7*
VMO Coin Payout nfa VMO
Manual Dispense Switches nila 0B

CAT704

GF08
VMO

nia
néa
nfa

*if extended OF06 & OF07 commands are implemeanted.
If extended GF06 & GFOT7 commands are not implemented in the coin mech
or not enabled by the VMC, the coin mech will respond to the POLL

command with the controlled manual payout coin

8.

CA1705

nia
nia

OFO7
VMO
08

With the above, the CA3IXX & CA4XX fields can continue 1o be the primary fields for
cash audit and the CA1704 & CA1T0S fields can be used for indicating controlied

manually filled / dispensed coins.

Coin Tube Audit Fields

As a reference, below are the agreed CA17XX data elements that provide detailed
coin iube count information and controlied-manual coin tube insertion / dispense
information. These were approved by the EVA - DTS Technical Sub Committes on

January 27, 1997,

Biock Data Charac- Length
identifier Contentis teristic Min
Refersnce
CAY7 Coin Type Number N 01 03
{per MDB coin type}
Yalue of Coin N 01 08
Number of Coins N o1 {8
in Tube
Number of Coins N 01 08
inserted during
Controlied-Manual Fill
Number of Coins M {1 08

Dispensed during
Controlled-Manual Payout

MDB/ICP Version 4.2 February, 2011
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Definitions:

CATT01 The coin type number as referred {0 in the MDB interface
Specification. If not an MDB system, the number represents the coin's
position in the coin set starting with the lowest value coin accepted. Note if
two or more vintage of the same coin is accepted, the oldest one is first.

For example, the Canadian coin types may be:

0 Old Nickel 3 Quarter
1 New Nickel 4 $1 Dollar
2 Dime 5 $2 Dollar

CA1702 The cash value of the coin {units base).

For example, the Canadian coin types would be:

Nicka 5 $1 Dollar 100
Dime 10 $2 Dollar 200
Quarter 25
CA1TO3 The number of coing in tha coin tube {(or tubes if mulliple tubes

per coin) that are reported by the coin mech during normal vending
operations. Note that this is the "best known fube count” and may be
naccurate f coins were manuaily added or removed by hand.

CA1704 The number of coing inserted while the changerwas in a
Conirolled manual fill mode. Controlled manual fill indicates that the coins
ara being inserted under the control of the coin mech ar VMC. Coins are not
being loaded by hand through the tops of the tubes.

CAT7T05 The number of coins dispensed while the changer was in a
controlied manual payout mode. Controlled manual payout indicates that the
coins are being dispensed under the control of the coin mech or VMC. Coins
are not being removed by hand by "dumping” the tubes.
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VMO Command Code Sub-command VMO Data Changer Response
EXPANSION OFH FAH Y1-Y5 21 - Zn {immediate o
COMMAND FTLREQ TO RCV POLLad)

The VMC is requesting to receive data from the changer whose destination
address will always be (08H). Note that all FTL Commands / Responses are
defined in Section 2.6.

¥1 = Dastination address of command {(J8H)
Y2 = Source address of command
Y3 = File 1D
Y4 = Maximum length
Y& = Control
£l = 1DH which indicates SEND BLOCK
Z2 = Destination address of data
I3 = Block #
24 - 234 = Data {(maximum of 31 bytes)

or
Z1 = 1CH which indicates RETRY / DENY
L2 = Destination address of response
Z3 = Source address of response (08H)
24 = Retry delay

VMO Command Code Sub-command VMO Data Changer Response
EXPANSION OFH FBH Y1-¥3 None
COMMAND FTL RETRY / DENY

The VMC is retrving, denying, or aborting a data transfer toffrom the changer
whose destination address will always be (08H). Note that all FTL
Commands / Responses are defined in Section 2.6.

¥1 = Destination address of command (J8H)
Y2 = Source address of command
Y3 = Retry delay
MDB/ICP Version 4.2 February, 2011 5021
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YMO Command Code Sub-command VMC Data Changer Response
EXPANSION OFH FCH Y1-¥Y33 None
COMMAND FTL SEND BLOCK

The VMC is sending data to the changer whose destination address will
always be (0BH). Note that ali FTL Commands / Responses are defined in

Section 2.6.
Y1 = Dastination address of command & data (08H)
Y2 = Block #

Y3 -Y33 = Data (maximum of 31 bytes)

VMO Command Code Sub-command VMO Data Changer Response
EXPANSION OFH FDH Y1-Y2 £4-£34 (immediate or
COMMAND FTL OK TO SEND POLLed)

The VMC is indicating that it is OK for the changer to transfer data. The
destination address will always be the changer (08H). Note thatall FTL
Commands / Responses are defined in Section 2.6.

¥1 = Dastination address of command {(J8H)
¥2 = Source address of command

21 = 10H which indicates SEND BLOCK

22 = Destination address of data

£ = Source address of data

Z4 - 234 =  Data {(maxamum of 31 bytes)

MDB/ICP Version 4.2 February, 2011 522
Pelfionss &xibii19e:1a13, o)
Exhibit 1006

Page 82



Multi-Drop Bus / Internal Communication Frotoco

YMO Command Code Sub-command VMC Data Changer Response
EXPANSION OFH FEH ¥1-Y5 24 {immediate or
COMMAND FTL REQ TO SEND POLLed)

The VMC is requesting to send data to the changer whose destination
address will always be (08H). Note that all FTL Commands / Responses are
defined in Section 2.6.

Y1 = Dastination address of command (08H)

Y2 = Source address of command

Y3 = File ID

Y4 = Maximum length

Y5 = Control

21 = 1EH which indicates OK TO SEND

£2 = Destination address of response

Z3 = Source address of response (08H)
or

Z1 = 1CH which indicates RETRY / DENY

22 = Dastination address of response

£3 = Source address of response (08H)

Z4 = Hetry delay

VMO Command Code Sub-command VMO Data Changer Response

EXPANSION OFH FFH ¥Y1-¥n Z1-Zn
COMMAND DIAGNOSTICS
Y1-¥Yn =  Device manufacturer specific instruction for implementing

various manufacturing or test modes. Y1 - Yn implies that any
number of byles can be used for the VMC data to the
peripharal.

21 -£n Device manufacturer specific responses after receaiving
manufacturing or test instructions. 21 - Zn implies that any
number of bytes can be used for the changer response dala

from the pearipheral.
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§.4 Changer Non-Response Time

The maximum non-response time for the changer is two seconds.

5.5 Changer Power Requirements

The current draw for any changer must fall within the Tollowing limits. Al
measurements are at the minimum VMO Voliage Output.

idle mode =

Coin acceptance

Coin payout =

200 mA. (max. ) continuous

1.8 A {max. } for up 1o 2 seconds

(For coin changers using solenocid based payout
mechanisms - typical of 3 tube changers sold in
the US market. Vending machines sold into the
US market are required 1o supply this power.)

1.0A {max. ) for up to 2 seconds

(For coin changers using motorized payout
mechanisms ~ typical of 4 tube changers.)

3.6 A {max.)Tor 100 mS. with 400 mS. idle
current betweaen pulses during the coin payout
cycle.

{For coin changers using solenoid based payout
mechanisms - typical of 3 tube changers sold in
the US market. Vending machines sold into the
US market are required to supply this power.)

1.8 A {max.) during the coin payout cycle.

{(For coin changers using motorized payout
mechanisms - typical of 4 {ube changers.

See Note 2 under the DISPENSE {0DH) command for further information on the

coin payout cycles.)

Note: If both peripherals are supportad, vending machines should be able to
provide sufficient power to simultaneously supply the above power
requireaments for both the coin changer Coin Acceptance and bill validator
8ill Transport as specified in Section 6.5
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5.6 Coin Acceptor/Changer Examples

Event Exchange
Power up at YMC or JUST RESET received by VMC Reset sequence
any other time without reset sequence Enable sequence
Enter service mode Disable sequence
Enter sales mode Enable sequence
Consumer inseris coin Coin Accept sequence
Credit acceptance is suspended {max. vend price Disable sequence
achieved, free vend token accepled, aic.)
Coins are dispensed Disabie seguence

Dispense sequence
Enable sequence

Error situation is detecled at coin mech. Error sequence

Manual dispense of coins at coin mech. {(only while door Manual Dispense

is open) SS2QUENCe

Manual filling of coing at coin mach. Manual Filling sequence

RESET > Reset command
& ACK
POLL -* Allow peripheral to
€ JUST RESET confirm RESET command
ACK 3
STATUS 4 Collect operational
€ COIN MECH. CONFIG. parameters
ACK 4
EXPANSION/ID 4 Collect asset inf. and
€& COINMECH. ID options list
ACK 4
EXPANSION/ FEATURE -3 Enable compatible options
ENABLE
€& ACK

€ STATUS/ERROR Error sent from coin
ACK b 2 mech.
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TUBE STATUS

Update current tube
TUBE STATUS status counters
ACK
COIN TYPE ENABLE

Enable appropriate coin types

IR Ol

ACK

COIN TYPE ENABLE Disable all coin types

O

ACK

POLL 2
&

COINS DEPQOSITED Coin type, routing, and tube
cournt

ACK

TURBE STATUS > Update current tube
€&  TUBE STATUS status counters
ACK >
DISPENSE 4 Pay out first coin
& ACK
POLL 4 Check to make sure ¢oin
€ PAY QUT BUSY pay out is complete
ACK -
POLL 4 Changer confirms coin
& ACK pay out complete
TURBE STATUS 4 Update current tube
€  TUBE STATUS status counters
ACK >
DISPENSE 4 Pay out second coin
€& ACK afc.
MOB/ACP Version 4.2 February, 2011 526
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EXPANSION/ > Report value to be paid out
ALT. PAY QUT

€ ACK
EXPANSION/ 4 Reqguest paid value
ALT. PAY QUT VALUE
POLL

VALUE PAID value” paid since last VALUE
POLL {(may be 00)

ACK
EXPANSION/ * Request paid value
ALT. PAY QUT VALUE
POLL

& ACK Pay oul is compiete
EXPANSION/ = Reqguest pay out status
ALT. PAY QUT STATUS

& COINSPAID ttemization of coins
ACK = paid
TUBE STATUS = Update current tube

€ TUBE STATUS status counters
ACK -

POLL -3
€ COINS DISPENSED Number, type, and tubs lavels
MANUALLY for coin just manually
dispensed
ACK -3
TUBE STATUS 4 Update current tube
& TUBE STATUS status counters
ACK =3
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EXPANSION COMMAND =
(Send controlled manual

fill report)
& NUMBER OF Number for coins manually
CONTROLLED MANUAL filled, only possible, if the
MODE FILLED COINS changer supporis exiended
diagnostics and/or controiled
manual filled and payout
reports (at least b2 setin the
options bytes)
ACK >
TUBE STATUS 4 Update current tube
€& TUBE STATUS status counters
ACK 4
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Section 6
8ili Validator / Recycler
VMC/Peripheral Communication Specifications

8.1 Introduction

This saction defines the communication byvies sent and received betweaen a Bill
Validator / Recycler and the VMC. In the lext below, all references o “bill
validator” includes the optional bill recycler except where exprassly noted.

As defined in Section 2.3, the bill validator's address is 00110xxxxB (30H).
Unless stated otherwise, all information is assumed {¢ be in a binary format.

Thare are currently two levels of support defined for the bill validator interface,
Level 1 and Level 2. The level of bill validator operation is sent to the VMC in the
response to the STATUS command (defined Iater in this section). The following
paragraphs will define how a VMC should differentiate between each level.

Level 1 Bill Validators

Level 1 bill validators support all standard functions, but do not support any
optional features.

Lavel 2 Bill Validators

Level 2 bill validators support all standard functions plus various optional features
as defined in Section 6.3 under the Expansion command 37-02H. Based on the
optional feature information the VMUC will determine the appropriate operating
mode {in other words, modes that both the bill validator and the VMO can
support), enable any appropriate features by sending an appropriate feature
enable command back to the bill validator, and enter the proper operating mode.
This tachnique allows all VMCs and peripherals to accommodate existing feature
capabilities and provides a means for upgrading Level 2 equipment.

Level 2 bill validator / recyclers will also support all standard functions plus the
optional recycling feature as defined in Section 6.3 under the Expansion
command 37-02H. Additional commands 37-03H through 37-09H aliow control of
the bill recycler. The unit should NOT respond to any Recycler/Dispensor
commands or send any Recycler POLL responses uniess the Bill Recycler
gxpansion commands are enabled by the VMC {(b1=1} and the VMC has
request the DISPENSER SETUP {37 03} command,
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6.2 VMC Commands

Cemmand Hex Code Description

RESET 30H Command for bill validator to seif-reset.
SETUPRP ™ 31H Request for bill validator setup information.
SECURITY 3Z2H Sets Validator Security Mode

POLL 33H Request for Bill Validator activity Status.
BiLL TYPE 34H indicates Bill Type enable or disable.

Command is followed by set-up data.
See command format.

ESCROW 35H Sent by VMC o indicate action for
a bill in escrow.
STACKER 3oH indicates stacker fuil and the
number of bills.
EXPANSION 3I7TH Command to allow addition of features and
COMMAND future enhancements. Level 1 and above bill

validators must support this command.

NOTE: The expansion command is always followed by a sub-command.

*InVersion 1.0 & 2.0, SETUP was called STATUS.
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8.3 VMC Command Format

YMC Command  Code VMO Data
RESET 30H No data bytes

This command is the vehicle that the VMC should use (o tell the validator that it
should return to its default operating mode. It should reject any bills in the
validation process, return any bills in the escrow position, and disable all other
activity until otherwise instructed by the VMC.

The following initialization seqguence is recommended for all new YMCs designed
after July, 2000, It should be used after "power up’, after issuing the RESET
command, after issuing the Bus Reset (pulling the transmit line “active” for a
mirimum of 100 mS8), or anvlime a POLL command results in g “JUST RESET”
response {L.&., periphearal self resels).

POLL -~ 33h
To obtain “JUST RESET response

SETUP - 31h
To obtain bill validator level and configuration information

EXPANSION IDENTIFICATION ~ 37 00h {Level 01+)
To obtain additional bill validator information

EXPANSION IDENTIFICATION w/ OPTION BITS ~ 37 02h {Level 02+ only}
To obtain additional bill vailidator information and options

EXPANSION FEATURE ENABLE - 37 01h (Level 02+ only}
To enable desired options

STACKER ~ 38h
To obtain stacker status and number of bills

BILL TYPE - 34h
To enable desired bill acceptance and desired bill escrow capability
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VMO Command Code Yalidator Response Data
SETUP 31H 27 bytes: 21 - 227
Z1 = Bill Validator Feature Level - 1 byte
Indicates current feature level of the bill validator. Currently defined
levels are:
Level 1 - does not support option bits  (£1 = 01h)
Level 2 - supports option bits (Z1 = 02h)

£2-23= Country / Currency Code - 2 bytas
The packed BCD country / currency code of the bill validator can be
sent in two different forms depending on the value of the left most
BCD digit.

If the left most digit is a 0, the International Telephone Code is used
{0 indicate the country that the validator is set-up for. For exampls,
the USA code is 00 01H (22 = 00 and £3 = 01).

if the left most digit is a 1, the latest version of the 150 4217 numeric
currency code is used (see Appendix A1), For example, the cade for
the US dollar is 18 40H (22 = 18 and 13 = 40) and for the Eurc is
1978 (Z2 =18 and Z3 = 78},

All new designs after July, 2000 must use the 180 4217 numeric
currency codes as listed in Appendix Al.

24 - 25 = Bill Scaling Faclor - 2 bytes
All accepted bill values must be evenly divisible by this number. For
example, this could be sat to D084H for the USA

28 = Decimal Places - 1 byte
Indicates the number of dacimal places on a credit display.  For
exampie, this could be set to O2H for the USA.

£ - 28 = Stacker Capacity - 2 bytes
indicates the number of bills that the stacker will hold. For example,
400 bill capacity = 0180H.

29 -Z210 =  Bill Security Levels - 2 bytes
Indicates the security level for bill types 0 to 15, Since not all
validators support multiple security levels, validators that do not have
this feature must report a "high” security level
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211 = Escrow/No Escrow ~ 1 byte
indicates the escrow capability of the bill validator. if £11 = O0H, the
bill validator does not have escrow capability. f Z11 = FFH, the bili
validator has escrow capability.

212 - Z27 = Bill Type Credit - 16 bytes
indicates the value of the bill types 0 1o 15, Values must be sent in
ascending order. This number is the bili's monetary value divided by
the bill scaling factor. Unused bill types are sent as 00H. Unsent bill
types are assumed to be zero., FFH bills are assumed {o be vend
tokens.

VMO Command Code YMC Data

SECURITY 32H 2 Bytes: Y1 - Y2
Y1-¥2=  Bill Type(s) - 2 bytes

B1S Bid4 b13 bi12 bi1 b10 b8 b8 | b7 b6 bS b4 b3 b2 bt bO
Y1 Y

A bit is set {o indicate the type of bill(s) which are set o a "high”
security level. Note that validators that do not support dual securily
levels should report a "high” security level in the response bytes Z9-
210 1o the STATUS (31H) command.
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YMC Command Lode Validator Response Data

POLL 33H 16 bytes: 21 - 216
£Z1-Z16 = Bill Validator Activity - 16 bytes

Indicates the validator activity, for example, the type and number of
bills accepled, stacker position, recycler actions, or error conditions.
If there is nothing to report, the validator should send only an ACK
{Otherwise, the only valid responses are:

Bilis Accepted:
Indicates the type and number of bills accepted, validator stacker
status, or recycler status. The first four Bill Routing responses (yyy =
000 to 011) should be used to add or subtract credif. The last four
Bill Routing responses (yyy = 100 to 111) are for audit information
(EVS-DTS fields).

£l
{Tyyyxxxx}
Yy = Bill Routing; 000 BILL STACKED X
001 ESCROW POSITION
010; BILL RETURNED _
011 BILL TO RECYCLER'
100 DISABLED BILL REJECTED B
101 BILL TO RECYCLER — MANUAL FiLL*?
110 MANUAL DISPENSE'
111 TRANSFERRED FROM RECYCLER
TO CASHBROX'
XXX = Bill Type (0 to 15)
Notes:

1. These responses can only be sent if the Bill Recycier
axpansion commands are enabled by the VMC (b1=1) and
the VMC has request the RECYCLER ENABLE (37 04)
command.

2. A bill should not be considered secure unless the VMC gets
the Bill Stacked or Bill To Recycler response.

3. If during manual fill mode a bill is put into the cashbox the
validatorfrecycler must report & “BILL TO RECYCLER ~
MANUAL FILL” and "TRANSFERRED FROM RECYCLER TO
CASHBOX.

(Status codes continued on next two pages)
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Status: Bill Validator {Only)

(0000000 = Defective Motor2 - One of the motars has failed to
parform its expected assignment.

(00000010) = Sensor Problem? - One of the sensors has failed
to provide its response.

(00000011 = Validator Eusy2 - The validator is busy and can not
answer a detailed command right now.

(Q0000100) = ROM Checksum ErrorS - The validators internal
checksum does not match the calculated
checksum.

(00000101 = Validator Jammed? - A bill{s) has jammed in the
acceptance path.

(QO00010O)y = Validator was reset? - The validator has been resat
since the last POLL.

(00000111) = Bill Removed? - A bill in the escrow position has

been removed by an unknown means. A BILL
RETURNED message should aiso be sent.

(G0001000) = Cash Box out of pasitiong - The validator has
detaected the cash box {0 be open or remaoved,

(0C001001) = Validator Disabled? - The validator has besn
disabled, by the VMC or bacause of internal
conditions.

(00001010) = Invalid Escrow request’ - An ESCROW command
was requested for a bill not in the escrow position.

(00001011 = Bill Rejected1 - A bill was detected, but rejected
because it could not be identified,

(00001100) = Possible Credited Bill Removal! - There has been
an attempt to remove a credited (stacked) bill.

Naote:
- validators must have a means fo disable this code

due to potential older VMC issuses.

virtually all VMCs designed prior {o this code’s

introduction (10/16/02) will not support it

i is a vending machine system issue as to what is

done when this code is received.

(1 Doooe = Number of attempts to input a bill while validator s
disabled.

NOTE: The validator may send severai of one type activity™ up to 16 bytes total.

Sent once sach occurrence.

Sent once each POLL

Sent once sach occurrence. The validator is then disabled until the condition is
ramoved, Validator will respond with validator disabled until repaired or
replaced.

3 NI =

* Type activity is defined as Bills Accepled and Status. All may be combined ina
response o a POLL command providing the total number of bytes does not
exceed 16.
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Status:
(00100001 =
(0O100010) =
{00100011) =
(00100100) =
(00100101

)
(001001 10)
(00100111)

(00101000) =

(00101001) =

(00101010)
(00101011)
(00101100)
(00101101)
(00101110)
(GO101111)

NOTES:

Mulli-Drop Bus / Internal Communication Profocol

Bill Recycler {Only)
Escrow requesﬂ - An escrow lever activation
has been detected. If a button is present and
activated.
Dispenser Payout Busyz - The dispenser is
busy activating payout devices.
Dispenser Busy2 - The dispenser is busy and
can not answer a detailed command right now.
Defective Dispenser Sensor® - The dispenser has
detected one of the dispenser sensors behaving
abnormaliy.
Not Used
Dispenser did not start / motor prcﬁ:ﬁ@m“L
Dispenser Jam4 - A dispenser payout atiempt
has resulted in jammed condition.
ROM checksum error? - The dispensers internal
checksum does not match the calculated
checksum. (If separate from validator
MICTOprocessor. )
Dispenser disabled — dispenser disabled
bacause of error or bill in escrow position.
Bill waéting2=5 —waiting for customer removal
Not Used
Not Used
Not Used
Not Used
Filled key pressed” - The VMC should request
a new DISPENSER STATUS.

The dispenser may send several of one type activity, up to

16 bytes total include both bill validator and bill recycler. This will permit
Zeroing counters such as inveniory and slatus. These responses can only
be sent if the Bill Recycler expansion commands are enabled by the VMC
{(b1=1) and the VMC has request the DISPENSER SETUP (37 03)

command.

Not used

P GO N -

Sent once each occurrence.
Sent once sach POLL

Sent once each occurrence. The dispenser is then internally disabled

until the condition is removed. If the validator can still be used.
Dispenser will respond with dispenser disabled until the condition is
removed. If the failure affects both the validator and dispenser it will
respond with both validator disabled and dispenser disabled uniil the
condition is removed.

5  VMC must monifor this flag along with the PAYOUT VALUE POLL
command (alternate Poll (33H) and Payout Status (S37H-09H)
commands) to delermine when the recycler dispense operations are
compiete, or if a bill is in the inlet waiting for a customer o remove it
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File Transport Layer POLLed responses:

Note that all FTL responses are defined in Section 2.6, For the biil validator, the
source address will always be the validator (30H) as defined in Saction 2.3,

71

1B REQ TO RCV The bill vaiidator is requesting {o
receive data from a device or VMC.

22 = Destination address of response
23 = Sowrce address of response {(30H)

Z4 = File 1D
£5 = Maximum length
Z6 = Control

1C RETRY/DENY The bill validator is requesting a device or
VMO to retry or deny the last FTL command.

Z2 = Destination address of response
Z3 = Source address of response (30H)
Z4 = Retry delay

10 SEND BLOCK The bill validator is sending a biock of data
{maximum of 31 bytes) to a device or VMC.

Z2 = Dastination addrass of data
£3 = Biock #
£4-234 = Data (maximum of 31 bytes)

1E CK TO SEND The bill validator is indicating that it is OK for
the device or VMC to send it data.

£2 = Destination address of response
Z3 = Bource address of response {30H)

1F REQ TO SEND The bill vaiidator is requesting {o
send data to a device or VMO,

22 = Destination address of response
23 = Sowrce address of response {(30H)

Z4 = File 1D
£5 = Maximum length
Z6 = Control
MDB/CP Version 4.2 February, 2011 69
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YMC Command Lode VMO Data
BILLTYPE 34H 4 bytes: Y1 -Y4

Y1-Yd= Bill Enable - 2 byles

indicates what type of bills are accepled.

bt: bid b13 bi1Z bit b10 b8 bd | b7 6 LS b4 B3 bZ bt bU
Y1 Y2

Bill types are 0 to 15, A bit is set to indicate accepiance of bill type.
NOTE: Sending D000H disables the bill validator,

Y3-Y4 = 8ill Escrow Enable:

B1S bid4 b13 b12 bi1 b10 b8 b8 | b7 b6 bS b4 b3 b2 bt b0
Y3 Y4

Bill typas are O to 15, A bit is set to indicate enable of escrow for a
bill type.

NOTE: On power-up or reset ail bill acceptance and escrow are disabled.

VMC Command Code YMC Data
ESCROW 35H 1 byte: Y1
¥i= Escrow status ~ 1 bvte
FY1=0; Return bill in the escrow position.
Y1 = xxxxxxxt: Stack the bill ("} indicates don't
care)
NOTE: After an ESCROW command the bill validator should respond to a

POLL command with the BILL STACKED, BILL RETURNED, INVALID ESCROW
or BILL TO RECYCLER message within 30 seconds. i a bill becomes jammed in
a position wherg the customer may be able o retrieve i, the bill validator should
send a BILL RETURNED message.

it is the responsibility of the VMC to stack or return any bills in escrow PRIOR 1o
issuing the DISPENSE BILL or DISPENSE VALUE message. Leaving a bill in
escrow position may lead to failled recycler operations.
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YMC Command Lode Validator Response Data
STACKER 36H 2 bytes: Z1-22

Indicates stacker full condition and the number of bills in the stacker.
Z1 Z2

{(FXooo0000)  {OOKKKXX)
F =1 if stacker is full, O if not.

XXXCOCOOoooooo: = The number of bills in the stacker.

LEVEL ONE and TWO+ CAPABILITIES - EXPANSION COMMAND

I order to allow existing VMCs to operate with original Leval 1 or new Level 2 bill
validators, a separate identification sub-command has been introduced to handle
the additional 4 bytes of Option Bit information.

The original sub-command 00H is used for obtaining 21 to £29 identification
information from bill validators. This information includes the modsl number,
serial number, software version, etc, but not the option bits. Note that if a
Level 2+ bill validator is sent the O0H sub-command, it must not report the
£30 to Z33 option bytes.

Sub~command 01H is used for Level 2+ bill validators to enable option bits
reported in the expansion command 0Z2H sub-command below.

The new sub-command 0Z2H is used for obtaining £1 to £33 identification
information from Leavel 2+ bill validators. This information includes the modsl
number, serial number, software version, &te, and the option bits {(£30-£33),

VMO Command Code Sub-Command Validator Response Data
EXPANSION 37H 00H 29 bytes: 21 - 229
COMMAND LEVEL 1 IDENTIFICATION WITHOUT OPTION BITS

Z1-23= Manufacturer Code - 3 byles
identification code for the equipment supplier. Sent as ASCH
characters. Currently defined codes are listed in the EVA document
entitled " European Vending Association Dafa Transfer
Standard’ (EVA-DTS), the Audit Data Lists section, sub-section 2,
"Manufacturer Codes”.

MDB/CP Version 4.2 February, 2011 8+11
Pelfionss &xibii199e:1230 o

Exhibit 1006
Page 99



Multi-Drop Bus / Internal Communication Profoco ‘

24 - Z15 = Serial Number - 12 bytes
Factory assigned serial number. All bytes must be sent as ASCH
characters, zeros (30H) and blanks (Z0H) are accapiable.

216 - 227 = Model #/Tuning Revision - 12 byles
Manufacturer assigned modeal number. All bytes must be sent as
ASCH characters, zeros (30H) and blanks {(20H) are acceptable.

228 - 228 = Software Version - £ bytes
Current software version. Must be sent in packed BCD.

VMO Command Code Sub-Command VMO Data
EXPANSION 37H O1H 4 bytes: Y1 -Y4
COMMAND LEVEL 2+ FEATURE ENABLE

This command is usad to enable each of the Level 2+ optional features defined in
the Level 2+ ldentification response byvles Z30-£33 below. To enable a feature a
bit is set to one. All optional features are disabled after ressat

YMC Command Code Sub-Command Validator Response Data
EXPANSION 37H  O2H 33 bytes: Z1 - 233
COMMAND LEVEL 2+ IDENTIFICATION WITH OPTION BITS

Z1-Z43 = Manufacturer Code - 3 bytes
ldentification code for the equipment supplier. Sent as ASCH
characters. Currently defined codes are listed in the EVA document
entitied " European Vending Association Dala Transfer
Standard” (EVA-DTS), the Audit Data Lists section, sub-section 2,
"Manufaciurer Codes”.

24 ~Z15 = Serial Number ~ 12 byles
Factory assigned serial number. All bytes must be sent as ASCH
characters, zeros (30H) and blanks (20H) are acceptable.

216 - 227 = Model #Tuning Revision - 12 byvtes
Manufacturer assigned model number. All bytes must be sent as
ASCHl characters, zeros (30H) and blanks (20H) are acceptable.

228 -~ £29 = Software Version - 2 bytes
Current software version. Must be sent in packed BCD.

230 - 233 = QOptional Features - 4 bytes
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Each of the 32 bits indicate an optional features availability. if the bit
is set the feature is available. Bits should be sent in descending
order, L.a bit 31 is sent first and bit 0 is sent last. Currently defined

options are:

b0 - File Transport Layer (FTL) supporied as defined in
Section 2.6.

bt - Bill Recycling supported

b2 ~ b31 Available for future use

YMC Command Code Sub-Command Recycler Response Data
EXPANSION 37H  O3H 2 bytes: 2122
COMMAND RECYCLER SETUP

{Bill Recycler)

21— £2 = Bill Type Routing - 2 bytes
indicates what bill types can be routed o the Recycler dispenser.

B1S bid4 b13 bi12 bi1 bi0 b8 b8 | bY b6 bS b4 b3 b2 bt bO
Z1 £2

Bit is set tv indicate a bill type can be routed to the dispenser. Valid bill
types are U 1o 15,

YMC Command Code Sub-Command VMO Data
EXPANSION 37H O4H 19 bytes: Y1~ Y18
COMMAND RECYCLER ENABLE

{Bill Recycler)

¥1-Ye2= Manual Dispense Enable - 2 byles

bts bi4 b13 bi2z bit b10 b8 b8 [ b7 b8 S b4 B3 b2 bt bl
Y1 Y2

A bit is sel to indicate manual dispense enable. For example, bit 2 is setto
enable manual dispensing of bili type 2. This command enables/disables
manual dispensing using optional inventory switches. All manual
dispensing swilches are automatically disabled upon resel.

MDB/CP Version 4.2 February, 2011 68+13
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Y3 -Y18 = Bills Recycler Enabled - 16 byles

indicates which bills will be routed to the Recycler:
0 = Bill type disable
1 = Only High qualitybills are used
2 = Only High and Medium quality bilis are used
3 = Use ail possible bills (this is the recommended setting —
the recycler will use its internal sstting to determine what bill
are put inic the recycler)

Note: Y3 = Bill Type O while Y18 = Bill type 15

VMO Command Code Sub-Command Recvcler Response Data
EXPANSION A7H 0O5H 24 bytes: 21 - 234
COMMARND BILL DISPENSE STATUS
{Bill Recycler)

Z1-Z2= Dispenser Full Status - 2 bytes

Indicates status of dispenser for bill types G to 15

bts bi4 b13 bi2z bit b10 b8 b8 [ b7 b8 S b4 B3 b2 bt bl
Z1 Z2

A bitis set to indicate a full dispenser. For example, bit 7 = set would indicate
the dispenser for bill type 7 is full.

Z3 - 234 = Bill Count - 32 byles

Indicates the greatest number of bills that the dispenser “knows” definifely
are present in the dispenser. A word {2 bytes) position in the 32 byte string
indicates the number of bills in a dispenser for a particular bill iype. For
example, the first 2 bytes sent indicate the number of bilis in a dispenser
for dispenser type 0. Unsent bytes are assumed {0 be zero. For dispenser
counts greater than 65535, counts should remain at 65535,

NOTE: If a dispenser can detect a dispenser jam, defective dispanser
sensor, or other malfunction, it will indicate the dispenser is "bad” by sending a
dispenser full status and a count of zero for the malfunctioning bill type.
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YMC Command Code Sub-Command VMO Data
EXPANSION 37H  0O6H 3 bytes: ¥1 -Y3
COMMAND CISPENSE BILL

{Bill Recycler)

¥1= Bill type o be dispensed

b7 b6 b5 b4 03 b2 b1 bO

Bits b7, b6, b5, bd = 0.
Bits b3, b2, b1, bl indicate bill type o be dispensed.

Valid codes are OH to FH {o indicate bill types Cto 15,
Y2-Y3= Number of bills 10 be dispensed of bill type defined in Y1

There is no defined limit on how long the actual dispense takes since the
command allows for up 1o 85535 bills to be paid oul. The pavout cycle
begins when the dispenser ACKs the VMC’s DISPENSE BILL command.
The VMC should wait al least 30 seconds per bill. If the VMC wanis to
stop the dispensing of bills it can send the CANCEL command.

The VMC must send the PAYOUT VALUE POLL message during the
dispense operation to monitor payout, decrement the vendor display, and
determine when the operation is complete. The VMC must also send the
POLL command to determine if any bills are moved from the recydler (o
the cashbox or a bill is in the inlet waiting for a cusiomer to remove il
After the dispense operation is complete the PAYOUT STATUS command
must be sent {o determine what bills were dispensed.

Only one payout operation (DISPENSE BHLL or DISPENSE VALUE) may
be gclive at one time. The bill validator is not expecied o buffer additional
dispense or payout commands while the current command is active. In
addition, the VMC should not issue the DISPENSE BILL command if a bill
is waiting to for customer removal or if any bills are in the escrow position.

VMO Command Code Sub-Command VMO Data
EXPANSION arTH OTH 2 bytes: Y1, Y2
COMMAND DISPENSE VALUE

{Bill Recycler)

Y1 -Y2= Value of bills to be paid out.

Y1 and Y2 are defined as the total value of bills to be paid out. This valus
is expressed as the actual credit value divided by the bill scaling factor.
For example, in a USA system using a scaling factor of 100 (84H), if the
change o be paid out is $15.00, then Y1 will equal 15. The bill dispenser
will determine which actual denominations of bills will be paid out. In the

MDB/CP Version 4.2 February, 2011 8+15
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$15.00 example, the bills may be 2 35 bills; or, 1 $10bill & 1 $5 bill; or, 2
35 bills & 5 $1 bills, efc. .

There is no defined limit on how long the actual dispense takes. The
payout cycle begins when the dispenser ACKs the VMC’s DISPENSE
VALUE command. The VMC should wait at least 30 seconds per bill. If
the VMO wants o stop the dispensing of bills it can send the CANCEL
command.

The VMC must send the PAYOUT VALUE POLL message during the
dispense operation to monitor payout, decrement the vendor display, and
determine when the operation is complete. The VMC must also send the
POLL command to determine if any bills are moved from the recycler to
the cashbox or a bill is in the inlet waiting for a customer to remove il
After the dispense operation is complete the PAYQUT STATUS command
must be sent to delermine what bills were dispensed.

Only one payout operation (DISPENSE BIHLL or DISPENSE VALUE) may
be active at one time. The bill validator is not expected {o buffer additional
dispense or payout commands while the current command is active. In
addition, the VMC should not issue the DISPENSE BILL command if a bill
is waiting to for customer removal or if any bills are in the escrow position.

VMO Command Code Sub-Command Recycler Response Data
EXPANSION 37H O8H 32 bytes: £1 ~ Z32
COMMAND PAYOUT STATUS

{Bill Recycler)

21 - 232 =  Number of each bill type paid cut {2 bytes per bill tvpe).

This is the dispenser's response to the last VMC DISPENSE BILL (37-08)
or DISPENSE VALUE (37-07) command. Byles are sent in ascending
order of bill types. A byie’s position in the string indicates the bill type.
That is, byles one and two are the number of bills Tor bill type 1, bytes
three and four are the number of bilis for bill type two, and so on. Unsent
bytes above the bill types dispensed are assumed 10 be zero.

The dispenser clears payout data after an ACK response from the VMC.

The VMC should compare the value of the bilis paid out fo the VMC
DISPENSE BILL (37-06) or DISPENSE VALUE (37-07) command.

NOTES: 1} i the dispenser’s payout is busy it will respond o the PAYOUT
STATUS command with an ACK only.

MDB/CP Version 4.2 February, 2011 68+16
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2} ¥ no bills have been paid out, al least one zero valued data byte
must be sent.

VMO Command Code Sub-Command Recycler Response Data
EXPANSION arH 08H 2 bytes: Z1 - 22
COMMARND PAYOUT VALUE POLL

{Bill Recycler)

21 -~ 22 = Dispenser Payout Activity - 2 bvles

An interval value (scaled) which indicates the amount of paid out bills since
the previous PAYOUT VALUE POLL (or between the initial DISPENSE
VALUE command and the first PAYOUT VALUE POLL).

A OOH response indicates no bills were paid out since the previous
PAYOUT VALUE POLL (or the initial DISPENSE VALUE command).

An ACK only indicates that the bill payout is finished. This must be
followed by the PAYOUT STATUS command o obtain the complete
payoul data.

NOTE: The initial intent of this command is to determine the amount of bills
paid out so that the credit display can be decramented as bills are
dispensed.

VMO Command Code Sub-Command Recycler Response Data
EXPANSION 37H  OAH None

COMMAND PAYQUT CANCEL

{Bill Recycler)

NOTE: The Recycler should stop the active payout function within 30
seconds. The VMC must continue {0 send the PAYOUT VALUE
POLL until it receives an ACK indicating the payout is complete.
The VMC must then send the PAYCUT STATUS to determine what
bill were dispensead.

The VMC MUST issue this command if it implemeants any type of
payout timeout.

MDB/CP Version 4.2 February, 2011 8+17
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VMO Command Code Sub-command VMO Data Validator Response
EXPANSION 37H FAH Y¥1-¥5 21 {immediate or

\

COMMAND FTLREQ TO RCV POLLed)

The VMU is requesting to receive data from the bill validator whose destination
address will always be (30H). Note that ali FTL Commands / Responses are
defined in Section 2.6,

Y1 = Destination address of command (30H)
Ye = Source address of command
¥3 = File 1D
Y4 = Meaxtimum length
Y5 = Control
21 = 10H which indicates SEND BLOCK
22 = Destination address of data
23 = Block #
£4 - 224 = Data (madamum of 31 bytes)

or
Z1 = 1CH which indicates RETRY / DENY
22 = Destination address of response
23 = Source address of response (30H)
£4 = Retry delay

VMO Command Code Sub-command VMO Data Validator Response
EXPANSION 37H FBH ¥1-¥3 None
COMMAND FTL RETRY / DENY

The VMU is retrying, denving, or aborting a data transfer toffrom the bill validator
whose destination address will always be (30H). Note that all FTL Commands /
Hesponses are defined in Section 2.6,

Y1 = Destination address of command {30H)
Y2 = Source address of command
¥3 = Retry delay

VMO Command Code Sub-command VMO Data Validator Response
EXPANSION 37H FCH ¥1-¥Y33 None
COMMAND FTL SEND BLOCK

The VMU is sending data to the bill validator whose destination address will
always be (30H). Note that all FTL Commands / Responses are defined in
Section 2.6,

MDB/CP Version 4.2 February, 2011 65+18
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Y1 = Destination address of command & data (30H)
Y2 = Block #
¥Y3-Y¥33 = Data (maximum of 31 bytes)

VMO Command Code Sub-command VMO Data Validator Response
EXPANSION 37H FOH Y1-¥2 Z1-Z34 {immediate or
COMMAND FTLOKTO SEND POLLed)

The VMU Is indicating that it is OK for the biil validator to transfer data. The
destination address will always be the validator (30H). Note that all FTL
Commands / Responses are defined in Section 2.6.

Y1 = Destination address of command (30H}
Y2 = Source address of command

21 = 10H which indicates SEND BLOCK

22 = Destingtion address of data

23 = Source address of data

24 - 234 =  Data {maximum of 31 byies)

VMO Command Code Sub-command VMO Data Validator Response
EXPANSION 37H FEH Y1-Y5 21 {immediate or
COMMAND FTLREQ TO SEND POLLed)

The VMC is requesting to send data to the bill validator whose destination address
will always be (30H). Note that all FTL Commands / Responses are defined in
Section 2.6.

Y1 Dastination address of command (30H)

Y2 = Source address of command
Y3 = File 1D
Y4 = Maximum length
¥5 = Conirot
MDB/CP Version 4.2 February, 2011 6819
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21 = 1EH which indicates OK TO SEND

£2 = Deastination address of response

£3 = Source address of response (30H)
or

Z1 = 1CH which indicates RETRY / DENY

22 = Destination address of response

23 = Source address of response (30H)

£4 = Retry delay

VMO Command Code Sub-Command VMO Data Val Response

EXPANSION 374 FFH ¥1-Yn £1-2n
COMMAND DIAGNOSTICS
¥1-¥n = Device manufacturer specific instruction for implementing various

manufacturing or test modeas. Y1 - ¥Yn implies that any number of
bytes can be used for the VMC data to the peripharal

Z1 - Zn Device manufacturer specific responses after receiving
manufacturing or test instructions. Z1 - £nimplies that any number
of bytes can be used for the bill vahlidator response data from the

peripheral.

6.4 Bill Validator / Recycler Non-Response Time

The maximum non-response time for the bill validator is five seconds.

6.5 Bill Validator / Recycler Power Requirements

The current draw for any bill validator must fall within the following limits. All
measurements are at the minimum VYMC Voltage Output.

fdle mode 200 mA. (avg.) continuous

Bill transport 2.5 A {(max.) up to 30 seconds

Bill dispense = 2.5 A (max) up to 30 seconds per bill

Note: If both peripherals are supporied, vending machines should be able io provide
sufficient power {o simultansously supply tha above power requirements for both the bill
validator Bill Transport and coin mechanism Coin Acceptance as specified in Section
55,

MDB/CP Version 4.2 February, 2011 6820
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6.6 Bill Validator Examples

Event

Exchange

Power up at VMO or JUST RESET received by VMC any
other time without reset sequence

Resel seguence
Enable sequence

Mode swilch activated, enter service mode

Disabie sequence

Mode swilch activated, enter sales mode

Enable sequence

Consumer insarts bill

Accepl sequence

Bill in escrow position is stacked

Stack sequence

Bill in escrow position is returned

Return sequence

Error situgtion is detected at validator

Error sequence

Error situgtion is detected at validator/stacker

Stack control seguence

Bill dispense

Bill Dispense request

Value dispense

Value Pavout request

Bill dispense with bill in escrow

Bill Dispense w/ Bill in Escrow

Value dispense with bill in escrow

Value Payout w/ Bill in escrow

Cancel dispense

Value Payout Cancelled

Muitiple dispense

Multiple Dispense (or Payout)
Requesis

RESET -3 Reset command
€&  ACK
POLL 4 Allow peripheral to
& JUST RESET confirm RESET command
ACK =3
STATUS =3 Coliect operational
€& VALIDATOR CONFIG. parameters
ACK 3>
SECURITY 3 Update bill security
€  ACK Levels (Optional)
EXPANSIONAD = Collect asset info.
€& VALIDATORID
ACK -3
FEATURE ENABLE 4
€&  ACK
RECYCLER SETUP 4 If a recycler is available
& BILL ROUTING
ACK 54
RECYCLER ENABLE =4 If a recycler is available
&  ACK

MDB/CP Version 4.2 February, 2011
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STACKER -3 Update stacker count
€ BILL COUNT

ACK 4

BILL TYPE ENABLE 4 Enable appropriate
&« ACK bill types

BILL TYPE ENABLE Disable all bili

ACK types

% ¥

¥

STATUS/ERROR Error sent from
ACK b 4 Bil validator

POLL >

& BILL ACCEPTED Bill type and routing
ACK = (ESCROW POSITION)
ESCROW =3 Send bill to stacker

€&  ACK
POLL =3

&  BILL ACCEPTED Bill type and routing
ACK =3 (BILL STACKED)

FOLL -3
€& BILL ACCEPTED Bill type and routing
ACK -3 (ESCROW POSITION)
MDB/CP Version 4.2 February, 2011 B2
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ESCROW e 4 Return bill to

=  ACK consumer
POLL =3

€ BILLACCEPTED Bill type and routing
ACK e 4 (BILL RETURNED)

POLL -3
€ BILL ACCEPTED Bill type and routing
ACK 4 (BILL STACKED)
STACKER 4 Update stacker count
&  BILL COUNT
ACK d
BILL TYPE ENABLE & Disabile gll bill types, if stacker
is full
=*  ACK

PAYOUT VALUE POLL

- PAYOUT STATUS
MDOBACP Version 4.2

BILL WAITING i Iniet blocked, pending

. customer

intet unblocked

. Dispense # of bilis

- Inlet blocked, bill transferred
- from the recycler to the
: cashbox, or error code

Repeat last 2 commands

. Payout Complete

February, 2011 B8+23

Pefifionsr &XRE100%:18¢ % a1

Exhibit 1006
Page 111



Multi-Drop Bus / Internal Communication Profocol ‘

€  BILLS PAID - Count of each bill type
ACK K T I
BILL DISPENSE STATUS 4
€  DISPENSER STATUS Update Bill counts
ACK -2

> 4
€& BILL WAITING : Inlet blocked, pending
s - customer

“% :

inlet unblocked

- Dispense Value

- inlet blocked, bill transferred
i from the recycler to the
| cashbox, or error code

® Repeat last 2 commands
T T T
__________________________________________________________________________________ € ACK L PEYOU Complete
PAYOUT STATUS T |
€& BILLS PAID . Count of each bill type
3 :

>
& DISPENSER STATUS - Update Bill counts
- N :

e 4
& BILL IN ESCROW
- S

i
CESCROW @Returnbaiato """"""""""""""""""""""""""""""""""
e ACK . consumer
MDBACP Version 4.2  February, 2011 @24
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inlet blocked, pending
- customer

inlet unblocked

. Dispense # of bills

inlet blocked, bill transferred
| from the recycler to the
| cashbox, or error code

Repeat last 2 commands
CPAYOUTVALUEPOLL =
’ | Payout Complete

CBILLS PAID . Count of each bill type
,,,,,, ACK
BILL DISPENSE STATUS =& 5
€& DISPENSER STATUS - Update Bill counts
ACK B |

 BILL IN ESCROW

d A

i Return bili 1o
L oonsumer

ESCROW

Bill type and routing

BILL WAITING  Infet blocked, pending
| i customer

| MDB/CP Version 4.2 | | February, 2011 B82S
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%

intet unblocked

: Dispense value

- Inlet blocked, bill transferred
- from the recycler to the
cashbox, or error code

SYOUL OF aispense I progress

® @

- PAYOUT CANCEL - Request to abort
’ L consumer

X

inlet blocked, bill transferred
i from the recycler to the
| cashbox, or error code

Repeat last 2 commands
POLLTTTy
: - {nlet unblocked

: % | :
& DISPENSER STATUS - Update Bill counts
ka :

MDB/CP Version 4.2 February, 2011 B8+26
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- BILL WAITING inlet blocked, pending
. customer

v

ACK

POLL

1y

inlet unblocked

- DISPENSE BILL . Dispense # of bills

P ¥

33 - Inlet blocked, bill transferred
ACK . from the recycler to the
| cashbox, or error code

S S .00 S S
BILL DISPENSE STATUS =& :
€& DISPENSER STATUS - Update Bill counts
=3
dn
& BILL WAITING - Inlet blocked, pending
| - customer
,,,,,, ACK
POLL

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, i inlet unblocked

e e
POLL - Inlet blocked, bill ransferred
i from the recycler to the
... cashbox, oremorcede
. Repeat last 2 commands
MDB/CP Version 4.2 February, 2011 Be27
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PAYOUT VALUE POLL *
_________________________________________________________________________________ € ACK o PEyout Complete
PAYOUT STATUS = ;
€& | BILLS PAID . Count of each bill type
ACK e e
BILL DISPENSE STATUS >
€&  DISPENSER STATUS Update Bill counts
A
POLL e g :
€& BILL WAITING - Intet blocked, pending
: . customer
ACK 0 T T
POLL 2 i
e UG Inletunblocked
MDB/CP Version 4.2 February, 2011 B5+28
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Section 7
Cashiess Device(s)
VMC/Peripheral Communication Specifications

7.1 Introduction

This section defines the communications bytes sent and received betwean the cashless
device(s) and the Vending Machine Controller (VMC). As defined in Section 2.3, there are two
cashless device addresses; Cashless #1, 00010xxxB (10H) and Cashless #2, 11000x0xEB
(B0H). The second address has been assigned {o allow for two unique forms of cashlass
devices to be resident in the vending machine simuliangously. An example would be a card
based system as Cashless Device #1 (10H) and a mobile phone based system as Cashless
Device #2 (60H). Everything defined in this section will be common to the two cashless
devices ~ only the addresses will be different.

Unless otharwise stated, all monetary values used by the cashiess devices and the VMC will
be sixteen bii {Level 01 & 02) or thirty-two bil {Level 03 if 32 bit oplion enabled), unsigned

binary numbers. The numbers will be sent most significant byte first and scaled using the
parameters provided by the cashless device's READER CONFIGURATION DATA response,

7.2 State Definitions

MDEB cashless devices may be viewed as state machines. Thase siatas are as follows:

1) Inactive

2} Disabled

3} Enabled

4} Session ldie

5y Vend

8} Revalue (Level 02/03 cashless devices)

7} Negative Vend (Level 03 cashless devices)

7.2.1T lnactive

This is the state of the cashless device at power up or after a reset. While in the Inhactive stalg,
cashless devices will NOT be accepted for vending purposes. The cashless device cannot
leave this state until all Setup information is received from the VMC.

7.2.2 Disabled

The cashless device automatically enters this state from the Inactive state when it has
received the Setup information specified in 7.4.1. it will also enter the Disabled state from the
Enabled state when it receives the READER DISABLE command. While in the Disabled state,
payment medias will NOT be accepted for vending purposes. The cashless device will ramain
in this state until either a READER ENABLE command is received (when it will enter the
Enabled state) or a RESET is received (when it will enter the Inactive state). For power

MDB/ICP Version 4.2 February, 2011 PeUtioRsy BRI I0%:18 5w,
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management purposes, current consumption will not exceed idle mode specification during
dizabled state.

7.2.3 Enabiled

in this state, cashless devices may be usad for MDB transactions. The cashlass davice will
remain in this state until a valid payment media is read {when it will enter the Session ldle
siate), a READER DISABLE command is received (when it will return to the Disabled state) or
a RESET is received (when it will enter the Inactive state).

Whan the device is enabled to operate in an “always dle” state, a request vend will directly
enter the vend session, as well as a negative request vend will directly enter the negative vend
request session. During enabled "always idle” siate, the cashless device may aithough
perform normal sessions starting with a BEGIN SESSION command — the VMC needs to
accept both and should after detecting a BEGIN SESSION response act the whole session
like "always idle” state disabled” temporarily.

7.2.4 Session ldle

in the Enabled state, when a valid payment media is processed, the cashiess device will issue
& BEGIN SESSION response to a VMU POLL and enter the Session {dle state. This indicates
that the cashless device is available for vending activities. The only structured exit from the
Session ldle state is through the SESSION COMPLETE messags from the VMC. The
SESSION COMPLETE command will cause the cashless device 1o respond with an END
SESSION message and enable/disable itself appropriately. Vend / Negative Vend / Revalue
commands will cause the cashless device 1o leave the Session Idle state and enter the Vend/
Negative Vend / Revalue state when products are selected and purchased.

7.2.5 Always ldie

When the device is able to operate in an "Always Idlg” state (enabled with the Optional
Feature Bits of the EXPANSION Enable Options command), a VEND REQUEST from the
Enabled state will directly enter the Vend state. Additionally, when the device is able to
operate in an "Always ldie” state, a NEGATIVE VEND REQEQUEST will directly enter the
Negative Vend Request slale.

7.2.5 Vend

This stale is entered from the Session ldie state upon reception of a VEND REQUEST
message from the VMC. The entire Vend state is an uninterruptable commandfresponse
saqguence. The cashless device will return {0 the Session ldie state upon completion of this
seguence.

7.2.6 Revalue (Level 02/ 03 Cashless Devices)

This siate is entered from the Session ldie stale upon reception of a REVALUE REQUEST
meassage from the VMC. The entire Revalue state is an uninterruptable commandiresponse
sequence. The cashless device will return to the Session ldle state upon completion of this
saquence.
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7.2.7 Negative Vend Reqguest (Level 03 Cashless Devices)

This stale is entered from the Session ldie state upon reception of a NEGATIVE VEND
REQUEST messags from the VMC. The entire Negative Vand Request state is an
uninterruptable commandiresponse sequence. The cashiess device will retum to the Session
idie state upon completion of this sequence.

7.3 Command Protocol

After the VMG has issued a command, no new commands may be issuad until all data
generated in response to that command has been recaivad from the cashless device. The
complete response may be an ACK only {(e.g. the READER ENABLE command). Alternatively,
it may consist of an informational response {(e.g. READER CONFIGURATION DATA).

The cashless device may provide an informational response in two ways. it may respond
immediately with the requested daia, or the cashless device may ACK the VMC command. if
ACKed, the VMC must issue POLLs until the cashless device responds with the requeasted
data, or until the Application Maximum Response Time (defined in READER
CONFIGURATION response) has elapsed.

The cashless device will define the currency type at the beginning of each session. The
currency type will be used for all following fransactions in that session. if the VMC
does not support this currency type, it will end the session.

Below are the uninterruptable VMC commands which require an informational cashless device
response and their associated result;

VMO Command Cashless Device Response | Result

SETUP/CONFIGURATION DATA => READER CONFIGURATION

DATA
EXPANSION/REQUEST ID => PERIPHERAL 1D
READER CANCEL => CANCELLED

VEND REQUEST. .. VEND CANCEL => IVEND DENIED™

VEND REQUEST => VEND DENIED”

VEND REQUEST => VEND APPROVED => VEND SUCCESS?

VEND REQUEST => VEND APPROVED => VEND FAILURE™

NEGATIVE VEND REQUEST =>

NEGATIVE VEND DENIED®

NEGATIVE VEND REQUEST => NEGATIVE VEND NEGATIVE VEND
APPROVED => SUCCESS™
NEGATIVE VEND REQUEST => NEGATIVE VEND NEGATIVE VEND
APPROVED => FAILURE"
REVALUE REQUEST=> REVALUE
APPROVED/DENIED”
SESSION COMPLETE => END SESSION

*These VEND / NEGATIVE VEND / REVALUE REQUEST response sequences constitute the

Vend / Negative Vend / Revalue Request stales.

Below are the uninterruptable POLLead cashless device which require an informational

response from the VMC:
MDB/ICP Version 4.2
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VMC Command & Data Cashliess Device Response | Result
POLL => DATA ENTRY REQUEST +

DISPLAY REQUEST (optional)
POLL => DATA ENTRY CANCEL Cancelied
DATA ENTRY RESPONSE w/ FFs => Cancelled

Arny command may be issued by the VMC at anvlime providing the above command protocol
is obsearved. There are four exceptions to this rule:

1} VEND REQUEST, REVALUE REQUEST, and NEGATIVE VEND REQUEST
response sequences may only be initiated in the Session [die state. In other words,
the Cashless Device does not allow an “Always idle” state unless enabled from
setiing the corresponding enable bit in the enable options command. if this option is
enabled, the VEND REQUEST, the NEGATIVE VEND REQUEST, and the
REVALUE REQUEST are allowed also during Enabled state.

2} The VMC may issus a VEND CANCEL command after issuing a VEND REQUEST,
but before receiving a VEND APPROVED/DENIED response. In this case the
cashless device will issue a VEND DENIED response to satisfy the original VEND
REQUEST response requirement.

3) The cashless device may issue DISPLAY REQUESTs in response to POLLs at any
time, if the VMC's display is available for use.

4} The RESET command is allowed at any time, it is not subject to any restrictions.

if a VMC command is recaived by the cashless device while it is in ong of the precading
uninterruptable states, the following will occur:

The cashiess device will ACK the offending command (no data response will be
forthcoming). The cashless device will respond to the next poll with the "COMMAND
CUT OF SEQUENCE” response (0BH).
it should be pointed out to cashiess device developers that a command out of sequence
will always cause the VMC to issue a RESET command to the cashless device,

7.3.1 Multi-Message Response Format

The multi-message response format permits the cashless device 1o send multiple messages in
rasponse 1o a single command or POLL. Because all messages are of a fixed length, there is

no confusion determining where one message ends and the next message begins. {The total

message length is subject to the 36 byie limit imposed by Section 2 of this standard.)

For example, if a cashless device faiis to correctly write a payment media after a VEND
REQUEST, it may need to report:

1) VEND DENIED
2) MALFUNCTION/ERROR subcode 07h
3) SESSION CANCEL REQUEST
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The mulli-message response (hex) would ook like this:

106 [0A 07 |04 1B~
12 3 4

The first byte above {(marked 1) is the VEND DENIED message. The next two bytes (marked
2y are the MALFUNCTION/ERROR message. The third and final message is the CANCEL
SESSION REQUEST (marked 3). An eight bii checksum with the mode bit set (marked 4)
finishes the message.

it is important {0 note that the controiler must service the messages in the order in which they
are received. This is necessary {0 ensure that command protocol is maintained.
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7.3.2 Coin Mechanism Escrow Return Actions

if present, the cashless device return button is controlied by the cashless device and it is the
responsibility of the cashless device 1o terminate a vend sequence f the return bution is
pressed during a vend ssquence.

The reaction of the VMC to the coin mechanism escrow retum will vary depending upon the
state of the system atl the time it is pressed. If escrow return is allowed then a coin
mechanism escrow return should be interpreted as VEND CANCEL or END OF SESSION.

1} In the Enabled state, the VMC should send a READER CANCEL command to the
cashless device. This allows the user {0 abort a pre-approvaed on-ling authorisation
request.

2} In the Session idle state, the VMO should send a SESSION COMPLETE command
to the cashiless device. This will returmn the cashless device 1o the Enabled stale. The

escrow refurn may cause the system to enter the revalue state prior to the VMO
sending the "SESSION COMPLETE command,

3} In the Vend state, before the cashiess device has sent a VEND APPROVED or a
VEND DENIED, the VMC should send a VEND CANCEL command to the cashless
device. This will cancel the vend and cause the cashless device {o refund the
payment media if necessary.

4} In all other cases, no meassage is sant from the VMC to the cashless device.
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TABLE 1: COMMANDS & RESPONSES

Command | Code | Sub-command/ Response VMC / Cashiess
Data Level Support
Reset 10H | {none) No Data ™ {Leval O1+}
B0H
Setup 11H | 00H - Config Data 01H - Reader {Level 01+)
S1H Config Data
O1H - Max/Min Prices {(No Data ™ {Level O01+}
Foll 12H [{none) O0H - Just Reset (Level 01+}
62H 01H - Reader Config Data | (Level 01+)
02+ - Display Reguest {(Level 01+}
{J3H - Begin Session {Level 01+)
04H - Session Cancsl {Level 01+)
Request
O5H - Vend Approved {Level O1+}
OoH - Vend Denied {(Level 01+}
07H - End Session {Level 01+}
08H - Cancelled {Level 01+)
Q9+ - Peripheral iD {(Level 01+)
OAH - Malfunction / Error [ {Level 014}
O0BH - Cmd Out Of {(Level 01+}
Sequence
ODH - Revalue {Level 02+) (option)
Approved
OEH - Revalue Danied {(Leveal 02+) (option)
OFH - Revalue Limit {(Level 02+)  (option)
Amount
10H - User File Data {Level 02) **
11H - Time/Date {(Level 02+)  (option)
Request
12H - Data Entry {Level 03+)  (option)
Reguest
13H - Data Entry Cancel [ {Level U3+)  (option)
14H -1AH {For Future Use)
1BH-FTLREQTORCY [(Level 03+) (option)
1CH - FTL RETRY / {(Level 034} (option)
DENY
1DH - FTL SEND {(Level O3+}  (option)
BLOCK
TEH-FTL OK TO SEND  {({Level 03+)  (option)
tFH-FTLREQTO {(Level 03+}  (option}
SEND
20H - FEH {For Future Use)
FFH - Diagnostic {(Level 01+)
Rasponse
Vend 13H {00H - Vend Reguest [ 05H - Vend Approved {Level 01+)
B3H 06H - Vend Danied {(Leval O01+}

MDB/ACP Version 4.2
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Response

O01H - Vend Cancel O6H - Vend Denied {Level 01+}
02H - Vend Success [{No Data ® {Level O01+)
03H - Vend Failure No Data ™ {(Level 01+)
04H - Session O7H - End Session {Level 01+)
Complete
05H - Cash Sale No Data * {(Level 01+)
06H - Negative Vend {05H ~ Vend Approved {Level 03+}  option)
Reguest OoH — Vend Denied {(Level 03+) (option)
Reader 14H {00H - Reader Disable [No Data * {(Level 01+)
64H {01H - Reader Enable [No Data * {(Level 01+}
0Z2H - Reader Cancel 108H - Cancellad (Level 01+)
O3H - Data Entry No Data ™ {Level 03+) (option)
Response
Revalue 15H 1 00H - Revalue ODH -~ Revalue Approved  [{Level 02+)  (option)
{option} 65H Request OEH - Ravalue Denied {(Level 02+) (option)
O1H - Ravalue Limit | OFH - Ravaius Limit {(Leveal 02+) (option)
Regquest Amount
OEH - Revalus Denied {(Level 02+) (option)
Expansion | 17H [00H - Raquest 1D OOH - Peripheral 1D {Level O01+}
67H [01H - Read User File {10H - User File Data {Level 02) ™
OzZH - Write User File {No Data ™ {Level 02) **
Q3H - Write (optiony | No Data ® {Level 02+) (option)
Time/Date
04H - Optional No Data {(Level 03+}
Feature
Enabled
FAH-FTL (optiony | 1DH - SEND BLOCK {Level 03+)  (option)
REQTORCV 1CH - RETRY / DENY {Level O3+) (option)
FBH-FTL {option) { No Data {(Level 03+)  (option)
RETRY / DENY
FCH-FTL {option) | No Data {Level 03+) (option)
SEND BLOCK
FDOH-FTL {optiomy { 1DH ~ SEND BLOCK {Level 03+)  (option)
QK TO SEND
FEH - FTL {option) | 1EH - OK TO SEND {Level 03+)  (option)
REQTO SEND TOH - RETRY/DENY {(Level 03+) (option)
FFH - Diagnostics FFH - Biagnostic {(Leval O01+}

* No Data response = peripheral just responds with ACK or NAK
** Obsolete Command — Do not use for new designs. Use EXPANSION - Diagnostics.
The term (option) indicatas that the commandiresponse is a feature enabled by option bils.

NOTE: Cashless device responses which are part of request / response sequences are listed
maore than once in the above table since the cashless device may respond either immediately
to the request (within 5 milliseconds) or to a later POLL.
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7.4 VMC/ Cashless Device Command/Response Formats

in the following section, the term "Reader” will indicate either Cashless Device #1 or #2.

7.4.1 Reset and Initialising

RESET
(10H / 6OH)

Reader response:
No Data response

If this command is received by a cashiess device it should terminate any ongoing transaction
(with an appropriate credit adjustment, if appropriate), giect the payment media (if applicable),
and go to the nactive state.

All Level 02 and above VMCs must follow the RESET command with the following cashiess
device initializing sequance: (Any new Level 01 VMCs are recommendead to follow the
seguence.)

Note that the example shows commands for Cashless Device #1 (10H) only. They would be
the same for Cashless Device #2 {address S0H).

POLL ~12h
To obtain “JUST RESET” response

SETUP CONFIGURATION DATA — 11 00h
To send the VMC’s configuration data and obtain the cashless device’s data

SETUP MAX/MIN PRICE ~ 11 01h
To send the maximum and minimum prices in the VMC. These prices must be
sent as Level 01/02 16 bit credit.

EXPANSION REQUESTID — 17 08h
To obtain additional cashiess device information and options (options in Level 03+ oniy)

EXPANSION ENABLE OPTIONS ~ 17 04h {Level 03+ only}
To enable desired options

SETUP MAX/MIN PRICE - 11 01h {Level 03+ and option bits 1 & 2 only)
If 32 bit currency option and/or multi currency — multi lingual is enabled {i.e. bits 1 & 2 of
expansion enable options), perform SETUF MAX/MIN PRICE again to gat 32 bit credit
and/or user currency ~ user language (this conditions will be known as EXPANDED
CURRENCY MODE in the rest of the document).

READER ENABLE — 14 01h
To enable cashiess device (if desired)
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7.4.2 SETUP - Config Data

SETUP

(11K / B81H)

Config
Data
{O0H)
Y1

VMC
Feature
Level
Y2

Columns
on
Display
Y3

Rows
On
Display
Y4

Display
info

Y

Y1

Y2

¥3:

Y4

¥5 .

Configuration data.
VMC is sending its configuration data to reader.

VMO Fealure Level
indicates the feature level of the VMC. The available feature levels are:

01 - The VMC is not capable or will not perform the advanced features
as specified in Table 1. COMMANDS & RESPONSES following
Section 7.3.2. The reader will not provide advanced information to
the VMC, but can do the advanced features internally (fransparently
to the VMC). The reader has no revaluation capability.

82 - The VMU is capable and willing to perform the advanced features as
spacified in Table 1. COMMANDS & RESPONSES foliowing
Section 7.3.2. The reader will provide advanced information to the
VMO (if possible) and will not do the advanced features internally.

03 - The VMC is able to support level 02, but also supports some or all of
the optional features listed in the EXPANSION 1D command {i.e., file
transfer, 32 bit credit, multi-currency / language Teatures, negative
vend, and / or data entry).

Columns on Display. The number of columns on the display. Setto DOH if
the display is not available to the reader.

Rows on Display.
The number of rows on the display

Display Information — 0000y

oo = Unused

yyy = Display type

000 - Numbers, upper case letters, blank and decimal point.
001 . Fult ASCH

010-111: Unassigned

Reader Response:

Readsar
Config
Data
(O1HD)
2

Reader
Fegture
Level

22

Country
Code
High

23

Country
Code
Low

£4

Scale
Factor

Z5

Decimal
Placas

25

Application
Mapamum
Response
Time

27

Miscelaneous
Options

Z8

&l

MDB/ACP Version 4.2

READER - Configuration data.
indicates the payment media reader is responding to 8 SETUP —~
Configuration data request from the VMC.
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22 Reader Feature Lavel.
Indicates the feature level of the reader. Currently fealure levels are:

01 - The reader i not capable or will not perform the advanced features
as specified in Table 1. COMMANDS & RESPONSES following
Section 7.3.2. The reader will not provide advanced information to
the VMC, but can do the advanced features intarnally (transparently
to the VMC). The reader has no revaluation capability.

2 - The reader is capable and willing to perform the advanced festures
as specified in Table 1. COMMANDS & RESPONSES following
Section 7.3.2. The reader will provide advanced information to the
VMO (if possible) and will not do the advanced features internally.

03 - The reader is able {o support level 02, but also supports some or all
of the optional features listed in the EXPANSION 1D command (i.e.,

file transfer, 32 bit credit, multi-currency / language featuras,
negative vend, and / or data entry).

£3-Z4 - Country / Currency Code - packaed BCD.
The packed BCD country / currency code of the reader can be sent in two
different forms depending on the value of the left most BCD digit,

if the left most digit is a 0, the International Telephone Code is used to
indicate the country that the reader is set-up for. For example, the USA
code is O CMH {Z3 = 00 and 24 = 01).

if the left most digit is a 1, the lalest version of the IS0 4217 numeric
currency code is used (ses Appendix At). For example, the code for the
US dollar is 18 40H (£2 = 18 and Z3 = 40} and for the Euro is 1978 (£3 =
19 and Z4 = 78). Use FFFFh if the country code in unknown.

For level 3 cashless devices, it is mandatory to use the IS0 4217 numeric
currency code (see Appendix A1)

Z5 . Scale Factor.
The multipher used to scale all monetary values transferred between the
VMC and the reader.

£6 . Decimal Places.
The number of decimal places used to communicate monetary values
between the VMC and the payment media reader.

All pricing information sent between the VMC and the payment media
reader is scaled using the scale facior and decimal places. This
corresponds to:

ActualPrice =P. X107

where F is the scaled value send in the price byles, and X is the scale
factor, and Y is the number of decimai places. For example if therg are 2
decimal places and the scale factor is 5, then a scaled price of 7 will
mean an actual of 0.35.
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Application Maximum Response Time - seconds.

The maximum length of time a reader wiil require to provide a response
to any command from the VMC. The value reporied here supercedes the
paymert reader's default NON-RESPONSE time defined in section 7.5 i
the value reported here is greater. (See Section 7.5)

Miscellaneous Options — xooXyyyy

XXHX Unused {must be set o 0)

YYYY: Option bits

BO=0: The payment media reader is NOT capabile of restoring funds
io the user's payment media or account. Do not request
refunds.

bO=1: The payment media reader is capabile of restoring funds (¢ the
user's payment media or account. Refunds may be requested.

b1=0: The payment media reader is NOT multivend capable.
Terminaie session after each vend.

bt=1: The payment media reader is multivend capable. Multiple

items may be purchased within a single session.

b2=0: The payment media reader does NOT have a display.
b2=1. The payment media reader does have iis own display.

b3=: The payment media reader does NOT support the
VEND/CASH SALE subcommand.

b3=1: The payment media reader does support the VEND/CASH
SALE subcommand.

bd-b7=0  Any future options must be covered by the EXPANSION
COMMAND option bits,

7.4.3 SETUP ~ Max / Min Prices

SETUP
(11H / 81H)

Max: / Min | Maxdmum | Minimum
Prices Price Price
(O1H)

Y1 ¥Y2-Y3 Y4-Y5

Level 81782783 Readers

Y1

Max / Min prices
Indicaies the VMC is sending the price range to the reader.

¥2-¥3 . Maximum Price — scaled

This information should be sent as soon as the VMC prices have been
established and any time there is a change in the maximum price, If the
VMG does not know the maximum price, FFFFh should be sent.

¥4 -¥5: Minimum Price — scalad

This information should be sent as soon as the VMO prices have been
established and any time there is a change in the minimum price. if the
VMC does not know the minimum price, G0C0h should be sent.
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Max / Maximum | Minimum Currency
SETUPR MinPrices | Price Price Code
(11H / 61H) | (O1H) Y2-Y5 Y&-Y9 Yi0-Y 11
Y1

Level 03 {(EXPANDED CURRENCY MODE} Readers

¥1: Max / Min prices
Indicates the VMC is sending the price range to the reader.

¥2 Y5 . Maximum Price - scaled
This information should be sent as soon as the VMC prices have been
established and any time there is a change in the maximum price, If the
VMO does not know the maximum price, FFFFFFFFh should be sent.

¥é -¥8: Minimum Price — scaled
This information should be sent as soon as the VMC prices have been
established and any time there is a change in the minimum price. if the
VMO does not know the minimum price, 00000000h should be sent.

¥Y10-¥11 Currency Code
The currency code used during this command per 150 4217 (see
Appendix A1), The value is configured as packed BCD with the lsading
digit & 1 {one). For example, the code for the US dollar would be 1840
(10 =18 and 211 = 40}, andforthe Euro is 1978 (210 =18 and 211 =
78},

Reader response:

No Data response

7.4.4 POLL

POLL
(12H / 82H)

The POLL command is used by the VMC {o obtain information from the payment media
reader. This information may include user actions (CANCEL SESSION REQUEST), hardware
malfunctions (MALFUNCTION /ERROR), software maifunctions (COMMAND OUT OF
SEQUENCE) or information explicitly requested by the controller (READER
CONFIGURATION DATA). An ACK response indicates that no error states exist, and either
no information request is pending or pending information is not vet ready for fransmission.

in addition to an ACK the VMU may receive the following POLL responses from the payment
media reader.
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Reader responses:

Just
Reset
(O0H)
24
&% JUST RESET
indicates the payment media reader has been reset.
Nofe: the difference between ACK and JUST RESET responses is:
O0H OOH* =JUST RESET
aoH"* =ACK
“mode bit=1
Reader |Reader |Country [Country {Scale |[Decimal |Application |Miscellaneous
Config |Feature {Code Code Factor |Places | Maximum
info Level High Low Response
(O1H) Time
24 22 23 24 Z5 26 7

See paragraph 7.4.2 for a detailed explanation of this response.

Display
Request

Display
Time

Display
Data

(02H)
71

£2

Z3-£34

MDB/ACP Version 4.2

2

22

£3-£34

DISPLAY REQUEST
The payment madia readar is requasting a massage o be displaysd on
the VMC's display.

Display Time - 0.1 second units
The requesied dispiay time. Either the VMC or the payment media
reader may ovenwrite the message before the time has expired.

Display Data — ASCH
The message to be displayed. Formatiing (leading andfor trailing blanks)
(s the responsibility of the payment media reader.

The number of bytes must equal the product of Y3 and Y4 up o a
maximum of 32 byles in the setup/configuration command.
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Begin Funds

Session | Available
{O3H)
£ £2-23

Level 81 Readers

£1 BEGIN SESSION (level 01 readers)
Allow a patron to make a selection, but do not dispense product until

funds are approved.

22-Z23 . Funds Available — scaled
a. Lesser of the user's payment media or account balance or FFFE
units.

b. Not yet determined - FFFFQ. (Allows selection without displaying balance)

Begin Funds Pavment |Payment {Pavment
Session |Available {media i | Type Data
(O3H)

24 22-£3 24-77 28 £9-210

Level 82/ 03 Readers

£1: BEGIN SESSION (level 82/03 readers)
Allow a patron to make a selaction, but do not dispense product until
funds are approved.

&£2-23 . Funds Available — scaled
a. Lesser of the user's payment media or account balance or FFFER
units.
b, Not yet determined - FFFFR. (Allows selection without displaying balance)

24-£7 . Payment media D,
0O000000h-FFFFFFFEh=Payment media identification number.
FFEFFFFFR = unknown payment media 1D,

28 - Type of payment:
Oooooo = normal vend card (refer EVA-DTS Standard, Appendix
A1.1 Definitions)

xbooooxd = test media

toooooxd = free vend card

xxQ00000h -0 VMC default prices.

xxC00001b -1 User Group (289 = EVA-DTS Element DA701)
Price list number (£10 = EVA-DTS Element LATO1)”

xx000010b -2 User Group (£9 = EVA-DTS Element DA701)

Discount group index (£10 = EVA-DTS Element MA4D3)
xxQ00011h -3 Discount percentage factor (£9=00, £10 = 0 to 100*,
report as positive value in EVA-DTS Element MA404)
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xx0001000

-4 Surcharge percentage factor {Z9=00, 210 = 0 to 100*,
report as negative value in EVA-DTS Element MA404)

* User Group is a segmentation of all authorized users. it
aliows salective cost allocation. A User Group usually has
no direct relation to a price list,

Price Lists are tables of prices. Each Price List contains an
individual price for each product,

Discount Group indicates the Price List on which the
Percentage Factor will be applied.

If the Usear Group, the Price List or Discount Group is
unknowrn by the YMC, the normal prices are used (Z8 is
defaultad to O0h).

Minimum value for Z8 and Z10is 0.

** Percentages are expressed in binary {00 {0 84h)

Note:
These functions may NOT be supported by all VMCs.

£8-Z10 . Payment data as defined above.
Begin Funds Payment {Payment |Payment |User User Card
Session [Available [media lD {Type Data Language {Currency | Options
(O3H) Code
24 22-L5 Z6-£9 10 2AN-ZA2 1 243-214 1 Z215-216 1217

Level 03 {(EXPANDED CURRENCY MODE) Readers

e I

£2-25

£6-£9

230

BEGIN SESSION (level 03 readers / EXPANDED CURRENCY MODE)
Allow a patron to make a selaction, but do not dispense product until
funds are approved.

Funds Available — scaled

a. Lesser of the user's payment media or account balance or
FFFFFFFEQ unils.

b. Not yet determined - FFFFFFFFR.

Payment media iD.
OC000000Nh-FFFFFFFERh=Payment media identification number.

FRERFFFFFFR

= ynknown payment media 1D,

Type of payment:

O00xo0000b

x10000xb
100000xb
¥xQOG0000

MDB/ACP Version 4.2

= pormal vend card (refer EVA-DTS Standard, Appendix
A 1.1 BDefintions)

= test media

= free vend card

-0 VMG default prices.
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xx000001b -1 User Group (Z11 = EVA-DTS Element DA701)
Price list number (Z12 = EVA-DTS Element LA10O1)*
XX000010b -2 User Group (211 = EVA-DTS Element DAYOT)

Discount group index (Z12 = EVA-DTS Element MA4(G3)
xxO00011h -3 Discount percentage factor (Z11=00, Z12 = § {o 100™

report as positive value in EVA-DTS Element MA404)
xx000100b -4 Surcharge percentage factor (Z11=00, 212 = 0 to 100™,

report as negative value in EVA-DTS Element MA404)

* User Group is a segmentation of all authorized users. it
aliows selective cost allocation. A User Group usually has
no dirgct reigtion to a price hist.

Price Lists are tables of prices. Each Price List contains an
individual price for each product

Discount Group indicates the Price List on which the
Parcentage Factor will be applied.

if the User Group, the Price List or Discount Group is
unknown by the VMC, the normal prices are used (210 is
defaulted to 00h).

Minimum value for £11 and £12 18 0.

** Percentages are expraessed in binary {00 {o 84h)

Nota:
These functions may NOT be supported by all VMCs.
£11-£12: Payment data as defined above.

Z13-Z14 User language to use during this session (2 ASCH characters per 150
639 latest version). The user language is read from the patrons card
and, if supported, should be used instead of the VMC default language
{taken according to the setup command International Telephone code)
up to the next “session complete”. If the VMC is not able to suppuort this
language, the defaull setting should be used.

215-Z16  User currency code to use during this session per 180 4217 (see
Appendix A1) The valus is configured as packed BCD with the leading
digit a 1 {(one). For example, the code for the US dollar would be 1840
(Z1h =18 and Z16 = 40} andforthe Euro s 1878 (Z6 =18 and Z7 =
78).

217 Card options {overrides any previous default settings for reader)

BO=0.  The VMC displays the credit i it is programmaed {o do so

bO=1.  The VMC must not display the credit {privacy purpose — user
aption)

b1=0.  The actual inserted patrons card has no refund capability

bt=1.  The actual inserted patrons card has refund capability (Note: a
reader with refund capability may be used with both type of
cards)

b2=0 The actual inserted patrons card has no revaiue capability

b2=1 The actual inserted patrons card has revalue & negative vend
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capability
b3-b7.  Reserved for fulure exiensions (unused bits must be set to 0)

Refund means the ability to put money back on the inserted patrons card up to the
value of the last transaction. Revalue means the ability to put money back on the
inserted patrons card up to any value,

The card reader will define the currency type at the beginning of each card
session. The currency typs will be used for all following fransactions in that
session. i the VMO does not support this currency type, it will end the
session.

Session

Cancel Request

{04H)

21

21 SESSION CANCEL REQUEST

The payment media reader is requesting the VMO {o cancel the session.
The VMC should initiate an eventual SESSION COMPLETE. This response
is sent {o the VMC whenever the payment media is removed or a request for
removal from the reader is made by the user (e.g. If a return button on the
reader is pressed).

Vend Vend

Approved | Amount

(O5H)

21 Z2-L3

Level 17027 03 Readers

Refer o paragraph 7.4.5 for detailed explanation.

Vend
Approved
(O5H)

21

Vend
Amount

£2-85

Level 03 {(EXPANDED CURRENCY MODE) Readers

Refer to paragraph 7.4.5 for detailed explanation.

Veand
Deniad
{OBH)
£
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Refer to paragraph 7.4.5 for detailed explanation.

End
Sassion
(O7H)
1

Refer to paragraph 7.4.9 for detailed explanation.

Cancelled

(OBH)
71

Refer to paragraph 7.4.14 for detailed explanation.

FPeripheral
iD

(O9H)

21

Manufacturer
Code

Z2-£4

Serial
Number

£5-£16

Model
Number

Z17-£28

Software
Version

£28-230

Level 01/ 02/ 03 Readers {If VMC indicates Level 01 or 02}

21 PERIPHERAL ID
Reader is sending peripheral 1D information.
22 - 24 . Manufacturer Code - ASCHI
identification code for the equipment supplier. Currenily defined codes
are listed in the EVA document entilled "European Vending
Association Data Transfer Standard” (EVA-DTS), the Audit Data
Lists section, sub-section 2, "Manufacturer Codes”.
Z5-Z16 . Serial Number ~ ASCH
Factory assigned serial number.
247-Z28 . Model Number - ASCH
Manufacturer assigned model number.
Z28-Z30 . Software Version - packed BCD
Current software version.
Peripheral | Manufacturer | Serial Maodel Software | Optional
o Code Number i Number [Version |Feature bits
{O9H)
24 Z22-£4 Z5-Z16 1 Z217-228 | Z229-230 {231 -27234

Level 03 Readers {If VMO indicatss Leve] 03}

e BN

PERIPHERAL D

MDB/ACP Version 4.2
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£5-216

217-228 .

£29-£30 .

231- £34

Multi-Drop Bus / Inter

Reader is sending peripheral 1D information.

Manufacturer Code - ASCH

identification code for the equipment supplier. Currently defined codes
are listed in the EVA document entitled "European Vending
Association Data Transfer Standard’ (EVA-DTS), the Audit Data
Lists section, sub-section 2, "Manufacturer Codes”.

Serial Number — ASCH
Factory assigned senal number.

Maode! Number - ASCH
Manufacturer assigned model number.

Software Version - packed BCD
Current software version.

Optional Feature Bits. Each of the 32 bits indicate an optional feature
availability. Bits should be sent in descending order, 1.e. bit 31 is sent
first and bit O is sent last. Options must be enabled by the VMC using
the Expansion Optional Feature Bit Enable (17H-04H) command and
all features are disabled after a reset. Currently defined options are:

b0 - File Transport Layer supported

b1 - =16 bit monetary format, 1 = 32 bit monetary format
b2 — support multi currency / multi ingual

b3 - allow Negative Vend

b4 — allow data entry

b5 — allow “Always ldie” state

b8 to b31 not used (should ba set to 0)

Note: If 32 bit monetary format (b1} and or multi currency / multi lingual (b2)
options are enabled, this condition will be known as EXPANDED
CURRENCY MODE in the rest of the document.

Malfunction / Error | Error Code
(OAH)
21 £2
s MALFUNCTION/ERROR
The payment media reader is reporting a malfunction or error.
22 Error Code — 0o0yyyy
XX grror types
0000: Payment media Errort
0001: invalid Payment media?
0010: Tamper Errort
0011 Manufacturer Defined Errort - o
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0100 Communications Ermror2

0101: Reader Requires Service2

O Unassigned?

0111 Manufacturer Defined Error?

1000: Readsr Fatlurad

1001: Communications Ermror3

1010 Payment media Jammed3

1011 Manufacturar Defined Error

1100 Refund error — internal reader credit {ost

1101-1111. Unassigned

1 Transient error - Reported once

2 Non-transient error - Reported evary POLL until cleared. Reader still
functional.

3 Non-transient error - Reported every POLL until cleared. Reader not
presently functional,

yyyy = Manufacturer defined subcode

Transient Error Handling
The error will be reported to the YMC until it has been ACKnowledged. The error state
will be cleared in the reader, and normal operations will continue.

Non-transient Error Handling

The error will be reported to the VMC at each POLL as long as it exists. f the reader is
stil functional, multi-message responses will allow normal responses in addition to the
error report.

Note: Refund error is sent from the media reader when it is not able to refund money to the
payment media following a failed or cancelled vend. The reader internally cancels the credit
and the credit is lost.

Command
Cut of
Sequence
(OBH)

21

Level 81 Readers

&1

COMMAND OUT OF SEQUENCE (Level 01 readers)

The payment media reader has received a command that is not
execuiable in its current state, or that violates one of the uninterruptable
seguences. The offending command should be ACKed but not acted
vpon the reader. The VMC will send the RESET command {0 the reader
upon reception of this response. Noie that the reader will continue with
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any credit update process prior to resetting.

Command | Status
Qut of

Sequence

(0BH)

24 72

Level 02/ 03 Readers

£ COMMAND OUT OF SEQUENCE. (Level 02/03 readers)
The payment media reader has received a command that is not
exacutable in its currant state, or that violates one of the uninterruptable
sequences. The offending command should be ACKed but not acted
upon the reader. The VMO will send the RESET command to the reader
upan reception of this response. Note that the reader will continue with
any credit update process prior to resetting.

22 Status
The staie of the payment media reader.
011 Inactive state
02 Disabled state
03: Enabled stale
04: Session dle state
05 Vend staie
06 Revalue state
07 Negative Vend stale

Revalue
Approved
{ODH)

21

Level 02/ 03 Readers

Refer o paragraph 7.4.16 for detailed explanation.

Ravalue
Denied
(OEH)
s
Level 02/ 03 Readers

Refer to paragraph 7.4.18 for detailed explanation.

| Revalue | Revalue |
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Limit Amount
(OFH)
24

Limit Amount

22-23

Level 02/ 03 Readers

Refer to paragraph 7.4.17 for detailed explanation.
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Revalue

Limit Amount

(OFH)
71

Revalue

£2-25

Limit Amount

Level 03 {(EXPANDED CURRENCY MODE]) Readers
Refer 1o paragraph 7.4.17 for detailed explanation.

User

File Data
{(10H)

2

Number
of User File

Z3

Length
Of User File

Z3

User
Data

24-Zn

Level G2 Readers

Obsolete Response — Do not use for new designs!! (Use EXPANSION — Diagnostics)

Refer to paragraph 7.4.19 for detailed explanation.

Time/Date
Request
{(11H)

£

Level 82 /03 Readers

24

TIME DATE REQUEST
In certain circumstances it will be necessary {o synchronize the real
time clock of the card reader with real time clock of the VMC. The card
reader will respond with TIME/DATE REQUEST to & POLL command

of the VMC. The VMC will follow with the EXPANSION-WRITE

TIME/DATE FILE to the card reader. Refer to paragraph 7.4.19.
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Data Entry Data Entry Length
Request Hesponse |and Repeat Bit
(12H) 22
iy
Level 03 Readers (if Data Eniry option enabled)
21 DATA ENTRY REQUEST
The reader is making a DATAENTRY REQUEST.
£2 DATA ENTRY LENGTH and REPEAT BIT
gelalsialelalelyl

r— Repeat Bit (0 = initial request / 1 = repeated requests
nrnnnnn - numbber of requestad characters / keys

Depending on the type of data being entered, it is a higher level sysiem decision on whether or
not the data is displayed on either the vending machine or card reader. if the data is not
displayved (a recommendation for certain types of sensitive data) the vending machine or card
reader display can siill be optionally used 1o indicate a prompt and/or representation of the
data entered for user feedback (i.e., asterisks *).

if the card reader uses the vending machine’s display for Data Entry information, if must
concatenate the DATA ENTRY REQUEST Response (12H) with the DISPLAY REQUEST
response (02H). Upon receipt of the response pair, the vending maching controlier will give its
display to the card reader for the duration of the Data Entry session plus the amount of time
specified in the Z2 Display Time following the end of the session {regardless of a normal or
cancelied session). In essence, the vending machine controlier will not wrile anvthing to its
display during the Data Entry session plus the £2 time. The reader will be able to update the
Data Entry information on the vending machine’s display by sending additional DISPLAY
REQUEST responses during the Data Entry session.

Please see additlional DATA ENTRY procedures in Section 7.4.15.

Data Entry
Cancel
(13H)

24

Level 03 Readers (if Data Entry option enabled)

s I DATA ENTRY CANCEL
The user has pushed the reader's RETURN bution before completing the
DATA ENTRY. The VMC should terminate all DATA ENTRY aclivity in
progress.
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FTL
REQ TO RCY

(1BH)
71

Level 03 Readers (if File Transport Layer option enabled)

&l
22
&3
24
25
i 3
FTL
RETRY/DENY
(1CH)
24

FTL REQ TO RCV
The reader is requesting {o receive data from a device or VMC.

T Destination Address
The destination address of the response as defined in Section 2.6.

FTL Source Address {Reader = 10H / 80H)
The source address of the response as defined in Section 2.6.

FTL File 1D
The type of information desired as defined in Section 2.6.

FTL Maximum Length
The total number of blocks in the file as defined in Seclion 2.6.

FTL Control
Data transfer control information as defined in Section 2.6

Level 83 Readers (if File Transport Layer option enabled)

s FTL RETRY / DENY
The reader is requesting a device or VMU to retry or deny the last FTL
command.

£2 FTL Destination Address
The destination address of the response as defined in Section 2.6.

23 FTL Source Address {Reader = 10H / 60H)
The source address of the response as defined in Section 2.6.

24 FTL Retry Delay
The retry delay as definad in Section 2.6,
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FTL
SEND
BLOCK

(1DH)
21

Level 03 Readers (if File Transport Layer option enabled)

21 FTL SEND BLOCK
The reader is sending a block of data (maximum of 31 bytes) to a device
or VMC.

22 FTL Destination Addrass
The destination address of the response as defined in Section 2.6.

3. FTL Block #

The sequential number of the block as defined in Section 2.6.

24~ £34 FTL Data (maxdmum of 31 bytes)
: The actual data portion of the block as definaed in Section 2.6.

FTL

OK TO SEND

(1EH)
71

Level 03 Readers (if File Transport Laver option enabled)

21 FTL OK 7O SEND

The reader is indicating that it is OK for the device or VMU to send it data.
22 FTL Destination Addrass

The destination address of the response as defined in Section 2.6.
£33 FTL Source Address {Reader = 10H / 80H)

The source address of the response as defined in Section 2.6
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FTL
REQTO
SEND

(1FH)
71

Level 03 Readers (if File Transport Layer option enabled)

FTLREQ TO SEND

The reader is requesting to send data to a device or VMC.

FTL Destination Address
The destination address of the response as defined in Section 2.6.

FTL Source Address {Reader = 10H / 60H)
The source address of the response as defined in Section 2.6.

The type of information desired as defined in Section 2.6.

FTL Maximum Length

The total number of blocks in the file as defined in Section 2.6.

FTL Control

Data transfer control information as defined in Section 2.6.

e I

&2

23

Z4 FTL File 1D

£5

26
Diagnostics | User
Response Defined
(FEH) Data
21 £2-Zn

Refer to paragraph 7.4.28 for detailed explanation.

7.4.5 VEND - Request

Vend
(13H / 63H)

Vend
Request
(DOH)
Y1

ftem
Price

Y2-Y3

tem
Number

Y4-Y5

Level 017027 03 Readers

¥1:

Y2-¥3 .

VEND REQUEST
The patron has made a selection. The VMC is requesting vend approval

from the payment media reader before dispensing the product.

MDB/ACP Version 4.2

ftem Price - scaled
The price of the selected product.

February, 2011

Pelifioner HXRiEI 99818 ERne

Exhibit 1006
Page 144



¥Y4-Y5 !

Multi-Drop Bus / Inter

ftem Number
The item number of the selected product. This number is defined by the
manufacturer, and set to FFFEQ for undefined or not implemented.

Reader response:

Vend Vend
Approved {Amount
(O5H)
21 L2323
21 VEND APPROVED

Aliow the selected product 1o be dispensed.

£2-Z3 . Vend Amount - scaled

This is the amount deducted from the user's payment media or account.

This may not maich the amount specified in the VEND REQUEST

command, it may be surcharged or discounted.

FREER - an electronic token was used.

NOTE: The VMC must use Vend Amount to update the credit on
the screen. The Reader must fill this field with the used
amount for the transaction.

Vend
Denied
(O8H)
24
21 VEND DENIED
Approval denied for the patror's selection. Do not dispense any products.

Vend ftem ftem
Vend Request {Price | Number
{(13H 7/ 63H) | (OCH)

Y1 Y2-¥Y5 {Y8-Y7

Level 03 {EXPANDED CURRENCY MODE) Readers

¥i:

Y2-¥5

Y6-Y7 !

MDB/ACP Version 4.2

VEND REQUEST

The patron has made a selaction. The VMC is requesting vend approval
from the payment media reader before dispensing the product.

fteam Price — scaled
The price of the selected product.

ffem Number
The item number of the selected product. This number is defined by the
manufacturer, and set to FFFFR for undefined or not implemented.
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Reader Response:

Vend Vend
Approved {Amount
(O5H)

iy 22-Z5

Level 03 {(EXPANDED CURRENCY MODE} Readers

2% VEND APPROVED
Aliow the selected product 1o be dispensed.

£2-Z5 . Vend Amount - scaled
This is the amount deducted from the user's payment media or account.
This may not maich the amount specified in the VEND REQUEST
command, it may be surcharged or discounted.
FFRFFFFFFQ - an electronic token was used.

NOTE: The VMC must use Vend Amount to update the credit on
the screen. The Reader must fill this field with the used
amount for the transaction.
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7.4.8 VEND - Cancel

Vend
Vend Cancel
(13H / 63H) [{01H)
Y1
Y1 VEND CANCEL

This command can be issuad by the VMC to cancel a VEND REQUEST
command before a VEND APPROVED/DENIED has been sent by the
payment media reader. The payment media reader will respond to VEND
CANCEL with a VEND DENIED and return to the Sassion idle state.

Reader response:

Vend
Deniad
(O6H)
2

See paragraph 7.4.5 for explanation.

7.4.7 VEND - Success

Vend

(13H / G3H)

Vend ltem
Success | Number
(0Z2H)

Y1 Y2-Y3

¥4

¥2-¥3 .

NOTE

VEND SUCCESS
The selected product has been successfully dispensed.

tem number
The item number of the selected product. This number is defined by the
manufacturer, and set {o FFFFh for undefinad or not implemented.

A raset between VEND APPROVED and VEND SUCCESS shail be
interpreted as a VEND SUCCESS.

Reader response:

No Data response

MDB/ACP Version 4.2
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7.4.8 VEND - Failure

Vend
Vend Faillure
(13H / 63H) [ {03H)
Y1
Y1 VEND FAHLURE

A vend has been attempted at the VMO but 2 problem has been detected
and the vend has failed. The product was not dispensed. Funds should
be refunded o user's account.

Reader response:
No Data response
Yend failure sequence

in order to ensure that a reader refunds after a Vend Failure command, the VMC must
send at least a single Poll command to obtain the reader possible answers:

ACK Refund Complete

MALFUNCTION ERROR Refund error-internsatl reader credit lost
code 1100yyvy

SHENCE Refund in progress. VMC must repoli reader untit ACK or
Malfunction error answer for maximum NON Response
time.

7.4.9 SESSION COMPLETE

Session
Vend Complete
(13H / 63H) | (04H)
Y1
Y1 SESSION COMPLETE

This tells the payment media reader that the session is complete and to
return {o the Enabled state. SESSION COMPLETE ispartof a
command/response sequence that requires an END SESSION response
from the reader.

Reader response:;
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End
Session
(O7H)
24

s END SESSION
This command is issued in response to a SESSION COMPLETE
command. The END SESSION response indicates the reader has
returned o the Enabled state. If "END SESSION is not received by the
VMC within a the maximum application non-response time, the VMC
must issue g ‘RESET” command.

7.4.10 CASH SALE

Cash ftem ftem
Vend Sale Price Number
(13H / 683H) [ (05H)

Y1 ¥Y2-Y3 | Y4-Y5

Levsl 01702703 Readers

Y1 CASH SALE
A cash sale (cash only or cash and cashless) has been successfully
completed by the VMC.

¥2-¥Y3: ltem Price — scaled
The price of the selected product or cash portion of the price.

Y4-Y5 . ltem Number
The item number of the selected product. This number is defined by the
manufacturer, and set to FFFEQ for undefined or not implemented.

Note: This command is issued for cash auditing applications and is sent o the payment
media reader if the SETUP/CONFIGURATION bit (b3) is enabled anytime a valid cash
fransaction is completed via a coin mechanism or bill validator.

Reporting of free vends, token vends, atc. should commanly be done, using the following ttem
numbper conventions:

Set bit b15 in item number to signal the cash vend as a fres vend

Set bit b14 in item number to signal the cash vend as a test vend

Set bit b13 in item number to signal the cash vend as a negative vend {(an itam was returned
and cash was payead out)

Set bit b12 in item number to signal the cash vend as a foken vend
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Reader response:

No Data response

Cash ftem ltem ftem
Vend Sale Price INumber Currency
{(13H)  {O5H)
\iL Y2-¥Y5 Yo-Y7 [¥Y8-Y9
Level 03 (EXPANDED CURRENCY MODE) Readers
¥1: CASH SALE
A cash sale (cash only or cash and cashless) has been successfully
compieted by the VMC.
Y2-¥5 . lem Price — scaled
The price of the selected product or cash portion of the price.
Y6-¥7 . ltem Number
The item number of the selected product. This number is defined by the
manufacturer, and set to FFFFh for undefined or not implemented.
¥8-¥8 . ltem Currency

The currency for the item price used during the vend. This value may be
converted within the reader to the readers balancing currency. The item
currency is sent using the numeric code as defined in IS0 4217 (see
Appendix A1), The value is configured as packed BCD with the leading
digit a 1 {one). For example, the code for the US dollar would be 1840
(Z10 =18 and 211 = 40). and for the Euro is 1878 (Z10 =10 and 211 =
78).

Note: This command is issued for cash auditing applications and is sent {0 the payment
media reader if the SETUP/CONFIGURATION bit (b3) is enabled anytime a valid cash
transaction is completed via a coin mechanism or bill validator.

Reader response:

No Data response

7.4.11 Negative Vend Request

Neg Vend {ltem ftam
Vend Reguest {Value |Number
(13H / 63H) | (O6H)

Y1 Y2-Y3 | Y4-Y5

Level 83 Reader

¥

NEGATIVE VEND REQUEST

MDB/ACP Version 4.2
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Y4-¥5
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The patron has inserted an item. The VMC is requesting negative vend
approval from the payment media reader before accepting the returned
product.

ftem value ~ scaled
The value of the inserted product (16 Bit).

ftem Number
The item number of the inserted product. This number is defined by the
manufacturer, and set to FFFFQ for undefined or not implemented.

Reader response:

Vend Vend
Approved {Amount
(O5H)

iy 22-Z3

Level 03 {(EXPANDED CURRENCY MODE disabled) Readers

s VEND APPROVED
Allow the returned product to be accepied, .. this means, the reader will
be able to credit the value {0 the patrons card, when a vend success will
foliow the approved.
£2-23 - Vend Amount — scaled
This is the amount of credit, which will be added {0 the user’s payment
media or account. This may not match the amount specified in the
NEGATIVE VEND REQUEST command; it may be surcharged or
discounted.
FFFEQ - an electronic token will be credited.
Neg Vend iltem ftam
Vend Request Value | Number
(13H 7/ 63H) | (OBH)
Y1 Y2-¥Y5 {Y8-Y7

Level 03 {EXPANDED CURRENCY MODE) Readers

¥1: NEGATIVE VEND REQUEST
The patron has inserted an itam. The VMU is requesting negative vend
approval from the payment media reader before accepting the refurmned
product.
¥2-¥5 . ltem vaiue — scaled
MDB/ICP Version 4.2 February, 2011 Pefifigner &XRIL100%: 1284 65
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The value of the inseried product.

fterm Number
The item number of the inserted product. This number is defined by the
manufacturer, and set to FFFFh for undefined or not implemented.

Reader response:

Vend Vend
Approved | Amount
(O5H)
21 Za-Lh
Level 03 {(EXPANDED CURRENCY MODE]) Readers
£ VEND APPROVED
Allow the returned product 1o be accepted, (.. this means, the reader will
be able to credit the value {0 the patrons card, when a vend success will
follow the approved.
£2-£5 . Vend Amount — scaled
This is the amount of credit, which will be added to the user's payment
media or account. This may not match the amount specified in the
NEGATIVE VEND REQUEST command, it may be surcharged or
discounted.
FEFRFFFRD - an electronic token will be cradited.
Vend
Denied
(OBH)
21
21 VEND DENIED

Approval denied for the returned product. Do not accept the product or
return it if possibie.

Note: This command is used in the uninterruptable vend seguence like the normal REQUEST
VEND and is followed by the normal responses VEND APPROVED or VEND DENIED, for the
readar to confirm the credit update possibility and the final VEND SUCCESS or VEND
FAILURE command o update the patron’s credit.
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Designers of cashless devices must pay special attention in implementing this command,
especially for non locking readers. Credit shouid only be generated on the media upon final
reception of VEND SUCCESS to avoid unwanted credit in the system.

Designers of both the VMC and the readers have {o deal with fault conditions of such a system
carefully. A normal sequence description is added to the example vend sessions with hinis o
different application features.
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7.4.12 READER - Disable

Reader Disable
(14H / 64H) | (OOH)
Y1
¥1: READER DISABLE
This informs the payment media reader that it has been disabled, e
should no longer accept a patron’'s payment media for the purpose of
vending. Vending activitias may be re-enabled using the READER
ENABLE command. The payment media reader should retain all SETUP
information.
NOTE  Any transaction in progress will not be affected and should continue to its

normal compleation.

Reader response:

No Data response

7.4.13 READER - Enable

Reader Enable
(14H / 64H) | (O1H)
Y1 READER ENABLE

This informs the payment media reader that is has been enabled, Le it
should now accept a patron's payment media for vending purposes. This
command must be issued to a reader in the Disabled state {o enable
vending operations.

Reader response:

No Data response
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7.4.14 READER - Cancel

Reader Cancel
(14H / 84H) | (OZH)
Y1
¥ READER CANCEL

This command is issued to abort payment media reader activities which
occur in the Enabled state. It is the first part of a commandfresponse
seguence which requires a CANCELLED response from the reader,

Reader response:

Cancelled
(O8H)
21

21 CANCELLED
This is the reader’s response to the READER CANCEL command from
the VMC. This command comprises a commandfiresponse sequance. |8
use is only appropriate in the Enabled state.

7.4.15 DATA ENTRY ~ Response {Key Entries)

The purpose of the overall Data Entry request / response seguence is o allow the machine
user (o enter data (i.e., a card validation number) using the selection butltons on the vending
machine.

The DATA ENTRY request / response sequence can occur in the Enabled state only. It
is the responsibility of the reader to enforce this rule,

Depanding on the type of data being entered, it is a higher lavel gystem decision on whether or
not the data is displayed on either the vending machine or card reader. i the data is not
displayed (a recommendation for certain types of sensitive data) the vending machine or card
reader display can still be optionally used to indicate a prompt and/or representation of the
data entered for user fesdback (i.e., asterisks ™). Please see additional information on
the vending maching’s display usage for Data Entry in the DATA ENTRY REQUEST
Response {12H) description in the 7.4.4 POLL section.

The DATA ENTRY RESPONSE key entries are sant 1o the reader as they are pressad.
Depending on the user’s speed of entry and vending machine controller cycle time, the data
may be sent either as a digit at a time, a sub group of digits, or the entire length of digits as
specified in the ZZ Data Entry Length byte in the DATA ENTRY REQUEST response. For
axample, if the Data Entry Length is 6 digits, but only 2 are initially (and guickly) entered, the
vending machine controller will send the 2 that are available via the DATA ENTRY
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RESPONSE Y2-Y9 command. The balance will be sent via other DATA ENTRY RESPONSE
¥2-Y9 commands when available.

it is up to the reader to merge the received DATA ENTRY RESPONSE data and optionally
update the display as required. The session is ended after the VMC sends the final DATA
ENTRY RESPONSE data (no SESSION COMPLETE command is required). Note that the
VMO display will remain available to the reader for the amount of time requested in the
pravious BISPLAY REQUEST response.

if the data entry process is cancelled by the VMC for any reason, the VMO will send the DATA
ENTRY RESPONSE with all data bytes (Y2-Y9) set to FFh. This will terminate the DATA
ENTRY REQUEST and return the reader to the Enabled state.

For ease of command message processing, the Data Entry Data has beenfixed at 8
characters (Y2-Y9). Unused bytes must be sent as O0h {0 pad out the entire command to byte
Y9,

Data Entry { Data Entry
Reader Response {Data
(14H / 84H) | (O3H) ¥2-YO

Y1

Level 03 Readers (if option enabled)

Y1 DATA ENTRY RESPONSE
The VMO is providing a DATA ENTRY RESPONSE to the reader.

¥2-Y9: DATAENTRY DATA
Data should be in ASCH, one character per byte. Data should be left
justified (first character / key in Y2, second in Y3, etc.). The numbaer of
data bytes must equal eight (8) and unused data bytes must be sent as
O0h.

if the data entry process is cancelled by the ¥YMC for any reason, the
VMO will send this message with all DATA ENTRY data bytes set to FFh.

Note: The reader must translate the VMC key information into
the appropriate key needed for the application

Reader response:
No Data response
Note: If the reader has additional display information to send {o the VMU following the

DATA ENTRY RESPONSE, it should send it via a DISPLAY REQUEST response o
one of the nexi POLL commands from the VMC.
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7.4.16 REVALUE - Request (Level 02/ 03 Readers)

Ravalue
(15H / 65H)

Revalue
Reguest
(OOH)
Y1

Revalue
Amount

Y2-Y3

Level 02/ 03 Readers

REVALUE REQUEST (Level 02 Readers)

A balance in the VMC account because coins or bills were accepted or
soma balance is left after a vend. With this command the VMC tries to
transfer the balance 1o the payment meadia.

The revalue amount should not exceed the revalue limit value given by
the command REVALUE LIMIT REQUEST.

REVALUE REQUEST (Level 03 Readers)

A balance in the VMC account because coins or bills were gccepted or
some balancs is left after & vend. With this command the VMC tries to
transfer the balance {0 the payment media.

¥1:
¥2-¥3 . Revalus amount - scaled.
Revalue {Reyalus
Revalue Request {Amount
(15H / 65H}) [ (00H)
Y1 YZ2-Y5
Level 03 (EXPANDED CURRENCY MODE) Readers
¥1:
¥2-¥5 . Revalue Amount - scaled.

The revalue amount should not exceed the revalue limit value given by
tha command REVALUE LIMIT REQUEST.

Reader response:

Revalug
Approved
(ODH)

21

Level 02/ 03 Readers

e BN

REVALUE APPROVED (Level 02/ 03 Readers)

A balance is in the VMO account because coins or bills were accepted or
some balance is left after a vend. The VMC has issued a REVALUE
REQUEST to the payment media reader 1o transfer the balance to the
payment media. The payment media reader acceptad the request and
added its value to the payment media balance. The reader then responds
with a REVALUE APPROVED, so the VMC may clear the account.

MDB/ACP Version 4.2

Pelifionsr EXRE1 000148

Exhibit 1006
Page 157

February, 2011



Multi-Drop Bus / Inter

Revalue
Denied
(OEH)
£

Level 82 Readers

21

REVALUE DENIED (Level 02 7 03 Readers)

A balance is in the VMC account because coins or bills were accepted or
some balance is left after a vend. The VMC has issued a REVALUE
REQUEST to the payment media reader to transfer the balance to the
payment media. The payment media reader does not accept the request

and responds with a REVALUE DENIED, so the VMC has to pay out

change. i is a quite common situation if there is no payment meadia
inserted at this moment.

7.4.17 REVALUE - Limit Request (Level 02/ 03 Readers)

Revalug
Revalue Limit Request
(15H / 65H) | (O1H)

L

Level 02/ 03 Readers

Note: If revaluing, follow the BEGIN SESSION with this command.

Y1

REVALUE LIMIT REQUEST (Level 02 Readers)

in a configuration with a bill andfor coin acceptor and payment media
reader connected to a VMO, the VMG must know the maximum amount

the payment media reader eventually will accept by g REVALUE

REQUEST. Especially if the bill acceptor accepts a wide range of bills.
Otherwise the YMC may be confronted by the situation where it accepted
a high value bill and is unable {6 pay back cash or revalue it {o a payment

media. {see also below)

Reader response:

Ravalue
Limit
Amount
(OFH)
s

Revaiue
Limit
Amount

22-23

Level 02/ 03 (EXPANDED CURRENCY MODE disabled) Readers

21
MDB/ACP Version 4.2
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£2-£3

The patron intends {o revalue the payment media with a bill of some
vaiue. The VMC must know what kind of biils to accept, so it will issue a
REVALUE LIMIT REQUEST to get the amount the payment media reader
will accept. The payment media reader will respond with the scaled value,
calculated with the maximum allowed payment media balance minus the
current balance of the payment media. The payment media reader
responds with REVALUE DENIED if there is no payment media available
upon this request.

Revalue limit value - scaled.

Reader response:

Revalug |Revalue
Limit Limit
Amount | Amount
(OFH)
21 22-25
Level 03 (EXPANDED CURRENCY MODE) Readers
21 REVALUE LIMIT AMOUNT (Level 03 Readers)
The patron intends {o revalue the payment media with a bill of some
value. The VMC must know what kind of bills {o accept, so it will issue a
REVALUE LIMIT REQUEST to get the amount the payment media reader
will accept. The payment meadia reader will raspond with the scaled vaius,
calculated with the maximum allowed payment media balance minus the
current balance of the payment media. The payment media reader
responds with REVALUE DENIED i there is no payment media available
upon this request.
£2-25 . Revalue Limit Value - scaled.

7.4.18 EXPANSION - Request ID

Request | Manufacturer | Serial Model Softwars
Expansion D Code Number Number {Version
(17H 7 67H) | (OCH)
Y1 Y2-Y4 ¥5-Y16 Y17-Y28 {Y28-Y30
Y1 REQUEST ID
The VMC is requesting payment meadia reader identification
information. The information included above (Y2-Y30) provides the
payment media reader with VMO identification information.
Y2-Y4 Manufacturer Code - ASCH

MDB/ACP Version 4.2
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¥5-Y16

Y17-Y28 .

Y28-Y30 .

codes are listed in the EVA document entitled “The Data Transfer
Standard EVA-DTS" document, the Audit Data Dictionary seclion,
chapter 4, "Manufacturer Codes”.

Serial Number - ASCH
Factory assigned serial number.

Model Number - ASCH
Manufacturer assigned model number.

Software Version - packed BCD

Current software version.

Reader response:

FPeripheral
iD

(O9H)

21

Manufacture | Sernial Model Software
Code Number {Number {Version
L2748 2h-72A6 (Z217-728 1 728-230

Level 01/ 02/ 03 Readers {If VMO indicates Level 01 or 02}

Peripheral
1D

(OSH)

21

Manufacture | Serial Model Software | Optional
Code Number {Number (Version |[Feature Bits
22-£4 25-Z16 1 217-£28 | Z229-230 1231-234

Level 03 Readers {If VMC indicates Level 83)

See paragraph 7.4.4 for a detailed explanation of this response.

7.4.19 EXPANSION - Read User File (Level 02 Readers)

Obsolete Command — Do not use for new designs!! {Use EXPANSION - Diagnostics)

Read Number
Expansion User of User
(17H/ 67H) File File
(O1H)
Y1 Y2
Level 02 Readers
Yi= READ USER FILE

The VMC request's the user file. The length of the file is variable with a
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Y2=

maximum length of 32 bytes. The contenis of the data are defined by the
¥MC manufacturer. if the payment media reader does support this
command it will respond with USER FILE DATA

Number of User File.

The File identification number. The number and size of the data files are
defined by the payment media reader manufacturer. The maximum
number of user filas are FFh

Reader response:

User |Number [Length |[User
Data |of User |[ofUser [Data
File File Fiie
(10H)
21 Z2 23 Z4-2n
i I USER FILE DATA (only level 02 readers)
The VMC requires user data and has issued a EXPANSION - READ
USER FILE to the payment media reader.
22 Number of User File.
The File identification number. The number and size of data files are
defined by the payment media reader manufacturer. The maximum
number of user files are FFh.
23 Length of user file
The length of the user file. The maxamum length of the user file is 32
bytes. If the user file don't exists the length will be set to O0h.
Z4-Zn . Data defined by the VMC manufacturer.

7.4.20 EXPANSION - Write User File (Level 02 Readers)

Cbsolete Command ~ Do not use for new designs!! (Use EXPANSION - Diagnostics)

Write Number i{Length {User
Expansion |User of User |of User |Data
(17H/67H) |File File File
(O2H)
Y Y2 Y3 Y4-¥n
¥4 WRITE USER FILE

MDB/ACP Version 4.2

The VMC request’s to write the user file. The length of the file is variable
with a mandamum length of 32 bytes. The contents of the data are defined
by the VMC manufacturer. if the command is supported but the payment
media reader s unable to write the payment media (writing problem or
data too long) it will respond with MALFUNCTION/ERROR.
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Number of User File.

The File identification number. The number and size of data files are
defined by the payment media reader manufacturer. The maximum
number of user files are FFh.

Length of user file

The length of the user file. The maximum length of the user file is 32

bytes.

Reader response:;

No Data response

Data defined by the VMG manufacturer.

7.4.21 EXPANSION - Write Time/Date File (Level 02/03 readers)

The VMC requests to write the Time/Date file.

Expansion  [Write Time/ | Time
(17H /67H) |Date File Date
(O3H)
Y1 Y2-¥Y11
¥1: WRITE TIME/DATE FiLE
Y2-¥Y1i1t:

7.4.22 EXPANSION - Enable Options (Level 03 readers)

bytes are BCD encoded.

Y2 = Years (Range: 00..09)
¥3 = Months (Range: 01..12)
Y4 = Days (Range: 01.31)

Y5
Y&

Hours (Range: 00..23)
Minutes (Range: 00..59)

Y7 = Seconds (Range: 00..59)

Y8 = Day of Week (Range: 01..07, Monday = 1..Sunday = 7)

Y9 = Week Number (Range: 01..53)

Y10

Summertime (Range: 00..01, Summertime = 1)

¥11 = Holiday (Range: 00..01, Holiday = 1)

If any item of the time/date is not supported use FFH instead.

Expansion
(17H /1 67H)

Optional Feature Bit Enable
(04H)
Y1

Optional Feature Bits

Y2-Y5

MDB/ACP Version 4.2
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Level 83 Readers

¥1: OPTIONAL FEATURE BIT ENABLE
The VMC can enable which level 3 features it desires.

¥Y2-Y5: Individual expanded feature bits as sent by reader in response to the
17H-00H EXPANSION REQUEST 1D command. To enable a feature, a
bit is set o one. Bits should be sent in descending order, i.e bit 31 is
sent first and bit G is sent last. All features are disabled after a reset.

b0 - File Transport Layer supported

b1 - 0 =16 bit monetary format, 1 = 32 bit monetary format
b2 — Enable mulli currency / multi lingual

b3 - Enable negative vend

b4 ~ Enabledata entry

b5 — Enable "Always idle” state

06 to b31 not used (should be set to 0}

Note: If 32 bit monetary format (b1) and or muiti currency / multi ingual
{b2) options are enabled, this condition will be known as EXPANDED
CURRENCY MODE in the rest of the document.

7.4.23 EXPANSION - FTL REQ TO RCV

Expansion |FTL REQ TO ROV
(1TH/67H) [ (FAH)
Y1 Y2-Y8

Level 03 Readers (if File Transport Layer option enabled)

The VMU is requesting to receive data from the reader whose destination address will always
be 10H or 60H. Note that all FTL Commands / Responses are defined in Section 2.6.

Y1 FTLREQ TORCVY
The VMC is requesting to receive data from the reader.
Y2 FTL Destination Address {Reader = 10H / 680H as defined in Section 2.6,
Y3 FTL Source Address
The source address of the command as defined in Section 2.6
¥4 FTL File 1D
The type of information desired as definad in Section 2.6.
¥5 - FTL Maximum Length
The total number of blocks in the file as defined in Section 2.6.
¥6 . FTL Control

Data transfer control information as defined in Section 2.6.

Reader response:
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Two responses are possible from the reader, either the SEND BLOCK (1DH) which transmits
the initial {(or only) part of the data or the RETRY / DENY (1CH). Note that the response can
gither be immediate or delayed.

FTL (1DH) SEND BLOCK

SEND BLOCK information

24 22-734
&1 1DH response which indicates SEND BLOCK
&2 Destination address of data as defined in Section 2.6
23 Bilock # of data as defined in Section 2.6

Z24-Z34. Data {maxumum of 31 bytes)

or
FTL (1CH) RETRY / DENY
RETRY / DENY | Information
iy £2-24
e I 1CH response which indicates RETRY / DENY
22 Deastination address of rasponse as defined in Saction 2.6
&3 Source address of response (10H / 60H) as defined in Section 2.6
£4 Retry delay

7.4.24 EXPANSION - FTL RETRY /DENY

Expansion {FTL RETRY / DENY
(17H) (FBH)
Y1 Y2-Y4

Level 03 Readers (if File Transport Layer option enabled)

The VMC is retrving, denying, or aborting a data transfer toffrom the reader whose destination
address will always be 10H or 60H. Note that all FTL Commands / Responses are defined in
Section 2.8.

Y1 FTL RETRY / DENY
The VMC is requesting to retry, deny, or abort a data transfer.
Y2 FTL Destination Address (Reader = 10H / 80H)
The destination address of the command as defined in Section 2.6.
Y3 FTL Source Address
MDB/ICP Version 4.2 February, 2011 Peioner &XibilA90%:18 3%
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The source address of the command as defined in Section 2.6.

¥4 . FTL Retry Delay
The time delay required of the sender as defined in Section 2.6,

Reader response:

None

7.4.25 EXPANSION -~ FTL SEND BLOCK

Expansion [FTL SEND BLOCK
(17H/67H) |(FCH)
Y1 Y2-¥34

Level 03 Readers (if File Transport Layer option enabled)

The VMC is sending data to the reader whose destination address will always be 10H or 60H.
Note that ali FTL Commands / Responses are defined in Saction 2.6

¥1: FTL SEND BLOCK

The VMC is requesting to send data.
¥2: FTL Destination Address (Reader = 10H / 60H)

The destination address of the command / data as defined in Saction 2.6.
Y3 FTL Block #

The block # of data as defined in Section 2.6
¥Y4-Y34 FTL Data (imaximum of 31 byles)

The actual data block as defined in Section 2.86.
Reader response:

None

7.4.26 EXPANSION ~ FTL OKTO SEND

Expansion [FTL OK TO SEND
(17H/87H) [(FDH)
Y1 Y2-Y3

Level 03 Readers (if File Transport Layer option enabled)

The VMC is indicating that it is OK for the reader to transfer data. The destination addrass will
always be the reader 10H or 60H. Note that all FTL Commands / Responses are defined in
Section 2.6.

Yi:  FTL OK TO SEND
The VMC is indicating it is OK to send dala.
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Yé . FTL Destination Addrass (Reader = 10H / 60H)
The destination address of the command / data as definad in Section 2.6,
¥3 FTL Source Address

The source address of the command as defined in Section 2.6.

Reader response:

One response is possible from the reader which fransmits the initial {or only) part of the data.
Note that the response can either be immediate or delayed.

FTL (1DH) | SEND BLOCK

SEND Information

BLOCK

24 £2-734
21 1DH response which indicates SEND BLOCK
22 Destination address of data as defined in Section 2.6
23 Bilock # of data as defined in Section 2.6

24-Z34. Data (maximum of 31 byles)

7.4.27 EXPANSION - FTL REQ TO SEND

Expansion |FTL REQ TO SEND
(17TH/67H) [(FEH)
Y1 Y2-Y6

Level 03 Readers (if File Transport Layer option enabled)

The VMC is requesting to send data {o the reader whose destination address will always be
10H or 80H. Note that all FTL Commands / Responses are defined in Section 2.6.

¥1: FTLREQ TO SEND
The VMC is requesting to send data to the reader.
Y. FTL Destination Address (Reader = 10H / 680H)
The destination address of the command as defined in Section 2.6.
¥3: FTL Source Address
The source address of the command as defined in Section 2.6
Y4 FTL Fie ID
The type of information desired as defined in Section 2.6.
Y5 FTL Masamum Length
The total number of blocks in the file as defined in Section 2.6.
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Y6 : FTL Control
Data transfer control information as defined in Section 2.6.

Reader response:

Two responses are possible from the reader, either the OK TO SEND (1EH) which allows the
data transfer to start or the RETRY / DENY (1CH). Note that the response can either be
immediate or delayed.

FTL (1EH) OK TO SEND
OKTO SEND information
24 Z2-£3
21 1EH response which indicates OK TC SEND
£2 Destination address of response as defined in Section 2.6
Z3 Source address of response (10H 7 60H) as defined in Section 2.6
or
FTL (1CH) RETRY / DENY
RETRY f DENY | information
21 £2-24
i I 1CH response which indicates RETRY / DENY
22 Destination address of response as defined in Section 2.6
23 Source address of response (10H / 80H) as defined in Section 2.6
&4 Reiry delay

7.4.28 EXPANSION - Diagnostics

Expansion |Diagnostics | User
(17H67H) [(FFH) Defined
Data
Y1 Ya-¥n
¥1: DIAGNOSTICS.

Device manufacturer specific instruction for implementing various
manufacturing or test modes.

¥2-¥n : User Defined Data. . -
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The data portion of this command is defined by the manufacturer and is
not part of this document.

Reader response:

Diagnostics | User

Response Defined
(FFH)
21 22-&n

s BN DIAGNOSTICS RESPONSE
Za-&n . User Defined Data.

The data portion of this response is defined by the manufacturer and is
not part of this document.

7.5 Cashiess Device Non-Response Time

The default maximum non-response time for a cashless device s 5 seconds. This is the
maximum time for which a cashless device will not respond to a command or a POLL with
ACK, NAK or a message. The “Application Maximum Response Time” reported in byte Z7 of
the Reader Configuration Data (7 .4.2) supersedes this default value  Z7 is greater.

Liniess otherwise specified, a VMC should also use this value as a timeout for a response to
commands that require data to be returned. (Sse Saction 7.3}

7.6 Cashiess Device Power Reguirements

The current draw for any cashiess device must fall within the following limits. All
measuremenis are at the minimum VMC Voltage Output.

idle mode = 300 mA. {avg.) continuous

Transport or Read/Write cycle = 1.5 A @ 50% maximum duty cycle up to 5 seconds.

MDB/ICP Version 4.2 February, 2011 Pefiiigner &XRiRL1908:143%6p

Exhibit 1006
Page 168



Multi-Drop Bus / Internal Communication Protocol

7.7 Example Vend Sessions

EXAMPLE VEND SESSION 81
{Valid Single Vend)

Controlier Cashless Device State
POLL -
& BEGIN SESSION (Session idie)
ACK ->
VEND REQUEST -3
& ACK {Vend)
POLL -3
&« VEND APPROVED
ACK -
VEND SUCCESS -3
& ACK (Session dis)
SESSION -
COMPLETE
& ACK
POLL -
& END SESSION (Enabled)
ACK ->

MDB/ICP Version 4.2 February, 2011 Pefiligner &XRIL100%: 130060
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EXAMPLE VEND SESSION #2
{Valid Muitiple Vend)

Controlier {-ashless Device State
POLL -
&« BEGIN SESSION {Session idie)
ACK >
VEND REQUEST -3
& ACK {(Wend)
POLL >
£ VEND APPROVED
ACK ~2>
VEND SUCCESS -3
& ACK (Session idie)
VEND REQUEST >
& ACK {(Vend)
POLL -3
& VEND APPROVED
ACK >
VEND SUCCESS ~2>
& ACK (Session ldle)
SESSION >
COMPLETE
& ACK
POLL 3
& END SESSION {(Enabled)
ACK -

MDB/ICP Version 4.2 February, 2011 Pefiligner &XRIL100%: 1306
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EXAMPLE VEND SESSION #3
{Session cancelled by user with reader return button)

Controlier Cashiess Device Siate
POLL 4

&« BEGIN SESSION {Session idie)
ACK ->

User pushes reader RETURN button

POLL
SESSION CANCEL
ACK

SESSION

COMPLETE
ACK
POLL
END SESSION (Enabled)

2 A TR A VR TR

ACK
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EXAMPLE VEND SESSION #da
{Session cancelled by user via coin mechanism
escrow return bution before product was sslscted)

Controlier Cashiess Device State
POLL ->

& BEGIN SESSION (Session idie}
ACK -

User pushes coin mech. escrow return

SESSION >
COMPLETE
&« ACK
POLL >
& END SESSION (Enabled)
ACK >
MDB/ICP Version 4.2 February, 2011 Pefioner &bt A90%:130 66
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EXAMPLE VEND SESSION #4b
{Session cancellied by user via coin mechanism
sscrow return button after product was sslected)

Controlier Cashiess Device State
POLL ->
& BEGIN SESSION (Session idie}
ACK -
VEND REQUEST ->
= ACK (Vend)

User pushes coin mech. escrow return

CANCEL VEND >
&« ACK
POLL >
&« VEND DENIED (Session ldle)
SESSION >
COMPLETE
«  ACK
POLL >
& END SESSION (Enabled)
ACK >
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EXAMPLE VEND SESSION #5
{VMC Failure/product not dispensed
Refund positive}

Controlier Cashiess Device State
POLL ->
& BEGIN SESSION (Session idie}
ACK -
VEND REQUEST ->
= ACK (Vend)

Reader deducts purchase price from payment media

POLL -
& VEND APPROVED

VMO fails to dispenses product

VEND FAILLURE >

& ACK
POLL -3

&« Silence during the

refund cperation

POLL 3

& ACK C
SESSION >
COMPLETE

& ACK
POLL -

& END SESSION {(Enabled)
ACK >
MDB/ICP Version 4.2 February, 2011 Pefioner &bt A90%:130% 60

Exhibit 1006
Page 174



Multi-Drop Bus / Internal Communication Protocol

EXAMPLE VEND SESSION #8A
{VMC Failure/product not dispensed
Refund fail)
Controlier Cashless Device State
POLL
BEGIN SESSION {Session ldis)
ACK

VEND REQUEST

O 2 T N2

ACK {Vend)
Reader deducts purchase price from payment media

POLL -
& VEND APPROVED

VMO fails to dispenses product

VEND FAILLURE >
& ACK
POLL -3
&« Silence during the
refund cperation
POLL 3
& MALFUNCTION
ERROR code
1100yyyy=refund fail  {Level 02/ 03)
ACK {(Level 01)
SESSION -3
COMPLETE
& ACK
POLL ~2>
& END SESSION {Enabled)
ACK -3
MDB/ICP Version 4.2 February, 2011 Pefiligner &XiRIL100%: 130860

Exhibit 1006
Page 175



Multi-Drop Bus / Internal Communication Protocol

EXAMPLE VEND SESSION #6
{Vend denied by reader)

Controlier Cashiess Device Siate
POLL 4
&« BEGIN SESSION {Session idie)
ACK ->
VEND REQUEST -
& ACK {Vend)

insufficient funds or payment media/account error

POLL

-
&

VEND DENIED

(Session idie)

VMC makes no attempt {o dispense product

SESSION
COMPLETE

POLL

ACK

MDB/ACP Version 4.2
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ACK

END SESSION
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Multi-Drop Bus / Internal Communication Protocol

EXAMPLE VEND SESSION #7
{Command Qut of Sequence Error}

Cashiess Device

Siate

POLL
ACK

VEND REQUEST

EXPANSION
D REQUEST

POLL

ACK

RESET

MDB/ACP Version 4.2

Y N Y N 2 R T e e 2

A2

BEGIN SESSION

ACK

ACK

COMMAND CUT
OF SEQUENCE

{Mandatory}
ACK

February, 2011

{Session idie)

(Vend)

{Session idie}

{inactive)

Pelifignsr LXRE1 000130 6
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EXAMPLE VEND SESSION #8a
{Reader busy for longer than max. non response time)

Cashiess Device

Siate

POLL
ACK

VEND REQUEST

POLL

POLLs (numerous)
POLL

POLLs (numerous)
POLL

POLL

ACK

VEND SUCCESS

VEND REQUEST
POLL

ACK

VEND SUCCESS
SESSION
COMPLETE
POLL

ACK

MDB/ACP Version 4.2

200 A e AR AV 2 A T A T T I 2 i e A R A A TR T A

BEGIN SESSION

ACK

{silence. |
isitence... ]
ACK

{silence. . |
isilence.. ]

VEND APPROVED

ACK

ACK

VEND APPROVED

ACK

ACK

END SESSION

February, 2011

{Session idie)

(Vend)

{(Reader busy)

{continued POLLs w/ no response)
(restart Non-Response timer)
{continued POLLs w/ no response)
{Reader almost finished)

(Readear ready)

{Session idie)

{(Vend)

(Session ldle)

(Enabled)

Pelifionss EXARIN 08138 qp
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EXAMPLE VEND SESSION #8b
{Reader busy for shorter than max. non response time)

Controller {ashless Device State
POLL -

&« BEGIN SESSION {Session idie)
ACK >
VEND REQUEST -2

& ACK (Vend)
POLL >

& [silence. . ] {(Reader busy)
POLLs (numercus) -2

€ {silence.. ] {Continued POLLs w/ no response)
POLL -3

& isilence.. ] (Reader almost finished)
POLL >

£ VEND APPROVED  (Readesr ready)
ACK 3
VEND SUCCESS -

&« ACK {Session idie)
VEND REQUEST -2

& ACK {(Vend)
POLL -3

& VEND APPROVED
ACK >
VEND SUCCESS -2

& ACK (Session dis)
SESSION >
COMPLETE

& ACK
POLL -3

& END SESSION (Enabled)
ACK >
NOTE

If the peripheral omits to respond within the maximum non-response time, it is considered o
be off-line.

MDB/ICP Version 4.2 February, 2011 Pefifiner &XRIL100%: 131000
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EXAMPLE VEND SESSION #8¢
{No Response, Reader busy at Vend Request.)

Controlier Cashless Statef Comment
Device
POLL -2
&« BEGIN
SESSION
ACK >
VEND REQUEST -2
& {silence. . ] Reader busy. The reader may not send

the response within the tresponsa(ma
timeout or hasn't received the command
compietely due to line breakdown
VMO repeats the command: As the VMC
isn't sure, that the slave has received the
command free of errors i repeats it The
command itself is not yet performed by
the reader as long the ACK hasn't been
sent.

{silence. . | Reader busy

N2

VEND REQUEST

VEND REQUEST

R )

ACK {Vend)
The reader will now perform the
command. The response isry't available at
the moment, thus the VEND REQUEST
s only acked

POLL (numerous) VMC polls the reader to obtain the daia in
VEND APPROVED

ACK The reader may send a ACK or [silence]
to each POLL

POLL

T N

VEND The response to the VEND REQUEST is

APPROVED now available. it must be sent within the
time defined by the APPLICATION
MAXIMUM RESPONSE TIME. This is
measured from the ACK following the
VEND REQUEST.

ACK >

MDB/ICP Version 4.2 February, 2011 Pefiiigner &XRIL190%: 13 gy
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EXAMPLE VEND SESSION #9
{Pre-approved authorization aborted by coin
mechanism escrow return button before BEGIN SESSION)

Controlier Cashiess Device State

User swipes payment media

{(Enabled)
POLL -
& ACK

READER CANCEL -2
& ACK

{If applicable, reader aborts HOST communications, ejects payment
media, stc...}

POLL >
&  CANCELLED
ACK >
MDB/ICP Version 4.2 February, 2011 Pefiligner &R0 3 405
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EXAMPLE VEND SESSION #10
{Single Negative Vend}

Controller Cashless Device Siate
FPOLL -3

& BEGIN SESSION (Session ldle)
ACK 4

User inserted a payment media, and inserted then a product, which
was detacted valid, or pressed a selection bulton o wentify the
desired product which will be inserted later on
NEGATIVE  VEND =
REQUEST
& ACK (Mend)
POLL >
& VEND APPROVED
The payment reader is able to add the desired value to the credit
ACK -
The product is now fully accepted from the machine or the user has
finally finished insertion of a valid product
VEND SUCCESS -2

& ACK (Session idle)
The payment media reader has added the credit
SESSION -
COMPLETE
£ ACK
POLL -2
&« END SESSION (Enabled)
ACK -

Normally, can or bottle return-vendors may chack the product first, before the patron inserts
his card. It is up to the VMC, {o delay the negative vend request, until the session idle state is
reached. In many return-vendors, from this state, the product is already fully accepted.
Therefore, there is no need for the further sequences, this means, vend accepted, vend
success will follow each other immediately.

If the payment media reader is not able to update the credit, there will be two conditions:

¢ The refurn vendor is able to escrow the product after the vend denied. In this case the
session complete is sent, the product is return and the credit remains unchanged.

s The return vendor is not able 1o escrow the product after vend denied. in this case, session
complete should be sent and there should be an update credit within the system (VMOC),
which could be returned by other means {(i.e. return coins, tokens, eic).

It a return vendor is able (o escrow the product again, this vendor normally accepts the product
finally only a vend accepted was sent. In this case thaere may happen some fault condition
which allows no final acceptance of the product. The return vendor then closes the session
with vend failed instead of vend success, indicating to the reader not to update the system
credit, or, if the payment media is no longer presant, request re-insertion of the meadia.
MDB/ICP Version 4.2 February, 2011 Pefioner &bt l90%:13 A as
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EXAMPLE VEND SESSION #11
{Always idie state option set)

Controlier Cashless Device State
POLL >
£ ACK (Enabled)
VEND REQUEST -2
& ACK (Vend)
POLL >
& ACK (repeated  until  User presenis
cashless media or timeout)
POLL -
£ VEND APPROVED
ACK -2
VEND SUCCESS -2
& ACK (Session idie)
SESSION -2
COMPLETE
&« ACK
POLL -
& END SESSION {(Enabled)
ACK >
EXAMPLE VEND SESSION CANCELLED #12
{Always idie state option set)
Controlier Cashless Device State
POLL >
£ ACK (Enabled)
VEND REQUEST -2
& ACK (Vend)
POLL >
£ ACK (repeated  until  User presents

MDB/ACP Version 4.2

February, 2011

cashless media )}, bul insiead of
this, cash is inserted
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VEND CANCEL >

'S ACK (Session idie)
POLL -2

€ VEND DENIED (Session idle)
SESSION -
COMPLETE

£ ACK
POLL -2

€ END SESSION (Enabled)
ACK -2

EXAMPLE VEND SESSION TIMEOQUTEI3
{Always ldie state option set)

Controller Cashless Device State
POLL -2

€ ACK (Enabled)
VEND REQUEST -

& ACK {(Vend)
POLL -2

&« ACK (repeated  untit  User presenis

cashless media or timsout}, timeout
OCCLTS

POLL -2

€ VEND DENIED
ACK -
SESSION -2
COMPLETE

&« ACK
POLL -

& END SESSION {(Enabled)
ACK -2

MDB/ACP Version 4.2
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EXAMPLE DATA ENTRY SESSION #1
{Three key Data Enfry w/ Prompt & Asterisks for Entries)}

Controller Cashless Device State
Previously Enabled Enabled
POLL -
& DATA ENTRY REQUEST +
DISPLAY REQUEST (prompt)
ACK -2
User pushes Selection Key 1
DATA ENTRY -2
RESPONSE (Key 1)
&« ACK
POLL -
& DISPLAY REQUEST (prompt + ™)
ACK -2
User pushes Selection Key 2
DATA ENTRY >
RESPONSE (Key 2)
€ ACK
POLL -
& DISPLAY REQUEST (prompt + ™)
ACK >
User pushes Selection Key 3
DATA ENTRY >
RESPONSE (Key 3)
& ACK {Enabled)
POLL -2
& DISPLAY REQUEST (prompt + ™~
or “Entry OK”)
ACK >
Note: After Display Request Time
expires, VMC regains control of
display
POLL -
& BEGIN SESSION {Session idie)
ACK -2

MDB/ICP Version 4.2 February, 2011 Pefiligner &XRILI90%1 3 ¢t
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EXAMPLE DATA ENTRY SESSION #2
{Data Entry with Reader Cancel)

Controller Cashless Device State
Previously Enabled Enabled
POLL -2
& DATA ENTRY REQUEST +
DISPLAY REQUEST (prompt)
ACK >
User pushes {valid} Selection Key
DATA ENTRY >
RESPONSE (Key 1)
€ ACK
POLL -2
& DISPLAY REQUEST (prompt + ™)
ACK >
User pushes {invalid} Selection Key
DATAENTRY >
RESPONSE (Key 2)
& ACK
POLL -2
& DATA ENTRY CANCEL
ACK - {(Enabled)
POLL >
£ DISPLAY REQUEST ("Error”)
ACK -2

After Display Request Time expires,
VYMC regains control of display

Note that the above scenario is only an example and it may not be prudent o cancel a session
after the first wrong entry. (Someone could fraudulently obtain a password by trying the
maximum of selection keys at each position.}

MDB/ICP Version 4.2 February, 2011 Pefiiioner &XRIRL10R:13 18,0
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EXAMPLE DATA ENTRY SESSION #3
{Data Entry with VMC Cancel)

Controlier Cashless Device State
Previously Enabled Enabled

POLL -2

&« DATA ENTRY REQUEST +

DISPLAY REQUEST (prompt)
ACK >
User pushes Selection Key

DATA ENTRY -
RESPONSE (Key 1)

£ ACK
POLL -2

&« DISPLAY REQUEST (prompt + %)
ACK -

User walks away & VMC times out

DATAENTRY -
RESPONSE (FF's)

£ ACK {Enabled)
POLL -2

€ DISPLAY REQUEST ("Try Again’)
ACK -

After Display Request Time expires,
VMO regains control of display

MDB/ICP Version 4.2 February, 2011 Pefiiiener &XRIRIL 190813 Puep
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Section 8
Communications Gateway
VMC/Peripheral Communication Specifications

8.1 introduction

This section defines the communications bytes sent and received betwsen a Communications
Gateway {Comms Gateway) and the VMC. The Comms Gateway address is 0001 1xxxB
{(18H).

Unless otherwise stated, all information is assumed {o be in a binary format.

After the VMU has issued a command, the Comms Gateway must respond with a reply. The
reply may be an ACK or a detailed message response. If the command format expects a
response, the Comms Gateway may: 1) respond with an ACK, to acknowladge receiving the
command, and send the response later as a response o a POLL, or 2) immediately respond
with the expected message.

The Comms Gateway response 1o a command from the VMC may be an ACK| a single
message, or if there is more data o send it may be a mulll message reply, up o the MDB
maximum of 36 bytes.

The foliowing command / response set has been defined to provide a meaans to transfer
vending information system data from the VMC to the Comms Gateway in one of two ways,

1) Entire DTS files (including DXS, 8T, 801, G85, SE, and DXE records) are transferred
using the file transport laver (FTL) of MDB.

2) Activity "Reports” are sent from the VMC to the Comms Gateway every time something
hiappens in the vending system, it is then the Comms Gateways responsibility to store and
assemble the DTS file. (DXG, 8T, SD1, G885, SE and DXE data are not sent.} Obvicusly, a
combination of these two methods can be designed to meet specific needs also.

MDB/CB Version 4.2 February, 2011 T SHHSRS G013 o
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8.2 VMC Commands

YMC Cmd Code | VMC Data Comm Gateway response
RESET 18H O0H ~ Just RESET {1
SETUR 19H | Feature level (1} { 01H - Comms Gateway Config (1)
Scale factor {1} Feature level {H
Decimal places {1} Max. App. Resp. ()
POLL 1AH O0H - Just RESET (1)
O01H - Comms Gateway Config (1}
Feature level {(H
Max. App. Resp. ()
02H - Request transmit {1
02H - Data transmitied {1}
O4H - Error {(H
Error code {r)
O5H ~ DTS Event Acknowledge (1)
06H -~ Peripheral 1D: {H)
Mfg. code {3}
Serial number (12}
Mode! number {12
Software ver. (2}
Opt. features {4)
07H - Radio Signal Strength (2)
18H - FTL REQ 1o ROV (option) (1)
1CH - FTL RETRY / DENY (option) (1)
10H - FTL SEND BLOCK  (option) (1)
1EH - FTL OKto SEND  (option) {1}
1FH - FTL REQ to SEND  (optiony (1)
FFH - Diagnostics {rn)
REFPORT 18BH | Type = 01, Transaction {1
Transaction Type )
Selection (Row/Col.) {2}
Price {2}
Cash in, Coin tubes (2}
Cash in, Cashbox (2)
Cash in, Bills (2)

MOB/ACE Version 4.2

Value in, Cashiess #1 {2}
Value in, Cashiess #2 {2}
Revalue to Cashless #1  (2)
Revalue to Cashless #2  (2)

Cash out (2}
Discount Amount {2)
Surcharge Amount {2}
User Group # {1
Price List {1)
Date (4
Time {2)

February, 2011
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Type = 02, DTS Event (1) | 05-DTS Event Acknowledge (1)
DTS BEvent Code {10}
Date {4)
Time {2}
Duration {4)
Activity (1)
Terminal 1D {(12)

Type = 03, Assel D {1}
Asset Type = 0n {1
Manufacture Code (3}
Serial Number (12}
Model Number {12}
Software Version {2}

Type = 03, Assel D {1}
Asset Type = 8n {1
Asset Number {20}

Type = 04, Currency (D (1
VMO Currency Code {2}

VMG Currency )
VMO Decimal Point (1)
Type = 05, Product |D {1}
Product Identification (20)
Selection Presence (1)
CONTROL 1CH | 00H - Disabie (1
01H - Enable (1
02+ - Transmit {4}
EXPANSION | 1FH | 0OH - ldentification 06H - Peripheral 1D M

MOB/ACE Version 4.2

Mfg. code
Serial number
Modei number
Software ver.
Opt. features

{3)
(12)
{12)

{2)

{4)

01H - Feature enable )
Features enabled {4)

02+ — Time/Date Reguest {1
Time/Date )

O7H - CG Time/Date
Years
Morths
Days
Hours
Minutes
Seconds
Day of Week
Summertime
Haoliday

(1)
{1
()
{1)
{1
{1
(1)
(1)
(1)
()

FAH - FTL {option)

10H - SEND BLOCK

REQTO RCV 1CH - RETRY / DENY
FBH - FTL {option) No Data

RETRY / DENY

FCH - FTL {option) No Data

SEND BLOCK

February, 2011
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FDM - FTL  (option) 1DH - SEND BLOCK

OK TO SEND

FEH-FTL  {option) 1EH - OK TO SEND

REQ TO SEND 1CH - RETRY/DENY

FFH - Diagnostics {n) { FFH - Diagnostics {rn)
MDB/ICB Version 4.2 February, 2011 T SUHORAEXIRL100%L323 a1
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8.3 Communications Gateway Command Format

VMO Command Codel/Sub-code VMC Data Comms Gateway Response

RESET 18H No dala None

This command is the vehicle that the VMC should use {o tell the Comms Gateway that it
should perform its initialization procedure. With the exception of the ACK response, it should
abort all communication and revert {0 the intemally stored operational parametars.

The foliowing initialization sequence is recommaended. it should be used after "power up”, after
issuing the RESET command, or after issuing the Bus Reset (pulling the transmit line “active”
for a minimum of 100 mS).

POLL —~ 18H
To obtain “JUST RESET” response

SETUP ~ 19H
To obtain Comms Gateway level and configuration information

EXPANSION IDENTIFICATION —~ 1F O0H
To obtain additional identification information and options

EXPANSION FEATURE ENABLE ~ 1F O1H
To enable desired oplions

CONTROL / ENABLE -~ 1CH / O1H
To enable / alert the Comms Gateway to start collecting data and / or monitoring
for REPORT commands situations.

VMO Command Code/Sub-code VMO Data Comms Gateway Response

SETUPRP 18H ¥1-Y3 Z1-74
Y1 = VMO feature level

indicates the highest Comms Gateway feature level that the VMC supports.
Currently the highest feature level is 03, with no requirement {o support previous
{obsolete) levels 1 and 2.}

MDB/ICB Version 4.2 February, 2011 T SHHSRS GXRLAA0RI3E 4
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Y2 = Scale factor

The multiplier used to scale all monetary values transferred
between the VMO and the Comms Gateway.

Y3 = Decimal places

The number of decimal places used to communicate monetary
values between the VMC and the Comms Gateway.

Z1 =01 COMMS GATEWAY CONFIGURATION

The Comms Gateway is responding to a SETUP command. This response
includes the following data;

L2 = Comms Gateway feature level

The featurs level of the Comms Gateway. Currently the highest
faature level is 03, with no requirement o support previous
{obsolete) levels 1 and 2.}

L3 ~-Z4 = Application maximum response time

The maximum length of time, in seconds, that an Comms Gateway
may be unable to respond to any commands. This includes the time
communicating over an external network. The VMC should
continug POLLIng the Comms Gateway during this time in an
attempt o re-synchronize communications earlier. When the
Comms Galeway is ready {0 communicate over the bus again, i
should respond to the next POLL with COMPLETE {if
communicating externally) or ACK. This time essentially replaces
the standard MDB non-response time, as such it's default valus is
aqual to the defined nonwesponse time (5 seconds)

'

VMO Command Code/Sub-code VMO Data Comms Gateway Response

POLL 1AM No data Z1-Zn

The POLL command is used by the VMC to obtain information from the Comms Gateway. This
information may include setup information, activity requests, or error conditions, An ACK
response indicates that no error states exist and either no information request is pending or
pending information is not vet ready for transmission.

in addition to an ACK, the VMUC may receive the following POLL responses from the Comms
Gateway.

MDB/ICB Version 4.2 February, 2011 T SHHSRS G013 o
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Z1 =00 JUST RESET
indicates the Comms Gateway has been resst internally or on command from the
VMC.
21 =01 COMMS GATEWAY CONFIGURATION
The Comms Gateway is responding to a SETUP command. This response
includes the following data;
L2 = Comms Gateway feature level
The featurs level of the Comms Gateway. Currently the highest
faature level is 03, with no requirement o support previous
{obsolete) levels 1 and 2.}
£3-£4 = Application maximum response time
The maximum length of time, in seconds, that an Comms Gateway
may be unable to respond 1o any commands. This includes the time
communicating over an external network. The VMC should
continug POLLIng the Comms Gateway during this time in an
attempt {0 re-synchronize communications earlier. When the
Comms Galeway is ready o communicate over the bus again, i
shaouid respond to the next POLL with COMPLETE (f
communicating externally) or ACK. This time essentially replaces
the standard MDB non-response time, as such it's default value is
aqual to the defined nonwresponse time (5 seconds).
L1 =02 REQUEST TC TRANSMIT
The Comms Gateway is requesting permission to transmit data to an external
collection device. This is dona to control the bus power supply. The Comms
Gateway should continue sending this response to each POLL until permission to
fransmit has been granted or the need to transmit goes away.
Z1 =03 DATA TRANSMITTED
The Comms Gateway is finished transmitting to an external collect device.
Z1 =04 ERROR
The Comms Gateway has developed some type of detectable error. The error
codes will be sent continuously, or until the error is resolved.
22 —-Zn=  Ermorcode
The error codes are ASCH strings taken from the EVA DTS
Communications fault list.
MDB/ICB Version 4.2 February, 2011 | PUHRRSIGENRILO0RL20 o1
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21 = 06H

DTS EVENT ACKNOWLEDGE

The Comms Gateway has recognized that g DTS Event has occurred and must
act accordingly. The specific actions will be defined by the Comms Gateway
operational specifications.

PERIPHERAL ID

Comms Gateway is sending peripheral 1D mformation. This response includas
the following data;

e -74=

Z5-7216 =

217 - £28 =

229 - £30 =

231 -234 =

MOB/ACE Version 4.2

Manufacturer code

identification code for the equipment supplier. Sent as ASCH
characters. Blanks {(20H) are acceptable.

Serial number

Factory assigned serial number sent as numeric ASCH characters.
All bytes must be sent. Zeros (S0H) and blanks (20H) are
acceptable.

Model number ASCIL

Manufacturer assigned model number sant as ASCH characters. All
bytes must be sent. Zeros (30H) and blanks (Z0H) are acceptable.

Software varsion
Current software version sent as packed BCD.
Optional Features

Each of the 32 bits indicate an optional features availability. If the
bit is set the feature is available. Currently defined options are:

b0.  File transport layer support

b1  Verbose mode: See REPORT command
b2 Expansion Time/Date Reguest command
ba3- b31: Future use, must be set ic 0.

February, 2011 T SUHORAEXIRL100%L3¢ et o
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Z1 = 07H RADIO SIGNAL STRENGTH

The Comms Gateway is reporting its signal strength from the network. This
response includes the following data;

L2 = Signal Strength
The level of radio signal strength detected by the Comms Gateway.
This is a binary number from O0H {0 64H (100%) representing the

percentage of expected signal. This can be sent after every POLL,
or as needed dug to changes in the signal.

Note that all FTL responses below are defined in Section 2.6. For the Comms Gateway, the
source address will always be the Comms Gateway (18H) as defined in Section 2.3

21 = 1BH REQ TO ROV {File Transport Layer}

The Comms Gateway is requesting to receive data from a device or VMC.

Z2 = Destination address of response
Z3 = Bource address of response (18H)

Z4 = Filg 1D
25 = Maximum length
£6 = Control

Z1 = 1CH RETRY/DENY {File Transport Layer)

The Comms Gateway is requesting a device or VMC {o retry or deny the last FTL
command.

Z2 = Destination address of response
Z3 = Source address of response (18H)
24 = Reatry delay

Z1=1DH  SEND BLOCK {File Transport Layer)
The Comms Gateway is sending a block of data (maximum of 31 bvies)ic a

device or YMC.

22 = Daslination address of data
£3 = Block #
Z4-Z234 = Data (masamum of 31 bytes)

Zi=1EH OKTO SEND {File Transport Layer)
The Comms Gateway is indicating that it is OK for a device or VMC to send it
data.
Z2 = Destination address of response
Z3 = Source address of response (18H)
MDB/CB Version 4.2 February, 2011 T SUHORAEXIRL100%1328 o1
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£1 =1F REQ TO SEND {File Transport Layer)

The Comms Gateway is requesting o send data to a device or VMC.

22 = Dastination addrass of response
£3 = Source address of response (18H)

Z4 = Fie lD
Z5 = Maxdmum length
Z6 = Control

Zi=FFH DIAGNOSTICS

The Comms Gateway is responding to a EXPANSION/DIAGNOSTICS
command. This response includes the following data;

22 -n User defined data

Device manufacturer specific responses after receaiving
manufacturing or test instructions. 21 - Zn implies that any number
of bytes may be used for the response data from the Comms
Gateway.

VMO Command Codel/Sub-code VMC Data Comms Gateway Response

REPORT 18H Y1 -¥nn No data

The REPORT command is used by the VMC 1o pass aclivity information to the Comms
Gateway. If the “Verbose mode” is enabled via the EXPANSION / FEATURE ENABLE
command, this command must be sent immaediataly following the completion of any activity it is
describing. The activities may include; a transaction, a DTS defined event, an asset
identification, currency identification, or product identification.

The intent of this command is to provide information so that the Comms Gateway can create a
Data Transfer Standard file. All of the following fields show their corresponding DTS fields for
reference, for further detail refer to the Data Transfer Standard.

if the "Verbose mode” is disabled, anly the "DTS Event” report type records must be sent. This
mode uses the FTL o transfer the complete DTS files and the DTS Event report types to alert
the VMC of any alarm conditions.

Since reporis data may vary, any field that is not relevant, or not known, should be populated
with O0H's. All cash values are scaled and decimal adjusted using the data provided in the
SETUP command.

MDB/CB Version 4.2 February, 2011 T SHHSRS &R 00%sT R % o
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Yi= Type: The type of activity that is being reported, includes one of the foliowing:

O01H | Transaction
O2H | DTS Event
O03H | Asset ID
04H | Currency 1D
O5H | Product iD

if Y1 = 01H then the foliowing "Transaction” data fields have been identified to be included:

Y2 =

Transaction Type

This field defines the type of transaction that the following data describes.
The defined transaction typas includs,

O01H | Paid Vend

gZ2H | Token Vend
03H | Free Vend

04H | Test Vend

05H | Revalus

O6H | Negative Vend
O7H | Vendless™®

08H | Manual / Service

* The end of a "Vendless” transaction is defined by the VMC manufacturer, for example
an escrow request, a failed vend, stc.

¥3-Y4=

Y5 -Y6 =

Y7 Y8 =

ftem Number

This is the binary field used to link REPORT type 01 to REPORT type 05
itis an item number, O000H through FRFFH of the selected product
involved in the most recent transaction. This number is defined by the
manufacturer.

Price (PA102)

The established price of the product involved in the most recent
transaction. The established price is the price before any adjustimenis (..
discounts surcharges, sic.

Cash in, Coin Tubes (CABOB/CABOY or CA1001/CA1002)

The value of cash deposited into the coin tubes since the completion of
the previous transaction.
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YO -Y10= Cash in, Cashbox (CA30Z/CA30E)

The value of cash deposited into the cashbox since the completion of the
previous transaction.

Y11 -Y12 = Cash in, Bills (CA304/CA208)

The value of cash deposited into the bill stacker since the completion of
the previous transactions.

Y13 - Y14 = Value in, Cashless Device #1 (BAZ01/DAZ0S)

The value removed from the media in cashiess device #1 since the
compietion of the previous transaction.

Y18 - Y16 = Value in, Cashless Device #2 (BB201/DBZ203)

The value removed from the media in cashiess device #2 since the
compietion of the previous transaction.

Y17 —¥18 = Revalue {o Cashiess Device #1 (DA401/DA402)

The valus retumed o the media in cashlaess device #1 since the
compietion of the previous transaction.

Y19 - Y20 = Revalue {o Cashless Device #2 (BB401/DB402)

The valus retumed o the media in cashless device #2 since the
completion of the previous transaction.

Y21 -Y22 = Cash out (CA401/CAL03 or CA402/CA404)

The total value of the cash dispensed from the system since the
completion of the previous transaction.

Y23 - Y24 = Discount Amount (CATOV/CATOZ)
The value of any discounts awarded since the completion of the previous
vend.

Y25 - Y286 = Surcharge Amount {CATQOLICATOG)

The value of any surcharges collected since the completion of the
previous vend.

Y27 = User Group # (DA701 or DBY701)
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The user group number that the transaction is associated with.

¥28 = Price List {LA101)
The price list that the transaction is associated with

Y29~ Y32 = Date (PAS01)

The date of the transaction. This data is sent as BCD in the following
sequence YYYY/MMDD. For example, 17 March 2002 would be 20H 02H
O3H 17H. f the date is not known these bytes are filled with 98Hs.

Y33 -Y34 = Time (PALDZ)

The time of the transaction. This data is sent as BCD |, 24 hour format, in
the following sequence HHMM. For example, 6:30 PM would be 18H 30H.
if the time is not known thase bytes are filled with S8Hs.

Y1 = 02H then the foliowing "DTE Event” data fields have baen identified o be included:
¥Y2-¥11= DTS Event Code (EA101 or EAZ01 or EATOT)

This is an alpha-numeric ASCH code defining the event being reported.
The codes are list in the EVA DTS manual In addition to the standard
DTS event codes, an interrogation event is reported as "EAZ" and a power
outage event is reported as "EAY”.

Y12 -¥15 = Date (EA102)

The date of the event. This data is sent as BCD in the following sequence
YYYY/MMWDD. For example, 17 March 2002 would be 20H 02H 03H 17H.
if the date is not known these byles are filled with 98HSs.

Y18 ~ Y17 = Time (EA103)
The time of the event. This data is sent as BCD in the foliowing sequence
HH/MM. For example, 6:30 PM would be 18H 30H. If the time is not
kKnown these byies are filled with 88Hs.

Y18 - Y21 = Duration (EA2086)

The duration of the event in total minutes. This data is sent as binary. For
example, 4 hours and 15 minutes would be 00H COH C0H FFH.

Y22 = Activity (EA205)
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The current status of the events aclivity. This field is equal 1o O0H i the
event is inactive (or not reset for "EAZ") or 01H if the event is active {or
reset for *EAS").
21 =05 DTS EVENT ACKNOWLEDGE
The Comms Gateway has recognized that a possible alarm situation has
oceurred and must act accordingly. The specific actions will be dafinad by the
Comms Gateway operational spacifications.
Y1 = 03H then the following “Asset 1D data fislds have been identified {0 be included:
Y2 = Asset Type

The following code pairs have been defined to represent the type of
squipment asset that is being communicated.

Code Equipment type DTS
header
(o)
O1H / 81H | Audit Module / Data Carrier (DC) identification | AM1
0Z2H / 82H | Bili Validator Identification BA1
03H / 83H | Changer Identification CA1
04H 7 84H | Control Board Identification CB1
05H 7 85H | Cashless #1 identification DA
06H / 86H | Cashless #2 identification DB1
O7H /7 87H | Machine ldentification 21

Y2 has the MSEB = 0 {i.e. Y2 = 01H) then the following asset data fields have
been identified to be included:

Y3-Yo=  Manufacturer code (o101, first 3 characters)

dentification code for the equipment supplier. Sent as ASCH
characters. Blanks (Z20H) are acceptable.

Y& -Y17 = Serial number (o101, 4" through 158" characters)

Factory assigned serial number sent as numeric ASCH
characters. All bytes must be sent. Zeros (30H) and blanks
{20H) are accepiable.

Y18 - Y29 = Model number (o102}

Manufacturer assigned model number sent as ASCH
characters. All bytes must be sent. Zeros {(30H) and blanks
{20H) are accepiable.
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Y30 - Y31 = Software version (or Build Standard) (o103}
Current software version sent as packed BCD.

if Y2 has the MSB = 1 {i.e. YZ = 81H) then the following asset data fields have
been identified to be included:

Y -Y21= Asset Number {105 or o 106)

The asset number of the egquipment. This is a reference
number used for tracking purposes, separste from the serial
number. It is usually programmed by the equipment
opearator.

Y1 = 04H then the foliowing “Currency 1D data fields have been identified {o be included:
Y2~-¥Y3=  VMUC’s Country / Currency Code (D402}

The packed BCD Country / Currency code of the VMO can be sent in two
different forms depending on the value of the left most BCD digit.

If the left most digitis a 0, the International Telephone Code is used to
indicate the couniry that the changer is set-up for. For example, the USA
code is 00 O1H (22 = 00 and Z3 = 01).

if the left most digitis a 1, the latest version of the 180 4217 numeric
currency coade is used. For example, the code for the US dollar is 18 40H
(Z2 =18 and 23 = 40) and forthe Euro i 1978 (Z2 = 19 and 23 = 78).

All new designs after July, 2000 must use the ISO 4217 numeric currency
codes.

Y4 = VMC’s Coin Scaling Factor / Currency Description (1D403)

The multiphier used to scale all monetary values transferred betweaen the
VMO and the vending machines monstary system.

Yo = VMC’s Decimal Point (1D401}
The number of digits {o the right of the decimal point. This field is used in
countries whose currency requires a number of digits to the right of the
decimal point other than 2.

if Y1 = 05H then the following "Product 1D data fields have been identified to be included:

Y2 ~¥Y3 = ftem Number
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VMO Command

Multi-Drop Bus / Inter

This is the binary field used to link REPORT type 01 to REPORT type 05.
This number is definad by the manufacturer.

Product Number (PA101)

This is the ASCH representation of the ftern Number that should be
included in the DTS file. All bytes must be sent, leading blanks (20H) are
acceptable.

Product identification (PA103)

The ASCH product identification that should identify the product itself, as in
a name (chips/crisps) or an 1D number / bar code. All bytes must be sent,
leading blanks (20H) are acceptable.

Selection Presence Status (PA107)

This field is set to OCH f a vend mechanism (molor, solenoid, etc.) is
present for this selection. This field is sel to 01H if a vend mechanism is
not present.

An example of a 01H being sent would be if the vend mechanism was
present previously, and someathing occurrad so that it is not being currently
detected (i.e., removed, broken wire, atc.). it is pot intended to indicate
that a product is not available for vending (i.e., sold out).

Code/Sub-code VMO Data Comms Gateway Response

CONTROL

1CH Y1 No data

This command is the vehicle that the VMC uses to control the Comms Gateway's use of an
axternal collection device. For example when it should, or should not, transmit through the
external collection device. The information is identified by one of the following subcommands;

¥1 =00 Disabled

No external transmissions will be granted and no REPORT commands will be

sent.

Y1 =031 Enabled

External transmissions may bea requested and REPORT commands will be sent.

¥1 =02 Transmit
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Permission to transmit and / or receive data is granted, or a transmission session
is requested. A DATA TRANSMITTED response to a POLL must be sent when
the transmission session is complete.

VMC Command Codel/Sub-code VMO Data Comms Gateway Response

EXPANSION/ TEH/OO0H Y1 21 - 234
IDENTIFICATION

Y1 = 00H IDENTIFICATION subcommand

The VMC is requesting Comms Gateway identification information for asset tracking and
optional feature purposes.

Z1 = 06H PERIPHERAL ID

Comms Gateway is sending peripheral 1D information. This response includes
the following data;

£2-Z4 = Manufacturer code

identification code for the equipment supplier. Sent as ASCH
characters. Blanks {20H) are acceptable.

Z5-216 = Serial number
Factory assigned serial number sent as numeric ASCH characters.
All bytes must be sent. Zeros (30H) and blanks (20H) are
acceptable.

217 - 228 = Model number ASCIL

Manufacturer assigned model number sent as ASCH characters. All
byies must be sent. Zeros (30H) and blanks (20H) are acceptable.

£29 - 7230 = Software version
Current software version sent as packed BCD,
231 - Z34 = Optional Features

Each of the 32 bits indicate an optional features availability. if the
bit is set the featurs is available. Currently defined options include:

b(: File tfransport layer support.
b1 Verbose mode: See REPORT command
b2 - b31: Future use, must be setto O
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VMO Command Codel/Sub-code VMC Data Comms Gateway Response

EXPANSION/ TEH/OTH Y1-Y5 No data
FEATURE ENABLE

Y1 =01H FEATURE ENABLE subcommand

This command is used {0 enable each of the oplional features defined in 132-£35 of the
PERIPHERAL ID response. The VMC should send the EXPANSION /IDENTIFICATION
command, receive the PERIPHERAL 1D response, perform a logical OR with the optional
features it wanis {o enable, and return the resulling enabled features back o the Comms
Gateway by setting a bit to 1 for each respective optional feature enabled. All optional features
are disabled after resel.

Ye-¥Y5= Cptional features enabled

Each of the 32 bils indicates an optional features state. If the bit is set the feature is
enabled.

VMC Command Codel/Sub-code VMO Data Comms Gateway Response

EXPANSION/ TEH/O2Z2H Y1 Z1-2141
TIME/DATE REQUEST

¥4 =01H TIME/DATE subcommand

Normally the Comms Gateway is a networked device, and therefore capable of asking the
actual time from a server if required. This command is used o synchronize the VMUC's real
time clock from the Comms Gateway.

To be able to use the command it must be enabled via the EXPANSION / FEATURE ENABLE
command.

24 = O1H CG Time/Date

The date bytes are BCD encodad

£2 = Years (Range: 00..98}

£3 = Months (Range: 01..12)

Z4 = Days (Range: 01..31}

Z5 = Hours (Range: 00..23)

Z6 = Minutes (Range: 00..59)

Z7 = Beconds (Range: 00..59)

Z8 = Day of Week (Range: 01..07, Monday = 1. Sunday = 7)
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29 = Week Number (Range: 01..53)
Z10 = Summertime (Range: 00..01, Summertime = 1)
Z11 = Holiday (Range: 00..01, Holiday = 1}

If any dem of the time/date is not supported use FFH instead

VMC Command Codel/Sub-code VMO Data Comms Gateway Response

EXPANSION OFH FAH Y1-Y5 21 - Zn (immediate or POLLed)
COMMARND FTLREQ TORCY

The VMU is requesting to receive daia from the Comms Gateway whose destination address
will always be (18H). Note that all FTL Commands / Responses are defined in Section 2.6

¥i = Destination address of command (18H)
Y2 = Source address of command
¥3 = File 1D
Y4 = Maximum length
Y5 = Control
21 = 1DH which indicates SEND BLOCK
£2 = Destination address of data
23 = Block #
Z4 - 234 = Data (maximum of 31 byles)
or
21 = 1CH which indicaies RETRY / DENY
L2 = Dastination address of response
£3 = Source address of response {(18H)
Z4 = Retry delay
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VMO Command Codel/Sub-code VMO Data Comms Gateway Response

EXPANSION OFH FBH Y1-¥3 None
COMMAND FTL RETRY /DENY

The VMC is retrying, denying, or aborting a data transfer {offrom the Comms Gateway whose
destination address will always be (18H). Note that all FTL Commands / Responses are
defined in Section 2.8,

Y1 = Destingtion address of command (18H)
Ye = Source address of command
Y3 = Retry delay

VMO Commeand Code/Sub-code VMO Data Comms Gateway Response

EXPANSION OFH FCH ¥1-¥Y33 None
COMMAND FTL SEND BLOCK

The VMUC is sending data to the Comms Gateway whose destination address will always be
(18H). Note that all FTL Commands / Responses are defined in Section 2.6.

Y1 Destination address of command & data {(18H)
Y2 Block #
¥Y3-Y33 = Data (maxamum of 31 byles)

VMO Command Code/Sub-code VMO Data Comms Gateway Response

EXPANSION OFH FDH Y1-¥2 ZA-£.34 (immediate or POLLeg)
COMMAND FTL OK TO SEND

The VMC is indicating that it is OK for the Comms Gateway to transfer data. The destination
address will always be the Comms Gateway (18H). Note that all FTL Commands / Responses
are defined in Section 2.6

Y1 = Destingtion address of command (18H)
Y2 = Source address of command

21 = 1DH which indicates SEND BLOCK

22 = Deastination address of dats

23 = Source address of data

Z4 - 234 =  Data (maximum of 31 byles)

MDB/CB Version 4.2 February, 2011 T SHHSRS &R A0%1RE % o

Exhibit 1006
Page 208



Multi-Drop Bus / Inter

VMO Command Codel/Sub-code VMO Data Comms Gateway Response

EXPANSION OFH FEHM Y1-Y5 Z1 - Zn {immediate or POLLed)
COMMAND FTL REQ TO SEND

The VMC is requesting to send data to the Comms Gateway whose destination address will
always be (18H). Note that all FTL Commands / Responses are defined in Section 2.6

Y1 = Deastination address of command (18H}

Y2 = Source address of command

Y3 = File 1D

Y4 = Maximum length

¥& = Control

FAN 1EH which indicates OK TO SEND

22 = Destination address of response

23 = Source address of response (18H)
ar

21 = 1CH which indicates RETRY / DENY

£2 = Destingtion address of response

£Z3 = Source address of response (18H)

24 = Retry delay

VMO Command Codel/Sub-code VMO Data Comms Gateway Response

EXPANSION/ TEH/FFH Y1-¥Yn Z1-Zn
DIAGNOSTICS

Y1 = FFH DIAGNOSTICS subcommand

Device manufacturer specific instruction for implementing various manufacturing
or test modes.

¥2-Yn= User defined data

The data portion of this command is defined by the manufacturer and is not part
of this document.

Zi=FFH  DIAGNOSTICS

The Comms Gateway is responding to a EXPANSION/DIAGNOSTICS
command. This responss includes the following data;

22 -Znz= User defined data
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Device manufacturer specific responses after receiving
manufacturing or test instructions. 21 - Zn implies that any number
of bytes may be used for the response data from the Comms
Gateway.

8.4 Communications Gateway Non-Response Time

The maximum non-response time for a Comms Gateway is 5 seconds. This is the maximum

time for which a Comms Gateway will not respond to a command with ACK, NAK, or g data
message.

8.5 Communications Gateway Power Requirements

The current draw for any Comms Gateway must fail within the following limits. All
measurements are at the minimum VMC Voitage Cutput.

Idle mode = 300 mA. {avg.) continuous

Active mode = 1.8 A continuous and up to 2.5 A {max) for an accumulated maximum of
10 seconds. The active power maode must be initiated by the REQUEST
TO TRANSMIT foliowed by the CONTROL/TRANSMIT. The active power
mode must be closed by sending the DATA TRANSMITTED. During this
time the VMC will make its own decisions about which other peripherals
will be disabled or not. This may result in the entire machine being
disabled for normal vending.
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8.6 Communications Gateway Examples

Event Exchange
Power on Reset at VMO or JUST RESET received by VMC | Resel seqguence
any other time Enable sequence
Communications Gateway is triggered o send a file Request sequence
Transmit sequence
VMO is triggered to send afile Dump sequence
Transmit sequence
DTS Event situation occurs at VMC DTS Event sequence
Reguest sequence
Transmit sequence
Error situation is detected at Comms Gateway Error sequence
Every vend completion Vend sequence

RESET (18) ® Reset command

€ ACK
POLL (1A) » Must be sent once

€ JUST RESET (00) reset, internal or
ACK d external
SETUP (18..) » Establish operation

&  CONFIG. (01..) configuration
ACK d
EXPANSION/ID -+ Send asseat information
(1F/00.. )

€ PERIPHERALID(08..)  Get assat information
ACK d
EXPANSION/FEATURE - Enable additional feature if
ENABLE (1F/01..) necessary

& ACK
CONTROL/ENABLE » Enable command
(1C01)

CONTROUMDISABLE Disable command
{(1C00)

& ACK
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File transfer done using the MDB file transport layer

File transfer done using the MDB file transport layer

POLL (14) »

€ Request to transmit {02)
ACK d
CONTROL/ TRANSMIT 2
(1C/02)

& ACK
POLL (1A}

ACK
Continue POLLIng until ...

POLL (1A) »

€ Data transmitted (03}
ACK 4

REPORT (1B/02...)

Gl 7

ACK

Repeat untif recognized

REPORT (1B /02...)

Gl

DTS EVENT
ACKNOWLEDGE (05)

POLL (14) Sent continucusly, or until

ERROR (08) the error is resolved

$ P&

ACK

REPORT (1B.. )

Sent every activity

% ¥

ACK
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Section 9
Universal Safeliite Device (USD)
VMC/Peripheral Communication Specifications

8.1 introduction

2.1.1
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An MDB Universal Sateliite Device (USD) is a vending device which lacks
customary credit acceptance peripherals. As such, a USD mustrelyon a
host vending machine controlier (WVMC) to establish credit sufficient to
perform a vend. The specification herein describes a protocol by which a
USD and a VMC exchange messages and credit via the MDEB bus.

Definitions

This seclion defines the non-response and application response time, base
addresses, and the communication bytes sent by the MDB Universal Salellite

Device (USD) and a Vending Machine Controller.

s The defaull maximum non-response time of the USD is 5 seconds.

¢ The default maximum application response time of the USD is 5 seconds.

¢« Three consecutive USD base addresses are defined to allow mulliple
USDs to operate simultanecusly from a single VMC

¢ As defined in Section 2.3, the USD Base addresses are as follows:
01000x0¢xB (40H), 0100 hooB (48H), and 0101hoxB (50H).

The specification defined herain assumes a USD base addrass of 40H in
all examples. It should be understood that differing USD base addresses
(48H and 50H) will follow the same command format.

Multi-message responses (o a single command are supported. Message
length is subject to the 36 byte limit imposed by the MDB standard.

Unless stated otherwise, all byte information contained herain is assumed
io be in a binary format.

Y, represents bytes transmitted by the VMC, and Z,, are bytas transmitted
by the USD.

Whan words are referenced, they consist of two byvtes with the higher
order bvie first.

High Low
word = E b8 B b7 b3 |
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9.2 USD Summary

This section is a summary of the USD command set and an overview of the
modes of operation.

8.2.1 Command Summary

RESET 40 Command for USD {0 self-reset.

SETUP 41 Command to configure USD to VMC requirements.

POLL 42 Command to request for USD activity status.

VEND 43 Command for vend approve / deny.

FUNDS 44 Command to send funds available or {o set prices.

CONTROL 45 Command to enable/disable USD.

EXPANSION 47 Command to ailow addition of features and
enhancements.

8.2.2 Overview

The USD Command set described herein allows USDs’ o be controlled
under the following three modes of operation. The USD's mode of operation
is determined by the USD’s configuration byte1 and the seguence of
commands the VMC uses.

Maode One

Mode Two

Mode Three

VMO is used to select items 1o be vended from the USD and
the VMC contains all pricing information. The USD receives
vend reguests from the VMC and reports vend success or
failure.

The USD or the VMC may select items 1o be vended. The
USD may have special requirements for price and/or selection
1D display. In this case, the USD may issue a FUNDS request
to retrieve this information. The USD must then issue a VEND
request to gain approval from the YMC before a vend can take
place.

The USD selects items {o be vended and has its own pricing
information. The USD must issue an vend request to the VMC
and gain approval before a vend can take place.

! Configuration byvie refers to byle 231 of the sequence Z31 through 234 of the expansion 07
command. Please refer to page 2.12 for more information on how this byte influences the USD’s

mode of operation.
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8.3 Command Protocol

8.3.1

8.3.2

This section cortains the complete command set relating to the USD.

RESET

RESET 40 No data bytes. ACK

The RESET command is the vehicle that the VMC should use to instruct the
USD to return to its default {power on) operating mode. The USD should
respond to a reset command with an ACK 1o acknowledge receipt of the reset
command. The USD must not accept any vend requests untit the VMC
issued setup command sequence has been completad.

The USD must also respond to the VMC issued “master reset” which resets
all MDB peripheral devices. The VMC causes a master reset by transmitting
a continuous break condition for a minimum of 100 milliseconds.

To ensure proper initialization, the USD should issue a "just reset” (see POLL
response 00) whenever it's pricing or configuration has changed.

SETUP 41 5 bytes: Y1-Y5 7 bytes: 04 + 21 - Z6

The SETUP command is the vehicle that the VMC should use to configurs
the USD for feature level, credit scaling factor, display decimal place, and
maximum vend approve/deny time. The USD responds to this command by
returning it's featurs level, highest vend price (dividad by the scaling factor),
selection configuration, and maximum application response time.

Alternatively, if the USD is not prepared to render a full response to the
SETUP command, it may reply with an ACK. If this occurs, the USD must
transmit it's setup dats later, in response o a POLL command {see POLL
command, response §4). Until the SETUP command has been received by
the USD, and the USD has correspondingly returned it's own selup data to
the VMC, all vend requests will be disallowed.

Data sequence transmitied by the VMC {o the USD during SETUP
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Y1= VMO Feature level, Indicates gurrent feature level of the VMC.
Currently defined level is one.”

Y2 -Y3= Scaling factor 2 bytes (word). All transactions with the USD
must be evenly divisible by this number.

Y4 = Decimal place (02=US8). Indicates the position of the decimal
place on the USD’s optional credit display

Y& = VMC maximum approve / deny time in seconds, FF = 255
seconds.

Data sequence transmitted by the USD to the VMC during SETUP

04+ 41 = USD Feature lavel, indicates current feature level of the USD.
Currently defined level is one. 3

£2-Z3 = Maximum price on USD in 2 bvtes {word). Indicates the
highast priced item on the USD.Y USD should return FF FFh if
it does not have internal pricing capability.

4 - 25 = ltem number, defined by the manufacturer configuration
{Binary).
6= USD meaxdamum application response time in seconds, FF =

255 seconds.

* Feature level of the VMG is sent to allow the USD to arbifrate command compalibilily with the VMC,
* Feature leve! of the USD is sent to allow the YMC to arbitrate commiand compatibility with the USD.
The USD may opt to send this data later in response to a POLL.

© The maximum price on the USDH is returned to the VMC so this price can be used in the computation
of maximum credit acceptance.
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POLL

42

00

USD has just been reset, or
wishas 1o be reset by the VMC.

01 + 4 bytes Z1- 74

Vend request, USD requssts
approval to vend a specified item
from VMC.

02

Vend or home success, requested
vend or home was successiul.

03 + 4 bytes 71 - 74

Vend or home fail, requested vend
or home has failed. Reason for
failure is retumed.

04 + 6 bytes 71 - 78

USD configuration and setup data.

05 + 2 bytes Z1 - 22

USD item price request.

08 + 2 bytes Z1 - 72

USD Error codes.

07 + 34 bytes £1 -
234

USD Peripheral 1D string.

08 + 4 bytas J1 - 74

USD Status response.

09+ nbytes Z1-2n

USD multiple data block transfer
response.

DA + nbytes 21 - 4n

USD single data block response

1B + 5 bytes 72 - 26

FTL REQ TO RCV response

1C + 3 bytes 2 - 74

FTL RETRY / DENY response

10+ nbytes 22 - Zn

FTL SEND BLOCK response

1B + 2 bytes 22 - 23

FTL OK TO SEND response

1F + 5 bytes 22 - 78

FTL REQ TO SEND response

FE+21-2Zn

USD Diagnostic response.

The POLL command is used by the VMC to obtain status information from
the USD. The same command is usad by the USD to indicate a reset,
request a vend, indicate vend success, indicate the reason for a vend failure,
request the price of an item, send configuration and/or error data, retumn the
USD's peripheral identification string, control the transmission and recaption
of data biocks, return a status and/or diagnostic response.

The USD responds to the POLL command with either an ACK, or a multi-byte
response if there is more information to convey.

MDB/ICP Version 4.2
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Data sequence transmitted by the USD to the VMU after a Reset Request

a0

The 00 response indicates that the USD has just been reset
or wishes to be raset®

Data sequence transmitted by the USD to the VMC for a Vend Reguest

01+ 21- 242 = Selection in 2 bytes. indicaies the product to be vended by
tem number, defined by the manufacturer, as part of g vend
requeast.

£3-724 = Scaled product price in 2 bytes {word). Indicates the price of

the product {0 be vendad divided by the scaling factor. A price
of FFFF is transmitted if the USD does not contain price
information.

Data sequence transmitted by the USD to the VMO after a Vend or Home

SUCCess

02

indicates that the requested vend or home was successful.

Data sequence transmitted by the USD to the VMO after a Vend or Home

Faif

03+21-22

USD item number, defined by the manufacturer.

£3-24 =

Bits: b0 = Selection sold out.
b1 = Selection motor / actuator jam.
bz = Non-existent motor / actuator.
b3 = Invalid selaction ranges.
b4 = Health safety error.
b5 - b15 = Not defined.

> The VMC is expsactad to reconcile whether the USD is transmitting a 00 in confirmation of a
VMO issuad reset that has just occurred, or as an unsoelicited requsst to be reset. The
context of the YMC’s prior communication activity should be used in making this assessment.

MDB/ICP Version 4.2
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Data sequence transmitted by the USD to the VMO if SETUP response
delayed

M4+ 21= USD Festure level, Indicates current feature level of the USD.
The currently defined level is one.”
22 -Z3 = Maximum price on USD 2 bytes (word). indicates the highast

priced item on the USD.® USD should retum FF FFh if it does
nat have internal pricing capability.

24 - 725 = tem number, defined by the manufacturer.

26 = USD maximum application response time in seconds, FF =
255 seconds.

Data sequence transmitted by the USD if the USD needs pricing
information

05 + 21 - 22 = | tem number, defined by the manufaciurer.

Data sequence transmitted by the USD if the USD has a failure o report
fo VMC

0B +21-72 Bits: b0 = Health Safety violation.

b1 = Home or Chute sensor failure

b2 = Keypad or Selection swiich failure
b3 - b15 = Not definad.

Data sequence transmitted by the USD for peripheral 1D

® This error code is included to identify actuators that may not be present within the initially
definad row and column configuration. See bytes 24 and Z5 of the USDY’s selup rasponse.
This is typical in a snack machine implemsaniation where some trays may not be populated
with a full complement of motors and/or actuators.

" Featurs level of the USD is sent to allow the VMC to arbitrate command compatibility with
the USD. The USD may have elected fo transmit this setup data in fulfiliment of an earlier
SETUP command.

® The meximum price on the USD is returned to the VMO so this price can be used in the
computation of maximum cradit acceptance.
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07 + 21 - Z3 = | Manufacturer 1D Code.

4 7215 = USD Serial Number.
26 - 227 = USD Model Number.
228 ~ 229 = USD Software Version.
30 - 233 = Optional featurs bits.

Data sequence transmitted by the USD to the VMO after a Status request

08 + 71 -7 ftem number, defined by the manufacturer.

7374 = Bits: b0 = Selection sold out.

b1 = Selection motor { actuator jam.
b2 = Non-existent motor / actuator.
b3 = invalid selection range.

bd = Health safety error.

b5 -b15 = Not defined.

Data sequence transmitied by the USD to the VMC after a USD data
transfer command

09 + 71 Z1 = 00 USD requasts 1o receive data block Z2 from VMO
Z1 = 01 USD requests {0 send Z2 data block(s) to VMC
Z1 = 02 USD data block response whare:

£2 = data biock number

£3 - £ = contents of data block

70 = Z2 = Block number USD requeasts to receive if Z1 = 00
£2 = Number of blocks the USD requests fo send if 21 = 01
22 = Block number the USD is sending if 21 = 02

Z3.7n= Contents of data block sent by USD to VMC if 21 = (2
MDBACP Version 4.2 February, 2011 P%QMBFE‘?JK%%‘J?PéithQg%Zﬁiﬁﬂet al
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Data sequence transmitted by the USD to the VMC to send a single

block of data

DA+ 21 -dn=

21 -Zn = Arbitrary data o be received by the VM. The
number “n" must be less than 35 per MDB standards

Data sequence transmitted by the USD to the VMC after an File
Transport Layer (FTL) REQ TO RCV command

Z1=18 +
22 - 78

The USD is requesting to receive data from a device or VMC
ZZ = Destination address of response

Z3 = Bource address of response (40H, 48H, 50H)

Z4 = Filg iD

£5 = Maximum length

£6 = Control

Data sequence transmitted by the USD to the VMC after an File
Transport Layer (FTL) RETRY / DENY command

is requesting a device or
last FTL command.

Z2 = Destination address of response

£3 = Source address of response (40H, 48H, 50H)
Z4 = Retlry delay

o refry or deny the

Data sequence transmitted by the USD to the VMC after an File
Transport Layer {FTL) SEND BLOCK command

Z1=1D +
22 - 234

The USD is sending a block of data (maximum of 31 bytes)
o a device or VMO,

Z2 = Destination address of response

£3 = Block #

Z4 - 234 = Data (maxdmurm of 31 bytes)

MDB/ICP Version 4.2
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Data sequence transmitied by the USD to the VMC after an File
Transport Layer {FTL) OK TO SEND command

Fi=1F + The USD is indicating that it is OK for the device or VMC 1o
70 .73 send it data.

Z2 = Destination address of response

£3 = Source address of response (40H, 48H, 50H)

Data sequence transmitted by the USD to the VMC after an File
Transport Layer {FTL) REQ TO SEND command

FA=1F + The USD is requasting to send data o a device or VMC.
79 - 76 £2 = Destination address of response

Z3 = Bource address of response (40H, 48H, 50H)

Z4 = Filg iD

£5 = Maximum length

£6 = Control

Data sequence fransmitted by the USD to the VMC after a diagnostic
command

FF+ Z21-2Zn Diagnostic response.

8.3.4 VEND
VEND 43 00 none noneg
43 01 none rione
43 02 2 bytes Y1-Y2 | none
43 03 2 bytes Y1-¥2 | none
43 04 2oyles Y1-Y2 [ Sbyles: OB + 21 - 24

The VEND command is the vehicle that the VMC uses to signal vend approval or
disapproval in response to a USD issued vend request (POLL response 01). The
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VEND command can also be used by the VMC 1o initiate a vend, home a selection,
or guery the status of a selection on the USD.

Requested vend approved.

Reguested vend disapproved.

02 = Vend specified tem number, definad by the manufacturer,
03 = Home specified tem number, defined by the manufacturer.
04 = Reguest status of specified Hem number, defined by the

manufacturer.

Data sequence transmitted by the USD to the VMC after a Status request

B+21-Z2= ; Y

7374 = Bits: b0 = Selection sold out.
b1 = Selection motor / actuator jam.
b2 = Non-existent motor / actuator.
b3 = Invalid selection range.
b4 = Health safety error.
b5 - b15 = Not defined.

8.3.5 FUNDS

FUNDS

44 00 2 bytes: Y1-¥2 | none

44 01 8 bytes: Y1-Y86 | none

The FUNDS command is the vehicle the VMC should use {o specify the funds
available for vending. The FUNDS 00 command is issued by the VMC
whenever the level of credit changes. Typically, the USD would display the
credit information returned by a FUNDS 00 command on a credit display.

The FUNDS 01 is issued by the VMU in response to an item price request
(POLL response 05) by the USD.

00+ ¥1-Y2

Funds available in 2 bytes (word), scaled by the coin scaling
factor.

MDB/ICP Version 4.2
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available ®

01 +¥1-Y2 = | Hem number, defined by the manufacturer.
¥Y3-Y4= Selection pricse in 2 bytes (word) scaled by coin scaling factor.
Y5 -Yo = Alphanumeric selection identifier 2 bytes (word), or FFFF if not

8.3.6 CONTROL

CONTROL

a0

none

none

01

noneg

noneg

This command is the vehicle the VMO should use to enable or disable the

Ush.

a0

Disahle USD.

01

Enable USD.

8.3.7 EXPANSION

EXPANSION 47 00 None 07 + 21 - 234 Pernipheral

D string and feature bils.

47 01 Y1-Y4 none

47 02 Y1 nong

47 {3 ¥1-Y¥n none

47 04 ¥1 08+ 21+ 22-Zn

47 05 Y1-Yn none

47 FA Y1-Y5 1D+ 242234 or
1C+22-24

47 FB ¥Y1-¥3 nong

47 FC ¥Y1-Y33 none

47 FD ¥Y1-Y2 1D+722-7234

v Alpha-numeric seleclion identifier is provided to the USD for display purposes only.

MDB/ICP Version 4.2
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47 FE ¥Y1-¥5 tE+22-23 or
1C+ 722 - Z4
47 FF Diagnostics Diagnostic response.

Data sequence transmitted by the USD to the VMU after an expansion 00

sub-command

07 +Z21-243 = Manufacturer 1D Code.
4 -Z15 = USD Serial Number.
26 - L27 = USD Model Number.
228 ~ £28 = USD Software Version.
30 - 233 = Optional featurs bits:

b( = USD is capable of storing and controlling pricing.
b1 = USD is capable of selecting items to vend.

b2 = USD is capable of supporting the File Transport
Layer. This support is defined in Section 2.6,

b3 - b31 = Available for fuiure use.

Sub-Command used by the VMC to enable optional feature bits on the

UshD

O01+Y1-Y4

Enable optional feature bits defined in £31-234 above.
Fegture is enabled if bit is set to 1, all features are disabled
after a resetl.

Sub-Command used by the VMC to identify the number of data blocks it
wishes to send to the USD

02 + Y1

Number of data blocks the VMC has {o send io the USD
{(Binary)

Sub-Command used by the VMC to transmit a data block to the USD
{Y2-Y) and to identify the current block number being fransmitied {Y1}

MDB/ICP Version 4.2
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03 + Y1 Block number the VMC is transmitting to the USD
Y2 - Yn™ Data the VMC is transmitting to the USD

Sub-Command used by the VMC to request that the USD send or re-
send data block number {Y1}

04 + Y1 VMO requests USD to send block Y1

Sub-Command used by the VMC to send a single block of data to the
Ush

05+Y1-Yn VMC sends a single block of data consisting of Y1..¥n

Sub-Command used by the VMC foran FTL REQ TO RCV. The £1-Zn
response can be either immediate or delayed {(POLLed).

FA +Y1-Y5 is requesting to receive data from
whose destination address will always be (40H, 48H,
50H). Note that all FTL Commands / Responses are
defined in Section 2.6.
Y1 = Destination address of command (40H 48H 50H)
Y2 = Source address of command
Y3 =FieliD
Y4 = Maximum length
Y5 = Control

USD Response Meaning or interpretation

71 -734 Z1 = 1DH which indicates SEND BLOCK
Z2 = Deastination address of data
23 = Block #
4 - 234 = Data (maximum of 31 bytes)

or or

21 - 24 Z1 = 1CH which indicates RETRY / DENY
Z2 = Dastination address of response
23 = Source address of response (40H 48H S50H)
24 = Relry delay

' The number “n” is limited by the MDB maximum maessage length of 36 bytes.
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Sub-Command used by the VMC for an FTL RETRY / DENY.

FE+Y1-¥3 is retrying, denying, or aborting a data transfer
toffrom the USD whose destination address will always
be (40H, 48H, 50H). Note that all FTL Commands /

Responses are defined in Section 2.6.

Y1 = Destination address of command (40H 48H 50H)
Y2 = Source address of command
¥3 = Retry delay

Sub-Command used by the VMC for an FTL SEND BLOCK.

FC + Y1 -Y33 The VMC is sending data to the USD whose destination
address will always be (40H, 48H, 50H)}. Note that all
FTL Commands / Responses are defined in Section 2.6

Y1 = Destination address of command (40H,48H,50H)
Y2 = Block#
Y3 -Y¥33 = Data (maximum of 31 byles)

Sub-Command used by the VMC for an FTL QK TO SEND. The 21 to £33
response can be either immediate or delayed {POLLed).

FD +¥1-Y2 The VMC is requesting to receive data from the USD
whose destination address will always be (40H, 48H,
50H). Note that all FTL Commands / Responses are
defined in Section 2.6.

Y1 = Destination address of command (40H 48H,50H)
Y2 = Source address of command

USD Response Meaning or Interpretation

74 - 734 Z1 = 1DH which indicates SEND BLOCK
Z2 = Daestination address of data

23 = Source address of data

Z4 - 234 = Data (maximum of 31 byles)
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Sub-Command used by the VMC for an FTL REQ TO SEND. The 21 -2n
response can be either immediate or delayed {POLLed)}.

FE +¥1-¥5 The VMC is requesting to send data to the USD whose
destingtion address will always be (40H, 48H, 50H).
Note that all FTL Commands / Responses are defined
in Section 2.6

Y1 = Destination address of command (40H,48H 50H)
Y2 = Source address of command

Y3 =Fils iD
Y4 = Maximum length
Y5 = Control
USD Response Meaning or Interpretation
71 - 734 Z1 = 1EH which indicates OK TO SEND

Z2 = Destination address of response
23 = Source address of response (40H 48H, 50H)
or or
Z1-Z4 Z1 = 1CH which indicates RETRY / DENY
£2 = Destinagtion address of response
Z3 = Bource address of response (40H 48H 50H)
Z4 = Retry delay

Data sequence transmitted by the USD to the VMC after a diagnostic
command

FF+ Z21-2n Diagnostic response.

9.4 USD Power Requirements

This section defines the maximum power requirements for g USD,

USD peripherals may draw power from the MDB bus or from an integral
power supply. In such cases where the USD will require power from the MDB
bus, the current draw must remain within the following limits:

idie 200 mA ( maximum continuous)

Vending/Homing | 1.75 A (for up 1o 10 seconds)
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9.5 Examples ~ Mode 1/ 2/ 3 Sessions

This section contains three examples of USD sessions in which sach of the
three modes of USD operation are demonstrated operation respectively.

8.5.1 MODE ONE

in this example session the VMC selects the item to vend and knows the
vend price. The USD receives the vend command, attempts the vend, and
raports if the attempted vend failed or was successful.

= 43+02+01+03 | VMC requests to vend item from the
UsDh.

<ACK> USD acks vend request. -
= 42 VMC polis the USD.

<ACK> USD acks receipt of poll. e
= 42 VMO polis the USD again .

02 USD responds: vend complete e
= <ACK> VMO acks vend outcome,
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8.5.2 MODE TWO

in this example session the USD or the VMC can select items to vend but the
USD may not be aware of the vend price of the item selected. If the USD
needs the selected item price, it may request the item price from the VMC,
The USD must then issue a VEND request, and wait for approval from the
VMC before a vend is attempted. The VMC then approves or denies the
requesied vend and polls the USD for vend success or vend fail.

= 42 VMO polls the USD.
085+02+086 USD responds with pricing request for e
ftem in USD.
= <ACK> VMO acks the USD price request.
= 44+01+02+08+00+1 | Using the Funds command the VMC
4 sends a price of 20 coin factors for item
+FE+FF i USD.
<ACK> USD acks receipt of VMC price data. ==
= 42 VMO polls the USD.
01+02+068+FF+FF | USD responds with a request {o vend e
ftem in USD at the VMC selected price.
= <ACK> VMO acks receipt of vend request.
= 43 + 00 or 01 VMO approves or denies vend request.
<ACK> USD acks receipt of approval or denial, =
= 42 VMC poills the USD.
03+02+06+00+01 USD responds: vend fail, sold out. =
— <ACK> VMG acks vend ouicome.

¢« The FUNDS command can be used by USD’s which do not have internal
prices but need pricing information for display purposeas or for other
reasons that are not required to complete a transaction.
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8.5.3 MODE THREE

i1 this example session the USD selects the item {o vend and is aware of the
vend price of the item. The USD must issue a vend request and the VMC
then approves or denies the requested vend. The VMC then polis the USD
for vend success or vend fail.

= 42 VMG polls the USD.

01+03+02+00+1E | USD reguests vend for item at in USD e
with price of 30 coin factors.

= <ACK> VMG acks the USD vend request.
= 43+ 00 or 01 VMG approves or denies vend request.
<ACK> USD acks receipt of approval or denial, =
= 42 VMC polis the USD.
02 USD responds: vend complete =
= <ACK> VMO acks vend outcome.
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9.6 Examples - Data Block Transfers

9.6.1

MDB/ICP Version 4.2

This section containg two examples in which data blocks are transferred
between the VMC and the USD and vice versa.

Data Block Transfer from VMC to USD

i1 this example the VMC wishes to send two data blocks to the USD. To do
this, the VMC uses the expansion 02 command to advise the USD of it's
request to send data and also (o identify the number of data blocks it wishes
to send. Inresponse, the USD uses a polt 09 o request the transmission of
a data block with the block number enumerated as part of i's poll response.
The VMU then uses a different expansion command (03) to send the data to

the USD.
= 47+02+02 VMO issues a request to send two data
blocks to the USD
<ACK> USD acks receipt of the request =
= 42 VMO polis the USD
089+00+01 USD responds with a request to recaive &=
data block number 01 from the VMC
= <ACK> VMO acks receipt of block number
= 47+03+01+21+22+2 | VMC transmits block number 01
3 containing data: 21, 22, and 23.
<ACK> USD acks receipt of the data block =
=3 42 VMG polls the USD.
08+00+02 USD responds with a request to receive =
data block number 02 from the VMC.
=5 <ACK> VMG acks receipt of the block number.
= 47+03+02+24+25+2 | VMC transmits block number 02
] containing data: 24, 25, and 26.
<ACK> USD acks receipt of the data block =

February, 2011
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8.6.2 Data Block Transfer from USD to VMO

i1 this example the USD wishes 1o send two data blocks to the VMC. To do

this, the USD makes use of the Poll 02 command o inform the VMC of it's

request to send data and also (o identify the number of data blocks it wishes
to send. In response, the VMO uses sxpansion 04 command to request the
transmission of a data block by the individual block number. The USD then
uses the poll 09 response to send the data blocks to the VMC.

= 42 VMC polis the USD
08+01+02 USD responds with a request o send 2 e
data blocks to the VMC
= <ACK> VMO acks request to send data
= 47 +04+01 VMO responds with a request to receive
data block number 01 from the USD
<ACK> USD acks receipt of block number e
request
= 42 VMO polls the USD
09+02+01+55+56+5 | USD responds by transmitling block =
7 rnumber 01 containing data 55, 56, and
57.
= <ACK> VMO acks receipt of data
= 47+04+02 VMO responds with a request to receive
data block number 02 from the USD
<ACK> USD acks receipt of block number =
request
= 42 VMC polis the USD
09+02+02+58+59+6 | USD responds by transmitling block s
g rnumber 02 containing data 58, 58, and
&0.
= <ACK> VMO acks receipt of data

MDB/ICP Version 4.2
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9.7 Universal Satellite Device Examples

RESET (40} ki Reset command
&  ACK
POLL (42) -3
€& JUST RESET (CG0) Must be sent once
ACK %
SETUP {41) » Establish operation
€&  CONFIG. (04..)) configuration
ACK =4
EXPANSIONAD (47/00.. ) x4 Send asset information
& PERIPHERALID (07..) Get asset information
ACK *
EXPANSION/FEATURE 4 Enable additional feature if
ENABLE (47/01...} necessary
€&  ACK
VEND/STATUS ki Check the status of column 1
REQUEST
{43/04 01 01)
&  ACK
POLL (42) x4
&  STATUS{08.) Status of column 1
ACK *
CONTROL/ENABLE ki Enable command
{(45/01)
&  ACK
VEND/HOME REGUEST » Home column 1
(43/03 01 01y
&= ACK
POLL (42} =3
€& VEND COMPLETE (02...) Homing of column 1 compieted
ACK 3

CONTROL/ENABLE Enable command
{45/01)
€& ACK

CONTROL/MISABLE 4 Disable command
(45/00)
ACK
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FUNDS/FUNDS AVAIL 4 Post funds available {o alert
{43..) device of pending

&  ACK activity
POLL ki Waiting for activity

& ACK
VEND/VEND REQUEST ~» Vend fromrow 1, ¢col. 3
(43/02 01 03)

€& ACK
POLL (42) »

&  ACK Naothing fo report

waiting for vend to compisle

POLL (42} 3

€& VEND COMPLETE (02) or VEND FAH. (03..)
ACK 4

ERROR (058..) Sent once for each
ACK error
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Section 10

Coin Hopper or Tube - Dispenser
VMC/Peripheral Communication Specifications

180.1 Introduction

This sectlion defines the communication bytes sent and received by a coin dispensing device, which
may be in the form of a hopper or twbe device. As defined in Section 2.3, there are twao dispenser
device addresses; Dispenser #1, 0101 haxB (58H) and Dispenser #2, 0111008 (70H). The second
address has been assigned to allow for two unique forms of dispenser devices 1o be resident in the
vending machine simultaneocusly. Everything defined in this section will be common {o the two
dispenser devices — only the addresses will be different.

Unless stated otherwise, all information is assumed o be in a binary format

14.2 VMIC Commands

Description

Command Hex Code
RESET 58H / 70H
SETUR 59H / T1H

DISPENSER STATUS 5AM/ 72H

FOLL 58BH / 73H

MANUAL DISPENSE  H5CH /74H

Command for dispenser 1o self-reset
Request for dispenser selup.

Reqguest for dispenser tubs / hopper staius and
coin count.

Reguest for dispenser activity status.

Signifies coin types allowable for coin dispensing.

ENABLE This command is followed by setup data.
Sae command format seclion.

DISPENSE ™ 50H 7 75H Command (o dispense coins.
Followed by coin type or value {0 dispense,
Sae command format seclion.

RPAYQUT ™ S5EH 7 76H Command (o determine value of coins dispensed.
Followed by payout status or value poll.
Sae command format seclion.

EXPANSION™ SFH/TTH Command to allow addition of features, File
Transport Laver, and future enhancements.
See command format section.

* NOTE: DISPENSE, PAYOUT, and EXPANSION commands are always followed by

a “sub-command.”
MDB/ACP Version 4.2 February, 2011 101
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10.3 VMC Command Format

VMO Command Code VMO Data
RESET 58H /7 70H No data byles

This command is the vehicle that the VMC should use {o tell the dispenser that it should
refurn to its default operating mode and inilialize internal hardware systems. With the
excaption of the ACK response, it should abort all communication until otherwise instructed
by the VMC.

The following initialization sequsnce is recommended. 1 should be used after “power up” or
aftar issuing the Bus Resst (pulling the transmit line “active” for a minimum of 100 mS).

RESET ~ 88h/ 70h
POLL ~8Bh/ 73h
To obtain “UUST RESET” response

SETUP ~ 8%h / 71h
To obtain dispenser level and configuration information

EXPANSION IDENTIFICATION ~ 8F Q0h / 77 00h
To obtain additional dispenser information and optiens

EXPANSION FEATURE ENABLE ~8F 81h /77 ¢1h
To anable dasired options

DISPENSER STATUS — 8Ah / 72h (Note 1)
To obtain dispenser status / changs information

MANUAL DISPENSE ENABLE ~ 8Ch/ 74h
To enable and disable manual coin pay-out if desired

No power above idle current can be drawn untif after the first POLL following the RESET
command, Also, the JUST RESET response to the POLL command must be delayed until
any high current usage has baen complsied.

The dispensser must hold its response of the DISPENSER status untll a valid current reading
from the sensor system is achisved.
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VYMC Command Code Dispenser Response Data
SETUP 59H /7 7iH 28 bytes: 21 - 2286
Zi= Dispsnser Feature Level -~ 1 byle

indicates the faaturs leval of the dispenser. This will distinguish the
dispensers feature level to the VMC. Curranily only level 1 is supported.

22-43 = Country / Currency Code - 2 byles

The packed BCD currency code of the dispanser is sent with the left most
digita 1. See Appendix A1 for the latest version of the IS0 4217 numeric
currency code. For sxample, the code for the US dollaris 18 40H (22 = 18
and 23 = 40y and forthe BEurc is 1878 (Z2 = 18 and 23 = 78},

24 = Coin Scaling Factor - 1 byle

Al dispensed coin values must be evenly divisible by this number. For
example, this could be set to 05H for the USA nickel

Z5 = Decimal Placas ~ 1 byle

indicates the number of decimal places on a credit display. For sxample, this
couild be set to 02H in the USA.

Z8 = Application Maximuim Response Time (ssconds} — 1 byle
The maximum length of ime a dispenser will require to provide a rasponse {o
any command from the VMC. The value reported hers supercedes the
dispenser’s defaulft NON-RESPONSE time defined in section 10.4 if the
value reported here is greater.

27 - Z8 = Bit set, if coin disabled by dispenser {.e. switch).
28 - 210 = Bit set, if coln is self filling.
Zi1- 226 = Coin Type Credit - 16 byles

indicates the value of coin types 0 to 15, Values must be sent in ascending
order. This number is the coin's monetary value divided by the coin scaling
factor. Unused coin types are sent as 00H. Unsent coin types are assumed
to he zero. ltis not necessary to send all coin types. Coin type credils sent
as FFH are assumed to be vend tokens. That is, their value is assumed {o
be worth one vend.

The byte position in the 16 byte string indicates the coin typels). For
example, the first byle sent would indicale the value of coin type 0, the
second byte sent would indicate the value of coin type 1, and so on. For
example, the USA coin fypes may be; Coin fype 0 = nickel, Cointype 1 =
dime, Coin type 2 = quarter, Coin type 3 = dollar.
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VYMC Command Code Dispenser Response Data
DISPENSER STATUS SAM / 72H 34 bytes: 21 - 234
21-Z2 = Dispsnser Full Status - 2 bytss

indicates status of coin tube / hopper for coin types 0 {0 15,

b15 b14 b13 bi2 bt1 bi0 b9 b8 | b7 LB bS5 b4 D3 b2 bl bO
Z1 Z2

A bit is set to indicats a full dispenser. For example, bit 7 = sat would indicate the
dispenser for coin typs 7 is full.

23~ L34 = Coin Count - 32 bytes

indicates the greatest number of coins that the dispenser “knows” definitely
are present in the coin tube / hopper. A word {2 byles) position in the 32 byte
string indicates the number of coins in a tubs / hoppst for a particular coin
type. For sxampls, the first 2 bytes sent indicate the number of coinsin a
tube / hopper for coin type 0. Unsent bytes are assumed to be zere. For
tube / hopper counts greater than 853535, counts should remain at 83535,

NOTE: If a dispenser can detect a tube or hopper jam, defective tube o hopper sensor, or
other malfunction, it will indicate the tubs / hopper is "bad” by sending a tube / hoppsr full
status and a count of zero for the malfunctioning coin type.

¥MC Comunand Code Dispenser Response Data
POLL S58H/ 73H 32 bytes: 21 - 232
Z1-Z32 = Dispenser Activily - 32 bytes

indicates the dispenser activity. if there is nothing to report, the dispenser
should send only an ACK. Otherwise, the only valid responses are:

Coins Dispensed:

This response should be sent once at the end of a payout cycle.

21 {(10v200ix)
z z =1 for manual dispense

z =0 to report a non manual (automatic) dispense
¥ v =1 for payout completed successfully

v =0 for payout completed unsuccessiully (aboried)

XXXX The coin type dispensed (0 1o 15)
22-2Z3 The number of coins dispensed.
24~ 75 The number of coins in the dispenser.
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Status:
(00000001 = Escrow requa—:tsifi - An escrow lever activation has
been detected. [f a bution is present and activated.
(0000010 = Dispenser Payout Busyz - The dispenser is busy
activating payout devices.
(30000011 = Not Used
(QOQGM00) = Defective Dispenser Sensor! - The dispanser has
detected one of the dispenser sensors behaving
abnormally.
(00000101} = Mot Used
(BO0CO110) = Dispenser did not start!-
(QO0GM1hY = Dispenser Jam?- A dispenser payout attempt has
resulted in jamimed condition.
{0001000) = ROM checksum srror? - The dispensers intsrnal
chacksum doss not maich the calculated checksum.
{30001001) = Not Used
{30001010) = Not Used
3000101y = Dispenser was “Just Reset’! - The dispanser has
detected a Reset condition and has returned io iis
power-on idle condition.
(00001100} = Not Used
(00001101} = Not Used
(00001110} = Not Used
OU001111) = Filled key pF638861 — The VMC shouid request a
new DISPENSER STATUS.
NOTES: The dispenser may send several of one type activity, up to 16 byles tolal
This will permit zeroing counters such as inventory and status.
1 Sentonce sach occurrence.
2 Sentonce sach POLL
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File Transport Layer POLLed responses:

Note that all FTL responses are defined in Ssction 2.8. For the coin dispenser, the source
address will always be the dispenser (58H/70H) as defined in Seclion 2.3,

Z1

18

1c

1D

1E

1F

MOB/ACPE Version 4.2

REQ TO RCV

RETRY/DENY

SEND BLOCK

OK TO SEND

REQ TO SEND

The coin dispenser is requsasting o
receive data from a device or VMC.

22 = Destination address of rasponse

23 = Source address of response (58H/70H)
Z4 = File ID

25 = Maximurm length

26 = Control

The coin dispenser is requeasting a device or
VMO 1o retry or deny the fast FTL command.

22 = Destination address of rasponse
23 = Source address of response (58H/70H)
Z4 = Retry delay

The coin dispanser is sending a block of data
{maximum of 31 bytes) to a device or VMC.

22 = Destination address of data
Z3 = Block #
Z4-Z34 = Data (maximum of 31 bytes)

The coin dispenser is indicating that it
is OK for a device or VMC to send it data.

£2 = Destingtion address of rasponse
£3 = Source address of response (88H/70H)

The coin dispenser is requesting o
send data to a device or VMC.

£2 = Destingtion address of rasponse

£3 = Source address of response (B8H/70H)
Z4 = File ID

5 = Maximum fength

28 = Control
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VMC Command Code VMC Data
MANUAL DISPENSE 53CH/ 74H 2 bytes: Y1 -Y2
ENABLE

Yi-Y2= Manual Dispense Enable - 2 bytes

b1 bi4 bi3 biZ2 bit bI0 bS D8 | b7 bS b5 b4 b3 b2 bl bO
Y1 ¥a

A bit is sel fo indicate dispense snable. For example, bit 2 is sal {0 enable dispensing of coin
type 2. This command enables/disables manual dispensing using optional inventory
switches, All manual dispensing switches are aulomatically disabled upon resst.

VYMC Command Code Sub-command VMO Data
DISPENSE COINS 5D/ 75H O0H 3byles: Y1 -Y3

b7 b6 bS5 b4 b3 b2 b1 b0
Y1

Bits b3, b2, b1, b0 indicate coin typs to be dispensed. Valid codes are OH 1o FH {o indicate
coin types 0 to 15.

Bils b7, b8, b5, b4 = §
Y2-Y3= MNumber of coins to be dispensead of coin typs defined in Y1

There is no defined Hmit on how long the actual dispense takes since ths
command allows for up {0 65535 coins o be paid out. The payout cycle
begins when the dispenser ACKs the VMC’s DISRPENSE (GDH/7SH)
command. This cycle typically lasts a minimum of 100 mS and ends when
the dispenser siops dispensing the desired number of coins. VYMCs should
monitor the Dispenser Payout Busy and Dispenser Activity response to the
POLL (5BH/73H) command to determine when the entire payout cycle is

completad.
VMC Comumand Code Sub-command VMO Data
DISPENSE VALUE SDH / 75H {1H 2byles: Y1, ,Y2
Yi-¥2= Value of coins to be paid oul.

Y1 and Y2 are defined as the value of coins and this value is expressed as
the number of coin scaling factors that would sum to the value. For example,
in a USA system using a scaling factor of 05, if the change to be paid out s
75 cents, then Y1 will equal fifteen. Thatllis, the sum of fifteen nickels equal
75 cents. The coin dispenser will determine which actual denominations of
coins will be paid oul. Inthe 75 cent example, the coins may be 3 quariers;
or, 7 dimes & 1 nickel, or, 2 quarters & 2 dimes & 1 nickel, etc. The actual
coins dispensed and if the dispense is finished can be acquired via the
PAYOUT STATUS (BEH/T8H, 00) and PAYOUT VALUE POLL (BEH/T8H,

01).
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VMC Command Code Sub-comunand VMC Data Dispenser Response
PAYOUT 5E / 76H O0H None 32 bytes: 21-Z32
STATUS

21~ 232 = Number of each coin typs paid out - 32 bytes (2 bytes per coin type).

This is the dispenser's responss to the last VMC DISPENSE VALUE
command (3DH sub command 01H). Byles are sent in ascending order of
coin types. A byles position in the stiing indicates the coin type. That s,
bytes one and two ars the number of coins for coin typs 1, byles thres and
four are the number of coins for coin type two, and 50 on. Unsent byles
abovs the coin typss dispenssad are assumed to be zero.

The dispenser clsars payoul data after an ACK rasponse from the VMO,

The VMC should compare the value of the coins paid out to the (SDH/75H)
DISPENSE VALUE command’s Y2-Y3.

NOTES: 1} if the dispenssr’s payout is busy it will respond o the
PAYOUT STATUS command with an ACK only.

2y Hf no coins have been paid out, at least one zero valusd data byte must
be sent.

3} There is no defined imit on how long the actual payout
takes. See dispense command (BDH/75H) for further details

VMO Conunand Code Sub-command VMC Dais Dispenser Response Data
PAYOUTVALUE SEH/76H  0O1H None 2 bytes: Z1-Z2

POLL

Z1 - Z2 = Dispenser Payout Activity - 2 byles

An interval value (scaled) which indicates the amount of paid out
change since the previcus PAYQOUT VALUE POLL (or between the
initial DISPENSE VALUE command (8DH/75H sub command 01H)
and the first FAYOQUT VALUE POLL)

A OOH response indicates no coins were paid out since the previous
PAYOUT VALUE POLL (or the initial DISPENSE VALUE command
(5DH/75H sub command 01H).

An ACK only indicales that the change payoulis finished. This
should be followed by the PAYOUT STATUS command (SEH/76H-
00H) to obtain the complete payout data.

NOTE: The initial infent of this command is to determine the amount of change paid oui so
that the credit display can be decremented as coins are dispensed.
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VYMC Command Code Sub-Command Dispenser Response Data
EXPANSION S5FH/77TH 00H 33 bytes: 21 - 233
COMMAND {IDENTIFICATION

Z1-23 = Manufacturer Code - 3 byles

identification code for the equipment supplier. Ssant as ASCH charactsrs.,
Currently defined codes are listed in the EVA docurment entitied "European
Vending Association Data Transfer Siandard” (EVA-DTS), the Audit Data
Lists section, sub-saction 2, "Manutacturer Codes”.

24 - Zib = Serial Number - 12 bytes

Factory assigned serial number. Al bytes must be sent as ASCI characters,
zeros (30H) and blanks (20H) ars acceptable.

216 - 427 = Model Number - 12 bytes

Manufacturer assigned model number. All bytes must be sent as ASCH
characters, zeros (30H) and blanks (20H) are acceptabls.

228 -Z28 = Software Version - 2 byles
Current software version. Must be sent in packed BCD.
Z30-Z33 = Optional Features - 4 bytes
Each of the 32 bits indicate an oplional fealures availability. 1f the bit is set

the feature is available. Bits should be sent in descending order, Le. bit 31 s
sent first and bit { is sent last. Currently defined options are:

BG - File Transport Layer (FTL) supported as defined in Seclion
2.6,
bt - b31 Available for future use
VMO Command Lode Sub-Command VMO Data
EXPANSION SFH/77TH O1H 4 bytes: Y1 -Y4
COMMARND FEATURE ENABLE

This command is used to enable each of the optional features defined in 230-233 above. To
enable a feature a bit is set {o one. All optional features are disabled afier reset.
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VMO Command Code Sub-comunand VMC Data Dispenser Response
EXPANSION S5FH/77TH FAH Y1-¥5 Z1 - Zn (immediate or
COMMAND FTLREQ TO RCV POLLed)

The VMC is requesting o receive data from the dispenser whose deslination address will
always be (58H/70H). Mote that all FTL Commands / Responses are defined in Section 2.6,

Yi = Destination address of command (58M/70H)
Y2 = Source address of command
Y3 = File 1D
Y4 = Meaximum length
Y5 = Control
Z1 = 10H which indicates SEND BLOCK
22 = Destination address of data
23 = Block #
24 - L34 = Data (maximum of 31 bytes)
or
Z1 = 1CH which indicales RETRY / DENY
22 = Destination address of response
Z3 = Source addrass of response (38H/70H)
Z4 = Retry delay
YMC Comunand Code Sub-command VMC Data Dispenser Response
EXPANSION S5FH/77H  FBH Y1-Y3 None
COMMAND FTL RETRY / DENY

The VMO is retrying, denving, or aborting a data transfer w/from the dispenssr whose
destination address will always be (58H/70H). Note that all FTL Commands / Responses are
defined in Section 2.6,

Yi = Destination address of command (58H/70H)
Y2 = Source address of command
Y3 = Retry delay
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