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VMO Command Code Sub-comunand VMC Data Dispenser Response
EXPANSION S5FH/77TH FCH Y1-Y33 None
COMMAND FTL SEND BLOCK

The VMC is sending data to the dispenser whose deslination address will always be
{(58H/70H). Note that all FTL Commands / Responses are defined in Section 2.6.

Yi = Destlination address of command & data (58H/70H)

Y2 = Block #

Y3-Y33 = Data (maximum of 31 bytes)

VMC Command Code Sub-command VMC Data Dispenser Response
EXPANSION S5FH/YYH  FDH Y1-¥2 Z1-Z234 (immediate or
COMMAND FTL OK TQO SEND PCOLLad)

The VMC is indicating that it is OK for the dispenser (o transfer data. The destination
address will always be the dispenser (38H/70H). Note that all FTL Commands / Responsses
are defined in Section 2.6.

Y1 = Destination address of comimand (58H/70H)

Y2 = Source address of command

Z1 = 10DH which indicates SEND BLOCK

Z2 = Deslination address of data

Z3 = Source address of data

Z4 - 234 = Data (maximum of 31 bytes)
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VMO Command Code Sub-comunand VMC Data Dispenser Response
EXPANSION S5FH/77TH FEH Y1-¥5 Z1 (immediate or
COMMAND FTL REQ TO SEND POLLed)

The VMC is requesting 1o send data io the dispenser whose destination address will always
be (58MH/70H). Note that ali FTL Commands / Responses are defined in Section 2.6,

Yi = Destination address of command (58M/70H)

Y2 = Source address of command

Y3 = File 1D

Y4 = Meaximum length

Y5 = Control

Z1 = 1EH which indicates OK TO SEND

22 = Desiination address of response

23 = Source addrass of response (S8H/7OH)

or

21 = 1CH which indicales RETRY / DENY

22 = Destination address of response

Z3 = Source addrass of response (38H/70H)

Z4 = Retry delay

YMC Comunand Code Sub-command VMG Data Bispenser Responss

EXPANSION S5FH/77H  FFH Yi-¥n Z1-Zn

COMMAND DIAGNOSTICS

Yi-Yn = Device manufactursr specific instruction for implementing various
manufacturing or test modes. Y1 - Yn implies that any number of byles can
be used for the VMC data o the peripheral

Zi-Zn = Device manufacturer specific responses after receiving manufacturing or test
instructions. Z1 - Zn implies that any number of bytes can be used for the
Dispenser response data from the peripheral.
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10.4 Dispenser Non-Response Time

The defaull maximum non-response time for the dispenser is 5 seconds. This is the
maximum time for which a dispenser will not respond o a command or a POLL with ACK,
NAK or a message. The “Application Maximum Response Time” reported in byle 26 of the
SETUP (10.3) supersedes this default value if Z6 is greater.

10.5 Dispenser Power Requirements

The current draw for any dispenser must fall within the following limiis. All measuremsnis ars
at the minimum VMC voltage ouiput.

fdle mode = 200 mA. {max.} continuous

Coin payout = 2.5 A, (max.) for up to 15 seconds per coin
dispensed. This is the maximum for all dispenssers operating
simultansously in this unit.
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Section 11

Age Verification Device
VMC/Peripheral Communication Specifications

11.1 introduction

Due to legal restrictions, a variety of products are only allowed 1o be vended via vending machines by
checking the cusiomers age. The age and the rules vary from country 1o couniry.

This is i.e. related in some countries 1o cigareties or alcoholic products. Some services or product
contents may restrict a different age, related to the vending machine, this needs different ages o be
checked within the same machine.

Age verification may be done with different electronic means, Le. public cashless systems, which
know the card users age, i.e. biometric systems, i.e. ID-card-readers or driving license readers, elc.

A common and state of the art usage in some countries is a public cashless system working as an
Age Verification Device. Therefore it is good practice o define first an interface of commands as an
addition to the cashless devices.

Second as MDEB describes two cashless devices, which in some machines may be both only cashiess
readers, it is hecassary o defins an Age Vertfication Device only as an additional devics, allowing the
wo readers within the machine working as before. The cashiess readers which run as a mulii-
funclion device may choose to run the additional set of commands or respond as slaves on two
peripheral addrasseas — the cashiess 1 or 2 and the Age Verification Davice address.

Therefore this paper describses two additional diagnostic commands for the cashless sysiems, 1o work
as age verification devices. Second this paper describes a command set for an age verification
device, which usas only two commands for age verification purpose -- the struclure of these two
commands is similar {o the cashless diagnostic commands, therefore allowing any VMG, 1o use the
same command intarface for cashless and Age Verification Deavice as well,

Thase command are not bound to a cashless-transaction and may bs therefore be used, if verification
is done by other cards {i.a. without payment functions.) These command are independent of ths
cashisss function {.e. payment out of order, transaction memaory full, ..} and do not interfers with the
payment sequences. Sequencas at MDB are changsd slightly only.

Observing the age verification is done by the VMC. Only the VMC knows, what type of products it
sells. The cashiess device delivers the only information to VMO, whather the cashless media finds a
valid ags. The cashless device will approve a payment always, when the VMC requests this (MDB
command request vend). The cashless device will not deny a payment, sven if the age verification is
not found. This allows simultanecus vend of age protected and fres products from a vending
machine.
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After each power on or after reception of MDE-Reset the cashless device or Age Verification
Device will ignore age verification. First after the VMC switches on age verification with the
MDB-command “DRAVP" (Diagnhostic Request Age Verification On) and Y4>0, verification
cards will be checked. Only in this case the cashless device or Age Verification Device sends
responsas (o the sscond new command “DRAVE” (Diagnostic Response Age Verification
Status) o the VMC.

11.2 VMC Commands

The Age Verification Device uses the MDB address
0x88 {the next address after the second cashless device)

it implements a command set similar to a cashless device with a reduced command dictionary. All the
not used commands are reserved for further use to hold the software functions compatible to a
cashiess subdevice.

The following describes the age verification commands common {o the standalone Age Verification
Device as well as a subdevice within the cashless device, whereas chapler 4 describes the additional
setup commands for the standaione age verification device. Note, that these commands are the same
commands as for a cashless device,

11.2.1 General Format EXPANSION Diagnostic

The MDB command EXPANSION Diagnostic allows transfer of manufacturer specific information
between cashless reader and VMC. For transmission of the age verification information, the
EXPANSION diagnostic command will be used. While implemented in a cashiess device, this is
similar to a virtual subdevice within the reader, whereas, when used with a separate address, these
may be treated as normal standardized commands.

General format:

axpansion Diagnostics User

(17H) {FFH) Defined

(B7H) Data

(BFH) Y1 Y2-Yn
Y1 DIAGNOSTICS.

Device manufaciurer specific instruction for implementing various
manufacturing or fest modes.

Y2-¥n User Defined Data.
The data portion of this command is defined by the manufacturer and
i5 not part of this document.
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Reader response:

Diagnostics User
Rasponse Defined
{FFH)
21 Z22-In
Zi: DIAGNOSTICS RESPONSE

£3-&n: User Defined Data.
The data portion of this response is defined by the manufacturer and
iz not part of this document.
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11.2.2 Switch On 7/ Off of Age Verification

Diagnostic Request Age Verification On/Off (BRAVE)

This command is used to switch On or Off the ags verification and to setup the minimum testing age
within the device. Whils in stale “on® each inserted media is checked and the result is messaged {o
the VMC.

After the VMO is powersd on, the command DRAVP will be sent at least with Y4 = Ox00 or Y4 = Oxff
to the age verification device.

Expansion Diagnostics Age verifi- Length Age ident
Reguest cation On/Cff
{17H} {FFH) {0x05)
{87H) Y1 Y2 Y3 Y4 Y5-Y8
{8FFD
Diagnostics Age verifi- Length Feature byte  |lident
Response cation On/Off
(FFEH) {0x05)
Z1 Z2 Z3 24 Z25-Z8
¥1: DIAGNGSTICS Request
¥e: Age verification on/off
Y3 Length, the number of byles of this command, not including Y1-Y3,
therefors set to 6.
Y4 Age
Y4 = Ox00 Switch off age verification. Additionally informs the

card raader, that the VMC software supports age
verification, but age verification is not necessary for
any product

x00<Y4<0x84 Levsal for age verification (Ox01 - OxB3 = 1..69
years). Additionally informs the card reader, that the
VMO software supports age verification and age
verification is nscessary

xB3<Y4<0xFF Reserved for future use

Y4 = OxFF informs the card readsr, that the VMC software
supports age vertfication and that age verification
will be switchad on at xxX . xxxxxx automatically and
the level of ags will be changed to the dsfault
chacking.

¥&-¥9 Ident “DRAVP” (hex Ox44 Ox52 Ox41 0x56 Ox50)

Used to prevent misinterpretation of this command and to separate it
against possible other manufacturer defined 17 FF 05 commands.

The Age Verification Device takes the given age and responses with the diagnostic response. The
VMO will detect, that an Age Verification Device Is connacted (or buill in as a subdevice in cashless),
which is doing age verification.
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As the verification of the requested minimum age is depending of the (later) inserled media, the
requested minimum age is only sel to the age verification device. Whether a verification is really
possible, will be messaged later within the DRAVSE command.

The DRAVP command will bs sent by VMC always aftsr power up and after each RESET within the
known initializing sequence 1o the Age Vertfication Device (cashiess or stand alone). Ifthe VMC s
aware of a necessary ags, the minimum age will ba sel o a value » 0, i.e. for oday’s cigarsite vendor
fo 012 = 18.

if different products with different age levels are sold, the VMC may send this command before each
vend transaction and temporarily change age due to selected product minimum age. Switch off of the
age verification is only allowed, if all selections of the vendor do not require a verification.

The age verificalion device responds with:

£1: DIAGNOSTICS Response
22 Age verification on/off
23 Langth, the number of bytes of this command, not including 21-23,
thereiora st ic 8.
Z4 Feature Byle
B} =0 A customer card is not in reading position, hut may
be inserted {refer to b7)
b0 =1 A customer card is in reading position.
b1...b8 Ressrved, should be setto §
b= 0 A customer card is not inserted
b= 1 A customer card is inserted, but may not be in

reading position {refer to b()

28-28 fdent "DRAVP” (hex (x44 0x52 Ox41 0x58 x50)
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Diagnostic Request Age Verification Status (DRAVS)

if the VMC activated the age verification with DRAVP, the Age Verification Device is checking each
inseried media for age information and sends after inserlion the DRAVS response fo the VMC. The
VMC may send the command iiself 1o the age verification device, 1o get an actualisation of the siatus.
The verification device answers with the actual response. The command may be sentin all MDB
states (especially within cashiess devices).

expansion Diagnostics Age verifi- length Features ident
Reguest cation Status
(17H} (FFH) {(06)
(67H) Y1 Y2 Y3 Y4 Y5-Y8
(BFH)
Yi: DIAGNOSTICS Reguest
Ye: Age Information
¥3: length, the number of byles of this command, not including Y1-Y3, therefore
setfto 6
¥4 Feature bifs
b, b7 Reserved, should be seffo 0
¥5¥8 ident "“DRAVS” thex Ox44 Ox52 Ox41 Ox56 Ox53)

if the VMC has activated the age verification with the DRAVP, each inseried media will be chaecked
for age information and afier insertion, the DRAVS response will be sent {o the VMC,
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Diagnostics Age fength feature byie 1 |feature byle 2 |{ident
Response (Ox08)
(FFH)
Z1 22 Z3 Z4 25 28-210
Z1: DIAGNOSTICS Response
22 Age verification status
Z3: length, the number of byles of this command, not including £1-Z3, therefore

MOB/ACPE Version 4.2

setio 7

b0=0:
bO=1:

bi=0:
bi=1:

b2=0:
b2=1:

0:
1

ba=
ba=1:

b0, b3

A customer card is not in reading position, but may be
A customer card is in reading position

Age information is not available on the customer card
Age information is available on the customer card

Age verification is not possible (MSAM error or no MSAM)
Age verification is possible (MSAM ok and prasent)

The age level from DRAVF command can't be checked
The age level from DRAVF command {or a higher value) can
be checked

The customer is not allowed to buy the product, because the
age information on the card is less than the value in DRAVP

The customer is allowed 1o buy the product, because the age
information on the customer card is equal or greater than the
vaiue in DRAVP

raserved, should be ssal o zero

Age varification information *) is valid

Age verification information *} is invalid and setto {3, because
age verification is under progress (busy)

A customer card is not inserted

A customer card is inserted, but may not be in reading
position (refer to bQ)

Resarved, should be setio 0
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ba=1. Age verification done by private ident media 1
bh=1: Age verification done by privats ident media 2
L6=1. Age varification done by driving license reader
b7=1. Age vaerification done by public cash card

Z6- ident "DRAVE” (hex Ox44 0x52 Ox41 0x58 0x53)

Zig
"y Age verificalion information refers to feature byte 1 (b1...b4) and feature byts 2 (all bits)
y must be valid only, if age verification is positively checked (bd=1 of faature byle 1)
if a DRAVS response with positive checked age information ssnt from the ags verification device, the

VMC will enable the vend for selected product for typically 30 seconds. This duration should bs
programmable.
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11.3 MDB Interface

11.3.1 MDB initializing

The general MDB-ssssion consists of the known init-saquence as weall as the polling sequsnce. The
init sequence is exiendad with the DRAVP command.

RESET - 10h

POLL ~12h
To obtain “JUST RESET” response

SETURP CONFIGURATION DATA ~ 11 00h
To send the VMC’s configuration data and obtain the readsr’s data

SETUP MAX/MIN PRICE ~ 11 01h
To send the maximum and minimum prices in the VMC, (Readsr Lavel 01/02 syntax, 16 bit
credi).

EXPANSION REQUEST ID -~ 17 G0h
To obtain additional readear information and options (options in Lavel 83+ only)

EXPANSION ENABLE OPTIONS ~ 17 04h {Level 03+ only)
To enable desired options

SETUP MAX/MIN PRICE ~ 11 01h (Level 03+ and option bits 1 & 2 only)
To send the maximum and minimum prices in the VMC. (Reader Level 03+, 32 bit credit).

DRAVP ~ 17 10506 Age 'V 'RVA VP *3
switch on or off youth protection, set age level to be checked

POLL ~ 12h
To obtain "“DRAVP” response

**)

READER ENABLE ~ 14 81h
To enable reader {f dasired)

POLL ~ 12h
To obtain further responses, loop it

1 the DRAVE may be sent in the following contents as often as neaded, 1o switch on of off the verfication or to
change the verification age.

) the cashless reader as well as the Age Verification Device are required to check the actual date anditis
suggested for the VMC, to send an expansion diagnostic dateftime command to actualize the date within the age
verification device.
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11.3.2 MDE Polling Loop, Vend Sequence

The polling loop will lead {0 a vend following the known sequence and is extended with an optional
DRAVS,

Cusfomer inserfs card

POLL ~12h

DRAVS, card present, age verification status
POLL ~12h

Begin Session (value = {1, > J or -1}, 3

Customer presses selection andior inseris money.

VEND REQUEST ~ 13 08 200 00 3¢ xx vy yvh Y
ACK (xx = vend price, yy = salsclion number)

POLL ~ 12h
looped until vend approved or denied is sent. During this loop, display messages shouid be
shown on the vending machines display

VEND SUCCESS/FAILED ~ 13 02 yy yyh or 13 83h -
vend is completed

N

SESSION COMPLETE ~13 04
close session

POLL —12h
End session

*} only if cashiess is used, independent of cashiess cradit

) only if cashless payment is done

Alt answer will be seen in the known format, the new command DRAVS is enabling a cash vend, if
the "age valid” (b4 = 1) is set.
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11.4 Age Verification Device Command/Response Formats

11.4.1 Reset

RESET
(68H)

Reader response:

Mo Data response

11.4.2 Setup
Config VMG Columns Rows Display
SETUP Data Feature ot Cn info
{68H) {OOH) Level Display Display
Y1 Y2 Y3 Y4 Y5
¥1: Configuration data.
VMC is sending its configuration data to reader.
¥2: VMO Feature Level.
Indicates the featurs level of the VMO, The available feaiurs levels are:
§1 - the actual used levelis 1
Y3 Columns on Display. The number of columns on the display. Ssat o 00H if the display is
not available to the reader.
Y4 Rows on Display.
The numbsr of rows on the display
Y8 Display Information - xxxxxyyy
XXXXK = Unused
Yyy = Display typs
000 . Numbers, upper case lsiters, blank and decirnal point.
001 Fuli ASCH

010-111: Unassigned

Reader Responsea:

Reader Reader Country Country Scale Decimal Application Miscellaneous
Config Feature Code Code Factor Places Maximum Options
Data Level High Low Rasponse
{01H) Time
Z1 Z2 Z3 Z4 25 Z6 Z7 Z8
Zi: READER - Configuratlion data.
Indicates the Age Verification Device is responding to a SETUP — Configuration data
request from the VMC,
MDB/ACP Version 4.2 February, 2011 1111
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22 01 — the actual used level

Z3-Z4. Country / Currency Cade - packed BCD.
The packed BCD country / currency code of the reader can be sent in two different forms
dapending on the value of the left most BCD digit.

if the left most digit is a 0, the Intsrnational Telephons Cods is used to indicate the
country that the reader is set-up for. For example, the USA code is 00 01H (Z3 = 08 and
Z4 = 01).

if the left most digitis a 1, the latest version of the IS0 4217 numeric currency cods is
used (sss Appendix A1). For exampls, the code for the US dollaris 18 40H (Z2 = 18
and Z3 = 40) and for the Euro s 1878 (Z3 = 18 and Z4 = 78}, Use FFFFh if the country
code in unknown.

For level 3 cashiess readers, it is mandatory {o use the IS0 4217 numeric currency cods
{see Appendix At).

5. Scale Factor.
The multiplier used 1o scale all monetary values transferred between the VMC and the
readear.

£6 . Decimal Places.

The number of decimal places used to communicate monetary values between the VMC
and the age verification device.

Al pricing information sent between the VMO and the Age Verification Device is scaled
using the scale factor and decimal places. This corresponds 1o:

ActualPrice =P X107

where P is the scaled value ssnd in the price bytas, and Xis the scale faclor, and Y is
the number of decimal places. For exampile if there are 2 decimal places and the scale
factor is 5, then a scaled price of 7 will mean an actual of .35,

£7 Application Maximum Response Time - seconds.
The maximum length of time a reader will require 1o provide a responss to any command
from the VMC. The value reported here supersedes the payment reader’s defaull NON-
RESPONSE time defined in section 7.5 if the value reportsd herse is greater.

8 Miscelianeous Oplions — X0XXyyyy
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11.4.3 Poll

POLL
(BAH)

The POLL command is used by the VMG 1o obtain information from the verification device. In addition
to an ACK, the VMO may receiva the following POLL responses from the verification device.

Reader responses:

Just
Reset
(O0H)
21
Zi: JUST RESET
indicates the device has been resst.
Nofe: the difference between ACK and JUST RESET responses is:
O0H O0H” =JUST RESET
OO =ACK
*made bit=1
Reader Reader Country Country Scale Decimal Application Miscellaneous
Config Faature Code Code Factor Places Maximum Options
info Level High Low Rasponse
{01H} Time
Z1 &2 3 Z4 Z5 Z8 Z7 Z8
Display Display Display
Request Time Data
{O2H)
Z1 z2 23-234
£t DISPLAY REQUEST
The Ags Verification Device is requesting a message {0 be displayed on the VMC’s
display.
£2 . Display Time - 0.1 second unils
The requasted display time. Either the VMC or the Age Verification Device may
overwrite the massage bafors the ime has sxpired.
Peripheral Manutactursy Serial Model Softwars QOptional
D Code Number Number Version Faature bits
{08H)
Z1 Z2-74 Z25-218 Z17-228 229-Z30 231 -234
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£t PERIPHERALID
Age Verification Device Is sending peripheral 1D information.
Z2-Z4. Manufacturer Code - ASCH

identification code for the equipment supplier. Currently defined codes are listed in
the EVA document entitled "European Vending Association Dala Transfer
Standard” (EVA-DTS), the Audit Data

Lists section, sub-section 2, "Manufacturer Codes”.

Z5-Z16 : Sarial Number —~ ASCII
Factory assigned serial number,

Zi7-228 . Model Numbsr - ASCH
Manufacturer assighed mods! number.

Z228-Z38 . Software Varsion - packed BCD
Current software varsion.

£231- 234 Optional Feature Bits. Each of the 32 bils indicate an oplional feature availability.
Bits should be sent in descending order, i.e. hit 31 is sent first and bit § is sent last.
Options must be enabled by the VMC using the Expansion Optional Feature Bit
Enable (17H-04H) command and all features are disabled after a reset. Currently
defined oplions are:

bl - File Transport Layer supporied

b1 1o b31 not used (should be setto O

Malfunction / Error Error Code
{DAH)
21 Z2
2% MALFUNCTION/ERROR

The Age Verification Device is reporting a malfunction or error.

22 Error Code ~ xxxxyyvy

Transient Error Handling
The error will be reportad to the VMO until it has been ACKnowledged. The arror state will be
clearad in the age verification device, and normal opserations will continue,

Non-fransient Error Handling

The error will be reporiad to the YMUO at each POLL as long as i exists. If the Ags Verification
Device is still functional, mulli-rnessage responses will allow normal responses in addition to
the error report.

Time/Dats
Request
{(11H)
MDB/ICP Version 4.2 February, 2011 1114
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1. TIME DATE REQUEST
in certain circumstances it will be necessary to synchronize the real ime clock of the
Age Verification Device with real time clock of the VMC. The Age Verification Devics
will respond with TIME/DATE REQUEST to a POLL command of the VMC. The VMC
will follow with the EXPANSION-WRITE TIME/DATE FILE to the ags vetification
device.

11.4.4 Expansion commands {request iD}

Request Manufacturer Serial Model Software
Expansion D Code Number Number Version
{BFH) {O0H)
A\ Y2-¥Y4 ¥Y5-¥Y18 Y17-Y28 Y29-Y30
Y1 REQUESTID

The VMC is requesting Age Verification Device identification information. The
information included above {Y2-Y30) provides the Age Verification Device with VMO
identification information.

Ya3-¥4 : Manufacturer Code - ASCH
identification code for the equipment supplier. Currently defined codes are listed in
the EVA document entitled “The Data Transier Standard EVA-DTS” document, the
Audit Data Dictionary section, chaptar 4, "Manufaclurer Codes”,

Y5-Y16 . Serial Number - ASCH

Factory assigned serial number.
¥Yi17-Y28 . Model Number - ASCH

Manufacturer assigned model number.
¥29-Y30 . Software Version - packed BCD

Current software version.

Age Verification Device response;

Paripheral Manufacture Serial Model Software Optional

iD Code MNumber Number Version Feature Bits

{0GH)

Z1 22-Z4 Z25-218 Z17-228 229-230 Z231-Z34
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11.4.5 EXPANSION - Write Time/Date File

Expansion White Time/ Time
{6FH) Date File Dats
{O3H)
Y1 Y2-Y11
¥1: WRITE TIME/DATE FILE
The VMO requests {o write the Time/Date file.
¥2- ¥11: Time/Date to synchronize the Age Verification Device real time ciock, The date bytes

are BCD encoded.

Y2 = Years (Range: 00..88)

Y3 = Months (Range: 01..12)

Y4 = Days (Range: 01..31)

Y5 = Hours (Range: 00..23)

Y8 = Minutes (Range: 00..59)

Y7 = Seconds (Range: 00..59)

Y8 = Day of Week {(Range: 01..07, Monday = 1. .Sunday = 7)
Y8 = Waeek Number (Range: 01..53)

Y10 = Summertime (Range: 00.01, Summertime = 1)

Y11 = Holiday (Range: 00..01, Holiday = 1)

if any item of the time/date is not supporied use FFH instead.

11.4.6 EXPANSION - Diagnostics

Expansion Diagnostics User
(BFHD {FFH) Defined
Data
Y1 Ya-yYn
¥1: DIAGNOSTICS.
Device manufacturer spacific instruction for implementing various manufaciuring or test
modes.

¥2-¥n: User Defined Data.
The data portion of this cornmand is defined by the manufacturer and is not part of this
document.

Age Verification Device response;

Diagnostics User
Response Defined
(FFH)
Z1 L2-Zn
Z1: DIAGNOSTICS RESFONSE,

22~Zn : User Defined Data.
The data portion of this response is defined by the manufacturer and is not part of this

document.
MDB/ICP Version 4.2 February, 2011 1118
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11.5 Age Verification Device Non-Response Time

The default maximum non-response time for the Age Verification Device is § seconds. This
i5 the maximum time for which an Age Verification Device will not respond {0 a command or a
POLL with ACK, NAK or 2 message. The “Application Maximum Response Time” reported in

byle Z7 of the Age Verificalion Device Configuration Data supersedes this default value if Z7
is greater.

11.6 Age Verification Device Power Requirements

The current draw for any Age Varification Device must fall within ths following limits. All
measurements are at the minimum VMO Voltage Output,

fdle mode = 300 mA. {avg.) continuous

Transport or Read/Write cycle = 1.5 A @ 50% maximum duly cycle up to 5 seconds,

MDB/ICP Version 4.2 February, 2011 1117
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Appendix 1

Currency Codes

A1.1 Information

The following Tables of Codes for the Representation of Currencies and Funds are
provided by the Secretariat of SO 4217 MA. 1t is provided here to be used for the MDB
currency code information sent between the credit peripherals and the VMC.
Table A1 Currency and Funds Code List {English alphabetical order by entity)
Table A.2 Funds Codes Registered with the Maintenance Agency

Tabie A.3 Codes for Historic Denominations of Currencies and Funds

A1.2 MDBACP Use

As stated in the individual credit device sections, the two byte, packed BCD country / currency
code of the coin changer, bill validator, and card reader devices can be sent in two different
forms depending on the value of the left most BCD digit.

if the left most digit is a 0, the International Telephone Code is used {0 indicate the country
that the reader is set-up for.

For example, the USA telephone code is 001 which franslates into the
MDE code as 00 81h (Zx = G0h and Zy = 1h).

if the left most digit is a2 1, the latest version of the IS0 4217 numeric currency code is used as
listed in this Appendix.

For example, the code for the US dollar is 840 which translates into the
MDB code as 18 40h (Ix = 18h and ZJy = 40h).

The code for the Euro is 878 which transiates into the MDE code
as 1978h (Ix = 18h and Zy = 78h).

FFFFh should be used if the country code in unknown {(Zx = FFh and 2y = FFh).

Note that for level 3 cashless readers, it is mandatory to use the the 180 4217 numeric
currency code.

MDB/ACP Version 4.2 February, 2011 . i Ated
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Table A1 Currency and Funds Code List (English alphabetical order by

Multi-Drop Bus / Internal Communication Protoco 3

entity)
ENTITY Currency Code Decimal
Alphabetic Numerie Position
AFGHANISTAN Afghant AFA 004 2
ALBANIA Lek ALL 003 2
ALGERIA Algerian Dinar B0 012 2
AMERICAN SAMOA US Pollar USD 840 2
ANDORRA Spanish Pescta ESP 724 G
French Frane FRF 254 2
Andorran Pescta ADP 020 {
ANGOLA New Kwanza AON (24 2
Kwanza Reajustado AQR 942 2
ANGUILLA East Carnibbean XCD 851 2
Dollar
ANTARCTICA No umversal
CUrrensy
ANTIGUA AND East Carnibbean XCD 851 2
BARBUDA Dollar
ARGENTINA Argentine Peso ARS (432 2
ARMENIA Armemian Dram AMD (51 2
ARUBA Araban Guilder AWG 533 2
AUSTRALIA Auygstralian Dollar AUD (36 2
AUSTRIA Schilling ATS 040 2
AZERBAUAN Aczerbaijanian Manat AZM (31 2
BAHAMAS Babhamian Dollar BSD 044 2
BAHRAIN Bahraini Dinar BHD 043 3
BANGLADESH Taka BDT (50 2
BARBADGS Barbados Bollar BBD (32 2
BELARUS Belarussian Ruble BYB 112 {
Belarussian Ruble BYR 974 {
BELGIUM Belgian Franc BEF (456 G
BELIZE Belize Dollar BZD (184 2
BENIN CFA Frane BCEAQG+ XOF 852 {
BERMUDA Bermudian Dollar BMD 060 2
{customarily known
as Bermuda Dollar)
BHUTAN Indian Rupee INR 356 2
Neultnum BTN 064 2
+ CFA Franc BCEAO; Respousible authority: Bangue Centrale des Etats de
FAfnque de I'Cuest.
MDB/ACP Version 4.2 February, 2011 " - Ale2
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Table A1 (Continued)
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ENTITY Currency Caode Decimal
Alphabetic Numeric Pasition
BOLIVIA Boliviano BOB (68 2
Muvdol* BOV 984 2
BOSNIA & HERZEGOVINA Convertible Marks BAM 977 2
BOTSWANA Pula BWP (72 2
BOUVETISLARD Norwegian Krone NOK. 578 2
BRAZIL Brazilian Real BRL 986 2
BRITISH INDIAN US Dollar UsD 840 2
OCEAN TERRITORY
BRUNEI DARUSSALAM Brunet Dollar BND 095 2
BULGARIA Lev BGL 100 2
Bulganan LEV BON 975 2
BURKINA FASO CFA Franc BCEAO+ XOF 932 0
BURUNDBI Burundi Franc BIF 108 {
CAMBODIA Riel KHR 116 2
CAMERQOON CFA Franec BEACH XAF 950 0
CANADA Canadian Dollar CAD 124 2
CAPE VERDE Cape Verde Escudo CVE 132 2
CAYMAN ISLANDS Cavman Islands KYD 136 2
Dollar
CENTRAL AFRICAN CFA Franc BEACH XAF 50 {
REPUBLIC
CHAD CFA Franc BEACH XAF G50 {
CHILE Chilean Peso CLP 532 0
Unidades de CLF 990 {
fomento*
CHINA Yuan Reonunbs CNY 156 2
CHRISTMAS ISLAND Australian Dollar AUD 036 2
COCOS (KEELING) Australian Dollar AUD 036 2
ISLANDS
COLOMBIA Colombian Peso COop 176 2
COMOROS Comoro Franc KMF 174 0

+ {FA Franc BCEAQ; Responsible authority: Bangue Centrale des Etats de

F'Afrque de P'Ouest.

# CFA Franc BEAC; Responsible authority: Bangue des Etats de P'Afrique

Centrale.

¢  Funds code [See table A 2(E)} for definitions of funds types|.

MDB/ACP Version 4.2 February, 2011
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Table A 1 (Continued)
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ENTITY Currency Code Becimal
Alphabetic Numeric Position
CONGO CFA Franc BEACH XAF 950 {
CONGO, THE DEMOCRATIC Franc Congolais CDF 976 2
REPUBLIC OF
COOK ISLANDS New Zealand Dollar NZD 554 2
COSTARICA Costa Rican Colon CRC 188 i
COTE D'IVOIRE CFA Franc BCEAO+ XOF 952 v
CROATIA Kuna HRK 191 2
CUBA Cuban Peso CUpP 192 2
CYPRUS Cyprus Pound CYP 196 2
CZECH REPUBLIC Czech Koruma CZK 203 2
DENMARK Danish Krone DKK 208 2
DIIBOUTI Bitbouti Frang DIF 262 {}
DOMINICA Hast Caribbean XCD 951 2
Dollar
DOMINICAN REPUBLIC Dominican Peso DOP 214 2
EAST TIMOR Timor Escudo TPE 626 O
Rupiah DR 360 2

ECUADOR US Dollar ESD 840 2
EGYPT Egyptian Pound EGP 218 2
EL SALVADOR El Satvador Colon SVC 222 2
EQUATORIAL GUINEA CFA Franc BEACH XAF 950 {
ESTONIA Kroon EEK 233 2
ERITREA Nakfa ERN 232 2
ETHIOPIA Ethiopian Barr ETB 236 2
FAERQOE ISLANDS Danish Krone DKK 208 i
FALKLAND ISLANDS Falkiand Islands

{(MALVINAS) Pound FKP 238 2

# CFA Franc BEAC, Responsible authority: Banque des Etats de 'Afrigue

Centrale.

+ {CFA Franc BCEAQ; Responsible authority: Banque Centrale des Btats de

FAfrique de P'Ouest.

* Funds code [see Table A 2 (E) for definitions of funds types].

MOB/ACP Version 4.2

February, 2011
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Table A1 (Continued)

ENTITY Currency Code Decimal
Alphabetic Numeric Position

Fil Fiji Dollar FiD 242 2
FINLAND Markka FIM 246 2
FRANCE French Franc FRF 250 2
FRENCH GUIANA French Franc FRF 250 i
FRENCH POLYNESIA CFP Frane XPF G533 ¢
FRENCH SOUTHERN French Franc FRF 250 2
TERRITORIES
{FABON CFA Franc BEACH XAF 350 it
GAMBIA Dalast GMD 270 2
GEORGIA Lan GEL 9%1 2
GERMANY Deutsche Mark DEM 276 2
GHANA Cedi GHC 288 2
GIBRALTAR Gibraltar Pound GIP 292 2
GREECE Drachma GRD 300 2
GREENLAND Damish Krone DKK 208 2
GRENADA Hast Canbbean XCD 951 2

Dollar
GUADELOUPE French Franc FRF 250 2
GUAM 1S Bollar USsh 844 2
GUATEMALA Quctzal GTQ 320 2
GUINEA Gumea Frang GNF 324 0
GUINEA-BISSAU Guinca-Bissau Peso GWP 624 2

CEFA Frane BCEAQGH XOF 52 O
GUYANA Guyana Dollar GYD 328 2
HAITE Gourde HTG 332 2

US Dollar USD 840 2
HEARD AND Australian Dollar AUD 036 2
MCDONALD [SLANDS
HONDURAS Lempira HNL 340 2
# CFA Franc BEAC; Responsible authority: Bangue des Etats de PAfnique

Centrale.
+ {FA Franc BCEAQ; Responsible authority: Bangue Centrale des Etats de
PAfrique de P'Cuest.
MDBACPE Version 4.2 February, 2011 . . AleH
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Table A1 (Continued)
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ENTITY Currency Code Decimal
Alphabetic Numeric Point

HONG KONG Hong Kong Dollar HKD 344 2
HUNGARY Forint HUF 348 2
ICELAND Iceland Krona ISK 352 2
INDIA Indian Rupee INR 356 2
INDONESIA Rupiah DR 360 2
INTERNATIONAL SDR XDR 960 NA.
MONETARY FUND
(IMFy**
IRAN (ISLAMIC framan Rial RR 364 2
REPUBLIC OF)
IRAQ Tragi Dinar 0D 368 3
IRELAND Irish Pound 1EP 372 2
ISRAEL New fsrach Shegel® L& 376 2
ITALY Italian Lira iTL 380 G
FTAMAICA Jamaican Dollar T 388 2
JAPAN Yen Py 392 {
JORDAN Jordanian Dinar JOD 400 3
KAZAKHSTAN Tenge KZY 398 2
KENYA Kenyan Shilling KES 404 2
KIRIBATE Auygstralian Dollar AUD (36 2
KOREA, DEMOCRATIC North Korcan Won KPW 408 2
PEGPLE'S REPUBLIC OF
KOREA, REPUBLIC OF Won KRW 410 {
*  Currency name was effective 4th September 1985
** This entry is not derived fron 150 3166, but 1s included here m alphabetic

sequence for convenience,
MDB/ACP Version 4.2 February, 2011 AleE
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Table A1 (Continued)

ENTITY Currency Code Decimal
Alphabetic Numeric Point
KUWAIT Kuwaiti Dinar KWD 414 3
KYRGYZSTAN Som KGS 417 2
LAG PEOPLE'S Kip LAK 413 2
DEMOCRATIC
REPUBLIC
LATVIA Latvian Lats LVL 428 2
LEBANON Lebanese Pound LBP 422 2
LESOTHO Rand ZAR 7106 2
{financial Rand)* ZAL 991 2
Loti LSL 426 2
LIBERIA Liberian Dollar LRE 430 2
LIBYAN ARAB Libvan Dinar LYD 434 3
JAMAHIRIYA
LIECHTENSTEIN Swiss Franc CHF 736 2
LITHUANIA Lathuanian Litas LTL 444 2
LUXEMBOURG Luxembourg Frane LUF 447 {
MACAU Pataca MOP 446 2
MACEDONIA, THE Denar MKD RO7 2
FORMER YUGOSLAY
REPUBLIC OF
MADAGASCAR Malagasy Franc MGF 450 G
MALAWI Kwacha MWK 454 2
MALAYSIA Malaysian Ringgst MYR 458 2
MALDIVES Rutivaa MVR 462 2
MALIL CFA Franc BCEAO+ XOF 852 0
MALTA Maltese Lira MTL 470 2
MARSHALL ISLANDS US Dollar USDr 840 2
MARTINIQUE French Franc FRF 250 2
MAURITANIA Cuguiva MRO 478 2
MAURITIUS Mauritius Rupee MUR 480 2
MEXICO Mexican Peso MXN 484 2
Mexican Unidad de MXV 979 2
version {UDIY*
MICRONESIA US Dollar USD %40 2
MOLDOVA, REPUBLIC OF Moldovan Leu MBL 493 2
MONACO French Franc FRF 250 2
*  Funds code | See table A 2{E) for definitions of funds types].
+ {CFA Franc BCEAQ; Responsible authority: Bangue Centrale des Etats de
FAfrique de P'Ouest.
MDB/ACP Version 4.2 February, 2011 o _ Ale?
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Table A 1 (Continued)

ENTITY Currency Code Becimal
Alphabetic Numeric Point

MONGOLIA Tugnk MNT 496 2
MONTSERRAT East Cantbbean Xy 951 2

Dollar
MOROCCO Moroccan Dirham MAD 504 2
MOZAMBIGUE Metical MZM 308 2
MYANMAR Kyat MMK 104 2
NAMIBIA Rand ZAR 710 2

MNamibia Dollart# NAD 516 2
NAURU Ausiralian Dollar AUD (36 2
NEPAL Nepalese Rupee NPR 524 2
NETHERLANDS Netherlands Guilder NLG 528 2
NETHERLANDS Nethertands ANG 532 2
ANTILLES Antiflian Guilder
NEW CALEDONIA CFP Frane XPF 953 ¢
NEW ZEALAND New Zealand Dollar NZD 554 2
NICARAGUA Cordoba Oro NIO 558 2
NIGER CFA Frane BCEAGH XOF 952 {
NIGERIA Natra NGN 366 2
NIUE New Zealand Dollar NZD 554 2
NORFOLK ISLAND Australian Dollar AUD 036 2
NORTHERN MARIANA US Dollar Ush 840 2
ISLANDS
NORWAY Norwegian Krone NOK 578 2
OMAN Rial Omam OMR 512 3
PAKISTAN Pakistan Rupee PKR 586 2
PALAU US Boliar USD 840 2

+ CFA Franc BCEAQ; Responsible authority: Bangue Centrale des Etats de
FAfnque de 'Ouest.

# The lowest unit of recorded value for the fragr Dhnar 1s the Dirham
{1 Iragt Dinar = 20 Dirhams).

** The Nanubia Dollar becomes effective September 15th 1993

MDB/ACP Version 4.2 February, 2011 . i Ale8
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Table A 1 (Continued)
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ENTITY Currency Code Becimal
Alphabetic Numeric Point
PANAMA Balboa PAB 5390 2
US Bollar USh 840 2
PAPUA NEW GUINEA Kina PGK 598 2
PARAGUAY Guarand Y GO0 {}
PERU Nuevo Sol PEN 604 2
PHILIPPINES Philippine Peso PHP 608 2
PITCAIRN New Zealand Dollar NZD 554 2
POLAND Loty PLN 985 2
PORTUGAL Portuguese Escudo PTE 620 {
PUERTO RICO US Dollar USD 840 2
QATAR Qatar Rial QAR 634 2
REUNION French Frane FRF 250 2
ROMANIA Lewn ROL 6472 2
RUSSIAN FEDERATION Russian Ruble RUR 810 2
Russian Ruble RUB 643 2
RWANDA Rwanda Frane RWF 646 {}
STHELENA St Helena Pound SHP 654 2
STRITTS - NEVIS East Canbbean X0 951 2
Dollar
SAINT LUCIA Hast Canbbean XCD 951 2
Dollar
ST PIERRE AND French Franc FRF 250 2
MIQUELON
SAINT VINCENT Fast Canbbean XCD 951 2
AND THE Dollar
GRENADINES
SAMOA Tala WST 882 2
SAN MARING ¥ahian Lira ITL 380 {}
SAO TOME AND Dobra STH 678 2
PRINCIPE
SAUDI ARABIA Saudi Rayal SAR 682 2
MDBACPE Version 4.2 February, 2011 A9
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Table A 1 (Continued)
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ENTITY Currency Caode Decimal
Alphabetic Numeric Point
SENEGAL CFA Franc BCEAQ+ XOF 952 0
SEYCHELLES Sevchelles Rupee SCR 690 2
SIERRA LEONE Leone SLL 694 2
SINGAPORE Singapore Dollar SGD 702 2
SLOVAKIA Slovak Koruna SKK 703 2
SLOVENIA Tolar SIT 705 2
SCLOMON ISLANDS Solomon [slands SBD (90 2
Dollar
SOMALIA Somali Shilling 508 706 2
SOUTH AFRICA Rand ZAR 710 2
SPAIN Spamish Pescta ESP 724 {
SRILANKA 511 Lanka Rupee LKR 144 2
SUDAN Sudanese Dinar SPD 736 2
SURINAME Surinam Guilder SRG 744 2
SVALBARD AND Norwegian Krone NOK 378 2
JAN MAYEN
ISLANDS
SWAZILAND Lilangeni SZL 748 2
SWEDEN Swedish Krona SEK 752 2
SWITZERLAND Swiss Frane CHF 756 2
SYRIAN ARAB Syran Pound SYP 760 2
REPUBLIC
TAIWAN, PROVINCE New Taiwan Dollar TWD 901 2
OF CHINA
TAHKISTAN Tajik Ruble TIR 762 0
+ CFA Franc BCEAQ, Responsible authonty: Bangue Centrale des Etats de
FAfrique de F'Guest.
MDB/ACP Version 4.2 February, 2011 A1e10
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Table A 1 (Continued)
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ENTITY Currency Code Decimal
Alphabetic Numerie Point

TANZANIA, UNITED Tanzamian Shilling TZ8 834 2

REPUBLIC OF

THAILAND Baht THB 764 2

TOGO CFA Franc BCEAQ+ XOF 932 G

TOKELAU New Zealand Dollar NID 554 2

TONGA Palanga TOP 776 2

TRINIDAD AND Trimdad and Tobago TTD 780 2

TOBAGO Dollar

TUNISIA Tunistan Dinar TND 788 3

TURKEY Turkish Lira TRL 792 {

TURKMENISTAN Manat T™MM 795 2

TURKS AND CAICOS US Dollar UsD 840 2

ISLANDS

TUVALU Auygstralian Dollar AUD (36 2

UGANDA Uganda Shilling ++ UGX 800 0

UKRAINE Hryvnia UAH 2t 2

UNITED ARAB UAFE Dirham AED 784 2

EMIRATES

UNITED KINGDOM Pound Sterling GRP 826 2

UNITED STATES US Bollar USD %40 2
{Same dav)* Uss AtHS 2
{Next dayy* USN 0997 2

UNITED STATES US Dollar USD 840 2

MINOR QUTLAYING

ISLANDS

+ {FA Franc BCEAQ; Responsible authority: Bangue Centrale des Etats de

PAfrique de P'Cuest.

++ The Uganda Shilling was denonminated as from 18 May 1987,

¥ Funds code | See table A 2(E) for definitions of fimds types].
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Table A 1 (Continued)
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ENTITY Currency Caode Decimal
Alphabetic Numeric Point

URUGUAY Peso Urnguayo Uyy 858 2
UZBEKISTAN Uzbekistan Sum HIVA 860 2
VANUATU Vatu VUV 348 {
VATICAN CITY STATE ftalian Lira TL 380 ¢
{HOLY SEE)

VENEZUELA Bolivar VEB 862 2
VIETNAM Dong VND 704 2
VIRGIN ISLANDS US Bollar UsD 840 2
{BRITISH}

VIRGIN ISLANDS (US) US Dollar USsh 844G 2
WALLIS AND FUTUNA CFP Franc XPF 933 {
ISLANDS

WESTERN SAHARA Moroccan Dirham MAD 504 2
YEMEN Yemeni Rial YER 886 2
YUGOSLAVIA New Dinar YUM 891 i
ZAMBIA Kwacha ZMK 594 2
ZIMBABWE Zimbabwe Dollar ZWD 716 2
MDBACPE Version 4.2 February, 2011 A2
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Table A 1 (Continued)

ENTITY Currency Caode Decimal
Alphabetic Numeric Position
Entity not applicable Gold XAU 939 NA.

Bond Markets Units

Furopean Composite XBA 955 NA.
Unit (EURCO)
Furopean Monetary XBB 956 NA.
Uit (EM U -6yFxs
European Unif of XBC 957 NA.
Account 9
(EUA-9)
European Unif of XBD 95% NA.

Account 17
EUA-ID

Palladium XPDy 964 NA.
Platinum XFT 962 NA.
Silver XAG 961 N.A.

®HE B M.U-6 ts sometimes known as the Ewropean Carrency Unit. This should not be confused
with the settlement wnit of the European Monetary Cooperation Fund (E.M.C.F ) which has
the same name (sce entry for "European Monetary Cooperation Fund' 1o this table).

MDB/ACP Version 4.2 February, 2011 . i Ate13
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Table A1 (Continued)
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ENTITY Currency Caode Decimal
Alphabetic Numeric Position
Entity not applicable Special seitlement curreneies
UIC-Franc XFU Nif NA.
(Gold-Franc XFG Nit N.A.
{Codes specifically XTS5 963 NA.
reserved for testing
PUIPOSCS
The codes assigned for XXX 999 N.A.
transactions where no
currency 13 mvolved
are:
euro™ EUR¥* 873 2

On 1 January 1999, the cure will become the currency of those Member States of the European Union which

adopt the single currency m accordance with the Treaty establishing the European Commuontty. This
code has been 1ssued now so that technical preparations can be started. The code element “EU” has been
reserved by the 150 3166 Maintenance Agency for use within 180 4217 where “R” has been appended to
make an acceptable mnemonic code.

MOB/ACP Version 4.2
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Table A.2 Funds Codes Registered with the Maintenance Agency

CURRENCY Cuarrency  Fund Type Code Becimal

AUTHORITY Alphabetic Numeric Position

BOLIVIA Mvdol BOVY 0984 2

CHILE Unidades de CLF 9040 {
Fomento

MEXICO Mexican Unidad MXV 979 2

de Inversion (DI}

UNITED STATES US Dollar Same day USS 993 2
Next day USN 997 2

Definitions of the fund types listed above

BOV: For indexation purposes and denonunation of certain finacial instruments {ex. treasury bills). The Mvdol is
set daily by the Central Bank of Bolivia based upon the official USD/BOB rate.

CLF: This development unit has been approved by the Chilean government for use m insurance transactions {with
cffect from 10 Apnil 1980}

ECY A daily indexation mechanism set by the Ecuadorian Central Bank. The UVC is set according o the
varation of the Consumer price fndex (Urban), as compiled by the National Census and Statistics Institute (INEC).

MXY : The UDI is an inflation adjusted mechanism sef by the Central Bank of Mexico according to the variation in
the Mexican Consumer Price Index. The value of the UDI is expressed 1n terms of Mexican Pesos per UDE ftis used
o denominate mortgage loans, some bank deposits with maturities of 3 month or more and Government bonds
{(UDIBONGS).

USN: "Next day" funds are immediately available for transfor in like funds, and subject to
settlement, available the next business day for same day funds transfer or withdrawal in cash.

USS: "Same day" funds are immediately available for transter today or for withdrawal in cash,
subject to the settlement of the transaction through the pavment mechanism used.

(USD designates the US Dollar, the currency destgnator when an accumlation of amounts contains more than one
funds tvpe )

MDB/ACP Version 4.2 February, 2011 . i Ate15
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Table A3 Codes for Historic Denomination of Currencies and Funds

ENTITY Historic
Currencies Code Numeric W
ALBANIA Old Lek ALK * - 12/89
ANGOLA Kwanza AQK - (3/91
ARGENTINA Peso Argenting ARP - {7/85
Agstral ARA - $1/92
Peso ARY* - 1989/1984
BELGIUM Convertible Franc BEC 993 (3/90
Fmancial Franc BEL 992 03/90
BOLIVIA Peso BOP “ (2/87
BOSNIA & HERZEGOVINA - Dhnar BAD {70 0997
BRAZIL Cruzeiro BRB “ (33/86
Cruzado BRC - (2/89
New Cruzado BRN - 03/90
Cruzeiro BRE (476 08/93
Cruzeiro Real BRR 987 (7/94
BULGARIA Lev A/G2 BGK* - 198G/1690
Lev A/S2 BGI* - 1989/1964
BURMA# N/A BUK - (2/90
CHINA Peoples Bank
Dollar CNX* - 12/89
CROATIA Dinar HRD - (31/95
CZECHOSLOVAKIA Krong A/53 L8+ - 1989/1990
Koruna {SK 200 (3/93
ECUADOR Sucre ECS 214 S0
Umdad del Valor constanie ECY 983 9/00
UV
EQUATORIAL GUINEA Elwele GQE 226 (6/86
Ekwele EQE* - 12/89

¥ Non I8G code
# Change in country name

MOB/ACP Version 4.2

February, 2011
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Table 3 {Continued)
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ENTITY Historic
Currencies Code Mumeric WD
EUROPEAN MONETARY  European Currency XEU 854 (1/99
COOPERATIONFUND Unit (HC D)
{EMUEF)**
GERMAN DEMOCRATIC Mark der DDR DDM 278 07/90 10
REPURBLIC (9/90
GEORGIA Georgian Coupon GEK 268 10/95
GUINEA Syl OGNS “ (32/86
Syl GNE* - 12/89
GUINEA BISSAU (Guinea Escudo GWE - Between 1978%-
1981
ICELAND Oid Krona ISk* - 1989/19940
ISRAEL O1d Shekel JLR* “ 1989/196¢
Pound e - Between 1978~
1981
LESOTHO Maloti LSM “ {(35/85
LAG Kip Pot Pol LAT* - 12/89
LATVIA Latvian Ruble LYVR - 12/94
LITHUANIA Talonas LTT - (47/93
LUXEMBOURG Convertible Franc LUC 989 (3/90
Financial Franc FEUL 088 (3/90
MALDIVES Maidive Rupee MYQ* - 12/89
MALIL Mali Franc MAF* - 12/89
MLF 446 11/84
MALTA Maltese Pound MTP “ (36/33
MEXICO Mexican Peso MXP - (1/93

* Non ISO code

MOB/ACP Version 4.2

February, 2011
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Table 3 {Continued)

Multi-Drop Bus / Internal Communication Protoco 3

ENTITY Historie
Currencies Cade Numerig Wwh
MOZAMBIQUE Mozambigue Escudo MZE - Between 19738-
1981
MNICARAGUA Cordoba NIC - 10790
PERU Sol PES - (2/86
Inti PEY - (4791
Sol PEH* - 1985/1990
POLAND Zloty PLZ 616 (41/97
ROMANIA Leu A/S2 ROK* - 1989/1990
SQUTH AFRICA Financial Rand ZAL 99} (3/95
SOUTHERN RHODESIA# Rhodesian Dollar RHD - Between 1978~
1981
SPAIN Spanish Pescta ESA 996 Between 1981~
{("A" Account) 1983
{convertible Peseta ESB a5 12/94
Accounts)
SUDAN Sudanese Pound SDP - 06/98
UNION OF SOVIET Rouble SUR - 12/90
SOCIALIST REPUBLICS#
YEMEN, Yemeni Dinar YDD 720 (39/91
DEMOCRATIC OF
UGANDA Uganda Shilling UGS - G3/8&7
O1d Shilling UGWH* - 1989/1960
UKRAINE Karbovanet UAK 804 09/96
* MNon IS0 code
# Change i country name.
MDB/ACP Version 4.2 February, 2011 Ale18
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ENTITY Historic
Currencies Code Mumeric WD
URUGUAY 01d Uroguay Peso UYN* - 12/89
Uruguavan Peso Uyp - (3/93
VIETNAM Oid Dong YNC* - 1989/1964
YUGOSLAVIA New Yugostavian YUuD - (31/90
Dinar
Yugoslavian Dinar YUN 390 11/93
ZAIRE Zaire IRZ - (2/94
New Faire ZRN 180 06/99
ZIMBABWE Rhodesian Dollar ZWHE - 12/89
ENTITY AND RINET XRE N/A 11/99
CURRENCY NOT Funds Code
APPLICABLE
* Non ISG code
MOB/ACP Version 4.2 February, 2011 " . Al«18
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ANNEX

INFORMATION TO BE PROVIDED BY THOSE MAKING APPLICATION FOR THE ISSUE
OF NEW CODES, AMENDMENTS AND DELETIONS.

Applications for additions or changes 1o the code lists are acceptable from any source. However, on
order {o ensure rapid processing by the Secretarnies, the information required from applicants has been
laid down as follows:

{ay Name of entity

{by Name of currency

{c} The institution responsible for the currency (name and place of
operation}.

{d} Requirements:

{1} Whether currency or funds code: if funds code, give
definition and proposed use;

{2} if new code, make proposal;
(3} ¥ revision, state existing code and make proposal;

{4y if deletion, mdicate code to be deleted;

{c) Reason for application;
{f) Evidence of support {currency code only);
(g} Date of implementation (indicate if special conditions of urgency apply);

() Apphcation submitted by (name, address, telephone, telex numbers, etc,
of applicant);

(1} Date of application.
Applications should be addressed to

Miss A M Wadsworth Tel (0181} 996 7466 National

Secretanat for ISO4217MA +44 181 GG6 7466 Intemnational
BSI

389 Chiswick High Road Fax {01813 696 7466 National
London +44 181 996 7466 International

W4 4A1L United Kingdom

MDB/ACP Version 4.2 February, 2011 . i A1e20
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Appendix 2

Battery Operated Card Reader

A2.1 Special Application

The Batlery Operated Card Reader described below is a special application of the MDB/ICP
specification (non-standard) and is not sanctioned by NAMA. It is provided here to document
an application that exists in use today.

A2.2 Extension to MDB/ICP ~ Card Reader Using Standby Feature

Some Vending machines use batiery operated equipment. According o this feature, these
machinas and all devices used within thase machines must provide a standby operating
mode.

During standby operation - necassary for saving battery power while the machine s not in use
~ ali devices shall consume a minimum standby current. Any device is equipped with some
hardware wake-up mechanism. Both standby current and wake-up mechanism is {o be
defined in the device related hardware specification.

After wake-up, a device uses normal operating current, untii a defined shutdown saquence is
gstablished and the device enters standby mode again.

The following specification shows the extensions and procadures for a normal MDB/ACP card
reader and VMC-controller necessary to do wake-up and shut down sequences. The hardware
specification related to wake-up is a separate BDTA-document. To understand the following
details, it is necessary 1o know, that a separate bi-directional wake-up pin is applied to the
card-reader. Pulling the wake-up line {from the card-reader while a card is inserted), both card-
raader and VMC will be brought {o normal operation modes,

MDB/ACP Version 4.2 February, 2011 . i Al
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A2.3 Extension to MDB/ACP ~ SETUP Config Data

Multi-Drop Bus / Internal Communication Protocol

Config VMC Columns Rows Display
SETUP Data Feature on on info
{(11H) (OOH) Level Display Display
Y1 Y2 Y3 Y4 Y5
Y1 Configuration data.
YMC is sending its configuration data o reader.
Y2
¥3:
the display is not available to the reader.
¥4 Rows on Display.
The number of rows on the display.
Y5 Display Information - xXxxxxyyy

KOO =
YYy =
000
001 -
010-111:

MOB/ACP Version 4.2

Unused

Display type

Numbers, upper case letters, blank and decimal point.
Full ASCH

Unassigned

. i AZe2
Peliiigner EXNRLIG9R: 141 o
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Reader |Reader |Country/ {Country/ {Scale |Decimal |Application | Miscellansous
Config |Feature {Currency {Currency |[Factor {Places [Maximum |Options
Data Level Code Code Response
(O1H) High Low Time
21 22 23 24 25 26 27 28
2 READER - Configuration data.

25
MOB/ACP Version 4.2

Indicates the payment media reader is responding to a SETUP -

Configuration data request from the VMC

uniry

4

-P

The packed BCD country / currency code of the changer can be sent in
two different forms depending on the value of the left most BCD digit.

if the left most digit is 8 0, the International Telephone Code is used to
indicate the country that the changer is set-up for. For example, the USA
code is O CMH {Z3 = 00 and 24 = 01).

if the left most digit is & 1, the latest version of the 180 4217 numeric
currency code is used (see Appendix At). For exampile, the code for the
US dollar is 18 40H (Z2 = 18 and Z3 = 40) and for the Euro is 1978 (£3 =
19 and 24 = 78). Use FFFFh if the country code in unknown.

For lavel 3 cashless readers, it is mandatory to use the IS0 4217 numeric

currency code (see Appendix A1)

Scale Factor.

February, 2011
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The multipher used to scale all monetary values transferred between the
VYMC and the reader.

&8 Decimal Places.
The number of decimai places used to communicate monetary valuss
between the VMC and the payment media reader.

All pricing information sent between the VMC and the payment media
reader is scaled using the scale faclor and decimal places. This
corresponds to:

ActualPrice =P X107

where F is the scaled value send in the price byles, and X is the scale
factor, and Y is the number of decimai places. For example if therg are 2
decimal places and the scale factor is 5, then a scaled price of 7 will
mean an actual of 0.35.

Z7 Application Maximum Response Time - seconds.
The maximum length of time a reader wiil require 1o provide a response
to any command from the VMC. The value reporied here supercedes the
paymert reader's default NON-RESPONSE time defined in section 7.5 i
the value reported here is greater,

28 Miscellaneous Options - xooxyyyy

XXX Unused {must be setto 0)

YYVY: Option bits

BO=0: The payment media reader is NOT capabile of restoring funds
io the user's payment media or account. Do not request
refunds.

bO=1: The payment media reader is capable of restoring funds to the
user's payment media or account. Refunds may be requested.

b1=0 The payment media reader is NOT multivend capabla.
Terminate session after each vend.

b1=1: The payment media reader is multivend capable. Multiple

items may be purchased within a single session.

b2=0: The payment media reader does NOT have a display.

bz2=1: The payment media reader does have its own display.

b3=0: The payment media reader does NOT support the
VEND/CASH SALE subcommand.

b3=1: The payment media reader doeas support the VEND/CASH
SALE subcommand,

b4-b7=0  Any future options must be covered by the EXPANSION
COMMAND option bits.

MDB/ACP Version 4.2 February, 2011 . i AZe4
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Note: The following changes are the only changes to upgrade to battery operated
readers:

if a VMC is battery operated, it signals the card reader with the flag 80H to work in batiery
operation mode. Within byte Z2 the reader also sets the flag to 80H {o signal standby featurs
capability.

if only one of both is in standby capability, this results in an configuration error and the

manufacturers should deal with handling of this condition. Assume that at least one device will
not enter standby mode and therefore batlery lifetime is dramatically reduced!

A2Z.4 VMC-Reader Operation Sequences

The VMC and the Reader should operaie during batlery mode in the following way:
After wake-up, the VMC starts with the normal seguences:

Reseat
Setup/Config
MAX/MIN-price
identify

Enable

Paoil

During these sequences, the VMC has two possibilities to signal the Card-Reader, not to enter
standby-mode again:

Pulling the wake-up pin (o low level
Running poll sequences in continuos timing.

If neither the wake-up pin is driven low, nor any command is further sent to the card reader,
the reader enters standby state after its Application Maximum Response Time (normally
defined to 5 sec in ICP, but sent in byte Z7 of status response)

During card operation, the sequences continue normailly with

Begin Session

Vend Request

Vend Accepted

Vend Success

Cancel Session/Session Complele

MDB/ACP Version 4.2 February, 2011 . i A5
Peliiigner &XRILI0R:142% a1
Exhibit 1006
Page 291



Multi-Drop Bus / Internal Communication Protoco 3

Wheanever a cancel session or session complete command is received, the reader should stop
all internal work after a defined timeout period (Application Maximum Reasponse Tima) is
finished after the last command sequence and after the wake-up pin is not pulled low.

The VMC should stop polling after the cancel session or session complete command and
additionally should no longer pull wake-up pin.

if even the reader or the VMC may wish any further communication {(i.e. for additionally trailing
display messages or multi vend purposes or etc.) the reader can use any non idie answer to
the poll command (i.e. the display message) whereas the VMO can continue polling or pulling
the wake-up pin.

Note that the wake-up pin may not be used from the reader (o hold on operation, cause
dvnamic system consideration and of course holding more devices within the system in normal
operation moda is not a good job.

The reader shouid be in a power saving mode after this timeout period where power
consumption is less than 10 uA.

To aliow the reader holding VMC operating, at least 5 poll have to be sent, after the cancel
sassion or session complete. If any one of these polis is answered different with only a ACK, 5
poils have to be sent again. Note, that if a display message is sent, display time is added!

if the reader entered standby state, and a new card is inseried, the procedure starts a again.

Whenever during this next session, the reader should avoid all unnecessary work, 1.e. display
messages like reader xyz, Software version 99.4711" or ,checking RAM® and so on should be
avoided. While in battery operation, the user has inserted a card and is wailing for display of
his fund, to continue with a vend and is not interested in service related messages.

MDB/ACP Version 4.2 February, 2011 . i AZB
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AZ2.5 Session Example

Card inserted— 5 Reader pulls wake-

MOB/ACP Version 4.2

up pin % \

Card reader runs
Reset procedure
and waits for VMC
command

Reader answers
commands, chacks
card and monitors
wake-up line

if the reader will be
enabled, begin
session is sent

seguence will
continue

The reader wails for

-

poll and starts
standby timeout
with if's own max.
appl. Response
time

February, 2011

VMO is entering

VMO is puliing

riormal operation —® wake-up pin low

mode and running
internal reset
procedure

v

andfor starting
command
sequence.

This has o be done
within the ICP
default max. appl.
Response time, in
any other case the
reader may enter
standby mode
again.

VMC displays credit
and waits for user
action

favendis
requested, vend
request will be sent
VMG signals vend

VMO sends session
complete

AZe7
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VMO sends al lsast
five polis and stops
Hing the wake-up

ine
The reader sends a
display request wi
a duration of 10 sec

for a finishing than
you message.
VMC displays

messages for 10
sec, and polis
during these 10
sec. Afier the 10

sec have elapsed,

additionally 5 poll
will be sent

February, 2011
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A2.6 Hardware Considerations

Hardware Considerations

Within this special battery operation, the pin 3 of MDB/ICP connector is used as a wake-up
signal. Refer to special BDTA-hardware specification.

To show an example of the timing for this pin, refer to the following diagram, which gives an
axample of all special iming problems related {0 more than one wake-up condition.

Tl B

10kS/s _ 2 Acqgs

Display
Stvie

W

e ittt Veciary
1 accumulate
' 100ms

Dot
LR Accumulate
: i B . i . : : ) 100ms

AT R R R TR

; iReadout Graticuie'
intensity | Options Fueil

Format
¥T

Position A.  mechanical switch on VYMC is puiling pin 3 low {(i.e. door switch)
FPosition B mechanical switch is released

Position . card reader has finished reset routines and puils pin 3 low
Position D VMC has finished reset routines and pulls pin 3 low too.

It a card is inserted first, pin 3 may be pulled low first at position B.
i VMC is waked up via other means, maybe card reader is wakad up at position D first,

In any case, this is a good example to clarify different waveform conditions on pin 3. Please
ricte that any device may release pin 3 after a short duration (<1ms) cause pin 3 should work
as dynamically wake-up. Holding pin 3 permanently low may prevent other devices from wake-
up, e after all devices ran into timeout and one s still holding pin 3, the other can no longer
enter ready state {(Nole 1.e. 10 door-switches efc.)
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Appendix 3

MDE Recommended “Best Practices”

The following sections make recommendations that are intended to halp reduce
compatibility issues. Noie that when developing a device you should not assume
other devices or VMCs will follow these recommendations. Your device or VMO
must meet the full MDB specifications!

1. Physical Connections {Power/Voltage/Connection)

2. Timing Considerations {Lowest Level/Time-out}

3. Commands, Repetition, ACK, NAK

4. Logical Level, Processing

MDB/ICP Version 4.2 February, 2011 Pefitigner Exhibit1902-1428, .,
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1. Physical Connections (Power/Voltage/Connection)

Yoltage specification {General)

Verify that the VMC meets the min MDE voltage at max load with the min input line
voliage.

MDB/ICP Version 4.2 February, 2011 s - .
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2. Timing Considerations {Lowest Level/Time-out)
Timing Considerations {General)

To avoid timing issue (Section 3.1 Timing Definitions) it is recommended that you
aliow for some margin in your design. See table below:

{temy MDB Specification Tolerated values
Communication startup 200ms 500ms
Communication response time Sms max 20ms*
{when waiting for a response)

Communication response time 5ms max 4ms
{(when sending a response)

interbyte fime (when receiving dala) 1ms max S5ms*
interbyie time (when sending data) 1ms max 0.8ms
Non-Reasponse time (the time the Varies per device Pius the time
device may be busy performing between polls
cther processes. {.e., validaling

Coins)

Application Non-Response time Varies per device Plus the time
{(time that can be reprogrammed {0 between polls
be different from the default Non-

Response time.

*Using the tolerated values will provide compatibility with older equipment
manufaciured under the EVMMA version of the MDB specification that had the
Communication response time at 20ms and Interbyte time at Sms. The transmitting
device must always use the values of the MDB specification.

!

Byta time
E— ; inter-byte Time
- e LT e T B

Flease note, that the receiving device at the bus (master or slave) will get a receive
interrupt {using standard UART devices) only after the byte is fully transmitted.
These are the positions A, B, and C in the above diagram.

Therefore, the receiving device needs {0 set a higher value for the interbyte timeout,
hecause il needs to add af least the transmission time for one byle (which is 1 start
bit + @ data bits + 1 stop bit at a rate of 9600 baud equal 1.2 ms). The same happens
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for the response timeout, because the response is first detected, while the first byle
is fully received.

Anocther common implementation error is checking the response timeout after the
whole response message is received. This will never work because if, for example,
the response is more than 5 byies, the transmission time for 5 bytes will be more
than 5 ms and will always timeout.

POLL Frequency {General)

Section 2.4.3 states, "Each peripheral should be polied every 25-200 milliseconds.”
However, the VMC is likely to stop communication during a vend or at other times
when it does not need to communicate with the peripherals. Note that this may
cause the peripheral(s} to RESET, sege "Non-communication Time-out"-section in
this document.

Because of this, poll frequency is not as important as many people think if is.

While not specificaily prohibited, polling at a high rate while wailing for a response
will usually delay the response, as the peripheral will have to service the POLL.
Folling at a very low frequency, however may decrease coin or bill acceptance rate.

For all devices, the recommended VMO POLL frequency is 125ms - 200ms.

Example for a cashless device card acceptance:

E E E 5 E Polis to cashless
E E . Response from cashiess
4444“““““““““““““iT 44444444444444444444444444444444444444444444444444444444444444444444444444444444 g e eaaa et eeaiaaeeaa : VMC ha$ regﬁivgd ihe
Card inserted, reader begin session!

begins checking it and is no

Card validated, reader is
longer able (o respond

able to respond with begin
sassion, but has to wait for
the next poll.

As shown in the above diagram, the time from card insertion to credit being
displayed on the vending machine is not specifically related to the polling rate. After
the card is inseried, the card reader validates the card. During this time, some card
readers are no longer able {o answer the poll, others answer with an ACK only.

Whien card validation is finished, the reader is ready to send the begin session,

which will result in the balance of the card being displayed on the VMC. Obviously,
this and only this depends on polling frequency. The ime o the next poll has to be
added to the validation time to get the maximum time before the credit is displaved.

MDB/ICP Version 4.2 February, 2011 s - .
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Flease nole that some readers may need significant processing time to answer the
polis. If a developer increases the polling frequency, this would extend the validation
time instead of getting a faster reaction with begin session.

MDBACP Version 4.2 Feb 2011 " . o
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E 5 E E E . Polls to coin mech

E E E E . Response from coin

T AAAAAAA AAAAAAAAA T AAAAAAAAAAAAAA .45 AAAAAAA AAAAAAAAAAAAAA AAAAAAAAAAAAAA AAAAAAAAAAAAA ““““““““ iTEGECh

Coininserted  Coin validated

Coin Accepted message
sent to VMC, coin mech
re-enables acceptance.

Mote that some coin acceptors can send more than one coin message in responseg o
a poll. The VMC must be able to parse muitiple coin messages from one poli
response.

General Data Response Timeout

Unless ctherwise specified, a VMC should wait at least 30 seconds for a response to
commands that require data o be retumned. This does not infer that the device is not
ACKIng POLL commands, but rather the VMC is waiting for data pertaining o the
command. lLe., for a PAYOUT VALUE command, the coin meach should respond (o
each PAYOUT VALUE POLL within 30 seconds.

Non-communication Timeout {General}

If a peripheral does not communicate with the VMC for an extended period of time,
that peripheral should take care of any relevant house-kesping and then RESET.
This time should be of sufficient length to guarantee that communications with the
VMC have been completely lost. The recommendation is to wait af least 10 fimes the
max response time for a device.

if the VMC does not successfully communicate with a peripheral for the ‘application
maximum response time’, it shouid attemnpt to RESET that peripheral once every 10
seconds (Section 2.4.3 POLLIng) and continue operations {if possible) with the other
MDB peripheral(s) that are still responsive.

Polt Responses covered by note 1 -Sent once each occcurrence {Coin Mech)
Some devices send this response each time the changer detects the condition. For
example, the changer sees the gate open s0 it sends the escrow request, if the next
time it checks it see the gate open it will send the escrow request again. Other
devices will only send it once until the gate returns to the normal position.

It is recommended to send it only once.
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3. 3. Commands, Repetition, ACK, NAK

NAK and RET (Section 2.2 Block Format)

The purpose of a NAK is ONLY to indicate a message has been received with a bad
checksum. NAK is never intended fo be used for a command that is understood, bt
not executable.

Since the error may be caused by the corruption of the address byte {shown in the
following example}, itis not recommended {0 use the NAK, but rather to not
response. The Sms non-response timesout will be treated as if it were a NAK {Section
2.2 Block Format/Master-to-Peripheral, Peripheral-to-Master and Response Codes).

RET is a VMC-only response that is sent to a peripheral to force it {o retransmit its
previous {and presumably good) response. (Section 2.2 Block Format/Response
Codes).

Exampie of NAK or 'no NAK with an error in the address byte:

The following example shows how you can get in trouble with g simple RESET
COMMAND sent to a cashless device. Whereas the cashiess device itself receaives
the command without error, the bill validator in the system sees a voltage transient
{corruption) of the address byie.
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VMO sends Cashless Billval Cashiess Bill validator
received received response response
PCLL to FOLL valid command {o
cashless CRC other address
Sends a JUST | Sends nothing
RESET
Sends ACKto  |ACK ACK
previous
received just
reset
MNothing Nothing
RESET (o RESET valid instead of
cashless Checksum command (o #s
address,
receives
command to
address 30H

with Checksum
10H {because
the destination
10H address
byte was
modified by
transient
voltage)

As is shown, with only a single bit toggied (10h is modified (o 30h). Three different
reactions are possibie:

* 1% Example (shown in Blue):

The VMC receives a NAK first, but 3ms later, an ACK would arrive. If the VMC
immediately sends a different command after the NAK the further answer of the next
device would collide with the ACK of the cashiess and cause a second failure.

= 2" Example {shown in Red):

The VMC receives the correct ACK first and continues immediately (f it is using a
very fast polling rate). The NAK of the bill validator will coliide in any case with the
next message and cause further errors!

= Last example (shown in Green):

The VMC receives the correct ACK first and continues immediately (if it is using a
very fast polling rate). The bill validator will not cause any further errors, because it
sends nothing. in this, and only this case, if the cashiess device has a checksum

MDB/ICP Version 4.2 February, 2011
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error 100, both devices would not answer. The VMC would then repeat the command
after 5 ms, because it would interpret the imeout as an NAK.

Recommendations from here:
Newer peripherals should never send a NAK, to avoid further handling errors.

Newer VMCs should never try 1o increase the polling rate if they receive a NAK from
a peripherals, instead they should wait for the full timeout period 0 expire (and skip)
further ACK’s and NAKs from other peripherals. Please note that if you have four
peripherals on the bus, the VMC may receive at least four ACK's and/or NAK’s in or
out of sequence!

To improve system reliability you should implement the bit counting method defined
in the note of page 2-4 of the MDB specification.

Command Repetition {General}

VMC commands which are not ACKed should be repeated for the duration of the
non-response time-out, If the command is not a POLL it is recommended that the
command should alternate with a POLL. This does not mean that the VMC cannot
communicate with other peripherais on the bus, but it should continus o
communication with any non-responsive peripharal untii it can reliably conclude that
it is offline. At that point, it should start tryving o RESET that peripheral once every 10
seconds. (Section 2.4.3 POLLIng). When it receives a response to the RESET the
VMC will need to re-initialize the peripheral.

Command Repetition {special commands}

VMG commands which are not ACKed should be repeated for the duration of the
non-response time-out.  Please note, that this is a general guidelineg, which in some
circumstances may not be a “successful” implementation.

Condition 1 {coin mech dispense)

If a dispense command is not ACKed, this may be
ay a misunderstanding by the perigheral

b} a corrupted bus signal

¢y another peripheral corrupting the bus

If the command itself did not arrive at the coin mach, repetition is ok If the command
arrived at the coin mech, but the VMC did not see the ACK, repetition obviously
leads into multiple coin dispenset!

it this situation, it is recommended not {0 re~-send the command multiple times,
although the choeice is ultimately down to the system designer, and to wait for a while
before restarting communications. This will allow any noise on the bus to dissipate.

Condition 2 (bill validator or coin mech acceptance)

if a bill validator accepis a bill or g coin mech accepis a coin, this is reporied during
the next poll to the VMC. This message is then ACK ed by the VMC.

if this ACK is not detected by the bill validator or coin mech, for whatever reason, the
peripheral repeats the message (his means, the same coin or bill valus is sent
again}.
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If the bill or coin value message did not arrive at VMC, repetition is ok. However, if
the command arrived at the VMC, but the bill validator or coin mech did not see the
ACK, repstition obviously leads into increasing credit!!!

Recommendation (o minimize this effect especiaily for bill validators with high
denomination values:

Whenever a VMC receives a bill {or coin) message, i should send the ACK, process
the bill {or coin), wait for the recommended maximum response timeout (20ms) and
send an additional poll.

If the VMC receives the same bill (or coin) message again after 20ms, {(instead of
receiving an ACK only) this can be assumed to be a repetition due to non-received
ACK. If nothing is reported or a different value is sent, the ACK was understood or a
new bill {or coin) has arrived.

This solution assumes, that bill (or coin) insertion is much slower than 20ms {(which
obviously is true especially for bill vals)

Command Order {General)
in most cases the VMC can send any command at any time in any order. Nole the
Cashiess device spec is the only peripheral that defines the sequence of commands.

Command Qut-Of-Sequence {Cashless Payment Device}

If the VMC receives a Command Qut-Of-Sequence from a cashiess payment davice,
it is a clear indication that the state of the cashless payment device is no longer in
synch with the VMC. The VMC should take care of any relevant house-keeping and
then issue a RESET to the cashisss payment device. This will put both parties in a
known state of operation.
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4. Logical Level, Processing

Maintaining MDB Level Compatibility {General)

In a system where the peripheral supports a higher level MDE protocol than the
VMO, the peripheral should revert to the lower level MDE protocol to communicate
with the VMC. (Section 1.2.1 Levels and Seclion 2.4.4 Levels)

in a system where the VMC supports a higher level MDB protocol than a peripheral,
it is the responsibility of the VMC to revert to the lower level MDB protocol when
communicating with the peripheral. {Section 1.3.1 Levels and Section 2.4.4 Levels)

Response data length (General}

Note that some responses for peripherals can be variable length (tube status, poll,
eic.). For example, a peripheral can send mulliple messages in response {o a poll
command. Note that the 9" mode bit should be set on the last byte of the data being
received {see section 2.5 Typical Session Examples)

Scale Factors {General)

The VMC needs {o be able to handle devices with different scaling factors. The
VMC needs to determine the least common dominator and adjust the values from
each device.

Decimal point {(General)
The decimal point information is only used {0 set the position on a credit display (it
doesr't adjust the values).

Country Codes {General}

Do not require devices to have the same country cede. In July 2000 the spec
changed to use the ISC4217 numeric currency codes. Devices before that date
used the intermnational telephone codes.

Just Reset {General)

If a device sends a just resef response, the VMO should re-initialize the device
{request setup information, re-enable the device, etc). Don't send a resst
command.

Multiple Coin Reporting
The VMC must take into account that coin mechs ¢an send the value of more than
one coin in one poll response.

Multiple Bill Reporting
The VMC must take inlo account that bill validators can send the value of more than
one bill in one poll response.
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Power-Up Sequence {Cashiess Payment Device)
The following sequence is recommended as the power-up process for cashless
payment devices. Post-RESET ACKs are not explicitly listed and are implied.

Send RESET untit ACKed.

POLL untit JUST RESET response.
Send SETUP/CONFIG command.

POLL until READER CONFIG response.
Send MAX/MIN PRICE command.

Send EXPANSION 1D REQUEST.
POLL untit PERIPHERAL 1D response.

Send READER ENABLE command when ready.

Cashless Payment Device EnablefDisable {Cashless Payment Device)

While it is specifically allowed for “grandfather” reasons, a VMC should never need
to disable a cashless payment device during a session. However, if this does occur,
the cashless payment system should complete the session-in-progress normally
{Section 7.4.12 READER ~ Disable), and subsequently refuse to start any new
sessions with the VMC until enabled.

Level 2 BEGIN SESSION Command {Cashiess Payment Device)

The description of Byte 78 of the Level 02/02 BEGIN SESSION message (Section
7.4.4 POLL) appears to match the EVA-DTS Standard v.5.0, App. A1 Definitions. All
NAMA MDB specification references in this document are based on Version 3.0
{Draft 1), dated March 26, 2003, always refer to the latest EVA-DTS version.

Cashless Payment Device Discounting {Cashiess Payment Device}

The VMC should not make any financial decision(s) hased on the BEGIN SESSION
balance. Some cashless peripherals support various types of discounting.
Consequently, the VMC should not terminate a session if the reported balance is
fess than the minimum price or refuse 1o issue a VEND REQUEST when the list
price of a selecied item exceeds the reported balance of funds.

Similarly, if a cashiess payment device reporis a starting balance of OxFFFF in the
BEGIN SESSION message, the YMC should proceed normally i.e., permit a product
selection. A BEGIN SESSION balance of OxFFFF means that the available fund
balance is not currently known and/or should not be displayed. Itis not meant {o
suggest that the balance is insufficient for operation. An appropriate message for the
customer should be displayed instead of the balance —~ i.e. "Please make a
selection”.

Revalue Limit Requests {Cashless Paymant Device)

Similar to discounting, some cashless devices are capable of granting “bonus” credit
to users {i.e., giving $6.00 credit for a $5.00 billy. There may also be cases where a
cashless device pre-deducts sales tax resulling in a credii thal is less than the
amount in the REVALUE command. Finally, most cashless davices that store credit
on the media have a maximum allowable credit
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Consequently, the VMC should issue a REVALUE LIMIT REQUEST prior to
determining which fund sources (e.q. note values) are applicable toa user. Ina
multivend environment, this means the VMC must issue multiple REVALUE LIMIT
REQUESTs.

If a cashless device cannot accept credit, either because the operation is not
acceptabie at this time or because the current meadia has reached ifs maximum
credit imit, the device should respond fo g REVALUE LIMIT REQUEST with a
REVALUE DENIED not a REVALUE LIMIT of $0.00. The REVALUE DENIED
response clearly signals that revalue is not an acceptable operation.

Balance Display {Cashiess Payment Device)

For VMCs that opt to show the available funds, it is important to consider the
following:

Cashiess payment devices with aclive discounts will deduct less than the VEND
REQUEST amount. The displayed balance in the VMC must reflect the difference
between starting balance and the amount in the VEND APPROVED message (not
the VEND REQUEST). This assures that the displayed balance on the VMC is
correct, and (where applicable) matches the cashiess payment device’s display.

Because the REVALUE APPROVED message does not contain an amount field like
VEND APPROVED, the VMC is not capable of tracking card balance correctly in a
“bonusing” environment.

Multi-Vend {Cashiess Payment Device}

Multi-vending is the praciice of vending mukliple products within a single session.
While multi-vending is a function of the VMC, it should only be attempted when the
muitivend bit (b1} of the Miscellaneous Options byte (Section 7.4.2 Setup- Config
Data/ Byte Z8) of the cashless device’s configuration data is set (bi1=1).

if a VEND DENIED scenario occurs during a multi-vend session, the VMC has the
option {o terminate or continue the vend session. it may be that the user tried to buy
something that cost more than his balance. If the YMC has less expensive goods to
vend, continuing the session would give the user an opportunity to select something
affordable.

if & VEND FAILURE scenario cccurs during a multi-vend session, the VMC should
always issue a VEND FAILURE fo the cashless payment device. The VMC has the
option {0 terminate or continue the vend session. it may be that the user selected an
empty column, and ancther selection will be successfully vended.

Display Messages {Cashiess Payment Device}

If Byte Y3 (Columns) and/or Y4 (Rows) of the SETUP/CONFIG message are zero,
VMO display is not available for use by the cashless payment device (Section 7.4.2
SETUPR - Config Data).

If the display is available, g Display Request message can be seni anytime after the
power-up sequence has been completed. In practice, there are only a few
conditions under which the cashless payment device should make a Display
Request:
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1. Immediately afler the power-up sequence is completed to display the cashless
payment system’s software revision number. This should not creale significant
probiems because it only happens at power-up.

2. Anytime the cashless device is out of service.

3. Inthe enabled state {o indicate an error accessing the media (8.¢. busy signal for
a credit card reader). This should not create a conflict because a) it is transient,
and b} the user should be concentrating on the purchase process.

4. in the enabled state to prompt the user (e.g. for @ PIN). This should not create a
conflict because a) it is transient, and b) the user should be concentrating on the
purchase process.

5. Inthe enabled state 1o inform the user of the funds available for purchase. This
should not create a conflict because a) it is fransient, and b) the user should be
concentrating on the purchase process.

§. During session idle {e.q. after a VEND DENIED to indicate the reason Tor the
refusal). This should not create a conflict because 3) it is fransient, and b) the
user should be concentrating on the purchase process.

if the VMU reports itself to support Full ASCH (Y5 = xxaxQ01b) then it will support all
printable ASCH characters (Ox20 thru Ox7F). If values oulside this range are used,
the results are dependent upon the actual display controller chip. This is strongly
discouraged.

Selected Number {item Number or Product Code?} {Cashless Payment Device)
The selected number should be the vending machines selection number, which is
normally the product Key index. If the VMC i.e. has a two digit input, where one is
alphanumerical, ("A-1 or "C-8" or ..}, it has to convert i in a appropriate way to a
number. To be compatible to all versions of card-readers and DTS-versions, ensure
the number is in the range of 1-n. The masdmum of n depends on the level used and
options (1-255 or 1-65535).

The conversion method and the maxdimum selection number should be published by
the YMC vendor to ensure the correct settings of the cashless device. Vice-versa,
the cashiess device vendor should publish the maximum usabie numbers of
selection, and the defauit action, If a selection number out of this range is sent.

Normally, this default action should result in a simple conversion to the maximum
number and accepting the price from the vending machine, skipping all internal
discounts sic.

Combining a VMC and a cashless device which do notf have compatible maximum
selection numbers is noi an issue MDE has to scolve, but is an application setup
error.

Bill Stacking/Escrowing {Cashiess Payment Device)

As a general practics, the VMC should escrow any bills tendered for credit to a
cashless payment device until i has verified that the cashiess payment medium can
accept the full credit amount. This is done via the REVALUE LIMIT REQUEST
command/response sequence. Once the value has been deemed acceptable, the
VMC should stack/secure the bill prior {0 issuing the REVALUE REQUEST to the
cashless payment device. This provides maximum proteclion against theft attempts.
{Section 7.4.18 Revalue)
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Mixed Tender Transactions {Cashless Payment Device)}

Historically, this practice has been avoided by the VMC disabling the other
peripherals when one becomes aclive {i.e., if someone inserts a bill into the
validator, the VMC will disable the cashiess payment device). If mixed tender
transactions are {0 be supported, we must determine which fund source has priority
for purchases, as well as for dispensing change.

There are two issues here:

1. if revalue is permitied, always revalue first, and then any purchase(s) should be
from the card.

2. Ifrevalue is not allowed, use cash first, and then deduct remaining funds from
card.

Example: A mixed-tender VMC accepts $1.00 bill and a user inserts a $5.00 card.

Revalue Permitied: The $1.00 bill is stacked and a REVALUE REQUEST for $1.00is
sent to the cashless payment device. Once approved, any purchases should come
from the $6.00 card balance.

Revalue Not Permitted: The $1.00 remains in escrow. The user selects a $1.50 item.
The VMC sends a VEND REQUEST for $0.50 to the cashless payment device. If
and only if it gets a ‘vend approved’, it will use/stack the $1.00 in escrow and sell the
product. If it cannot siack it, the vend will be aborted and a vend Tailure will be sent.
{Note: The cashless payment device will assume a $0.50 product was sold even
though the item Number may have been sold previously for $1.50)

Obviously, this combination of settings causes more problems than the "non
stacking” combination.

First: if the cashless gives a discount, the discount may reduce the price to a value
less than the vend request (because the calculation uses the $1.50 valueg). This
would result in stacking less than the whole bill, which is not possibie! In this case, a
vend denied should be sent. This method would temporarily disable the mixed
payment.

Second: if refund is not possible, aborting of a vend will result in a credit loss
situation. The VMC should use the cpposite vend procedure — i.e. first stack the bill
and then send the vend request. But, if in this case a 'vend denied’ is received, the
VMC needs to give change for at least the bill value!

MUOB does not specify handling procedures for all these combinations — the operator
needs to check the VMC and/or cashless capabilities as this is not an issue with the
standards but a “market feature” problem.

Fund handling with a VEND FAILURE {Cashless Payment Device}

Mormally funds are the responsibility of the fund source, (i.e., the cashless payment
device). If a VEND FAILURE occurs the funds in question can be handled as
follows:
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NOTE: To prevent double refunds whers the cashless payment device
provides a process for refunds, the cashless device must indicate that the
media supports refunds, regardiess of whether or not it can actually transfer
the lost funds back to the payment media.

The correct handiing for vend failure is always, that no credit should be converted i.e.
cash credit is escrowed, card credit is refunded. Card cradit will never be
transformed to cash!l

If the cashiess device is not capabile of refunding, for whatever reason, the VMC,
and maybe the cashless device, may produce a log file or a stalistic to ensure this is
recorded. However, the credit balance in this case is always lost and may only be
refunded to the customer by manual intervention (hotline, elc.)

If the cashless device is capable of refunding, nothing else is necessary. Sometimes,
if a special card is used or the card is no longer present, refunding is not possible. In
this case the same procedure as described above must be followed.

if the system allows the card refund amount to be transformed {o cash, the following
should be taken into account:

a. The VMU can make a record of the lost funds and remove them from escrow.

b. The VMC can retain the credit and aliow it {0 be used as part of a cash purchase.

¢. The VMC CANNOT dispense the funds as change. In the case of a credit card
charge or where the original source of funds was a credit card transaction, this
constitutes a cash advance, all be it small.

d. Please note further, that the VMC may have problems dealing with a discount
amount.

e. Please note further, that the cashiess payment scheme may not allow this
behaviour.

Fund Handiing with a Negative Vend Failure
After a vend is approved, it is up to the cashiess device how it handiss the negative
vend value

State Machine {Cashless Payment Device)
The defined state machine within the standard is information for both VMC and
cashiess programmers of the logical steps required 1o run the device.

in any case, the state machine should never be used as medium (o swap the
Master-/Slave device functions. In MDB, the VMC is always the Master device. This
results in a unspecified sequence of commands for the VMC (as for all other
devices). i.e. even if the device has reached the begin session state, the VMC is
allowed to send, for example, an FTL command. if the cashless is not able to
support this command in the current state, it may send the applicable response {(i.e.
FTL denied), but will continue in the reached siatell

Further examples of this are mulliple “Vend Session Complete” or similar
commands. Because the cashiess device enters the inactive stale with the first vend
session complete, further repeated commands will never produce any problems and
may simply be ignored.
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A ot of cashless devices use the “oul of sequence” message in this case. This may
be appropriate in terms of “educating the VMC programmer”, but will never solve the
issue. The “out of sequence” message usually causes the VMC {o send a reset
command 1o re-sync the devices. This is not a problem for the VMC, but can cause
the cashless device o run into problems - mainly because the reset sequence of
fot of cashiess devices can take many seconds, during which the customer is unable
to use their cards. This obviously can lead to complainis.

The "Out of sequence” message should be the last resort for a cashless device, ©©
be used only i it is unable 1o solve state machine problems any other way.
Unfortunately, due to the polling mechanism with a finite polling frequency, the loss
of synchronisation between the VMC and the cashless state is unavoidable.

An example of this is as follows:

After a card insertion we gsetl a begin session.

Both devices enter the session idle siate.

The customer presses the escrow lever and fakes the card out simultaneously.

The VMUC would send a Reader Cancel command, whereas the cashiless would like
to transmit an end session (because its session ended when the card was taken
O},

The situation then arises that the cashiess device is in the inaclive state {no card
present}, but cannot send the message to the VMC (nho poll available, instead a
wrong command for this state).

The VMC, on the other hand, believes it is sending the correct command, as it is still
in the session idle state. Hence, it would repeat the cancel session, unfil it is
answered. it would then get a tolally unnecessary “oul of sequence”, and mavbe an
additional "end session”.
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HENT S50 Y% eI KT, FEL—NMARNT PR K £ TR,

15 Ui XERTFTELFREANITFTE L.

TUATRIML, A EERPIF, ©FoRfeTieg s FEHRRTE)
— Al FBIERERABI - TFEEEES. AWyl kit, BA
QA THITBEZL, RR2AEFRANZAHR AL ELGNHIATANA
A AT D FBERGEAHFHRE, HMENT B L IS EER

20 ARBKZINGFLRLENBETE L,

sFARRAMY T EFRREDL, TR E R QAETE L TEE
HREFEPEBANMNARZSIRMNAGEFNL., Flde, ZEGAFTEHTH THRIPESL
ARk EMN, FELAFRPLEARE (Flodb bbbl FHEFLS.
FPRBERBEFE), SAGAFTELTABEA T LB LGB T

235 BR/XBRERL, SRHLBETBEGERA P LEF—ANHBEH THE
MFE, UERREZTBRRES,

KEPHFH —ANRABRBAE AN EZLARRLA. RITFE. TR
SANFH. WHEFRE, RTRENZ2FFO4EL T TALATREI
M2, FITEZ22 A —AKAMA FRFADF— A~ EVAEF L B4 E & Fif

30 1ERENHEIF EHABX, — IR ELRERZELERHEK,
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30

WA ZE B TTIEOIAT R LWL THEAT & HF35 & b £ &R
09 WR A AR R KA PR R A — A RBLHER. R ER TUARE
— Al FiBfTRE, BT RS, EF AR EE R A TEIE, e
ENARARZZ —NFTHHFZA, BLEIMNGETFRBZEELRIE /)
#iNAE 5,

AKELPLTHA FRECEGESER RN E L, HlaetfsH. B F
BEARCEESF, AMTEMREFTHREE, SRR THE, £
HLELE. G RE Y Z AT, BxTH SEFANAABITIR., AARY
T NALES B —NAEIT &, ERERGEAE, iR R R4 —
A B KA IRF AL, AR A AR A S LA B T AT o R A .

REBRALAHNE AT EH, BB/ T IR IEZLIHALER
Y%, ARG

i) —&itEMEMN, CATHMESRA L XKGA P, HXHEH
— AN hREAEZ A F E, L P AL T MBI ATER P A A T RTiEAM
T BRAT —AN—RMR H A,

i) 2V —ANEFiRE, ZREBLBUA B THEHMMNE LT S
kH5ERAAERGHYPITE ENBFTEFEE, FELBK—AAP I HM
NALG, P AAEAR PRGNSR BTEERAPFABER TR FENZE
EY—AuTFRE LR LT ERATEN, TAAP X HH
N K E B PR 40 Ko

iii ) PR it A EPGEE PR P - AL S Pk — KWL 5 eIk
Bt

B P B R4y B P AR R TR AR FIRE Ly ME S
FERBHIR AN, APREXGHEMAGBANIEFTRHIENZLET
FHUNBFEREFRRZLSITENIANERFENRET. TN A P X5
A EF|EMN, AR AN AR IE, HENZLTF FTHIT
ik, FHERPFEMNAGXBATURB NS LA QI FREEANIE
LA XYk E&F, XBRLEOIEHEELERTLS BT~ (EFT/POS)
HE. SR ABROALKESE. Z2HEBERE T A0E 4T ERZL
148 5 it M Tt 478 FiB 436998 &. sboh, FHHEMEAT A2
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—RERXHH, AIBERTEELTFREL, Bd5EMIIABA P T
IR S EN TR ENIXAE, 2ATHATERAEREAZS.
EBRGT VAR T @3 R SR P AT R AR M5 9,
MBERALRAGFZOANATE, CRAET —F A FIIEHHAE Lk %
5 SRBHNFE, EFEOIEUT FE:
i) AR L EAEHEBRG A P PIN 6942 48
i) BAFR A ENF A AN AR T &,
iii) BLWATER P PIN B FHRAGMMZAFTEELAT /N
5
10 iv) AT IR o F E44E B 2 ) — A& TR E;
v) BFFREE Y —AEFEREELETFTAHRBEMEZAT E, UETE
R PpBEmER PR FTHEAEIEALAFTFERAZ—ANALXSH

B NAL;
vi) BETIEE Y — b T & L AFTE A P X B AsD;
15 vii) BT R P X B NPT IE E ) — Al R &K 4 B BT ik it

HAEH; AR
vili) Frid st B ENB X TR X HAAR T 5 TR A P X B AT
B,
BFREETHEHENZELEFE, WREA P TUATRLA P
20 HEATHEMNELFERAZ—AALIDMAN, ZAPE— 425X
MATE FBR AR RARE S TFEE LEAISH AL, APt
R G BPALE B A EN, AATFEREFTENINAZ YR L5 A
PN GMANBARE R, RBEREVEIANFT AN T EZET
BARE, BENARZGRGBER P HA i N4 T, %
25 Fr ik ALt AR R UK P AE 34T ).
WRBRELAGEIANFT T, CRBT —F 20 R PFAGART A
Y%, %R LiE:
i) =A™=l P RBHARE, ATELTFTRESLEANAA A, L
FPAHEAGSFREGEHA —NBTE;, HPAAER40 P RABHARGD LA
30 EV—NZART, ATHFERPHANFER P KRBT E Y {28k
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F AP AR EAARTRASIMMBHFERARFTFTHE S — 22 FHF,
HH, BHEGHERAPBYEY —~LEHFOTEE ) LR THFEH
R K KR T AR S A B AR, PRR A P A B ey e iE LA R
NREME —ANEE, AR FREF Y —58F; FEEF

5 1) — ARG 5 4 B 18 AR An B P ik B 2SR ) o, A ARE K FFiA B
YA RRT.

Frid | P A AT B R A F BT TF— A EAETRH L TRE L.
EZETRLETAAER LR Z2GA P BigARG, X¥asEz)—~
ERXRT, AABEAPEROEYEN BTN —1LRA P, EZFE 0

10 RAABTFTRAIMEFBLHE S —ARBFHF, HHBARTRGHK
F 5 R PR T ERMAGIRA KT AR, AP LR i
AL EETEERREBBRE T LT XK. 48 F s FEaen,
— ANFEAL Y i & B ) M AUR A, XA, A AR THRIFYLE, Hib5Hm
AN FANEGIZERRERAE. ZRELA P RDAA P RA T 45

15 —AFFHMELLS NI,

BBALPUESAFTH, ERET—HADBIEELRH A4,
%R eLIE:

i) —&irEMEMN, ATRE—A5RAP XBE R P ARAD;

i) =N FiEE, ©HHREMEmatiTe Fi84E, L PR

20 FREEA—ABRFTEFRF—ARFBNEE; UA

iit) —ANNEEA P KBEMATE, CEMEE Y —AN VT RGN
RBFELETHR, ATFHEAMERFRD, LFAReem s RaHA
REBOLEES—NEFEARB TR, A TEATERAPLHB, L9,
BHEGIRARPRBFHFRAES—ANRAPFPBERFARTHFEMER

25 KBTI KA TR, BTEA PR R AN AR R P
WMANESEE AR, AMARA P REBFGES —AFA P BT

VR T AR E S — (A R F Y ITRE KT RENAE ) —
MBIR GG B PE IR F RN, B —A-RHL B4 3% 48 I 9] 405 Ao B P73
AR, AARKAFEE Y MBI EANTEIR; AR

30 v) P, WA PTER P ALK £ B T o B AUEA, AR A
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R 64 BT iE R P XL AT I HE,

PPt FAMEMFTRARTSBEAP 9128, LFaksFmA 7K
&, RES —ASTRELS AN EMBITE FiEE, FELEBF
ATWARPRBHOZLERAPEMARB. HAEZ Y —AEFEELHZE

5 VARTEF—ANARAFLFEAERE. AP RBHBEATDOALE ) —
MNMEKAR T AP KRB BT, HELOA—ANAFHAAF KD
EHXRT., BREAPREPHIBRFHETRFRENRRAEHL A
EFTTRARZITHTIZ, AL ELLZAER —ANA P EE %
B —ARE, AR P REGFHELHF., SHBEARFOEE—A

10 BERFHITANZIE, — MM & Sat 94K B) A foh L eHE &, R
ERERE KR RO BEAFR, B, EMARLEBLESEMN P K@
B AR B T AR

EHINTARA P RIBZE, BB P AR E £ B B,
VAR ) it AL EABRA 6 B P RS R A AR E, A P T vl il it 3l 42 & &

15 BAF LA, ETUBIHEMARRE A FEERBERMK

R 2.

AT EFHEBRLAFR TRE AR AT I, TEW LY
O F XA W B RALARTHIA, £LTHHEF:
20 B1REKALA—ANMREREHHTER,;
B 22X HEAEX G — MR ERG) 6 TEHR;
B 3AHAPHEREANVFEZRGHT RIS RRG SR A4

B 42 RKKATERAZEBEX ) — ARk LT EB;

25 B 5SRERKLAMELFEBER GG — M I LEb 67 ER;
BH6ARLAAERLZHABEX G — AR LA 608FTEH;
B 7AKRKEAELAZHEAEN G — AW EEb 6 TEB;
B8R —NEeALPEZIANF AL mE#XF Y FTER;
BAORZ—ANAREAWUMRALZAHBIFTPLAAHTER;

30 H10ZA—ANATREBITRPZELEVZLEEHTER,;
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B 11 22— AMAMATF &6 A+,
HI2EAR PSR HRERFTEPLEHTER;
B 13a R AKXAMER P R\ —MBH R TF;
B 13b B AL ATER F R@ g — A4 B £ F;
5 B 13¢c &AL AL P R ey — B &
B 13d R AR AR P R\ oy — /B & =;
B 13¢e R AKX AFTEA P R 6§ — B H X+,
B 13f AKX AR FREG—ABEET;
B 13g RRLER P @) — B &«
10 B 13h R AKX ABTEA P Rt —ABF R+
B 14 R &A% 8 Ak PIN S22 R & ¢ B 3 B % th B T &+,
B 152 Z PIN 2 F RE G E —RRH BH LT,
A 15b & PIN &4/ F R&@e) H AR B AT,
B 15¢c & PIN £/ F R @6y % = Bxey BH k7,
15 B 15d Z PIN £/ F REHEOHIRG B AT
B 15e Z A 5T RFHFRRIEF B PIN 48 F K@ ey B F A+
166 ~EBTHET EA T EZBENAENIEIEE 5P E B2 F
4 AR K BR &Y 4 AE;
B17¢897FBESH LA FTALZBKRRAEAN 0 S 348 By B 2 P 44
20 AR OR G4 AE;
B 18R —ANME L LR EAZ 0 AL\ BT 4F IEFLL R 09 T &
A ;
B 19 A —ANH5i4 42 by 5B W 38 13 49 R L B 69 SFT 45 AR Fo 20 AR, 69
A
25 B 20 2 —A A 2 by Z K 8 13 69 2K B 69 BAF 4F S oLl 2%, 89
23N
B 21 RARIE KL — AW Ao E ) FFiE 65 ) e 2B 6T &
A
H2THT —NESARLAZINFTEHAEARSE R AAZEXG T
30 BH;

cm\w
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B 2378 T —AMRERARXAFLEHBRAEARTFEHNTER.

B1EFT —&0EAFIARFOLFFREGINL —AWE
BHeiE3WA P 2, AR —/ EFTPOS#43% 4. AP 28&—HKF (K
5 TH), HLPHF—AE—8 16 2KS, ZRFTHEEHRESEF L. £
FMLP, XA 16 R SHEFEIZA LKL TH. AP EERF/
11 F 5 M3 RO i B RIR S — A 4 2. AR F)RiE 3 )
— Ao T ALAN K IRAL R, BT 16T AA T HEINA I A
FMEE L, BT ALERBREATREIRAH PIN ., SAPF 2
10 M EFTPOS 3% 4 M REH (RTH) A¥MEHHnt, s
7 F, B EFTPOS 434 4 4a#t. % F—RME &) fFrteiR
Z B4\ EFTPOS %34 4, iX 4% 8. 5 ik 5 —A2 il i — AN 4 R 548 3%
SHWEZITEMEIMN L. RE, #HEMEIN I KiERTEeeHh0E
3 RIETAA A P 2 FAARXIE, AT A —D 13 EAHENT &,
15 EAMAF $EiL SMS KB FRAHrL 6 895 XM K E 4B FHwE 3,
PAREALF & 69 B =2 - TR ALY, ARG AEG A 7 487 L
B #9 SMS K &k B i B AL, w#,tﬁiﬁTm£Wk”&W2”
5%, ATATHEMNINWIFZAF 2K8F—RF BB Tizth
MALF ., YA F S PR TR 104EH4FF 4 4»#&32:#&4%3’ R I
20 HE, AR EXAFEF XL ZEMA, B AHHEMNT $iLF—A
1312695 % KA, 37T ARIEL A # 3 B1& B FF EANI3 (B & oo
%5 ) BT AT R A,
L d it 3 BB F EE, Aot EXAE, AP LK
BRERTZFE, Vlfifi——/\%k:}i—; )3"]5% RE, IZIRF| LA AL
25 i (8) B|EE FHAE, H B EFTPOS &34 4, @A B FEMn
EM L, B, EHE MR ML TIRBIEBHRE 3 hF XA L 2
1B | it HEAUEM 1,
Bt EAEA 1 AP Bk RN, EIRiZRAAL AT
M1 P B it NG R T AT BT A A B R MR A AR AR LA, do
30 REARXFAANKDBAAE, ARAFEMEMN 1 & EFTPOS 434 4 £ 31—/
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EEUABRBRMAE, FHERLEHTLTFAREH. AHATEAR, £
BRFTAL P, A, HEVEI 1 LT SMS RiEZ 4694 X, 6 k
A3 FEE 3 RE—FHE, BHEFRIFOARFHH, AT EM
EMIBRAPL 2BE—/MMEF 7, UERLHINZL S, LTl 4380
FERARX RGN o9 F# (peacc-of-mind ), FF BT AL R Z F B4
ERGELTEOR P 2L H%¥L,

AREARAEVA BN R, LT ELB AN T4k, ikl
AKLEEGHE 2-10 MAFE|NFF3L00.

BB RETFHAARAF G2HBHLFNAF. RHERTL G
(1) 48 & KeLFdP (EFT/POS) YAR (2) €FEZ M. EFT/POS
REM—HERY, RFAPFEREREUNETFXME WS, LEM3
FEABREAF/MEEFH, ARERR - TERBAEN X H A (TAC)
A, AP SRR w4 PIN KA, K F F A4S 2 &4k
T F P HE TAC. XA FAZ A48 K2 LSS G540k
RMEREZNFTHITZRMFE, LR P TATERFWHE — TAC A F
R —R, CEEMIXGEALRAL EXHMAGFE, RREFEL
EAFRTEIR TAC WLl & 5 XA T A F A & 74

BOR BB L CHELET: AEREBABTLCHAL AT FER
MR 2 F £ F iR 5 H TAC, #limidiE RE@RIBEFRINEA LK., *iE
Fo sl fzd A asstdizRForsud SIM ek VSR, =22
AR P EE TR F TAC. A P 5T A4EA 44149 PIN 3 & H 411k
Fy—AWhost, LERTFINSEHEEEHALE R TAC, mAFL
EXrRENN LT E INTERTLSRZAARNRLAEL, HILAHKAAF TAC
WETHE, @ PIN RERGEBSHRERTFIP. EFRAINFEHT
VAEWIESHENREF Lk, HAEATRRTOHAETVYH LGS
“TAC! ”, ZR@eEB+H B 4iE6 TAC,

LEE S IH—IRBAFRAGFRE, L TAdBFTFHFEHE
ittt — AT R, S4F EREEZIATEHHE Fikitit, BER

%m%%iﬁ%%%ﬁ%ﬁ#%mﬁ@%,%Fﬁ%ﬁéﬁﬁ%%
PIN B, s TuA#E BB TACLE R, XA RTIT LB T WAP #
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FHotE. GIAFHREF. DEMNSEENE TR ITXAHEE LRI T A
A3 T AR R
AEAAWBCT AR B E—~ N AFRIBERFEL, HFHLES
T VAE R 215249 EFT/POS A4 EiZ 47, iX a8 4o (1)AMEX; (2)
s & BIKT EPOS; vAA (3) VESASVS3, b, @il A TR
& Mondex & 4832 M( X A% E POS % LEE M T 442 PIN&KF ).
ik RABEXTAEAARAEG G2 B3 diE. G3 AAE WAP R& Rk
MEAFH, wWREIBREOLES—NL2IEMBKE SIM FREAR FXA
FEFH, MAFREETUALES—N GUI RARXIBRE, AEHILLT
10 TAC # 3 Fit42,
B2r7ETHEATHELETRETHRLAGH I, B2REFTHTA
BINX BT ERHATE, FALEFTHAANREAMN®E, & —FikE
RBRA—AHBRTHHEEELTLETFEPAA (EFT/POS) , A+ R H
KA ABB LIRS E 207 Kit, FoMHaHFEA T HLZES
15 (acquirer) #j Mk,

AABKEHFTES, AP 201 METFikE 202 (95 R 5 5 207
BR—NRZLEFE210. EAP AENEHRZIR, ZEZEFTF 210 /54
Fi#dofbsh w549 & 202 £, 5 A F 201 A& RATHER, £F B 220,
4& Resde i THA QR AFRAGIER F 204 L H K 205, AR #HAT

20 2 5 e e Fid f (EFT/POS). F 204 R H)E K 205 ¢ EFT/POS #
%zﬁzmﬂx, R P 201 &3 G E18E 202 LéE42F # 210, frﬁﬁm:ﬁ %
RZ e TAC., WiaHF 4 TAC 230 A £ 201 AL H K 205. A F
201 7T ¥A B 3k 4 %0 TAC, 4T 4 L A POS #£3%, £ Tl £ 318 & 202
J—_;ﬁ-j\}\ﬁﬁso 1/ 204, TAC230 U AR G MG /AT HEK TN

25 4 240 K E B IRAIR S8 207, AR S E 207 H A FH 209 —ALIEE
PIK}’ v EFRBFAE, FH TAC 5/ F 6 PIN RABUR TS HOZLT
B 210ADXEE, WwERKT. XHELEF AR TAC MBTIE, A LZFLRIR
%535 207 AWK RS ok g ukAT

Eﬁ%ﬁﬂ%ﬂﬁﬂ%ﬁﬁ%%*ﬁﬁ%? A8 ) 64 A0kt 5 Bk R

0 M. AP 20 BK—ANEeF$ 210, ENEAF PEG EN B b s
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15
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25

30

#9i8 & 202 L, AP 201 BENEEK 205 ARE W £ — e, £F
3R 220 ¥, feRbbie LEBIRHEAFRMBITF 204 LLHE 205, F
204 & EFT/POS #5%3%48 R B, ST LA P 201 R 8 it 48 3 &% X% & 202
LER LT E 210 kA T RMM W TAC 230, AZANAFTEF,
EeF 200 IKEUBMELFANXHIEEL I RE 250 AL A%
( scheme ) 252, #FA 6915 F F X & KAF= LI 469 PIN N4k 4 £ 3] 4
F 7 e B EAUR S B 209. R % 252 FF 204 4915 8 Fa TR IAL
PIN £ #5312 256 X2 B K FF eyt LALLM 209 £, BIH, 2%
252 H5RAIRFF 207 @15 3 BB ETA A4 PIN 5 A 7 PIN 4B %,
B FF 209 gk xf R HATAE, —HI@ L BE, W) AH R Bk a7,

RT LERBEFREZI, REAPEZAFRALBERX, FHX
AKX, APRBHFERLVERA TEAMENRS, Bldo, BLTBHRAREH
ITEZMY . B2 F FRBIKH L TAC AR XS LA ZAHELT,
¥ B ANl Zh it B, WAP #4. FfF. T HEAEKE G3
B LTERRBAT. EANWIFARE S W BB R TRELRTD.

$A BB A P FRB AL EI. WAP &K G3 #BHhdwiz b
#1—A~ applet (—#F java #2 5 ) MAFR| ZH. 242 F £/ TAC Rfed —
NEFTHRF BRI, FEL S —F SSLAKEE, IFHRER (AL
TEEFAA) REARA PR PR foFeh IDRIEH A4 49 TAC, B
WAL ARBHRAERAFAPF H AR E 5 THMAETNLEERRELAR
#og<dy X (ghost) M 3k,

PBAMIRFEITA P ISP (Web 3 B ) Riwf 74 4 K143
BE, MITHX TACHEB S THRSB/HBIELE, AT ELZRN
LR #EAEX TAC Fe e o F $ B ATIR D) 49 9 A,

B 3ETTAERAPEMAEALBEEINGLREFHLSRIREGEAN
W, iZd AL TIE300, EFH30F, APpaid—A2@Hi%5&E
BAEPAHRSBEIMN, ZLBHERETUENMNATEMN. EEP) TR
&) FHEE B FLERALREE, RREFTTAE G E—i@/58
BEFMERNPEGRE., —BE5ALANRS BN EME e,
ARA @S FE applet 9B KW RIGFHLLE| A Fiksd. £P %K 32 F,
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B P#MERBLE Y OMAFT EZREALA P IDARTBAZR A F
BAERFRG, ZALFREOTACLIEAKE L FTHEL AL A4S A
P RIFE L AAZF, A AR A P ID foff Al T RAB 2 FRBAMANALLE,
AP IDREEFBESBHRATHIE. PERSFBHEAL FH, LRSS
s BIE AR FE 4L (LPO thik) e — AN 24 F ELEAINEPF N
W, Bl & ift—A3R Tk B Z) Applet. % Applet #R3E LPO thiXRIRA &

¥ TAC KA, HH B3 PIN #4&7&.
EHB330 F, 6B A F oA —A PIN & TAC 4 PIN £ 5}%
@B B . LPO W iXERZMLA —A A ELRAINET (SID) T4 R

10 “ZHrdHF (SOD) kT8, i FXWZHFMIBEHAAH, TAC K
FLAR NS4 F B b I B HFAR4E LPO WX &, R E 1% TAC RAGR K %
B RSB I AHATEHGE, EH K 340 F, Applet #RL& L AR, ATH
AR AFER, HALRGERES LN ELTFEMAR. APrahi—4
TR G A F A —ARS Brh g RATRA R @, £F% 350 ¢, HRE

15 JA P ID #= TAC ey, BRBRFBEZLIHARIEL. oRBTE
JE, AR 4 —ANE S SR M A HOE R AR S5 Bl R R B Y #h AT B A UK £
FIRFRRE. AFR 360 ¥, RERXH LA, XBFHA P B XA
L RMAL, REF, CTUEA—ZRKEGZ R RAAL LS AT X
. %370 F, KA RBHEBEX G P15 LHRLE L,

20 B 47T ARLAPFERLBEAEXG—AHAFTAF T REM.
Fl 740135 ¥ A X PR 69 IR 5 38407, X AR £ B 407 AL T 2] A P R 4403
LEthapplet 470. A F 40142 &1 3842421 F #8470, ZA2F KA AR 5403
L A4k h A P applet 422, W4 R 405418 i 351245045 P AR 5 &
407, 342 h 3542451 Happlet 470, EA2F 4T0AR A £ B K 35.8405 L

25 VAME B K #happlet 452. 42 A K 4540364 Fl F 40142 4243077 5] B X W
35405, LB IRIH BM R AY o, XA T B RNH
Hy & 4065 ik BRIE A 6912 T R AL F 407k LG, B K 35540585 5
W4 B 406 F 4 Hy Fo Fo 5 B F407 6915 & Anvd R it, IF B AL A B K #9applet
452 F A g 45 B 5 342431 K i B AR - 35407,

30 FAIBRSB407 B SHBER IR, FF B A% F 815 344243218 4 # Kapplet
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4523 3iE Y 09 4E B DA 432 B T A P iR 4403F 49 A 7 applet 422. A P 401
WERBMATAC, —EA FHATTAC, MATACKH &£ 31243328 H
FAK % AR - 240741 vh B A 3, sk, AP BRA3AT, BARSE
B407THIAK P FRA BB KA, FAAEFRIST, BAES BTHE
5 H5F407. TACAR KA FA&TRAMAE X5 LB 3 8iE, BRBRGFE
4078 4243640 — A< F il 4o K A B H R W 35405, A MK iZiE 4R
it 34124374 2 2| F P L4403,
Bs5- 783 AR RE F@Ffekehieg LB EEX, £BSF, A
F 50137 Bl — A8 R BN 35,5 5055 Bt B 2 W L6y & Ardhdb. 4
10 MR&EHIE, B R M3E5052 0% 25104 A F 501 KA. MAGHEMK
% 450384 — A5 M 3550518 1% #9applet 522, JFEL & & KM R
applet 522, VALE & 3£ 4252044 & B AT — AR R H 6913 & & 4 B AR5
£507. ARBL. T H4H. APFIDUARRBHEIEH (TAC) AA P&
& 50335 3842530445 £ Bl RAR £ 8507, AAFFEMRA P EKES03 L
15 C2HRFIERPFAZETACHH AT,
AR S BS50728 K i2540m 5 B R LK R 35 B 505847815, A vA
EF R B EFAIEELAN, BARRFBESO7TER X HIDE G HIZ
54148 i P AAGFEMS035 K 48 £ 501. X BHIDAA £ AT FA
50376 1254285 R B M KG9 AR M b & . BRARIR S FS507HEH M X &
20 . FAZEEARTACR ALY, FAJFFFeie) TH B HRES50L
B HERAH ZBER3EE5505. XL FAHAE REZIKN 35550518 i3 312560
AR FF509, RAKFTF509%e L ATH Z2 B RAZSTOR AR BHEH L
B W 3k ,%.505.
HeE 7oL BERXLSASB ey L@ @B A, RAEH6F &
25 BT —MNARLKIESEZ604, ©AFAAFLAAATFEICIFHRZEEF E,
EB 6 R FHARXT, £4F i E%, RAATEHHWILTAC 620
HOAIAR 5 B 607454 3] Bl P 9 R &R B & 604,
H72—-A5E5. BT RB s LMy LBHARKN, 12
EARZAET: A+ EZ4a024F FHMEAERRLERET04 HIZ
30 AEXFLASBOFHENIE, FWETACKAEKRRS ET07TREI R
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10

15
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30

Kix&704. EBTAATHENF, HA FT701AEH Ka) LEEN 35,5705
W E G IR, AFHFRERIZRTIONEEA P A AT FENTO3
RiESFR P . RE, applet 7228 FF F 8t ATACHL, iZTACHE & A F
WBIHABERIRSBRAINAKEZRETAN L F S MmAMIN. applet 722
BEHEBARTIRFEREBEL . XHEH. A P IDUAATACH X L RIRE B
707. BEHIREBT07TLEERBTACEER F, FHHA F KRS e L 3%
TS0 K AT K LM 35,5705, X5 FHAE K6 LB W 35570545
£ BRTOLEBEFFT09, RE, ZARAEFFT09E £ 3B127704
KB R BBER 35,5705,

w2 - 7w, EEFEALBESRBARXOERTSTET,
TS HFERBTREATEAAE AW R AL T RENHGHF
A, BEREHAT, BRAFTELARIEALCLERZS. Rn, AL
REOZMA TR TAC, FELEAABEG A P RE— A6y R
EEF B,

R 8 ALk IR % 28 A AT 3 R SR Ao A A9 TACR LA A 47
BMERGFBABAFTLETEN — 54T FRZ N W35 R KA B R AR F
E.RAm, RBFRLLBRT - AFREARATHLGH TR, A
A IR R AFHIER , A BB B e LW R B L S B B R,
IR A MHFRARELZBBRBRSE. — LKA P TACRZH K
FH B — 4P PR AR IKE ARG T RS, IFLARIBEELSE
H BRAIAPAT — AN ZE ) I ATAZA-.

FEEH XATEF ARG BZRE HKTAC, Y —ANHAMA
POLBEME R ER., RE, ML F B ELLR P, UE
ETAXGEFHRA. BERBRSBEFE LG P LE—A T R4,
AR R AN KR ERGBH B TR, FAZHRALEAN
HemzeoermiEieh, BERRSFBKEOAF RELZMFR, Ard
HAF s BT R AR S, RERXGRALRKABIHEIR S RBAFAR,

AR RCEFALIRARRAZE, & ETHBLE A
BB, HFARXHTK. WwRENATEAPFFTERLAIATLHEH,
ML HEmIese, XH5IFENGERAFREH—H.

ot Petitioner Exhibit 1002-1509



01812009. 1 i B T 5E22/32m

10

15

20

25

30

B 84k T A AL VIFIEN —ANMAREX, EFYRAPFEF -4
FAARAG AR A ITH K 804, A £ A B — AR K 65X H-805, Bide—A
BEhE AL, R RIE8104FH R, HHBE R KHEEI05UE
RKEAAFRA. BATFRFBLITARARG ALK P 804mA R E, XA
& B2 R A R BA0F 4 Al — AR K S 806 /4 BT 4L 32 AL & Tk P 804 ( 5] 4=
1/ R AEEF ) T ARG, ot D EAT T F R E e 2E R —ATAC
7 &l ko 2R FIRE806. A P T ALK e AR w5 AN AILE
803, K& LS —ANTACARZL2F %, HIAF TULHETACH#K
TAC 8304 NA| T35 8806, A P& Tl TAC 8304 AR KX %803, &
# A TAC 8308 L& & i 3| B F X & 806 R AXAUR 525 807. 3 & FAH AR
F 1% &-80635 B 28504 1% B FARIR F-28807. HARIRF B80T & &
R G1EE, HFH, wRBTERIE, AL EHLLEHKIZ60:iF 40
AT Tt E A EMBOSARAR X AT A . RS, AT AR08 & 2%
12870%e E AT # 8 t & B) LR A 5 499K H-805.

Botie T —F#FIHIEX, AAINBEX, RARHSRHAHTHT
W — N BB AR B SIE & b, AR5 P 308 B A A 35 4] .
ZBOF, A P 901l i1 2 4 6 3+ F AR L e At A AL903 k35 19 £ 3% £
909, %519 ZAIRARIR S B07HE £ HKARN0FRY. — M2 F $42d
542 920H AR AR 55 B 907 A A B3 FAL903, w7 sbAE Fl P AR 4l K 4L
#)TAC. A P8 ATAC, EZTACKE HH 1293045 £ B RARIRHFBE907. Fo
FR P RAEGTACS AR P 01K R 89 iE B PING L, MZKRKRSH
Q0744 A% 75 & 55-42940& 35 P 3% A 909,

A, BEGTURBERLATAC, MARLAZL4L2FE, A,
% 6] Sk 18 i IAIR 4 B3 9075 & oy BB 1295048 4% £ B A P it FAL903, b
b, ZAF ETREBLFI—FHZ21 (Hliel@idEH AN ERIELES
904 ) WK £ F|F P 901.

B1034E T — BB THARFERE BN, ALIMFEX, AP
TR ERF AT, ARI0AENEXNY, BdgA¥gEE. F
vt LR TR IR A 1004, JA P 1001°T A 2K F 840471008 F A9k P &£ 30,
ZRA PR RBRI0I0RBES— 22T EXTAC, ZELF F3ATACE

a9 Petitioner Exhibit 1002-1510



01812009. 1 Ui B T8 5E23/32m

10

15

20

25

30

BAERLZZE1004F . F P #HZARIHTACK, FHE4ETEAR
RRXATACKHE, RAZRKHLH AN ELLKLE1004, TACK IR K 4542
AR 81007, FHiEZREBRIEHETACKRDE FR24A4F S4BT 5T
FIPPIN. RE, BAIRS EZ1007L 5354210205 4847 1008813 vA 48 &
FAE &, dsth A P RAEHGER S,

AEAHERAANEZFTH (FPRAET MBI T oMb ) £
SHE2- 10 HEHRBEFRELBEEX TR TEA., FEALKRE,
Bldowebik &, CAIE F O & 691K IEF4E, B L iRiE 475 %R 69405
FHF. REXPAIANT —FAL B4 WL, EHhl e igix £ &E TS
BEEHR T, & TALEER XA E A M (footprint ) ¢4+ 5L T it
AT . KA IR T4 i 4 — A BT A T AL EAZ BB, TA Y
XHEBERBEMRS B FAEOELY., AiLENEH ZA24F
R ETEHRFT TTACH R4 F X MADE LRGN TEM, A%
TZEFETY, FRLRA—ANFERHMELY, HEFERALEN FEA
BAARF . Z2F FLMRANKT, 22T KRE & ARG HE
7., AFappletds i 2 AN &42F %, FEAA—NMER%RANEF (SID)
RIAMT—ANF EHX, RAKFHRGoEN— A RLEFERLATHY
HEZEFARIMAGTE, MASEHfIALNGF Sl LE, 54
RB, RIEANBKFHEHL, RAAL PRI EOANAZLFT BRA 448
XY FE.

EXHIARF, & 0BI1AR1RKEZRAENGIAE, AP AR
#PIN, H#HTACEERLEE. NATTEAILBEFT/POSE appletd A
HE B4, RFEWHIAT, AT 245024 F $1100AEARIR S
BZREBNA T RN —NDITHENKF A P RE, EXNEFA P L+ =
(13) . R4F F1100T A FRANFHIRA L1101, ZTHEIFRH
AR—ARSELET 22F$1100. FHHE#H, EB1Y, wZ2AF
#9PINAZ 24685 BLA P ¥ PINKRABAE A T 24 F £1100F % F5E, A
LAFPREAF S, FOh. FAEFEANL LAORF, MEHIFTALR
XHAHRXERHBIEMRTAC, EXABTFF, 4852468695 7 PINF¥
FE—ABAE K T7693W TAC., B, A FHAHAT693/EAHTAC, AL

a3 Petitioner Exhibit 1002-1511



01812009. 1 Ui B T ZE24/32m

B K RAIR S Bk SR e AL B,

X TFEBEZORTEALF S PRTACZ RO F XN #—F
RSB 12l BLEA. B I12A7-7, AP RBAEI201LH —4C 4t
PIN 1202 (BF1234) . RALERA PEE EHAMBREBI1207 FTH G L2

5 tTEARAMEAF #1203, ENFTF P, A H 1234769 R B PINA 544 F
% 120340 X BL 4G BT AR 248 T — AN AL H “68917# TACK AL 1204, % A
F % EREIETAC 12043 2 F LM AV AR 5 35 12074 52 FR & 1201 52
Fr B R BB AEM G A F T, TACI12047T 84 3 vl £ F X B
, UBRAGHBZRZIN ARG H1207694F A T2 PRI ZNRB., —

10 FFF F A B EPIN 120242 TACKAD 120448 44 2 4 & 69 77 ik & TACKRAD
EHAZENAFEFH—ATZ45F S, RBANAITR G,

AT RMNELNGFF, BAAEMERE EedappletdF il it — A R 4R
B F 1205k R A AB X 69 F E, SID 12054 H FinfM— A4 %bF &2
XK &Y. iZSID 120577 vA Bl R & A 7 XA, 2+ .35 144 A P PIN1202

15 xR FRMBFMAL. AP EXESID 12058 & B & Ik 5 8% £ SID
1205. AB12A~E6F, ZAWSIDWEEE A3, B, AMNAFEF
HKEZANAFEHRARXATE, += (13) AKFFHARLNS (9) FE42d
— A F IR (HlheIER1230) HE AR A PR E120169K 4. %
% &k dhappleto i SID 12054948 5F AR B i A8 X 49 5 & 1203,

20 FAEAH 3L W AR S LA X F $1203, T EHHE R R TAC
1204, /5, TAC 1204 G &E B — B AAXF E T, ZF BRI K
AN (8) MNEAXRF B, HBEHKBAI20EAIAN T ZEAH T HH BT
. XM EFENEFEEL MR BT (SOD) 12097417 5],
CHTARARBFFFXEAHT, B, AR —FTHFHA FPIN

25 12022 G A P XA LIRS 2 kiR FESOD 1209.

BEEANBTFF, ZAKEEMBEF (SOD) 1209491EK E A2 L,
Ht, TAC 12043 A HAF S 1240 BB AN AANFT EFHE AT
F. TACKAH120448 T vA3R 45 BEFfedftt . MG h—/ A FHEF (BPHEA
HFARE) , RE2RA L FPINKADL T vA £ 452 2 AT IF 245 50 8h H 46

30 EMFXK. EABI2FF =696 FF, TACKA 120448155, AR TH A

a4 Petitioner Exhibit 1002-1512



01812009. 1 Ui B T8 ZE25/32m

A HF EFFTACKFHLE. B4, T EEXADAEHFF, TAC 120449
164 68917, HENH1E“1986" WM EAL T % — L) R TACA K F — 15 4L
F, A TFTHEALERTACH S (58 F, /RILEH, A TACKIFT AR
Xy Z2F B Ak,

5 AN TEZEAF EHHE 2T O A1240 L E B RF F
1207, ZRHE B LA —NHATEIEapplet. MR 5 B 12078 LA —A
applet, ZAZF 40 SOD 12094948, F EL T wA3R A B A T xF A P PIN# 4T
AR K e o F & B b, IR 51207 L #gappletse it A 7 9 PIN
1202412347, FF BT AR F A2 5 69 000 # & SOD 12098948 42, i

10 WALHEMAEFEAZE AT E. REB1207483E A P G QPINK S
#oAFE, FREARE, URRIEZ RS R | ke F #1230 TAC
12044X. 75 A8 IE Bi..

BB HUABRF EE, RHFB 120748 48 X 9 TACER A F & 49
HHHMFIEE, FELIHFRIALAGF E, FETEALEGTACHK

15 ARFESHITAE., KB, REB[I1207 LM BEE R EHGTACS T4
4 a5 A F PING #AT A, o R ATH = AFR40 £, M 5T ARIAL,
H B —AH by S F K £ B A P applet.

REBEIANBFP, PREBFERBRE AT AT 0 LT
A(3) RAEF (LTI METF) . BREFTEREZATHER

20 MATREF RG] . HFHZ 160NN FH RS RV, AT E=AKFEIT
144403 FRA BT E W ot E, B, $HFRKERFFEL60
VAT 213 40 38 Fr 4% & o)y, AR B WAPE A F= o 2R & 09 1K L T AE
MSl, AR R4 S AR TR IEER A, BIE AL RAT —
ARG, HERMOZ - NERMEINALRILE, RELTEFRE—

35 ANEZEFIABHANFELNERTHERE,

BT &t fos @l EN . RAEFH DB ZANELF $

W BvAsh, RENLETAAERAF RFE@AREHL 122 A, Bl13a-
13h it T &I R P RGBT, KR EOART ARBEL A P A T

A FTAC. £ B 13a- 13hAT R H-FF, A P et e NS APINTIC

0 R—ABE, ARRE—ANHFAFH. BFRH, RAFARBFEALRK

- Petitioner Exhibit 1002-1513



01812009. 1 Ui B T 5E26/32m

1301 Bk =B 13eP 4 R+, A4 RA e E1I4) 32 T —4~PIN,
ZPINAE B 13¢c T 695K 130169 AR B T — A 531303, LB+
AR REALS I A BT, WA P FT VAL ) At e BT ik 3 4G 3T (kR s
1303) . EXAFEHIF, K HFH130349 8 F PINK 223897, B, 4o
s iEPINA“2389"# HEA T MAMR FTIZ02A M= A6HF, AFAKE
TR, HFT5387 M FARHMPINGA TR, Bk, AFRALHR
AW ANSAE B GG R P TACK 275387, B 13a-h¥ Fr AF 69 A P R &1L
RTFMHEY, EHRETFT. ARAREFAEF ST ELTUARESFEAFRE
F. Bk, AP RS R AR LYPING B &, - RE Bit(EW/LPIN
w0 EF.
KK B —A TR RGP Fed 49454535 B 3] —APINZ £
FRARER TR, EMFARAESABERD (CTREHEI - HL
LERRAED FTHLBERNEL) HIREEHLTE2LH —/N 0 S RI4eH
ANEDEZGVAERTEMN., —FHMRIZZEOFTERBA —NFEFR
15 & (Trojan) /. ZEFZ—NDEAES, CKRERAFZEUBUSEA.
EREECRERFELTAKEILSIBEHTALZELE, ROERXBHARSE L
HFHEIE, ZTEFOHIE -ABRZEIROGR T, FEHERHERAP
fBRAEALT, ZERAFEIFERNRE —EZEKTFT (FH -2 EL5)
REZRBERER, REBRFT R GRS RN E AR A0
20 NEEHERFEE, REXKETUBLER L F XNikiE, Fikxs
HELBRERBEARITHEGRLE T, L TAMREZLEFREHL
i#, 2R, WwREZLZETEZHMANA ELNHA P EIERG PR FRELL
A, MRAZKIETHRARMRIRAEIE, ARRKEIRT 2 hsH.
ERBEIV FHAEMAKETUREELS, RAERY REF A
5 FRETAEZZEAEGEEAGELTHRES, 2T EA S5 FHH
Folk X FREGHBHBEETRI, XFFAMNCHERN. BRXAAT
RFATHARINBRIARHR, PRI TAATREEY, BHXBEHTH
SR P RN, LERELFGE IR MKYES L, G TAE T —
AREERBERITFHFIRM, ZRORFZERMBL AN Fn, Xk
30 FBEAMAALALEASHRAROGLAKEENNALAEL, HHLAEA

2 Petitioner Exhibit 1002-1514



01812009. 1 Ui B T ZE27/32m

BRGEF, TRRGIEMBEFERTEAINRENL. S, 1247
TR FRIRBRREBRFRFEHRRSAR ALY BT ELL M.
HAT, EiHFH. PDA. 2.5GHA3IGH HIXELHEARA P L. 2L R
PINK A R A 840, REX: (1) FAETHE A F HiaRL
5 HPINARAEM AR S (HFRHERE”) ; (2) HEHTH LS —N4FEFP
AL/, BRAFICERANNA L L. 045 HPINKAD (HFRFRLEF
BEREELA P HFATHTERITEMN, FALEZLASTRAARAEE
WAAZE); (3) PKIBRIETRIERZXHAL—E LB IEe 3+ FM
L REe, ERENTRAERXEIETHEIFEGA F; AR (4) BTHK
10 HRAEAZAENITENGE IR, BHANEG RAELRCAPF L. o4
RAEPINKAL, WA —FHAL, BF, BE&EHA FHIDRAEETE
PLA R
“F XAV ALAYPING A F F B ERT —F RIFEA FID,
BALEBRIBEET, RPELREY. PINZLA P RO T AR L4
15 BFRLEF, BHIEFTEAESTHA THAPINRTAC, @ HATEPINK
TACH| T AZAEAT AR AR IBAF MR W 3412 SR A AL, AR LR F
815 & —H.
seth, AP FEAGARY, BANKFESANEREHAI
Tk E B H 2128, ZEFRERT —FHELENWITH. B, H
20 BR%AEARBiHE A8 (applet) HilE, BB ILPINKAR., K
RKAEGHIXARE—, BACEBRIHGNHERE-NTHZANK
TAC. BP BB/ EEINMMEEHZREBRY, LREFHAPFGRAE
PIN% 3] & & .
AEPHFH —NHEFIEET, ER—ANEFE 4%. B TPINELAF
25 REOOEAIRAHAZARBEABAA P B, BRETUAIHEESH
it EMF LA L, A AR, IR REFREETENRE, @
R VABAT A #do s A it B IEAT RS L. RAFHREBEBEFTA A
BEREEFRCIGTREITENEZSR L., EREEHITEMBTHTIA
EHHEAT, AP TAEAHRMEM—GH EMN LHATRS.
30 B, ZAPRBBRESGER, BAA P RRT B, TACAA

a7 Petitioner Exhibit 1002-1515



01812009. 1 Ui B T8 5E28/32m

10

15

20

25

30

ZA4F & PINZA A P AT R 169 R EPINZ I PINEZ 2 F F &
ABPT. Hoh, PIN&Z4AA £ RE2 B 0iEE, BN iz ot R A
FPPINKTAC (HPIN) B-FEAZ L, ALz T2ZE RRTVDUY
VIR R, X FEHAANELE OB FE AR THE NG —A A,
BitfE A R EAHPINZ SR F REOFFENER KR AL FHZE
HEANPINEFIAESFHEA R KRR MK, L, XTAB T F—4
FROPINIEARR S B R EN., FREZLFEHFATREGE LERS FAN
M, AARALBAHFIREEZHKFIANE, B, wRFTENFEATEENA
HFF, TENGHEF RS HETRALARR P IUDE L.
PINg 4 F P R & &4 —F FPINK A Mt AL, ATM. PDA. 2.5G
HI3GH L& 9347 k. B 14F215a - 15e 2 EXAFPINGZ A F X @ A&
BRI, YA PABRHRITELKXSHH, PINZL2appletifF#E, Z4
RSB I4F T TR AP RE. SERAPITENFEF L EETE
48, HMUETACKPIN#IMARBG AR, ZF@ TR, KAFR xR
BTHERBE.
4B 15a— 15eFr =, PINZAFBREKFFEIRAETF (RKREFFR
FINAERH4FH G187 X)) 124K F (A1F4, #£12TF12) . EZANARTH
Fb, SAFAFRELHETHREBEN, AP ARETHEAEAE. AHFL
IR EIE R A S ERBER TR EEE .5, 3L AR LA R KA PIN K
TAC. ZPINZ 4 R FHAWHIKRIKR, HXA TANPINKE b 6§ — 124 F .
EE+ AL E LAEA—AFGH R, VAERA P ARANAL T —A
R B, SAFH —APINKRAYE —NMEFLE RN, ZETHEH
Fde B — AR, ERFLTRAIRETERAREMKIRF ., EALEL
2R E L 4K, HIB|PTA AT AN, AR KA P 49442PIN.
A4k, wB15a- 15dFF 7, wRA P HPINR 24687, A A LF
— AR, ZARNB15a, HHF _ANAHFREEN, REEHKT. £F =
NIRRT, BHEOANKTHBE (RLB15b) i, BEHRZT, £F =
AR, SEAAKTHBEN (XALE1S) , RAPHEZT, AFT
AMER, BEAANEFHRBE (ALEBI15d) B, B EHIZT. AF—
B a, BRELEAGEDN—ABT, bbBrakFIAE P I —APINIE AL

ag Petitioner Exhibit 1002-1516



01812009. 1 i B T8 5829/32m

AN, F, FEHREUBBTEFGTATALYRALLY,

AP EEREVUVEMLE —IPIN TACKF X &, — /NN & 4
F}# (run on period ) B B} J§4R80E . %% 4 A 3P 60 F By ok 3 WLoE xR
Ao F HATITMmER . BOIRHH, wEHB15aF T8 MH, YA FPA

5 ZEMF-AKF (Bl F2) o, EXFIINE AKTHRBREN,
2B THRELGEERS, Kb, ZETHBER SR/ P2UE
RBXBETF. AR EAARFALINERBAINZAN, RLHEETUR
REMEMFIENG —HoHT, Hliil b RBZ EH0DMilkF. &
WA AEEEFBZREARLEIFT2. 3. 4. SROGEBEZSHik, {22 L% F)

100 ERLZEMOGRR—NKF. EXNEGRAPZE, RAHTAR AR
i E OB R NEIR, MM P RAER EABIN R, KA Tk
M APIN, R4 B R FEE TN TREINAP FLTRERTC
BB — AR EGEE., T ARGERR T KRB, XA
iR R %2 R = AV4T.

15 RS AR RGOBTRRETER THAM AL . £ FTHF
RSB F 6 AL 8] 6945 o 18] B RALEY, o b 7T vA Bk 4 5547
AREBAEAFBITHEFHEEFA P FAE 0T 47k E AR X B R 5 X AR
BN ETF .

B 15eFT 7, PINZLA P FEOETRERAFH. FERXHFTEK

20 BETFTELGHKFT, X2EHFRBRPINT ARG S RMRENHFTF
AR LA, dbsh, o ERTIR S A A B9, A K B THE A T A A RE
i R P iE AR KX R AP BOLA A PINZ £ R & 5 R 2B SR A245 19,

it fe S — G ARG Bt EA, BT AR IA ¢ 3038 E LA ARIE
ARZAPTEMPINZ &R &, it ARG LR P IPINKAL, RA4EHF

5 RAEZEFH, FELBESTHEKIGTACHT R, KAt A L%

Fra VA BR-4iE
sbsh, PIN% 4R EiX (Radar) RETUALETENAE FAEENA
. BEREMGARABELIRRM T, it ENE SIS R RR
EHPINZERETUMA — AN REAFFRYFES, XERHELAF
30 BREBFHRHG T ENN, R FmL XA RED., B P SMm

2 Petitioner Exhibit 1002-1517



01812009. 1 i B T8 5E30/32m

B APIN, %R A P RZ4E0F0 B Fit FA, s RIERkH, XA
Rt R At it FH, AR P TRBET —ANIhaesd, ZFhsdam=
PINSZ & F & . 4/ FIEE A fbRAe) T EHE, iR 28 & JAFN
2 A% & Hebt S FLi 1L 3% PIN % 4 ¢ & #r A PINEP T
5 st , e R —AF P REEAANBRETEIR P 1T — A TEIR A
PIN#F, AL RKEAFAFEEEBR PHAPINKF (BleNaT
EHGF) . EERAERE S TAA7HAE, RIERA P A ELHEIR,
BRAARAEAAEZAFMR., #kE. Hhil. ROERASSEHRLTHEX
Wt A B 16-23M4F 2|48
10 B 16FF =, HARRFBI1607A4EHI AN E P IR LIRS
£1609. X AL X IR 5 B 16092 435 & 16115 LB 1613 16 69k 4
2E, CHAEZTERAINKIEAI611WEAMGE KiE16156) 983 (X
HTARBFRAETBEEZHRLEAREEI61IARE L) , BEHEG
) 5 My ST vAE B B P 1601 4= A P X & 1604 —#2 k4% Fl PIN % 42 F &
15 1623, R LHIETT AR — A& IR % 25 X &3 FE 1630,
BAREBEIO7TAREEIRA LY RNBENELBE R, LMt
FEVR KXIR S35 160948 98 22 oy AL 9 R AILA 37 ¥ £2 5 K i7 9 B A
1611, X ERELEZEZRZE, TUERHY QB IEEEFEILT AT
A B K.
20 B 178 7 T 4247 ) Bl — APINARAL A — AN A 7 170147 19 $ A& 72 A
1740. 1750, #FE R BT LK —ANF SPINKARIR S B 1707k KN, &
AR & Bt B TACE MAEE B FE L P F1740. 17504 H 69 %4
FEHLELE—A,
PINZ AR B TURBiZEHFXFELA, CIERiAEfeLidid: &
25 (thin) B 7 WA £ A~ %38 8 Applet E464]. £ B 18P Fe) RBE LA T,
A P TACE L PINS AR @ 1823 dr N\, /LB KM 18134 AL ¥
KiEBRBREEI807. ERBHAEAF, AHELF EHLEALAF
HEI1822, RAKZAA, Z&F F 2§ SMSH L K 2| #3hiX 41804,
o B 18FF 7, A& F PHMAEAITEMNISOTR LB AP HBHHiKE
30 1804, A Fi#itPING 4 @ 18238 ATAC, FAIR 52180781t Z K

40 Petitioner Exhibit 1002-1518



01812009. 1 i B T ZE31/32m

18138 1K TAC.

BALBEAFEPMGER T, wBI19F7 7, PINZ £ 58 ¢japplet 1923
3R AR SE 1907 L. A P 1901 AA4E & it FE AL 1922:i% 42 35 9] iX A~
applet 1923, B R E il HL T HYETEFH i 2T+ F 1922

s HATYGRER”. WwBI9F R, AP AHEBEMI9137 FEZARIRSF B 1907F
applet 1923. F P 190135 A\ 4t 469 PIN, iZPINA B sk R AR 5 251907
#b AR AR X .

FE #3838 Applets Al ¥, 4= B 20F7 7, PIN%£&J*@ ¢japplet 20235%

B AR P AEA2022 L. Zapplet 2023 A F FH#H—Kk, FELA&AEAMTE
10 PAR A SHEEENA Pt F 42022, PINS &5 @ B4 7 80T AR A AL 8
BAEE AR, sbBME T E e A LA AR,

Jo B 20FF &, M P %W EZEBEM20133F FRARIR 5 82007, A F 2001
B AL KA PIN, applet 20234 iZ PINS: 3 R — N TAC (3Z 4 4%:8 i A)
FABEE Fapplet 2023 F W H A M ELFEmBASIANR) » RE, ZTAC

15 Z2WIZBKEM2013# L, A EERKRIRS B20077F 2 #HAT KRB,

A1 7T —ARAGHEBFEEA, LFRIRSB2107LA0L
BAEANFPEEE21GWARSR2109L. EH21EIEA F210184
EEGFHITTEM, FEEHEMNEEAPINZLS K& ) applet 2123,
BOANKIEE2111 P FIEE, BRABRESE2107F — N2 F 3424

20 ABEM21I3RXAKEB2S51KABA P EMKG2HBHRE., HEETF
B21518 G £%42104 L, HE)A P 21014 27 P 38 F2111 41k,

B P 21015 S 4 by F XA MTACK i£ £ RAIR F5- 21077 vA #hiAfb/
Weh by, ERBAFTEP, A PGB R E2104K I b R M) TAC,
BEANRBTAZETARK (HFAPINAKE—NAFIRAEE) . FHPIN

25 RASIMME T A, HFAF 2101384 X2 PINM AL £2104, F EA8
FHTACK FH B TEEE210469 A F L. RE, TACHU AR Pt E
MR T) . ERAFFET, AP REMRMGPINH ANPINZ £ F
#@2123. X /&, #ZPIN/fapplet 21234 SR 44t 4 ) — AN TAC, H HLZHH%
1221204k %K A A AR S 352107,

30 PSP G 4B I B M TACE A F PINAR X BR800 &

Al Petitioner Exhibit 1002-1519



01812009. 1 i B T8 5E32/32m

WAIEE S HARMA B ELF EFR2ATMXIRSF H210974 42 d3£422130
36 A6 R AE R K 21300, A HF R 69 $L38 A 7T vA 2 o 1221404845 i 3)
ApitEI,

WwRZEF FHEEZFTACHREREL —ANF ZRE (Fldei@ iR

s i) LK, MAREZPINZARG. AP TA4EA G2 3 b %
RPN F s, FARBRIES FHIEALARTEMNHTAC. LEXR
£ TACTT VAR M A28 A B B AL, MR E 22 3PINZAREG, B At
TFRAR. BEFPRALERS. HEABRRKARELR F X5 REH, TAC
LA AEZENY.

10 B2B2FT —ANEERELAMAEEANF @ iE A IRSB/M XX,
BB RAREBRAXETIAIIAUPS (RABMER) . —F A #HE
1% . Linux#) WEBJAR 4 28 22454 & A 3R B K 342215, PIN 4 4 applet
2223, A P ABE B 2207V A B — AN B R A AP 09 4EAT IR Th Ak 2211,

B23 7 TRAERTE, EFRFTEHRE2ISAFHERIRS

15 #2307, ERARRF B 2307 EE T — A M LR F 252317F— A 4L
A3, EAEIE A2311-0T A4S T A & B K E231665 1 3.

Foh, WAL BT — A& RAE—ARA IR P B HE R kA
FhmAdnAl, H iz A eed ik o AR AR VEHARIE 69 258 A BT A S BT
if 4« & F# > (Friendly Fraud) . —AWmegiFsb £ F, s FHde &

20 XHABRERW, THAEE—ATFitEIRTHE,

R bprik ¢4+t EMIEFRAEEHANMATFEH. ATM. PDA. G2.5
BHixE&. GIBFHIXE, NAEMEFCPUN KRS, AXFHAEAHIH
IBHRREFIMESE . REBBAERES, RZAEFMAFEZ4%X08¢
BoRE., AP REOFSFTLEOKFRARFELY, HFEFHF. F

25 B, BEFTUAMBIER, LT ARELSE—RER, 2EMNBRE
SERENAHERLEA.

BRARXE LB T K G mF ALk KA EAT G KA
BlHIT T I mPE R Fe I, 2R RFIRBARAR] R, RAR, EAFR
BEARAERGEAT, TAST KR A#FTENE X omP L)z,

30 AKIAEEAG UL FTARFA)EZRRE.

49 Petitioner Exhibit 1002-1520



01812009. 1 w BB B M 551/24 50

43 Petitioner Exhibit 1002-1521



F2/24 0

5]

BT

Wi

\_‘ 02

B

B RE

3+

Y

pome e e w—— — —— —— —— >

SOd/LAd %8

r

01812009. 1

mcw\

@ll

60C
./

Petitioner Exhibit 1002-1522

44

[LEXES

NId ¥
FHUL-+estAly
CEENES1



01812009. 1 WO T M $3/24 51

F o6
300

4

PRS2
310

h 4

kA DA+ S
320

A

PIN%Z 4 fiH 55l
330

\

Applet{FF
340

Lo {FERIE 48
350

XX 5 FE R
360

SR
37

45 Petitioner Exhibit 1002-1523



F4/24 0

5]

BT

Wi

01812009. 1

14
VAL Al T = mmvk I
1 | T
e B — — L
g\ At
244 M% 0~ e~
3 [PAIME 3
2 \ REMU oA A
N OVLEHE N M\..Nv \ \\ U L
lu\. B N \ _.@v}W Ve oy
o v \ / h\/omv
ey 11ddy GH% S dLd-- By Lev
| T EwEw \ Zey
3 TfheAmg mmmm p
P I .gwwmt
ﬂ#l\\ T 9%\\
R P
Ei8:18:5

A%

Petitioner Exhibit 1002-1524

46



01812009. 1 WO T M ¥5/24 91

BWRIRL -~ o
’E%ﬁ%ﬁ 3 B
FAFID
O§ TAC fJ fJ
<\ 3 51D . ~18
N~ ’g @ a4, ﬁéi;
2| & B REAE IR
Bl —— - @ ——— <z
EX £
e
g B
Lg <
3 B E
R~ 2
;W
I
.
h\m
Q
T
L;v
Ok
2 o))
= (8 %
~ L/

KFTF

a7 Petitioner Exhibit 1002-1525



H6/24 00

5]

BT

Wi

01812009. 1

9>

P09~ 229~ \8@

v (PddVEA)
o B WENY 109

7 EKme
PARE
/
1
/
]
!
! a
| I§
| ®
N
O
v T BieS
|
__ 0e9) (119 (B ROVL)
\ : U ES A 848
\ o/ _
/ 1
\ Y SIS 059 @

N 09 L

Petitioner Exhibit 1002-1526

48



BT1/24 0

E

5]

BT

Wi

01812009. 1

oL~ QFM \Qﬁ
M ( E&.«mw_o y

\\\v %Wﬂ. WEHY 102

i __WE

o) A% X
p
g B L 'ER4
4 0 HRBH s0L
KIRL Q \ ,
AR = 474
XL ﬂw (M HovL) SRR \g\@
g
W i e
S o B _
\ S5 0SL)  (oy)
N 204 EL

Petitioner Exhibit 1002-1527

49



$8/24

E

5]

BT

Wi

01812009. 1

3

5

808~ -
2RV 2
“ WE R
i B Y
|
| (8
oVl AT oi8 ,
(00 Y TI@\ FRHEET
_ [ ey WHBEH g (008
, 08—
-
WY S B (e
e |l B @ | mswem
HE%Y
P 4 108"

Petitioner Exhibit 1002-1528

50



01812009. 1 WO T M $9/24 91

219
¥
=
Rip
=4
/// ™3
: B3 |
2 BriE | | &as
e
IH S
3| = S I3t Ee T B E o
w & > &
L 4 )
T &/ L1
‘ cg,o’:’i’a) e
& 5 o
s LR 8
U B
> & 3
# 2
o %
& =
C§> A

i
\-g09

o Petitioner Exhibit 1002-1529



01812009. 1 o T M $10/24 51

_ 1007
B e AU .
Q'_zof 1A% IR 5558
\-1008 EFiFRKAFRE
1010
1367 &5
HEZ S

1004\
BB A R T L

1001
AU o

1101\ 1 23 45678 910111213
sT: 0(7)5(8)2(9)7(3)8 8 1 4 1
JoNOHOYOLRRED

1100

B 11

o Petitioner Exhibit 1002-1530



F11/24 51

K

T

Wi

01812009. 1

2H ar |6
2 a| e
T a2 ¢l A
B E B EWLY |, 2E ar |9
¥ REEFansng 2 ar s
2 ar|v
€1 [05z€y2i689 @ m/
062} |1z ¢ v sols60lee al (¢
— } 0 68/88v€cl QI |1 WHEUE
0L LUdSWY | "¢l 2l 1101 68Z9SvEct 7 WO OB T sk 'S
.............. i It ¢ AL
Noﬁ*,. 2 s0zL v \ ............... -
T~_50zl i €42052EVZLB89 | "
€1L0SZTEVZ 1689 021 ¥E2I Uid YeL
W -0z /( #EH
...................... ozl et
2:E/00S : () HeL
086} : B HOL K =X o ooy Bt oL
1689 : fzt YeL =K 8 SLEVBZIOVEZY ‘% S
o¥ Z 2:1aos
Y X 9
¥ g B
/ M&M ¥ y'y
| 2¥ €
€ 186210vc2D |2 s B3
oz L LE0BS0ZERT il TRl

loLe8L9GveC!

Petitioner Exhibit 1002-1531

53



F12/24 00

s I I

Wi

01812009. 1

PEI

[eAIMg D :m.mU< F/N P‘#

@
@@ 0.6 @u
@“@
@ [PAIMG [t £ Tr YY

SRAN

Qe

[AIMS [l A LYK

[oAIMg D IOVLY 8

0]0]10]0]0, @@@ @oo
® @ ol
®

. [BAIMS fil L LYK

eElf¥

[PAIMG D EROVIV

@ @@@
m@%o%:ow
® % ® ©°

[PAIMG [u] LA X YK

Petitioner Exhibit 1002-1532

54



B T F13/24 51

Wi

01812009. 1

uel 5

lenms [ :meL VB
®QO 9g°
® oo
OO0 odo
0) ®
@e®

@ [ONMS 1] LA Tr YK

3¢l 3

———

Jel =

S ] e
®0Q w@m
® @ 209
® O oo
® @
®®O

oO0EE

[BAMS [i1 Lt Fr YK

[OAIMG

(] - neL v i

OMOLEE 20200
® ®

©
01000
®

OOV

[OAMS [u1] FATREXK

otl B

loAMG
[] e v

@ @@@

[ONMS [t LA THENK

Petitioner Exhibit 1002-1533

55



01812009. 1 o T M H14/24 51

poc}

0

K14

-~ Petitioner Exhibit 1002-1534



01812009. 1 o T M H15/24 51

()
Voo

()

E15c &15d

- Petitioner Exhibit 1002-1535



01812009. 1 o T M H16/24 51

W oy W

Kl15¢e

- Petitioner Exhibit 1002-1536



w1 M $17/24 08

01812009.1
- 1615
Q=== -C'l
l {
: EHEEE {
| |
K1611
7 /-1609
ESINE B2
/"~\\ 1
/ PHudE1
(=] B
viln
\
813 Sy
IPHiHE 2 ADSL #53%
Swivel #148 y 1607
U7 5] B% By Swivel | Swivel
- 1 &6
BB L TS RRRES 1630~
i f
! 1623 y;
S /B HsMSHN
ot T T
R ] R
W&
1601— 1604
K16

o Petitioner Exhibit 1002-1537



$18/24 11

K

T

Wi

Petitioner Exhibit 1002-1538

01812009. 1

L0L}
BEGE L L1
AR SNSHE s,
-] of B ,
e O I -7 THEARENY
i Bl — BBy BYES h Ry — 20
NId
AT OR LR 2t A 0%
[PAIMS [PAIMG @ %«MW%M ormg 1..®|4 [eAIMg
33 1Sav \ SN
(€ / g
/ \
y { \ y
L x2eaY ! \ LUK
\ ]
\ /
\ /
\ /
\ /
— [ N ey .“
||| | e | |wmgE| |
1 \ ______
B 1 B 4
P CB 3R 6 M3 NId ek s
osst— U eamg o
2021

60



01812009. 1 o T M $19/24 51

Vg
/ \
(\:a:ﬂaem ]
1813 ‘-I’
Swivel 1807
18235 |— ot
j AR
1822
ZHESMSHIN
EERSFRBE
///
B3 "
e |7 lem——"
wal
1801- \-1804
K18

o1 Petitioner Exhibit 1002-1539



01812009. 1 o T M $20/24 51

1923

£ HL-POBISSL

B 883 i B 2 B 3 Swivel | ¢-1907

REURE 3

=)=
1901

K19

69 Petitioner Exhibit 1002-1540



01812009. 1 o T M H21/24 51

2 iBL-POEYSSL

B Bl I R T R Swivel 5‘2007

BB %5

2023 )

R P EAL
2022j

H
2001

& 20

63 Petitioner Exhibit 1002-1541



$22/24 51

E

K

T

Wi

01812009. 1

17
SFNJ \::N
By XATYA
LEELTE \ke (e < REFEHEUY
BransmgswseEg( fF-------- > 1SS M WHAOd TR T Rt
1 0212
gt
p RYUKE ol £THR B
1012-|  1eums
2512
ovie — =N 0cke
o€l / N
L x 2 b { war
soiz-l__ #% \ \_
‘e S
oviz 0cle ~=
J—
Clesgus| |
EN\"H !
swz—

Petitioner Exhibit 1002-1542

64



$23/24 0

K

T

Wi

01812009. 1

KA T 22 00 2 M
= 23 0E %1 werg wds &

[ 5 %2 L A ¢

NHEHE
B 2 of B [oAmg

b\.\lu (XONI'T) & 4 8 2 %7 5d(d0-D)
\ﬂ\\ % TENAWYYE (B
i , ,

|
_
[
“
bt LB LU L B _
_
_
_
|
|
_

S T G Carw S— T Gup e ST N D VG GG S ——— W —

(H¥HN) SIS

HE A EPAMS]E 5 1t
5 MR &) G PAMS g Yy

(1SS) B %t
S IRPM B
NASV/11/18av i &

\“iozz

Petitioner Exhibit 1002-1543

65



$24/24 51

K

T

Wi

01812009. 1

(1SS0t
VI M Z LHE

(18)& %
WG PN 2

BFRMYT

(uresg wids )
siegt | EAW M

HRMYT

L0€2
-\

(ISS)EH
o W6 18 OO Zoi BH 5L

(1SS)33r
Y M Zid

Petitioner Exhibit 1002-1544

66



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
24341 7590 04/10/2023
Morgan, Lewis & Bockius LLP (PA) OUSSIR, EL MEHDI
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ARTONIT PAPERNUMBER |
3685
DATE MAILED: 04/10/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/893,514 02/09/2018 Paresh K. Patel 104402-5026-US 4668

TITLE OF INVENTION: REFUND CENTERS FOR PROCESSING AND DISPENSING VENDING MACHINE REFUNDS VIA AN MDB ROUTER

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 07/10/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3 Petitioner Exhibit 1002-1545
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

24341 . 7590 . 04/10/2023 Certificate of Mailing or Transmission

Morgan, Lewis & Bockius LLP (PA) I hereby certify that this Fee(s) Transmittal is being deposited with the United
; States Postal Service with sufficient postage for first class mail in an envelope
1400 Page Mill Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Palo Alto, CA 94304-1124 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)|
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

15/893,514 02/09/2018 Paresh K. Patel 104402-5026-US 4668

TITLE OF INVENTION: REFUND CENTERS FOR PROCESSING AND DISPENSING VENDING MACHINE REFUNDS VIA AN MDB ROUTER

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $480 $0.00 $0.00 $480 07/10/2023
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
OUSSIR, EL MEHDI 3685 705-050000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [Missue Fee [IPublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via Patent Center or EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

4 Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken

[ Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

M| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
Petitioner Exhibit 1002-1546
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/893,514 02/09/2018 Paresh K. Patel 104402-5026-US 4668
| EXAMINER |
24341 7590 04/10/2023
Morgan, Lewis & Bockius LLP (PA) OUSSIR, EL MEHDI
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ART UNIT PAPERNUMBER |

3685

DATE MAILED: 04/10/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
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Detailed Action
Notice of Pre-AIA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA.

This communication is in response to Applicant’s response filed on January 30, 2023 in
response to Examiner’s Non-Final Office Action filed on September 30, 2022.

The information disclosure statements filed on September 16, 2022 and October 19, 2022
have been considered.

Claims 11, 16, 18-19, and 21-28 are pending. All other claims are cancelled.

Reasons for allowance

Claims 11, 16, 18-19, and 21-28 are allowed.

Applicant’s arguments filed on January 30, 2023, pages 6-8, regarding claim rejections
under 35 U.S.C. 112 have been fully considered and are persuasive. The claim rejections are
withdrawn.

All previous rejections and response to arguments are incorporated entirely herewith.

The claims overcome all objections and rejections.

The claims are novel over prior art because the claims are not obvious in light of the prior

art. Although the claims capture different limitations that can be found in various references

individually; the limitations as a whole would not be deemed obvious.
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Some of the closest art related to the claims include U.S. Patent Application Publication
2015/0235202 to Zabala, U.S. Patent Application Publication 2015/0154579 to Teicher, U.S.

Patent 9547859 to Patel et a., and U.S. Patent Application Publication 2016/0086145 to Tsutsui.

Zabala teaches a device in communication with a vending machine to perform cashless
payments. A user can utilize a mobile device to establish a connection with the vending machine
and purchase a product from the phone and have the vending machine dispense it.

Zabala teaches receiving a request for a cash payment; transmitting the request to an
authorizing server distinct from the mobile device; receiving from the authorizing server an
authorization message authorizing the cash payment; in response to receiving the authorization
message, receiving a user selection of a payment accepting machine distinct from the mobile
device; transmitting from the mobile device to the payment accepting machine an electronic
command including one or more... payment accepting machine- dependent conditions, wherein a
first of the one or more... payment accepting machine-dependent conditions comprises a. ..
button or control at the payment accepting machine must be engaged; Abstract, at least
Paragraphs 0004, 0042 and Figures 1, 8, 11, and 16.

Zabala does not explicitly disclose time dependent condition for the transaction; however,
a transaction that is completed is understood that it is completed within a predetermined time
otherwise the transaction is not processed. Zabala does not specifically disclose that the button
must be activated within a predetermined time; however, because Zabala teaches a button is
pressed in order to allow for the item to be dispensed, it is understood that said pressing is done

within a predetermined time.
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U.S. Patent 9,547,859 to Patel el al. is directed to a device with one or more processors,
memory, and two or more communication capabilities obtains, from a payment module, an
authorization request via a first communication capability (e.g., Bluetooth). The device sends, to
a server, the authorization request via a second communication capability distinct from the first
communication capability (e.g., cellular or WiFi technology). In response to sending the
authorization request, the device obtains, from the server, authorization information via the
second communication capability. After obtaining the authorization information, the device
detects a trigger condition to perform a transaction with a payment accepting unit associated with
the payment module. In response to detecting the trigger condition, the device sends, to the
payment module, at least a portion of the authorization information via the first communication
capability.

Patel does not teach transmitting from the mobile device to the payment accepting
machine an electronic command including one or more time-dependent and payment accepting
machine- dependent conditions, wherein a first of the one or more time-dependent and payment
accepting machine-dependent conditions comprises a predefined time or time period by which a
button or control at the payment accepting machine must be engaged; displaying the one or more
time-dependent and payment accepting machine- dependent conditions on a display of the
mobile device; at the payment accepting machine: receiving the electronic command and the one
or more time-dependent and payment accepting machine-dependent conditions from the mobile

device.
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U.S. Patent Application Publication 2016/0086145 to Tsutsui teaches a voucher ticket
system and method of use employing a bill validator installed into any suitable automated
machine, including an Automated Teller Machine (ATM), a gaming machine, etc. The bill
validator is integrated with a bill reader, a voucher ticket reader, a reader for acquisition of
electronic voucher ticket information from a portable computing device, a printer, and other
supporting peripheral devices. The voucher ticket system includes a secured communication link
with a host account manager serving a plurality of electronic money accounts. The method
includes steps of receiving a value of electronic money or identification information associated
with the electronic voucher ticket with account information associated with the electronic money
account and sending the received value of the electronic money or the identification information
of the voucher ticket to an upper control section of the one of the gaming machine and the ATM

for completion of a financial transaction.

Further searches including non-patent literature and foreign references have been carried
out. However, the references found and those cited fail to disclose the claim limitations of claim
11 as a whole. The combination of references to teach the claimed limitations would not have

been obvious to one of ordinary skill in the art before the effective filing date of the Application.

The references relied upon throughout prosecution, cited, and the newly cited references
fail to disclose:

A method, comprising: at a mobile device:

receiving a request for a cash payment; transmitting the request to an authorizing server

distinct from the mobile device;
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receiving from the authorizing server an authorization message authorizing the cash
payment;

in response to receiving the authorization message, receiving a user selection of a
payment accepting machine distinct from the mobile device;

transmitting from the mobile device to the payment accepting machine an electronic
command including one or more time-dependent and payment accepting machine- dependent
conditions, wherein a first of the one or more time-dependent and payment accepting machine-
dependent conditions comprises a predefined time or time period by which a button or control at
the payment accepting machine must be engaged;

displaying the one or more time-dependent and payment accepting machine- dependent
conditions on a display of the mobile device;

at the payment accepting machine: receiving the electronic command and the one or more
time-dependent and payment accepting machine-dependent conditions from the mobile device;

determining that the one or more time-dependent and payment accepting machine-
dependent conditions are met, including determining that the button or control at the payment
accepting machine has been engaged within the predefined time or time period; and

in response to the determination that the one or more time-dependent and payment

accepting machine-dependent conditions are met, issuing the cash payment.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to EL MEHDI OUSSIR whose telephone number is (571)270-0191.

The examiner can normally be reached on M-F 9AM - 5PM.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Neha W. Patel can be reached on 571-270-1492. The fax phone number for the
organization where this application or proceeding is assigned is 571-270-1191.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

If you would like assistance from a USPTO Customer Service Representative or access to
the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

Sincerely,

/EL MEHDI OUSSIR/
Primary Examiner, Art Unit 3685
04/03/2023
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Are mobile payments the smart cards of the aughts?

Author: Jacob, Katy
Publication info: Chicago Fed Letter 240: 1-4. Federal Reserve Bank of Chicago. (Jul 2007)
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Abstract (summary): During the 1990s, payment industry analysts, policymakers, and academics predicted an
eminent "smart card revolution" as providers began to use closed-loop trials and focus groups to test different
types of cards. In the current decade, a new payment revolution is being hyped that combines two subsets of
mobile commerce -- mobile payments and mobile banking. Today, smart cards and mobile payments are
gaining popularity simultaneously as payment providers seek to capitalize on the information-sharing
capabilities of mobile and chip-based payments that are not available in paper or magnetic stripe payments.
Due to the many ways that mobile phones are integrated into consumers' daily lives, there is potential to avoid
the pitfalls of the past experience with smart cards in developing a robust business model around mobile
payments. It is important to note that while the mobile phone might be the most obvious initial channel for large-
scale adoption of a new payments infrastructure, it need not be the only channel.
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Links: i
Full text:
Headnote

This article compares the much anticipated but ultimately stalled smart card revolution of the 1990s with the
current expansion of mobile payment platforms, and asks how mobile payments fit into the larger payment

system.

In the past few years, payment networks and banks have begun to follow in the footsteps of start-up companies
and offer mobile platforms, meaning in-person or remote payments via a mobile phone or other mobile device.
Is this just another overhyped trend (like smart cards in the 1990s), a real payments revolution, or something in
between? In short, are mobile payments the smart cards of this decade?

During the 1990s, payments industry analysts, policymakers, and academics predicted an eminent "smart card
revolution" as providers began to use closed-loop trials and focus groups to test different types of cards. Smart
cards look like credit cards but utilize a microchip to store identification and transaction information. The most
famous smart card trial was the 1996 Olympic Games, when Visa developed a smart card for use at 1,500
merchants inside Atlanta's Olympic stadium. Consumers were not inclined to embrace smart cards, given the
other payment options available, especially because they were accepted in only a limited number of locations.
Smart cards never took off in the general marketplace during the 1990s, and they remained in the trial phase
because of ongoing challenges related to infrastructure, marketing, standardization, and profitability.

A decade later, we are just beginning to see the adoption of contactless chip cards using radio frequency
identification (RFID) technology. All of the major card networks and many large financial institutions have rolled
out contactless products. Some very large merchants, such as McDonald's and Wal-Mart, have invested in
RFID infrastructure. More than 40,000 U.S. merchant locations accept contactless payments. Analysts estimate
that there are 27 million contactless cards in the U.S. today.1 Eleven years after the first major trial, smart cards
finally seem to be gaining some traction.

In the current decade, a new payments revolution is being hyped that combines two subsets of mobile
commerce-mobile payments and mobile banking. Mobile payments are defined as "any payment where a
mobile device is used to activate and/or confirm the payment."2 A variety of solution providers, payments
processors, and other institutions can offer mobile payments. Mobile banking, on the other hand, remains the
exclusive domain of financial institutions that have a deposit relationship with a consumer. While mobile banking
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services can enable mobile payments, the reverse is not true.

Each subset of mobile commerce is predicted to grow exponentially in the marketplace. Some analysts predict
that, globally, mobile payments will be worth $55 billion in 2008.3 But as with smart cards, while mobile
payments have gained ground in Asia and Europe, they have notin the U.S. There are a number of reasons for
this, including regulatory, market, technological, and cultural differences. First of all, the existing electronic
payments infrastructure in the U.S. is expensive to replace, especially for merchants. In some cases, countries
with less developed electronic payment systems have been able to move more quickly into mobile payments.
Moreover, in some developing economies, such as those in the Caribbean and South Africa, the lack of
telephone land lines brought more consumers into the mobile market faster.

At the same time, the U.S. wireless market is fairly atypical in the world in its complexity. There is no one set of
standards for the high number of firms and networks involved in the wireless market, which can impede
innovation and interoperability in different areas of the country. In Japan, on the other hand, NTT DoCoMo is
dominant in the mobile market and was able to use its very large market share to influence merchants and
financial services companies. Further, this telecommunications company also directly owns its own payment
platforms to facilitate commerce, which would generally be a more difficult proposition within the regulatory
environment in the U.S. In addition, largely because of legacy pricing structures, American consumers have
been slower to adopt short messaging service (SMS) communication (mobile phone text messaging) than their
counterparts overseas, and SMS is a critical part of many mobile payment systems.

How do mobile payments work?

There are two ways to think about mobile payments. One involves the phone as a chip carrier, wherein a
computer chip using near field communication (NFC) technology is built into the phone.4 The other option
integrates payments into the phone's software, enabling a consumer to use the phone as a virtual "mobile
wallet." For in-person or proximity payments, consumers use the phone to make a purchase at a point-of-sale
terminal that is equipped to handle the payment. Remote payments utilize SMS, wireless application protocol
(WAP) ,9 or a proprietary solution integrated into the phone's software to initiate payments that do not require a
point-of-sale terminal.

Many mobile trials in the U.S. have focused on remote payments, and some financial services companies have
begun to relay financial information to customers using SMS. Some ftrials have utilized a chip-based model. In
order to provide banking functionality, such as account balance checks, consumer alerts, and payment
verification, most providers use an Internet-browser-based solution or proprietary software to connect to the
bank's network. Depending on the structure, both proximity and remote payments might require a consumer to
be connected to the financial system in some way, through a deposit account, credit card account, or debit card
account. The advent of prepaid cards, however, enables some consumers to access these types of mobile
payments without having bank accounts or credit histories.6

The promise of mobile payments

The number one reason given for the predicted rise of mobile payments is the prevalence of mobile phones
coupled with consumers' willingness to adopt new mobile functionality. Globally, there are over 2.5 billion mobile
phone users, surpassing Internet or personal computer users. In the U.S., there are more than 230 million
wireless subscribers, and there are high users of mobile phones across all income levels.

To be successful, any new payment form needs a large customer base and a high volume of transactions. The
mere prevalence of mobile phones does not necessarily mean that enough consumers will embrace them as
payment instruments. Mobile payments are in their infancy, and while consumers currently see their potential
value, it is difficult to gauge their inherent value. Research suggests that consumers need more exposure to
mobile payments possibilities before we can understand the factors driving adoption. Because of its high mobile
phone usage, the youth market has been touted as the cohort that will catapult mobile payments into the
financial mainstream. One survey found that, in the past year, more than 10% of respondents made a purchase
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with a mobile phone, while a slightly higher number made a personto-person (P2P) payment with a mobile
device. The same survey found that those aged under 25 purchase digital content for their phones, while those
aged 25-34 are more likely to use phones to transfer funds.7

Importantly, although mobile payments represent another payment choice for consumers-who are estimated to
make 58 individual payment choices each month-these payments often rely on traditional funding and
settlement systems.8 In fact, many current U.S. mobile payment trials, especially those focused on proximity
payments, are dependent on the existing magnetic-stripe-card-based infrastructure. In these cases, the mobile
phone becomes a device through which consumers access payment card accounts, and arguably, no real
payment substitution takes place. On the other hand, at some point in the future, a chip placed in a phone or
another device could become the primary way that consumers access credit or prepaid accounts, eliminating
the need for a physical card.

Payment trials and tribulations

There is a parallel between today's mobile payment trials and the smart card trials of the 1990s. Analysts agree
that our legacy payments infrastructure represents one of the biggest obstacles to mobile payments. Because
these new payment systems have had limited exposure, there is a lack of large-scale data sets to facilitate
comparisons with other payment forms. It is also difficult to infer U.S. usage from international experience
because of market differences, as discussed earlier. Understandably, companies involved in limited trials are
unwilling to make significant infrastructure investments when it is not clear how consumers will react. Payment
providers also typically assume that merchants will bear the costs of the new infrastructure, while merchants
need to be convinced of the benefits accruing to them before making such investments.

Ironically, it is in part due to the ways that the smart card and mobile payment frials have been developed that it
is difficult to gauge consumers' adoption of the new payment methods. Most of these trials have occurred in
closed-loop or limited-scope systems and, by definition, test only one distribution method (phone or card) rather
than several simultaneously. When consumers are out of the "trial zone" or away from areas that allow remote
payment functionality, they are not able to use the payment devices. In the 1990s, limited consumer appetite,
infrastructure costs, and uncertainty over issues such as standards, security, and customer relationships kept
companies from moving forward with their smart card plans.

There is now a synergy between the mobile and chip worlds. As multiple mobile payment trials are in process,
there are also an increasing number of chip-based card trials among major firms. Thus, mobile payments are
not rising up in a vacuum-RFID/NFC chip platforms are simultaneously gaining ground as the networks and
large financial institutions tentatively accept the possibility of moving to chip-based payments. For example,
Wal-Mart's decision to require its top suppliers to put RFID tags on shipping crates has been influential, even
though some suppliers balked at the $0.25 to $0.30 cost per tag. Further, the existing RFID infrastructure at the
merchant level, while small, reduces a key initial hurdle for mobile payments adoption.

Multiple industries are needed to make a new mobile payments infrastructure a reality. Obviously,
telecommunications firms have a significant role to play, as do software and hardware companies, banks,
merchants, and networks. Because of the large number of players, analysts question who will be "in charge" of
mobile payments in the future: Who will deal directly with the customer, absorb the risk, pay for the
infrastructure, and foster innovation? And how will revenues be divided to ensure that the cost to the consumer
is sufficiently attractive?

Some analysts argue that banks play the most crucial role in the equation and that mobile payments will never
truly take off without an effective mobile banking platform. But this is one payment form that banks can't
exclusively dominate. They need the cooperation of phone companies that are looking for new ways to
differentiate themselves in a crowded market. As banks compete with each other for similar customers, so do
phone companies. However, they are not necessarily vying for the same set of customers. Mobile companies
have high penetration rates among unbanked and lower-income households whom banks find hard to reach,
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while phone companies might be able to lure higher-income customers who would be willing to switch from
Internet payments to mobile payments.

Is there a "killer" mobile application?

Mobile holds a significant advantage over contactless cards in the area of paperless two-way communication.
Card-based models do not allow for the sending, receiving, and presenting of information, as mobile devices do.
Internet payments made via personal computer are most similar to mobile payments in this regard, but currently
require more cumbersome hardware. As we enter the age of the Apple iPhone and similar devices, it becomes
clear that mobile phones now have the ability to operate as small-scale computers. Some mobile payment
platforms involve specific downloaded software, and NFC chips can carry a substantial amount of data.
Moreover, as technology advances with innovations such as WiMAX,9 Internet connections through mobile
devices will become faster and more readily available.

Because of the efficient electronic payment mechanisms in the U.S., mainstream consumers might be
interested in mobile payments for reasons beyond payments per se. It is not always necessary to be able to pay
for anything from anywhere anytime, but consumers might find great utility in being able to send and receive
financial information from the same device that they use to make payments. As behavioral economists are quick
to point out, many consumers like to budget their purchases. One of the benefits of using mobile payments is
that it facilitates recordkeeping to help consumers stay within budget. For example, some prepaid card
companies have begun offering a text message service to consumers who would like to be notified of each
transaction. This type of real-time account recordkeeping can be especially beneficial for consumers with low
balances or those who are sharing accounts with family members.10 Moreover, merchants can derive value
from the information exchange made possible through the mobile phone or device by developing loyalty
programs and targeted marketing campaigns.

Itis this interconnected functionality that makes mobile payments unique. A mobile payments platform can
integrate payments, banking, and real-time two-way data transmission. The same cannot be said of cash,
checks, or cards. However, most mobile trials have been siloed into remote payment pilots that direct
consumers through existing payment networks and utilize SMS to relate information or chip-based trials that
enable proximity payments. A "killer" application might allow consumers to use both, as well as provide
recordkeeping software for budgeting purposes and other appealing features that consumers would embrace.
Unfortunately, the very aspect of mobile payments that makes them appealing carries risk. While firms can use
twoway authentication and other security measures, consumers and merchants might be wary of mobile
payments in a system where data are broadcast over airwaves and are at risk of interception. Surveys show
that consumers would prefer to receive mobile payment offers from banks rather than third party processors or
phone carriers, perhaps because of security concerns or familiarity.11 The incorporation of successful security
measures that are not burdensome will be important to mobile payment business models. Companies that can
capitalize on a "trusted source" reputation might ultimately be more successful in this space.

Conclusion

Today, smart cards, which debuted unsuccessfully in the 1990s, and mobile payments are gaining popularity
simultaneously as payment providers seek to capitalize on the information-sharing capabilities of mobile and
chip-based payments that are not available in paper or magnetic stripe payments. Due to the many ways that
mobile phones are integrated into consumers' daily lives, there is potential to avoid the pitfalls of the past
experience with smart cards in developing a robust business model around mobile payments.

It is important to note that while the mobile phone might be the most obvious initial channel for large-scale
adoption of a new payments infrastructure, it need not be the only channel-unless the infrastructure that is
eventually built is specific to one form of payment. In the future, we may look back and see that the specific
focus on mobile phones or smart cards was limited in scope. A new payments evolution may be realized by a
nexus of networks, financial institutions, and technology providers that can ensure a safe, reliable, convenient,
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and ubiquitous chip-based payment platform-be it via a mobile phone, RFID tag, contactless card, or another,
as yet unforeseen, payment instrument.

Sidebar

Mobile commerce is predicted to grow exponentially in the marketplace. Some analysts predict that, globally
mobile payments will be worth $55 billion in 2008.

Sidebar

Research suggests that consumers need more exposure to mobile payments possibilities before we can
understand the factors driving adoption.
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DETAILED ACTION

This action is in response to the initial filing filed on October 10, 2022. Claim 1 was filed. A
preliminary amendment was filed on July 12, 2023. Claim 1 was cancelled. Claims 2-21 were added.

Claims 2-21 have been examined and are currently pending.

Notice of Pre-AlA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Allowable Subject Matter

Claims 2-21 are allowed subject to the examiner’s amendment described below.

An examiner’s amendment to the record appears below. Should the changes and/or additions
be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure
consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview with Benjamin

Pezzner, Reg. 70,711 on July 24, 2023.

EXAMINER’S AMENDMENT

The application has been amended as follows: Please amend claims 2-3, 7, 16, and 20-21 have

been amended.
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2. (Currently Amended) A method, comprising:

at a mobile device including a display, one or more processors, a communications unit, and
memory:

transmitting via the communications unit of the mobile device an identifier corresponding to a
retail machine to a server and receiving from the server an electronic communication including one or
more promotional offers;

displaying on the display of the mobile device the one or more promotional offers;

detecting selection of a respective promotional offer of the one or more promotional offers;

receiving, via the communications unit, notification information from the retail machine
associated with provision of a product erservice by the retail machine for a user of the mobile device;

in response to receiving the notification information:

capturing, with a camera or scanner of the mobile device, an image or scan associated with the
product erservice provided by the retail machine, the image or scan including a code; and

transmitting to the server via the communications unit of the mobile device the code and the
notification information; and

in response to transmitting the code and the notification information to the server:

receiving, via the communications unit, promotion validation information from the server
indicating the respective promotional offer has been applied; and

displaying on the display a confirmation that the respective promotional offer has been applied.

3. (Currently Amended) The method of claim 2, wherein the product erservice that was provided is part

of a transaction associated with the user of the mobile device, and further wherein the promotion

validation information includes promotion validation information with respect to the transaction.
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7. (Currently Amended) The method of claim 2, further comprising, before detecting selection of a
respective promotional offer, receiving the one or more promotional offers based at least in part on

particular products erservices offered by the retail machine.

16. (Currently Amended) The method of claim 2, further comprising, in response to receiving the
notification information:

providing a prompt instructing the user of the mobile device to confirm that the product e+
service was provided; and

capturing the image or scan in response to the prompt.

20. (Currently Amended) A mobile device, comprising:

a display;

a communications unit;

one or more processors; and

memory storing one or more programs to be executed by the one or more processors, the one
or more programs comprising instructions for:

transmitting via the communications unit of the mobile device an identifier corresponding to a
retail machine to a server and receiving from the server an electronic communication including one or
more promotional offers;

displaying on the display of the mobile device the one or more promotional offers;

detecting selection of a respective promotional offer of the one or more promotional offers;

receiving, via the communications unit, notification information from the retail machine

associated with provision of a product erservice by the retail machine for a user of the mobile

device;
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in response to receiving the notification information:

capturing, with a camera or scanner of the mobile device, an image or scan associated with the
product erservice provided by the retail machine, the image or scan including a code; and
transmitting to the server via the communications unit of the mobile device the code and the
notification information; and

in response to transmitting the code and the notification information to the server:

receiving, via the communications unit, promotion validation information from the server
indicating the respective promotional offer has been applied; and

displaying on the display a confirmation that the respective promotional offer has been applied.

21. (Currently Amended) A non-transitory computer readable storage medium storing one or more
programs, the one or more programs comprising instructions, which, when executed by a mobile device
with a display, a communications unit, and one or more processors, cause the mobile device to perform
the functions of:

transmitting via the communications unit of the mobile device an identifier corresponding to a
retail machine to a server and receiving from the server an electronic communication including one or
more promotional offers;

displaying on the display of the mobile device the one or more promotional offers;

detecting selection of a respective promotional offer of the one or more promotional offers;

receiving, via the communications unit, notification information from the retail machine

associated with provision of a product erservice by the retail machine for a user of the mobile

device;

in response to receiving the notification information:
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capturing, with a camera or scanner of the mobile device, an image or scan associated with the
product erservice provided by the retail machine, the image or scan including a code; and
transmitting to the server via the communications unit of the mobile device the code and the
notification information; and

in response to transmitting the code and the notification information to the server:

receiving, via the communications unit, promotion validation information from the server
indicating the respective promotional offer has been applied; and

displaying on the display a confirmation that the respective promotional offer has been applied.

The applicant’s invention discloses a mobile device with a display, processor(s), and memory:
identifies a retail machine configured for wireless communications based on broadcasted information
transmitted by the retail machine and including an identifier corresponding to the retail machine;
transmits the identifier to a server and receives from the server an electronic communication including a
promotional offer for products or services offered by the retail machine; displays the promotional offer;
detects selection of a promotional offer; receives a notification from the retail machine that a product or
service was provided by the retail machine for a user of the mobile device; transmits confirmation
information associated with the notification to the server, receives promotion validation information from
the server indicating validation of the promotional offer; and based on the promotion validation

information, displays information confirming application of the promotional offer.
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Claim 2 is allowed no prior art alone or in combination fails to teach or suggest or otherwise
make obvious, all the limitations comprising:

in response to receiving the notification information:

capturing, with a camera or scanner of the mobile device, an image or scan associated with the
product provided by the retail machine, the image or scan including a code; and

transmitting to the server via the communications unit of the mobile device the code and the
notification information; and

in response to transmitting the code and the notification information to the server:

receiving, via the communications unit, promotion validation information from the server
indicating the respective promotional offer has been applied; and

displaying on the display a confirmation that the respective promotional offer has been applied.

Independent claims 20-21 are allowable based on a similar rationale. Dependent claims 3-19 are

allowable based on the same rationale as the claims they depend.

The Examiner notes the applicant’s invention is directed to patent eligible subject matter under
35 U.S.C. 101. The additional limitations that when considered as an ordered combination
demonstrates a technologically rooted solution to a network-centric problem and amounts to
'significantly more' than an abstract idea. Additionally, the claims do not recite the performance of
some business practice known from the pre-Internet world with the requirement to perform in on the
Internet. The applicant has incorporated the features of a communications unit, mobile device, retail
machine, server, processors, scanner, and camera demonstrate the invention is rooted in computer
technology. Furthermore, the applicant’s specification discloses the following advantages of the

invention: “The payment processing system 100 harnesses the connectivity of the mobile device 104 to
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communicate with the payment module 124, which has neither a dedicated communication connection
nor a long-range communication transceiver. As such, the mobile device 124 acts as a relay between the
payment module 124 and the server system 108. Furthermore, leveraging the connectivity of the mobile
device 104 helps to keep costs down from the point of view of the operator of the automatic retail
machine 122.” (paragraph 0035) and “After obtaining the product code, the mobile device transmits
(1226) the product code to the server. In response to transmitting the product code, the mobile device:
receives promotion validation information from the server; and displays the promotion validation
information on the display, where the promotion validation information indicates whether the
respective promotion offer was validated. In some implementations, the mobile device 104 or a
component thereof (e.g., the product code processing module 242, Figure 2) either validates the
obtained product code or sends the obtained product code to the server 108 for validation. In some
implementations, the mobile device 104 or a component thereof (e.g., the information relaying module
244, Figure 2) sends the transaction completion notification or a portion thereof to the server 108
regardless of whether the user follows the prompt and the mobile device 104 ultimately obtains the
product code. In some implementations, the server 108 determines whether conditions for the
respective promotional offer have been based on the transaction and the product code. For example,
the server 108 determines whether the proper product code was obtained for the respective
promotional offer, whether the respective promotional offer has expired, whether the user has fulfilled
a buy N items get one free condition, whether the user has fulfilled cross-promotion condition, and/or
the like. In some implementations, the offer is validated and applied by the server 108 to the user’s

account.” (paragraph 0136).
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Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled "Comments on Statement of Reasons for Allowance."

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

USA Technologies Announces Cashless Solution to be Offered by Blackboard Inc., July 18, 2007,
Business Wire

The article is about permitting college students to use cashless payments at campus vending

machines. Additionally, the vending machines allow students to use a variety of payments options.

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to MATTHEW L HAMILTON whose telephone number is (571)270-1837. The examiner
can normally be reached Monday-Thursday 9:30-5:30 pm EST.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Waseem Ashraf can be reached on (571)270-3948. The fax phone number for the organization where

this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of published or unpublished applications may be obtained from
Patent Center. Unpublished application information in Patent Center is available to registered users. To
file and manage patent submissions in Patent Center, visit: https://patentcenter.uspto.gov. Visit
https://www.uspto.gov/patents/apply/patent-center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For additional
guestions, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like
assistance from a USPTO Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or

571-272-1000.

/MATTHEW L HAMILTON/
Primary Examiner, Art Unit 3682
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Notice

This translation is machine-generated. [t cannot be guaranteed that it is intelligible, accurate, complete, reliable or
fit for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation output.

DESCRIPTION CN106803175A

10 Snapshot mobile payment device, method and system

[0001]

14 This application is a divisional application based on the patent application with the application number
201280018719.7, the application date is February 16, 2012, and the invention title is "Quick shot mobile
payment device, method and system".

[0002]

20 This patent application publication document (hereinafter referred to as "the specification") describes the
inventive aspects leading to each new innovation (hereinafter referred to as the new invention technology
and/or new method) and contains the subject matter of copyright, mask work and/or other knowledge
Property Rights Protected Materials.

24 The respective owners of this intellectual property have no objection to the facsimile reproduction by anyone
of the patent disclosure document as it appears in published patent office files/records, but otherwise reserve all
rights.

[0003]

30 priority statement

[0004]

34 This application claims priority under 35 USC $119: Serial No. 61/443,624 filed February 16, 2011, entitled
"Mobile Capture Checkout Apparatus, Method, and System," Attorney No. P-42032PRV|20270 - U.S.
Provisional Patent Application for 127PV; Serial No. 61/512,248 filed July 27, 2011, entitled "Quickshot

Mobile Payment Apparatus, Method, and System," Attorney No. 10U801I£20t2_t7_0—175Pé/ ff?rb [_%.%.OPOrSVis%oggl
etiioner ExXniol -
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Patent Application ; U.S. Provisional Patent Application Serial No. 61/522,213 filed August 10, 2011, entitled
"Universal Mobile Payment Platform, Apparatus, Method, and System," Attorney No. 10US03|20270-
175PV2; and August 2011 The serial number of the application on the 25th is 61/527,576, the title is "Quipai
mobile payment device, method and system", and the US provisional patent application number is
10US02|20270-175PV1.

43 The entire teaching of the aforementioned application is hereby incorporated by reference.

[0005]

47technical field

[0006]

51 The present invention relates generally to devices, methods and systems for electronic purchase transactions,
and in particular, to Snapshot mobile payment devices, methods and systems ("SNAP").

[0007]

56 Background technique

[0008]

60 A customer transaction typically requires the customer to select a product from a display shelf or a website and
then check out at a checkout counter or on a web page.

62 Product information is usually selected from web catalogs or entered into point-of-sale terminals.

63In a physical retail environment, product information is automatically entered by scanning item barcodes at
point-of-sale registers with integrated barcode scanners, and customers are typically provided with multiple
payment options, such as cash, check, credit card or debit card.

66 Once payment is made and approved, the point-of-sale recorder stores the transaction in the merchant's
computer system and generates a receipt indicating that the transaction has been satisfactorily concluded.

[0009]

71 Description of drawings

[0010]

75 According to the inventive aspects of the present invention, the appendix and/or accompanying drawings
illustrate non-limiting examples according to various examples of the present invention, aspects of the
invention:

Petitioner Exhibit 1002-1586
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[0011]
81 1A-F show block diagrams illustrating example aspects of snap mobile payment based purchase transactions in

some embodiments of SNAP;

[0012]
86 2A-F show application user interface diagrams illustrating example features of the Snap Mobile Payment
application that facilitates Snap Mobile Payments, in some embodiments of the SNAP;

[0013]

91 3A-E show application user interface diagrams illustrating example features of the Snap mobile payment
application for capturing product barcodes, protecting user data, and preventing fraud, in some embodiments
of the SNAP;

[0014]

97 Figures 4A-D show data flow diagrams illustrating an example snap mobile payment process in some
embodiments of the SNAP;

[0015]
102 5A-E show logic flow diagrams illustrating example aspects of implementing Snap Mobile Payments, such as
Snap Mobile Payment Execution ( “SMPE” ) component 500, in some embodiments of the SNAP;

[0016]
1076A-B show logic flow diagrams illustrating example aspects of processing quick response codes, such as Quick
Response Code Processing ( “QRCP” ) component 600, in some embodiments of the SNAP;

[0017]
112 Figure 7 shows a user interface diagram illustrating an overview of example features of a virtual wallet

application in some embodiments of the SNAP;

[0018]
1178A-G show user interface diagrams illustrating example features of a virtual wallet application in shopping

mode, in some embodiments of the SNAP;

[0019] . -
Petitioner Exhibit 1002-1587
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1229A-F show user interface diagrams illustrating example features of a virtual wallet application in payment
mode, in some embodiments of the SNAP;

[0020]
127 Figure 10 shows a user interface diagram illustrating example features of a virtual wallet application in history
mode, in some embodiments of the SNAP;

[0021]
132 11A-F show user interface diagrams illustrating example features of a virtual wallet application in snap mode,
in some embodiments of the SNAP;

[0022]

137 Figure 12 shows a user interface diagram illustrating example features of a virtual wallet application in offer
mode, in some embodiments of the SNAP;

[0023]

142 13A-B show user interface diagrams illustrating example features of a virtual wallet application in security and
privacy mode, in some embodiments of the SNAP;

[0024]

147 Figure 14 shows a block diagram illustrating an embodiment of a SNAP controller.

[0025]

151 The number preceding each reference number within the figure indicates the figure in which the reference
number is introduced and/or elaborated upon.

153 Accordingly, a detailed discussion of reference numeral 101 will appear and/or be referenced in FIG. 1,
reference numeral 201 is introduced in FIG. 2, and so on.

[0026]

138 Detailed ways

[0027]
162 Snapshot Mobile Payment (SNAP)

Petitioner Exhibit 1002-1588
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[0028]

166 The snapshot mobile payment device, method and system (hereinafter "SNAP") converts the quick response
codes of merchant products generated in real time into transaction purchase notifications of card-based
virtual wallets through SNAP components.

169 1A-F show block diagrams illustrating example aspects of snap mobile payment based purchase transactions
in some embodiments of SNAP.

171 Referring to FIG. 1A, in some implementations, a user such as 101a-b may wish to purchase a product at a
merchant store such as 103a or at a merchant website such as 103b.

173 For example, at a merchant store, a user may scan the barcodes of multiple products (eg, 102a) on a point-of-
sale ("POS") terminal in the store, eg, 103a, and then indicate which scanned items the user wishes to
checkout.

176 In some implementations, the POS terminal generates, via a payment network, a quick response ("QR") code,
such as 105a, including information related to the scanned product item, and merchant information for
processing the purchase transaction.

179 A user using a user device such as a smartphone may capture an image of the QR code generated by the POS
terminal.

181 For example, the user equipment may have an application for quickly obtaining a QR code of the merchant's
product.

183 The user device may use the information extracted from the QR code, along with information about a virtual
wallet bound to the user device, to initiate a purchase transaction.

185 For example, the user device may use the product and merchant information extracted from the QR code and
financial payment information from the virtual wallet to create a purchase transaction request and submit the
request to a payment network (e.g., credit card processing network).

[0029]

191 In some implementations, the user device may use an alternative method of capturing a QR code to obtain
information from the POS terminal.

193 For example, the POS terminal may communicate to the user device via Bluetooth , Wi-Fi, SMS, text
messaging, email, and/or other communication methods the information required to submit a purchase

transaction request to the payment network.

[0030]

199 In some implementations, the user 101b may wish to checkout items stored in a virtual shopping cart on an
online store website, such as 102b.

201 For example, a user may browse the website using a secure display (eg, part of the user's trusted computing
device).

203 When indicating that the user wishes to checkout items in the virtual shopping cart, the website may provide a
QR code including information about the products and merchant information in the virtual shopping cart.

205 For example, in cases where the user uses a secure display, a QR code ma}gbet _(%l_is laye% ath a g;}ﬂ?é){)ﬂéOfg%(éﬂ
etiuoner ExXnioi -

03-03-2023 5



within the secure display for security purposes.

207 The user may take a snapshot of the displayed QR code and use payment information from a virtual wallet
associated with the user device to create a purchase transaction request for processing by the payment
network.

210 When the purchase transaction is complete, the payment network provides a purchase receipt, e.g. 107,
directly to the user device 106, the POS terminal in the store, and/or the secure display (for a secure online
shopping situation) as confirmation that the transaction processing is complete .

213 Accordingly, in some implementations the merchant can be shielded from obtaining the user's personal
and/or private information while processing the purchase transaction, while securing the user's virtual wallet

using a secure display presenting the merchant's product QR code. integrity.

[0031]

219 In various implementations, such payment processing can be used for a wide variety of transactions.

220 For example, a user dining at a restaurant may obtain a bill that includes a QR payment code that includes
details about the cost of the meal included in the bill, as well as the restaurant's merchant ID.

222 Without disclosing any financial or personal information about the user to the restaurant, the user can use the
user's smartphone to take a snapshot of the restaurant bill, and use the user's virtual wallet to pay the
restaurant bill.

[0032]

228 Referring to FIG. 1B, in some implementations, eg 110, a user 111 may wish to use the reverse snapshot
mobile payment process to checkout items stored in a (virtual) shopping cart in an (online) store, eg 112 .

230 For example, a user may use a secure display, such as 113, that is part of the user's trusted computing device,
or browse a website via a POS terminal in a brick and mortar store.

232 When indicating that the user wishes to checkout the items in the virtual shopping cart, the user may generate
(e.g., 114) via a mobile application on the user's mobile device connected to the user's virtual wallet, a
payment method, offer, reward, etc. for the user. , and/or QR code 115b for other information.

235 The user may provide the QR code displayed on the user's mobile device to a webcam (or other QR code
capture device and/or mechanism) installed on the trusted computing device (or POS terminal).

237 The user's trusted computing device or POS terminal can take a snapshot, e.g., 116, of the QR code generated
by the user's mobile device and create a purchase transaction request using the payment information from the
user-generated QR code for the payment network to process.

240 When the purchase transaction is complete, the payment network may provide a purchase receipt directly to
the user's mobile device, POS terminal in the store, and/or a secure display (for secure online shopping
situations) as confirmation that transaction processing is complete.

243 Thus, in some implementations, the user will be able to use the QR code generated by the user's mobile device
as a replacement for a plastic payment card (e.g., credit, debit, prepaid card), or as an alternative such as near
field communication, <img file="BDA0001213207600000051.TIF" he="67" img-content="drawing" img-
format="tif" inline="no" orientation="portrait" wi="137"/>, etc. and other financial information transmission

mechanisms. " o
Petitioner Exhibit 1002-1590
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248 In some implementations, the QR code can be representative of a one-time anonymous credit card number
(see, eg, description associated with FIG. 3B).

[0033]

253 In some implementations, the first user 121b may wish to pay the second user 121a some amount (or
equivalent, such as virtual currency, alternative currency, rewards, miles, points, etc.), such as P2P Snapshot
mobile payment 120 .

256 The second user 121a may generate a time-limited validity QR code, such as 122, including information about
the amount to be transferred and a privacy token/alias linked to the second user's financial account.

258 The second user may display the generated QR code to the first user (e.g., display the QR code to the first user
by holding the second user's mobile phone; send the QR code via email, social networking message, twitter,
etc.) . The first user takes a snapshot of the QR code, e.g. 123, using the first user's mobile phone, and uses the
amount, the second user's privacy token/alias linked to the financial account, and the QR code linked to the
first user's mobile phone A first user's virtual wallet to generate a purchase transaction request for processing
by the payment network. When the transaction is complete, the payment network may provide a transaction
notification receipt to the user who is a party to the transaction. In an alternative implementation, the two
users may share data encoded in the QR code via alternate methods of the QR code, including but not
limited to: Near Field Communication (NFC), Wi-Fi , Bluetooth , Cellular Web, SMS, email, text

messaging and/or other communication protocols.

[0034]

271In general, it should be understood that such tokens, aliases and/or treatments may be used to advantage in
various implementations of Stories mobile payment.

273 For example, a user wishing to participate in a reverse snapshot mobile payment process (see, e.g., FIG. 1B,
element 110) may generate a QR containing information about a handle to financial payment information
stored on a server of the payment network system code. For example, some implementations of QuickPay
mobile payments may generate and/or process handles using a payment token process similar to that
described in U.S. Application Serial No. 13/153,301, entitled "Payment Token Apparatus Method and
System" Similarly, the entire content is hereby expressly incorporated by reference. Additionally, in some
implementations, the handle may encode information in accordance with a compact messaging protocol,
such as in Serial No. 6,837,425, entitled "Concise Protocol and Method for Solving Substantially Offline
Messaging Between Portable Consumer Devices and Base Devices" described in U.S. Patents, the entire
contents of which are expressly incorporated herein by reference. In some Reverse Snap mobile
implementations, the user may provide the QR code containing the handle and displayed on the user's
mobile device to a webcam (or other QR code) installed on a trusted computing device (or POS terminal)
capture device and/or mechanism). A computing device or POS terminal trusted by the user may obtain a
snapshot, e.g., 116, of the QR code generated by the user's mobile device and provide a handle extracted
from the QR code to the merchant server for a purchase transaction request processed by the payment
network . To process the purchase transaction using the handle, the merchant server may generate a card

authorization request (such as further described in the discussion below with reference to FIG. 4A ) an
PehhonerExhﬂMt1002 1591
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provide the card authorization request to the payment network. When the purchase transaction is completed,
the payment network may provide a purchase receipt directly to the user mobile device, the POS terminal in
the store, and/or the secure display (e.g., for a secure online shopping situation) as a transaction using the

handle Acknowledgment that processing is complete.

[0035]

297 In some implementations, a user warning mechanism can be built into the Kuaipai mobile payment purchase
transaction processing flow.

299 For example, in some implementations, the merchant server may embed a URL specific to the transaction into
the card authorization request. For example, in some implementations, the POS terminal, remote device,
and/or desktop computer may embed the URL in optional layer 3 data in the card authorization request. The
URL may point to a web page stored on a merchant server dedicated to the transaction that is the subject of
the card authorization request. For example, the web page pointed to by the URL may include details about
the purchase transaction, such as products purchased, cost of restocking, time expiration, status of order
processing, and the like. Thus, by passing the URL of the webpage to the payment network, the merchant
server can provide the payment network with details of the transaction. In some implementations, the
payment network may provide notifications to the user, such as payment receipts, transaction authorization
confirmation messages, shipping notifications, and the like. In such a message, the payment network may
provide the URL to the user device. The user can navigate to the URL on the user's device to obtain alerts
about the user's purchases, as well as other information, such as offers, coupons, related products, reward

notifications, and the like.

[0036]

315 In some implementations, multiple users may participate in a group payment via Snap Mobile Payment to
split a tender, eg, 130 .

317In some implementations, one of the users 131a may obtain a snapshot (eg, 132) of a QR payment code (eg,
134) generated at a POS terminal, eg, 133 (or, eg, presented on paper such as a meal bill). The user may in
turn generate a QR split payment code containing information about the amounts into which the payment
has been split. The user 131a can present the decomposed payoff QR code 135 to other users 131b-c, and the
user 131b-c can obtain a snapshot, e.g., 136, of the decomposed payoff QR code. In some implementations,
the user 131b-c may reimburse user 131a via the payment network for payment of the original QR code, or
the user 131b-c may make direct payment to the merchant via the decomposed reimbursement QR code
(e.g., When the user 131a takes a snapshot of the merchant's QR code, no payment processing occurs
immediately). In some implementations, the merchant may provide the split-pay QR code directly to the

users 131a-c.

[0037]

330 In some implementations, group mobile payments may be enabled by using an alternative communication

mechanism, rather than using QR codes. . o
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332 For example, in some implementations, the POS terminal 133 may communicate with the users 131a-c using a
communication protocol such as Bluetooth . The POS terminal can establish an independent
communication session with each user serially or in parallel. Through these separate communication sessions,
the POS terminal may transmit the product and/or merchant data required by the user's device to generate
individual purchase transaction processing requests. Thus, through these separate communication sessions,
the POS terminal can break down group reimbursements associated with users 131a-c into individual
payment amounts.

[0038]

342 Referring to Figure 1C, in some implementations, for authentication/verification purposes, as well as to
provide digital permission to disclose personal and/or private information, Snap Mobile Billing can be used.

344 For example, a user 142 visiting his/her doctor 143 may be required to provide formal permission to disclose
personal information (eg, medical records) to the doctor. The doctor's terminal (eg, 144) may generate a QR
code containing the doctor's digital credential and information about the type/content of the requested user's
medical record. The user can take a snapshot of the QR code through the user's mobile device. The user's
mobile device can generate a request for record release from the QR code and serve as verification that the
request was obtained from a personally trusted device, such as the user's mobile device. In an alternative
implementation, the user can select the personal information that the user would like to disclose to the
medical provider, and the user's mobile device can generate a QR code for the doctor's terminal to take a
snapshot to retrieve the user's medical information. In some implementations, the QR code can also include
payment information (eg, the user's payment account information, or the doctor's acquirer information) and
information about the controlled release of personal information.

[0039]

358 In some implementations, SNAP can facilitate P2P transactions by pre-populating a changeable QR payment
code, such as 150.

360 For example, a first user with a public profile page (eg, 151 ) can place an image of a QR code in the public
profile, eg, 152 . For example, the QR code may include a predetermined payment amount for a purchase
transaction initiated by taking a snapshot of the QR code. In some implementations, the predetermined
amount can be $0 (eg, $0 QR payment code). The second user can use the mobile device to capture a
snapshot of the QR payment code, and can set the amount the second user wants to pay the first user through
the second user's mobile device. The second user's mobile device can provide the payment network for
transaction processing with the information encoded within the QR code and the payment amount selected
by the second user.

[0040]

371 It should be understood that the various aspects of Snap Mobile Payment described herein may be used for
any controlled exchange of information and/or payment.

373 For example, referring to FIG. 1D , in some implementations, a user may obtain a pallryl—iper—view ro&ra

m
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such as 160, through QuickPai mobile payment. For example, a television display may provide an
advertisement including program information (eg, 162 ) and a QR payment code for obtaining the program
content, eg, 161 . The QR code includes information identifying the program information, as well as
information identifying the television subscriber account information, television address, and the like. The
user can take a snapshot of the QR code and provide the information embedded in the QR code along with
the user's mobile device information (eg, subscriber account number linked to the user's virtual wallet,
payment account information, etc.). When the payment information is processed by the payment network,
the payment network can provide an indication that the payment is complete to the television programming
provider, and the television programming provider can stream the programming content to the user's
television. As another example, a similar flow can be used for in-flight entertainment, such as 170, where an
on-board screen can provide program information 172 and a QR payment code 171 for the user to snap for
in-flight entertainment initiation. As another example, billboards, wall hangings, posters, in-store
advertisements, temporary fences, etc., such as 180, may include offers for products/services, as well as QR
codes including merchant information and product information identifying purchase quantities, etc. The
user can snap a snapshot of the QR code with the user's mobile device linked to the user's virtual wallet to
purchase the product and/or service, and, if appropriate, the product can be exchanged directly with the
payment network as The purchase information specified as part of the purchase request sent by the user's
mobile device is shipped to the user's address. As another example, a newspaper, such as 185, may include
offers, advertisements, job postings, etc., containing QR codes, such as 186, containing information necessary
for a user to initiate a purchase transaction using a payment network. It should be understood that any aspect
of implementing the Snapshot mobile payment discussed in the implementations herein, and/or their
equivalents, may be used in any other implementations discussed herein and/or their equivalents.

[0041]

399 Referring to Figures 1E-F, in some implementations, the data required to process a purchase transaction can
be provided by methods that replace QR codes, including but not limited to: Near Field Communication
(NFC), Wi-Fi , Bluetooth , Cellular Web, SMS, email, text messaging and/or other communication
protocols.

403 For example, in some implementations, a user shopping online through a web browser executing on a client
device, such as 190, may wish to pay for the purchase of items from an online store website (eg, 191). The
website may include user interface elements that a user can activate to initiate shopping checkout and
payment. When the user activates the user element, the client displaying the online shopping site may provide
a message to the merchant's server to initiate a secure purchase transaction. A merchant server running the
online shopping site may establish a secure connection (eg, a secure socket layer connection) to a payment
network server of a payment network (eg, 192). And, the payment network server can establish a secure
connection to the client. For example, the client may include a secure I/O chip that only allows a secure
connection to be established between the client and the payment network server of the payment network.
Through a secure connection, the payment network server may provide instructions to the client to request
the user to launch the virtual wallet mobile application on the user's user device, see eg FIG. 1F, 196 . The
client may thus provide a request to the user to launch the virtual wallet mobile application on the user's user

device (eg 193). When the user launches the virtual wallet mobile application on the user device, the user
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device and the client can establish a secure connection with each other (eg, via Bluetooth , Wi-Fi, cellular,
etc.). In some implementations, the client and user equipment can be preconfigured to rapidly establish the
secure communication channel with each other. Through the secure communication channel, the client can
provide data to the user's mobile device, or vice versa, to facilitate initiation of the purchase transaction. The
virtual wallet application on the user's mobile device (or client) can then generate a purchase transaction
initiation message and provide this message to the payment network server for processing the purchase
transaction. When the transaction processing is completed, the payment network server may provide a
payment completion notification to the client, such as 197 in FIG. 1F, or to the user equipment.

[0042]

427 2A-F illustrate application user interface diagrams showing example features of the Snap Mobile Payment
application that facilitate Snap Mobile Payments, in some embodiments of the SNAP.

129 Referring to FIG. 2A , in some implementations, a user may wish to checkout one or more items stored in a
virtual shopping cart on an online merchant website. For example, a user may use a browser application, eg,
201, to visualize a checkout page, eg, 202, of the merchant website. The checkout web page can describe the
details of the checkout order, such as 203, and can provide the user with one or more options to provide
payment for the purchase of stored items. In some implementations, the checkout web page can include an
option to pay for the purchase using the Snap Mobile Payment process, eg, 204 .

[0043]

38 Referring to FIG. 2B, in some implementations, when the option to use the snapshot mobile payment process
is selected, the merchant checkout webpage, such as 206, may provide a QR code, such as 209, through the
browser application 205, which includes information about the virtual Information about the items in the
shopping cart and merchant information for the payment network to process the purchase (eg, a private
token/alias linked to the merchant's acquirer financial account).

443In some implementations, the web page can be displayed by a secure display of the user's trusted computing
device. For example, as a security measure, the position of the QR code frame within the display, such as 207,
can be randomly changed to prevent snapshots of the QR code from being obtained by fraudulent means (eg,
tampering with the trusted computing device). In some implementations, a security image pre-selected by the
user, such as 208, can be displayed on the screen so that the user can verify that it is accurate. In some
implementations, the image can be encrypted by SNAP before the image is provided to the trusted
computing device. In some implementations, the trusted computing device may be the only device holding
the decryption key needed to decrypt and successfully display the image to the user on the secure display.

[0044]

454 Referring to Figure 2C, in some implementations, such merchant product information including QR codes
may be used by point-of-sale ("POS") terminals, such as 210a-b.

456 For example, in a brick-and-mortar store, when the user indicates that they wish to check out for items in the

's physical shoppi t, the POS terminal displ R code, such as 211a-b, which includes th
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payment amount for the purchase, such as 212a-b. For example, the QR code may include data formatted
according to Extensible Markup Language ("XML"), such as the following example data structure:

[0046]

463 Referring to Figure 2D, in some implementations, a user can use a smartphone (eg, 213) to obtain a snapshot
of the QR code displayed on a secure display or screen of the POS terminal.

465 For example, the user's smartphone can run on it to detect and capture an application, e.g., 214, of the QR
code (e.g., 216a).

467 For example, the user can use a registration feature, such as 215, to register the QR code within the
smartphone's display. In some implementations, the application can provide the user with the ability to zoom
in (eg, 217) or zoom out (eg, 218) the QR code to ensure that the image of the QR code fits the size of the
smartphone's screen. The user will be able to use a user interface element such as 219 to obtain a snapshot of
the QR code when it is QR coded within the smartphone's display. The user can cancel the snap mobile
payment process using the user interface element 220 on the display of the smartphone.

[0047]

476 Referring to Figure 2E, in some implementations, when a snapshot of the merchant's product QR code is
obtained, the user's smartphone can extract the product and merchant data stored within the QR code and
use the The account number of the user's virtual wallet is used to generate a purchase transaction request for
processing by the payment network.

480 Upon completion of processing the payment transaction by the payment network using information provided
by the user's smartphone, merchant website 222 (via the browser application 221 ) may provide the user with
a purchase receipt 225 . Referring to FIG. 2F , in an implementation in which the user uses the snapshot
mobile payment process in a physical store, the POS terminal can display a purchase receipt for the user. In
some implementations, the payment network can provide the buyer's receipt directly to the user's

smartphone.

[0048]

189 3A-E show application user interface diagrams illustrating example components of the Snap mobile payment
application for capturing product barcodes, securing user data, and preventing fraud, in some embodiments
of the SNAP.

192 Referring to FIG. 3A | in some implementations, an application executing on a user's device may include an
application interface that provides the user with various features. In some implementations, the application
can be configured to recognize a product identifier (eg, barcode, QR code, etc.), such as 301 . For example,
the application can be configured to capture merchant product QR codes for Snapshot mobile payment
processing, as discussed above with reference to Figures 2A-F. In some implementations, the user may be
required to log in to the application to activate its features. Once activated, the camera can provide the user
with an in-person one-tap-to-buy feature. For example, the client device may have a camera through which

the application can acquire images, video data, stream live video, etc., eg 303 . The a Elica_tic_)n may be
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configured to analyze input data and retrieve (eg 301 ) product identifiers, eg 304 , such as QR codes 209,
211a-b, 216aand 227 . In some implementations, the application can overlay crosshairs, target boxes,
and/or similar alignment reference marks, such as 305, so that the user can use the reference marks to align
the product identifier, thereby aiding in the identification and identification of the product identifier. explain.
In some implementations, the application may include an interface element to allow the user to toggle back
and forth between the product identification mode and the product offer interface display screen (see, e.g.,
306) so that the user can research exactly what is available to the user before capturing the product identifier.
transaction. In some implementations, the application can provide the user with the ability to browse
previous product identifier captures (see, eg, 307 ) so that the user will be able to better decide which product
identifier the user wishes to capture. In some implementations, the user may wish to cancel the product
purchase; the application may provide the user with a user interface element (eg, 308) to cancel the product
identifier identification process and return to the previous interface screen the user was originally using. In
some implementations, the user may be provided with information about products, user settings, merchants,
offers, etc., such as in a list form (see, eg, 309 ), so that the user can better understand the user's purchase
options. Various other features may be provided in application (see eg 310).

[0049]

518 Referring to FIG. 3B, in some implementations, the application may include an indication of the user's
location (eg, name of the merchant store, geographic location, information related to aisles within the
merchant store, etc.), such as 311 .

521 The application may provide an indication, eg 312, of the amount due for the product purchase. In some
implementations, the application can provide the user with various options to pay for the purchase of the
product. For example, the app may use GPS coordinates to determine the merchant's store where the user is
located and direct the user to the merchant's website. In some implementations, SNAP may provide APIs to
directly engage merchants to assist in transaction processing. In some implementations, a tagged merchant's
SNAP application can be developed with SNAP functionality that can directly connect the user to the
merchant's transaction processing system. For example, a user may select from a plurality of cards (eg, credit
cards, debit cards, prepaid cards, etc.) from various card providers (eg, 313). In some implementations, the
application may provide the user with an option to pay for the purchase amount using funds contained in the
user's bank account, such as checking, deposit, money market, current account, etc. (eg, 314). In some
implementations, the user can set default options through the application to set which card, bank account,
etc. to use for the purchase transaction. In some implementations, the setting of such default options may
allow the user to initiate the purchase transaction via a single click, tap, swipe, and/or other corrected user
input action, such as 315a. In some implementations, when the user uses this option, the application can use
the user's default settings to initiate the purchase transaction. In some implementations, the application allows
the user to use other accounts (eg, Google checkout, Paypal account, etc.) to pay for the purchase, eg,
316 . In some implementations, the app allows the user to pay for the purchase using reward points, airline
miles, hotel points, electronic coupons, printed coupons (e.g., by capturing printed coupons in a similar
manner to product identifiers), etc. Transactions, eg 317-318. In some implementations, the application
provides an option to provide quick authorization, eg, 319, before initiating the purchase transaction. In

some implementations, the application can provide a progress indicator to provide an indication of the
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progress of the transaction after the user has selected an option to initiate the purchase transaction, eg, 320 . In
some implementations, the app can provide the user with historical information, eg, 321, about the user's
previous purchases made through the app. In some implementations, the app can provide the user with
options to share information about the purchase with other users (e.g., via email, SMS, wall post on <img
file="BDA0001213207600000131.TTF" he="66" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="257"/>, tweet on Twitter , etc.) and/or Controlling information shared with
merchants, acquirers, payment networks, etc., to process the purchase transaction, e.g., 322.

549 In some implementations, the application may provide the user with an option to display product
identification information captured by the client device (eg, to display the product information to a customer
service representative upon leaving the store), such as 324. In some implementations, the user, application,
device, and/or SNAP may encounter errors in processing. In this case, the user will be able to chat with a
customer service representative (eg VerifyChat323) to resolve difficulties during the purchase transaction.

[0050]

557 In some implementations, the user may choose to use a one-time anonymous credit card number for the
transaction, see eg 315b.

559 For example SNAP may use a set of pre-specified anonymous card details (see eg "AnonCard1",
"AnonCard?2"). As another example, a SNAP might generate a set of one-time bearer card details, eg in real
time, to securely complete a purchase transaction (eg Anon It 1X). In such an implementation, the
application may automatically set the user profile settings so that any personally identifying information of the
user will not be provided to merchants and/or other entities. In some implementations, the user is required to
enter a username and password to activate the bearer feature.

[0051]

568 Referring to FIG. 3C , in some implementations, the user interface elements of the Stories mobile payment
application may advantageously be configured to provide the user with the ability to utilize custom payment
parameters with a minimum number of user gestures applied to the user's mobile device. Ability to process
purchases.

s72 For example, a user may be provided with overloaded user interface elements, such as 325-326. For example,
if the user has a QR payment code within the view of a camera included in the user's mobile device, the user
can activate element 325 to take a snapshot of the QR code and use predetermined default settings to process
the purchase based on the QR code . However, if the user wishes to customize payment parameters, the user
may activate user interface element 326 (eg, press and hold continuously). In doing so, the application may
provide a pop-up menu, eg, 327, that provides various payment customization options, such as those
previously provided. For example, the user can drag the user's finger to the appropriate setting that the user
likes, and release the user's finger from the touch screen of the user's mobile device to select that setting for
payment processing. In alternative implementations, the payment settings options, such as 330, and QR
capture activation buttons, such as 328a-b (such as 328b may provide even more settings than those displayed
in the initial screen) may be combined with windows (such as 329 ) together in the user interface for

capturing the QR code by the mobile device's camera. In an alternative im]éler_nentation, the user's maobhile
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device can generate a hybrid QR code payment setup graphic, and the POS terminal (or user's trusted
computing device) can capture the entire graphic for payment processing.

[0052]

589 Referring to Figure 3D, in some implementations, a user may advantageously be able to provide user settings
in a device that generates a QR code for a purchase transaction, and then capture the QR code using the
user's mobile device.

592 For example, a display device of a point-of-sale terminal may display a checkout screen, such as a web browser
running on a client, eg 331, displaying a checkout web page, eg 332, of an online shopping website. In some
implementations, a checkout screen may provide user interface elements, such as 333a-b, by which a user
may indicate a desire to use Stories Mobile Payment. For example, if the user activates element 331a, the
website can generate a QR code using the user's default settings and display the QR code (eg, 335) on the
client's screen for the user to capture using the user's mobile device. In some implementations, the user can
activate a user interface element, such as 333b, whereby the client can display a pop-up menu, such as 334,
with additional options from which the user can select. For example, the website may provide the user with
options similar to those discussed above in the description with reference to Figures 3B-C. In some
implementations, the website can modify the QR code 335 in real time as the user modifies the settings
provided by activating the user interface element 333b. Once the user has modified the settings using the pop-
up menu, the user can capture a snapshot of the QR code to initiate the purchase transaction.

[0053]

607 Referring to FIG. 3E , in some implementations, SNAP can provide a user interface to the user to modify the
user's snap mobile payment settings.

609 For example, the SNAP may provide a web interface, such as 341. For example, a user can use the web
interface to modify the security settings, eg, 342, of the user's virtual wallet. For example, the user can browse
a list of trusted devices, such as 344, through which the user can access the user's virtual wallet. In some
implementations, the web interface can provide user interface elements to add trusted devices, such as 343 .
The web interface may also provide users with additional security options. For example, the user can set a
security password (e.g. 345), change settings regarding when the user should be asked before authorizing a
purchase transaction (e.g. 346), the type/style of representation of the security feature (e.g. 347), and the
Security image (eg 348) on the terminal used in Snapchat mobile payment. In various implementations, the
user can access other services including modifying user profile, account number, account preferences, adding
cards, getting offers and coupons, locating ATM machines, and the like.

[0054]

622 Figures 4A-D show data flow diagrams illustrating an example snap mobile payment process in some
embodiments of the SNAP.

624 Referring to FIG. 4A, in some implementations, a user such as 401 may wish to purchase a product, service,

offer, etc. ( “Product” ) from a merchant such as 403 through the merchant's online site or the merchant's
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store. A user may communicate with a merchant server, e.g., 403, through a client, such as, but not limited to,
a personal computer, mobile device, television, point-of-sale terminal, kiosk, ATM, etc. (e.g., 402). For
example, a user may provide user input (eg, checkout input 411 ) into the client indicating that the user
wishes to purchase a product. For example, a user in a merchant store may scan a product barcode for a
product with a barcode scanner at a point-of-sale terminal. As another example, a user may select a product
from a web catalog on a merchant website and add the product to a virtual shopping cart on the merchant
website. The user may then indicate that the user wishes to checkout the items in the (virtual) shopping cart.
The client may generate a checkout request, eg 412, and provide the checkout request (eg, 413) to the
merchant server. For example, the client may provide the merchant server with a (secure) Hypertext Transfer
Protocol ("HTTP(S)") GET message including product details in the form of data formatted according to
Extensible Markup Language (XML). The following is an example HTTP (S) GET message for a merchant

server including a checkout request in XML format:

[0056]

641 In some implementations, the merchant server can obtain the checkout request from the client and extract the
checkout details (eg, XML data) from the checkout request.

643 For example, the merchant server may use a parser, such as the example parser discussed below with reference
to FIG. 14.

645 The merchant server can extract the product data as well as client data from the checkout request. In some
implementations, the merchant server may query (e.g., 414) a merchant database (e.g., 404) to obtain
product data (e.g., 415), such as product pricing, sales tax, offers, discounts, rewards, and/or other
information to process the purchase trade. For example, the database may be a relational database responsive
to Structured Query Language ("SQL") commands. The merchant server may execute a hypertext
preprocessor ("PHP") script that includes SQL commands to query the database for product data. A list of
exemplary PHP/SQL commands illustrating the substantive aspects of querying a database is provided below:

[0058]

655 In some implementations, in response to obtaining the product data, the merchant server may generate (eg,
416a) a QR payment code and/or secure display element according to the user's security settings (see, eg,
358).

658 The merchant server can provide the QR code to the client so that the client can display the QR code, and
then the user can use the user's device to capture the QR code to obtain merchant and/or product data for
generating a purchase transaction processing request .

661 In an alternative implementation, the merchant server may direct the client to communicate via an alternative
communication protocol such as, but not limited to, Wi-Fi , Bluetooth , cellular network, SMS, email,
and/or the like. The product and/or merchant data required to process the transaction to the user's device.
For example, the merchant server may direct the client to initiate a plug-in on its system to provide an
alternative communication service and transmit the product and/or merchant data to the user's device via the

communication service.
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[0059]

670 In implementations using QR codes, the merchant server may generate a QR code containing product
information and merchant information required by the payment network to process the purchase
transaction.

673 In some implementations, the QR code may include at least information required by the user device capturing
the QR code to generate a purchase transaction processing request, such as a merchant identifier (e.g.,
merchant ID number, merchant name, store ID, etc.) and The session identifier for the user's shopping
session associated with the store's website/store.

[0060]

680 In some implementations, the merchant server can generate in real-time a custom, user-specified merchant
product XML data structure with a time-limited validity period, such as the exemplary "QR_data" XML data
structure provided below:

[0062]

686 In some implementations, the XML data may include handles, aliases, tokens, or pointers to information
stored on the payment network server, rather than encoding all the actual data needed to initiate the
transaction for encoding into the QR code Information can advantageously be minimized.

689 In some implementations, the merchant can use the XML data to generate a QR code.

690 For example, the merchant server can use the PHP QR Code Open Source (LGPL) library available at
http://phpqrcode.sourceforge.net/ for generating QR codes, 2D barcodes.

692 For example, the merchant server may issue PHP commands similar to the exemplary commands provided
below:

[0063]

697 < ?
698 PHP

[0064]
702 header ('Content-Type: text/plain’);

[0065]

706 //Create OR code image using data stored in Sdata variable

[0066] . -
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710 QRoode::png(Sdata, 'qxcodeimg.png’);

[0067]

714 ¢

715 >

[0068]

7191In an alternative implementation, the merchant server may provide (eg, 416b) XML data with the request to
the payment network server (eg, 406) to generate the QR code.

721 For example, the merchant server requests the generation of a QR code using an API call to the payment
network server.

723 The payment network server may generate a QR code for the merchant server, eg, 416¢, and provide (eg,
416d) the QR code to the merchant server.

725 For example, the payment network server may encode information provided by the merchant into the QR
code, and may also advantageously include security information, time validity information, digital certificate
information, bearer shipping messages, QR code generation/processing payment information, etc. encoded
into that QR code.

[0069]

732 In some implementations, the payment network server provides the merchant server with encryption keys (eg,
Rivest-Shamir-Adleman (RSA) private/public keys, digital certificates).

734 The merchant can use the encryption key to encrypt the custom, user-specific merchant product XML data
structure to generate encrypted purchase data (eg, using the RSA algorithm).

73 The merchant server can then encode the encrypted data into a QR code. In various embodiments, the
payment network server may advantageously employ this scheme to authenticate the merchant for any
transaction processing request related to the user-merchant shopping session.

[0070]

742In some implementations, the user device can be provided with a predesigned QR code associated with a
verified, pre-authenticated merchant.

744 For example, a user may browse an online website on the user's device. The user device may generate an
HTTP(S) GET request for a web page from a web server. In some implementations, the web server can
generate a query for an advertisement to display on the web page in response to the user device's request for
the web page. For example, a webpage server may retrieve a database or provide a request to an ad network
server (eg, Akamai) to serve advertisements for embedding in the webpage. In some implementations, the ad
network server may use keywords, metadata, etc. obtained from the webpage server (e.g., keywords or
metadata associated with the webpage, user profile information, user ID, from the user's browsing history

from cookies on that user's device, etc.). The advertising network may use the keyword to generate a giuer% of
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a database of advertisements associated with the keyword, and may obtain the advertisement to offer. In some
implementations, the ad network server may provide (e.g., via an API call) information about such
advertisements (e.g., merchant name, merchant ID, product name, product price information, related offers,
etc.) to the payment network server . The payment network server may generate a QR code based on
information provided by the ad network server so that a user device may take a snapshot of the QR code to
initiate a communication with the QR code (e.g., provided to the payment network server by the ad network
server) A purchase transaction of associated goods and/or services. The ad network server can provide the
QR as part of the advertisement to the web server, which in turn can embed the advertisement including the
QR code into the web page before serving the web page to the user device. In an alternative implementation,
the ad network server/web server may transmit the URL or other identifier of the QR code (final) to the user
device, and the user device may use the URL of the QR code (e.g., hosted on the payment web server) to
generate a call (eg HTTP(S) GET request) to obtain the QR code and display it for the user.

[0071]

767In some implementations, the merchant server can provide the QR code to the client, eg, 417.

768 For example, the merchant server may provide a hypertext markup language ( “HTML” ) page including

references to the QR code image and/or secure element image, such as the following exemplary HTML page:

[0073]
772 In some implementations, the client can obtain the QR payment code (eg, 417) and display the QR code (eg,

418) on a display screen associated with the client device.

775 In some implementations, a user can use a user device, such as 405, to capture a QR code presented by the

client device for payment processing.

777For example, the user may provide a payment input into the user device such as 419. In various

implementations, user input may include, but is not limited to, a single tap of a touchscreen interface (e.g., a
single tap mobile app purchase embodiment), keypad entry, swiping a card, activating RFID-enabled/
Hardware devices with NFC (e.g., electronic cards with multiple accounts, smartphones, tablets, etc.), mouse
clicks, button presses on joysticks/game consoles, voice commands, single taps/clicks on touch-sensitive
interfaces Multi-touch gestures, touching user interface elements on touch-sensitive displays, and more. For
example, a user device may obtain tracking data from a user card (e.g., credit card, debit card, prepaid card,
charge card, etc.), such as the exemplary tracking data provided below:

[0075]

788In some implementations, the user device can determine whether an image has been captured describing the

QR code.

790 Depending on whether a QR code has been captured, and (optionally) also on the content of the QR code,

the user device may redirect the user (e.g. via a web browser application executing on the user device) to: a
product, a merchant website , products on the merchant's website, the website, and include commands to

add items to the user's shopping cart associated with the website, etc.
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794 For example, a user device may execute a component such as the exemplary quick response code processing
("QRCP") component 600 described below with reference to the discussion of FIGS. 6A-B.

[0076]

799 In some implementations, when user payment input is obtained and the QR code is captured, the user device
can generate a card authorization request 420 for provision to the payment network server (e.g., if the QR
code includes a purchase coupon, offer, send invoices, personal payments from another virtual wallet user,
etc.).

803 For example, the user device may provide a card authorization request (eg 421 ) on behalf of the user, an
HTTP(S) GET message (eg 406 ) including product order details for payment to the web server, in the form
of data in XML format. The following is an exemplary HTTP(S) GET message for the payment network
server including a card authorization request in XML format:

[0078]

s10In some implementations, the card authorization request generated by the user device may include the
minimum information required to process the purchase transaction.

s12 For example, this can improve the efficiency of communicating the purchase transaction request, and can also
advantageously improve the privacy protection provided to the user and/or merchant.

s14 For example, in some implementations, the card authorization request may include at least a merchant ID, a
session 1D for the user and merchant's shopping session, and a device ID of a user device (eg, a smartphone)
linked to the user's virtual wallet. In some implementations, the QR code and message sent to/from the QR
code capture device may include a source ID (e.g., an identifier of the device that generated the QR code),
session 1D, merchant ID, item ID (e.g., model number) , the checkout amount, and/or the transaction device

ID (eg, the user's smart phone device).

[0079]

823 In some implementations, the card authorization request may be provided by the merchant server or point-
of-sale terminal rather than the user device.

825 In some implementations, a security-desiring user may request a payment network server via the user device
to dynamically generate the primary account number that will be used with the user in the purchase

transaction.

[0080]

831 ("PAN", for example, a credit card number) along with the Card Verification Value Code (dCVVTM).

832In response, the payment network server may generate a dCVV  code (e.g., using random number
generation, an MD5 hash of an input key, which may be generated using a user ID, merchant ID, session D,
timestamp, combinations thereof, etc.), and The user provides a session specific dCVVTM code to use with

the user's PAN number. For example, session-specific dCVV  codes may have an expiration time (e
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expire within one minute from issue). The user device can communicate the PAN and dCVV (eg, via
Bluetooth , NFC, Wi-Fi, cellular, QR code, etc.) to the point-of-sale terminal, which can create a card
authorization request. For example, the user device may generate a QR payment code with the PAN and
dCVV numbers embedded therein, and the point-of-sale terminal may snap a snapshot of an image of the
QR payment code generated by the user device. The point-of-sale terminal can then generate and provide the
card authorization request to the payment network server. The payment network server may then compare
the dCVV obtained from the merchant to the dCVV provided to the user device before the purchase
transaction was initiated to confirm the transaction. If the dCVV codes from the two sources (payment
network server and merchant) correspond correctly to each other, then the payment network server can

continue processing the purchase transaction.

[0081]

849 In some implementations, the card authorization request from the user device may include encrypted data
extracted from the QR code, which may have been encrypted by the merchant server as part of a merchant
authentication scheme.

852 In some implementations, the Pay Network Server may obtain encrypted data from a card authorization
request provided by a user device and attempt to decrypt the encrypted data, for example, using an RSA
private/public key that the Pay Network Server initially provided to the merchant The keys used by the server
to encrypt the purchase data before embedding in the QR code are complementary. If the payment network
server is able to decrypt the purchase data, the merchant is authenticated as a valid merchant. In some
implementations, the payment network server can compare the purchase data decrypted from the card
authorization with the data provided by the user/user device to determine whether the data from these
different sources (user/user device, and merchant) are mutually correct. correspond. Thus, in some
implementations, the payment network server can authenticate the merchant and associate the merchant with
a particular user session or user device prior to processing the transaction.

[0082]

865 In some implementations, the payment network server may provide a notification to the user device that the
transaction was verified and approved for the transaction.

867 In an alternative implementation, the payment network server may continue transaction processing. In some
implementations, when the user is identified as being in a session with the merchant, the payment network
server may communicate with the user device to provide the user with additional features. For example, in
some implementations, the payment network server may provide communication with the user device (e.g.,
via an HTTP(S) POST message) to provide: the merchant's virtual storefront; A description of the
merchant's aisle, a list of related items, etc. (see, eg, Figures 8E-G and the following description of additional

embodiments).

[0083]

877 Referring to Figure 4B, in some implementations, the payment network server m%y Er)rocess the tr act1 to
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transfer purchase funds to an account stored on the merchant's acquirer.
sr9 For example, the acquirer may be a financial institution that maintains the merchant's account. For example,
the results of transactions processed by the merchant may be deposited into an account maintained by the

acquirer's server.

[0084]

885 In some implementations, the payment network server can generate a query, eg, 422, for the issuer server
corresponding to the payment option selected by the user.

ss7 For example, a user's account may be linked to one or more issuing financial institutions ("issuers"), such as
banking institutions, that issued the user's account. For example, such accounts include, but are not limited
to, credit cards, debit cards, prepaid cards, checking, deposit, money market, certificates of deposit, savings
(cash) value accounts, and the like. The publisher's publisher server, eg 408a-n, may hold user account
details. In some implementations, a database such as payment network database 407 may store details of
issuer servers associated with issuers. For example, the database may be a relational database responsive to
Structured Query Language ("SQL") commands. The payment network server may query the payment
network database for issuer server details. For example, the payment network server may execute a hypertext
preprocessor ("PHP") script including SQL commands to query a database for details of the issuer server. A
list of exemplary PHP/SQL commands illustrating the substantive aspects of querying a database is provided

below:

[0086]

901 In response to obtaining the issuer server query, eg 422, the pay network database may provide the requested
issuer server data to the pay network server, eg 423.

903 In some implementations, the payment network server can use the issuer server data to generate an
authorization for each issuer server selected based on the predefined payment settings associated with the
user's virtual wallet and/or the user's payment option input. request, such as 424, and provide card
authorization requests, such as 425a-n, to the issuer server, such as 408a-n.

907 In some implementations, the authorization request may include details such as, but not limited to, costs to
the user included in the transaction, user's card account details, user billing and/or shipping information, and
the like. For example, the payment network server may provide an HTTP (S) POST message including an
authorization request in XML format similar to the exemplary list provided below:

[0088]

914 In some implementations, the issuer server can parse the authorization request and based on the request
details can query a database, such as user profile database 409a-n, for data associated with the account linked
to the user.

917 For example, the publisher server may issue PHP/SQL commands similar to the examples provided below:
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[0090]

921 In some implementations, after obtaining the user data, eg, 427a-n, the issuer server can determine whether
the user can pay for the transaction with funds available on the account, eg, 428a-n.

923 For example, the issuer server may determine whether the user has sufficient balance remaining in the account,
sufficient credit associated with the account, and the like.

925 Based on this determination, the issuer server may provide an authorization response to the payment network
server, eg, 429a-n.

927 For example, the issuer server may provide an HTTP(S) POST message similar to the example above. In some
implementations, if at least one issuer server determines that the user cannot pay for the transaction with
available funds in the account, see, e.g., 430-431, then the payment network server may again request
payment options from the user (e.g., by providing an authorization failure Message 431 to user equipment
and request user equipment to provide new payment options), and retry the authorization of the purchase
transaction. In some implementations, if the number of failed authorization attempts exceeds a threshold, the
payment network server can exit the authorization process and provide an "authorization failed" message to

the merchant server, user device, and/or client.

[0091]

938 Referring to Figure 4C, in some implementations, the payment network server may obtain an authorization
message including notification of successful authorization, see eg 430, 433, and parse the message to extract
authorization details.

941 When it is determined that the user has sufficient transaction funds, the payment network server may generate
a transaction data record, such as 432, according to the authorization request and/or authorization response,
and store details of the transaction and authorization regarding the transaction in the transaction database.
For example, a payment web server could issue PHP/SQL commands similar to the following example listing

to store transaction data in a database:

[0093]

949 In some implementations, the payment network server can forward the authorization success message, eg,
433a-b, to the user device and/or the merchant server.

951 The merchant can take this authorization message and determine from it that the user has sufficient funds in
the card account to carry out the transaction.

953 The merchant server may add transaction records for the user to a batch of transaction data regarding
authorized transactions. For example, the merchant may append XML data about the user's transactions to
an XML data file, e.g., 434, including XML data for transactions that have been authorized for each user, and
store the XML data file in a database (e.g., merchant database 404) , for example 435. For example, a batch
XML data file could be of a structure similar to the sample XML data structure template provided below:

[0094]

961 < ?
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962 XML version="1.0" encoding="UTF-8"? >

[0095]

966 <merchant_data>

[0096]
970 <merchant_id>3FBCR4INC</merchant_id>

[0097]

974 <merchant_name>Books&Things, Inc.</merchant_name>

[0098]

978 <merchant_auth_key>INNF484MCP59CHB27365</merchant_auth_key>

[0099]

982 <account_number>123456789</account_number>

[0100]

986 </merchant_data>

[0101]

990 <transaction_data>

[0102]

994 <transaction 1>

[0103]

998

[0104]

1002 </transaction 1>
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[0105]

1006 <transaction 2>

[0106]

1010 *

[0107]

1014 </transaction 2>

[0108]

1018 .

[0109]

1022 .

[0110]

1026 .

[0111]

1030 <transaction n>

[0112]

1034 *

[0113]

1038 </transaction n>

[0114]

1042 </transaction data>

[0115]
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1046 In some implementations, the server may also generate a purchase receipt, such as 434, and provide the
purchase receipt to the client, such as 436.

1048 The client may render and display the purchase receipt for the user, eg 437a.

1049 In some implementations, the user device 405 may also provide a notification of successful authorization to
the user, eg, 437b.

1051 For example, a client/user device may render web pages, electronic messages, text/SMS messages, buffer
voicemails, sound ringtones, and/or play audio messages, etc., and provide output including, but not
limited to: sound, music , audio, video, images, tactile feedback, vibration alerts (e.g., vibration-enabled
client devices such as smartphones), and the like.

[0116]

1058 Referring to Figure 4D, in some implementations, the merchant server can initiate clearing of a batch of
authorized transactions.

1060 For example, the merchant server may generate a batch data request, such as 438 , and provide the request,
such as 439, to a database such as merchant database 404 .

1062 For example, a merchant server may query a relational database using PHP/SQL commands similar to the
examples provided above.

1064 In response to the batch data request, the database can provide, eg, 440, the requested batch data.

1065 The server may generate a batch clearing request, eg, 441, using the batch data obtained from the database,
and provide (eg, 442) the batch clearing request to the acquirer server, eg, 410.

1067 For example, the merchant server may provide the acquirer server with an HTTP(S) POST message that
includes batch data in XML format in the message body.

1069 The acquirer server may use the obtained batch clearing request to generate a batch payment request, such as
443 | and provide the batch payment request to the payment network server, such as 444 .

1071 The payment network server may parse the batch of payment requests and extract transaction data, eg, 445,
for each transaction stored in the batch of payment requests.

1073 The pay network server may store transaction data, such as 446, for each transaction in a database, such as
pay network database 407.

1075 For each extracted transaction, the pay network server may query a database, such as pay network database
407, eg 447-448, for the address of the issuer server.

1077 For example, a payment web server may use PHP/SQL commands similar to the examples provided above.

1078 The payment network server may generate a single payment request, eg, 449, for each transaction for which
transaction data was extracted, and provide the single payment request (eg, 450) to the issuer server (eg,
408).

1081 For example, a payment web server may provide an HTTP(S) POST request similar to the following
example:

[0118]
1086 In some implementations, the issuer server generates a generateable payment command, eg, 451.

1087 For example, the issuer server may issue a command to debit funds from a user's account (oradd a ¢ ar%e to
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a user's credit card account).

1089 The issuer server may issue a payment command (eg, 452) to a database, eg, user profile database 409, that
stores the user account information.

1091 The issuer server may provide (eg, 453) the funds transfer message to the payment network server, which may
forward (eg, 454) the funds transfer message to the acquirer server.

1093 An exemplary HTTP (S) POST funds transfer message is provided below:

[0119]
1097 POST/clearance.php HTTP/1.1

[0120]

1101 Host:www.acquirer.com

[0121]
1105 Content-Type: Application/XML

[0122]
1109 Content-Length: 206

[0123]

m3<?
1114 XML version="1.0" encoding="UTF-8"?

1115 >

[0124]

1119 <deposit_ack>

[0125]
1123 <request_ID>CNI4ICNW2</request_ID>

[0126]

1127 <clear_flag>true</clear_flag>
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[0127]
1131 <timestamp>2011-02-22 17:00:02</timestamp>

[0128]

1135 <deposit_amount>$34.78</deposit_amount>

[0129]

1139 </deposit_ack>

[0130]

1143 In some implementations, the acquirer server can parse the funds transfer message and associate the
transaction (eg, using the request_ID field in the example above) to the merchant.

1145 The acquirer server may then transfer the funds specified in the funds transfer message to the merchant's
account, eg, 455.

[0131]

1150 Figures 5A-E show logic flow diagrams illustrating exemplary aspects of implementing Snap Mobile
Payments, such as Snap Mobile Payment Execution ("SMPE") component 500, in some embodiments of
SNAP.

1153 Referring to Figure 5A, in some implementations, a user may wish to purchase a product, service, offer, etc.
("Product”) from a merchant through the merchant's online site or in the merchant's store.

1155 The user can communicate with the merchant server through the client.

1156 For example, a user may provide user input (eg, 501 ) into the client indicating that the user wishes to
checkout shopping items in a (virtual) shopping cart.

1158 The client can generate a checkout request, such as 502, and provide the checkout request to the merchant
server.

1160 The merchant server may obtain a checkout request from the client, and extract checkout details (eg, XML
data) from the checkout request, eg 503 .

1162 For example, the merchant server may use a parser such as the example parser described below with reference
to the discussion of FIG. 14 .

1164 The merchant server extracts this product data along with the client data from the checkout request.

1165 In some implementations, the merchant server may query (eg, 504) a merchant database to obtain product
data, eg, 505, such as product prices, sales tax, offers, discounts, rewards, and/or other information to
process the purchase transaction.

[0132]

In response to obtaining the product data, the merchant server may generate (eg, 506) a QR payment code
TP HEP Y genqrite feg, 06k¢ QR PABRYL 1%
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and/or secure display element (see, eg, 358) according to the user's security settings.

1173 For example, the merchant server may generate a QR code containing product information and merchant
information required by the payment network to process the purchase transaction.

1175 For example, the merchant server may first generate a custom, user-specific merchant-product XML data
structure with a time-limited validity period in real time, such as the exemplary "QR_data" XML data
structure provided below:

[0135]

1181 In some implementations, merchants can utilize XML data to generate QR codes.

1182 For example, the merchant server can use the PHP QR Code Open Source (LGPL) library available at
http://phpqrcode.sourceforge.net/ for generating QR codes, 2D barcodes.

1184 For example, the merchant server may issue PHP commands similar to the exemplary commands provided
below:

[0136]

1189 <?
1190 PHP

[0137]
1194 header ('Content-Type: text/plain’);

[0138]

1198 //Create QR code image using data stored in $data variable

[0139]
1202 QRcode::png($data, 'qrcodeimg.png’);

[0140]
1206 7

1207 >

[0141]
1211 The merchant server can provide the QR payment code to the client, eg 506.
1212 The client can obtain the QR payment code and display the QR code, eg 507, on a display screen associated

with the client device. . L
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1214In some implementations, a user can use a user device, such as 509, to capture a QR code presented by the
client device for payment processing.

1216 The client device can decode the QR code to extract the information embedded in the QR code.

1217 For example, a client device may use an application, such as the ZXing multi-format 1D/2D barcode image
processing library available at http://code.google.com/p/zxing/, to extract information from the QR code.

1219 In some implementations, the user can provide payment input into the user device, eg, 508 .

1220 Upon obtaining user purchase input, the user device may generate a card authorization request, eg, 509, and
provide the card authorization request to the payment network server.

[0142]

1225 Referring to Figure 5B, in some implementations, the payment network server can parse the card
authorization request, eg, 510, and generate a query, eg, 511, for the issuer server corresponding to the
payment option selected by the user.

1228 In some implementations, the payment network database may store details of issuer servers associated with
issuers.

1230 In response to obtaining the issuer server query, the pay network database may provide, eg, 512, the
requested issuer server data to the pay network server.

1232 In some implementations, the payment network server can use the issuer server data to generate
authorization requests for each issuer server, eg, 425134, and provide the card authorization requests to the

issuer servers.

[0143]

1238 In some implementations, the issuer server can parse the authorization request and, based on the details of the
request, query the user profile database for data associated with the account linked to the user.

1240 In some implementations, upon obtaining the user data, the issuer server can determine whether the user can
pay for the transaction with available funds in the account, eg, 517 .

1242 For example, the issuer server may determine whether the user has sufficient balance remaining in the
account, has sufficient credit associated with the account, and the like.

1244 Based on this determination, the issuer server may provide an authorization response to the payment network
server, eg, 518.

1246 In some implementations, if at least one issuer server determines (e.g., 519) that the user cannot pay for the
transaction with available funds in the account, see e.g., 520, option "No," then the payment network server
may again request payment options from the user (See eg 521, option "No", by providing an authorization
failure message to the user equipment and requesting the user equipment to provide a new payment option),
and retry the authorization of the purchase transaction. In some implementations, if the number of failed
authorization attempts exceeds a threshold, see e.g. 521, option "Yes", then the payment network server may
exit the authorization process and provide an "Authorization Failed" message to the merchant server, user
device and /or client, eg 522.
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[0144]

1257 In some implementations, the payment network server may obtain an authorization message including
notification of successful authorization, see eg 520, option "Yes", and parse the message to extract
authorization details.

1260 After determining that the user has sufficient transaction funds, the payment network server can generate
transaction data records according to the authorization request and/or authorization response, such as 523,
and store details of the transaction and authorization related to the transaction in the transaction database,
such as 524 .

[0145]

1267 Referring to FIG. 5C , in some implementations, the payment network server may forward an authorization
success message (eg, 525) to the user device and/or the merchant server, and sometimes through the
acquirer server, eg, 526 .

1270 The merchant can parse the authorization message, eg 528, and from it determine that the user has sufficient
funds in the card account to carry out the transaction, see eg 529. The merchant server may add a
transaction record for the user to a batch of transaction data related to authorized transactions, see eg 530-
531. In some implementations, the merchant server may also generate a purchase receipt, eg, 532, and
provide the purchase receipt to the client. The client may render and display the purchase receipt, eg, 534,
for the user. In some implementations, user device 405 may also provide a notification of successful
authorization to the user.

[0146]

1280 Referring to Figures 5D-E, in some implementations, a merchant server can initiate clearing of a batch of
authorized transactions.

1282 For example, the merchant server may generate a batch data request, such as 535, and provide the request (eg,
536) to a database, such as a merchant database. In response to the batch data request, the database can
provide, eg, 536, the requested batch data. The server can use the batch data obtained from the database to
generate a batch settlement request, eg 537, and provide the batch settlement request to the acquirer server.
The acquirer server may generate (eg, 539) a batch payment request using the obtained batch clearing
request and provide the batch payment request to the payment network server. The payment network server
can parse the batch of payment requests and extract transaction data, eg, 540-542, for each transaction
stored in the batch of payment requests. The pay network server may store the transaction data, eg 543-544,
for each transaction in a database such as a pay network database. For each extracted transaction, the Pay
Network Server may query (eg, 545-546) a database, such as a Pay Network Database, for the address of the
Issuer Server. The payment network server may generate, eg, 547, a single payment request for each
transaction for which transaction data was extracted, and provide the single payment request to the
associated issuer server.

[0147] . -
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1298 In some implementations, the issuer server can generate payment commands, eg, 548-549.

1299 For example, the issuer server may issue a command to debit funds from the user's account (or add a charge
to the user's credit card account). The issuer server may issue the payment command to a database storing
the user's account information (eg, a user profile database), eg, 549 . The issuer server may provide the funds
transfer message to a payment network server, such as 551, that may forward the funds transfer message to
the acquirer server. In some implementations, the acquirer server can parse the funds transfer message and
associate the transaction (eg, using the request_ID field in the example above) to the merchant. The acquirer
server may then transfer the funds specified in the funds transfer message to the merchant's account, eg, 553-
555.

[0148]

1310 6A-B show logic flow diagrams illustrating example aspects of processing quick response codes, such as quick
response code processing ("QRCP") component 600, in some embodiments of the SNAP.

1312 Referring to FIG. 6A , in some implementations, a virtual wallet application executing on a user device can
determine whether a QR code has been captured in an image frame obtained by a camera operatively
connected to the user device, and can also determine the QR code. The type and content of the code. Using
this information, the virtual wallet application can redirect the user's user experience and/or initiate
purchases, update aspects of the virtual wallet application, and the like. For example, the virtual wallet
application may trigger the capture of image frames via a camera operatively connected to the user device,
601. The virtual wallet application can use an image segmentation algorithm to identify the foreground in the
image, 602, and can crop the rest of the image to reduce background noise in the image, 603. The virtual
wallet application can determine whether the foreground image includes a QR code from which data can be
reliably read (e.g., if the image does not include a QR code, or if the QR code is partially cropped, blurred,
etc. may not be reliably read fetch data), 604. For example, the virtual wallet application can use a code
library, such as the ZXing multi-format 1D/2D barcode image processing library available at
http://code.google.com/p/zxing/, to try and extract information. If the virtual wallet application can detect
the QR code (605, option "yes"), the virtual wallet application can decode the QR code and extract data
from the QR code. If the virtual wallet application cannot detect the QR code (605, option "No"), the virtual
wallet application may attempt to perform optical character recognition on the image. For example, the
virtual wallet application may perform optical character recognition, 606, using the Tesseract C++ open
source OCR engine available at www.pixeltechnology.com/freewarw/tessnet2. The virtual wallet application
can thus obtain the data encoded in the image and proceed if the data can be processed by the virtual wallet
application. The virtual wallet application may query a database for the QR code type using the fields
identified in the extracted data, 608. For example, the QR code may include invoices/bills, coupons, money
orders (e.g., in P2P transfers), new account information packages, product information, purchase
commands, URL navigation instructions, browser automated scripts, their combinations etc.

[0149]
1338 In some embodiments, the QR code may include data about the new account to be added to the virtual wallet

application (see 609). " -~
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1340 The virtual wallet application may query the issuer of the new account (eg, obtained from the extracted data)
for data associated with the new account, 610. The virtual wallet application may compare the data provided
by the issuer with the data extracted from the QR code, 611. If the new account is confirmed (611, option
"Yes"), the virtual wallet app can update the wallet credentials with the new account details, 613, and update
the virtual wallet app's snapshot with data from the QR code History, 614.

[0150]

1348 Referring to FIG. 6B, in some embodiments, the QR code can include data (see 615) about bills, invoices, or
coupons for purchases using the virtual wallet application, which can be queried with the virtual wallet
application. The merchant associated with the purchase (as obtained from the extracted data) to query data
associated with the bill, invoice, or coupon used for the purchase (e.g. offer details, offer ID, expiration time,
etc. etc.), 616.

1353 The virtual wallet application can compare the data provided by the merchant with the data extracted from
the QR code, 617. If the bill, invoice, or coupon for purchase is validated (618, option "Yes"), the virtual
wallet application can generate a data structure that includes the QR code data (see, e.g., above referenced
FIGS. 4-5 XML QR_data structure in the description of ) to generate and provide a card authorization
request, 619, and use the data from the QR code to update the snapshot history of the virtual wallet
application 620.

[0151]

1362 In some embodiments, the QR code may include product information, commands, user navigation
instructions, etc. for the virtual wallet application (see 621).

1364 The virtual wallet application can query a database of products using the information encoded in the QR.
The virtual wallet application may provide various features including, but not limited to: displaying product
information, redirecting the user to: a product page, a commerce website, a product page on a commerce
website, adding items to a user's shopping cart on a commerce website, and the like. In some
implementations, the virtual wallet application can perform a process such as that described above for any
image frames that are pending and/or that the user selects for processing (eg, based on a snapshot history).

[0152]

1373 Figure 7 shows a user interface diagram illustrating an overview of example features of the virtual wallet
application in some embodiments of the SNAP.

1375 FIG. 7 shows an illustration of various exemplary features of a virtual wallet mobile application 700 . Some of
the features displayed include Wallet 701, Social Integration via TWITTER, FACEBOOXK, etc., Quotes and
Taxes 703, Snap Mobile Purchases 704, Alerts 705, and Security, Settings and Analytics 796. These features
are explored in more detail below.

[0153] . -
Petitioner Exhibit 1002-1617

03-03-2023 33



1382 8A-G show user interface diagrams illustrating example features of the virtual wallet application in shopping
mode, in some embodiments of the SNAP.

1384 Referring to Figure 8A, some embodiments of the virtual wallet mobile application help and greatly enhance
the consumer's shopping experience. As shown in Figure 8A, the consumer has various shopping patterns
available to peruse. In one implementation, for example, a user may initiate this shopping mode by selecting
the store icon 810 at the bottom of the user interface. A user may search for and/or add items to the
shopping cart 811 by typing items in the search field 812 . The user can also use the voice-activated shopping
mode by speaking into the microphone 813 the name or description of the item to be retrieved and/or
added to the shopping cart. In further implementations, the user may also select other shopping options 814
,such as current items 815, billing 816 , address book 817 , merchants 818 and local proximity 819 .

[0154]

1395 In one embodiment, for example, a user may select option current item 815, as shown on the far left of the
user interface of FIG. 8A.

1397 When the current item 815 option is selected, an intermediate user interface may be displayed. As shown, the
middle user interface may provide a current list of items 815a-h in the user's shopping cart 811. A user may
select an item, such as item 815a, to view product descriptions 815j for the selected item and/or other items
from the same merchant. Price and total due information may also be displayed along with a QR code 815k

that captures the information necessary to conduct a snap mobile purchase transaction.

[0155]

1405 Referring to FIG. 8B, in another embodiment, the user may select a billing 816 option.

1406 When the bill 816 option is selected, the user interface may display a list of bills and/or receipts 816a-h from
one or more merchants. Additional information can be displayed next to each bill, such as date of visit,
whether items from multiple stores are present, last bill payment date, automatic payment, number of items,
etc. In one example, a wallet purchase statement 816a dated January 20, 2011 may be selected. The wallet
shopping bill selection may display a user interface that provides various information about the selected bill.
For example, the user interface may display a list of purchased items 816k, <<816i>>, the total number of
items and corresponding values. For example, 7 items worth $102.54 are on the selected wallet shopping
statement. Users can now select any item and select Buy Again to add purchases to that item. The user may
also refresh offers 816j from the last time to clear any invalid offers and/or search for new offers that may be
suitable for the current purchase. As shown in Figure 8B, the user may select two items for repeat purchases.
Once added, a message 816i may be displayed to confirm the addition of both items, which yields the total

number of items in the shopping cart 14.

[0156]
1421 Referring to Figure 8C, in yet another embodiment, the user may select the address book option 817 to
browse the address book 817a, which includes a list of contacts 817b and make any transfers or payments.

1423In one embodiment, the address book may identify each contact using the contact's name and available
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and/or preferred payment modes. For example, contact Amanda G. Payment may be via social payment
(eg, via FACEBOOK) as represented by icon 817c. In another example, money may be transferred to Brian
S. via a QR code as represented by QR code icon 817d. In another example, Charles B. Payments may be
accepted via near field communication 817e, Bluetooth 817f and email 817g. Payment can also be made via
USB 817h (eg, through a physical connection of the two mobile devices) and other social channels such as
TWITTER.

[0157]

1433 In one implementation, the user may select JoeP.

1434to pay. As shown in the UI, next to the Joe P. next to his name, JoeP. Features an email icon 8i7g,
representing Joe P. Payment via email is accepted. When his name is selected, the user interface may display
his contact information, such as email, phone, and so on. If the user wishes to contact Joe P. payment, the
user can add another transfer mode 817j to his contact information and make a payment transfer. Referring
to Figure 8D, the user may be provided with a screen 817k where the user may enter an amount to send to
Joe, and add other text to provide Joe with context for the payment transaction 8171. The user may select the
mode by which Joe may be contacted (eg, SMS, email, social networking) through graphical user interface
element 817m. As a user type, text input may also be provided for browsing within the GUI element 817n.
When the user has finished entering the necessary information, the user can press the send button 8170 to
send the social message to Joe. If Joe also has a virtual wallet application, Joe will be able to browse 817p
social payment messages within the application or directly on the website of the social network (such as
Twitter , <img file="BDA0001213207600000351.TIF" he="55" img-content="drawing" img-format="tif"
inline="no" orientation="portrait" wi="264"/>, etc.). Messages may be aggregated from various social
networks as well as other sources (eg, SMS, email). The redemption method appropriate for each messaging
method may be indicated along with the social pay message. In the illustration of FIG. 8D , the SMS 817q
received by Joe indicates that Joe can redeem the $5 obtained via SMS by replying to the SMS and entering
the hash tag value "#1234". In the same illustration, Joe has received a message 817r via <img
file="BDA0001213207600000352.TTF" he="51" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="265"/> that includes a URL link that Joe can activate to initiate a redemption of
the $25 payment.

[0158]

1457 Referring to FIG. 8E, in some other embodiments, a user may select a merchant 818 from a list of options in a
shopping mode to browse a selection list of merchants 818a-e.

1459 In one implementation manner, the merchants in the list may be in contact with the wallet, or have a
relationship with the wallet. In another implementation, merchants may include a listing of merchants that
meet user-defined or other criteria. For example, the list may be the one curated by the user, the merchant
that the user shopped most frequently or spent more than x total amount of money, or shopped for three
consecutive months, and the like. In one implementation, the user may further select a merchant, such as
Amazon 818a. The user can then navigate through the merchant's listings to discover items of interest, such

as 818f-j. Directly through the wallet and without accessing the merchant's site from a separate a%e, the user
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can select items 818j from Amazon's 818a catalog. As shown at the far right of the user interface of Figure
8D, the selected item can then be added to the shopping cart. Message 818k indicates that the selected item
has been added to the shopping cart, and the updated quantity of the item in the shopping cart is now 13.

[0159]

1472 Referring to Figure 8F, in one embodiment, there may be a local proximity option that may be selected by the
user to browse a listing of businesses that are geographically in close proximity to the user.

1474 For example, the list of merchants 819a-e may be merchants located close to the user. In one implementation,
the mobile application can further identify when the user is in the store based on the user's location. For
example, location icon 819d may be displayed next to a store (eg, Walggreens) when the user is in close
proximity to the store. In one implementation, the mobile application may periodically refresh its location if
the user leaves the store (eg, Walgreens). In a further implementation, a user may navigate through the
mobile application to offers of selected Walgreens stores. For example, a user may use the mobile
application to navigate to items 819f-j available on aisle 5 at Walgreens. In one implementation, the user can

select corn 819i to add to cart 819k from his or her mobile application.

[0160]

1485 Referring to FIG. 8G, in another embodiment, the local proximity option 819 may include a map of the store,
particularly a real-time map feature.

1487 For example, when a Walgreens store is selected, the user may activate the aisle map 8191 that displays a map
819m showing the store organization and user location (indicated by yellow circles). In one
implementation, a user can easily configure the map to add one or more other users (eg, the user's children)
to share each other's locations within the store. In another implementation, the user may have the option to
initiate a "store browsing" like street browsing in the map. Store Browsing 819n may display images/videos
around the user. For example, if the user is about to enter hallway 5, the store browsing map may display a
view of hallway 5. Additionally, the user can manipulate the orientation of the map using the navigation tool
8190 to move the store view forward, backward, right, left, and rotate clockwise and counterclockwise.

[0161]

1498 9A-F show user interface diagrams illustrating example features of the virtual wallet application in payment
mode in some embodiments of SNAP.

1500 Referring to FIG. 9A , in one embodiment, the wallet mobile application can provide the user via wallet mode
910 with multiple options for payment transactions. In one implementation, an exemplary user interface 911
for making a payment is shown. The user interface can clearly identify the amount 912 and currency 913
used for the transaction. The amount may be an amount payable and the currency may include real
currencies such as dollars and euros, and also virtual currencies such as reward points. The amount of the
transaction 914 may also be prominently displayed on the user interface. The user may select the funds tab
916 to select one or more forms of payment 917, which may include various credit, debit, gift, reward,

and/or prepaid cards. The user may also have the option to pay in whole or in %art with reward points. For
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example, a graphical indicator 918 on the user interface shows the number of points available, and the
graphical indicator 919 shows the number of points that will be used against the amount due 234.56 and the
value of the points in the selected currency (USD, for example). Equivalent to 920.

[0162]

1514 In one implementation, the user can combine funds from multiple sources to pay for the transaction.

1515 The amount 915 displayed on the user interface may provide an indication of the amount of total funds
covered thus far by the selected form of payment (eg, Discover Card and reward points). The user may
select another payment form or adjust the amount to be debited from one or more payment forms until the
amount 915 matches the amount due 914 . Once the user has settled on the amount to be debited from one
or more payment forms, payment authorization can begin.

[0163]

1523 In one implementation, the user may select security authorization for the transaction by selecting the hide
button 922 to effectively hide or anonymize some (e.g., pre-configured) or all identifying information so
that when the user selects the pay button 921, the transaction Authorization is done securely and
anonymously.

1527 In another implementation, the user may select a payment button 921, which may use standard authorization
techniques for transaction processing. In another implementation, when the user selects the social button
923, a message about the transaction can be passed to one or more social networks (established by the user),
which can post or announce the purchase transaction in a social forum , such as a poster or tweet. In one
implementation, a user may select a social payment processing option 923. This indicator 924 may show
authorization and sending of social sharing data in progress.

[0164]

1536 In another implementation, a restricted payment mode 925 may be activated for certain purchasing activities,
such as prescribed purchases.

1538 This mode can be activated according to rules defined by issuers, insurance companies, merchants, payment
processors, and/or other entities to facilitate the processing of particular goods and services. In this mode,
the user can scroll down the list of payment forms 926 by following the Funds tab to select a particular
account, such as a Flexible Payment Account (FSA) 927, Health Savings Account (HAS), etc., and the
account that will be credited to the selected account amount. In one implementation, this restricted payment
mode 1925 process may prohibit social sharing of purchase information.

[0165]
1547 In one embodiment, through the input funds user interface 928, the wallet mobile application may facilitate
the entry of funds.

1549 For example, a user who is unemployed can access unemployment benefits funds 929 throuﬁh the wallet
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mobile application. In one implementation, the entity providing these funds may also configure rules for
using these funds, as indicated by process indicator message 930 . The wallet can read and apply the rule in
advance, and can reject any purchases with the unemployment fund that fail to meet the criteria set by the
rule. Exemplary criteria include, for example, Merchant Category Code (MCC), transaction time,
transaction location, and the like. For example, a transaction with a grocery merchant with MCC 5411 is
approved, while a transaction with a bar merchant with MCC 5813 is declined.

[0166]

1559 Referring to Figure 9B, in one embodiment, the wallet mobile application can facilitate dynamic payment
optimization based on factors such as user location, preference, and currency value of preference.

1361 For example, when the user is in the United States, the country indicator 931 may display a flag for the United
States and may set the currency 933 to be the United States. In further implementations, the wallet mobile
application may automatically rearrange the order in which payment forms 935 are listed to reflect the
popularity or acceptability of various forms of payment. In one implementation, the ranking may reflect user
preferences, which cannot be changed by the wallet mobile application.

[0167]

1369 Similarly, when a German user operates a wallet in Germany, the mobile wallet application user interface can
be dynamically updated to reflect the operations 932 and currency 934 of that country.

1571 In further implementations, the wallet application may be rearranged in order where different payment forms
936 are listed based on acceptance levels in that country. Of course, the order of these forms of payment can
be changed by the user to suit his or her own preferences.

[0168]

1577 Referring to Figure 9C, in one embodiment, a Payee tab 937 in the Wallet mobile application user interface
may assist the user in selecting one or more payees to receive the funds selected in the Funds tab.

1579 In one implementation, the user interface can display a list of all payees 938 with whom the user has
previously transacted or is available for transacting. The user can then select one or more payees. Payees 938
may include larger merchants such as Amazon.com Corporation, and individuals such as Jane P. Doe. Next
to each payee name may be displayed a list of payment modes accepted by that payee. In one
implementation, the user may select Payee Jane P. Doe 939 to receive payment. Once selected, the user
interface can display additional identifying information related to the payee.

[0169]

1588 Referring to FIG. 9D, in one embodiment, a mode tab 1940 may assist in selecting the payment modes
accepted by the payee.

1590 Multiple payment modes are available for selection. Exemplary modes include, Bluetooth 941, Wireless 942,

SnapMobile via user-obtained QR code 943, Security Chip 944, TWITTER 945, Near Field
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Communication (NFC) 946, Cellular 947, SnapMobile via user-provided QR code 948, USB949 and
FACEBOOK 950, etc. In one implementation, only payment modes accepted by the payee may be selected
by the user. Other non-accepted payment modes may be prohibited.

[0170]

1598 Referring to FIG. 9E | in one embodiment, an offer tab 951 may provide real-time offers for user selection,
which relate to items in the user's shopping cart.

1600 The user may select one or more offers from the list of applicable offers 952 for redemption. In one
implementation, some offers can be combined while others cannot. When the user selects an offer that
cannot be combined with other offers, unselected offers can be disabled. In another implementation, an
offer recommended by the wallet application's recommendation engine may be identified by an indicator,
such as that shown at 953 . In another implementation, the user can read the details of the quote by
expanding the quote line, as shown at 954 in the user interface.

[0171]

1609 Referring to FIG. 9F , in one embodiment, social tags 955 can help integrate wallet applications with social
channels 956 .

1611 In one implementation, a user may select one or more social channels 956 and may log in to select a social
channel from the wallet application by providing a social channel username and password 957 to the wallet
application and logging in 958 . The user can then use social buttons 959 to send or receive money through
the integrated social channels. In another implementation, users can send socially shared data, such as
purchase information or links, through integrated social channels. In another embodiment, user-supplied
login credentials may allow SNAP to participate in intercept resolution.

[0172]

1620 Figure 10 shows a user interface diagram illustrating example features of the virtual wallet application in
history mode, in some embodiments of the SNAP.

1622 In one embodiment, the user may select the history mode 1010 to browse the history of previous purchases
and perform various actions on those previous purchases. For example, a user may enter merchant
identifying information, such as name, product, MCC, etc., into the search bar 1011. In another
implementation, the user can use the voice-activated retrieval feature by clicking on the microphone icon
1014 . The wallet application may query a storage area on the mobile device or elsewhere (eg, one or more
databases and/or tables remote from the mobile device) for transactions matching the search keyword. The
user interface can then display the results of the query, such as transaction 1015. The user interface may also
identify the date 1012 of the transaction, the merchant and item 1013 involved in the transaction, the
barcode of the receipt confirming that the transaction was made, the amount of the transaction, and any
other relevant information.
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[0173]

1635 In one implementation, a user may select a transaction, such as transaction 1015, to view details of that
transaction.

1637 For example, the user can view details of items associated with the transaction and the amount 1016 of each
item. In another implementation, the user can select the display option 1017 to view actions 1018 that the
user can take with respect to the transaction or items in the transaction. For example, a user may add a photo
to the transaction (eg, a picture of the user and the iPad the user purchased). In another implementation, if
the user previously shared the purchase via a social channel, a post including the photo can be generated and
sent to the social channel for publication. In one implementation, any sharing may be optional, and a user
who does not share the purchase through social channels may still share the photo through one or more
social channels he or she selects directly from the wallet application's history mode. In another
implementation, the user can add the transaction to a group, such as user-created business expenses,
household expenses, travel expenses, or other categories. Such a group can assist with year-end closing of
expenses, submission of work expense reports, submission of value-added tax (VAT) refunds, personnel
expenses, etc. In another implementation, the user may purchase one or more items purchased in the
transaction. The user can then perform a transaction without going to the merchant's directory or site to
discover the item. In another implementation, the user may also place one or more items in the shopping
cart during the transaction for later purchase.

[0174]

1655 In another embodiment, the history mode may provide facilities for obtaining and displaying ratings 1019 for
items in the transaction.

1657 The source of the rating can be the user, the user's friends (eg, from social channels, contacts, etc.), browsing
aggregated from the webpage, and the like. In some implementations, the user interface may also allow users
to post messages to other users of social channels (eg, TWITTER or FACEBOOK). For example, display
area 1020 shows a FACEBOOK message exchange between two users. In one implementation, the user may
share the link via message 1021 . The selection of such a message with a link embedded into the product may
allow the user to browse the product's description and/or purchase the product directly from the history
mode.

[0175]

1667 In one embodiment, the history mode may also include tools for outputting receipts.

1668 The output receipt popup 1022 may provide a number of options for outputting receipts for transactions in
the history. For example, the user may use one or more options 1025 including save (to local removable
storage, to server, to cloud account, etc.), print to printer, fax, email, etc. A user can use his or her address
book 1023 to look up email or fax numbers for output. The user may also specify format options 1024 for
outputting receipts. Exemplary format options include, but are not limited to: text files (.doc, .txt, .rtf, .iif,
etc.), spreadsheets (.csv, xls, etc.), image files (jpg, -tff, . png, etc.), Portable Document Format (.pdf),
Appendices (.ps), etc. The user can then click or tap output button 1027 to initiate receipt output.
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[0176]

1678 1 1A-F show user interface diagrams illustrating example features of the virtual wallet application in snap
mode, in some embodiments of the SNAP.

1680 Referring to FIG. 11A , in some embodiments, a user may select the snap mode 1101 to access the snap
feature. In various embodiments, the virtual wallet application is able to snapshot and identify various items.
For example, the virtual wallet application can snap and identify purchase invoices 1103, coupons 104,
money (e.g., sent in person-to-person transfers) 1105, bills (e.g., utilities, etc.) 1106, receipts (e.g., for
storage , expense report, etc.) 1107, payment account (eg, to add new credit/debit/prepaid card to the
virtual wallet application) 1108. The user can return to the shopping screen at any time by activating the
graphical user interface element 1102 . In some embodiments, the user can set the name of the shopping cart
or wish list stored within the user's virtual wallet application to which the snapped items should be sent (see
1109). In some embodiments, the virtual wallet application may allow the user to create a new shopping cart
or wish list to which the snapped items should be added.

[0177]

1693 In one embodiment, a user may select the snap mode 1110 to access its snap feature.

1694 The snap mode can handle any machine-readable data representation. Examples of such data may include
linear and 2D barcodes, such as UPC codes and QR codes. These codes can be found on receipts, product
packaging, etc. The snapshot mode can also process and manipulate pictures of receipts, products, offers,
credit cards or other payment devices, and the like. FIG. 11A shows an exemplary user interface in snapshot
mode. The user can use his or her mobile phone to take a picture of the QR code 1115 and/or barcode 1114.
In one implementation, the bar 1113 and snapshot box 1115 can help the user to properly snap a snapshot
of these codes. For example, as shown, snap frame 1115 does not capture all of code 1116 . Thus, the code
captured in this browse is not parseable because the information in the code may be incomplete. This is
indicated by a message on bar 1113 indicating that the snap mode is still looking for a code. The user can
change the camera's zoom level 1117 to facilitate taking a snapshot of the QR code. When the code 1116 is
fully framed by the snap box 1115, the message may be updated to read, for example, "Snapshot found." In
one implementation, when the code is found, the user can use the mobile device camera to initiate code
capture (see 1120). In another implementation, snapshot mode can automatically take a snapshot of the
code using the mobile device camera (see 1119). In some implementations, the virtual wallet application can
optionally apply a GPS tag (see 1118 ) to the QR code before storing it or using it in a transaction.

[0178]

1712 Referring to FIG. 11B , in one embodiment, the snap mode can facilitate payment redistribution posting
transactions.

1714 For example, a user may purchase groceries and prescribed items from retailer Acme Supermarket. A user
may inadvertently or for checkout convenience, for example, use his or her Visa card to pay for groceries
and prescribed items. However, the user may have an FSA account that can be used to pay for prescribed

items, and it will provide the user tax benefits. In this case, the user can use snapshot mode to initiate
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transaction reallocation.

[0179]

1722 As shown, the user enters a search term (eg, billing) in the search bar 2121 .

1723 The user may then identify in tab 1122 the receipt 1123 that the user wishes to redistribute. Alternatively, the
user can directly snap a picture of the barcode on the receipt, and the snapshot mode can generate and
display the receipt 1123 using information from the barcode. Now the user can reassign 1125. In some
implementations, the user may also challenge 1124 the transaction or file the receipt 1126.

[0180]

1730 In one implementation, when the reassign button 1125 is selected, the wallet application can perform optical
character recognition (OCR) of the receipt.

1732 Bach item in the receipt can then be reviewed to identify which payment device or account the item or items
can be credited for taxes or other benefits such as cash back, reward points, and the like. In this example,
there is a tax benefit if the prescription drug charged to the user's Visa card is charged to the user's FSA. The
wallet application can then perform this reallocation as a finale. The reallocation process may include the
wallet contacting the payment processor to credit the Visa card for the amount of the prescription drug and
debit the same amount to the user's FSA account. In an alternative embodiment, a payment processor (eg,
Visa or MasterCard) may obtain and OCR the receipt, identify the item and payment account for
redistribution and perform the redistribution. In one implementation, the wallet application may request
confirmation from the user to reallocate billing for the selected item to another payment account. Receipt
1127 may be generated after the reallocation process is complete. As discussed, the receipt shows that some
charges have been moved from the Visa account to the FSA.

[0181]

1746 Referring to FIG. 11C , in one embodiment, snap mode can facilitate payment through payment codes such
as barcodes or QR codes.

1748 For example, users can take a snapshot of the QR code of a transaction that has not yet been completed. The
QR code can be displayed at a merchant POS terminal, website, or web application, and can be encoded
with information identifying the item for purchase, merchant details, and other relevant information. When
a user snaps such as a QR code, the snap mode can decode the information in the QR code and can use the
decoded information to generate a receipt 1132 . Once the QR code is recognized, the navigation bar 1131
may indicate that the payment code is recognized. The user may now have the option to add to shopping
cart 1133, pay with default payment account 1134 or pay with wallet 1135.

[0182]
1758 In one implementation, the user may decide to utilize a default 1134 payment.

1759 In this wallet example, the wallet application can then use the user's defaulte[%atyment method to complet

mplete the
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purchase transaction. When the transaction is complete, a receipt can be automatically generated to prove
the purchase. The user interface can also be updated to provide other options for processing completed
transactions. Example options include social 1137 to share purchase information with others, redistribute
1138 as discussed with respect to FIG. 11B, and archive 1139 to store the receipt.

[0183]

1767 Referring to Figure 11D, in one embodiment, the snap mode can also help with quote identification,
application and storage for future use.

1769 For example, in one implementation, a user can snap an offer code 1141 (eg, barcode, QR code, etc.). The
wallet application can then generate offer text 1142 based on the information encoded in the offer code.
Users can perform several actions on quote codes. For example, the user uses the lookup button 1143 to
look up all merchants that accept the offer code, nearby merchants that accept the offer code, products from
merchants that qualify for the offer code, and the like. The user can also use the add to cart button 1144 to
apply the offer code to items currently in the shopping cart. Additionally, the user may also save the offer for
future use by selecting the save button 1145 .

[0184]

1779 In one implementation, after an offer or coupon is applied 1146, the user may have the option to use a
lookup to find eligible merchants and/or products, the user may enter the wallet using 1148, and the user
may also save the offer Or Coupon 1146 for later use.

[0185]

1785 Referring to FIG. 11E , in one embodiment, the snapshot mode may also provide convenience for adding a
funding source to the wallet application.

1787 In one implementation, payment cards such as credit cards, debit cards, prepaid cards, smart cards, and other
payment accounts may have an associated code, such as a barcode or QR code.

1789 Such a code may have payment card information encoded therein including, but not limited to, name,
address, payment card type, payment card account details, balance, spending limits, return balance, and the
like. In one implementation, the code can be found on the face of the physical payment card. In another
implementation, the code can be obtained by accessing an associated online account or another secure
location. However, in another implementation, the code may be printed on the envelope accompanying the
payment card. In one implementation, the user can snap a picture of the code. The wallet application can
recognize the payment card 1151 and display textual information 1152 encoded in the payment card. The
user can then perform verification of the information 1152 by selecting a verification button 1153 . In one
implementation, the verification may include contacting the issuer of the payment card with information
1152 for confirmation of decoding, as well as any other relevant information. In one implementation, the
user can add the payment card to the wallet by selecting the "Add to Wallet" button 1154 . Instructions to
add a payment card to the wallet may cause the payment card to appear as one of the forms of payment for

the funds tag 916 discussed with respect to FIG. 9A . The user may also cancel entering(the f[t)a ment card as
Petitioner EXhibit 1002-1627

03-03-2023 43



a funding source by selecting the cancel button 1155. When the payment card has been added to the wallet,
the user interface may be updated to indicate completion of the entry via notification display 1156. The user
can then access wallet 1157 to begin using the added payment card as a funding source.

[0186]

1808 Referring to FIG. 11F , in some implementations, the virtual wallet application can identify a product by
processing the QR code, and can provide information related to the product, as well as information related
to purchasing the product, ancillary services, and the like.

1811 For example, the virtual wallet application may provide a window 1161 in which the virtual wallet application
may display images, product descriptions, prices, merchant information, etc. (see 1162). In some
implementations, the virtual wallet application can provide a QR code that includes the displayed
information so that another user can quickly snap the information to enter it into another virtual wallet
application. In some implementations, the virtual wallet application can provide features so that the user can
request doorman services (e.g., help when shopping), shipping services (e.g., so the user can leave the store
without carrying the item out) ), 1164. In some implementations, the virtual wallet application can provide
competitive prices from local merchants (eg, using the GPS location of the user device) or merchants on the
Internet (see 1165). In some implementations, the virtual wallet application can provide users with features
including but not limited to: browse previous stories, snap new codes, add GPS tags to codes, retrieve codes
from earlier stories to use, manually Enter information about the QR code, attribute the QR code to an
object (eg so that for organizational purposes QR codes for furniture products for the home can be grouped
into a "bedroom furniture" object), etc. (see 1166). In some embodiments, the user can set the name of the
shopping cart or wishlist stored within the user's virtual wallet application to which the snapped items
should be sent (see 1167). In some embodiments, the virtual wallet application may allow the user to create a
new shopping cart or wish list to which the snapped items should be added.

[0187]

1830 Figure 12 shows a user interface diagram illustrating example features of the virtual wallet application in offer
mode in some embodiments of the SNAP.

1832 In some implementations, SNAP may allow users to retrieve offers for products and/or services from within
the virtual wallet mobile application. For example, a user may enter text into graphical user interface
("GUI") element 1211, or issue a voice command by activating GUI element 1212 and speaking the
command into the device. In some implementations, SNAP may provide an offer based on the user's
previous behavior, demographics, current location, current shopping cart selections or purchased items,
and the like. For example, if a user is in a physical store, or an online shopping site, and leaves the (virtual)
store, the merchant associated with the store may wish to provide an enticement process to entice the
customer to return to the (virtual) store. A merchant may provide 1213 such an offer. For example, the offer
can offer a discount and can include an expiration time. In some implementations, other users can offer a
gift (eg, 1214) to the user that the user can redeem. In some implementations, the offer section may include
warnings about payment of outstanding funds to other users (e.g., 1215). In some implementations, the offer

section can include a warning (eg, 1216) about requesting receipts of funds from other users. For example,
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such features may identify funds that are receivable from other applications (eg, mailings, calendars, tasks,
notes, reminders, alerts, etc.), or by manual input by the user into the virtual wallet application. In some
implementations, the offers section may provide offers from participating merchants in SNAP, eg, 1217-
1219, 1220. These offers can sometimes be aggregated using a combination of participating merchants, eg
1217. In some implementations, SNAP itself can provide offers, eg, 1220, for users to use with a particular
form of payment from within the virtual wallet application.

[0188]

1853 13A-B show user interface diagrams illustrating exemplary features of the virtual wallet application in security
and privacy mode, in some embodiments of SNAP.

1855 Referring to FIG. 13A , in some implementations, the user can view and/or change the user profile and/or the
user's settings, such as by activating a user interface element. For example, a user can view/modify username
(eg, 1311a-b), account number (eg, 1312a-b), user security access code (eg, 1313-b), user pin (eg, 1314-b),
user address (eg, 1315 -b), social security number associated with the user (e.g. 1316-b), current device GPS
location (e.g. 1317-b), user account at the merchant where the user is currently located (e.g. 1318-b), user's
return Account (eg 1319-b), etc. In some implementations, the user can select which data fields and their
associated values should be transmitted to facilitate the purchase transaction, thus providing the user with
enhanced data security. For example, in the exemplary illustration in FIG. 13A, the user has selected Name
1311a, Account Number 1312a, Security Code 1313a, Merchant Account ID 1318a, and Rewards Account
ID 1319a as fields to be sent as part of the notification to process the purchase transaction . In some
implementations, the user can socket the fields and/or data values sent as part of the notification to process
the purchase transaction. In some implementations, the application may provide the user with multiple
screens of data fields and/or stored associated values to select as part of the purchase order transmission. In
some implementations, the application can provide SNAP with the user's GPS location. Based on the user's
GPS location, SNAP can determine the user's environment (eg, whether the user is in a store, doctor's office,
hospital, post office, etc.). Based on the circumstances, the user application may present the appropriate
fields to the user from which the user may select fields and/or field values to send as part of the purchase
order transmission.

[0189]

1876 For example, a user may walk into a doctor's office and wish to pay for co-pays for a doctor's appointment.

1877 In addition to basic transaction information, such as account number and name, the application can provide
users with the ability to choose to transfer medical records, health information, which can be provided to
medical providers, insurance companies, and transaction processors to reconcile between the parties pay. In
some implementations, the records can be sent and encrypted in a data format compliant with the Health
Insurance Act for Portability and Obligation (HIPAA), and only recipients authorized to view such records
can have the appropriate decryption key to decrypt and view the records. Private User Information.

[0190] . -
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1886 Referring to Figure 13B, in some implementations, an application executing on the user's device may provide
a "VerifyChat" feature for fraud prevention.

1888 For example, SNAP can detect unusual and/or suspicious transactions. The SNAP can use the Verifychat
feature to communicate with the user and verify the authenticity of the originator of the purchase
transaction. In various implementations, SNAP can send email messages, text (SMS) messages, <img
file="BDA0001213207600000451.TTF" he="55" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="269"/> messages, Twitter  tweets, text chats, voice chats, video chats (eg, Apple
FaceTime), etc. to communicate with the user. For example, SNAP may initiate a video inquiry, e.g., 1321,
for the user. For example, a user may need to present himself/herself via video chat, eg 1322. In some
implementations, a customer service representative, such as agent 1324, can use the user's video to manually
determine the user's authenticity. In some implementations, SNAP may use facial, biometric, etc.
recognition methods (eg, using pattern classification techniques) to determine the user's identity. In some
implementations, the application can provide fiducial markers (eg, crosshairs, target boxes, etc.) such as
1323 so that the user can provide video to aid in the automatic identification of the user's SNAP. In some
implementations, the user may not have initiated the transaction, eg, the transaction was fraudulent. In this
implementation, the user can cancel the query. SNAP may then cancel the transaction, and/or initiate a
fraud investigation process on behalf of the user.

[0191]

1906 In some implementations, SNAP may use a text challenge process to determine the user's authenticity, e.g.,
1325.

1908 For example, SNAP may communicate with users via text chat, SMS messages, emails, <img
file="BDA0001213207600000452.TTF" he="54" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="274"/> messages, Twitter  tweets, and the like. SNAP can ask the user to ask
questions, such as 1326. The application may provide user input interface elements (eg, virtual keyboard
1328) to answer query questions posed by SNAP. In some implementations, the inquiry question can be
automatically and randomly selected by SNAP; in some implementations, a customer service representative
can communicate with the user manually. In some implementations, the user may not have initiated the
transaction, eg, the transaction was fraudulent. In this implementation, the user can cancel the text query.
SNAP can then cancel the transaction, and/or initiate the fraud investigation process on behalf of the user.

[0192]
1920 SNAP controller

[0193]

1924 FIG. 14 shows a block diagram illustrating an embodiment of a SNAP controller 1401 .

1925 [n this embodiment, the SNAP controller 1401 can be used to aggregate, process, store, retrieve, serve,
identify, command, generate, match, and/or facilitate interaction with computers through various

techniques, and/or other related data. . o
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[0194]

1931 Typically, users such as 1433a, which may be people and/or other systems, may engage information
technology systems (eg, computers) to aid in information processing.

1933 In contrast, a computer employs a processor to process information; such a processor 1403 may be referred
to as a central processing unit (CPU).

1935 One form of processor is known as a microprocessor. The CPU uses communication circuits to
communicate binary-coded signals, which act as instructions to allow various operations. These instructions
may be operations and/or data containing and/or referencing other instructions and data in various
accessible processor and operable storage areas 1429 (e.g., registers, cache memory, random access memory,
etc.) instruction. Such communicated instructions may be stored and/or transmitted in batches (eg,
batches) of program and/or data components to facilitate desired operations. These stored instruction
codes, such as programs, may engage CPU circuit elements and other motherboard and/or system
components to perform desired operations. One type of program is a computer operating system, which
may be executed by the CPU on a computer; the operating system allows and assists users in accessing and
operating computer information technology and resources. Some of the resources that can be employed in
an information technology system include: the input and output mechanisms through which data can be
moved into and out of a computer; memory in which data can be saved; and processors through which
information can be processed. These information technology systems can be used to collect data for later
retrieval, analysis, and manipulation, which can be assisted by database programs. These information
technology systems provide interfaces that allow users to access and operate various system elements.

[0195]

1953 In one embodiment, SNAP controller 1401 may be connected to and/or communicate with entities such as,
but not limited to: one or more users from user input device 1411; peripheral device 1412; optional
encryption process device 1428; and/or communication network 1413.

1956 For example, SNAP controller 1401 may connect to and/or communicate with users, such as 1433a, running
client devices, such as 1433b, including but not limited to personal computers, servers, and/or various
mobile devices, including but not Limited to cellular phones, smart phones (such as <img
file="BDA0001213207600000461.TTF" he="63" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="571"/> phones based on the Android operating system, etc.), tablet computers
(such as Apple iPadTM, HP SlateTM, Motorola XoomTM, etc.), eBook readers (such as Amazon
KindleTM, Barnes and Noble's NookTMeReader etc.), laptops, notebooks, netbooks, game consoles (such
as XBOX LiveTM, <img file="BDA0001213207600000462.TTF" he="65" img-content="drawing" img-
format="tif" inline="no" orientation="portrait" wi="207"/> DS, Sony <img
file="BDA0001213207600000463.TTF" he="69" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="304"/> Portable, etc.), portable scanners, etc.

[0196] . -
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1970 Networks are generally considered to include the interconnection and interoperation of clients, servers, and
intermediate nodes in a graph topology.

1972 [t should be noted that the term "server” is used throughout this application to generally refer to a computer,
other device, program, or combination thereof, that processes and responds to requests from remote users
across a communications network. Servers use their information to make requests to "clients". As used
herein, the term "client" generally refers to a computer, program, other device, user, and/or combination
thereof that is capable of processing and generating requests and obtaining and processing any responses
from servers across a communication network. Computers, other devices, programs, or combinations
thereof that facilitate information processing and requests, and/or send pieces of information from a source
user to a target user, are commonly referred to as "nodes." Networks are generally thought of as facilitating
the transfer of information from source to destination. Specifically, nodes that perform the task of pushing
pieces of information from sources to destinations are often referred to as "routers." There are many forms
of networks such as local area networks (LANs), piconets, wide area networks (WANs), wireless networks
(WLAN:S), and so on. For example, the Internet is generally accepted as an interconnection of networks
whereby remote clients and servers can access and interoperate with each other.

[0197]
1988 SNAP controller 1401 may be computer system based, which may include, but is not limited to, components
such as computer system 1402 connected to memory 1429 .

[0198]

1993 computer system

[0199]

1997 Computer system 1402 may include clock 1430, central processing unit ("CPU" and/or "processor” (these
terms are used interchangeably throughout this disclosure unless noted to the contrary)) 1403, memory
1429 (e.g., read-only memory (ROM) 1406, random access memory (RAM) 1405, etc.), and/or interface
bus 1407, and almost often, though not necessarily, all interconnected and/or via one or more The
transmission circuit path (the system bus 1404 on the (mother) board 1402 through which instructions (eg,
binary coded signals) can be transmitted to achieve communication, operation, storage, etc.).

2003 The computer system may be connected to a power supply 1486; for example, the power supply may
optionally be internal.

2005 Optionally, cryptographic processor 1426 and/or transceiver (eg, IC) 1474 may be connected to the system
bus.

2007 In another embodiment, cryptographic processors and/or transceivers may be connected as internal and/or
external peripherals 1412 via interface bus I/O. The transceiver, in turn, can be connected to the antenna
1475, thereby enabling wireless transmission and reception of various communications and/or sensor
protocols; for example, the antenna can be connected to: Texas Instruments WiLink WL1283 transceiver

chip (e.g., provides 802.11n, Bluetooth 3.0, FM, Global Positioning System (GPS) (thus allowing the SNAP
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controller to determine its location)); BroadcomBCM4329FKUBG transceiver chip (for example, providing
802.11n, Bluetooth 2.1+EDR, FM, etc.); BroadcomBCMA4750IUBS receiver chip ( For example, GPS);
Infineon Technologies X-Gold 618-PMB9800 (for example, providing 2G/3G HSDPA/HSUPAO
communication), etc. A system clock typically has a crystal oscillator and generates a reference signal
through the circuit paths of the computer system. Clocks are typically connected to the system bus and
various clock multipliers that increase or decrease the base operating frequency for other components
interconnected in the computer system. The clock and various components in a computer system drive the
signals that carry out information throughout the system. This sending and receiving of instructions to
effectuate information throughout a computer system may generally be referred to as a communication.
These communication instructions may also be transmitted, received, and caused to return and/or respond
to communications beyond the example computer system to: communication networks, input devices,
other computer systems, peripheral devices, and the like. It should be understood that in alternative
embodiments, any of the above-described components may be connected directly to each other, to the
CPU, and/or organized in numerous variations as exemplified by various computer systems.

[0200]

2029 The CPU includes at least one high-speed data processor sufficient to execute program components for
executing user- and/or system-generated requests.

2031 The processor itself will often include various specialized processing units such as, but not limited to:
integrated system (bus) controllers, memory management control units, floating point units, and even
specialized processing subunits like graphics processing units, digital signal processing unit, etc. In addition,
the processor may include internal fast-access addressable memory, and be able to map and address
memory 1429 outside of the processor itself; memory may include, but is not limited to: fast registers,
various levels of cache memory (e.g., 1, 2, Level 3, etc.), RAM, etc. A processor can access these memories
by using a storage address space accessible through an instruction address, which the processor can
construct and decode, allowing it to access a circuit path to a specific storage address space with a stored
state. The CPU can be a microprocessor such as: AMD's Athlon, Duron and/or Opteron; ARM's
application, embedded security processor; IBM and/or Motorola's DragonBall and PowerPC; IBM and
Sony's Cell processor; Intel's Celeron , Core(2) Duo, Itanium, Pentium, Xeon, and/or Xscale processors.
The CPU interacts with the memory by passing instructions according to conventional data processing
techniques across conductive and/or transmission channels (eg (printed) electronic and/or optical circuits)
to execute stored instructions (in other words, program code). This command passing facilitates
communication within the SNAP controller and out across various interfaces. If processing requirements
dictate greater speed and/or capacity, distributed processor (eg, distributed SNAP), mainframe, multi-core,
parallel, and/or supercomputer architectures may similarly be employed. Alternatively, a small personal
digital assistant (PDA) can be used if the configuration needs dictate greater portability.

[0201]
2052 Depending on the particular implementation, the features of SNAP may be implemented by implementing a

microcontroller such as CAST's R8051XC2 microcontroller, Intel's MCS 51 (ie, 8051 mi_cr_ocontrolle8 or
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the like.

2055 Also, to implement certain features of SNAP, some feature implementations may rely on embedded
components such as: Application Specific Integrated Circuits ( “ASICs” ), Digital Signal Processing
( “DSPs” ), Field Programmable Gate Arrays ( “FPGAs” ), and/or similar embedded technologies. For
example, any SNAP component set (distributed, etc.) and/or features may be implemented by a
microprocessor and/or implemented by embedded components; for example, by an ASIC, coprocessor,
DSP, FPGA, etc. Alternatively, some implementations of SNAP may be implemented with embedded
components configured and used to implement various features or signal processing.

[0202]

2065 Depending on the particular implementation, embedded components may include software solutions,
hardware solutions, and/or a combination hardware/software solutions.

2067 For example, the SNAP features discussed herein can be implemented by implementing an FPGA, which is a
semiconductor device containing programmable logic elements called "logic blocks," and programmable
interconnects, such as high-performance FPGAs from the Virtex family and/or low-level FPGAs produced
by Xilinx. Cost Spartan series. After the FPGA is fabricated, the logic blocks and interconnects can be
programmed by the customer or designer to implement any SNAP features. A hierarchy of programmable
interconnects allows logic blocks to be interconnected as desired by the SNAP system
designer/administrator, somewhat like a single programmable breadboard. The logic blocks of the FPGA
can be programmed to perform operations on basic logic gates, such as AND and XOR, or more complex
combinational operators such as decoders or simple math operations. In most FPGAs, logic blocks also
include storage elements, which may be circuit flip-flops or more complete blocks of memory. In some
cases, SNAPs can be developed on regular FPGAs and then ported to fixed versions that more closely
resemble ASIC implementations. Alternative or cooperative implementations may migrate the SNAP
controller features to the final ASIC instead of the FPGA, or migrate the SNAP controller features to the
final ASIC in addition to the FPGA. According to all implementations of the aforementioned embedded
components, a microprocessor may be envisaged as the "CPU" and/or "processor” for the SNAP.

[0203]

2085 power supply

[0204]

2089 The power supply 1486 may be any standard form used to power small electronic circuit board devices, such
as the following batteries: alkaline, lithium hydride, lithium ion, lithium polymer, nickel cadmium, solar
cells, and the like.

2092 Other types of AC or DC power sources may also be used.

2093 In the case of a solar cell, in one embodiment, the case provides an aperture through which the solar cell can
capture photon energy. The battery 1486 is connected to at least one subsequent component of the
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power supply 1486 is coupled to system bus unit 1404 . In an alternative embodiment, external power 1486
is provided through a connection through the I/O 1408 interface. For example, USB and/or IEEE 1394
connections carry data and power across the connection and are thus suitable power sources.

[0205]

2102 interface adapter

[0206]

2106 Interface bus 1407 accepts, connects, and/or communicates to a number of interface adapters, although
generally not necessarily in the form of adapter cards, such as, but not limited to: input output interface
(I/0) 1408, storage interface 1409, network interface 1410 etc.

2109 Optionally, cryptographic processor interface 1427 may similarly be connected to the interface bus.

2110 The interface bus provides communication of the interface adapters with each other and with other
components of the computer system. Interface adapters are available for compatible interface buses.
Interface adapters are usually connected to the interface bus through a slot structure. Conventional socket
architectures can be used such as, but not limited to: Accelerated Graphics Port (AGP), Card Bus,
(Extended) Industry Standard Architecture ((E)ISA), Micro Channel Architecture (MCA), NuBus,
Peripheral Component Interconnect ( Extended) (PCI(X)), PCI passthrough, Personal Computer Memory
Card International Association (PCMCIA), etc.

[0207]

2120 The storage interface 1409 can accept, transfer, and/or connect to a plurality of storage devices, such as but
not limited to: the storage device 1414, removable disk devices, and the like.

2122 The storage interface may employ connectivity protocols such as, but not limited to: (Ultra) (Serial)
Advanced Technology Attachment (Packet Interface) ((Ultra) (Serial) ATA(PI)), (Enhanced) Integrated
Drive Electronics ( (E)IDE), Institute of Electrical and Electronics Engineers (IEEE) 1394, Fiber Channel,
Small Computer System Interface (SCSI), Universal Serial Bus (USB), etc.

[0208]

2129 The network interface 1410 can accept, communicate and/or connect to a communication network 1413 .

2130 Through the communication network 1413, the SNAP controller is accessible by a user 1433a through a
remote client 1433b (eg, a computer with a web browser). The network interface may employ connection
protocols such as, but not limited to: direct connect, Ethernet (thick, thin, twisted pair 10/100/1000
10/100/1000Base T, etc.), token ring, such as IEEE802.11a- x wireless connection, etc. If processing
requirements dictate greater overall speed and/or capacity, a distributed network controller (eg, distributed
SNAP), fabric may similarly be employed to aggregate, load balance, and/or increase the communication
bandwidth required by the SNAP controller. The communication network can be any one and/or

combination of the following: direct interconnection; Internet; local area network (LAN); metropolitan area
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network (MAN); operational mission as a node on the Internet (OMNI); ); wireless network (eg,
employing protocols such as but not limited to: Wireless Application Protocol (WAP), I-mode, etc.), etc. A
network interface can be viewed as a specialized form of an input-output interface. Additionally, multiple
network interfaces 1410 may be used to interface with various communication network types 1413 . For
example, multiple network interfaces may be employed to allow communication via broadcast, multicast,

and/or unicast networks.

[0209]

2147 Input output interface (I/0) 1408 accepts, communicates and/or connects to user input device 1411,
peripheral device 1412, cryptographic processor device 1428, and the like.

21491/0 can employ connection protocols such as but not limited to: Audio: Analog, Digital, Monaural, RCA,
Stereo, etc.; Data: Apple Desktop Bus (ADB), IEEE 1394a-b, Serial, Universal Serial Bus ( USB); infrared;
joystick; keyboard; midi; optical; PC AT; PS/2; parallel; radio; video interface: Apple Desktop Connector
(ADC), BNC, coaxial, component, composite, digital, DVI (DVI), High Definition Multimedia Interface
(HDMI), RCA, RF Antenna, S-Video, VGA, etc.; Wireless Transceivers: 802.11a/b/g/n/x; Bluetooth;
Cellular (e.g., Code Division Multi Address (CDMA), High Speed Packet Access (HSPA(+)), High Speed
Downlink Packet Access (HSDPA), Global System for Mobile Communications (GSM), Long Term
Evolution (LTE), WiMax, etc.); etc. A typical output device may include a video display, typically
comprising a cathode ray tube (CRT) or liquid crystal display (LCD) based monitor, with an interface (such
as DVI circuitry and cable) to accept a signal from a video interface. The video interface synthesizes
information generated by the computer system and generates a video signal in a video storage frame based
on the synthesized information. Another output device is a television, which accepts the signal from the
video interface. Typically, the video interface provides composite video information through a video
connection interface that accepts a video display interface (eg, an RCA composite video connector that
accepts an RCA composite video cable; a DVI connector that accepts a DVI display cable, etc.).

[0210]

2167 User input device 1411 is often a type of peripheral device 1412 (see below) and may include: card reader,
dongle, fingerprint reader, gloves, graphics tablet, joystick, keyboard, microphone, mouse, remote control,
retina reader, touch screen (eg, capacitive, resistive, etc.), trackball, trackpad, sensor (eg, accelerometer,
ambient light, GPS, gyroscope, proximity, etc.), stylus wait.

[0211]

2174 Peripherals 1412 may be connected to and/or communicated to I/0 and/or other similar equipment, such as
anetwork interface, storage interface, direct-to-interface bus, system bus, CPU, and the like.

2176 Peripherals can be external, internal and/or part of the SNAP controller.

2177 Peripherals can include: antennas, audio devices (e.g., line-in, line-out, microphone-in, speakers, etc.),
cameras (e.g., still, video, webcam, etc.), dongles (e.g., for copying protection, use of digital signatures to

ensure secure transactions, etc.), external processors (for additional capaci%r;_e.ﬁ., enc)rg‘Ption device 1428),
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force feedback devices (e.g., vibrating motors), network interfaces, printers, scanners, storage devices,
transceivers sensors (eg, cellular, GPS, etc.), video equipment (eg, goggles, monitors, etc.), video sources,
helmets, etc. Peripherals often include various types of input devices (eg, video cameras).

[0212]
2186 It should be noted that while user input devices and peripherals may be employed, the SNAP controller may
be embodied as an embedded, dedicated and/or monitor-less (ie headless) device where access will be

provided via a network interface connection.

[0213]

2192 Cryptographic units, such as, but not limited to, microcontrollers, processors 1426, interfaces 1427, and/or
devices 1428, can be attached to and/or communicate with the SNAP controller.

2194 An MC68HC16 microcontroller manufactured by Motorola may be used in and/or within the encryption
unit.

2196 The MC68HC16 microcontroller uses 16-bit multiply and add instructions in a 16 MHz configuration and
takes less than 1 second to execute 512-bit RSA private key operations. The cryptographic unit supports
authentication of communications from interactive agents as well as allowing bearer transactions. The
encryption unit can also be configured as part of the CPU. Equivalent microcontrollers and/or processors
could also be used. Other commercially available dedicated encryption processors include: Broadcom's
CryptoNetx and other security processors; Ncipher's nShield, SafeNet's Luna PCI (e.g., 7100) series;
Semaphore Communication's 40MHz Roadrunner 184; Sun's encryption accelerator (e.g., Accelerator
6000PCle Board, Accelerator 500Daughtercard); Via nanoprocessor (eg, L2100, L2200, U2400) line capable
of executing 500+MB/s encrypted instructions; VLSI Technology's 33MHz 6868, etc.

[0214]

2208 MemMory

[0215]

22121n general, any mechanism and/or embodiment that allows a processor to store and/or retrieve information
can be considered memory 1429 .

2214 However, memory is an alternative technology and resource, and thus multiple memory embodiments may
be employed in place of each other or in combination.

2216 It should be understood that various forms of memory 1429 may be employed by the SNAP controller
and/or computer system. For example, a computer system may be configured in which the operation of the
on-chip CPU memory (e.g., registers), RAM, ROM, and any other storage devices is provided by a paper
punched tape or paper punched card mechanism; however, such an embodiment would result in Very slow
operating speed. In a typical configuration, memory 1429 will include ROM 1406 , RAM 1405, and storage

device 1414 . Storage device 1414 may be any conventional computer S}gter_n_memory. S_to_ra%e devices may
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include drums; magnetic disk drives (fixed and/or removable); magneto-optical drives; optical drives (i.e.,
Blu-ray, CD/ROM/RAM/Recordable (R)/Writable (RW), DVD R/ RW, HD DVD R/RW, etc.); device
arrays (e.g., redundant array of independent disks (RAID)); solid-state memory devices (USB memory,
solid-state drive (SSD), etc.); other processor-readable storage media ; and/or other similar devices.

Therefore, computer systems generally require and use memory.

[0216]

2230 parts set

[0217]

223¢ Memory 1429 may contain a collection of program and/or database components and/or data such as, but
not limited to: operating system component 1415 (operating system); information server component 1416
(information server); user interface component 1417 (user interface); Web browser component 1418 (web
browser); database 1419; mail server component 1421; mail client component 1422; encryption server
component 1420 (encryption server);

2239 These components may be stored and accessed from a storage device and/or from a storage device accessible
through an interface bus.

2241 Although non-traditional program components, such as those of a collection of components, are typically
stored in local storage device 1414, they may also be loaded and/or stored in storage devices such as
peripheral devices, RAM, memory in remote storage facilities.

[0218]

2247 Operating system

[0219]

2251 Operating system components 1415 are executable program components that facilitate operation of the
SNAP controller.

2253 Typically, an operating system facilitates access to I/O, network interfaces, peripherals, storage devices, and so
on.

2255 Operating systems can be highly fault-tolerant, scalable, and secure systems such as Apple Macintosh
computer OS X (Server); AT&T Plan 9; Be OS; Unix and Unix-like system distributions (such as AT&T's
UNIX; Berkley Software Distribution Program (BSD ) variants, such as FreeBSD, NetBSD, OpenBSD, etc.;
Linux distributions, such as Red Hat, Ubuntu, etc.); and/or similar operating systems. However, more
restricted and/or less secure operating systems such as Apple Macintosh computer OS, IBM OS/2,
Microsoft DOS, Microsoft Windows2000/2003/3.1/95/98/CE/Millenium/NT/ Vista/XP (server), Palm OS,
etc. The operating system can communicate unidirectionally and/or bidirectionally with other components
in the component set, including itself, and the like. The operating system most often communicates with

other program components, user interfaces, and/or the like. For example, an operating s?rst_em may contain,
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communicate, generate, obtain, and/or provide program component, system, user, and/or data
communications, requests, and/or responses. Once executed by the CPU, the operating system may allow
interaction with communication networks, data, I/O, peripherals, program components, memory, user
input devices, and the like. The operating system may provide a communication protocol that allows the
SNAP controller to communicate with other entities over the communication network 1413 . The SNAP
controller can use various communication protocols as the subcarrier transport mechanism for interaction,
such as but not limited to: multicast, TCP/IP, UDP, unicast, etc.

[0220]

2274 information server

[0221]

2278 Information server component 1416 is a stored program component that is executed by the CPU.

2279 The information server may be a traditional Internet information server, such as but not limited to Apache
based on Apache software, Internet information server of Microsoft Corporation, and the like.

2281 The Information Server may allow the execution of program components through facilities such as: Active
Server Pages (ASP), ActiveX, (ANSI) (Objective-) C(++), C# and/or . NET, Common Gateway Interface
(CGI) Scripting, Dynamic (D) Hypertext Markup Language (HTML), FLASH, Java, JavaScript, Practical
Extractable Reporting Language (PERL), Hypertext Preprocessor (PHP), Pipeline, Python, Wireless
Application Protocol (WAP), WebObjects, etc. The information server may support secure
communication protocols such as, but not limited to: File Transfer Protocol (FTP); Hypertext Transfer
Protocol (HTTP); Hypertext Transfer Protocol Secure (HTTPS), Secure Sockets Layer (SSL), messaging
protocols (e.g. America Online Services (AOL) Instant Messenger (AIM), Application Exchange (APEX),
ICQ, Internet Multithreaded Chat (IRC), Microsoft Networks (MSN) Messenger Service, Protocol for
Presence and Instant Messaging (PRIM), Internet Engineering Task Force's (IETF's) Session Initiation
Protocol (SIP), SIP for Instant Messaging and Presence Impact Extensions (SIMPLE), the open XML-based
Extensible Messaging and Presence Protocol (XMPP) (i.e. Jabber or Open Mobile Alliance's (OMA's)
Instant Messaging and Presence Service (IMPS), Yahoo! Instant Messenger Service, etc. The information
server provides results in the form of web pages to the web browser and allows controlled generation of web
pages through interaction with other program components. After the Domain Name System (DNS)
resolved portion of the HTTP request is resolved to a particular Information Server, the Information Server
resolves the request for information at the specified location on the SNAP Controller based on the
remainder of the HTTP request. For example, a request such as http://123.124.125.126/myInformation.html
may have the [P portion of the request "123.124.125.126", which resolves to an information server at that [P
address through a DNS server; that information server may in turn resolve http request for the
"/mylnformation.html" portion of the request and resolve it to a location in memory containing the
information "mylnformation.html". In addition, other information used as a protocol can be employed
across various ports, eg, FTP communication across ports, etc. The information server can communicate
unidirectionally and/or bidirectionally with other components in the component set, including itself, and/or

the like. Most information servers communicate constantly with the SNAP database 1419, operating system,
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other program components, user interfaces, web browsers, and the like.

[0222]

2310 Access to the SNAP database can be achieved through a number of database bridging mechanisms, such as
through scripting languages (eg, CGI) as listed below and through inter-application communication
channels as listed below (eg, CORBA, WebObjects, etc.).

2313 Any data request by the web browser is parsed by the bridging mechanism into the appropriate syntax as
required by SNAP. In one embodiment, the information server will provide a web form accessible by a web
browser. An entry in a web form that is filled into a provided field is marked as having been entered into a
particular field and is parsed accordingly. The entered terms are then passed along with the field labels,
which instruct the parser to generate queries directed to the appropriate tables and/or fields. In one
embodiment, based on the marked text entries, the parser can generate queries in standard SQL fashion by
instantiating search strings with appropriate join/select commands, where the resulting commands are
provided to SNAP as queries via a bridging mechanism. When query results are generated according to the
query, the results are passed via the bridging mechanism and can be parsed by the bridging mechanism for
formatting and generation of new result web pages. This new resulting web page is then provided to the

information server, which can serve it to the requesting web browser.

2327 Likewise, an information server may contain, communicate, generate, obtain, and/or provide program

component, system, user, and/or data communications, requests, and/or responses.

[0224]

2332 user interface

[0225]

2336 Computer interfaces are similar in some respects to automotive operating interfaces.

2337 Automotive operating interface elements such as the steering wheel, transmission, and speedometer facilitate
the access, operation, and display of vehicle resources and status.

2339 Computer interactive interface elements such as checkboxes, cursors, menus, scrollers, and windows
(collectively and often referred to as widgets) similarly facilitate access, capacity, operation of data and
computer hardware and operating system resources and state , and display.

2342 The operator interface is often called the user interface. Graphical User Interface (GUI) provides the baseline
and means to graphically access and display information to the user, GUI such as Aqua of the Apple
Macintosh computer operating system, OS/2 of International Business Machines Corporation, Windows
2000/2003/3.1/95 of Microsoft Corporation /98/CE/Millenium/NT/XP/Vista/7 (i.e. Aero), X-Windows for
Unix (which may include, for example, additional Unix graphical interface libraries and layers such as the K

Desktop Environment (KDE), mythTV, and GNU Network Object Model Environment (GNOME)), web
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interface libraries (for example, ActiveX, AJAX, (D)HTML, FLASH, Java, JavaScript, etc., interface libraries
such as but not limited to, Dojo, jQuery (UI), MooTools, Prototype, script.aculo.us, SWFObject, Yahoo

UI, whatever can be used).

[0226]

2354 User interface component 1417 is a stored program component executed by the CPU.

2355 The user interface may be, for example, a conventional graphical user interface provided by and/or on top of
the already discussed operating system and/or operating environment. A user interface may allow display,
execution, interaction, processing, and/or operation of program components and/or system facilities
through textual and/or graphical facilities. A user interface provides a facility by which a user can implement,
interact with, and/or operate a computer system. A user interface can communicate unidirectionally and/or
bidirectionally with other components within a component set, including itself, and/or the like. Most of the
user interface often communicates with the operating system, other program components, and so on. The
user interface may contain, communicate, generate, obtain and/or provide program component, system,

user, and/or data communications, requests, and/or responses.

[0227]

2367 browser

[0228]

2371 Web browser component 1418 is a stored program component executed by the CPU.

2372 The web browser may be a conventional hypertext browsing application such as Microsoft Internet Explorer
or Netscape Navigator.

2374 Secure web browsing can be provided over HTTPS, SSL, etc. utilizing 128-bit (or more) encryption. Web
browsers allow the execution of program components through facilities such as ActiveX, AJAX, (D)HTML,
FLASH, Java, JavaScript, web browser plug-in APIs (eg, FireFox, Safari Plug-in, etc. APIs), etc. Web
browsers and similar information access tools can be integrated into PDAs, cell phones, and/or other mobile
devices. A user's web browser can communicate unidirectionally and/or bidirectionally with other
components within a component component set, including itself, and/or similar facilities. Most web
browsers frequently communicate with information servers, operating systems, integrated program
components (such as plug-ins), etc.; for example, it may contain, transmit, generate, obtain and/or provide
program components, systems, users and/or data Communications, Requests and/or Responses. Also,
instead of a web browser and an information server, a combined application can be developed to perform
similar operations of both. Composite applications similarly implement retrieval of information from
SNAP-enabled nodes and provision of information to users, user agents, etc. The composite application

may be non-trivial on systems employing standard web browsers.

[0229] . -
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2300 Mail Server

[0230]

2394 The mail server component 1421 is a stored program component executed by the CPU 1403 .

2395 The mail server may be a conventional Internet mail server, such as but not limited to sendmail, Microsoft
Exchange, and the like.

2397 The mail server may allow the execution of program components through facilities such as ASP, ActiveX,
(ANSI) (Objective-)C(++), C#_and/or . NET, CGl scripts, Java, JavaScript, PERL, PHP, pipes, Python,
WebObjects, etc. The mail server can support communication protocols, such as but not limited to: Internet
Message Access Protocol (IMAP), Message Application Programming Interface (MAPI)/Microsoft
Exchange, post office protocol (POP3), Simple Mail Transfer Protocol (SMTP) and the like. The mail
server may route, forward and process incoming and outgoing mail messages that have been sent, relayed
and/or traversed through and/or to the SNAP.

[0231]

2407 Access to SNAP mail can be accomplished through multiple APIs provided by individual web server

components and/or operating systems.

2412 Also, a mail server may contain, communicate, generate, obtain, and/or provide program component,
system, user, and/or data communications, requests, information, and/or responses.

[0233]

2417mail client

[0234]

2421 Mail client component 1422 is a stored program component executed by CPU 1403 .

2422 The mail client can be a traditional mail browsing application, such as: Apple Mail, Microsoft Entourage,
Microsoft Outlook, Microsoft Outlook Express, Mozilla, Thunderbird, etc.

2424 The mail client can support multiple transfer protocols, such as: IMAP, Microsoft Exchange, POP3, SMTP,
etc.

2426 The mail client can communicate unidirectionally and/or bidirectionally with other components in the
component set, including itself, and/or the like.

2428 Most mail clients routinely communicate with mail servers, operating systems, other mail clients, etc.; for
example, it may contain, deliver, generate, obtain and/or provide program components, system, user and/or
data communications, requests, Information and/or Responses. Mail clients typically provide facilities to

compose and transmit e-mail messages. . o
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[0235]

2435 encrypted server

[0236]

2439 Crypto server component 1420 is a stored program component executed by CPU 1403, crypto processor
1426, crypto processor interface 1427, crypto processor device 1428, and the like.

2441 A cryptographic processor interface would allow acceleration of encryption and/or decryption requested by
the cryptographic element; however, the cryptographic element could alternatively run on a conventional
CPU.

2444 Cryptographic elements allow encryption and/or decryption of provided data. Cryptographic elements allow
symmetric and asymmetric (eg, Pretty Good Protection (PGP)) encryption and/or decryption. The
encryption technology that can be used by the encryption element is such as but not limited to: digital
certificate (for example, X.509 authentication framework), digital signature, double signature, envelope,
password access protection, public key management and so on. Cryptographic elements will facilitate many
(encryption and/or decryption) security protocols such as but not limited to: checksum, Data Encryption
Standard (DES), Elliptic Curve Cryptography (ECC), International Data Encryption Algorithm (IDEA),
message Digest (MD5, which is a form of hashing), Cipher, Rivest Cipher (RC5), Rijndael, RSA (which is
an Internet encryption and authentication system using an algorithm developed by Ron Rivest, Adi Shamir,
and Leonard Adleman in 1977 ), Secure Hash Algorithm (SHA), Secure Sockets Layer (SSL), Secure
Hypertext Transfer Protocol (HTTPS), etc. Using these encrypted security protocols, SNAP can encrypt all
incoming and/or outgoing communications and can utilize wider communication networks as nodes within
a Virtual Private Network (VPN). The cryptographic element facilitates the processing of "security
authorization", whereby access to resources is prohibited by security protocols, wherein the cryptographic
element implements authorized access to secure resources. Additionally, the cryptographic element may
provide a unique identifier of the content, for example using and MD5 hashing to obtain a unique signature
for a digital audio file. A cryptographic element may communicate unidirectionally and/or bidirectionally
with other components within a component set, including itself, and/or the like. The cryptographic element
supports cryptographic mechanisms that allow secure transmission of information across communication
networks to allow SNAP components to engage in secure transactions, if desired. The cryptographic
element facilitates secure access to resources on SNAP and facilitates access to secure resources on remote
systems; ie it can act as a client and/or server to secure resources. Most cryptographic components often
communicate with information servers, operating systems, other program components, etc. The
cryptographic element may contain, communicate, generate, obtain, and/or provide program component,
system, user, and/or data communications, requests, and/or responses.

[0237]
2472 SNAP database
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[0238]

2476 The SNAP database component 1419 can be embedded in the database and the data it stores.

2477 The database is a stored program component, which is executed by the CPU; the stored program component
configures the CPU in part to process the stored data.

2479 The database may be a traditional, fault-tolerant, relational, scalable, secure database, such as Oracle or
Sybase. Relational databases are an extension of flat files. A relational database consists of a series of related
tables. Tables are joined to each other by key fields. The use of key fields allows tables to be combined
through indexes relative to the key fields; that is, the key fields serve as dimensional pivots for the combined
information of the various tables. Relationships typically identify links between tables by means of matching
primary keys. A primary key represents a field that uniquely identifies a table row in a relational database.
More precisely, they uniquely identify table rows on the "one" side of a one-to-many relationship.

[0239]

2489 Alternatively, SNAP databases can be implemented using various standard data structures, such as arrays,
hashes, (linked) lists, structures, structured text files (eg XML), tables, etc.

2491 These data structures can be stored in memory and/or in (structure) files. In another alternative, an object-
oriented database such as Frontier, ObjectStore, Poet, Zope, etc. can be used. An object database may
comprise a plurality of object collections grouped and/or linked by common attributes; they are related to
other object collections by some common attributes. Object-oriented databases perform similarly to
relational databases, except that their objects are not just pieces of data, but can have other types of
functionality encapsulated within a given object. The use of SNAP database 1419 may be integrated into
another component, such as SNAP component 1435, if the SNAP database is implemented as a data
structure. Likewise, databases can be implemented as a mix of data structures, objects, and relational
structures. Databases can be consolidated and/or distributed in myriad variations by standard data
processing techniques. Parts of the database, such as tables, may be exported and/or imported and thus

decentralized and/or integrated.

[0240]

2505 In one embodiment, the database component 1419 includes several tables 1419a-o.

2506 The user table 1419a may include fields such as, but not limited to: user_id, ssn, dob, first_name, last_name,
age, state, address_firstline, address_secondline, zipcode, devices_list, contact_info, contact_type,
alt_contact_info, alt_contact_type, and the like. A user form may support and/or track multiple entity
accounts on SNAP. The device table 1419b may include fields such as, but not limited to: device_ID,
device_name, device_IP, device_MAC, device_type, device_model, device_version, device_OS,
device_apps_list, device_securekey, wallet_app_installed_flag, and the like. The Apps table 1419¢ may
include fields such as, but not limited to: app_ID, app_name, app_type, app_dependencies, and the like.
Account table 1419d may include fields such as, but not limited to: account_number,
account_security_code, account_name, issuer_acquirer_flag, issuer_name, acquirer_name,

account_address, routing_number, access_API_call, linked_wallets_list. and the like. Merchant table 1419e
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may include fields such as, but not limited to: merchant_id, merchant_name, merchant_address,
ip_address, mac_address, auth_key, port_num, security_settings_list, etc. Issuer table 1419f may include
fields such as, but not limited to: issuer_id, issuer_name, issuer_address, ip_address, mac_address,
auth_key, port_num, security_settings_list, and the like. The acquirer table 1419g may include fields such as,
but not limited to: account_firstname, account_lastname, account_type, account_num,
account_balance_list, billingaddress_linei, billingaddress_line?2, billing zipcode, billing_state,
shipping_preferences, shippingaddress_linei, shippingaddress_line2, shipping_zipcode, etc.

2523 The payment gateway table 1419b may include fields such as, but not limited to: gateway_ID, gateway_IP,
gateway_MAC, gateway_secure_key, gateway_access_list, gateway_API_call_list, gateway_services_list, and
the like. Transaction table 1419i may include fields such as but not limited to: order_id, user_id, timestamp,
transaction_cost, purchase_details_list, num_products, products_list, product_type, product_params_list,
product_title, product_summary, quantity, user_id, client_system_id, client_ip, client_type,
client_atversion_moding
,app_installed_flag,user_id,account_firstname,account_lastname,account_type,account_num,account_pri
ority_account_ratio,billingaddress_linei,billingaddress_line2,billing zipcode,billing_state shipping prefere
nces,shippingaddress_linei,shippingaddress_line2,shipping_zipcode,shipping_state,merchant_id,merchant
_name,merchant_auth_key%o The batch table 1419j may include fields such as, but not limited to:
batch_id, transaction_id_list, timestamp_list, cleared_flag_list, clearance_trigger settings, and the like.
Ledger table 1419k may include fields such as, but not limited to: request_id, timestamp, deposit_amount,
batch_id, transaction_id, clear_flag, deposit_account, transaction_summary, payor_name, payor_account,
and the like.

2537 Products table 14191 may include fields such as, but not limited to: product_ID, product_title,
product_attributes_list, product_price, tax_info_list, related_products_list, offers_list, discounts_list,
rewards_list, merchants_list, merchant_availability_list, and the like. The offer form 1419m may include
fields such as, but not limited to: offer_ID, offer _title, offer_attributes_list, offer_price, offer_expiry,
related_products_list, discounts_list, rewards_list, merchants_list, merchant_availability_list, and the like.
The behavior data table 1419n may include fields such as but not limited to: user_id, timestamp,
activity_type, activity_location, activity_attribute_list, activity_attribute_values_list, and the like. Analysis
table 14190 may include fields such as, but not limited to: report_id, user_id, report_type,
report_algorithm_id, report_destination_address, and the like.

[0241]

2549 In one embodiment, the SNAP database can interact with other database systems.

23550 For example, using a distributed database system, query and data access by retrieving SNAP components can
handle the combination of SNAP database, integrated data security layer database as a single database entity.

[0242]
2555 In one embodiment, the user program may contain various user interface primitives that may be used to
update SNAP.

2357 Likewise, various accounts may require custom database tables dependinlg otr_lt_the enVIiEmﬂ'rBetn% i(gloghilcg45
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SNAP may need to serve, as well as the type of client. It should be noted that any unique field can be
specified as the key field throughout. In an alternative embodiment, these tables have been dispersed into
their own databases and their respective database controllers (ie, a single database controller for each of the
above tables). Using standard data processing techniques, one can further distribute the database via several
computer systems and/or storage devices. Similarly, by consolidating and/or distributing the various
database components 1419a-o, the configuration of decentralized database controllers may be changed.
SNAP can be configured to track various settings, inputs and parameters through the database controller.

[0243]

2568 The SNAP database can communicate unidirectionally and/or bidirectionally with other components within
the component set, including itself, and/or similar facilities.

2570 Most SNAP databases communicate frequently with SNAP components, other program components, and

the like. A database may contain, maintain and provide information about other nodes and data.

[0244]
2575 SNAP

[0245]

2579 SNAP component 1435 is a stored program component executed by the CPU.

2580 In one embodiment, a SNAP component includes any and/or all combinations of aspects of SNAP discussed
in the preceding figures.

2582 Thus, SNAP implements the access, acquisition and provision of information, services, transactions, etc.

across various communication networks.

[0246]

2587 The SNAP component can convert real-time generated merchant-product quick response codes into virtual
wallet card-based transaction purchase notifications, etc. and use of SNAP through the SNAP component.

23589 In one embodiment, the SNAP component 1435 takes input (e.g., checkout input 411; product data 414;
payment input 419; issuer server data 423; user data 427a-n, etc.) and transforms the input through the
SNAP component (e.g., SMPE 1441; QRCP 1442, etc.) are outputs (eg, QR payment code 417; card
authorization request 421; authorization response 429a-n; authorization success message 433a-b; batch

additional data 435; purchase receipt 436, etc.).

[0247]

2597 SNAP components that allow information access between nodes can be developed using standard
development tools and languages such as, but not limited to: Apache components, Assembly, ActiveX,
executable binary, (ANSI) (Objective-)C (++), C #_and/ or.
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2600 NET, database adapters, CGI scripts, Java, JavaScript, drawing tools, procedural and object-oriented
development tools, PERL, PHP, Python, shell scripts, SQL commands, web application server extensions,
web development environments and libraries (e.g., Microsoft Corporation ActiveX; Adobe AIR,
FLEX&FLASH; AJAX; (D)HTML; Dojo, Java; JavaScript; jQuery (UI); MooTools; etc.), WebObjects, etc.
In one embodiment, the SNAP server employs an encryption server to encrypt and decrypt
communications. A SNAP element can communicate unidirectionally and/or bidirectionally with other
components within a component set, including itself, and/or the like. Most SNAP components constantly
communicate with SNAP databases, operating systems, other program components, and so on. A SNAP
may contain, communicate, generate, obtain and/or provide program component, system, user and/or data

communications, requests and/or responses.

[0248]
2613 Distributed SNAP

[0249]

2617 The structure and/or operation of any SNAP node controller component can be combined, merged and/or
distributed in any number of ways to aid in development and/or configuration.

2619 Similarly, component sets can be combined in any number of ways to aid deployment and/or development.

2620 To achieve this, components can be integrated into a common code base or into a facility where components

can be dynamically loaded in an integrated fashion on demand.

[0250]

2625 Component sets can be combined and/or distributed in myriad variations through standard data processing
and/or development techniques.

2627 Multiple instances of any of the program components in a program component set may be instantiated on a
single node, and/or across multiple nodes to improve performance through load balancing and/or data
processing techniques. Additionally, a single instance may also be distributed across multiple controllers
and/or storage devices; eg, a database. All program component instances and controllers working together

may do so through standard data process communication techniques.

[0251]

2635 The configuration of the SNAP controller will depend on the environment in which the system is deployed.

2636 Factors such as, but not limited to, budget, capacity, location, and/or utilization of underlying hardware
resources may enforce deployment requirements and configurations. Regardless of whether the
configuration results in more consolidated and/or integrated program components, results in more
distributed families of program components, and/or results in a combination between consolidated and
distributed configurations, data may be communicated, obtained, and/or provided. Depending on the set of

program components, component instances incorporated into the common code base can lpass obtain
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and/or provide data. These can be achieved through in-application data handling communication
techniques such as but not limited to: data references (eg pointers), internal message passing, object instance

variable communication, shared memory space, variable passing, and the like.

[0252]

26481f the component set components are mutually discrete, independent and/or external, then passing,
obtaining and/or providing data and/or to other components can be achieved through in-application data
processing communication techniques, such as but not limited to: Application programming interface
(API) information transfer; (distributed) component object model ((D) COM), (distributed) object linking
and embedding ((D)OLE), etc.), common object request agent architecture (CORBA), Jini local and
remote APIs, Javascript Object Notation (JSON), Remote Method Reference (RMI), SOAP, process pipes,
shared files, etc.

2655 Mlessages sent between discrete components for inter-application communication, or within the storage
space of a single component for intra-application communication, can facilitate the creation and parsing of
the grammar. Grammars can be developed using development tools, such as lex, yacc, XML, etc., which
allow grammar generation and parsing functions, which in turn can form the basis of communication

messages within and between components.

[0253]

2663 For example, the syntax can be set to recognize a token for an HTTP post directive, such as:

[0254]
2667 w3c-post http://...
2668 Valuel

[0255]

2672 Where Valuel is identified as a parameter because "http://" is part of the syntax and subsequent is considered
part of the posted value.

2674 Similarly, using this syntax, the variable "valuel" can be inserted into the "http://" post command and then
sent.

2676 The grammar itself may be presented as structured data that is interpreted and/or used to generate parsing
mechanisms (such as grammar description text files processed by lex, yacc, etc.). Likewise, once a parsing
mechanism has been spawned and/or instantiated, it itself processes and/or parses structured data such as,
but not limited to: characters delineating text (e.g. tags), HTML, structured text streams, XML, etc. data. In
another embodiment, the inter-application data processing protocol itself may have integrated and/or
readily available parsers (eg, JSON, SOAP, etc. parsers) that may be used to parse (eg, communicate) data.
Furthermore, parse syntax can be used on top of message parsing, but also for parsing: databases, datasets,

data stores, structured data, etc. Again, the desired configuration will depend on the context, environment,
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and needs of system development.

[0256]

2688 For example, in some implementations, the SNAP controller may be a PHP script that implements a Secure
Sockets Layer ( “SSL” socket server) executed by the message server, which listens for data that the client
may send (e.g., data encoded in JSON format) incoming traffic on the server port.

2691 Once the incoming communication is identified, the PHP script can read the incoming message from the
client device, parse the received JSON-encoded data to extract information from the JSON-encoded text
data into PHP script variables, and query it using the Structured Query Language ( “SQL ") to store the data
(eg, client identification information, etc.) and/or the extracted information in a relational database
accessible by Basically written as PHP/SQL commands to accept JSON-encoded input data from a client
device over an SSL connection, parse the data to extract variables, and store the data to a database An
exemplary list is provided below:

[0258]

2701 Likewise, the following resources are available to provide exemplary embodiments showing SOAP parser
implementations:

[0259]
2706 http://www.xav.com/perl/site/lib/SOAP/Parser.html

[0260]

2710 http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?
2711 topic=/com.ibm

[0261]

2715 .
2716 IBMDI.doc/referenceguide295.htm

[0262]

2720 and other parser implementations:

[0263]
2724 http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?

2725 topic-/com.ibm . .
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[0264]

2729.
2730 IBMDI.doc/referenceguide259.htm

[0265]

2734 All of these are therefore included here by reference.

[0266]

2738 In order to solve various problems and develop technologies, it is used for snapshot mobile payment devices,
methods and systems (including cover, title, subtitle, technical field, background technology, summary of
the invention, description of drawings, detailed description, claims, abstract , drawings, appendices and/or
others) of this application throughout are shown by various schematic embodiments in which the claimed
innovations can be practiced.

2743 The advantages and features of the present application are merely representative examples of embodiments,
not exhaustive and/or exclusive.

2745 They exist only to aid in understanding and to teach the principles as claimed.

2746 1t should be understood that they do not represent all innovations as claimed.

2747 Accordingly, certain aspects of the disclosure are not discussed here.

2748 Alternative embodiments have not necessarily been presented for specific parts of the invention or otherwise
undescribed alternative embodiments may be available to contemplate disclaimed components of an
alternative embodiment.

2751 It will be appreciated that many of those non-described embodiments employ the same principles of the
invention and that others are equivalent. Accordingly, it is to be understood that other embodiments may be
utilized and functional logical, operational, organizational, structural and/or topological modifications may
be made without departing from the scope and/or spirit of this disclosure. Accordingly, all examples and/or
embodiments are considered to be non-limiting throughout this disclosure. No inference should be drawn
to consider those embodiments discussed here relative to those not discussed here, except for the sake of
reducing space and repetition. For example, it should be understood that the logical and/or topological
structure of any group of any program component (collection of components), other components and/or
provided component arrangements as shown in the figures and/or fully described is not limited to a fixed
operating order and/or permutation, but any order disclosed is exemplary and all equivalents, regardless of
order are contemplated by this disclosure. Furthermore, it should be understood that such components are
not limited to serial execution, but that multiple threads, processes, services, servers, and/or those that can
execute asynchronously, synchronously, in parallel, concurrently, synchronously, etc. are contemplated by
this disclosure. Thus, some components may be mutually exclusive in that they cannot both exist in a single
embodiment. Similarly some components are applicable to one aspect of the invention and not applicable to
other aspects. Additionally, the disclosure includes other novel methods that are not presently claimed. All

rights reserved to the presently unclaimed applicant for a new method, 1nclud1nng the right to claim such a
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new method, file addition application, continuation, continuation in part, severance, and/or its equivalents.
Thus, it should be understood that advantages, embodiments, examples, functions, components, logical
operations, organization, structures, topologies and/or other aspects of the disclosure are not intended to be
limited to or limited to the disclosure defined by the claims On the equivalent of claims. It should be
understood that various implementations of SNAP depend on the specific needs and/or characteristics of
SNAP individual and/or business users, database configurations and/or relational models, data types, data
transfer and/or network frameworks, syntax structures, etc. Example can be implemented which allows a lot
of flexibility and customization. For example, aspects of SNAP may be adapted for restaurant ordering,
online shopping, shopping in brick and mortar stores, secure information processing, healthcare
information systems, and the like. While the various embodiments and discussions of SNAP have been
directed to electronic purchase transactions, however, it should be understood that the embodiments herein
can be readily configured and/or customized for a wide variety of other applications and/or
implementations Way.
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Notice

This translation is machine-generated. [t cannot be guaranteed that it is intelligible, accurate, complete, reliable or
fit for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation output.

CLAIMS CN106803175A

L.

13 A computer-implemented snapshot payment method comprising:

14 obtaining user input at the mobile computing device to initiate a purchase transaction;

15 acquiring image frames by an image acquisition device operatively connected to said mobile computing device;
16 identify the payment code depicted within the captured image frame;

17generating a purchase transaction request via the mobile computing device using the identified payment code;
18 providing the purchase transaction request for payment processing; and

19 A purchase receipt is obtained for the purchase transaction.

2.
23 The method of claim 1, further comprising:

24 An image of the payment code is provided for purchase transaction processing.

3.

28 The method of claim 1, further comprising:

29 acquiring video including said image frames by said image acquisition device included in said user mobile
device;

31 extracting said image frames from the acquired video; and

32 The image frame is analyzed to determine whether the image frame includes the described payment code.

4.
36 The method of claim 1, wherein the user input is a touch screen gesture on a touch screen operatively

connected to the mobile computing device. . .
Petitioner Exhibit 1002-1652
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5.

41 The method of claim 1, wherein the payment code is a one-dimensional barcode.

6.

45 The method of claim 1, wherein the payment code is a two-dimensional barcode including a quick response
code.

1.

50 The method of claim 1, further comprising:

51 extract purchase session data from said payment code; and

52 Wherein the purchase transaction request is generated through the user's mobile device using the extracted
purchase session data.

8.

57 The method of claim 7, wherein the purchasing session data includes a merchant identifier and a session
identifier for a user shopping session with a merchant associated with the merchant identifier.

9.

62 The method of claim 8, wherein the session identifier is configured as a token parameter in a Uniform
Resource Locator for data about a user's shopping session with the merchant.

10.

67 The method of claim 1, further comprising:

68 Obtain payment information associated with a virtual wallet account for payment processing;

69 Wherein the generated purchase transaction request includes the payment information associated with the
virtual wallet account.

I1.
74 The method of claim 10, wherein the payment information includes a dynamically generated card verification
value code.

12.

79 The method of claim 11, further comprising: Petiti Exhibit 1002-1653
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8o providing a request to the server for the dynamically generated card verification value code; and
81 The dynamically generated card verification value code is obtained from the server in response to providing
the request.

13.

86 The method of claim 12, wherein the dynamically generated card verification value has an expiration time and
corresponds to a user shopping session with the merchant.

14.

91 The method of claim 1, wherein the payment code depicted within the captured image frame is captured from
a display of a media device and encodes data to purchase the requested media content.

15.

96 The method of claim 14, wherein the media device is a television.

16.

100 The method of claim 15, wherein the television is part of an in-flight entertainment system.

17.

104 The method of claim 16, wherein the media device is displaying a web page.

18.

108 A computer-implemented snapshot payment system comprising:

109 processor; and

110a memory configured to communicate with the processor and store processor-executable instructions to:

111 obtaining user input at the mobile computing device to initiate a purchase transaction;

112 acquiring image frames by an image acquisition device operatively connected to said mobile computing
device;

114 identify the payment code depicted within the captured image frame;

115 generating a purchase transaction request via the mobile computing device using the identified payment code;

116 providing the purchase transaction request for payment processing; and

117 A purchase receipt is obtained for the purchase transaction.

19.

121 A computer-readable tangible medium storing computer-executable sna%shqt_pa ment instructions

to:
otitioner Exhibit 1002-1
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122 obtaining user input at the mobile computing device to initiate a purchase transaction;

123 acquiring image frames by an image acquisition device operatively connected to said mobile computing
device;

125 identify the payment code depicted within the captured image frame;

126 generating a purchase transaction request via the mobile computing device using the identified payment code;

127 providing the purchase transaction request for payment processing; and

128 A purchase receipt is obtained for the purchase transaction.

20.

132 A computer-implemented snapshot payment device, comprising means for:

133 obtaining user input at the mobile computing device to initiate a purchase transaction;

134acquiring image frames by an image acquisition device operatively connected to said mobile computing
device;

136 identify the payment code depicted within the captured image frame;

137 generating a purchase transaction request via the mobile computing device using the identified payment code;

138 providing the purchase transaction request for payment processing; and

139 A purchase receipt is obtained for the purchase transaction.

21.

143 A computer-implemented reverse snapshot payment method comprising:

144 obtaining user input at the user device to initiate a purchase transaction with a merchant;

145 obtain user payment information for processing said purchase transaction;

146 generating, by the user device, a payment code image using payment information for processing the purchase
transaction;

148 displaying the payment code image for a point-of-sale terminal via a display operatively connected to the user
device to capture an image of the payment code image; and

150 A purchase receipt is obtained for the purchase transaction.

22.

154 A computer-implemented group decomposition snapshot payment method, comprising:

155 obtaining user input at the user's user device to initiate a group purchase transaction;

136 obtaining purchase data for said group purchase transaction;

157 generating, by said user device, a disassembled payment code image using purchase data for said group
purchase transaction;

159 wherein said disassembled payment code image includes information about another user's payment amount;
and

161 The split payment code image is displayed for another user device of the other user by a display operatively
connected to the user device to obtain an image of the split payment code image.
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23.

166 A computer-implemented person-to-person snapshot payment method comprising:

167 obtaining user input at the user's user device to initiate a person-to-person transaction;

168 obtaining a transfer amount for said person-to-person transaction;

169 generating, by said user device, a payment code image using a transfer amount for said person-to-person
transaction;

171 wherein said payment code image includes information about the amount transferred by another user; and

172 The payment code image is displayed for another user device of the other user by a display operatively
connected to the user device to obtain an image of the payment code image.

24.

177 A computer-implemented method of mobile selling on snaps, comprising:

178 obtaining a user checkout request at the point-of-sale device;

179 obtaining user shopping cart information about a merchant for use in processing purchase transactions
associated with said user's checkout request;

181 using the user shopping cart information to generate a payment code image through the user device;

182via a display operatively connected to the point-of-sale device, displaying the payment code image for user
equipment to capture an image of the payment code image; and

184 An authorization notification is obtained for the purchase transaction.

23.

188 A computer-implemented reverse snapshot mobile selling method comprising:

189 obtaining a user checkout request at the point-of-sale device;

190 acquiring an image frame by an image acquisition device operatively connected to said point-of-sale device;
191 identify the payment code depicted within the captured image frame;

192 generating a purchase transaction request through said point-of-sale device using the identified payment code;
193 providing the purchase transaction request for payment processing; and

194 An authorization notification is obtained for the purchase transaction.
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FH P R AT 505 26 BRPOS 280 1] 3145 HH 1% A P 1Y) 8 80 ik 46 7= 2R (P iZQRACTG IR AR B, 461
116, 3¢ LA AR B % H P 2B B QRACAS ) S AHE B R ORI 52 5317 2K, LT SO ) 4%
BEAT AL o 214 56 A% S AE I 1% ST 28 1T B e im) P B8 alift 46 7 O o I POS 2% i i/
B A o (T 22 A 2RIV E B0) $ BEVE SIS , AE A2 o A T 56 B ) A A o ALk
FE— 85 5 R, 12 A P e B i P IR 31 & = AL I QRARAS A R BB R A R
(B n g D AR 1 B4R, B N e s il 5 35 S5 45 10 4ol BAEmL
HIRIACE o 72— Le s B 5, IZQRARAS T DL — IR PERE 21015 5 i p {03 (ol ln, =
D55 B I SBATDCER T i3 )

[0029] 7 —sesp g b, SR —F P 121 b ] B8 B SOAHEA A0 — 121 ad &80 (B0
W, 0 A B T BRIl R L RS PP IR AE B S A 120 45 U )
121an] 7224 R AT 1) A7 RO I QRARED, , 451 601122 , ALH% ¢ T Wl Ak 1Y) 1% S 4 DA B SR 5 5
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SR SRR S/ A SR S T R B B A T Z QRS
(i, ek g4 28— FH P RS Bl el 16 1) 28— FH P R i QRARAT s 3 ik e IS4 A28 Y 4%
TSR 2 R IR ZORIRAD) o 55— B P Al S — P RS Sl 16 45 1 QRARAS PR, 451)
W23, 3 FLAS A% 40 58— P B RESE 21 ik I B fA 1o 5/ 0 44 DA B ERz 21 1% 28—
F P RS Sl R 1 I 55— A P AR AL 6 5 SR 7= A FHT EH 12 SOAST I 46 A B 1) I S 58 51 2K o
MZAL By SES S 12 S AT W4 ] T A A B 2 5 I P PR RE  E RAA AEAE R AR
(WIS =P A FH P AT 28 B QRARAS 1) 46 FH 732 2 AR 1 QRAAS v A (1) 2 s, B
FEAEAR T T 3738 (5 (NFC) JWi-Fi™ 5 ™ i 55 4% L SMS  HL T 1F L S A< 7 S8 A/ L
BAE B

[0030]  JE, MOZIEMRI A, FE DA BN ST I BN Sy Ak, X R 5 i 44 0/ Bldd
B DA E R AE A - 510, A5 3 5 5 I n B AS s AT R (200, B anB 1B, Jef110)
(K P a] 7= A A0 & o T35 1) A7 8 76 SO R 48 RS0 10 AR 55 8 B 1 4 il A5 B A AR
(handle) [F145 2 IQRARTD o 451 4 , TR FAFE 20 s A 1R — sy AT ) S A B AE S R ok 7=
A2 R0/ B AL AT AR, SCAT RAE SRR S 45 13/153, 301 A A AT A T DL M £
207 (1) S 18 H IS T R IR 1 P9 A AR AL, A A py AR i 5]k O A b L R AR o e A, 7R
— sy 2 % A P AR Y B AR UM RS R, W T S 5 N6, 837,425, A%
FIAy ““fa vk B AL LA B A 485 X B 3 WA AR RV 46 2 R BE A LB 4R B AR I 1K) 77
(1) 5 [ R ch HIR 1), AR I L 51T HEAS Py 2 9 I A BB 8 B o £ — 28 2 R A R B
SE S, T T B S G R A s D IR s R A R ZQRARAS 5 2 A
ALV % (BPOSZ i) _F 1) I 28 B A5 AL (B EQRACID AT HR e & A/ B t) o 1% H B AT
(V5715 2 BRPOS £ i ] A) 45 HH % FH P (M RS a5 46 ™ AR (M QRAR A (1 AR BE, 0 40 116, 9
2 A X 4% A0 3L 1 W S22 50 1 SR B A AN IZZQRAR S, P SR IRV A MR 25 7 R R 45 o o 1 A FH 2%
FINAACBEAZ I A8 5 1% T R MR 55 4 W] 7 2R R AR AGE R (8 WS AAE L R g
BE—DHERND) | FEHEALZ R BB SR ST 2% o 2 58 JRAZ W A8 Gy, 3T M 45 ) B
FEIA] ) PR B4 AT M TP A i POS 28 36 AN/ 1% 22 4 o i (W dm FH T2 4 I 7E 26064
) BRAL I SEWLHE , 1 A fd P2 AR I A8 55 A0 8 5 R KT A

[0031] 76— mesp gl Jy s Hp , P A WL ] DA A ST ) D 1R 30 S A I S22 B A B A
Hh o A5 G, 75— 2 S 7 b, R R RS A T RN T T 5 I URL B R AR AU 2R v o )
U, 75— S8 S2EL 5 A, POS 2 A B2 15 2% A1/ 8k & 2 SHL ol 78 R BERGHE SR H K Z UR LR
BT 3 1) J2 380 HH o ZURL A] 45 [l A7 A PE A REBGE R I I T H T MR
AR 45 % L KT X T o 49020, ER 2 URL A 1 PR 0 00 ] 66 5 1% 0 S5 A8 2 W A4, 450 G e I S )
P 2R TR BRAS (I TR T AL BRI AS A o DR b, G A 2 i 0T [FJURL 25 12 S A I 485
T MR 5 65 1T 0% AT R 48 PRI 58 2 (1) Y o /6 — S sz 7 20 12 S A W g T 4RIk
I P 18 S AT A S B T B S R A o AR X R S 1S A R 4 T 4
HEZURLES F P 845 o iz P Rl P I 46 L S BZ URL R sk 4595 T 12 P A g S g 2
A DR B W QR AN 0 B A S IOl A

[0032]  7F—uesp gyl Jy =, 24 P a) 48 el SR IAEE B AT T 2 SR A R A A
(tender) , Bi41130. 7E—e 52T F 3, F ' 2 — 13 1a ] 343 76451 21 1 33 [ POS £ iy kb A2 i
(K3 (el 51 a6 1 T FRAR K B0 (1) 48 B 5L B QR S AR IS (B114n134) (BRI (514n132) o1
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A] AR QR A AT AR, L5 08 AT S N SR 45 B 1% HH ) 131am]
LT TR RL AT QRARES 13525 HoAh FH S 131b—c, T P2 131 b—c W] 3R 43 % 45 A IR A A QRAR S,
(PP HE, ) 01366 78— sE 7 20, R 1 R LRQRACAS Y SO AT, i H P 131b—c T LA &R
ZSUAT M4 2208 FH P 13 1a, B F 13 1b—c 7] BLEE B 200 fR 0 B AP QRARAS 3B AT B8 30445 1%
R (B0, 222 A 7 131agy %78 K M QRARAD P BT B % , e Sr B R AR S A4 3E) o 7R —
S IJy A, %R R 0 A 3 a- e BLAE R R AL AT QRAC ALY

[0033] e sia 7 2, @ i (i P A Dy B AR a5 AL o] DL S L R B S A, A
S AT FHQRARAS o 470 40, 45— s Jy 2, 1% POS s 1 33T At 4 s A MKl A3 ph sk 5
H P13 1a—ciilifE « iZPOSE i i) HAT BUTFAT M5 50— P @ ST S (19 3 (5 23 1 ol ik e
PUST I IE(5 22 1, POS 2 ] AR 4411%% FH P R 25 P 7 22 160 77 ok R0/ BT X i ok = AL -1 W
SEAZ Ty AL BRAE SR o PR I, 88 I X PR ST [ 8 {5 220, POS 240w 1) 1 5 FH P 13 1a—c AH G R B
AT FRCRAN S AT 50

[0034] 2 LM I 1C, 8 — s B 5 5, S THONIE /S80I B 19, LR T 44 T 2 A
NF/BANAT BB AV, o] DA AR R sh A5k 75 3o g, B b/ i 9 2 2 14311
F P 142707 Re gl R PR A E SR VSR i B A2 A FEAS N5 B (B399 1) o 2= 2 1 22 iy (1)
WI144) W] 7= A AL A 1K AN IR AR B ST IE LA B AT DS i SR 1K P 00993 0 (R 2R 8/ I 25 1 A I,
FIQRARAS . FH AT @ I 1% P 0 B8 B e 48 i QRACAS A HL B8 . FH P R 50 18 4% T AR 3 QR
ARG 7= AR LS B P R, BA R PR IZ A SRR M NS A& (Bl H P v 3k &) 3R
PRI o R A B AR SZ B 20, F T RE B I 16 1% F ) Ak e 7 B R 4 R 1 S
58, VA2 & H P R 8l 48 ] 7= A —QRARAS DU T2 s 28 1) 8 v e AT B I AT G 2R 1%
F P 7 15 5 o B — S8 S B 7 3P, QRIS o 1T LALES S A5 B (B F P 1 S
15 2, BOZ R A R ALAE 2D LA e NG B SZ 53 R0 (5 8.

[0035]  fF —ubsi i 7 2, SNAP T e T 44 45 70 7] A8 B R QRS AT AR R A BP2P A2 5 , ]
WIH0. B4, BAT AR A DU (R an151) (1) 58— 1 nf BB QRARAD ) B AT 2 11 i
R, a0 152 4502, 1Z%QRACAS AT BLFE T 50 i 5 1 S A+ 4 40 HH T3 i S UZ QRARATD (1 B R
RAC T T AL Ty o £S5 30 A T 1) 4 80T LA 2 80 (811701, $OQR S A AXAD) o 55 —
FH P ] {8 RS 1% 2 R A P Z QR ST R P L, FHEnT il i 58 — ) P R B0 i & R I L 5
TP ERCAT R H PSR S = H PRI B 8 0] 45 BT RS B AN SAST I 4 AL
TEAZQRACAY Y gD 11 15 2. DA S 58 — P i B I S A G4

[0036]  WiiZHL AR A , T DA FH I AL 4 3 1 B FARE Bl AT 25 5 T DA T8 B AT AT
S AN/ B AT A, B LD, A8 s B s, P AT IE A Bl S AT AR
R BRI H B 1160. 4511, A s 2% T AL ELES Y B E B (Ban162) ()5 LLLOR
TARAG T HA3ZT5 H WA, Bl 161 iZQRAA AL AR R Z T B E B IE R, DR R
AT 200 5 (5 2 R AL AR 25 145 S o 1% P AT RIS 12 QRIS (R B I, R BRI N
TEZQRACAS 1 5 S DA B iz P R RS B0 B 28 (1045 I8 (A, e 280 iz P 1) s 4L A8 0, 1) T
VT BT AT 5 B2 o 2430 ad S A 0 2 b B S A (s B, 1% 3 A X 488 T S A 52 ik
(I 7~ P2 H AT H AR R R, ELZ B AT H R R T ) 0l Y H P 2 e R AR
Ry AL R o] LA T R B G SR i 3, S 170, A TR B B R T 44k
1B G B1T20L FZQRATARIB 171 LA A A Bk T 6L R 3R SRS B0 Ja 3h o AR 7 — 4l
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1 T R CRREE g TR T I [ S A 49 A 180, W ALEE H T /e S5 ik
i, BA R BLEE T AR B AR R SR 72 dn (5 B QRARES A FH P ] R I BE B 20 H P K
FEALER LI P IR A 815 4 R AT IZQRARAD PR R, DA S 42 7 RN/ BRUIR 45 5 DA %, T SR
T 1% b AT DAY B IR S SO R 48 2 3R AR A P IR R Bl 8 R IR IV T SR SR I —
BB B W A BV W s ik 3B 45 T P b AL oA A S R AR, B85, T ELEE R A
JE AR A%, B ST QRACAY , 491 101186 , He A0 2 F R RS A I 4% R I S22 5
FIr b 2RI S o L1 BRI 02 , 78 AL 18 I IR AT A 2 s B 2O/ s AT 2= i b, ]
DAAS A SR A S B 2 1 R A R R B S A TR T AN/ SR ARAT I SR

[0037] LB B LE-F, 76— s 7 s , Zb B0 S22 5 T o 1 2508 T LI i 5 4 QRAR
Ry 75 R B L, A 35 AR ANFR T« 3T 338 45 (NFC) Wi-Fi™ i ™ 04 57 ) 45 L SMS « i, T+
LN N = S = R K ) SV I (S 0 68y T W Sl T B S B 8 ol w7 K W O
28 0 WA AT FE AW F P 10190, T RE A B A AEZR R IS Wl (1 an191) 34 i
AT AT o 1% 58 TGS T P S e, P AT FoR R R I P a5k AN S AT . 2414
BOE 2 P IR R AR ZR P I 3 1 S v SR A T X RS Ak e A
W STAZ Ty Ab P o JE AT 12 A 28 W2 90 sl 1 72 0 IR 4% s W ST e AT (Bl e A B e 2 0%
) BN ARS8 (BIUN192) 18152 5 74 28 R 55 o o 35 HL 12 32 A P 25 IR 45 e TT el o7 e A Va4 3
%R e W, 1% PTG 2 AT/ 088 A, AU A VI I 12 i R S 211
AT IR 4465 IR 55 B8 07 22 AT o I T A L 1% ST N 5 R 55 2 T BRI A BIHZ R 7 g
AR T A sz AR R s B R GRS SN T, S LI 1F, 196, %K T
i ] R SRk 25 F P ok R 3% R I P& (614a0193) B R ELRE 3l M o Y
FA P e 8l A P 4% I R VR BL RS sl N P 5 122 B P e 46 RNZ &% o ] HAF 4t ST 28 4 i
P (B G im i 5 M Wi -F i g e AR A — e s A, 1% R A A T DL TR
2 THE B A AR I L 2R V7% 2 A (T & R 1% 2 4l 5 00E 1% 5 7 i T R e 4
F P RS B0 2% B 2 TR, SR 3FE BINnZe SEA8 5 W JA 81 o 1% FH P RS B e 4 (B0 Fa) I
(1) R UL B B AR e AT B = AR W SEAE B A B i I F R ik v S 31 S A I 8 R 25 DL AT
AD BRI SEAZ Sy o 288 Sy AL B 52 RN, S AT X 4% IR 458 Tl B A S A+ e BT R % 25 7 o
BANEF B LRI 197, 503 i% H i 4s o

[0038]  [E|2A-F7~ T 7E 1% SNAP — R STt b 5 7 HH 35 B AR 088 3l SAT IR R 4A 88 B S AT
MR 7 BRAAE ¥ 52 PR )T F P AT P o 2 LB 124, 70— S8 s By e, AP AT e A 280
A7 i AE E 22 75 S I i P R AU ) 75 Ap — AN B AW S 250K o 481040, PP T LA P 3 W g6 B
F, 80201, SR AW Ak 12 8 22 W sl (149 485 W DD, 49 202 12 435 i X 0 mT i 1% 48k e S
SH1, 41203, 3 1] S P PR AL AN B AN TR A A TR W SRR I S A A - s
IT7 A, A5 M R O] A R TR AT PR AL 2 AT I B S A I S, 4671204

[0039]  Z: LB 128, 78— S sitB 77 X b L 2 i B 40 PR 0 80 SO AT FR I e, 7 K
SEMR I T, 48 1206 , BT @ I 12 00 YT A B FH205F QR A , 4111209 , HALFG A o< U 4
e A S RIS 45 S0 DA S A X 45 A B2 0 S22 B (A 4 381 7 2 RO A B LAy 4
W PR S /5 48) o FE S Jy 20, 1% W) ot e LAE I P AR AT T R R A T A
SRR AR AN, AR 2 A i, 1% s ds A I QRACASAE BR (1) 67 B, 4511 207 , wT LAk e
WIS AR 1A QRARAD (1) PR R i b Ve T Bt (B i A5 A0 L 4 M B0 3R A5 . (8
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s Ty S, B IR B e A U, A 208 , P LA RS SRR TEDF A B DAE A ]
SR TIE A AN o 7E— S sy 20rh  EAR I B B (5 AT S & LA AT, 12 EIE 1T L SNAP
BN o fE— eS8 T Ao, (B AT B 26 0T DA AR R A A I R D A e 4= o ds il H
FE R MG IR I S A s A R — 15 4%

[0040] 2 UL IEI2C, 76— S s B 7 20, i i B 25 QRARAL 1) 7 28 7= i 5 JE 1T LA o 4 8 A
(“POS”) & i {fi F , 1121 Oa—b o B 401, 72 S4B 1, 293% A T $5 o Ho A 586 P A A BELE )
TR A 45 RN, POS 2 ] 27 QRACAS , 1 21 1a—b , HAT R S S AT 40, 9 21 2a-
bo 7401, iZQRACAD AT AL RERR 4 TT T JEARCIE & (“XML”) A8 AR 2080 , i i b R 2~ 490 i Bchis
GEH4 :
[0041]

SN

HIR
(00421 Zx DL B 2D , 75— siti o7 20, B P eT fi A A HE i (91 an213) A o FE %
A AR BOZ POS 2 o 1 i 3 _L ) EZZQRARES IR PR IR o 1 2, i 1 P R R HE G T BATE |
BAT DA P AN HEQRACAS (1 an216a) (IR, B an214 . 5140, 1% FH - o] 48 B HRRAE » 491 4
215, R AEZ R BE L TE 1) R 23 PO A HZQRAR IS o 75— S s 77 X0, 1% 8 A AT o P 4t
K (B1a0217) B 4671 (B 4n218) iZQRARIBIE T KA IR 1ZQRACAD T BB 7 A501% 29 e FL 1
(5 S 00 RS o YA TE 28 08 R ) S s 8 AN JFLQRARAD B, F P15 66 (38 A A 5 1 o 461
WI2193R RATFIZQRACAD Y BR HE o 122 F P ] o 22 8 e v il P S s 41 09 P P 53 T e 4 220 )
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HERAY SIS EE 2 B NN P

[0043]  Z: LI 28, 78— 28 SiBL 77 b, 3R A5 277 S QRACES IR ER RN, P B 2 e
FEL T3 T PR ECA T i A 122 QRAAT P (14 5 b A % i X 5 » 08 P e B FH P I 2 e v w6 19
J R B K 5 R 7 A W S A8 B 1 2K, DL T B SOASE IR0 288 b o 2 56 s ER 2% S A ) 4 A
FH 2 F P 28 e T SR ORI (5 B A B Z AT A8 G0 I, T &K 3222 Gt el 12 30 W 8 i A
221) W] JyiZz S PR W SE T 4 225 o 2 WL PRI 2F , 28 Herp F A S AR s 48 A iz b3 As 3 S A
IR ST 2 1 POSZ s v] Jy P o I S o 48— 2 S Ty S A S AT R 2T
B % F P I e E S BRI S O e

[0044] | 3A-E7R Y 1 7E iZSNAPRY — & St 461 o , 25480 i B A T4 307 ot 2% R0 L AR 0E
U 2 A F R8T B IR VE R B 4A %S B ST I s 58 14 i S FHFR P P SR 2 LA ]
SN (E—Re sl 77 b, 78 B I 2 B BT (R R RTBLEE i A P B A AR 1 R A
Bl AE— s gy A, % N P DA R A IR b RRE (19 G0 25 DT L QRAR AT A
&), BIAn301 o 14, % 8 F AT DAY C B R A R 2K S QRACRS B A TR Fa e Bl S A b B
W B2 W 2A-F R i i 1 o £E S8 ST T7 20, nT 8 R 5 H P8Il 21012 8 H R 3 30 e i
WA . — B SR 2 S B TT % P $R AL 58 5 R — AR R ) SR AIE o 191 10, 18 P i 4%
AT ARG, B ok AT PR, PR RIS AR, 1 Q0303 o 12 S TT AR
BB MmN B R 2 (B1n301) 7 ShAR IRAF, 140304 , 14 IHQR{ 420921 1a-b . 216a
227 AE— M st 5 b, N VT 55 T2k B ARAE , R/ BRAU T HE 225 bR, 49
305, M A 7 ml 4 A% 2 2 b i AR 2 72 b DR AT S AT 3 B = S s TR AT PR R A R
fE— oS T7 A, 1% 8 F AT G O e ok a0 v P A7 i AR SR = i e 42 11 6
T BERE 2 AR R4 (S 048 a01306) , LU A P LR 45 Sl AR U F LA TT oA B ATF 065
FR] AL By o A8 — 252 I 7 :CHp 28 B AT O AP B4 30 W 2 BB SRR IR AT A (B
BIa307) BIRE 77, LA 2 P8 e B Ar-dh e s AN 7 b IR 2 P A SR 1 o £E — 1k
SR A, AT e A SR P S 5 % N e] D R P R P R o F (14ns08) ok
K0T 7= ot b R TR Job R el [l 1] P DRl P PR 2/ Wi A T B ek o 76— RSB 7 0P, 1T
PABI I A FIZRTE 2 (S WA 1309) A A - SR AE 00 T 5 P 8 R RN SN E S,
DAAE F AT DL B e B P P 1 W SIE 3 T 7 B R R AT R A A A R (S A an310) &
[0045] 2= LFf 3B, 78— S8 7 b, B PT B HE A P (9040 B 1) Fa 7 (B9 v 7 )1
()44 HUEE A7 B, 55780 3¢ R PN TR AE DR DG TR (S 2., 555 L BN 311 o iz B T3 it AT 7=
i S PR WA G R F8 s, BN 312 o 78— sEB 7 20 rp , i N FH AT 8 F P R 48 Bl Tk
SCAF T S 7 i B 4 0o A9 5 1% 8 AT fi FHGPS AR bR A e 1% A P T AE IR R K s s IF
T 51 F T 2Z 70 W 3t o 76 - 2o sz 8 Ty 20, SNAP P FR (AP TSR B 32 i X LA Bh 22 &)
ABFR 7 — S SEL 7 20, AR 0 TR 2 SNAP R, FH T DAk T k2L A SNAPT) e, HonT B34 4
FUEIT KA Oy AR R 40 40 7, FH o] A SAS R BERC R (81 70313) 1 24~k (Bilan(s -
Frd R AR A AE) ol o A8 — 2SIy S, 1N H A 45 P BRIk Tk A A AL dE A
FPRARAT IR P00 0 S 52 A2 R T 37 a7 255 (3 14) o ) 9% 4 S A I S 4
B o AE— 2SI T S, ) R DA a2 R 1 RO B TR T B AN SR AT SR
TR AL Gy o £ 285 7 20, 3% BB A8 18 T AR 1 B T e v P ad s il L R
FAFL/ R T P S NBIAE AR AX TG SEAE 5y, B3 1 Bae £ — 12 S B 77 2, 24 P
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A5 FH 3 o T () I A, 2% 2 P AT A5 FH 22 FH T 04 R T SR A2 W SIS oy o - S S B T
Ao i Y S B S @lincoogl ™5, Paypal MK 5255 45 S S A 2
K5 s U316 o 75— s 7 20, 2 e VP R BT s 28 HURR S i Ve R 43
B FT B A0 B2 () and it 5 7= b b TR AR AR RIS 5 Sl BT B0 () e L) 4 250k SO A
I AL Ty 31 7-318 o £ — LB ST 77 AU, 128 FH 78 R I S8 5 AR $ i ok 42
HEPRBEIZRL, B IN319 o 7F — 8o ST 20, 12 B A n] 78 F ) 2L 40 05 43 5 SR TR A RS 12 I S
A Ty VA Ja S R AR R R R SR A OC T2 A8 S ik BE 4 s, 91 13200 78— 252 5 I,
N R4 PR T % B P e Rind ik 12 N P BEAT B S T SRS L, B 321 o fE it
SEIL 7T I 1% BT 25 B P SRR Tk e P AR O T IS {5 B (e, s
FHEAE SMS . Facebook™ A BEIG  Twitter ™ b fty i , 258285) 1/ BEH5 ) 5 7 5 I el
¥ S A R 45 S5 S R IR A B, DAAREIZ I 2 A8 B, ) 322 o AT — 22 s 77 5P, 12 8 T
45 H P PRI TR s EH & Py e A A AR 7 R (S, (B A AR 7 S T S N SR %
PR BN E P IREARER) Bl an324 . 75— st By 2 b P B 15 4% R/ B SNAPTE
Ab T ] BE G BRI AR MG B, S REANER PUIRSS AR RN R (Wl WiVerifyChat
323) AMRLAZIE K AL Ty i B A R A A

[0046]  E—e syl 7y =, H P ] e B Al — Ik M B 44 (5 RS Ak b AT 22 4, i
Z D315b . B GNSNAP W H — el TS g e M BE &% R4y (W, 0 “AnonCard1”,
“AnonCard2”) AF A 57—+, SNAPT] G 491 dr sz il 72 25— 2 — IR R AN IS A4 R 4l 7 ok 2e 4
58 RIESEAZ Gy (Bl aTAnon Tt 1X) o FEIX PSR 77 5 rp L % o] B 20 ) e RS 1
PUE A R AN N AEO5E B A BE il 4 R 25 1 X AN / Bl e SeAd o 78— e s B 7 b, H
JURE BN P AR K S B AR AE BEHE -

[0047] = WLERIBISC, 78— sl 07 s, 2SR A 8 3 S4TSR e FmT LUE R
M A B R DA N AT 1% P R 3l 1 & (0 e/ 1 P T AR A PR ILRI A 1B 8 X
AT SRR FLE S RE ) A0 an, BT L P BRGER 40 fay B P SR e A 1 325326 491
W, an 5 A 7R AUFS 7 P RS Zh A AR AR LI AL A Y BB QRSCAT RS, IS4
AL PG TOIE 325 K 5 QR AR H1 PR 8 - (1 FH T 20 A7 o () BRAA 1 B R 3 T QRAR AT A 1 i%
SR, QSR A B A e AT B A ] B s L S o326 (Bl indg kT
TEELOREF) o IXAFAR 5 128 FH o] S Ao 3 5, ) an 327, AR AL 38 Pl s Ao e ik 6, i ke
RTEEAL IR AL A5 o, AP AT Hiash P 38 30 A P S0 E S W E L IE A PR sl %11
b BRSO P T ek IR s TS A AL P o AR P S g S, 1% ST B I T, )
W1330, BA S QRAHE S F A, 81 213 28a~b (1 4328 b P &AM LL i IR TEATI 4 B ek (1) AR e
2 HZHEE) ] DURITT O (Bl 329) — i g BLEE A S, DU IR R sl e 1 3R
BAAHHFZQRAAT o ZEME N BRI SEI 5 s, iZ P IR Bl e & v = A TR A QRARED 324
T B, 3 BPOSE s (sl P I E AR TR ) AT AN B T T S AT b3

[0048]  Z: WLFH EI3D, /£ — s I T7 s H, A 0T DU FIHL RS 98 7 7 A2 T8 35 22 5 IR QR
ARG T & b PR F L AR 53 O A P B RE B 25 4ifi 2 iZ2QRARED o 151 L, 4 B 46 g
()i 7R L A ) DR s S5 K B, V8 ANAE 2 P o b as AT R X 4 ) B L 1 AN 331, SR s AR 4R
WA 3 (1 25 M X O, 0 332 6 4F — e SEE Ty Ao, A ik bR R T SR S S ok,
333a-b, i I o] DA 7 A8 A 08 20 SCAT I A B2 o 9 an , o SR 0E o33 La , 14 M
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Sl A A R T R BROA T B AR QRARAE, , R AESS T B b s i QRARAY (1) 4n335) Sfefi
T-H P PR sh i & i o 78 — 2 sz il oy b, P ReBGE A P S oo B
333b, i 25 7 Y Sk oA P AT A AR e AR D B e SO B R SR B, 451 A 334 91 a5 )l
Al g5 PRI S R 25 WL B 3B-CHRJ i BH = iy i 1 A AHABLER] 36 01 o 7E — 22 SE 7 20, 2
F P2 0@ R B0 1% F P BT oA 33 3b 1T 4 (1 (R 150 LN 5 12 X 3l T SIS 0 QRARAS 335
— B Al R S AR O T L R o) il A I QRAC A ) PR REOI AR W S 5 Ak
H,

[0049] % WL EI3E, £E—as By Irh, SNAPA] [) T B A 11 7 55 T sie4ss e i 7 ey Bl
Fe B ST E U, ZZSNAPR] 2 A1 ) 288 S 1T, ) 341 o 45140, FH 7 e 1S HH 122 0 288 S T2 0
% H 0 VR L 2 A, B N 342 4, 12 A P ] VRS AT R A& 1 B2 4 344,
JIE I Z 41 2 0T )2 ) R R L o AT — e s Ty 2R, 12 0 4 5 T nT AR A A O S T
TUF RIS AL LA, W1 0343 o 12 W 48 S 11t 0T BA g A 2 B I B 2 A e 1o« 49 2, 1% P
REMS I B (91 0345) , BT OO T AES B 3K 42 Sy LA R FH P g IS4 30 Tl (1] 152 L (461)
UW1346) , 22 AL 27~ (2 / AR (91 Un347) 5 LA A WG4k S o 7EBR A RS 3 S A vh £ A
Lo BRI (B10348) o £ EANSEILTT 2, P R85 I BLERAB T S RS ik S i
SARMLT IR AN LA R A B S o AT ATMATL S5 S5 1) B RS o

[0050]  [&|4A-Disth 1 7E 1 SNAPKK) — & St ) v, i BH s Bl ER 4088 Bl SO I RR IR B s i A
o Z WL 4N, 78— s iy 5, 91 4011 P 0T e A B 08 ek 7 SR A1 4t i B K10
TS 5 AN G40 30 7 28 ) S 77 i AR S5 AR A S5 (577 ) o AP Rl ) s 1 A EAS S
FRTAS ANTHEAL RS B2 A VY B 80 VT 55 L ATMAE (141402) , 5814031 i &K
JIR 45 #5015 o 4, FH P ETERAIE R TR A P A BRI S S O P N (B sk i N411) B
F i o AT, T K T M R R P AT I A A B A 2 R A5 T R A A A Y 2
BIHE o A8 1905, P T AT 2 DX sl (149 P 0 ) S B 3 7 it » IS I = i BT X X sty |
(VR LAY 75 o F P 8% 5 n] USRI B P A SR A5 M2 (KRR T 4 R i h o 28 7 o ) =2
B4 120 250K 3K, JFRBEZ S5MAE R (91 Tn413) BTG AR S5 88 . B dn, 2 7o vl LR
AT REARICTE 5 (ML) 4% AL B s 1 T2 2L T SRR S5 B A BLFE 7 S Al 1) (2 42) i85
AALE L (HTTP (S) ) GETIH 12 o LA R 52 A TR X IR 45 2% 1 0 R XMLAG U ) 4 i 17 SR i s
BIHTTP (S) GETYH &L«

14
Petitioner Exhibit 1002-1670



CN 106803175 A iﬁ EH :F; 11/46 U

[0051]

TR
A

et

P

[0052]  fE—2EslJy o, 12 3 5K AR 55 4 1T N3 P i AR Z A5 KR K, JF 45K 35 oK
SEMUZ SN (B, XML H) o 180, 7 X A 55 A A AR AT 45, i i 1~ 25 DB Pl 1409
IR BURRMT &% o 270 SR 55 & AT A SE KIS R HL 127 i A L S P g e o 42—
e 3y A, 14T SR S5 d R A (a4 14) T8 B0 P (1) 21404) KR4 ™ R (191
WNALS) AN d g A BB it I3 < Bl o/ B (5 SR AL B 322 5 - il T
Bl VT LA i N T S5 AL B WD 5 (FSQLY) i 1 58 RAEE . T IR G5 & T AT B
FESQLT 2 KBS TIAL #R &8 (“PHP™ ) JAIAR SR A 107 580 [ A8 e o B R4 1 18 W] Ak
A Ve 1 S5 5T 73 T B4 s B PEPHP / SQL AR 2 51 2«

[0053]

R

[0054] s BL Uy 3ty , w3 R AT 7 e e » T KR 55 A PR L P ) e A L (B
HANIN358) 77 Az (414 16a) QR AT ARE AN/ B 4 W os ToAF o 1% 7 SR 55 TR ZQRAR
A 3 5 7 g, DA 25 7 o ] o A QRARES, S8 5 P n] 4 FH P AR s Sl e QRARAT OR
ARATH R SR/ B it A » CAFH T 77 A e S5 2 Ak B SR o AE AR B RIS A i
W25 & T 45 51 % 7 sy e 1 S AR A I (5 B 0 G S ELAS SRR T Wi R L T

15
Petitioner Exhibit 1002-1671



CN 106803175 A iﬁ EH :F; 12/46 U

25 SMS L 1 MR A AN/ BRSRAVIE {5 1 10 AR A% 3 AL B 2% 28 55 Jr it A7 it R/ B3 ¢ 28l 1
FUHRBERE B0, T 2R MR S5 a w] 4 513 7 R AR BN R gt EAGRET PSR AN BRI
fE M55, I 12 (5 Ml 25 A A iz it A/ B R 2 00 B P IV i o

[0055] 7 {3 FHQRACAD A SBT3, T X M 5 i P 7 2R A 85 SO I S A B S A2 5 P it
7 A5 2 A BT 245 S M QRARAS o £E — LB STy o, iZQRACAE AT 2 L 5 4l 2 1ZQR AR
BEG PR P e 8 BT 5 RO SR K7 A I S A8 B A AR SR, o BT X b AT (90 2n, R R TD 5 LT
ZRALPR T RE TDRESE) LA B 5570 W WAl / S A RS AR DR IBRINT FH P TP 25 K 2 W A ARAT
[0056] By 3, i BRI A5 AT S AR S SR P R E R 20 B XML
Bl A5 AL, I 45 R B AT B U T B 280, 1 0 BLR SE R s BIPE “QR_ data” XMLEHE
aik:

[0057]

N

AR R

WY A D B SR SN N T R Y
SNSRI R AR SRR S R R R A R N

[0058] £ MBSEZI Ty A Crh , i XMLECHE nT B 55 0K 9l 44 1l 5 B 1] £ i 72 504 90 48 i
F5tr LIS I PR T AN A2 G R %2 5 i PR T AT S i » A 4 B 211 QRACAS

B, 76 R M 55 d AT {8 Eht tp: //phpareode . sourceforge . net/m] HIRPHP QRARAS 5
(LGPL) i 1T P2 AL QRAR AT, L 244 25 0D o 91T , 1% 788 5% IR 45 8% 1T A A1 -5 LA R $2 B s 8
A AL PHP iy 4>«

[0059]  <?PHP

16
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[0060]  header (Content-Type:text/plain’) ;

[0061]  //Create OR code image using data stored in Sdata variable

[0062]  QRoode: :png (Sdata, qxcodeimg.png’) :

[0063] 2>

[0064]  FEAR N BAR I T7 b, 205 SR 55 o T I A& 1 oKk — B4 4it (19 Wi416b) XMLAL
5 2 AT 45 1 554 (1 1406) oK ™= AR QRACAS 4, T XRS5 4 (3 AP T A 213 304 Y
48 IR 25 B A TE SR QRACHE 1) A2 1 o SOAS I 288 MR 55 g6 ] 77 28 T 78 2K IR 25 4 IR QRAR AL, 451 2
416¢, I HRAL (B an416d) 1ZQRARAS B 1% 7 SR S5 45 o 911 21 5 S 199 28 IR 55 8 T8 HR 7l X 4 it
145 S RIQRARAS H , IF B AR A FIHCK 22 445 5 VN TR 20 E B B ik B s 2 A
e R BT L CQRARAL 7= A / AR AT 2R 475 1 A S5 R A0 BIIZQRARAG P

[0065] 7L STy Srh, SAT N 45 25 s R R A5 AR AR N & BB (IR i vest—
Shamir-Adleman (RSA) FAFT /AL E W, BUr k1) o i X w] il -z & Bk & 1z A & X
(]~ FH P RS 2 TP T 287 i XML 485 440, DA =70 0 s 110 D S 35l (4 an £ FHRSABYR) o 1% T X
HR 55 4 38 Ja T LLKAZIN 38 1 e g it BQRAC IS H o 78 25 Fh sz i) v, X1 5 H P - X W)
ZITE AR AT 22 Zy A BRATT 3K, 1% AT 268 ik 25 5 ] 48 bR FIX R 7 SR BSIE TR K o
[0066]  7F—es i Fy S, BT LA ) B P A A AR T2 e v (1) 5 B8 AE L T 2 B8k ) R XA
RIEHIQRIRAS 51 a1, B 0T LAAE 7 5 2 L 0 NG 7 28 A sl o 122 B P2 15028 1T AR DT IR 25 4
FEAE T GUPIHTTP (S) GETIE 3R o 78— s H 2, 122 X 0T Al 35488 ol o 2 112 FH P s 4%
(R0 A B SR, 72 A BT I A R s AE 9 0T b A, ) o 2 e R B R
ARG R B A SRS 4% (B0, Akamai) A SR TR AN BHZ N T 4 o 76—
SR N %) P R A5 i T A A Y TR S s R ARSI O n R S (), 5
1 W) DA SC G o0 B - B s P WIS 2V P ID R A e i AH P e ss L
cookief) FI BN s, 5558) o i) 5 M8 AT AT A OC B 7ok 7 A S i o - AH DR IR ) o
(IR E T 20, F BT SRS F ok FR At o (0 — 2 s 07 3P i) 5 N 4 IR 45 4 m 4t
(@S AP T ) OC T IX Bl 545 B (B, iR B8R, B K ID, 7 5h B FR, 7= A 65
S FHIRHRAN 5 S5 B SOAT I 258 IR 53 o 12 SCAH I 248 T 25 8 1 6 T i) 7 P 24 IR 45 4 4
HEAE B AEQRACAS , DAE H P 48 1 A ZQRATAS FA R BE R i 52 QRARAY (Bt , faz )
i 10 48 IR 55 4 AR 242 SCAST I 288 MR 25 D) FH D IER ) SR A/ BB 25 R B SEAZ 5 o ) 5 I 4%
525 T HEHAZQRIE ) 5 (A — 5 20 BUZ I TTR S %, WA TR 258 SCmT A8 [A] A P e e e it
WA DL BLRT , 8 A ELREIZQRACAS I 7 5 2% W DU o FEAE B AR S B 7 20, |4 28 R 5%
s/ X T AR 25 2% PTAR R ZQRARTE (B X 1) BIURLER H e pn AT RN ] Pk 46, IF Bag H P s
A8 HZQRACAS Y URL (74, 458 76 12 3 A W 4 e 45 s B 77 A2 Y H (BIAnHT TP (S) GET
3K KIRIFIZQRACASFH Y P o

[0067]  7E—MesTEl 7 S, T SRS e T PR A QRARAD B2 & 7 v » 4 a4 17 o 461 401, 78 2K
k5 45 ] P A AL HG 5] HIZQRACAS EZ F/ B2 A oo AR EIMR BB SCAR bR Id i 5 (FHTML”) 1
THI > ¥ A0 LA R 7= 80 12 IR HTML B 1

[0068]

17
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[0069] 4 -2usizP Ty 3K, 55 ) i ] SR A 1ZQRECAHAREY (T4 17) FFAE L 2 ) i i 4 A
SURIY o B bR ZQRARES (9 a4 18) o 78— 2o s 77 2k, P g {8 Y H 4%, 41
U405 , A H2 2% i v o 2 LI QRARAS LA A5 AT AR 2o i, P AT SRARE SO AT
B BI04 19 o A S A SR BT AR, PN AT G AEAS SRR T« A i 452 11 1 5
YOS (P Qs — VR RS B B P S sg 1) BN 3 PRI I B0 4 9 S SR
RETD/NFCHISAF 4 (B, BAr 2 MK SRR 1R VEBELE . B EIRESS) W br sl A
BRINT /R PR & LR A 5 B ar S iR 1 BRIk 200 R T s ki
At LI R T, S5 AP, F P B AT A R (B (S R AR A R
Wi 225 SRATIE BA e W AL SR 2 o 1R I B s

[0070]

(00711  7E—usil 7y =0, H P s ] e B0 5 Ol 1 FIRORAY ARYE 2 7
E AT T QRILAS, LUK (P 3k dh) ARG 1% QRAC AL Y 9 25, 1% 1 P ¥ 4 vl 35 10 1 ™ (Bl
12 P g B BRAT R X T30 5 N FH) BB - 7 T R R 7 5 R s 7 o TR
DL AL 4G i A SR AN 0 215 0% WX ek A DTG FH P 9 2255 9 a0, B P 3 & T AT — 38
1 V8 Q1A T 2 LR 6 A-BIVT3sE 1 BT 4 (1) 7 491 P A el ey REARD &b £ (“QRCP™) 5446006
[0072]  #F eIy 20, 3k F P SO N R A 1 QRAGASIN , 1% A - s & o] DL
A B B S A R 48 1R 45 B i R 420 SR 420 (9, i 3 2 QRAC A 40 45 W SC A B 5 L3R
P IR R E ARV T BN N ST ) AN, H )T I AT A DUXMLAE U
Hm r e LR R % P IR EBGE R (1 n421) | GLFE T 30T W 46 IR 254 177 i AT
JELHFTIIHTTP (S) GETYW S (8111406) o LA T J2& F 1% 325 9 4% i 4585 (1K) B 35 XMLAS I = 352
KL SR BB HEHTTP (S) GET B«
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E A A AT 20 28 By v 5 I 2

[0076]  (“PAN”, 5t , {5 FR51) — i FH AR 5 SR AE (ELARAS (dCVV™) o A B, 1232 4
R 4% 1R 55w BT 7= AR d CVV MRS (B ol FRIE AL B0 16 8 N B RIMDS 8], HemT RARI R A P
IDL P K ID G ID I TR B AT A 25 7 45, o i H PR A Sl s i dev™ i sk
L5 P PANS R — B2 o 1) 01, 2 o s 1R d OV VTR T L LA ST P TR (451, MR A
JFURHT— 20 Bh N J 0 o 1% W nl (B4, 385 0 8 ™ ONFC Wi -T e 55 QRAC AL 2545
ZPANFIACVV AL i B4 B ol 4ty , B 85 i o o] O RAZAGHE R 0, % e ml = A
A 1ZPANFIACVV SRS QR SCATARED , I FLAH 85 i 8 um vl 4 1% A P 1584 7= AR QR SCAT ARG
(1 Pl 5 A R 2 Y B T R e SR T DA = AR R 12 R AR S B S AT W0 48 R 4585 o 1% 5
AP 24 R 25 25 4R 5 1T A L 45 TR 5% 3R A5 1 dCVV IR 12 W SEE A2 5 4 R RS LA BT R AL 3142 FH
B I ACVVIRAIIAZ2E 5 » 0 S5k 12 PR GEAT I 285 i 45 8% AN 25) I dCVVARES L AH 1
Tl IS 5 T8 12 S AT IR 48 AR 554 TT 4k b 3T S22 B o

[0077] b gil 30, 1ok 5 P & IR BB SR TR M ZQRACTS IR I s
e, T DAL 28 12 700 SR 55 23 A A K BRAIE T 22 5B 20 o N o 48 - S s By A,
AT P 268 IR 2565 T A EH P U e B A1 00 R BB SR SRAT I B, - B R 120 254
I 4, i FARSAFAAG /A T 8H , HO6F 32 A W0 45 MR 2% 2 F Ui AR b4 v X R 45 FH i
N T ZQRARA A LRI T 28 W ST B 1) 3 e BRI o G B S A X 48 IR 5 s R W i 3 1 ) ST
B, AT R WANIE N BRI SR o £E 2 By 2, AT R 28 MR & e AT DA EL e %R 42
R 5 (P W S RO e )/ P v 2% R AR 0, DA A o 1 IR B SRR CFR Y B
& FUTE 5%) (R B0E /2 75 AR AE AN, B o DR, 76— s B 5 30H 12 S0 I 45 IR 25 2 e 5
TEAZ T 5, T AR AR BRAZ 5 DA AT S IZ i &K B 2 1 FH P 2 i & %

[0078]  7E sy =, SOAS I 4% R 45 o T BRI @ s B P 4% 0 AZAE B A B IE
HREHEAS By o TEAE ARSI 7 20, ST I 45 e 55 85 1] 2 2 EAT 28 5 A3 o 7 — LR ST
J7 R bR WU AT S 1 K S R, SO 4 RS nT LA S P R B Ok v
PEALBIMPIRRAE )20, 78— 57 20 H, SR 28 IR S5 s vl At 5 ) P 1 & 1 s (S (1)
W, @ EEHTTP (S) POSTHE ) LABE A < 75 K00 R VU T 5 0036 AR BEBUE SR 1K 72 S A 9%
I T8 2% 110 7 TR PR 3 AR DG it ) 1) 6 58 (5 I, 481 v B IRI 8E-G LA B B n sl i 481 P AT i
) .

[0079] 2 WLFH 4B, 71— ST P 7 20, SO0 045 i 45 s 7T Ak B 22 5 LIS S50 ) % 7% 4
BIAEAH LR Z BIUCAMUAL Lk 7o o800, WA LG T LA 4 3 s 2R (K 1) S AL A
B, 2 AR A8 S 45 SR AT DA A7 TRCR] ST ST LA PR AR 45 S 4 4 R e

[0080] 7 RSz p 7 A L 1% SOAH I 48 M2 5 T DA A 2 HH P Ik ) S AN S T ) 5 A
T3 W s &% 7= AL 200, w422 A, B P Rk 7 mT DA B B — AN B2 A R A P bR P
(KR AR T S RIAL (CRATT™) W ARAT ML o 902, X Bl B FEAEAS JRFR -« 5 R i
0 TR S AR R AR RAIE RE (4 (B 25 AT T B R A T RS
&%, Bl an408a—n, ATARKE P S R A o 78— SR sE By ZA 490 0 S AT 4 R R A0 TR AL
P V) A5 5 e A T R SR BRI 2 A T I 5 s (T 0% o B0 12 B0 P T DL S &5 AR A
PEWE S (“SQL”) iy A 1 90 R BB FE o 1% AT W 4 AR 25 8 TR 1 R AT 7 HR 55 4 401779 17 25
W) SCAT X 4% B HE BE o A0 2T 5 1% 2 Ak R 284 IR 45 8 T BRAT L FE SQL A A 1 SCAS T AL BT 2%
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(“PHP™) JIAR SR A 126 UL A A AT T W25 s T 4047 o LR SR A3 1 0 Y A e e (1 s
J 7 T ) s B PHP / SQL i & 51K -

(00821  mi) W TSR AZ R AT U5 RS54 2, B U422, 12 SO I 28 i Jo m AR s SR Ik
A1i 77 IR SS8 B B S AT 48 IR 55 2%, A9 11423 o 7E — Lo sz By 20, S04V 0 48 IR 4548 vl i
RAT T WS B m R R 55 1% H ™ B R AUL B L AH I IDE R T SR SOAR e B A/ B H Y
SCAN; I8 TR T 228 B R BEAS AT 7 IR G5 4 77 AR BUE 3K, 424, FRa e BUg =k, 4l
W425a-nB1% &AL 7 RS 4% B 10408a-n . /£ — s B 5 5, B2BGHE SR PTRLFE 405 , i
AHASJRRR T AL 7EAZ & 1% B P Y RS B P B R B P 40755 L B P sl / sk B (5 1S
S A, SAST I 485 ik 25 T B (6B 48 5 DL AR 235 4510 270 S AR ABL ) XMLAS X 42 B 2R
FIHTTP (q) POQT/E! B

N s e B e
RN R tt}sﬁ;}\r

AN AR N e
prEdusiss

[EL, FUsmEEEn

[0083]

[0084] f s T IR AN T W45 A% a] SEAT AR K, IR Ak T %S KA T ] A
Bl e, 0 4 B e RO R 409a—n, LB 155 BERR 1% H P (R AR R IBR AR 040 o )
RATTTRRSS 5% AT KA 5 LR PR A 1 75 B AHBLIK PHP/ SQL i £
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[0085]
<?PHP
header  Content-Type : text/plain’);
mysgl_connect (M'254.93.179.112Y, SDBserver, Spassword) ; // access
database server mysgl_select db ( "USERS . SQL™ ) ; // select database table to
search
/fereate query for user data
Squery ="SELECT user_id user_name user_balance account_fype FROM
User'Table
WHERE account_num LIKE "% $accountnum” ;
Sresult = mysygl_query { Squery) ; // perform the search query
mysqgl_close ( "USERS . SQL" ) ; // close database access
?>
[0086] A — RS g 7 3, AEER A B S ) 427 a—n , A% KA T RS 4 T A e
S ] LA I b n] R 5% eSO AL B, B N4 28a—no B4, ATy RS54 vl e
FILEMR P ep o 15 B LR RBTRIAR S 520K FOAHORIRH W05 IS o 3 T2 2 , KA T
B2 i vy 3R AR L 21 S AT W 2% iR 95 4 1T, 429a—n o B A0, R AT T S5 A T A 5 B
[ B AHABATHTTP (S) POSTVH /& o FE— HeSEBIL T s , a0 2R 28 2 — AN KA 7 iR 55 a7
ANBERU TR e BT B8 e s A% AL S » 2 WA IN430-43 1, IS Az AT I 28 R 55 T R
S SR SCAT I (4510, 368 i B SR A S W JE 43 181 P P g I SR P e g SR
SCAIEI) , P 231 W S AE T B R o A2 — S Ty 20, A SRR A 21 2R Wk A
HH BRIAEL » 12 3 A W0 2% JIR 25 i T 3R H 3R A B, FF B “PERUR O™ 1 J8 31 /e S IR 55 4 P ik
B/ B i o
(00871 Z WBH EI4C, £ —SeSTEL 7 2y, STAT I8 i 55 4 7T 3545 60 55 i D43 AR F) 3 i )
BAGHE . 2 WAINA30. 433, T %35 B LA SLIBERALARTS  amiE A L9 IEL 5
BEai, SOOI 28 I 55 d PTAR AR 2 BT SR AN/ B i) 82 7= AR 5 B it ac s, il 4 32, JF
FEAE Ty B 2 0 A28 T [ A0S A OC T8 5 IR B o 00T, SAS A 248 IR 25 6 T R AT 5
PR 2 B 51 R ARACLRRI PHP / SQL fily 4 AL HI 88 P o A0 52 5 K -
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- S o e s N YT Y
P CER IR R Y

[0088]

[0089] f S Iy 2, SO I 48 R S5 4 AT AR D L B dn433a-b , B HI T

# R/ B R R SS s o TR B AT IR AU B IR & i e FH ARk P b AT R I BE

A%Eﬂmzw%oﬁﬁ%ﬂ&%a&ﬁmﬁﬁFﬁwn/z%ﬂ%@mﬂszm@fxE'/JDﬁ%ttsc%éﬁz

I A0, T B AT e T 58 5 I XMLEER B a5 T 2 2 A & P ERLIREE 5

XML HEs P XML SO0, 0 434, JFAEH s e (A9 e 8008 12 404) i A7-fid i XML S

5 0435 o 4540, SEXMUELHE SO n) DL DL B S ) 7= I XMLEL 4 45 A AR AR AR DA 25 44) -

[0090]  <2?XML version="1.0"encoding="UTF-8"7>

[0091]  <merchant data>

[0092]  <merchant id>3FBCR4INC</merchant id>

[0093]  <merchant name>Books&Things,Inc.</merchant name>

[0094]  <merchant auth key> INNF484MCP59CHB27365</merchant auth key>

[0095]  <account number>123456789</account number>

[0096]  </merchant data>

[0097]  <transaction data>

[0098]  <transaction 1>

[0099]

[0100]  </transaction 1>

[0101]  <transaction 2>

[0102]

[0103]  </transaction 2>

[0104]

[0105]

[0106]

[0107]  <transaction n>

[0108]

[0109]  </transaction n>

[0110]  </transaction data>

[0111] TE— 26577 A, IR S5 AR T B 2R D SUSCH , 49 434 , B AR 12 e SIS 4 281
F A U436 o 12250 7 o BT Ay P 5 3 9 S o i S A L 91437 a0 7 — S I 75 5

EP,ﬁHF‘a%405LﬁIUTE&EJZUJ&*XE‘]@%MU%FﬁJZZDélS?bJﬁJﬁD,%Fv—ﬂﬁ/ﬁﬁ)ﬂm%ﬁf
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SEIB OT TR AR/ SMSTH R SR RE B AE A B R R B RS Y R A,
PABESEEANR T LU S IR 75 SR A A B e S R R B ()
T, 1 TR G R S 1) SCRFIR BN I 5 7 o e 2%) 5 S5 5%

[0112] 2 WLBH EI4D, /£ — s B 7 20, T IR 55 4 T Rte — AU & IR - 8
R MR 2548 1] 77 AR R 2K, 491 0438, FF 4R 25 2K, 49 4439 , 249 s S 480408 1041
B PE A7, T M 45 % n A8 -5 E i B AR ) o AR AR PHP /SQLL Ay 4 2R 25 1) 9¢ 2 304
VB o Wi o T i OB PR SR, 1B 2 T R B IT SR A REEHE , 00440 . R 2545 TR T EE
P P R4S B A B A s S SR A 441, JTHR A (1) 40442) 1% B SR IR
M55, B4 10 G, 7 SR S5 4 T RSO ALAG R 55 8 B AR v 8 T 4 b B FG XMLAS 2811
HEEAEFTHTTP (S) POSTIH J2. o 1S B ATLAA iR 2585 T R0 FH B ) 45 PR L5 B30 oK = A b S A i
SR A Gan443 , FERRPEZ AL SAT I SR B SOAT 45 AR 45 3 5 9140444 o SAS I 45 IR 2548 ] il T 1%
S AR SR H N AR AL SATIE K A RN 28 Sy 48 S B0 2 , ) 445 o SO 28 IR 25
A T LA U1 S AT X g K 0 P22 40T 1 B8 2 v SRR AN A B AR A8 S B 1N 446 o TR
PRI ZE Ty 5 ST 8% i 55 P 25 A8 T S AF W 288 40 R 407 () 480408 2, 1911447 - 448, DL A
W R AT TT NRAS-ds bk o 491 2, S A 10 26 I 254 T A A5 I i B A4 7R 7= 461 A ARL KT PHP / SQL A
B o S AT 2 MR 45 25 P N RS BRI 1A 5 BRI A8 5 7 AR AN AT SR, #1449 , IR R
HEZ A SATIE 2R (B An450) 2R AT TT IRSS4 (1 a0408) o T, SCAT A 48 e 25 4 T 4 At 5
PL R 7R GIARBLEIHT TP (S) POS TR K +

WRWNRCSY Y
HITESRLA

RS

[0113]

Y
R

[0114]  7E—esugl 75 S, A 7 e g5 = AL ] = AL S A i &, B ands 1o ol an , 5 A 77 ik
2525 0] R A A SR P PR B L (SO N B S FRIK ) o R A RS A
AR A AT A A (B 1452) BIA7f 2 Pk 7 (5 B 80 2 a0, B3P RS 50 2409 &
A1 75 W 55 4% T HE A 28 S 6k V4 2 (B W1453) BISZAT WA 45 HR. 45 4%, STAS A 4% iR 55 s AT #5
(B an1454) 1% 5% 4560k 3 B B LA AR 25 4% o TR BE R BIPEHTTP (S) POST ¥ 4 #5 MK 314
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S|

[0115]  POST/clearance.php HTTP/1.1

[0116]  Host:www.acquirer.com

[0117]  Content-Type:Application/XML

[0118]  Content-Length:206

[0119]  <2XML version="1.0"encoding="UTF-8"?>

[0120]  <deposit_ack>

[0121]  <request ID>CNI4ICNW2</request ID>

[0122] <clear flag>truel/clear flag>

[0123]  <timestamp>2011-02-22 17:00:02</timestamp>

[0124]  <deposit amount>$34.78<{/deposit amount>

[0125]  </deposit ack>

[0126] £ —tbg eIy S, WA FRBIL A IR 55 45 FT A AT 14 95 0KV B, IR SR IB%AC & (4

un, A HAE Eadf) 1 i request IDSFER) BT K o Z B IR S5 48 SR I AT AR 5% 08 G 5%

e 3 2 R ) B e B R SR L 49465

(01271 R EIBA-E7x 1 Uk B 75 SNAP (K] — 26 ST 49 o, AT PR AR S 20 ST IR 7= 464 7 THI 1)

BRI R, B R 8 AT AT (“SMPE”) EB141500. 2 WL B 5A , 75— 255200 5 X, H

FA] R Ay B I R S AR 2Rk BOTE T SRS T AR T A IR RN SR (T o 1%

F P np i 2 v 5 R SRS 48 A5 A, B e SRR A SN (Bans01) B8 e
o F P A Bt R 400 WM 4 vh (V) P il o 2 P o 1 7 AR Sl 1 oK L 7 502, FE 4l

LM TR 2K BT SRS 25 o T ARS8 0T A% S i AR TS 4 AR K L 9 Az b i SR AR

SEM AT (5 an XML , 40503 - 0 4, 78 28 Mk 25 4% A A anan 25 WP I L4 35 1 i

IR T 7 AU AR AT 45 1) SR AT 45 o T 2R 55t A5 M 1 SR v SR D o s DA B s o A

FE sz gy 2, i IR 45 A% 0] A i) (1 An504) 1 580 R SRAS 7= W AL , 1n505 , 1

W= A EDIBE R AT DR, A/ B R Bk PRI AL b .

[0128] w8 T 5R AT 1™ W EHE %78 SRR S5 s PRI T )7 i 22 4 i B ™ AF (11 4n506) QR

SRS I/ B 22 4 o e dtE (B WA 358) o B, 7 2K ik 45 4 BT 7 AR AL S SOA A 4% Ak

PEAZ I AL 5y B R B 7 AT B A B 2105 12 B QRARES o 48 a1, 1278 X IR 5 ot T 1 S S e

FEARE E SCIRT S PR S (1R LA W ) 52 SR A7 2803 1 e 2K — 1 s XML R 45 4 L 1 40 T 4

PRI “QR_data” XMLELHE 4544 -

R

[0129]
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[0130]

[0131]  7E—uespBl X Hp, i 55 AT ) B XML 7= 2B QRAR D o 91140 , 7 ¢ MR 45 4 v A F AT
http://phpgrcode.sourceforge.net/n] FHfIPHP QRACIE Y5 (LGPL) LA FHT 7742 QRAT
BT 244 26 TR o 49T, T 5K MR 2544 T R A 5 DA T S AL 748 1 i 2 AHALLIR PHP A 4>

[0132] {?PHP

[0133]  header ('Content-Type:text/plain’) ;

[0134] //Create QR code image using data stored in $data variable

[0135]  QRcode: :png (§data,’ qrcodeimg.png’) ;

[0136] >

[0137] T 2K Mt 5 4 nl SR AL Z QR AT AR A 215 o , 1 A1506 - 25 7 v ) SR AT 1ZQR AT AR
5, FEAE 5 P i % % A ORI B B e b SR QRIS , B 507 o 78 — b s gy 20, 1)
PRI A P&, 00509 , KA HE th % %5 7 v & I QRARAS BA AT S AT b B . 1 %%
o T 2% T RS iZ QRARAS DL Ui A AE IZQRARAS HR [R5 B o 1 4, 2 2 g 5 2% 1] o FHAE
http://code.google.com/p/zxing/ ] FHIIN. LT , 18 W0ZXing 2 4% X 1D/ 2D 4% BU 15 {4
AT FE , DAMZQRACAS HR IS L o 7E— 22 sl 5 sUrp, P nl R R S AH R N B P i s,
B an508 . X 3RAF 2 W LA AT, 1% P 1 & 1] 7 AR R AR EGE K 1 an509, FEdefitix R 82
HUE SR B SAT Y 45 A 28 o

[0138]  Z: W} 1&|58, ££ 22 SE ULy 2, S04 ) 48 Il 55 4% RT AT 1% R AR AL Sk, 4l dn
510, F ) T F R BTt iR SCAS 36 T0U R R AT 5 IR 25 2L & W, 0511 o £E — 28 ST 2K
HH, SEAST N 25 A 2 T A7 5 A AR T R G I IR R AR T RS AR IR AN o i B T3 R A R AR
TR 55245 A0 0, ST SR B ] B4k, 00, 512, BIrids =R B9 & A 7 IR S5- 208 2012 5 A5 ) 4%
R 558 o £E — oSBTy 2N 12 SO I 245 i 55 A PT84 i 00 K B AN R A Uy
W55 &% 7= A AR =K, B4, 425134, FE IR B0 3K 20 2 A0 T7 k45 45

[0139]  fE—2LS gl 7 A, RAT T IRSS 88 W AT I BE oK, FF B T E SRR 47, vl oy
S E B2 F P PR I ) s A P R RS AE 1 o AR — e s O S, M iAS
HPREAR G, AT TT RS- 45 v T8 1% F P 2 15 0] DRI e iy mg A 85 4 30428 &, il
517 M, RAT T Mk 552 T HE F e & BA R R R EK P GES BEA S5k -
AHFRURIT RS PSS JE T2 0E , KA T s 2% n] P I3 AT . 1) 32 45 9 28 il 55 &%, 437 2

26
Petitioner Exhibit 1002-1682



CN 106803175 A iﬁ PR :F; 23/46 1T

518 7E - M s g 7y 20, A &2/ AN R AT A g A g (B an519) H P ASRE R K
(] T AT %A 5, 01520, 3 TR 15, 412 52 A W 45 MR 25 a ] BN D P8
SREATEIT (S WA 521, 3 0“5, 8 i B A BBk WMo 2 80 F P s 4018 >Rk B P st 4%
P SCAHIE D) |, FFF 2% S A 5y BB o 75— 2SI s, A SR 4 A2 i e
EGE B, 2 WA W1521, LT R, IR -A0% AT 45 iR 45 i 1T I8 H i 2 BUGR B, JE 43t
PRI T B R Z T F A4 & R/ B T, B 522.

[0140]  7E— s sE 7 20, 1% S AT X 45 AR 45 4 T SR A G4 A D RVl Fn ) B2 AU 2.
Z WLAIN520, W0, T AENT % B USRI R AN Y A i B P A RN A 5 R 4
S » SCAT IR 4 HR 55 85 AT AR 12 320 2R R/ BAAS I 8L 7= A 22 5 Bd e sk, 523 , RS
Sy B T A7k 1% 28 S A R 1% SR, 1 in524

[0141]  Z WLEH FE5C, 70— SEHL 77 20, 25 W0 45 1R 45 8 vl 6 R 3 BU T ¥ 2. (g
525) B H B A8 AN/ B AR SS A, A @k Ui AL AR 55 s A O, B n5.26 o T B 1) AT
ZERAUHE . Bla0528, TR TR P ERIR S I L R Sk T 1% B, B
U529 1% 7 RS54 AT A IR —2652 S0 s 2085 AR B B — 2 B, 2 0
B 1530-531 o 7E— L ST 7 2 5 T MRS s R o] DL =26 Iy S, 532, ik i
W SR B35 7 oo 1285 i T A R I S s % T SRR , 49 1534 o 77— e Sz B T 5K
i, P 54050 A DL SRR SH I B @ sz FH o

[0142] 2 ULFH 5D, 78— Sz By 2, B R IR 58 vT R e — HESBUEE 2 13 5 . )
U1, %181 5 45 o o] P2 AR B SR L 91 1535, FF R AL %35 Sk (1 4n536) BIEE &, 5w
G PE o i ST Z AR 2R, 1 O] B (TR R B HEE R, 8140536 o MRS 45 1T R
IABCHE P AR AT () 2800 7= A6 g B3 SR ) 537 , S HE A2 7 17 SR AL B AT AA IR 55
B A BRI AS IR 454 T R 2 3R A9 B T S SR 7= A2 (Bl n539) fb S A K, Fra it izt o7
AR 2K B S AT 28 IR 55 88 o 12 SCAS I 245 B 55 25 T SR AT i ST 2K, JF AT i 7R 4t S
A3 3R AN ZE B RIS 5 B A 1540542 6 12 S AT I 248 JI 25 s T SR 90 <A T 4% 5
5 26 1 50408 e v 1R R AN BT S A7 5T S A 0 543544 i TR R I 22 5, S A
24 55 2% ] 7 iy (9 W1545-546) 451 40 s A 0 2% i T 1 5000 2 DA 25 900 % A T IR 45 25 1
il o 32 AT O 245 B 4% 2 T R REAS B R EAE 2 B R 28 By 77 AR B A SR L 547, R4
PEAZ BN S AR R B DGR R A 7 IR G548 o

[0143]  7F—esp g 7 20, KA 7 R 4588 Al 7= A2 S A 4, Bl 0548549 4814, A 7 IR
B8 BT R AT A R MR P P 4 (AN 2 A P AR R ) R A T RS
R R A S AT A A BIAEfids L B0k A5 (2 0 4800 1 (Ao D P TR RS 00 1) 5 9 an549 0 1% 8 A
T7 M 2545 vl SR AL 5% G LK v 12 2 T 3% i B S L WK T 2 20 AC B TL A I 25 4 1) S A A 6% ik
Ay, BI551 o 7E— L STy 2 SR A IR 25 45 o] FRAT 12688 B0k 71 L, R ORBRIZAE &)
(il , R FTE B3R BIFH Frequest DB BIRTR ZU BALI RS 2598 5 7T LARS #5 7%
LM B 4R e R S BIR R K 7, B 553-555.

[0144]  [E6A-B7~ i T 78 1% SNAPIR) — s it 4] o, 130 B AL 3R P i 82 ARAG (1) 7= 491y T (1) 32
TEURE R, A R B A A AL B (“QRCP”) FB1600. 2 UL FEI6A , 75— s gl 5 X , 78
IV L PRAT 1 R 0L G 07 T ] A e o B B 42 21 T P 4% (A SR ATL 30 A5 1 Pl 45
2 75 B A AR BIQRACAY , It il LURA 56 1% QRACAD A 2RI | P9 25 o B X Rl 8, 1% R 004
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AR AT E 52 6] A AR 6 R/ B A R S B % e UL e L IR I T i A
1% HE AUV ER G B T o 1 Hb v e 22 ) 1 4 1) MR BT A R PR A M PR AT 5 6011 & 1% i 41
B AT A FH G 5 SR AR U AR R ) BT 5%, 602 , 31 W] 3% BY L K He 42 3843 DAy 2>
G I 1 S 75, 603 o 122 2 UL 0L A R A o i St I e 75 AL FGQRARAS , AR 1IZQRARTD,
T AT S st S B (B0, Qo SR A G QRAR AL, , TZQRAC A i 36 7 3t 3 5 TR 25
A HE S vk v e SR ELHE) 604 . 860, 12 R BB N A ) s FHARAY B L W i hetp: //
code.google.com/p/zxing/ I SR1GM EL 17X ing £ 4% 21D/ 2D 26 TG I AL FE 22 , DL 53Rt
MAZQRARAT BB A5 5L o Q01 SR 1% R SOV L 7 FH 6 A A6 00 HH QRARAD, (605, 18 30 “A2”) , TR A 1%
JUERELIY T RAS IZQRARAS , M IZQRACHS PR BT 4 o 3K % i UL BL N AN BE A 0 HE QR
%55 (605, IR “T5") » A8 412 He L8 60 5 F T 78 B8 A B AT 2 /0 iRl Al 5 5 %
AL AL N H al fF FfTwww.pixel technology.com/freewarw/tessnet?2n] 313K
Tesseract C++JFJHOCR 7158, KRPAT I FAF A , 606 o DK 1% s 0L e 00 0% A T 3R A5 4w s
LE % G RO S I SR T DA LR L B Ah B D T 4k R AT o 1% RV N
FH A R FHAE B B AR R 2 B A 1 e S DA W iZQRARAS AL, 608 . 51l T, iZQRAY
TR O] LS R % 0/ B R B 5 VSR (9 T, P2P RS Hh () LT A B L PR A L LS
4 URL-F AR 4 o0 B H S BA CE AN AL A2

[0145]  7E— s 5] , 1ZQRAAD w] B ¢ T4 4 N 2 02 i 0L 0 N PR BT 7 (9
I (2 W.609) « 12 Kz SV GBI AT 22 ik 7 (W A B R B0 Hh 3RS 1K R A 7 5 LA
EZ K S AR SR IR B L 6106 1% HE 0L 60 B A T b e 8 A 7 BRI R B FDMGZORAR A5 12
I, 61 1 Az Bk P afiA (611, I E™) , Tl e 40U ER 60 0 ] R gk 7
()40 58T 1% 0L ST AIE 613, 351 ok 11 122 QRACAT (¥ Bt 588 122 R FOLER 00 I R IR Bl 41 17
1,614,

[0146]  Z: WL 6B, ££— Lo 5] b, iZQRAR 5 ] 45 OG5 FH % e 400 e 60 2 AR i 2
B Bk BT S AR R I B s (B 0615) , i R VR 0 B FH n) 25 ) 55 1% 6 SE (i MR B
(PRI R AR A SCIBCI 7 5, A2 -5 i3k L R B s FH T I S 1 A0 B3 A S TR I 2
P (B AR A 40 HRAR TD L BRI 1) 25 25) L 6160 1% R UM AR A0S A T Bb 45 T 5% At ) i A0
MZQRACHEHE B Hidie , 617 o A SR izl B L DR PR B T W S [ A B B A LA (618, 1B T
B AV N ] PR L AR L ORI IS B I U A5 M (B B o ik S H IR
A5 ULHA HRTRIXML QR_datafhi#4) LT 7= AR FF 4R gt - R ARG K, 619, 3F BLAE AR B %R
A T A5 ST 1% e A0 e A S FH B B4 177 52620

[0147]  £F—SL5 i ) iy, iZQRACAD T AL 65 T s iR LN I = i fs B an 2 ' &
WidE 245 (3 W621) «iZ B BL H ] {8 4R AL 7EQRAP 1 (5 2 75 1) o 2diE 12 - iZ i UL
B TR A 3 PRRAE , RN PR -« SR (5 8 FE R A P 3« 7= DT i o
St T M PR S P 7 TR 7 o M R Sl ¥ g ot 1) PR P W 4 S 2 o A e s i gy 2,
12 0 AU A R P BT i T i R e R DA T A A A RN/ B P ik R T AR BE ()
IR L7 52) I AT AR

[0148] 7o~ T 701 SNAP— S st ) v, 148 I R FOLE 0 B FH A1) s A9 ok P AR 1 R
Fi B 7R T R B RE 3 S FH 700 25 P A9 P 5 A 19 300 BH o S5 s () — SRR AR A K
BAL701 V& H TWITTER \FACEBOOK 25 25 (¥ A2 Bl 25 HR A B 703 1 RS 21 1 S 704 2 4

28
Petitioner Exhibit 1002-1684



CN 106803175 A iﬁ PR :F; 25/46 1T

7050 Je 224 BEEL AN BT 796 LA TR SN PEN PR 2R IX B F AL o

[0149]  PEI8A-G7~ Y 1 78 1% SNAPIY) — b sz it 4] v , 150 B T A A = b ) U0 0 2 FH 1) 7 61
FEAEI P ST 2 WEH PEI A, 1% i FOUE B S 5l L FH 1K — b S it 49 255 B 5 AR R St 2 1
TP H W YIRS . AN EIBA T A%, 1 37 8 T SR A B Tl A 2R 4 152 o 7 — P s il oy K
B, FH P T I 7 T R T ARS8 103K Ji B iz e o F ] TEAG R 7 B
8127 68 N\ 4ty KA 22 R0/ BRI BNAH 811 o F T o n] DAIE G 0 K i A6 22 A0/ ml s
HNE W4 2 10 0 5 1 44 R B A B 22 3 I8 1 377 S il FHAE: 253 11 I A =, L 78— 2 11
SRR 0, P AT DL B e 8 L4, B W S AT 8 15, I A8 16 , Mk 817, T
FII8HIAHALIT819.

[0150]  7E—AN st v , 8 i, AP T 208 50 0 T M m 0 A 815, WTIRI SATR FH P S TP 3 /i
7R o 2439 T 2 ui 4 8153 TR , v DA SR 7 v ) (1) A P ST B s, e e 19 P 7
T AT $AE A P W 4 81 L R (K AL 8 15a-h ) 241 A1) 3 . B PRl B — AN b, 0t by
815, AU Firade 1 A0/ ke AR R0 7 2 ) LA P PR 77 i B R 815 3 ot T LA i 25 4 i sl
T PR AEAE B SEAE B 0h T 1 A5 2 QRAR AL 81 5k T Y s AN A% RIS WA 2

(01511 Z:ILKEI8B, 78 S —A st , A nl e ek B8 16 0. M IE ek H1.816 JE TS ,
F P ST A] ok 3 — AN a2 AN i A Ik B AN/ s I S S 16a-hir) Bl 36 o B4R A B — Mk B
CIR TN EAS IR B NS B ISt P = [ A=) tHESE /I S Y = 3 S NS
B SAT B S A — M b, PR H 201 L4E 1 H20 H ARG MK 5281 6a. 1%
B BLIE K R n] TR S A5G T BTk B K SR 25 B S S B S o, B P S
AR R SE R P 8 LK I B 3%, <<8161 > > , 1) ity s B2 AR AL o 9 1, 7490 b O 4L
102. 5440 F 3L P B LI S T o FH P BILAE T 308 1360 4T 4200\ e 9 Tk g ST R 97 ey S
iZW i o F AT LU S I B TR TR A 8 16 K37 s AR 4] JE 2 4R A0 A0/ B8 2R AT i 421
R SRR R » Wi 8B 7= 1K), FH P AT B A1 5 F TR S . — Bs N, TR
H E816 1 R AA B N 3, AR B AL T I 41 4 (R P b 1 S8 5

[0152] 2 WLIEISC, 75 X —ASafiti 7 7 , I/ Al i # bk s U8 1 7ok il Wi o bk 8172, 3L
AU FEIRE R ST B 2 R AR AR ART Y 3K RS AT o £ — A szt v, ik 8R4 A I R A1)
2k A2 F0R] RN/ B R S A AR AR AR RN I RN 9 T, B R A Amanda G. AT DL &£
H B bR 81T e e 7 I AL A8 34T (91 4 tHFACEBOOK) SR SZ 4+ o 76 58— A~ b, 1T BL 28 Hy
WIQRAETD E K581 Td K R QRACAT W 45 1% B Brian S. 7E Y — R 4ild ,Charles B.A[£ HiE
W@ E81Te S A LT AL TS (F8 17 g4 5 SUAT o SC AT P LA ZE FHUSB 81 7h (4, @ ik
ANEE B & PR AN G W TWITTER R 4 48 TR IE HEAT

[0153]  7E - FhszBL Ty 20, AT R B JoeP . 3B 34 i FH S S R T o, R Joe P
(¥ 453100, JoeP . AT ML F IR/ B 45817g, KR Joe P.E252 & L TR 1324 o ik %
At 1K) 44 s, B P S AT S At G B R AR R i e S O R A o SR A S
e TR A Joe PSS, WNZ FH P ol 8 o — A e kA 58 17 j BB 1 K 2R 15 5T
BEAT SEATEEW - 22 WLIEISD, T 7 Al AR A B %281 7k, Hodh T P o DU N 4k R 3% 45 Toe , BA
SBRINIE AR N SCHRAILAE Joe DL T 304122 58171 F ] LLIE L B A 7 St
TEE8 1 TmE £ R U 2 Joe AR 28 (1 anSMS B TR 4 K AS R 48) o 1 g FH P 28780, i m) LA
PSRN LAMEAEGUL LIS L Tn I I G« 24 F B4 e 1o B0 D A NI, F P el BL3%
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T RIESE8I ToR K I ZAt 2 T B4 Joe « NS Joe th H A REFVERELM H , Joe g BEAE 1% 5
W ER BT 1% A WS (B nTwitter™, Facebook®S525) B8P W81 7p it 28 ST AT
ST ST AR AT A 2% LA e P (BN SMS L B ) AR &S TR BAL I T
I SR TTVETT A5 458 AT B — AR pl 45 7R o 7E I SDIW UL B Hh , Joe IR ISMS 817qK IR
JoeBJ LLIBIT 2 5 SMS T4 A B S bR 25 AE “B1234” 3 51,428 I SMS 3R A2 1 $5 0 48 AH R i B o
Joe 4222 i Facehook@®H W 21 281 7r , Hrp A5 Joe iT LG >k J3 8 $25 A 1 S (1)
URLEEHZ

[0154] 2 WLIKIBE, #£ ke Ry S jt 461 o, FH P T M A X £ 30 T ) B S TR 3% 7 K
818k Ui 75 2R 818a—e Ik 91| 6 o £E— sl 5 2 b, P vh B 3 T LA 5% 480 0 R A Bk
Z, W SHRA AR IR AT — AL N, f S TR S A P e AR AR
R HNE I, ZFNF T P HE R (curated) —AS F P Al B G A8 28 2 T x
AL = A AN RS AR — Pl =, Pl — D — R,
WAmazon 818a. 5K Jg H 0] LA 7 2% (i B 0K A IR DS R IR ) o » W W18 18- L
FEiE L A0 LA S AE B AR IR 1 7 i) T 5l sl BAE OL R » P T MAmazon818alk) H 5
EFEW 818 3o WK 8DIR) F P S THITK B A v s » 98 )5 1T LAKSE Frde 42, 5 s I 219 4 o 4 12,
818k F s Tk it O M s I BN 4, UL A BLAE N 25 Hp I 4 S 1 S8 B B A2 13,

[0155] 2= DB I SF , 72— AN St ) v, ] LA A A s AR IE e 100, o] LA A P kBt ) i tth
AR AT T ) IR R Y2 B, 75 281 9a-e [ 41 3% nf LA B BT % T
Ko AE—PpsI 77 b L Z R B B e BT P B A7 Bt — 2D Am iR P T RS S P o 45
W, 24 AR AR B, O B B FR819d i LU R A 7 B (1, Walgereens) #E .
TE—FhszI 7 20, G FH P S T R MG (BT, Walgreens) , 286 Bl AT &) 34 R sl g
WAL E AEBE— S0 7 0, AT R s M S ik B Wal greens 7 M 1 4
o BT, F P RIS FAZ RS 5 B S i BIWal greens ) £ 85 _E 0] 3RAG )5 819 — j o /1 —Fh
SEIL 7T AR, B P RT AR ER A R 2 B AR B K819 1 R I I 21 1 4819k

[0156]  Z WLIESG, {6 73— i A7) v , A Hh AR UT I T8 1 91T A 45 75 I b 1A, 0 H 72 S b
B RFE - 4, ik Wal greens TG I, P 0] A 3087 7 M4 2L M AL P 6 & (R
S0 R BB 45 ) B Hh P 8 19mfR 78 R Hb I8 191 o 78— FhsiBL 7 2, P Al 45 5 Hh i ' b /&)
SR In— Nk 2 A e 1 (a0, P 87D RS AR s A A A S — A
SEIR T 2, B AT DR I R A b B v S A0 2 AR 8 ) B A TS B R o TR
819n 1] o I FE B 1 L4/ 4000 o A0 2, T SR P P B 0 N B JBES » 7 1 ) e i P T s
JERS R RLIEL o b4k, FH AT A A S5 A T H 8190 %k A H = i 75 el SRl i 1l Ji& < a0 A el 22, DA A
TGN R U N ol (o D o 2 S AP A Y

(01571 [ | 9A-F i 7~ 7E SNAPR) — b S i 451 o, 150 B 8 SOASTASE X 19 RV e S FH () 7 461
AR PRI 2 LB 9A, 72— Sl 5 o S i LA Bl N T 48 AR B 91045
PR T ST 5 1 2 A o A — Py b, o i 7 T AT ST B s A 1 P
SO o 1% F 7 S o) i 2 bR IR TS 5 I S 8001 2F1 B T 9130 i & A n] DU AT 4
RFE Hoaz B o] A0 H5 1 a0 35 0 AR G 1R B B8 1T, LA A AR 45 1 G0 [l H S0 B 400 55 1T . 22
Gr9VAT) G At mT DAY 52 25 M W 7R (6 A P SR T o P TR B B e b 2891 6 K e — ek
ZAAIEROLT, HAT BG4 AE H A5 0 T8 RIHCR/ BRI R o 1Z P e] DL R
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FH R 1 5 S AS A R El 20 A 0 481 G, 12 FH P S i B B T AR /R R 918 ) 1 il AT 3L
H BTG S RFO198 1 8 A R A 4 80234 . 56 1K) s B DL S sl B fE e 8 1) 1%
(USD, #14m) H 1) 2471920

[0158] £ —FhsBL T 20 L % P AT A2 IR A TR S TZ AL &y s e 1% - 5t
TH] 1 A9 15 ] $EAIIE A B IR PRI AT 20 (940, R 3 A= LA J BT HR £5) PIrd i i o 9% 4
() B FE 7 o IR 57— A S AT AR EGRHERE N — B2 A AT A e i & 50,
BB AR15 VL BT 4914 — B P N — A A SO A g 441, T
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#1428 A1/ BOEAE M 251413 41701, SNAPFE il 45 1401 7] LUERE 2 40/ 8 5 A P i@ fs , il an
1433a, IBAT 25 o £, B W11433b , 25 7o i A B AR ARSI T AN AT 0L IR 454 D/ B
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AP E AN/ BB T — AN B AN B S A/ B e Ty AU AR B R (R A (B, b
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RN/ B AE VT DA 38 A B A S AN/ BE I RN A S s 490 2, S L ASTC, PR ELES
DSP, FPGA%E o /E Ay &5 AR, SNAP (K] — 28 53 5 X mT LA R P e 2 P T S 4% PeRe AF Bl A
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HLF TRENTEr2 (TEEE) 1394, 418, N T EAL R G 1 (SCSD) L 4T ik (USB) ,
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[0215]  #fE RGEERLF 141558 (8 SNAPHE il d5 (M R AE BT 45 5 B v PAT FE )7 3B o B, 1
ERGA T 1/0 4582 11 VAT & AT il B 8 S I U ] o 454 E RG] DA e B A4 T
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Unix-like &% 4r & GEUIAT&TKJUNIX ; Berkley ¥k £F 4 A F2 7 (BSD) A% 44 , i tFreeBSD,
NetBSD, OpenBSDZE : Linux 43 4fi , ¥ WiRed Hat,UbuntuZs) : A/ sl R HAE R4 AR, ]
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g, HABMIFE P AR, B2, I o) B g S o

[0218] X[ SNAPEHE FE 1) 17 1n] ] DA ik 22 > $5 48 BE R AL i) SIS, 15 @t DL B8 1)
JEUASE 75 (W01, CG L) PA B3 I 1 DA R B 45 (1) b FH IR 8 {5 538 (19 WICORBA , WebOb jects , %
) o O O 0] WA P AT ART A SR OE Ik M AL 0 A AT 9 L SNAP 75 B3 Y 1B A
— NS (5 IR S B AR I T Y A T 7 1) R R DA o DX A A IR i 4
HERT 7 BE 2% H B bm 88 O 2 i N R 1) 7 Be LT 9 b o S N IR AR SR S A b
BRI A 23 AT i AR R ) 3 2 SR N/ B B R B o AR ST, 2T
FRBEMISCARZ B 28 a8 v DL SR IS 240 join/ select @y 2S4S 2 H = AR At
SQL 77 7 ) A 1, e 28 AT e ML ) 4 (R 5 S iy 2 BISNAPYE 9 85 91 o AR I i A ™ A= A iy
gEHUG  F A R M B L AR, JF ELTT DA i M B LA ARAT DA B TA% =L LA BB 4
TR T A2 o 3% ol 435 SR ) AR S BRI B EIR 45 4% 5 B AR 45 2 nl LUK e R B R
(02191 [ #E, (5 SRS 2 PO A AL P2 L HRAAN / a AR AR PR AE L R R/ Bk
F s R A/ B Yo

[02201 A P40

(02211 TFEHLER O 7830 5 T S5VR R 8 MR DAL VR R 3R A2 O ok, W o el 4, A
A, DL AOE S U B TR R FRAS 1 07 L B AR DA Rk o LA B T
WIS EAE , e bm , S, BRI 1 (BFK R LA R s F O S T/NERR) SRAuk it Ay B T4k o
T HLE R AN A R S8 YR RURAS B U5 1], 25 5, B, TR o B4 10 g s gt nu Al R
O EE A PO GUD SRR F P 05 0] A0 S (5 S L 2R Ak B, GUITE &
HMacintoshiF BENIEANE RSt Aqua, B BR LS A W] F10S/2, R 2 7 IFWindows 2000/
2003/3.1/95/98/CE/Millenium/NT/XP/Vista/7 (BlAero) ,UnixfX-Windows (Flt, H ] 6
FEH INUni x 42 01 P DL oK 6 2N FR 5 (KDE) 1) )2 my thTVEL S GNUR 268 36 G A5 Y IR 553
(GNOME) ) , P T2 11 BE (911, ActiveX, AJAX, (D) HTML,FLASI, Java, JavaScript252%, 8 1
M EAN R T ,Dojo, jQuery (UT) ,MooTools,Prototype,script.aculo.us,
SWEOb ject, FEHE FH /42 11, AFA4] AT RA AL FIAD)

[0222]  H /42 DA 1417 52 th CPUBAT IAF 2 738 40 « H P 2 00 BT DL 45t dn U 22 )
WHHRAE RGN/ BRI SRV A R/ B E 2 2 B R I A RGN/ BB IR 2 B
S PR PR TR B SR Vi 1 SCA R/ B T it S s AT L A8 B, AR, AL/ B
PRAERE TSR AN/ SRS Vit o P e 1 BRIt , FH e ik JHE e S  AH T A AN/ BaE AT
TEENLRS . 782 10 AT LA S ] R/ 0 a) 155 38 R 4 o 1 L A S i 1, LA &, A/
FAL B K P D 2 SR R AR RE P S8R50 M Z H S B n A
O A AR R/ B AR AR R R L RGP R/ BB S L SR L RN/ B N
[0223] X I

[0224] o o ) B A B AR 14182 tH CPUBAAT B AF A F2 7350 12 o I D0 B 45 T LA AL 458 5
P NN L Mi crosoft Internet Exploreri{Netscape Navigator.ZZ4 ol
PUEIEHTTPS , SSLAEFI FH 12847 (5l 5 22) I ARt o o) L 330 W 285 70 VRS 7 S A d et 1% it 1)
HAT i mActiveX, AJAX, (D) HTML,FLASH, Java, JavaScript , o 00 3 W 2 3d {FAP T s (f81]
FireFox,Safari Plug-in ZEAPT) &5, P 5130 W8 25 ARG 207 7] L o] DA 4R R 2IPDA,
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W EEL Tt L AR/ B AR R RS Bl o FH IR DT U g T DA B [ R/ B K e S A AR SR
F A SRS , B G A &, AN/ B AR it - AT 23 IR T e a2 4 545 Bk S5 4% #51F
R4, SRR A (i) A W, BT ALS AR I AR RAE A B AR )T
HRAE RGP/ B R E A U SR A/ N [ R AR I D) B g RS B RS AR
A AR R A B SR IAT 38 B AT AL o 4165 7 IS ARSI it A S RESNAPIR) 19 25 5 i A5
SRR RG22 A 7, A ARBLSE Gz 46 N A ] PR SR AR HER 0T YE A8 ) R 48
ERIEREEN.

[0225] {55

[0226]  HE{FAR S5 A B 1421 52 FHCPU 140330 AT [ A7 il 72 77 3044 o M A2 R 55 4 7] LL &A% 4
DRI X A e 55 5 1 A (EAS J PR T sendma il Microsoft Exchange & o S k5 T it
— e il VAR I A AT L i TIASP, ActiveX, (ANST) (Objective—) C (++) ,C# All/Bg
NET,CGI A, Java, JavaScript, PERL,PHP,pipes,Python,WebOb jectsZE . S 44 AR 55 25 7]
SCHFIEAS M W UEAJER T Interne t 72 V5 A B il (IMAP) , 95 8 N I 4w e 42 101
(MAPT) /Microsoft Exchange,post office protocol (POP3) , faj B HB {4 4% 1% Wi (SMTP)
S o A R 25 45 T LA BR thy , 578 R R AL BRI N AN HH R 2R3 2, D 4R E , Hh 4k N/l g i
I AN/ B R ZSNAP

[0227] X SNAPHE A1) 17 w) v] LA IE Ikt 54~ ) O I 55 i 3 4 A0 / BB A R i 42 At 1) 24>
APTSLER o

[0228]  [w] A, B AEE M 55 4 v B0 2 AR 1 72 AR SRS AN/ Bl SRR A RGN/ R
P EAs G R 5 B A/ B .

(02291 WIS {F %5 7 v

[0230] W25 P B F 14222 HCPU 1403BRAT IR A-Gf B2 7 304 o MR 25 o v] DL A5 4t
A0 B B A 18 s Apple Mail,Microsoft Entourage,Microsoft Outlook,Microsoft
Outlook Express,Mozilla,Thunderbird . M3 {28 f i ] S04 2N 5 M, W 40 - TMAP,
Microsoft Exchange,POP3, SMTPEE o S5 7 ity v B fva) A0/ BIOX 1) 1 5350 1R v 1) FE A
OIS , CLAE A B, R/ BESRABR it o KR 2 TR 17 25 P i 2 S B A IR 58 VB VE R
HEMAEE o AE s man, el A AL 7 A A A/ BRI R R AR R g
VR €y R TN 7= o NN (= 7 AV AL LI R S b T e g 1 1 S RSB o AR B M

S|

BN o

(02311 fn% e &5 4+

[0232] s MR 45 2% S AF 14202 ICPU 1403 s Ab B3 1426 s b BL S 32 10 1427 s
AL TH 5 4% 142858 BT I AF M FE 17 A o N3 A B 88122 100G o V0 I 2 e A 37 =K 16 o i/
B P TR s SR T, A a6, 0 Je A v BLAB AT 7EAR SECPU L o s sk se v prde i 4l
(RN A/ B 2 o T08 7 11 70 VN BRI A EE SRR (10, Pretty Good Protection
(PGP) ) % 0/ B A 5 o W0 o644 ] % F B 3% e AR W8 o8 A /R T« e ik 45 (o,
X.509ANUENESD) , B p 28 44, WS 44 A5 B B AF AR 3P, A B HL AR s o A B
TR 2 O A/ B %) 22 A, W W E A SR T RS0 A0, 2088 % br 7 (DES) , A1 iHh
2R (ECC) » [ Bt m & 52 (IDEA) , T IS4 2 (D5, HOg Bilia S — Ry 20) L 2545,
Rivest Cipher (RC5) ,Rijndael ,RSA (H 2 I FH19774E£ HRon Rivest,Adi Shamir#l
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Leonard AdlemanJ & [ 57 B EELRE IR NS FAAIE 2R 450) 22 AP AL (SHA) , WAEH )
(SSL) , % 4= M SCAAL Y W 3L (HTTPS) A% o SR HIR 86 0% 22 4= Pp 3, SNAP ] LU Fir A7 %\
FH/ B HH 8 (5 JF R DAR) FH S S (R I8 (5 9 25 AR R & IR 4% (VPN) P3RS Ao D% Teth
BT 22 B (AL, A5 I I 22 A P OSBRI VT 0], B N ARSI N 22
GRS VT o B AL, 08 O A AT B A N 25 R E —FR IR A, 81 20 SR FEA BMDSELE R A
HOF B IS ARAFME — 25 44 o I oA ] LB i) R /5080 e 25 30 AP 4 P ) AR B 1
BLHEAS B, A/ BRSRADL it o 1 2R 55 2, N8 Jo A SCRE AU VR E B 3 i 0 A I 48 1 22 A Ak Aok
T VFSNAPAT 2 N4 4% 28 S (P I AL o N85 T A A B T-SNAP L [ B35 1) e 47 ol LA R A
Wy T R4 122 A B IR 0 17 1] s BB nT DAAVE 22 4 BRI 2 o A1/ BT 25 8 K395
s e a R 5145 BRSS & AE RS0, HAh R Fr BB R S5 A5 o 1% I oA v A%
TP CERATRN /B B AL FR AT L Rt L F P A/ B R A U SR R/ Bl

[0233]  SNAPH#fE %

[0234]  SNAPHHE AT 14190 AR i A A BUHE 172 J e v A7 s (R 2008 v o 3R 2 2 A2 i
FEFEB A, H B CPUBAAT s A7 G R 7 301450 40 I B CPUSK &b B By 47 () 208 o« i 2 m] DL A%
Ge R VOB VTR VA BEN R i T 0rac ] eESybase o K B A FE 2 SR SO
J&% o KRBT A5 — RBUM K o AR08 et B H ARG 12 o B B V) 38 ) e v ad i AN T
B RGIMAE R BB ARV H T S MRNASE DR AR RIEHE )
T UL THC AT 25 SR RO 2 22 TA) PR A 2 o ) 20 B 3 s Mt — i AR ) 5% SRR P IR AT 1 R
SERRTIE B, A AT THE — AR ] — X 298 & “— I R4 .

[0235] W] £ 4R, SNAPELHE FE W] LA H & bR 04 25 A 5230, 18 e 21, 881, (BE) 3%,
SEAA), B SCA SO (R ANXML) 5 A% 25 o 1o M5 40 4485 40 T DA (i 7 A (i i AN/ B (45 44) SO
o 7R A e, w] RUAE R T 190 6 R B # s 2 L i WP rontier, Ob jectStore,Poet,
Zope s 55 o MG EE BE T LG 2 AT RAER S, Hod R o I s 1 4 o 2N/ R R R 5 A AT TaE
i — e\ I JE RS B REEA A G T 1AL R AR S o0 BB R R A Hh AT L B T
XoF A R AR v B ] LA 45 78 0 B A 3 210 D R IV A 2 A o 4 SR SNAPRAE e 5
WREAR S5 , WISNAPEY HiE 2 14190 A8 0T EABE S BB 55— A1 b, v A SNAP A 1435,
[FFE, 2 2 0] DLSE IO Bl 8548 O B DL Sk RS i TR & Bdls e ] DL IS AR AU AL
P AR DA TCE ) AR A A & A/ B3 AT o B0 BRI — R85 40, A e s, T LA gl B A/ i
NI 2 O/ BRAE R

[0236]  fE—ASSEftidsl b, %A 5 B AF 141903545 T- k5 1419a—0. JH P 4K 1419a 0] {1
7B W EARIR T user id,ssn,dob,first name,last name,age,state,address
firstline,address secondline,zipcode,devices list,contact info,contact type,
alt contact info,alt contact type,2%.H &A1) S #FA01/ BB BESNAP B 251244k
MK 7o 15 % R A 14190 0] B FE 7B W WEA SRR T :device ID,device name,device 1P,
device MAC,device type,device model,device version,device 0S,device apps
list,device securckey,wallet app installed flag,Z% . AppsFks1419ch] TR, 1E
WHHANSBE T :app_ID,app_name,app_type,app_dependencies, 5. K 3844 1419d n) €L4%
FE L MBEASRIR T raccount number,account security code,account name,issuer

acquirer flag,issuer name,acquirer name,account address,routing number,
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access APT call,linked wallets 1istZ, 75 #A%1419e i GLH FEL, W UHEAN RN
T :merchant id,merchant name,merchant address,ip address,mac address,auth

key,port num,security settings list,Zs.RAT T M 14190 7] G5B, W5 WEA RIR
F:issuer id,issuer name,issuer address,ip address,mac address,auth key,port
num,security settings 1ist3 W BANAGERAE 14197 CLIE 7 B, & W HA R T

account firstname,account lastname,account type,account num,account bhalance

list,billingaddress linei,billingaddress line2,billing zipcode,billing state,
shipping preferences,shippingaddress linei,shippingaddress lineZ,shipping
zipcode,shipping stateZf . AT E M 1419b 0] 6L 4% B, B WA BPR T :gateway
1D, gateway IP,gateway MAC,gateway secure key,gateway access list,gateway API
call list,gateway services list,25 . €M 14191 ]l GLF5 7B i WMEHA /PR T -
order id,user id,timestamp,transaction cost,purchase details list,num
products,products list,product type,product params list,product title,
product summary,quantity,user id,client id,client ip,client type,client
model ,operating system,os version,app installed flag,user id,account
firstname,account_lastname,account type,account num,account priority account
ratio,billingaddress linei,billingaddress line2,billing zipcode,billing
state,shipping preferences,shippingaddress linei,shippingaddress line?2,
shipping zipcode,shipping state,merchant id,merchant name,merchant auth key
F MR L4190 G B EIE AN R T :batch id, transaction id list,
timestamp list,cleared flag list,clearance trigger settings®%. 2Rk KK 1419k
" AFE R B UHEA /R T crequest id, timestamp,deposit amount,batch id,
transaction id,clear flag,deposit account,transaction summary,payor hamc,
payor_account® .= &M 14191 o/ BLFE 2B W WHA /R T : product_TD,product
title,product attributes list,product price,tax info list,related products
list,offers list,discounts list,rewards list,merchants list,merchant
availability listZF. R X 1419mn] G5 FE G W{EARIR T :of fer ID,offer
title,offer attributes list,offer price,offer expiry,related products list,
discounts list,rewards list,merchants list, merchant availability list,%%.4T
NG RHE 14190 ] B A F B 1 WH{EA R T :user_id, timestamp,activity_ type,
activity location,activity attribute list,activity attribute values list%&.%)
MRt 14190 n] AR B G WHA JGE + : report id,user id,report type,report
algorithm id,report destination addressZ.

[0237] £ —AN St 4], SNAPHLH P v DA 5 HL B i e R e B o 9 2, % FH 2 A U0
P &G0, W8I 2R SNAPER A3k AT (9 20 W LA A U 1) w] DA AC FESNAPEHE 7 4R Al R il 22
2R BE WAL 9 B B S A

[0238]  7E—A>SEhtds) , F RS Ry r) L8 0 A 2 T oo, Hew] R BE 3 SNAP . ) F
HRAE SNAP W] RE T B 55 MR B3 LA S 75 F o 2R 20, &% Mib P mT R 75 2 15 2 SCBUHE R - 1%
TERR 2, (R ATME — = B AT ARG S ol s (1 B BE o CEATR 2 AR ST Ag] v, 6 e pds 1
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L4 EL R AT E 2 s FE AT S B W EE EEwEas  (, HTREA RaR R AR
BAANER PR 88D o R AR ERLPR b BEHE A, AT DLt — B2 3 ik HAL R G 0 /8%
AT V5 B 53 ROZ B P o AU, 3 It 5 FE AN/ B A A 25 PP A 141 9a-0, 2 BV A B
V4 ) s R C 1T DA O SNAP T DAAR TiC B A I ek iR P 42 o) 4 B R 5 Pt L T R
ZH.

(02391 SNAPHLH JZE w] LA B2 ] 1/ B0 [l 1th 5 B0 5 A 1) EeAth S A0 15, L6 A B, A/ B
ALVt o K8 3 A SNAPH S [ 23 55 SNAPR A - FL A AR B e 3 4 25 8 05 o B T B
YR ARG T Hoe s s A 1 15 2

[0240]  SNAP

[0241]  SNAPFR 4143572 HHCPUBAT HIAF i FE T 3B AR o 72— 4> STt 451 - , SNAPEB A B0 45 71 Hir
TET e 1€] AP As 3 B4 SNAP ) 84 7 TG PRI ATAR] — N0/ B8 Bl 2L 6 o TR iy » SNAPIES 24 P 15 9 4% 592 it
5 SRS A By T IA], SRAS R R

[0242]  SNAPTH A AT 3 ok SNAPTRAF 4 480 Szl 72 74 PR T 58— 77 oy DRt ) 7 AR A 36 1 R UL
AR 1) 28 5 W) 2 308 R S8 FISNAP A o £ NS48, SNAPER 2R 1435 AT N (81 4, 5
WA ANALL s 7 S AR AL s SO TH 4195 RAT T IR S5 ds £k dm 423 Fl P8 427a-n%%) , 18
T SNAPTH A %6 ¥ty N (491140, SMPE 1441 :QRCP 14424%) ¥ (101, QR AHALAD417 ; 4%
KL k421 s B2 N 429a—n  FZEUR T S 433a-b s AL TN 435 : WU #5436 25) o
(0243] o V719 A5 B 45 2 V7 90 AR SNAPR A4 o] LLad ik SR P bR A I R T RS 5 & » 18 e
AP T Apacheffi 4, Assembly, ActiveX, A $0AT I —#EH], (ANST) (Objective—)C(+4),
C# F/BLNET, B s G 2%, CGI A, Java, JavaScript , 2= /& T B, T 1l e FE Fst % 1) JF
& L H,PERL,PHP, Py thon, she | LJHIA , SQLAT A, W TN RS S50 8 , ) 00 IR S A
(B, A A dl M ActiveX;Adobe AIR,FLEX&FLASH;AJAX; (D) HTML:;Dojo, Java;
JavaScript; jQuery (UI) ;MooTools;Prototype;script.aculo.us; faj B3R A7 ELHpX
(SOAP) ; SWFObject s /it jE FH P2 155) ,WebOb jectsaE o /E—ANSLJit 7] , SNAPIR 251 A
MRS e SR I TR 35 30 {5 o SNAP T A 1] B0 [ea) A0/ B0 X ) e 5 3B AR £ o 1 LA 3 R0 1,
FEA B, Rt/ B AL Tt o A3 73 FEISNAP S (1128 57 S5 SNAPELH J7 L 4 R 4 L HAA ) 72 3 AT
ST < SNAPR] AL 5 ALl 7 A AR AN/ BRI R PR R g PR/ BB A Lok
TS

[0244] 73 A7 ZUSNAP

[0245] (U] SNAPY yii $ til #5 35 12 1) 25 A4 A/ Bl A T DL DT 2 2 Mo sV & & R /B
a3 AT A BYFE R RN/ B C B o SR ABlHh , TT DA DUAT R 2 Ry 2Rl A SR B DA 3 B 2 RN/

Ko NEEBR 5, AT UER BT AE 21 24 JEACAY B fith o Bl 21 m D32 75 DL AR Ry 5 s st
HARAFR B

[0246] &5 F e mT LA 4 LA JC 501K A A it o s o 25040 Ak B R/ BT A AT 5 I A/ B0 A
2 8 A1 5 v R e 8 1 B A — TR 22 A S B mT LRSI ) A e 1Y L, A/ s 24
5 PR TR/ B AL BE S AR e T VR RE LA, SN St ET DL s 2 A P
AN/ BRATA B2 23 AT R 5 B30T, 20 B o RS A A i R P Bl P S 1 AN % s s ml DLl s
LA R E AL

(02471 SNAP Y il 5 (0 T L RE DA T 2R 298 00 28 ) P 53 o S B R 3 o U ELAS S B T« FOURE L 2%
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T, o7 TR/ BRI A IR A A FH AT L S 2 R R L A R R R R 2
FERN/BUR R P, FEOE 2 AR A R0, R/ 80T 8505 IR R0 A UL LR 1
HA BHR AT LARAL 2, ARTS , FH/BRER AL S ARIEAE 17 304 4 . & 91 21 A FE AR S fith v (K7 504
SEAIAT UL 8, 34T, A/ B PR A A e W B FH PN O A BB (B AR R SR i e
ANJRIRR T E s | (B4 , NS B AR, X R IR Bl (E  JL AR A S A), AR
FEIH %

[0248] By S 4R 0 E R AH T 23 SE PR ST K RN/ BN IR, B A 3 L SR A AN/ B AR
5 50 / B B A PR 647 P DAk W FH P 5 A ER I A5 B S, 18 A SRR T Y AR
JPEE (APT) 15 BAR I8 s (A 2) A5 BT (D) COM) » (A 70 S R R 5 i\ (D)
OLE) £8) , A3 R A5 AR R 4549 (CORBA) , Jini Al Al FE N FHFE P 8210, Javasceript
SR VERE (JSON) |, CRE T30 51 F (RMT) , SOAP, R 8 , JE =2 S0 F 25 o I Im) Pl A5 7 0 o7
TR A 2 TR BAE R A PN I8 15 1) RS B0 1) A7 it 2 ) PN 5 38 R 3 S mT DA B Tl i )
FOREHT ABIETT LS P & THIFR i lex, yace , XMLEE , H o VB 4 i ARAT D fE
HOCRT AT RS P9 5 RN 22 TR] (5 7 S I

(02491 5t , 30T DA B IR HT TPEK W 454 1 4> L, 4810t »

[0250]  w3c-post http://...Valuel

[02511  Hvaluel{H RIS —FSEL N “hitp: / /7 RAEENR B I0—34), 3 H G800
A RS ARL I 35 43 o ARk HE, , B X FhiEyk, AR 5 “value l” BT RAFR AT “hetp: / /7 5k W
L P AR SR Rk T E R R B n) DL I e ek R B L Lk A R AN/ B AR AT DL R
(il lex, yacc S SE AL B E VAR IR SCASCAR) o [FIFE, — B A0/ 84 1 it bl
B B AN ER AN/ BT 45 R B W W EN SR PR T R4 SO 45 (I nbR2%) , HTML , &5
P SCARL » XML S 25 R A B o A8 55— S g v, 2R TR) 0 40 4k B D 84S B ] B AT S Rl
R0/ B0FF 5 M AT FH (R AT % (5101, JSON, SOAP, S M i) , HmT A BT b (B, 385 %
W o AN R ATV P DA A A0 S AT 22 b A o] LT A« B0 2, e 42, Bl
AEA, SR ER 5 o BV, ST SR TG K B T 5, 3RS, L A RS RN 75 2L

[0252] {5t , £ — e SE 5 A, SNAPFES il 8 i) DAl i {5 B IR 45 2 AT sl e a8 4
J2+ (“SSL” B4 IR 55-45) BIPHP 1A, HAvT Wy 28 ;o v DA RS04 (49140 LA TSONAE 2 4 i 1) 4
) IR S5 2o 1 _E AT N GBS o — FLIR A N8 (5, PHPIRILASTT DL P i1 45 1 U
H L AT 12 R0 T SONZR AT 1) 5 415 LAASE AN J SONZR AT (1) S0 A Bo40 12 B A5 12 B PHP I A AR
W, R S5 A DRSS (“SQL”) RT 7 Il [ 20 R AR V3 v A7 ez s (ol an, 25 7 g iR
WIME R, ) AN/ R ELN {5 B A FLIPHP/SQLAT A TR R 5 N, el it SSLiEH: M %%
J i A 252 TSON G 5 1 i A s et 2 i LA A S U 5, I A7 1 25040 20 2408 e 1) 7= 461
PEF e N e flt:
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. crintelatia
sy nastdokstat i

St A A
RETEITVIRT ¥ g

(02541 [ £, T 21 B2 Y5 AT HRAR LR OC T-SOAP T i ST 7 3 1) 7 490 1 I Tt 491«

[0255]  http://www.xav.com/perl/site/1ib/SOAP/Parser.html

[0256] http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index. jsp?
topic=/com.ibm

[0257] . IBMDI.doc/referenceguide295.htm

[0258] D) J& H W figgtfy o s 7y ok

[0259] http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index. jsp?
topic—/com.ibm

[0260] . IBMDI.doc/referenceguide259.htm

[0261]  DRlHadL 51 TG AT G X Ae A BE AR b

[0262] gy fift vk S iA) R AR AR, R BRAARE B S A B A R 48 (B4
B, /N, S AR T, T AR R B 2, B L B R A i it 7 2, BRIk, i 4, B
s B SR AN/ B H AR PR AR HR R R A 0 a0 e % s ] STt A1) S s H S SR ) € mT A
BESAT o A F T A A0 s AREAE S s S AR AR s 91, AN A2 55 25 1/ BATEA ) o At AT JA47 A2
AU 155 BB A N30T W bR 2K BT IR 1) B o R B A () 2, AT AN 22 AR BT A L
L SR 3 1R 03 o DRI 2 PN 255 B 56 5 T A AR BRI o B AR B STt A1) R 4 B 2
£ BT AR W ) AR 23 SO AP AR IR 1 B A P I S 49 m] DAp T R4 AT AR AR
P RS2 TG PR TBCF T AT o P FEAR ) 2 5 V1 20 IS R A 1 i it 4710 SR A i ) A ] i B8
HABSE T T o DRI, N2 T A ) 2, AN B 12 20 T P 258 B 3 L R/ B A R IR 700 T A
i S S UL L= 2E Thfie 2 g, ¥R, AR, S5 RN/ B4 AMB AL IR TG 5 72N A T
PSR, JITA s A9 R/ B2 ST T A5 TA S A R PR o A HHE T A 51 D=8 R A R iR (1) e
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S AR AR VR IR A ALY [0 o B I ) DA A BE ARSI AR o 9, o7 22 Bt 1)
7 AEATRE P AR A GRS G AL AT AL 32 AR AN/ B A1 45 440 , SBR[ 0/ e v itk
(1 FL B AR AR/ B A 3 s A R PR 18] 2 PR AT U7 A/ B o T s AT 22 T (17
e BT BL SRS, AN JR 5 2 1% 4 T A 4 B AREY o DR b, R B0 ) A S IX B A
IR B AT AT T 2 A, AR BE, M 5%, IR 55 4, A1/ BUIRRE 8 S 2 3 <[] 20 R AT LT
IS5 (R A PRAT (R S, S i 2 DT PN BRI o DRI 1T, — S ] AAR LS SR, DX AT AN RE
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