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PRSC« 0
UpdatePTK « 0
State <« UNKNOWN
if M =1 then
if Check MIC(PTK, EAPOL-Key frame) fails then
State < FAILED
else
State « MICOK
endif
endif
if K= P then
if State # FAILED then
if PSK exists then — PSK is a preshared key
PMK « PSK
else
PMK « L(AAA Key, 0, 256)
endif
TSNoiice « SNonce
if ANonce # PreANonce then
TPTK « Calc PTK(PMK, ANonce, TSNonce)
PreANonce < ANonce

endif
if State = MICOK then
PTK « TPTK
UpdatePTK « |
if UpdatePTK = 1 then
if no G7X then
PRSC « RSC
endif
if MLME-SETKEYS.request(0, TRUE, PRSC, PTK) fails then
mvoke MLME-
DEAUTHENTICATE request
endif
MLME.SETPROTECTION.request(TA, Rx)
endif
if GTK then
if (GTK[N] « Decrypt GTK) succeeds then
if MLME-SETKEYS.request(V, 0. RSC. GTK[NM]) fails then
invoke MLME-DEAUTHENTICATE.request
endif
else
State <+ FAILED
endif
endif
endif
endif

else if KevData = GIK then
if State = MICOK then
if (GTK[N] « Decrypt GTK) succeeds then
it MLME-SETKEYS .request(N, T, RSC, GTK[N]) fails then
invoke MLME-
DEAUTHENTICATE .request
endif
else
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State < FAILED
endif
else
State < FAILED
endif
else if KevData = STAKey then // STAKey
if State = MICOK then
if (SK « Decrypt SK) succeeds then
if MLME-SETKEYS .request(0, 1, RSC, SK) fails then
invoke MLME-
DEAUTHENTICATE . .request
endif
else
State « FAILED
endif
else
State < FAILED
endif
endif
if 4 =1 && State # Failed then
Send EAPOL.-Key(0.1.0,0.K,0,TSNonce.0,0 MIC(TPTK),RSNIE,0)
endif
if UpdatePTK = 1 then
MLME.SETPROTECTION.request(TA4, Tx_Rx)
endif
if State = MICOK & & S =1 then
MLME SETPROTECTION.request(TA, Tx_Rx)
if IBSS then
keycount++
if keycount = 2 then
802.1X::portValid = TRUE
endif
else
802.1X::portValid = TRUE
endif
endif

Here UNKNOWN, MICOK, and FAILED are values of the variable State used in the Supplicant
pseudo-code. State is used to decide how to do the key processing. MICOK is set when the MIC of
the EAPOL-Key has been checked and is valid. FAILED is used when a failure has occurred in pro-
cessing the EAPOL-Key frame. UNKNOWN is the initial value of the variable State.

When processing 4-Way Handshake Message 3. the GTK is decrypted from the EAPOL-Key frame
and installed. The PTK shall be installed before the GTK.

The Key Replay Counter field used by the Supplicant for EAPOL-Key frames that are sent in
response to a received EAPOL-Key frame shall be the received Key Replay Counter field. Invalid
EAPOL-Key frames such as invalid MIC, GTK without a MIC, etc., shall be ignored.

NOTES

1—TPTK is used to stop attackers changing the PTK on the Supplicant by sending the first message of the 4-

Way Handshake. An attacker can still affect the 4-Way Handshake while the 4-Way Handshake is being carried
out.

2—The PMK will be supplied by the authentication method used with IEEE 802.1X if preshared mode is not
used.
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3—A PTK is configured into the encryption/integrity engine depending on the Tx/Rx bit, but if configured, is
always a transmit key. A GTK is configured into the encryption/integrity engine independent of the state of the
Tx/Rx bit, but whether the GTK is used as a transmit key is dependent on the state of the Tx/Rx bit.

—  CalcGTK(x) — Generates the GTK.

—  DecryptGTK(x) — Decrypt the GTK from the EAPOL-Key frame.
8.5.7 RSNA Authenticator key management state machine

There is one state diagram for the Authenticator. In an ESS, the Authenticator will always be on the AP: and
in an IBSS environment, the Authenticator will be on every STA.

The state diagram shown in parts in Figure 43af through Figure 43ai consists of the following states:

a) The AUTHENTICATION, AUTHENTICATION2, INITPMK, INITPSK, PTKSTART, PTK-
CALCNEGOTIATING, PTKCALCNEGOTIATING2, PTKINITNEGOTIATING, PTKINIT-
DONE, DISCONNECT, DISCONNECTED, and INITIALIZE states. These states handle the ini-
tialization. 4-Way Handshake. tear-down, and general clean-up. These states are per associated
STA.

b) The IDLE. REKEYNEGOTIATING, KEYERROR, and REKEYESTABLISHED states. These
states handle the transfer of the GTK to the associated client. These states are per associated STA.

c¢) The GTK_INIT, SETKEYS. and SETKEYSDONE states. These states change the GTK when
required. trigger all the PTK group key state machines, and update the IEEE 802.11 MAC in the
Authenticator’s AP when all STAs have the updated GTK. These states are global to the
Authenticator.

Because there are two GTKs, responsibility for updating these keys is given to the group key state machine
(see Figure 43ah). In other words, this state machine determines which GTK is in use at any time.

When a second STA associates, the group key state machine is already initialized, and a GTK is already
available and in use.

When the GTK is to be updated the variable GTKReKey is set. The SETKEYS state updates the GTK and
triggers all the PTK group key state machines that currently exist—one per associated STA. Each PTK
group key state machine sends the GTK to its STA. When all the STAs have received the GTK (or failed to
receive the key). the SETKEYSDONE state is executed which updates the APs encryption/integrity engine
with the new key.

Both the PTK state machine and the PTK group key state machine use received EAPOL-Key frames as an
event to change states. The PTK state machine only uses EAPOL-Key frames with the Key Type field set to
Pairwise, and the PTK group key state machine only uses EAPOL-Key frames with the Key Type field set to
Group/STAKey.
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Figure 43af—Authenticator state machines, part 1
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Dlsmmedl 1 dot11RSNAC onhgSALfetime timeout

§ #om INITPMK PTKSTART
DISCONNECT
DeauthenticationRequest | STADisconned ()
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DISCONNECTED
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DeauthenticatonRequest = FALSE

Inill UCT

INITIALIZE

Keycount =0

If GUpdateStationKeys == TRUE
GKeyDoneStation-

GUpdateStationKeys = FALSE

If Unicast apher suppoarted by Authenticator AND [ESS OR ((IBSS or

WDS] and Local AA > Remate AA}])
Paii = TRUE

802.1X:-portEnable = FALSE

MLME-DeleteKeys Request{PTK]

802.1X: portValid = FALSE

TimeoulClr =0

Figure 43ag—Authenticator state machines, part 2

Init
4 F
IDLE
GTimeoutCu =0
ucT
GUpdateStationKeys
, ¥
TlmeoulEvj [ REKEYNEGOTIATING
Send EAPOL{1,1,1, | Pai, G RSC GNones MIC( PTK), GTK[ GN])
GTimeoulCh+
. EAPOLKeyReceived&& | Request
GTimeoutCty N 8% K == Group&&  MICVerfied -
[
REYERROR REKEYESTABLISHED
GKeyDoneStations— GUpdateStationKeys =FALSE
GUpdateStationKeys = FALSE GKeyDoneStations =
Disconnedt = TRUE MLME-SetProtection Request(TA. Tx_Rx]
Figure 43ah—Authenticator state machines, part 3
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Glrt
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3

GTKReKey
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SETKEYS

GTKReKey = FALSE
Swap(GM. GN)
GKeyDoneStations = GNoStations
GTKIGN] = CalcaTK() GTKReKey
For each STA

GUpdateStationKeys = TRUE

&

Figure 43ai—Authenticator state machines, part 4

8.5.7.1 Authenticator state machine states

8.5.7.1.1 Authenticator state machine: 4-Way Handshake (per STA)

The following list summarizes the states the Authenticator state machine uses to support the 4-Way
Handshake:

AUTHENTICATION: This state is entered when an AuthenticationRequest is sent from the man-
agement entity to authenticate a BSSID.

AUTHENTICATION2?: This state is entered from the AUTHENTICATION state or from the
PTKINITDONE state.

DISCONNECT: This state is entered if an EAPOL-Key frame is received and fails its MIC check.
It sends a Deauthentication message to the STA and enters the INITIALIZE state.

DISCONNECTED: This state is entered when Disassociation or Deauthentication messages are
received.

INITIALIZE: This state is entered from the DISCONNECTED state, when a deauthentication
request event occurs. or when the station initializes. The state initializes the key state variables.

INITPMK: This state is entered when the IEEE 802.1X backend AS completes successfully. If a
PMK is supplied, it goes to the PTKSTART state; otherwise, it goes to the DISCONNECTED state.

INITPSK: This state is entered when a PSK is configured.

PTKCALCNEGOTIATING: This state is entered when the second EAPOL-Key frame for the
4-Way Handshake is received with the key type of Pairwise.
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PTKCALNEGOTIATING2: This state is entered when the MIC for the second EAPOL-Key
frame of the 4-Way Handshake is verified.

PTKINITNEGOTIATING: This state is entered when the MIC for the second EAPOL-Key frame
for the 4-Way Handshake is verified. When Message 3 of the 4-Way Handshake is sent in state
PTKINITNEGOTIATING, the encrypted GTK shall be sent at the end of the data field. and the
GTK length is put in the GTK Length field.

PTKINITDONE: This state is entered when the last EAPOL-Key frame for the 4-Way Handshake
is received with the key type of Pairwise. This state may call SetPTK: if this call fails, the AP
should detect and recover from the situation, for example, by doing a disconnect event for this
association.

PTKSTART: This state is entered from INITPMK or INITPSK to start the 4-Way Handshake or if
no response to the 4-Way Handshake occurs.

8.5.7.1.2 Authenticator state machine: Group Key Handshake (per STA)

The following list summarizes the states the Authenticator state machine uses to support the Group Key
Handshake:

IDLE: This state is entered when no Group Key Handshake is occurring.

KEYERROR: This state is entered if the EAPOL-Key acknowledgment for the Group Key Hand-
shake is not received.

REKEYESTABLISHED: This state is entered when an EAPOL-Key frame is received from the
Supplicant with the Key Type subfield set to Group/STAKey.

REKEYNEGOTIATING: This state is entered when the GTK is to be sent to the Supplicant.
NOTE—The TxRx flag for sending a GTK is always the opposite of whether the pairwise key is used for data

encryption/integrity or not. If a pairwise key is used for encryption/integrity, then the STA never transmits with
the GTK; otherwise, the STA uses the GTK for transmit.

8.5.7.1.3 Authenticator state machine: Group Key Handshake (global)

The following list summarizes the states the Authenticator state machine uses to coordinate a group key
update of all STAs:

GTK INIT: This state is entered on system initialization.
SETKEYS: This state is entered if the GTK is to be updated on all Supplicants.
SETKEYSDONE: This state is entered if the GTK has been updated on all Supplicants.

NOTE—SETKEYSDONE calls SetGTK to set the GTK for all associated STA. If this fails, all communication
via this key will fail, and the AP needs to detect and recover from this situation.

8.5.7.2 Authenticator state machine variables

The following list summarizes the variables used by the Authenticator state machine:

106

AuthenticationRequest — This variable is set to TRUE if the STA’s IEEE 802.11 management entity
wants an association to be authenticated. This can be set when the STA associates or at other times.

ReAuthenticationRequest — This variable is set to TRUE if the IEEE 802.1X Authenticator received
an eapStart or 802.1X::reAuthenticate 1s set.

DeauthenticationRequest — This variable is set to TRUE if a Disassociation or Deauthentication
message is received.

Disconnect — This variable is set to TRUE when the STA should initiate a deauthentication.

EAPOLKevReceived — This variable is set to TRUE when an EAPOL-Key frame is received.
EAPOL-Key frames that are received in response to an EAPOL-Key frame sent by the Authentica-
tor must contain the same Key Replay Counter field value as the Key Replay Counter field in the
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transmitted message. EAPOL-Key frames that contain different Key Replay Counter field values
should be discarded. An EAPOL.-Key frame that is sent by the Supplicant in response to an EAPOL-
Key frame from the Authenticator must not have the Ack bit set. EAPOL-Key frames sent by the
Supplicant not in response to an EAPOL-Key frame from the Authenticator must have the Request
bit set.

NOTES
1—EAPOL-Key frames with a key type of Pairwise and a nonzero key index should be ignored.
2—FAPOL-Key frames with a key type of Group/STAKey and an invalid key index should be ignored.

3—When an EAPOL-Key frame with the Ack bit cleared is received. then it is expected as a reply to a message
that the Authenticator sent, and the replay counter is checked against the replay counter used in the sent
EAPOL-Key frame. When an EAPOL-Key frame with the Request bit set is received, then a replay counter for
these messages is used that is a different replay counter than the replay counter used for sending messages to the
Supplicant.

—  GTimeoutCtr — This variable maintains the count of EAPOL-Key receive timeouts for the Group
Key Handshake. It is incremented each time a timeout occurs on EAPIOL-Key receive event and is
initialized to 0. Annex D details the timeout values. The Key Replay Counter field value for the
EAPOL-Key frame shall be incremented on each transmission of the EAPOL-Key frame.

—  Glnit - This variable is used to initialize the group key state machine. This is a group variable.
—  Init - This variable is used to initialize per-STA state machine

—  TimeoutEvt — This variable is set to TRUE if the EAPOL-Key frame sent out fails to obtain a
response from the Supplicant. The variable may be set by management action or set by the operation
of a timeout while in the PTKSTART and REKEYNEGOTIATING states.

—  TimeoutCtr — This variable maintains the count of EAPOL-Key receive timeouts. It is incremented
each time a timeout occurs on EAPOL-Key receive event and is initialized to 0. Annex D contains
details of the timeout values. The Key Replay Counter field value for the EAPOL-Key frame shall
be incremented on each transmission of the EAPOL-Key frame.

—  MICVerified — This variable is set to TRUE if the MIC on the received EAPOL-Key frame is veri-
fied and is correct. Any EAPOL-Key frames with an invalid MIC will be dropped and ignored.

—  GTKAuthenticator — This variable is set to TRUE if the Authenticator is on an AP or it is the desig-
nated Authenticator for an IBSS.

— GKevDoneStations — Count of number of STAs left to have their GTK updated. This is a global

variable.

—  GTKRekey — This variable is set to TRUE when a Group Key Handshake is required. This is a global
variable.

—  GUpdateStationKeys — This variable is set to TRUE when a new GTK is available to be sent to
Supplicants.

—  GNoStations — This variable counts the number of Authenticators so it is known how many
Supplicants need to be sent the GTK. This is a global vartable.

—  Counter — This variable is the global STA key counter.
—  ANonce — This variable holds the current nonce to be used if the STA is an Authenticator.

—  GN, GM - These are the current key indices for GTKs. Swap(GM, GN) means that the global key
index in GN is swapped with the global key index in GM, so now GM and GN are reversed.

—  PTK - This variable is the curent PTK.

—  GIK[] — This variable is the current GTKSs for each GTK index.

—  PMK - This variable is the buffer holding the current PMK.

—  802.1X::XXX — This variable 1s the [EEE 802.1X state variable XXX

—  kevcount — This variable is used in IBSS mode to decide when all the keys have been delivered and
an IBSS link is secure.
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8.5.7.3 Authenticator state machine procedures

The following list summarizes the procedures used by the Authenticator state machine:
— STADisconnect() — Execution of this procedure deauthenticates the STA.
—  CaleGTK(x) — Generates the GTK.
— MIC(x) — Computes a MIC over the plaintext data.

8.5.8 Nonce generation (informative)

All STAs contain a global key counter, which is 256 bits in size. It should be initialized at system boot-up
time to a fresh cryptographic-quality random number. Refer to H.6 on random number generation. It is rec-
ommended that the counter value is initialized to the following:
PRF-256(Random number, “Init Counter”, Local MAC Address || Time)

The local MAC address should be AA on the Authenticator and SPA on the Supplicant.

The random number is 256 bits in size. Time should be the current time [from Network Time Protocol
(NTP) or another time in NTP format] whenever possible. This initialization is to ensure that different initial
key counter values occur across system restarts regardless of whether a real-time clock is available. The key

counter must be incremented (all 256 bits) each time a value is used as an IV. The key counter must not be
allowed to wrap to the initialization value.

8.6 Mapping EAPOL keys to IEEE 802.11 keys
8.6.1 Mapping PTK to TKIP keys
See 8.5.1.2 for the definition of the EAPOL temporal key derived from PTK.

A STA shall use bits 0-127 of the temporal key as its input to the TKIP Phase 1 and Phase 2 mixing
functions.

A STA shall use bits 128-191 of the temporal key as the Michael key for MSDUs from the Authenticator’s
STA to the Supplicant’s STA or from the initiating STA to the peer STA for STAKeys.

A STA shall use bits 192-255 of the temporal key as the Michael key for MSDUs from the Supplicant’s
STA to the Authenticator’s STA or from the peer STA to the initiating STA for STAKeys.

8.6.2 Mapping GTK to TKIP keys
See 8.5.1.3 for the definition of the EAPOL temporal key derived from GTK.

A STA shall use bits 0-127 of the temporal key as the input to the TKIP Phase 1 and Phase 2 mixing
functions.

A STA shall use bits 128-191 of the temporal key as the Michael key for MSDUs from the Authenticator’s
STA to the Supplicant’s STA or from the initiating STA to the peer STA for STAKeys.

A STA shall use bits 192-255 of the temporal key as the Michael key for MSDUs from the Supplicant’s STA
to the Authenticator’s STA or from the peer STA to the initiating STA for STAKeys.
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8.6.3 Mapping PTK to CCMP keys

See 8.5.1.2 for the definition of the EAPOL temporal key derived from PTK.
A STA shall use the temporal key as the CCMP key for MSDUs between the two communicating STAs.
8.6.4 Mapping GTK to CCMP keys

See 8.5.1.3 for the definition of the EAPOL temporal key derived from GTK.
A STA shall use the temporal key as the CCMP key.

8.6.5 Mapping GTK to WEP-40 keys

See 8.5.1.3 for the definition of the EAPOL temporal key derived from GTK.
A STA shall use bits 0—39 of the temporal key as the WEP-40 key.

8.6.6 Mapping GTK to WEP-104 keys

See 8.5.1.3 for the definition of the EAPOL temporal key derived from GTK.

A STA shall use bits 0—103 of the temporal key as the WEP-104 key.

8.7 Per-frame pseudo-code

8.7.1 WEP frame pseudo-code

An MPDU of type Data with the Protected Frame subfield of the Frame Control field equal to 1 is called a
WEP MPDU. Other MPDUs of type Data are called non-WEP MPDUs.

A STA shall not transmit WEP-encapsulated MPDUs when value of the MIB variable
dotllPrivacyInvoked is set to FALSE. This MIB variable does not affect MPDU or MAC manage-
ment protocol data unit (MMPDU) reception.

ifdotllPrivacyInvoked is “false” then
the MPDU is transmitted without WEP encapsulation

else
if (the MPDU has an individual RA and there is an entry in dot11WEPKeyMappings for
that RA) then
if that entry has WEPOn set to “false” then
the MPDU is transmitted without WEP encapsulation
else
if that entry contains a key that is null then
discard the MPDU's entire MSDU and generate an MA-UNITDATA-STA-
TUS.indication primitive to notify LLC that the MSDU was undeliverable
due to a null WEP key
else
encrypt the MPDU using that entry’s key, setting the Key ID subfield of the IV
field to zero
endif
endif
else
Copyright © 2004 IEEE. All rights reserved. 109
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if (the MPDU has a group RA and the Privacy subfield of the Capability Information field
in this BSS is set to 0) then
the MPDU is transmitted without WEP encapsulation
else
if dot11WEPDefaul tKeys[dot 11WEPDefaultKeyID]is null then
discard the MPDU"s entire MSDU and generate an MA-UNITDATA-STA-
TUS.indication primitive to notify LLC that the MSDU was undeliverable
due to a null WEP key
else
WEP-encapsulate the MPDU using the key dotllWEPDefaultKeys-
[dotl1WEPDefaul tKeyID]. setting the Key ID subfield of the IV field to
dotllWEPDefaultKeyID
endif
endif
endif
endif

When the boolean attribute aExcludeUnencrypted is set to TRUE, non-WEP MPDUs shall not be indicated
at the MAC service interface, and only MSDUs successfully reassembled from successfully decrypted
MPDUs shall be indicated at the MAC service interface. When receiving a frame of type Data. the values of
dotllPrivacyOptionImplemented, dotllWEPKeyMappings, dotllWEPDefaultKeys.
dotl1WEPDefaultKeyID, and aExcludeUnencrypted in effect at the time the PHY-
RXSTART .indication primitive is received by the MAC shall be used according to the following decision

tree:
if the Protected Frame subfield of the Frame Control Field is zero then
if aExcludeUnencrypted is “true” then
discard the frame body without indication to LLC and increment
dotl1WEPExcludedCount
else
receive the frame without WEP decapsulation
endif
else
ifdotllPrivacyOptionImplemented is “true” then
if (the MPDU has individual RA and there is an entry in dot1l1WEPKeyMappings
matching the MPDU’s TA) then
if that entry has WEPOn set to “false™ then
discard the frame body and increment dot 1 1WEPUndecryptableCount
else
if that entry contains a key that is null then
discard the frame body and increment dotllWEPUndecryptable-
Count
else
WEP-decapsulate with that key, incrementing dot11WEPICVError-
Count if the ICV check fails
endif
endif
else
if dot11WEPDefaul tKeys[Key ID] is null then
discard the frame body and increment dot1 1 WEPUndecryptableCount
else
WEP-decapsulate with dotl1WEPDefaultKeys[Key ID], incrementing
dot11WEPICVErrorCount if the ICV check fails
endif
endif
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else
discard the frame body and increment dot 1 1WEPUndecryptableCount
endif '
endif

8.7.2 RSNA frame pseudo-code

STAs transmit protected MSDU s to a RA when temporal keys are configured and an MLME.SETPROTEC-
TION.request primitive has been invoked for transmit to that RA. STAs expect to receive protected MSDUs
from a TA when temporal keys are configured and an MLME.SETPROTECTION .request primitive has
been invoked for receive from that TA. MSDUs that do not match these conditions are sent in the clear and
are received in the clear.

8.7.2.1 Per-MSDU Tx pseudo-code

if dot 11RSNAEnabled = true then
if MSDU has an individual RA and Protection for RA is off for Tx then
transmit the MSDU without protections
else if (MPDU has individual RA and Pairwise key exists for the MPDU’s RA) or (MPDU has
a multicast or broadcast RA and network type is IBSS and IBSS GTK exists for MPDU’s
TA) then
/1 If we find a suitable Pairwise or GTK for the mode we are in...
if key is a null key then
discard the entire MSDU and generate an MA-UNITDATA-STATUS.indication
primitive to notify LLC that the MSDU was undeliverable due to a null key
else
// Note that it is assumed that no entry will be in the key
// mapping table of a cipher type that is unsupported.
Set the Key ID subfield of the IV field to zero.
if cipher type of entry is AES-CCM then
Transmit the MSDU, to be protected after fragmentation using AES-CCM
else if cipher type of entry is TKIP then
Compute MIC using Michael algorithm and entry’s Tx MIC key.
Append MIC to MSDU
Transmit the MSDU, to be protected with TKIP
else if cipher type of entry is WEP then
Transmit the MSDU, to be protected with WEP
endif
endif
else // Else we didn’t find a key but we are protected, so handle the default key case or discard
if GTK entry for Key ID contains null then
discard the MSDU and generate an MA-UNITDATA-STATUS.indication primitive
to notify LLC that the entire MSDU was undeliverable due to a null GTK
else if GTK entry for Key ID is not null then
Set the Key ID subfield of the IV field to the Key ID.
if MPDU has an individual RA and cipher type of entry is not TKIP then
discard the entire MSDU and generate an MA-UNITDATA-STATUS.indica-
tion primitive to notify LLC that the MSDU was undeliverable due to a null
key
else if cipher type of entry is AES-CCM then
Transmit the MSDU, to be protected after fragmentation using AES-CCM
else if cipher type of entry is TKIP then
Compute MIC using Michael algorithm and entry’s Tx MIC key.
Append MIC to MSDU
Transmit the MSDU, to be protected with TKIP
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else if cipher type of entry is WEP then
Transmit the MSDU, to be protected with WEP
endif
endif
endif
endif

8.7.2.2 Per-MPDU Tx pseudo-code

if dot11RSNAEnabled=TRUE then
if MPDU is member of an MSDU that is to be transmitted without protections
transmit the MPDU without protections
else if MSDU that MPDU is a member of is to be protected using AES-CCM
Protect the MPDU using entry's key and AES-CCM
Transmit the MPDU
else if MSDU that MPDU is a member of is to be protected using TKIP
Protect the MPDU using TKIP encryption
Transmit the MPDU
else if MSDU that MPDU is a member of is to be protected using WEP
Encrypt the MPDU using entry’s key and WEP
Transmit the MPDU
else
// should not arrive here
endif
endif

8.7.2.3 Per-MPDU Rx pseudo-code

if dot11R5NAEnablad= TRUE then
if the Protected Frame subfield of the Frame Control Field is zero then
if Protection for TA is off for Rx then
Receive the unencrypted MPDU without protections
else
discard the frame body without indication to LLC and increment
dotllWEPExcludedCount
endif
else if Protection is true for TA then
if ((MPDU has individual RA and Pairwise key exists for the MPDU’s TA) or (MPDU
has a broadcast/multicast RA and network type is IBSS and IBSS GTK exists for
MPDU’s RA)) then
if key is null then
discard the frame body and increment dot 1 LWEPUndecryptableCount
else if entry has an AES-CCM key then
decrypt frame using AES-CCM key
discard the frame if the integrity check fails and increment dot11RSNA-
StatsCCMPDecryptErrors
else if entry has a TKIP key then
prepare a temporal key from the TA, TKIP key and PN
decrypt the frame using RC4
discard the frame if the ICV fails and increment dot 11RSNAStatsTKIP-
LocalMicFailures
else if entry has a WEP key then
decrypt the frame using WEP decryption
discard the frame if the ICV fails and increment dot1 IWEPICVErrorCount
else
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discard the frame body and increment dot 1 1WEPUndecryptableCount
endif
else if GTK for the Key ID does not exist then
discard the frame body and increment dot 1 1WEPUndecryptableCount
else if GTK for the Key ID is null then
discard the frame body and increment dot11WEPUndecryptableCount
else if the GTK for the Key ID is a CCM key then
decrypt frame using AES-CCM key
discard the frame if the integrity check fails and increment dot11RSNAStats-
CCMPDecryptErrors
else if the GTK for the Key ID is a TKIP key then
prepare a temporal key from the TA, TKIP key and PN
decrypt the frame using RC4
discard the frame if the ICV fails and increment dot11RSNAStatsTKIPICV-
Errors
else if the GTK for the Key ID is a WEP key then
decrypt the frame using WEP decryption
discard the frame if the ICV fails and increment dot 1 IWEPICVErrorCount
endif
else
MLME-PROTECTEDFRAMEDROPPED.indication
discard the frame body and increment dot11WEPUndecryptableCount
endif
endif

8.7.2.4 Per-MSDU Rx pseudo-code

if dot11RSNAEnabled = TRUE then
if the frame was not protected then
Receive the MSDU unprotected
Make MSDU available to higher layers
else// Have a protected MSDU
if Pairwise key is an AES-CCM key then
Accept the MSDU if its MPDUs had sequential PNs (or if it consists of only one
MPDU), otherwise discard the MSDU as a replay attack and increment
dot1 IRSNAStatsCCMPReplays
Make MSDU available to higher layers
elseif Pairwise key is a TKIP key then
Compute the MIC using the Michael algorithm
Compare the received MIC against the computed MIC
discard the frame if the MIC fails increment dotl 1IRSNAStatsTKIPLocalMIC-
Failures and invoke countermeasures if appropriate
compare TSC against replay counter, if replay check fails increment dotl IRSNA-
StatsTKIPReplays
otherwise accept the MSDU
Make MSDU available to higher layers
else if dot 1 1WEPKeyMappings has a WEP key then
Accept the MSDU since the decryption took place at the MPDU
Make MSDU available to higher layers
endif
endif
endif

End of changes to Clause 8.
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10. Layer management

10.3 MLME SAP interface

10.3.2 Scan

10.3.2.2 MLME-SCAN.confirm

10.3.2.2.2 Semantics of the service primitive

Insert the following elements at the end of the untitled table listing the elements of BSSDescription in
10.3.2.2.2;

Name Type Valid range Description
RSN RSN information As defined in A description of the cipher suites and AKM
element frame format suites supported in the BSS.
10.3.6 Associate

10.3.6.1 MLME-ASSOCIATE.request
10.3.6.1.2 Semantics of the service primitive
Change the following primitive parameter list in 10.3.6.1.2:

MLME-ASSOCIATE .request(
PeerSTAAddress,
AssociateFailureTimeout.
CapabilityInformation.
ListenInterval,
Supported Channels
RSN
)

Insert the following row at the end of the untitled table defining the primitive paramelers in 10.3.6.1.2:

Name Type Valid range Description

RSN RSN information As defined in A description of the cipher suites and AKM
element frame format suites supported in the BSS.

10.3.6.3 MLME-ASSOCIATE.indication
10.3.6.3.2 Semantics of the service primitive
Change the following primitive parameter list in 10.3.6.3.2:

MLME-ASSOCIATE .indication(
PeerSTA Address,
RSN

)
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Insert the following row at the end of the untitled table defining the primitive parameters in 10.3.6.3.2:

Name Type Valid range Description

RSN RSN information | As defined in A description of the cipher suites and AKM
element frame format suites supported in the BSS. Only one pair-

wise cipher suite and only one authenticated

key suite are allowed in the RSN information

element.
10.3.7 Reassociate
10.3.7.1 MLME-REASSOCIATE.request
10.3.7.1.2 Semantics of the service primitive
Change the following primitive parameter list in 10.3.7.1.2:
MLME-REASSOCIATE .request(
NewAPAddress,
ReassociateFailureTimeout.
CapabilityInformation.
ListenInterval,
Supported Channels,
RSN
)
Insert the following row at the end of the untitled table defining the primitive parameters in 10.3.7.1.2:
Name Type Valid range Description
RSN RSN information | As defined in A description of the cipher suites and AKM
element frame format suites supported in the BSS.
10.3.7.3 MLME-REASSOCIATE.indication
10.3.7.3.2 Semantics of the service primitive
Change the following primitive parameter list in 10.3.7.3.2:
MLME-REASSOCIATE .indication(
PeerSTA Address,
RSN
)

Insert the following row at the end of the untitled table defining the primitive parameters in 10.3.7.3.2:

Name Type Valid range Description
RSN RSN information | As defined in A description of the cipher suites and AKM
element frame format suites supported in the BSS.
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After 10.3.16.2.4, insert 10.3.17 through 10.3.23.1.4:

10.3.17 SetKeys

10.3.17.1 MLME-SETKEYS.request

10.3.17.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be set in the MAC and enabled

for use.

10.3.17.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SETKEYS.request(

Keylist
)
Name Type Valid range Description
Keylist A set of N/A The list of keys to be used by the MAC.
SetKeyDescriptors

Each SetKeyDescriptor consists of the following elements:

element format

Name Type Valid range Description

Key Bit string N/A The temporal key value

Length Integer N/A The number of bits in the Key to be

used.

Key ID Integer 0-3 Key identifier

Key Type Integer Group, Pairwise, Defines whether this key is a group key.
STAKey pairwise key. or STAKey.

Address MACAGddress Any valid This parameter is valid only when the
individual MAC Key Type value is Pairwise. when the
address Key Type value is Group and the STA is

in IBSS. or when the Key Type value is
STAKey.

Receive Sequence Count 8 octets N/A Value the receive sequence counter(s)

should be initialized to

Authenticator/Supplicant Boolean True, false Whether the key is configured by the

or Initiator/Peer Authenticator or Supplicant; true indi-

cates Authenticator or Initiator.

Cipher Suite Selector 4 octets As defined in the The cipher suite required for this
RSN information association.
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10.3.17.1.3 When generated
This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.
10.3.17.1.4 Effect of receipt

Receipt of this primitive causes the MAC to set the appropriate keys and to begin using them for future MA-
UNITDATA.request and MA-UNITDATA. indication primitives provided the MLME-SETPROTEC-
TION.request primitive has been issued.

10.3.17.2 MLME-SETKEYS.confirm
10.3.17.2.1 Function

This primitive confirms that the action of the associated MLME-SETKEYS.request primitive has been
completed.

10.3.17.2.2 Semantics of the service primitive
This primitive has no parameters.
10.3.17.2.3 When generated

This primitive is generated by the MAC in response to receipt of a MLME-SETKEYS.request primitive.
This primitive is issued when the action requested has been completed.

10.3.17.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-SETKEYS.request primitive is completed.
10.3.18 DeleteKeys

10.3.18.1 MLME-DELETEKEYS.request

10.3.18.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be deleted from the MAC and
thus disabled for use.

10.3.18.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DELETEKEY'S.request(

Keylist
)
Name Type Valid range Description
Keylist A set of N/A The list of keys to be deleted from the
DeleteKeyDescriptors MAC.
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Each DeleteKeyDescriptor consists of the following elements:

Name Type Valid range Description
Key ID Integer N/A Key identifier.
Key Type Integer Group, Pairwise, Defines whether this key is a group key.
STAKey pairwise key, or STAKey.
Address MAC Address Any valid individ- This parameter is valid only when the

ual MAC address Key Type value is Pairwise, or when the
Key Type value is Group and is from an
IBSS STA, or when the Key Type value
is STAKey.

10.3.18.1.3 When generated

This primitive is generated by the SME at any time when keys for a security association are to be deleted in
the MAC.

10.3.18.1.4 Effect of receipt

Receipt of this primitive causes the MAC to delete the temporal keys identified by the Keylist Address,
including Group. Pairwise and STAKey, and to cease using them.

10.3.18.2 MLME-DELETEKEYS.confirm
10.3.18.2.1 Function

This primitive confirms that the action of the associated MLME-DELETEKEYS.request primitive has been
completed.

10.3.18.2.2 Semantics of the service primitive
This primitive has no parameters.
10.3.18.2.3 When generated

This primitive is generated by the MAC in response to receipt of a MLME-DELETEKEYS request primi-
tive. This primitive is issued when the action requested has been completed.

10.3.18.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-DELETEKEYS request primitive is completed.
10.3.19 MIC (Michael) failure event

10.3.19.1 MLME-MICHAELMICFAILURE.indication

40.3.19.1.1 Function

This primitive reports that a MIC failure event was detected.
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10.3.19.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MICHAELMICFAILURE .indication (

IEEE
Std 802.111-2004

Count,
Address,
Key Type,
Key ID.
TSC
)
Type Valid range Description
Count Integer lor2 The current number of MIC failure
events.
Address MACAddress Any valid individ- The source MAC address of the frame.
ual MAC address
Key Type Integer Group, Pairwise, The key type that the receive frame
STAKey used.
Key ID Integer 0-3 Key identifier.
TSC 6 octets N/A The TSC value of the frame that gener-
ated the MIC failure.

10.3.19.1.3 When generated

This primitive is generated by the MAC when it has detected a MIC failure.

10.3.19.1.4 Effect of receipt

The SME is notified that the MAC has detected a MIC failure.

10.3.20 EAPOL

10.3.20.1 MLME-EAPOL.request

10.3.20.1.1 Function

This primitive is used to transfer a Michael MIC Failure Report frame.

10.3.20.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EAPOL request (
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Exhibit 1009
Page 134 of 190

Source Address,

Destination Address,

Data
)

119




IEEE

Std 802.11i-2004 LOCAL AND METROPOLITAN AREA NETWORKS
Name Type Valid range Description
Source Address MACAddress N/A The MAC sublayer address from which the
EAPOL-Key frame is being sent.
Destination MACAddress N/A The MAC sublayer entity address to which
Address the EAPOL-Key frame is being sent.
Data IEEE 802.1X N/A The EAPOL-Key frame to be transmitted.

EAPOL-Key frame

10.3.20.1.3 When generated

This primitive is generated by the SME when the SME has a Michael MIC Failure Report to send.
10.3.20.1.4 Effect of receipt

The MAC sends this EAPOL-Key frame.

10.3.20.2 MLME-EAPOL.confirm

10.3.20.2.1 Function

This primitive indicates that this EAPOL-Key frame has been acknowledged by the IEEE 802.11 MAC.
10.3.20.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EAPOL.confirm (

ResultCode
)
Name Type Valid range Description
ResultCode Enumeration SUCCESS, Indicates whether the EAPOL-Key frame
TIMEOUT has been acknowledged by the target STA.

10.3.20.2.3 When generated

This primitive is generated by the MAC as a result of an MLME-EAPOQOL .request being generated to send an
EAPOL-Key frame.

10.3.20.2.4 Effect of receipt

The SME is always notified whether this EAPOL-Key frame has been acknowledged by the IEEE 802.11
MAC.
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10.3.21 MLME-STAKEYESTABLISHED

10.3.21.1 MLME-STAKEYES TABLISHED.indication
10.3.21.1.1 Function

This primitive notifies the SME that a STAKey is required.

10.3.21.1.2 Semantics of the service primitive

This primitive has two parameters, the MAC addresses of the two STAs.

The primitive parameters are as follows:

MLME-STAKEYESTABLISHED.indication (
Addressl,
Address2

)

Name Type Valid range Description

Address1 MACAddress Any valid individual | MAC address of initiating STA.
MAC address

Address2 MACAddress Any valid individual | MAC address of peer STA.
MAC address

10.3.21.1.3 When generated
This primitive is generated by the MAC when a STAKey is required.
10.3.21.1.4 Effect of receipt

The SME is notified that a STAKey is required, is made aware of the two STA MAC addresses involved,
and can then send STAKey Handshake messages to each STA.

10.3.22 SetProtection
10.3.22.1 MLME-SETPROTECTION.request
10.3.22.1.1 Function

This primitive indicates whether protection is required for frames sent to and received from the indicated
MAC address.

10.3.22.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SETPROTECTION . request(
Protectlist

)
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Name Type Valid range Description
Protectlist A set of protection N/A The list of how each key is being used
elements currently.

Each Protectlist consists of the following elements:

Name Type Valid range Description

Address MACAddress Any valid individ- This parameter is valid only when the Key

ProtectType Enumeration None, Rx, Tx, The protection value for this MAC.

Rx Tx
Key Type Integer Group. Pairwise. or = Defines whether this key is a group key.
STAKey pairwise key, or STAkey.

ual MAC address Type value is Pairwise or STAKey or
when the Key Type value is Group and is
from an IBSS STA.

10.3.22.1.3 When generated

This primitive is generated by the SME when protection is required for frames sent to and received from the
indicated MAC address.

10.3.22.1.4 Effect of receipt

Receipt of this primitive causes the MAC to set the protection and to protect data frames as indicated in the
ProtectType element of the Protectlist parameter:

None: Specifies that data frames neither from the MAC address nor to the MAC address shall be
protected.

Rx: Specifies that data frames from MAC address shall be protected.
Tx: Specifies that data frames to MAC address shall be protected.
Rx_Tx: Specifies that data frames to and from MAC address shall be protected.

Once it is specified that a data frame is protected to or from a MAC address. this shall be reset by the
MLME-SETPROTECTION.request primitive. The MLME-SETPROTECTION.request primitive deletes
the state by specifying None.

10.3.22.2 MLME-SETPROTECTION.confirm

10.3.22.2.1 Function

This primitive indicates that the frame protection request is completed.

10.3.22.2.2 Semantics of the service primitive

There are no parameters for this primitive.

10.3.22.2.3 When generated

This primitive is generated by the MAC when the protection request is complete.

122
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10.3.22.2.4 Effect of receipt

The SME is notified that the protection request is complete.

10.3.23 MLME-PROTECTEDFRAMEDROPPED

10.3.23.1 MLME- PROTECTEDFRAMEDROPPED.indication

10.3.23.1.1 Function

This primitive notifies the SME that a frame has been dropped because a temporal key was unavailable.
10.3.23.1.2 Semantics of the service primitive

This primitive has two parameters. the MAC addresses of the two STAs.

The primitive parameters are as follows:

MLME- PROTECTEDFRAMEDROPPED.indication (
Addressl,
Address2

)

Name Type Valid range Description

Address1 MACAddress Any valid individual | MAC address of SA.
MAC address

Address2 MACAddress Any valid individual =~ MAC address of RA.
MAC address

10.3.23.1.3 When generated

This primitive 1s generated by the MAC when a frame is dropped because no temporal key is available for
the frame.

10.3.23.1.4 Effect of receipt

The SME is notified that a frame was dropped. The SME can use this information in an IBSS to initiate a
security association to the peer STA.

End of changes to Clause 10.

11. MAC sublayer management entity

Replace 11.3 and 11.4 in their entirety with the following text:

11.3 Association and reassociation

This subclause describes the procedures used for IEEE 802.11 authentication and deauthentication. The
states used in this description are those defined in 5.5.
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11.3.1 Authentication—originating STA

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA shall authenticate
with the indicated STA using the following procedure:

a) Inan ESS. or optionally in an IBSS, the STA shall execute the authentication mechanism described
in82.2.2.

b) If the authentication was successful, the state variable for the indicated STA shall be set to State 2.

¢) The STA shall issue an MLME-AUTHENTICATE .confirm primitive to inform the SME of the
result of the authentication.

The STA's SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-AUTHENTI-
CATE request primitive.

11.3.2 Authentication—destination STA

Upon receipt of an Authentication frame with authentication transaction sequence number equal to 1. the
destination STA shall authenticate with the indicated STA using the following procedure:
a) The STA shall execute the authentication mechanism described in 8.2.2.2.

b) The STA shall issue an MLME-AUTHENTICATE .indication primitive to inform the SME of the
authentication.

The STA's SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using the MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-AUTHENTI-
CATE .indication primitive.

If the STA is in an IBSS, if the SME decides to initiate an RSNA, and if the SME does not know the security
policy of the peer, it may issue a unicast Probe Request frame to the peer by invoking an MLME-
SCAN request to discover the peer’s security policy.

11.3.3 Deauthentication—originating STA

Upon receipt of an MLME-DEAUTHENTICATE.request primitive. the originating STA shall deauthenti-
cate with the indicated STA using the following procedure:

a) Ifthe state variable for the indicated STA is in State 2 or State 3. the STA shall send a Deauthentica-
tion frame to the indicated STA.

b) The state variable for the indicated STA shall be set to State 1.

c) The STA shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the
completion of the deauthentication.

The STA's SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTEC-
TION .request(None) before invoking the MLME-DEAUTHENTICATE .request primitive.

11.3.4 Deauthentication—destination STA

Upon receipt of a Deauthentication frame, the destination STA shall deauthenticate with the indicated STA
using the following procedure:

a)  The state variable for the indicated STA shall be set to State 1.

b) The STA shall issue an MLME-DEAUTHENTICATE .indication primitive to inform the SME of the
deauthentication.
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The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTEC-
TION.request(None) upon receiving an MLME-DEAUTHENTICATE.indication primitive.

11.4 Association, reassociation, and disassociation

This subclause defines how a STA associates and reassociates with an AP and how it disassociates from it.
The states used in this description are those defined in 5.5.

11.4.1 STA association procedures

Upon receipt of an MLME-ASSOCIATE .request primitive, a STA shall associate with an AP via the follow-
ing procedure:

a) The STA shall transmit an Association Request frame to an AP with which that STA is authenti-
cated. If the MLME-ASSOCIATE.request primitive contained an RSN information element with
only one pairwise cipher suite and only one authenticated key suite, this RSN information element
shall be included in the Association Request frame.

b) If an Association Response frame is received with a status value of “successful,” the STA is now
associated with the AP. The state variable shall be set to State 3, and the MLME shall issue an
MLME-ASSOCIATE.confirm primitive indicating the successful completion of the operation.

¢) Ifan Association Response frame is received with a status value other than “successful” or the Asso-
ciateFailureTimeout expires, the STA is not associated with the AP. The MLME shall issue an
MLME-ASSOCIATE.confirm primitive indicating the failure of the operation.

d) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTEC-

TION.request primitive with ProtectType set to “Rx_Tx.” or it shall do nothing if it does not wish to
secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-ASSOCI-
ATE.request primitive.

11.4.2 AP association procedures

When an Association Request frame is received from a STA, the AP shall associate with the STA using the
following procedure:

a) Ifthe STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and ter-
minate the association procedure.

b) In an RSNA, the AP shall check the values received in the RSN information element, to see if the
values received match the AP’s security policy. If not, the association shall not be accepted.

c) The AP shall transmit an Association Response with a status code as defined in 7.3.1.9. If the status
value is “successful,” the association identifier assigned to the STA shall be included in the
response.

d) When the Association Response with a status value of “successful” is acknowledged by the STA. the
STA is considered to be associated with this AP. The state variable for the STA shall be set to
State 3.

e) The MLME shall issue a MLME-ASSOCIATE.indication primitive to inform the SME of the
association.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTEC-
TION.request primitive with ProtectType set to “Rx_Tx.” or it shall do nothing if it does not wish to
secure communication.
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g) The SME will inform the DS of the new association.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-ASSOCI-
ATE.indication primitive.

11.4.3 STA reassociation procedures

Upon receipt of an MLME-REASSOCIATE request primitive, a STA shall reassociate with an AP via the
following procedure:

a) Ifthe state variable is in State 1. the STA shall inform the SME of the failure of the reassociation by
issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCI-
ATE .request primitive contained an RSN information element with only one pairwise cipher suite
and only one authenticated key suite, this RSN information element shall be included in the Reasso-
ciation Request frame.

c) If a Reassociation Response frame is received with a status value of “successful,” the STA is now

associated with the new AP. The state variable shall be set to State 3, and the MLME shall issue an
MLME-REASSOCIATE .confirm primitive indicating the successful completion of the operation.

d) If a Reassociation Response frame is received with a status value other than “successful” or the
AssociateFailureTimeout expires, the STA is not associated with the AP. The MLME shall issue an
MLME-REASSOCIATE.confirm primitive indicating the failure of the operation.

e¢) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTEC-
TION.request primitive with ProtectType set to “Rx_Tx.” or it shall do nothing if it does not wish to
secure communication.

The STA's SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-REASSOCI-
ATE request primitive.

11.4.4 AP reassociation procedures

Whenever a Reassociation Request frame is received from a STA, the AP uses the following procedure to
support reassociation:

a) Ifthe STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and ter-
minate the reassociation procedure.

b) InanRSNA, the AP shall check the values received in the RSN information element, to see whether
the values received match the AP’s security policy. If not, the association shall not be accepted.

c) The AP shall transmit a Reassociation Response frame with a status code as defined in 7.3.1.9. If the
status value is “successful,” the association identifier assigned to the STA shall be included in the
response.

d)  When the Reassociation Response frame with a status value of “successful” is acknowledged by the
STA, the STA is considered to be associated with this AP. The state variable for the STA shall be set
to State 3.

e¢) The MLME shall issue an MLME-REASSOCIATE .indication primitive to inform the SME of the
association.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTEC-
TION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to
secure communication.

g) The SME will inform the DS of the new association.
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The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCI-
ATE.indication primitive.

11.4.5 STA disassociation procedures

Upon receipt of an MLME-DISASSOCIATE.request primitive, an associated STA shall disassociate from
an AP using the following procedure:

a) The STA shall transmit a Disassociation frame to the AP with which that STA is associated.
b) The state variable for the AP shall be set to State 2 if and only if it was not State 1.

¢) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive indicating the successful
completion of the operation.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using the MLME-DELETEKEY S.request primitive (see 8.4.10) and by invoking MLME-SETPROTEC-
TION.request(None) before invoking the MLME-DISASSOCIATE .request primitive.

11.4.6 AP disassociation procedures

Upon receipt of a Disassociation frame from an associated STA, the AP shall disassociate the STA via the
following procedure:

a) The state variable for the STA shall be set to State 2.

b) The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the
disassociation.

¢) The SME will update the DS.

The STA's SME shall delete any PTKSA and temporal keys held for communication with the indicated STA
by using the MLME-DELETEKEYS request primitive (see 8.4.10) and by invoking MLME-SETPROTEC-
TION.request(None) upon receiving a MLME-DISASSOCIATE.indication primitive.

End of changes to Clause 11.
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Annex A

(normative)

LOCAL AND METROPOLITAN AREA NETWORKS

Protocol Implementation Conformance Statements (PICS)

A_4 PICS proforma—IEEE Std 802.11, 1999 Edition

A.4.4 MAC protocol
A.4.4.1 MAC protocol capabilities

Insert the following at the end of the table in A.4.4.1:

Item Protocol capability References Status Support
Are the following MAC protocol
capabilities supported?
PC34 Robust security network association 7.2.2, o YesQ No0O
(RSNA) 7.3.1.4,
5.4.3.3.
8.7.2,11.3,
11.4,83.3
PC34.1 RSN Information Element (IE) 7.3.2.25 PC34:M Yesd NoO
PC34.1.1 Group cipher suite 7.3.2.25 PC34.1:M Yesd NoQ
PC34.1.2 Pairwise cipher suite list 7.3.2.25 PC34.1:M Yesd Noll
PC34.1.2.1 CTR [counter mode] with CBC-MAC 833 PC34:M Yes NoO
[cipher-block chaining (CBC) with
message authentication code (MAC)]
Protocol (CCMP) data confidentiality
protocol
PC34.1.2.1.1 CCMP encapsulation procedure 8333 PC34.1.2.1:M | YesQ NoQl
PC34.1.2.1.2 CCMP decapsulation procedure 8334 PC34.1.2.1:M | Yesd NoQ
PC34.1.2.2 Temporal Key Integrity Protocol 83.2 PC34:0 YesQd NoQ
(TKIP) data confidentiality protocol
PC34.12.2.1 TKIP encapsulation procedure 83.2.1.1 PC34.1.2.22M | YesQ NoQ
PC34.1.2.2.2 TKIP decapsulation procedure 83.2.1.2 PC34.1.2.22M | Yesd No(Ql
PC34.1.2.2.3 TKIP countermeasures 8324 PC34.1.2.22M | Yesd NoQ
PC34.12.2.4 TKIP security services management 83.2.3 PC34.1.2.22M | YesQ NoQ
PC34.1.3 Authentication key management 7.3.2.25, PC34.1:M YesT NoOQ
(AKM) suite list 8.13
128
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Item Protocol capability References | Status ‘ Support
[
PC34.1.3.1 TEEE 802.1X-defined/ 7.3.2.25 | PC34.1:M | YesQ NoQ
RSNA key management | .
PC34.1.3.2 Preshared key (PSK)/ 7.3.2.25 PC34.1:M | YesQ Nol
RSNA key management , '
[
PC34.1.3.3 RSNA key management 8.5 | PC34.1:M Yesd NoQ
| |
PC34.13.3.1 Key hierarchy 85,86 PC34.1:M Yes NoQ
PC34.13.3.1.1 Pairwise key hierarchy 85.1.2 | PC34.1:M Yesd NolQ
PC34.1.3.3.1.2 Group key hierarchy 8.5.13 PC34.1:M Yesd NolQ
PC34.1.3.3.2 4-Way Handshake 8.5.3 PC34.1:M YesQd NoQ
| |
PC34.1.3.3.3 Group Key Handshake 85.4 PC34.1:M Yesd NoQ
PC34.1.4 RSN capabilities 7.3.2.25, PC34.1:M Yesd NoQ
3.1.2
|
PC34.1.5 RSNA preauthentication 8.4.6.1 PC34.1:0 Yesd NoO
|
PC34.1.6 RSNA security association 8.4 PC34.1:M | YesQ NoQ
management [
PC34.1.7 RSNA pairwise master key security 84.1. PC34.1:M Yesd NoQ
association (PMKSA) caching 8.4.6.2
PC34.1.8 RSNA extended service set (ESS) 8.4.6,84.8 | (PC34.1 and Yesd Nol
CF1):M
PC34.1.8.1 RSNA STAKey 8.5.2.1 PC34.1.8:0 | Yesd NoQ
PC34.1.9 RSNA independent basic service set 8.4.4, (PC34.1 and Yesd NoOQ
(IBSS) 8.4.7.8.4.9 | CF2):0
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Annex C

(normative)

Formal description of MAC operation

C.3 State machines for MAC stations

Insert the following text as the final paragraph before the first diagram of C.3:

This subclause describes the security behavior of only 8.2.1 and 8.2.2.

C.4 State machines for MAC AP

Insert the following text as the final paragraph before the first diagram of C.4:

This subclause describes the security behavior of only 8.2.1 and 8.2.2.
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Annex D

(normative)

ASN.1 encoding of the MAC and PHY MIB

In “Major sections” of Annex D, change the dotl1smt object identifier list as follows:

-- dotllsmt GROUPS

IEEE
Std 802.11i-2004

-- dotllisStationConfigTable = { dotllsmt 1 }
-- dotliAauthenticationAlgorithmsTable = { dotllsmt 2 }
-- dotllwEPDefaultKeysTable = { dotllsmt 3 }
-- dotllWEPKeyMappingsTable = { dotllsmt 4 }
-- dotllPrivacyTable = { dotllsmt 5 }
-- dotlisMTnotification = { dotllsmt 6 }
-- dotliMultiDomainCapabilityTable = { dotllsmt 7 }
-- dotllSpectrumManagementTable = { dotllsmt 8 }
-- dotliRSNAConfigTable = { dotllismt 9 }
-- dotllRSNAConfigPairwiseCiphersTable = { dotlismt 10 }
-- dotllRSNAConfigAuthenticationSuitesTable = { dotllismt 11 }
—-— dotl1RSNAStatsTable = { dotllsmt 12 }

In “SMT Station Config Table” in Annex D, change Dotl 1StationConfigEnfry as follows:

DotllstationConfigEntry ::

SEQUENCE |

dotllstationiD
dotllMediumOccupancyLimit
dotliCFPollable

dot11CFPPeriod
dotilCFPMaxDuration
dotllAuthenticationResponseTimeOut
dotllPrivacyOptionImplemented
dotllPowerManagementMode
dotl1l1DesiredSSID
dotllDesiredBSSType
dotllOperationalRatesSet
dotllBeaconPeriod
dot11DTIMPeriod
dotilAssociationResponseTimeOut
dotilDisassociateReason
dotilDisassociateStation
dotilbeauthenticateReason
dotilDeauthenticatestation
dotllAuthenticateFailStatus
dotllAuthenticateFailsStation

dotllMultiDomainCapabilityImplemented

dotiiMultiDomainCapabilityEnabled
dotilCountryString
dotllSpectrumManagementImplemented
dotllSpectrumManagementRequired
dot11RSNAOptionImplemented

dot11RSNAPreauthenticationImplemented

MacAddress,
INTEGER,
Truthvalue,
INTEGER,
INTEGER,
Unsigned3Z,
Truthvalue,
INTEGER,
OCTET STRING,
INTEGER,
OCTET STRING,
INTEGER,
INTEGER,
Unsigned3z,
INTEGER,
MacAddress,
INTEGER,
MacAddress,
INTEGER,
MacAddress,
Truthvalue,
TruthValue,
OCTET STRING,
Truthvalue,
TruthValue,

Truthvalue }

In “SMT Station Config Table” in Annex D, insert the following attributes after dotllSpectrum-
ManagementRequired { dotl1StationConfigEntry 25 }:

dot11RSNAOptionImplemented OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
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STATUS current
DESCRIPTION
"This variable indicates whether the entity is RSNA-capable."
1:= { dotllstationConfigEntry 26 }

dot11RSNAPreauthenticationImplemented OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"This variable indicates whether the entity supports RSNA
preauthentication. This cannot be TRUE unless
dot11RSNAOptionImplemented is TRUE."
::= { dotllstationConfigEntry 27 }

In “dot11PrivacyTable TABLE” in Annex D, change Dotl1PrivacyEntry as follows:

DotllPrivacyEntry ::=
SEQUENCE {
dotllPrivacyInvoked TruthvValue,
dot11WEPDefaultKeyiD INTEGER,
dot11WEPKeyMappingLength Unsigned3z,
dotl1lExcludeUnencrypted Truthvalue,
dotl1lWEPICVErrorCount Counter3z,
dot11WEPEXcludedCount Counter32,
dot11RSNAEnabled TruthValue,

dotl11RSNAPreauthenticationEnabled Truthvalue }

In the “dotl1PrivacyTable TABLE” of Annex D, change dot11PrivacyInvoked as follows:

dotllPrivacyiInvoked OBJECT-TYPE

SYNTAX TruthValue

MAX~ACCESS read-write

STATUS current

DESCRIPTION
"When this attribute is &£xueTRUE, it shall indicate that the IEEE—
86211 WEP mechanism—is-—usedsome level of security is invoked for
transmitting frames of type Data. FThedefault—value of this-
attribute—shallbe—faltse-—For WEP-only clients, the security mecha-
nism used is WEP.

For RSNA-capable clients, an additional variable dotllRSNAEnabled
indicates whether RSNA is enabled. If dotllRSNAEnabled is FALSE or
the MIB variable does not exist, the security mechanism invoked is
WEP; if dotllRSNAEnabled is TRUE, RSNA security mechanisms invoked
are configured in the dotllRSNAConfigTable. The default value of
this attribute shall be FALSE."

::= { dotllPrivacyEntry 1 }

In “dotl1PrivacyTable TABLE” of Annex D, change dotl1ExcludeUnencrypted as follows:

dotllExcludeUnencrypted OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"When this attribute is true, the STA shall not indicate at the MAC
service interface received MSDUs that have the WEP-Protected Frame
subfield of the Frame Control field equal to zero. When this
attribute is false, the STA may accept MSDUs that have the WEP sub-
field of the Frame Control field equal to zero. The default value
of this attribute shall be false."

:= { dotllPrivacyEntry 4 }
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In “dotl1PrivacyTable TABLE” of Annex D, change dot11WEPICVErrorCount as follows:

dotllWEPICVErrorCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a frame is received with the
WEE-Protected Frame subfield of the Frame Control field set to one
and the value of the ICV as received in the frame does not match the
ICV value that is calculated for the contents of the received
frame. ICV errors for TKIP are not counted in this variable but
in dotll1RSNAStatsTKIPICVErrors."

::= { dotllPrivacyEntry 5 }

In “dotl1PrivacyTable TABLE” of Annex D, change dotl 1 WEPExcludedCount as follows:

dotllWEPExcludedCount OBJECT-TYPE
SYNTAX Counter3z
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This counter shall increment when a frame is received with the WEP
Protected Frame subfield of the Frame Control field set to zero and

the value of dotllExcludeUnencrypted causes that frame toc be dis-
carded."”

::= { dotllPrivacyEntry 6 }

In “dotllPrivacyTable TABLE” in Annex D,

insert the following afttributes after
dot1IWEPExcludedCount { dotl1PrivacyEntry 6 }:

dot11RSNAEnabled OBJECT-TYPE
SYNTAX TruthvValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"When this object is set to TRUE, this shall indicate that RSNA is
enabled on this entity. The entity will advertise the RSN Informa-
tion Element in its Beacon and Probe Response frames. Configuration
variables for RSNA operation are found in the dotllRSNAConfigTable.

This object requires that dotllPrivacyInvoked also be set to TRUE.”
::= { dotllPrivacyEntry 7 }

dotil1RSNAPreauthenticationEnabled OBJECT-TYPE
SYNTAX Truthvalue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"When this object is set to TRUE, this shall indicate that RSNA
preauthentication is enabled on this entity.

This object requires that dotllRSNAEnabled also be set to TRUE."
::= { dotllPrivacyEntry & }

In “dotl1CountersEntry TABLE” of Annex D, change dotl1 WEPUndecryptableCount as follows:

dotllWEPUndecryptableCount OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
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DESCRIPTION

"This counter shall increment when a frame is received with the WEPR-
Protected Frame subfield of the Frame Control field set to one and
the WEPOn value for the key mapped to the transmitter's MAC address
indicates that the frame should not have been encrypted or that
frame is discarded due to the receiving STA not implementing the
privacy option."

::= { dotllCountersEntry 14 }

In “Compliance Statements” of Annex D, change the dotl1Compliance as follows:

dotllCompliance MODULE-CCMPLIANCE

STATUS current

DESCRIPTION
"The compliance statement for SNMPvZ entities
that implement the IEEE £02.11 MIB."

MODULE -- this module

MANDATORY-GROUPS {
dotllSMTbasez4,
dot11MACbase, dotllCountersGroup,
dotllSmtAuthenticationAlgorithms,
dotllResourceTypelID, dotllPhyOperationComplianceGroup }

In “Compliance Statements” of Annex D, change OPTIONAL-GROUPS as follows:

-- OPTIONAL-GROUPS { dotllsMTprivacy, dotllMACStatistics,

-- dotllPhyAntennaCcomplianceGroup, dotliPhyTxPowerComplianceGroup,
-- dot11PhyRegbomainsSupportGroup,

-= dotllPhyAntennasListGroup, dotllPhyRateGroup,

- dotil1SMTbase3, dotllMultiDomainCapabilityGroup,

- dotllPhyFHSSComplianceGroup2, dotllRSNAadditions }

::= { dotliCompliances 1 }
In “Groups - units of conformance” of Annex D, change dotl 1ISMTbase2 as follows:

dotll1SMTbase2 OBJECT-GROUP

OBJECTS { dotllMediumOccupancyLimit,
dotliCFpPollable,
dotl1iCFPPeriod,
dotllCFPMaxDuration,
dotllAuthenticationResponseTimeOut,
dotllPrivacyOptionImplemented,
dotllPowerManagementMode,
dotllDesiredsSsSID, dotllDesiredBSSType,
dotlloperationalRateSet,
dotllBeaconPeriod, dotllDTIMPeriod,
dotllAssociationResponseTimeOut,
dotilDisassociateReason,
dotllDisassociateStation,
dotilDeauthenticateReason,
dotiliDeauthenticatestation,
dotlilAuthenticateFailstatus,
dotliAuthenticateFailsStation }

STATUS eurrentdeprecated

DESCRIPTION
"The SMTbase2 object class provides the necessary support at the
STA to manage the processes in the STA such that the STA may
work cooperatively as a part of an IEEE 802.11 network."

:= { dotllGroups 18 }
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In “Groups - units of conformance” in Annex D, insert the following objects after dotll1PhyERP-
ComplianceGroup { dotl11Groups 24 }:

dotliRSNAadditions OBJECT-GROUP
OBJECTS { dotllRSNAEnabled,
doti11RSNAPreAuthenticationEnabled }
STATUS current
DESCRIPTION
"This object class provides the objects from the IEEE 802.11 MIB
required to manage RSNA functionality. Note that additional obkjects

for managing this functionality are located in the IEEE £02.11 RSN
MIB."

::= { dotllGroups 25 }

dotl11SMTbase4 OBJECT-GROUP

OBJECTS { dotllMediumOccupancyLimit,
dotll1CFPollable,
dotl1CFPPeriod,
dotllCFPMaxDuration,
dotilAuthenticationResponseTimeoOut,
dotliPrivacyOptionImplemented,
dotllPowerManagementMode,
dotllDesiredSSID, dotllDesiredBSSType,
dotllOperationalRateset,
dotilBeaconPeriod, dotllDTIMPeriod,
dotllAssociationResponseTimeOut,
dotilDisassociateReason,
dotilDisassociateStation,
dotllDeauthenticateReason,
dotliDeauthenticateStation,
dotllAuthenticateFailStatus,
dotllAuthenticateFailStation,
dotllMultibomainCapabilityImplemented,
dotllMultiDomainCapabilityEnabled,
dotllCountryString,
dot11RSNAOptionImplemented }

STATUS current

DESCRIPTION
"The SMTbase4 object class provides the necessary support at the
IEEE STA to manage the processes in the STA so that the STA may work
cooperatively as a part of an IEEE 802.11 network."

::= { dotllGroups 26 }

After the “Groups - units of conformance” section (and before the “End of 802.11 MIB” line) in
Annex D, insert the new sections “dotl1RSNAConfig Table (RSNA and TSN),”
“dotl 1RSNAConfigPairwiseCiphers Table,”  “dotl1RSNAConfigAuthenticationSuites Table,”
“dotl1 1RSNAStats Table,” “Conformance information - RSN,” “Compliance statements - RSN,” and
“Groups - units of conformance - RSN” as follows:

PRGNS I e e i S d e e S o S S e R o S S e e o db S e S 2 e S B e b e S e b I o e b A S b S b I b 3 b b

-- * dotllRSNAConfig TABLE (RSNA and TSN)

S AR EEEE T R R SRS E SRR S S i S i i I I i i e i e e e e e I P b b b P b i b P P b I P b b b I b b i

dot11RSNAConfigTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllRSNAConfigEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The table containing RSNA configuration objects."”
1= { dotllsmt 9 }

dot11RSNAConfigEntry OBJECT-TYPE
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SYNTAX DotliRSNAConfigEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“"An entry in the dotllRSNAConfigTable."
INDEX { ifIndex }
1:= { dotllRSNAConfigTable 1 }

Dot11RSNAConfigEntry ::=
SEQUENCE {

dot11RSNAConfigVersion Integer3z,
dotl1RSNAConfigPairwiseKeysSupported Unsigned32,
dot11RSNAConfigGroupCipher OCTET STRING,
dotl11RSNAConfigGroupRekeyMethod INTEGER,
dot11RSNAConfigGroupRekeyTime Unsigned32,
dotl1RSNAConfigGroupRekeyPackets Unsigned32,
dotl1RSNAConfigGroupRekeyStrict Truthvalue,
dot11RSNAConfigPSKvValue OCTET STRING,
dotl11RSNAConfigPSKPassPhrase DisplayString,
dotl1RSNAConfigGroupUpdateCount Unsigned32,
dotllRSNAConfigPairwiseUpdateCount Unsigned32,
dotl1RSNAConfigGroupCipherSize Unsigned32,
dotl11RSNAConfigPMKLifetime Unsigned32,
dotll1RSNAConfigPMKReauthThreshold Unsigned32,
dot11RSNAConfigNumberOfPTKSAReplayCounters INTEGER,
dot11RSNAConfigSATimeout Unsigned3z,

dotl1RSNAAuthenticationSuiteSelected
dotl1lRSNAPairwiseCipherSelected
dot11RSNAGroupCiphersSelected
dot11RSNAPMKIDUsed
dotllRSNAAuthenticationSuiteRequested
dotl1RSNAPairwiseCipherRequested
dot11RSNAGroupCipherRequested
dot1l1RSNATKIPCounterMeasuresInvoked
dot11RSNA4WayHandshakeFailures
dot11RSNAConfigNumberOfGTKSAReplayCounters

OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
Unsigned3z,
Unsigned3z,
INTEGER }

-- dotllRSNAConfigEntry 1 has been deprecated.

dot11RSNAConfigvVersion OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The highest RSNA version this entity supports. See 7.3.2.9."
::= { dotllRSNAConfigEntry 2 }

dot11RSNAConfigPairwiseKeysSupported OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This object indicates how many pairwise keys the entity supports
for RSNA."

::= { dotllRSNAConfigEntry 3 }

dot11RSNAConfigGroupCipher OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"This object indicates the group cipher suite selector the entity
must use. The group cipher suite in the RSN Information Element
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shall take its value from this variable. It consists of an OUI (the
first 3 octets) and a cipher suite identifier (the last octet)."
::= { dotllRSNAConfigEntry 4 }

dotl1RSNAConfigGroupRekeyMethod OBJECT-TYPE

SYNTAX INTEGER { disabled(l), timeBased(2), packetBased(3), timepacket-
Based(4) }

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This object selects a mechanism for rekeying the RSNA GTK. The
default is time-based, once per day. Fekeying the GTK is only
applicable to an entity acting in the Authenticator role (an AP in
an ESS)."

DEFVAL { timeBased }

::= { dotllRSNAConfigEntry 5 }

dot11RSNAConfigGroupRekeyTime OBJECT-TYPE

SYNTAX Unsigned3Z (1..4294967295)

UNITS '"seconds"

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The time in seconds after which the RSNA GTK shall be refreshed.
The timer shall start at the moment the GTK was set using the MIME-
SETKEYS.request primitive.”

DEFVAL { S6400 } -- once per day

::= { dotllRSNAConfigEntry € }

dot11RSNAConfigGroupRekeyPackets OBJECT-TYPE

SYNTAX Unsigned32 (1..4294%67295)

UNITS "1000 packets”

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"A packet count (in 1000s of packets) after which the RSNA GTK
shall be refreshed. The packet counter shall start at the moment
the GTK was set using the MLME-SETKEYS.request primitive and it
shall count all packets encrypted using the current GTK."

::= { dotllRSNAConfigEntry 7 }

dot1llRSNAConfigGroupRekeyStrict OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This object signals that the GTK shall be refreshed whenever a STA
leaves the BSS that possesses the GTK."

::= { dotllRSNAConfigEntry & }

dotliRSNAConfigPSKvalue OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(32))
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The PSK for when RSNA in PSK mode is the selected AKM suite. In
that case, the PMK will obtain its value from this object.

This object is logically write-only. Reading this variabkle shall
return unsuccessful status or null or zero."
::= { dotllRSNAConfigEntry 9 }

dot11RSNAConfigPSKPassPhrase OBJECT-TYPE
SYNTAX DisplayString
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MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The PSK, for when RSNA in PSK mode is the selected BKM suite, is
configured by dotllRSNAConfigPSKValue.

An alternative manner of setting the PSK uses the password-to-key
algorithm defined in H.4. This variable provides a means to enter a
pass-phrase. When this object is written, the RSNA entity shall use
the password-to-key algorithm specified in H.4 to derive a pre-
shared and populate dotl1RSNAConfigPSKvalue with this key.
This object is logically write-only. Reading this variabkle shall
return unsuccessful status or null or zero."

::= { dotllRSNAConfigEntry 10 }

-- dotllRSNAConfigEntry 11 and dotllRSNAConfigEntry 12 have been
-- deprecated.

dot11RSNAConfigGroupUpdateCount OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The number of times Message 1 in the RSNA Group Key Handshake will
be retried per GTK Handshake attempt.”

DEFVAL { 3 } --

::= { dotllRSNAConfigEntry 13 }

dot11RSNAConfigPairwiseUpdateCount OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The number of times Message 1 and Message 3 in the RSNA 4-Way Hand-
shake will be retried per 4-Way Handshake attempt.”

DEFVAL { 3 } —--

t:= { dotllRSNAConfigEntry 14 }

dot11RSNAConfigGroupCipherSize OBJECT-TYPE
SYNTAX Unsigned32 (0..4294967295)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"This object indicates the length in bits of the group cipher key."
::= { dotllRSNAConfigEntry 15 }

dot11RSNAConfigPMKLifetime OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967285)
UNITS "seconds"
MAX-ACCESSread-write
STATUS current
DESCRIPTION
"The maximum lifetime of a PMK in the PMK cache."
DEFVAL { 43200 } --
::= { dotllRSNAConfigEntry 16 }

dot11RSNAConfigPMKReauthThreshold OBJECT-TYPE

SYNTAX Unsigned32 (1..100)

UNITS "percentage"

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The percentage of the PMK lifetime that should expire before an
IEEE 802.1X reauthentication occurs.”
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DEFVAL { 70 } --
::= { dotllRsNAConfigEntry 17 }

dot11RSNAConfigNumberOfPTKSAReplayCounters OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Specifies the number of PTKSA replay counters per association:
0 -> 1 replay counter,
1 -> 2 replay counters,
2 -> 4 replay counters,
3 -> 16 replay counters”
::= { dotllRSNAConfigEntry 18 }

dot11RSNAConfigSATimeout OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
UNITS "seconds"
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“The maximum time a security association shall take to set up.”
DEFVAL { 60 } --
::= { dotllRSNAConfigEntry 19 }

dotllRSNAAuthenticationSuiteSelected OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The selector of the last AKM suite negotiated."
::= { dotllRSNAConfigEntry 20 }

dot11RSNAPairwiseCipherSelected OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The selector of the last pairwise cipher negotiated.”
::= { dotllRSNAConfigEntry 21 }

dot11RSNAGroupCipherSelected OBJECT-TYPE
SYNTAX COCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The selector of the last group cipher negotiated."
::= { dotllRSNAConfigEntry 22 }

dot11RSNAPMKIDUsed OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(16))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The selector of the last PMKID used in the last 4-Way Handshake."
1:= { dotllRSNAConfigEntry 23 }

dot11RSNAAuthenticationSuiteRequested OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The selector of the last AKM suite requested.”
::= { dotllRSNAConfigEntry 24 }
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dot11RSNAPairwiseCipherRequested OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The selector of the last pairwise cipher requested."”
::= { dotllRSNAConfigEntry 25 }

dot11RSNAGroupCipherRequested OBJECT-TYPE
SYNTAX OCTET STRING (SIZE (4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The selector of the last group cipher requested."
::= { dotllRSNAConfigEntry 26 }

dot11RSNATKIPCounterMeasuresInvoked OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"Counts the number of times that a TKIP MIC failure occurred two
times within 60 s and TKIP countermeasures were invoked. This
attribute counts both local and remote MIC failure events reported
to this STA. It increments every time TKIP countermeasures are
invoked"

::= { dotllRSNAConfigEntry 27 }

dot11RSNA4WayHandshakeFailures OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"Counts the number of 4-Way Handshake failures."
::= { dotllRSNAConfigEntry 28 }

dot11RSNAConfigNumberOfGTKSAReplayCounters OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Specifies the number of GTKSA replay counters per association:
0 -> 1 replay counter,
1 -> 2 replay counters,
2 -> 4 replay counters,
3 -> 16 replay counters"”
::= { dotllRSNAConfigEntry 29 }

R R S X EER R SRR LSS S S SRS S LS SRS LSS S S E TR R TR SRS EEEEEEEEEREEEEESEE SR EE]

-- * End of dotllRSNAConfig TABLE

R XX E R EE RS RS RS S SRS S SRS EEEEE SRR S SRS S TR R EEE SRR R R R R SRS RS kR

I FE R E X E R R R RS R S SRS LS EEEEEEE S B R EE TR RS i e ek e o i A e e e g

-- * dotllRSNAConfigPairwiseCiphers TABLE

R P FE X E R RS SRR ST EL LS LRSS R RS BRI R R R R R R b i e ok e R e

dotl11RSNAConfigPairwiseCiphersTable OBJECT-TYPE
SYNTAX SEQUENCE OF Dotll1RSNAConfigPairwiseCiphersEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table lists the pairwise ciphers supported by this entity. It
allows enabling and disabling of each pairwise cipher by network
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management. The pairwise cipher suite list in the RSN Information
Element is formed using the information in this table."”
1= { dotllsmt 10 }

dotl11lRSNAConfigPairwiseCiphersEntry OBJECT-TYPE

SYNTAX DotllRSNAConfigPairwiseCiphersEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
“The table entry, indexed by the interface index (or all inter-
faces) and the pairwise cipher.”

INDEX { dotllRSNAConfigIndex, dotllRSNAConfigPairwiseCipherIndex }

::= { dotllRSNAConfigPairwiseCiphersTable 1 }

Dot11RSNAConfigPairwiseCiphersEntry ::=

SEQUENCE {
dot11RSNAConfigPairwiseCipherIndex Unsigned32,
dot11RSNAConfigPairwiseCipher OCTET STRING,
dot11RSNAConfigPairwiseCipherEnabled Truthvalue,
dotllRSNAConfigPairwiseCipherSize Unsigned32 }

dotl11lRSNAConfigPairwiseCipherIndex OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The auxiliary index into the dotllRSNAConfigPairwiseCiphersTable."”
::= { dotllRSNAConfigPairwiseCiphersEntry 1 }

dotllRSNAConfigPairwiseCipher OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The selector of a supported pairwise cipher. It consists of an OUI
(the first 3 octets) and a cipher suite identifier (the last
octet)."”

::= { dotllRSNAConfigPairwiseCipherskEntry 2 }

dot11RSNAConfigPairwiseCipherEnabled OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“This object enables or disables the pairwise cipher.”
::= { dotllrSNAConfigPairwiseCiphersEntry 3 }

dot11RSNAConfigPairwiseCipherSize OBJECT-TYPE

SYNTAX Unsigned32 (0..4294967295)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"This object indicates the length in bits of the pairwise cipher
key. This should be 256 for TKIP and 128 for CCMP."

::= { dotllRSNAConfigPairwiseCipherskEntry 4 }

PRSI Sk R I S b b e g b o e S e b e S g e i S e S e b e S e e S e B e i I P e i e i b I b B e b i i i

-- * End of dotllRSNAConfigPairwiseCiphers TABLE

PRSI ke A e b o o e e b e g g e e i b S e e b e e i e b i e g S b i S b S o i S I I e b i b e b e i i

PEDEEES BRI R I b e e b e b b e b b e b S b b i b b S S P b iR e b S B o B NP R b i b S I b b b i i i

-- * dotllRSNAConfigAuthenticationSuites TABLE

PR SRR R R R R R S R R i S i b I b b e b 3 b i i b b b S b e b o R R i b b b o e b b e e b
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dot11RSNAConfigAuthenticationSuitesTable OBJECT-TYPE

SYNTAX SEQUENCE OF DotllRSNAConfigAuthenticationSuitesEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"This table lists the AKM suites supported by this entity. Each AKM
suite can be individually enabled and disabled. The AKM suite list
in the RSN information element is formed using the information in
this table.”

:= { dotllsmt 11 }

dot11RSNAConfigAuthenticationSuitesEntry OBJECT-TYPE
SYNTAX DotllRSNAConfigAuthenticationSuitesEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry (row) in the dotl1lRSNAConfigAuthenticationSuitesTable."

INDEX { dotllRSNAConfigAuthenticationSuiteIndex }

:= { dotllRSNAConfigAuthenticationSuitesTable 1 }

Dot11RSNAConfigAuthenticationSuitesEntry ::=

SEQUENCE ({
dot11RSNAConfigAuthenticationSuiteIndex Unsigned3z,
dot11RSNAConfigAuthenticationSuite OCTET STRING,
dotl1lRSNAConfigAuthenticationSuiteEnabled Truthvalue }

doti1l1RSNAConfigAuthenticationSuiteIndex OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The auxiliary variable used as an index into the
dot11RSNAConfigAuthenticationSuitesTable."

::= { dotllRSNAConfigAuthenticationSuitesEntry 1 }

dotliRSNAConfigAuthenticationSuite OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The selector of an AKM suite. It consists of an OUI (the first 3
octets) and a cipher suite identifier (the last octet)."

::= { dotllRSNAConfigAuthenticationSuitesEntry 2 }

dot11RSNAConfigAuthenticationSuiteEnabled OBJECT-TYPE
SYNTAX TruthvValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"This variable indicates whether the corresponding AKM suite is
enabled/disabled.™
1= { dotllRSNAConfigAuthenticationSuitesEntry 3 }

P R AP EEE T T RS S SRR F S S S S L LSRR EEEEEEEEEEEEEEE SRR R R ES RS E RS i b i i

-- * End of dotllRSNAConfigAuthenticationSuites TABLE

P P EEE S S PR R T R SR RS S R RS LRSS S SRS R EEE TR EEEEEEEEEEEPEEEEE R RS RS SRk

P S P R R P PR R F R R LR SRR E S E R E RS SRR R R S I b i I e e o e e e O

-— * dotllRSNAStats TABLE

I SRR E R RS S S S S LTSRS R EEE LS SRS S RIS R E R RS RS i o R e ek e

dotl1lRSNAStatsTable OBJECT-TYPE
SYNTAX SEQUENCE OF DotllRSNAStatsEntry
MAX-ACCESS not-accessible
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STATUS current
DESCRIPTION
"This table maintains per-STA statistics in an RSN. The entry with
dot11RSNAStatsSTAAddress set to FF-FF-FF-FF-FF-FF shall contain
statistics for broadcast/multicast traffic.”
1:= { dotllsmt 12 }

dotl1lRSNAStatsEntry OBJECT-TYPE
SYNTAX DotllRSNAStatsEntry
MAX~-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry in the dotllRSNAStatsTable."
INDEX { dotllRSNAConfigIndex, dotllRSNAStatsIndex }
1= { dotllRSNAStatsTable 1 }

Dot11RSNAStatsEntry ::=
SEQUENCE {

dot1l1RSNAStatsIndex Unsigned3z,
dot11RSNAStatsSTAAddress MacAddress,
dot11RSNAStatsvVersion Unsigned32,
dot11RSNAStatsSelectedPairwiseCipher OCTET STRING,
dot11RSNAStatsTKIPICVErrors Counter3z,
dot11RSNAStatsTKIPLocalMICFailures Counter32,
dot11RSNAStatsTKIPRemoteMICFailures Counter3z,
dot11RSNAStatsCCMPReplays Counter32,
dot11RSNAStatsCCMPDecryptErrors Counter3z,
dot11RSNAStatsTKIPReplays Counter32 }

dot1l1lRSNAStatsIndex OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An auxiliary index into the dotllRSNAStatsTable."
::= { dotllRSNAStatsEntry 1 }

dot11RSNAStatsSTAAddress OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The MAC address of the STA to which the statistics in this
conceptual row belong."

1= { dotllRSNAStatsEntry 2 }

dot11RSNAStatsVersion OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The RSNA version with which the STA associated.”
1= { dotllRSNAStatsEntry 3 }

dotl11RSNAStatsSelectedPairwiseCipher OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The pairwise cipher suite Selector (as defined in 7.3.29.1) used
during association, in transmission order."

::= { dotllRSNAStatsEntry 4 }

dot11RSNAStatsTKIPICVErrors OBJECT-TYPE
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SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Counts the number of TKIP ICV errors encountered when decrypting
packets for the STA."
::= { dotllRSNAStatsEntry 5 }

dot11RSNAStatsTKIPLocalMICFailures OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Counts the number of MIC failures encountered when checking the
integrity of packets received from the STA at this entity."”

::= { dotllRSNAStatsEntry 6 }

dot11RSNAStatsTKIPRemoteMICFailures OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"Counts the number of MIC failures encountered by the STA identi-
fied by dotliStatsSTAAddress and reported back to this entity.”

;1= { dotllRSNAStatsEntry 7 }

dot11RSNAStatsCCMPReplays OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of received CCMP MPDUs discarded by the replay
mechanism."”

::= { dotllRSNAStatsEntry 8 }

dot11RSNAStatsCCMPDecryptErrors OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of received MPDUs discarded by the CCMP decryption
algorithm."

::= { dotllRSNAStatsEntry 9 }

dotl1RSNAStatsTKIPReplays OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Counts the number of TKIP replay errors detected.”
::= { dotllRSNAStatsEntry 10 }

IEE P EERELE SRR LR L L EE SR L EEEEE SRS S S5 e b I i i i b e

-— * End of dotllRSNAStats TABLE

I E PP PR R SRS ERE LS L EEE L SRS SRS EEEEE S E ik bk I b ke e I i e e

R E R R R R R E R R R E R AR R P R R E R E P R E R EE R R LR S S E SRR R iR R R R I b b i e S b S b 3 o b b o i
-- * conformance information - RSN

P R R R R R R R R R E R E R R R R R R R R R R R R PSS R R SR LR R R R R R R R S S I i e e b b 3 o b 3 o i
IR R R E R R R R E R R R A S RS PP EEPEE SR RS EEEEEEEEE R TSR EEEEEEEE SR PR EEE TR S S S PSP

-- * Compliance Statements - RSN
[ E 2 R PR R PR RS ESE S S S S E LS R LR L LS LSRR EEE 0 SRR TR SRR E TR R R RN I EESEEEEE]

dotllRSNCompliance MODULE-COMPLIANCE
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STATUS current

DESCRIPTION
"The compliance statement for SNMPv2 entities that implement the
IEEE 802.11 RSN MIB."

MODULE -- this module

MANDATORY-GROUPS {
dot11RSNBase }

-- OPTIONAL-GROUPS {dotllRSNPMKcachingGroup }

~

::= { dotllCompliances 2 }

S SRR R R i b e e S i S S S S S b e P P e e e S b b b b SR b b B e b b i i S b i i i o

-- * Groups - units of conformance - RSN
P EE R R R R R R S S S B b i e I e I S e I b b o R b b i b i b b i b R b b P b b e b b

dot11RSNBase OBJECT-GROUP

OBJECTS {
dot11RSNAConfigVersion,
dot11RSNAConfigPairwiseKeysSupported,
dot11RSNAConfigGroupCipher,
dot11RSNAConfigGroupRekeyMethod,
dot11RSNAConfigGroupRekeyTime,
dot11RSNAConfigGroupRekeyPackets,
dot11RSNAConfigGroupRekeyStrict,
dot11RSNAConfigPSKValue,
dot11RSNAConfigPSKPassPhrase,
dot11RSNAConfigGroupUpdateCount,
dot11RSNAConfigPairwiseUpdateCount,
dot11RSNAConfigGroupCipherSize,
dotl11RSNAConfigPairwiseCipher,
dot11RSNAConfigPairwiseCipherEnabled,
dotilRSNAConfigPairwiseCipherSize,
dotl11RSNAConfigAuthenticationSuite,
dotl11RSNAConfigAuthenticationSuiteEnabled,
dot11RSNAConfigNumberOfPTKSAReplayCounters,
dot11RSNAConfigSATimeout,
doti1RSNAConfigNumberOfGTKSAReplayCounters,
dotl1RSNAAuthenticationSuiteSelected,
dot11RSNAPairwiseCipherSelected,
dot11RSNAGroupCipherSelected,
dot11RSNAPMKIDUsed,
dot11RSNAAuthenticationSuiteRequested,
dot11RSNAPairwiseCipherRegquested,
dot11RSNAGroupCipherRequested,
dotl11RSNAStatsSTAAddress,
dot11RSNAStatsVersion,
dot11RSNAStatsSelectedPairwiseCipher,
dot11RSNAStatsTKIPICVErrors,
dot11RSNAStatsTKIPLocalMICFailures,
dot11RSNAStatsTKIPRemoteMICFailures,
dot1l1lRSNAStatsTKIPCounterMeasuresInvoked,
dotl11RSNAStatsCCMPReplays,
dot11RSNAStatsCCMPDecryptErrors,
dot11RSNAStatsTKIPReplays,
dot11RSNAStats4WayHandshakeFailures }

STATUS current

DESCRIPTION
"The dotllRSNBase object class provides the necessary support for
managing RSNA functionality in the STA."

::= { dotllGroups 2€ }

dot11RSNPMKcachingGroup OBJECT-GROUP
OBJECTS {
dot11RSNAConfigPMKLifetime,
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dot11RSNAConfigPMKReauthThreshcld
}
STATUS current
DESCRIPTION
"The dot1l1RSNPMKcachingGroup object class provides the necessary
support for managing PMK caching functionality in the STA"
::= { dotllGroups 27 }
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Annex E

(informative)

Bibliography

E.1 General
Insert the following references into E.1 and renumber references as appropriate:
[B11] Arazi, E. G.. A Conumonsense Approach to the Theorv of Error Correcting Codes, MIT Press. 1988.

[B12] IETF RFC 1305-1992. Network Time Protocol (Version 3) Specification, Implementation and
Analysis.

[B13] IETF RFC 2548-1999. Microsoft Vendor-specific RADIUS Attributes.
[B14] IETF RFC 2865-2000, Remote Authentication Dial in User Service (RADIUS).
[B15] IETF RFC 3588-2003, Diameter Base Protocol.

[B16] PKCS #5 v2.0, “Password-Based Cryptography Standard,” http://www.rsasecurity.com/rsalabs/
node.asp?id=2127.
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Insert the following text for Annex H following Annex G:

Annex H

(informative)

RSNA reference implementations and test vectors

H.1 TKIP temporal key mixing function reference implementation and test

vector

This clause provides a C-language reference implementation of the temporal key mixing function.
/t**ﬁ't*****t******tt***t*t?***tt**‘kt**'k*********tt**tt*tt***t***tt**‘t‘x*t

conte
Date:
Notes

nts: Generate IEEE 202.11 per-frame RC4 key hash test vectors

April 19, 2002

This code is written for pedagogical purposes, NOT for performance.

'xt**'kt**'ktt*'k1’1’*11‘**1’1’1’************‘kx'k*tx***xtt*ttttttt*tt**rt*t****tt**/

#include
#include
#include
#include
#include

typedef

<stdio.h>
<stdlib.h>
<string.h>
<assert.h>
<time.h>

unsigned char byte;
typedef unsigned short uléb:;
typedef unsigned long u3Zb:

/t
/t
/t

g-bit byte (octet) */
16-bit unsigned word */
32-bit unsigned word */

/* macros for extraction/creation of byte/uléb values */
RotR1 (v16) ((((v1é) >> 1) & OxTFFF) ~ (((v1é) & 1) << 15})

#define
fdefine
#define
#define
#define
#define

Lo8 (v1e6) ((byte) (

(v16) & Ox0O0FF))

Hig (v16) ({byte) (((v16) >> 8) & OxOOFF))

Lol16(v32) ((uleb) (

(v32) & OXFFFF))

Hil6 (v32) ((uléb) (((v32) >>16) & OxFFFF))

Mk16(hi,lo) ((lo)

(((uléb) (hi)) << 8))

/* select the Nth 16-bit word of the Temporal Key byte array TKI[] */
TK16 (N) MK16 (TK[2*(N)+1],TK[2* (N)])

#define

/* S-box lookup: 16 bits --> 16 bits */
_S_(vle) (Sbox [0] (Lo8 (v16)] ~ Sbox[1l)[Hig(v1E)])

#define

/* fixed algorithm "parameters"™ */

#define
#define
#define
#define
#define

/* configuration settings */

#define
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PHASE1 LOOP_CNT ¢

TA_SIZE 6
TK_SIZE 16
P1K_SIZE 10
RCA_KEY SIZE 16

DO_SANITY CHECK 1

/'k
/*
/'k
/‘k
/t

/t

this needs to be "big enough" */
48-bit transmitter address */
128-bit Temporal Key */
S0-bit Phasel key */
128-bit RCAKEY (104 bits unknown) */

validate properties of S-box? */
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/* 2-byte by Z2-byte subset of the full AES S-box table */

const ul6b Sbox[Z2] [256]=

{1

}
{

0XC6A5, 0XF284, 0XEE99, 0XF68D, OXFFOD, 0XD6BD, 0XDEB1, 0x9154,
026050, 0x0203, 0XCEA9, 0x567D, 0XE719, 0xB562, 0x4DE6, OXECIA,
0x2F45, 0Xx1F9D, 0x8940, OXFAS7, OXEF15, 0XB2EB, 0XSECY, OXFBOB,
0x41EC, 0xB367, 0XSFFD, 0x45EA, 0X23BF, 0x53F7, 0XE496, 0X9B5B,
0x75C2, 0XE11C, 0x3DAE, 0X4C6A, 0X6C5A, 0x7E41, 0XF502, 0XS34F,
0x625C, 0x51F4, 0xD134, 0xF908, 0XE293, 0XABT3, 0x6253, 0x2A3F,
0x080C, 0x9552, 0x4665, 0X9D5E, 0x3028, 0x37A1, 0XOAOF, Ox2FBS,
0x0E09, 0x2436, 0x1B9B, 0XDF3D, 0XxCD26, 0x4E69, 0Xx7FCD, OXEASF,
0x121B, 0x1D9E, 0x5874, 0x342E, 0x362D, 0xDCB2, 0XB4EE, 0X5BFB,
0xA4F6,0x764D, 0xB761, 0x7DCE, 0x527B, 0XDD3E, 0x5E71, 0x1397,
0XA6F5, 0xB96S, 0x0000, 0XC12C, 0x4060, 0XE31F, 0x79C8, 0XB6ED,
0XD4BE, 0x2D46, 0x67D9, 0x724B, 0x94DE, 0x98D4, 0XBOES, 08544,
0xXBB6B, 0XC52A, 0x4FE5, 0XED16, 0x86C5, 0x9AD7, 0x6655, 0x1194,
0x%CACF, 0XE910, 0x0406, 0XFES1, OXAOF0, 0x7844, 0X25BA, 0X4BE3,
0XA2F3, 0Xx5DFE, 0x20C0, 0x058A, 0x3FAD, 0x21BC, 0x7048, 0xF104,
0x63DF, 0x77C1, 0XAF75, 0x4263, 0x2030, 0XE51A, OXFDOE, 0XBF6D,
0x214C, 0x1214,0x2635, 0XC32F, 0xBEE1, 0x35A2, 0x88CC, 0X2E39,
0x9357, 0x55F2, 0XFCS82, 0xTA47, 0XCSAC, 0XBAE7, 0x322B, 0XE695,
0XCOAO, 0x199¢, 0X9ED1, OXA37F, 0x4466, 0x547E, 0Xx3BAB, 0x0BE3,
0XSCCA, DKCT29, 0XEBD3, 0x283C, 0xA779, 0XBCE2, 0x161D, 0XADTE,
0XDB3B, 0x6456, 0x744E, 0x141E, 0x92DB, 0X0CORA, 0x486C, OxBSE4,
0X9F5D, 0KBD6E, 0x43EF, 0XC4A6, Dx39A8, 0x31A4, 0xD337, 0XF28B,
0xD532, 0x8B43, 0X6E59, 0XxDAB7, 0x018C, 0xB164, 0x9CD2, 0X49E0,
0xDS8B4, OXACFA, 0xF307, 0XCF25, OXCAAF, 0XF4SE, 0x47EY, 0x101¢,
0X6FD5, DXF028, 0X4A6F, 0x5C72, 0x3824, 0x57F1, 0x73C7, 0x9751,
0XCB23, 0xA17C, 0XES9C, 0x3E21, 0x96DD, 0x61DC, 0x0DE6, OXOFSS,
0XE090, 0x7C42,0x71C4, 02xCCAA, 0x90DE, 0x0605, 0xF701, 0x1C12,
0XC2A3, 0X6A5F, OXAEF9, 0269D0, 0x1791, 0x995¢8, 0x3A27, 0x27B9,
0xD938, 0XEB13, 0x2BB3, 022233, 0xD2BB, 0xA970, 0x0789, 0x33A7,
0x2DB6, 0x3C22, 0x1592, 0xC920, 08749, OXAAFF, 0x5078, 0xA5TA,
0x038F, 0x59F¢, 0x0980, 0x1A17, 0x65DA, 0xD731, 0x84C6, 0XDOBE,
0x82C3, 0x2980, 0x5A77, 0x1E11, 0x7BCB, 0XASFC, 0x6DD6, 0x2C34,

r

/* Sbox for hash (can be in ROM)

IEEE

Std 802.111-2004

*/

/* second half of table is byte-reversed version of first! */

0xXAS5C6,0x84F8,0X89EE, OXS8DF6, OX0ODFF, OxBDD¢, 0xB1DE, 0x5491,
0x5060,0x0302, 0xA9CE, 0x7D56,0x19E7, 0x€62B5, 0XE64D, 0XSAEC,
0x458F, 0x9D1F,0x408%, 0x87FA, Ox15EF, O0XEBB2, 0XxC98E, 0X0OBFB,
0XEC41,9x67B3, 0xFD5F, OXEA45, 0xBF23,0xF753, 0x96E4, 0X5B9B,
0xC275,0x1CE1l, OXAE3D, 0x6A4C, 0x5A6C, 0x417E, 0x02F5, 0x4F23,
0x5C68,0xF451,0x34D1, 0x08F9,0x93E2, 0x73AB, 0x5362, Ox3FZA,
0x0C08,0x5295,0x€546, 0x5E9D, 0x2830,0xA137, 0x0OF0A, OXB52F,
0x090E, 0x3624, 0x9B1B, 0X3DDF, 0x26CD, 0X694E, 0XCD7F, OXxSFEA,
0x1B12,0x9E1D,0x7458, 0x2E34,0x2D3€, 0xB2DC, 0XEEB4, 0XFB5B,
0xFéAd4,0x4D76,0x61B7, 0XCE7D, 0x7BS2, 0x3EDD, 0x715E, 0x9713,
0xF5A6,0x68B9, 0x0000, 0x2CC1,0x6040,0x1FE3, 0xC879, OXEDBE,
0xBED4, 0x468D, 0xDS67, 0x4B72,0XDE94, 0xD452, 0XESBO, 0x4A85,
0x€6BBB, 0x2AC5, OXES4F, 0x16ED, 0xC586¢, 0xD79A, 0x5566, 0x9411,
0xCFSA,0x10E9, 0x0604, 0x81FE, OXFOA0D,0x44782, 0XBA25, OXE34B,
0XF3A2, 0XFE5D, 0xC080, 0x8A05, OXAD3F, 0xBC21, 0x4870, 0x04F1,
0xXDF63,0xC177,0x75AF, 0x6342, 03020, 0x1AES5, OXOEFD, 0X6DBF,
0x4C81,0x1418,0x3526,0x2FC3, 0XE1BE, 0xA235, 0XCCE8, 0x392E,
0x5793,0xF255, 0Xx82FC, 0x477A, OXACCE, OXE7BA, 0X2B32, 0X95E6,
0xA0C0,0x9819, 0XxD19E, Ox7FA3,0x6644, 0x7E54, 0XAB3B, 0X830B,
0xCASC,0x29C7,0xD36B, 0x3C28,0x75A7, OXE2BC, 0x1D16, 0Xx76AD,
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0x3BDB, 0x5664,0x4E74, 0x1E14,0xDB92, 0XOA0C, 0x6C48, OXE4RBS,
0x5D9F, 0x6EBD, 0XEF43, OxA6C4,0XA839, 0xA431, 0x37D3, Ox8BF2Z,
0x32D5, 0x438B, 0xX596E, OxB7DA, 0x8C01, 0x64B1, 0xD29C, OXE049,
0xB4D8, 0XFAAC, 0xX07F3, OXx25CF, OXAFCA, O0XSEF4, O0xE947, 0x1810,
0xD56F, 0x88F0, 0X6F4A, 0x725C, 0%2438,0xF157, 0xC773,0x5197,
0x23CB, 0X7CAl,0X9CES, 0x213E, 0xDD96, 0XDC61, 0x860D, OX850F,
0x90E0, 0x427C,0xC471, OXAACC, 0xD890, 0x0506, Ox01F7, Ox121C,
0xA3C2, 0X5F6A, OXF9AE, 0xD069,0x9117, 05899, 0x273A, 0xBS27,
0x38D9, 0x13EB, 0xB32B, 0x3322, 0xBBD2, 0x70A9, 0x8907, 0xA733,
0xB62D, 0x223C,0x9215, 0x20C9,0x4927, OXFFAA, 0x7850, OXTARS5,
0x8F03, 0xF859,0x8009,0x171A, 0XxDA65, 0x31D7, 0xC684, OXBEDO,
0xC382,0xB029,0x775A,0x111E,0xCB7B, OXFCAS, 0xD€6D, 0x3RA2C,
}
}s

#if DO_SANITY_ CHECK
/1’

X RSP RS EEEER LTS LR L R LS SR EEEEEEEEE SRR R R0 e b i i i i e i e S i

* Routine: SanityCheckTable -- verify Sbox properties

x

* Inputs: Sbox

* Qutput: None, but an assertion fails if the tables are wrong
* Notes:

* The purpose of this routine is scolely to illustrate and
* verify the following properties of the Sbox table:

* - the Sbox is a "2xz2" subset of the AES table:

* Sbox + affine transform + MDS.

* - the Sbox table can be easily designed to fit in a
* 512-byte table, using a byte swap

*

- the Sbox table can be easily designed to fit in a
* 256-byte table, using some shifts and a byte swap
R R R R P R R S P E P E R PSR ESEE L PR PR LT PR LSS E S S LSRR R R EEEE S SR E RS S E A S
*/
void SanityCheckTable (void)
{
const static int M _x = 0x11B; /* RAES irreducible polynomial */
const static byte Sbox2{256] = { /* AES 8-bit Sbox */
0x63,0x7¢c,0x77,0x7b, 0x£f2, 0x6b, 0x6£f, OxcC5,
0x30,0x01, 0x67, 0x2b, 0xfe, 0xd7, Oxab, 0x76,
Oxca,0x82,0xc9,0x7d, 0xfa, 0x59,0x47, Ox£O,
Oxad, Oxd4, 0xaz, 0xaf, 0x9c,0xa4,0x72, 0xcO,
0xb7,0xfd, 0x93,0x26,0x36, 0x3f, 0x£f7, Oxcc,
0x34,0xa5%, 0xe5,0xf1,0x71,0xd8, 0x31, 0x15,
0x04,0xc7,0x23,0xc3,0x18,0x96,0x05, 0x9%a,
0x07,0x12,0x80,0xe2, 0xeb, 0x27,0xb2, 0x75,
0x09, 0x83,0x2c, Nxla, 0x1lb, 0xce, 0x5a, 0xao,
0x52, 0x3b, 0xdé, 0xb3, 0x29, 0xe3,0x2f, 0x&4,
0x53, 0xdl1, 0x00, 0xed, 0x20, 0xfc, 0xbl, 0x5b,
0x6a, 0xcb, Oxbe, 0x39, O0x4a, 0x4c, 0x58, Oxcf,
0xdo0, Oxef, Oxaa, 0xfb, 0x43, 0x4d, 0x33, 0x85,
0x45,0xf9,0x02,0x7f,0x50,0x3¢c, 0x9f, Oxasg,
0x51, 0xa3,0x40,0x8f, 0x92, 0x9d, 0x3¢8, Oxf5,
0xbc, 0xb6,0xda, 0x21,0x10,0xff, 0x£3, 0xd2,
0xcd, 0x0c, 0x13, O0xec, 0x5f, 0x97, 0x44, 0x17,
0Oxc4,0xa7,0x7e,0x3d, 0x64,0x5d, 0x19, 0x73,
0x60,0x81,0x4f, 0xdc,0x22,0x2a,0x90, 0xE8,
0x46,0xee, 0xbS, 0x14, 0xde, 0x5e, 0x0b, Oxdb,
0xe0, 0x32,0x3a,0x0a,0x49,0x06,0x24, 0x5¢c,
0xc2, 0xd3, Oxac,0x62,0x91, 0x95, 0xe4, 0x79,
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0Oxe7,0xc8,0x37,0xe6d, 0x2d, 0xd5, Oxde, 0xa9g,
0Oxec, 0x56,0xf4,0xea, 0x65, 0x7a, Oxae, 0x089,
Oxba, 0x7%,0x25,0x2e,0x1c, 0xa6, 0xb4, 0xcé6,
0xe8, Oxdd, 0x74,0x1f, Ox4b, O0xbd, 0x8b, Ox8a,
0x70, 0x3e, 0xb5,0x66,0x43, 0x03, 0xf6, Ox0e,
0x61,0x35,0x57,0xb9, 0x86, 0xcl, 0x1d, 0x%e,
Oxel, 0x£fS,0x99,0x11,0x69,0xd9, 0x8e,0x%4,
0xSb, Oxle, Ox87,0xe9, Oxce, 0x55, 0x28, Oxdf,
0OxSc,0xal, 0x89,0x0d, Oxbf, Oxe€, 0x42, 0x68,
0x41,0x99,0x2d,0x0f, 0xb0, 0x54, 0xbb, O0x16 };

int 1,k,k2,k3;
byte bitmap{0x2000];

/* show that smaller tables can be used, if desired */
for (i=0:;i<256;i++)

{

k = Sbox8{il:
k2 = (k << 1) ~ ((k & 0x80) 2 M x : 0);
k3 = k ~ k2
assert (Sbox{0] [1i] == ((k2 << 8) ~ k3)):
assert (Sbox{[1}[i] == ((k3 << 8) ~ k2)):

}

/* now make sure that it's a 16-bit permutation */
memset (bitmap, 0, sizeof (bitmap));
for (i=0;1<0x10000;i++)
{
k =_S (i); /* do an S-box lookup: 16 --> 16 bits */
assert(k < (1 << 16));
assert((bitmaplk >> 3] & (1 << (k & 7))) == 0);
bitmapik >> 3] |= 1 << (k & 7);
}
for (i=0;i<sizeof (bitmap);i++)
assert (bitmap[i] == OxFF):

/* if we reach here, the le-bit Sbox is ok */
printf ("Table sanity check successful\n");

}

#endif

/t

tEE R E RS S S SRR EEE R SRR RS SR EEEEEE RS S SRS SRR I i e b b i b b 3 S e o b b I
* Routine: Phase 1 -- generate PlK, given TA, TK, IV32

x

* Inputs:

* TKI[] = Temporal Key [128 bits}
* TA[] = transmitter's MAC address [ 45 bitsl
* IV32 = upper 32 bits of IV [ 32 bits]
* Qutput:

* P1K{] = Phase 1 key { 80 bits]
x

* Note:

* This function only needs to be called every 2**16 frames,

*

although in theory it could be called every frame.
*

E R I A S e e e o I e e i I I b b S e i S e b i e e i e S b e P e b e b b i e P I I e e b S b S b i b I O b i S O
*/
void Phasel(uléb *P1lK,const byte *TK,const byte *TA,u32b 1IV32)
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{
int 1i:
/* Initialize the 80 bits of P1K[] from IV32 and TA[O..5] M
P1K{0] = Lolé6(1V3Z):
P1K[1] = Hilé6(1v32):
P1K([2] = Mk16(TA[1],TA[0]): /* use TA[] as little-endian */
P1K[3] = Mk16(TA([3],TA(2]):
P1K[4) = MK16(TA[S5],TA[4]):

/* Now compute an unbalanced Feistel cipher with 80-bit block */
/* size on the 80-bit block P1K[], using the 128-bit key TK[] */
for (i=0; i < PHASEl _LOOP_CNT ;i++)

{ /* Each add operation here is mod 2**16 */

P1K([0) += S (P1K[4] ~ TK16((i&l)+0)):

P1K[1] += _S_(P1K[0] ~ TK16((is&l)+2)):

P1K([2) += S (P1K[1] ~ TK16((i&l)+4)):

P1K([3] += _S_(P1K[2] ~ TK16((i&l)+6)):;

P1K[4] += _S_(P1K[3] ~ TK16((i&1)+0)):

P1K([4] += 1i; /* avoid "slide attacks" */

}

/*

EE R R E RS S EEE SR LSS R RS E RS SRS S SRS EEEEE R EESEE SRS EEEER R R R R R R SRR RS

* Routine: Phase 2 -- generate RC4KEY, given TK, PlK, IV1é

Inputs:
TKI[] = Temporal Key

[ bits]
P1KI[] Phase 1 output key [
(

28
80 bits]
16 bits}]

IVie low 16 bits of IV counter
Output:
RC4KEY[]

the key used to encrypt the frame [128 bits]

Note:
The value {TA,IV32,1V16} for Phasel/PhaseZ? must be unique
across all frames using the same key TK value. Then, for a
given value of TK{}, this TKIP4S construction guarantees that
the final RC4KEY value is unigque across all frames.

Suggested implementation optimization: if PPK([] is "overlaid"
appropriately on RC4KEY[], there is no need for the final
for loop below that copies the PPK[] result into RC4KEY[].

* 4 % o o o F A o o A A A A A A

*
X R S PR P R E R R RS R RS R RS R LSS PR EEE R P RS E RS SRS S S EE i E a3 g i i i
*/
void PhaseZ (byte *RCA4KEY, const byte *TK,const uléb *P1K,uléb IV1é)
{

int 1i;
uléb PPK(6]}: /* temporary key for mixing */
/* all adds in the PPK([] equations below are mod 2**1é */
for (i=0;i<5;i++) PPK[i]=P1K[il}: /* first, copy P1lK to PPK */
PPK[5] = P1K[4] + IV1e:; /* next, add in IVleé */
/* Bijective non-linear mixing of the 96 bits of PPK[0..5] */
PPK[0]) += _S_(PPK[5] ~ TK16(0)); /* Mix key in each "round" %
PPK[1) +=  _S_(PPK[0] ~ TK16(1)):
PPK[2] += S _(PPK[1] ~ TK16(2));
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PPK[3] += _S_(PPK[Z2) "~ TK16(3));
PPK[4] += _S_(PPK[3] ~ TK16(4)):
PPK[5] += _S_(PPK[4] ~ TK1é(5)); /* Total # S-box lookups == */

/* Final sweep: bijective, linear. Rotates kill LSB correlations */
PPK[0] += RotR1(PPK[5] "~ TK16(6)):

PPK([1] += RotR1(PPK[0] ~ TK16(7)):; /* Use all of TK[] in PhaseZ x/
PPK([2] += ROtR1(PPK[1]);

PPK([3] += RoOtR1(PPK[2]);

PPK[4] += RotR1(PPKI[3]):

PPK[5) += RotR1(PPK[4]):

/* At this point, for a given key TK[0..15}, the 96-bit output */

/* value PPK[0..5] is guaranteed to be unique, as a function */
/* of the 9¢6-bit "input" value {TA,1V32,1IV1€}. That is, P1K */
L* is now a keyed permutation of {TA,IV32,IV1eé}. */

/* Set RC4KEY[0..3], which includes cleartext portion of RC4 key */

RC4KEY[0] = Hig (IV1e): /* RCAKEY[0..2] is the WEP IV */
RCAKEY[1] =(Hig(Ivié) | 0x20) & O0x7F; /* Help avoid FMS weak keys */
RC4KEY([2] = Lo (IV1e€):

RC4KEY([3] = Lo ((PPK[5] ~ TKle(0)) >> 1);

/* Copy 96 bits of PPK[0..5] to RC4KEY(4..15) (little-endian) */

for (i=0;i<€;i++)
{
RCAKEY([4+2%1]
RC4AKEY[5+2*1]
}

Lo2 (PPK[i]):
Hi2 (PPK[i]):

x
it***t*t*t***t*t*t‘k**tt****t**ttt*'k*‘k**t*tttr***x*t‘ktx*ttx*ttt*'ktt‘t‘x*t
* Routine: doTestCase -- execute a test case, and print results
R b b b e b b i b b b b e e i e i S e S S e i o b b e 3 b e i i S i b b e i e b S S b b e 2 g b e e S
*/
void DoTestCase(byte *RC4KEY,u3Zb IV32,uleb IV1g,const byte *TA,const byte
*TK)

{
int i:
uléb P1K[P1K _SIZE/2]: /* "temp" copy of phasel key */

printf ("\nTK ="):

for (i=0;i<TK_SIZE;i++) printf(" 202X",TK[i]):

printf ("\nTA =")z

for (i=0;i<TA_SIZE;i++) printf(" 302X",TA[i]):

printf ("\nIv32 = %08X [transmitted as",IV32); /* show byte order */

for (i=0;i<4;i++) printf (" $02X", (IV32Z >> (24-8*i)) & OXFF);
printf("i");
printf("\nIvle = %04X",IV16):

Phasel (P1K, TK, TA, IV32) ;

printf ("\nP1K =");
for (i=0;1i<P1lK_SIZE/Z2;i++) printf(" %04X ",P1K[i] & OXFFFF):

Phase2 (RC4KEY, TK, P1K, IV16) ;

printf ("\nRC4KEY= ")
for (i=0;i<RC4_KEY SIZE;i++) printf("$02X "“,RC4KEY[i]);
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Ix

IR RS LS E PR R SRR EEEEEEEEEEE SR EE RS TR SRS R R b e b R R R R e e i

* Static (Repeatable) Test Cases

IR S S SRS EEEE LR EEEEEEEEEEEEEE R EEEESEEEEEEEEEEEEEE SIS R i i e i

*/

void DoStaticTestCases(int testCnt)

/t

{

int 1,3

byte TA[TA_SIZE],TK[TK_SIZE],RC4KEY[RC4_KEY_SIZE];
uléb IV1ie=0;

u3zb IV32=0;

/* set a fixed starting point */

for (i=0;i<TK_SIZE;i++) TK[il=i;

for (i=0;i<TA_SIZE;i++) TA[i]=(i+1)*17;

TA[O0] = TA[0] & OxFC: /* Clear I/G and U/L bits in OUI */

/* now generate tests, feeding results back into new tests */

for (i=0; i<testCnt/2; i++)
{
printf("\n\nTest vector #%d:",2*i+1);
DoTestCase (RC4KEY, IV32,1IV16, TA, TK) ;
IV16++; /* emulate per-frame "increment" */
if (IV1é == 0) IV32++;
printf ("\n\nTest vector #%d:",2%i+2);
DoTestCase (RC4KEY, IV3Z2,1V16, TA, TK) ;

/* feed results back to seed the next test input values */
IVlie = (i) ? Mk16(RC4KEY{15],RC4KEY[4]) : OxXFFFF;/* force wrap */
IV32 = Mk16 (RC4KEY[14],RC4KEY [5])

Iv3z = Mk16 (RCAKEY [13],RC4KEY[7]) + (IV32 << 16);

for (j=0;j<TA_SIZE;j++) TA[J]~=RC4KEY(12-3];
for (j=0;j<TK_SIZE;j++) TK[j]~=RC4AKEY[(j+i+1l) % RC4_KEY SIZE] *
RCAKEY [ (j+i+7) % RC4_KEY SIZE] ;
TA{0] = TA[0O] & OXFC; /* Clear I/G and U/L bits in OUI */
1
/* comparing the final output is a good check of correctness *x/
printf ("\n");
}

IE RS SRS TS REEERRE RS SRR S E S SR EEEEEEEEEEEEEEE SRS R I e 3 b e e i

* Test Cases Generated at Random
I R R R R P P P R RS SRR LR R RS RS PRSP E R LR R EEE P EEEEEEEEEEE S i i i i I b i e b b 3 o 3

*/

void DoRandomTestCases(int testCnt)
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{

int 1i,j:

uleb IV16;

u3z2b IV32Z:

byte TA[TA_SIZE],RC4KEY[RC4_KEY_SIZE],TK[TK_SIZE];

printf ("Random tests:\n"):

/* now generate tests "recursively" */

for (i=0; i<testcCnt; i++)
{
Ivie
Iv32

rand() & OXFFFF;
rand() + (rand() << 16):
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for (j=0:;j<TK_SIZE;j++) TK[jl=rand() & OxFF;
for (3j=0;Jj<TA_SIZE:;j++) TA[jl=rand() & OXFF;
TA[0] = TA[O0] & OXFC; /* Clear I/G and U/L bits in OUI */
printf("\n\nRandom test vector #3d:",i+1);
DoTestCase (RC4AKEY, IV32,1IV16,TA, TK);
}

printf ("\n");

}

/*

ER e 2 b S S i o S e e b b S i e e b S e i e i e I b S S e IR o I B i e b o S b e e b i i
* Usage text

E I 2 i i P b e d i e e 3 i b 3 i b S e S S 3 e i S e e e S e e Sl i S S e e e b 4 i i e e e e e e i o b e b e i i
*/

#define NUM TEST CNT 3

void Usage (void)

{

printf(
"Usage: TKIP42 [options)\n"
"Purpose: Generate test vectors for IEEE £02.11 TKIP4S\n"
"Options -? -- output this usage text\n"
" -r -- generate test vectors at random\n"
" -sN -- init random seed to N\n"
" -tN -- generate N tests (default = %d)\n",
NUM_TEST_CNT
)i
exit (0);
}
/:\'
RS A b b b e b I R I b b e b S S b b i b b S S b b R b b S e b b b b S e B g e b b b S g S
* Main

R F R EF SRS S EEE SR EE SRR SR SRR ESEEEEEEEEEE SR EEEEEEEEEEE SRS S S I I I i
*/
int main(int argc, char **argv)

{

char *parg:

int i,doRand = 0;

int  testCnt = NUM_TEST_CNT;

u32b seed (u32b) time (NULL) ;

#if DO_SANITY_ CHECK
SanityCheckTable () ;
#endif

for (i=1; i<argc; i++)
{
parg = argviil;
switch (pargl[0])
{

case '-':
switch (parg(1])
{
case '?':
case 'H':
case 'h':
Usage () ;
return 0;
case 'R':
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case 'r': /* generate some random test vectors */
doRand = 1;
break:;
case 'S':
case 's':
seed
break;
case 'T':
case 't':
testlnt = atoi(parg+2);
break;
default:
break:;

atoi (parg+2);

}

break;

case '?':
Usage () ;
return 0;

default:
printf ("Invalid argument: \"%s\"\n", parg):
return 1;

}

}

srand (seed) ;
if (doRand) printf("Seed = %u\n",seed):

/* generate some test vectors */
if (doRand) DoRandomTestCases(testlnt):

else DoStaticTestCases (testCnt);

return 0;

}

H.1.1 Test vectors

The following output is provided to test implementations of the temporal key hash algorithm. All input and
output values are shown in hexadecimal.

Test vector #1:

TK = 00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF (LSB on left, MSB on right]
TA = 10-22-33-44-55-66

PN = 000000000000

Iv32 = 00000000

Ivie = 0000

P1K = 3DD2 O0Ol6E 76F4 8697 BZES

RC4KEY= 00 20 00 33 EA 8D 2F 60 CA 6D 13 74 23 4A €6 OB

Test vector #2:

TK = 00 01 02 03 04 05 06 07 02 09 OA OB 0C OD OE OF (LSB on left, MSB on right]
TA = 10-22-33-44-55-66

PN = 000000000001

Iv32z = 00000000

Ivlie = 0001

P1lK = 3DD2 O0l6E 76F4 8697 BZES

RC4KEY= 00 20 01 90 FF DC 31 43 89 A9 DS DO 74 FD 20 AA

Test vector #3:

TK = 63 89 3B 25 08 40 BS AE OB DO FA 7E 61 D2 78 3E [LSB on left, MSB on right]
TA = 64-F2-EA-ED-DC-25

PN = 20DCFDA3FFFF

156 Copyright © 2004 IEEE. All ights reserved.

Exhibit 1009
Page 171 of 190



IEEE

AMENDMENT 6: MEDIUM ACCESS CONTROL (MAC) SECURITY ENHANCEMENTS Std 802.11i-2004
Iv3Z = 20DCFD43

IVlié = FFFF

P1K = 7C67 4SD7 9724 B5E9 B4rFl

RC4AKEY= FF 7F FF 93 81 OF C6 E5 SF 5D D3 26 25 15 44 CE

Test vector #4:

TK = 63 89 3B 25 02 40 BS AE 0B DO FA 7E 61 D2 78 3E [LSB on left, MSB on right)
TA = 64-F2-EA-ED-DC-25

PN = 20DCFD440000

IV32 = 20DCFD44

IV1i6 = 0000 ’

PIK SASD 73AS AS59 2EC1 DCEB

o

RC4KEY= 00 20 00 4S5 8C A4 71 FC FB FA Al 6E 36 10 FOD 05

Test vector #5:

TK = 98 3A 16 EF 4F AC B3 51 AA SE CC 27 1D 73 09 EZ (LSB on left, MSB on right}
TA = 50-9C-4B-17-27-D9

PN = FOA410FCO58C

IV3Z2 = F0A410FC

Ivlie = 058C

P1K = FZDF EBB1 8&D3 5923 AJIC

RC4KEY= 05 25 8C F4 D& 51 52 F4 D9 AF 1A 64 F1 DO 70 21

Test vector #6:

TK = 92 37 16 EF 4F AC B3 51 AA SE CC 27 1D 73 09 E2Z [LSB on left, MSB on right]
TA = 50-9C-4B-17-27-D9

PN = FOR410FCO58D

IV32 = FOR410FC

Ivie = 058D

P1K = FZDF EBB1 8E&D3 5923 AJ7C

RC4KEY= 05 25 8D 0S FE 15 43 B7 ©6A 59 €F C2 C6 73 £€B 30

Test vector #7:

TK = CS% AD Cl1 6A 8B 4D DA 3B 4D D5 B6 54 38 35 9B 05 [LSB on left, MSB on right]
TA = 94-5E-24-4E-4D-6E
PN = 8B1573B730FS

Iv32 = 8B1573B7

IVie = 30F8

P1K = EFF1 3F38 A3€4 6GOAS 76r3

RC4KEY= 30 30 F8 €5 OD AO 73 EA 61 4E AL F4 74 EE 03 19

Test vector #S:

TK = C8 AD C1 6A 8B 4D DA 3B 4D D5 B6 54 38 35 9B 05 [LSB on left, MSB on right]
TA = 94-5E-24-4E-4D-6E

PN = 8B1573B730F9

Iv32 = €B1573B7

Ivié = 30FS

P1K = EFFl 3F38 A364 ¢€0A9 76F3

RC4KEY= 30 30 F9 31 55 CE 29 34 37 CC 7¢ 71 27 16 AB SF

H.2 Michael reference implementation and test vectors

H.2.1 Michael test vectors

To ensure correct implementation of Michael, here are some test vectors. These test vectors still have to be
confirmed by an independent implementation.

H.2.1.1 Block function

Table H.1 gives some test vectors for the block function.
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Table H.1—Test vectors for block function

Input # times Output
(00000000, 00000000) 1 (00000000, 00000000)
(00000000, 00000001) 1 (c00015a8, c0000b95)
(00000001, 00000000) 1 (66519593, 572b8b8a)
(01234567, 83659326) 1 (4414922, 1d8427ed)
(00000001, 00000000) 1000 (9f04caad, 2ec6c2bf)

The first four rows give test vectors for a single application of the block function b. The last row gives a test
vector for 1000 repeated applications of the block function. Together these should provide adequate test
coverage.

H.2.1.2 Michael

Table H.2 gives some test vectors for Michael.

Table H.2—Test vectors for Michael

Key Message Output
0000000000000000 " 82925c1cald130b8
82925c1cald130b8 "M 434721ca40639b3f
434721ca40639b3f "Mi “ e8f9becae97e5d29
E8fObecae97e5d29 "Mic" 90038fc6cfl3cldb
90038fc6cfl3c1db "Mich" D55e100510128986
D55e100510128986 "Michael" 0a942b124ecaa546

Note that each key is the result of the previous line. which makes it easy to construct a single test out of all
of these test cases.

H.2.2 Sample code for Michael

/7

// Michael.h Reference implementation for Michael

//

// A Michael object implements the computation of the MIC.
//

// Conceptually, the object stores the message to be authenticated.

// At construction the message is empty.

// The append() method appends bytes to the message.

// The getMic() method computes the MIC over the message and returns the
// result.

158 Copyright © 2004 IEEE. All rights reserved.

Exhibit 1009
Page 173 of 190



IEEE
AMENDMENT 6: MEDIUM ACCESS CONTROL (MAC) SECURITY ENHANCEMENTS Std 802.11i-2004

// BAs a side-effect it also resets the stored message
// to the empty message so that the object can be re-used
// for another MIC computation.

class Michael

{

public:
// Constructor requires a pointer to & bytes of key
Michael( Byte * key ):

// Destructor
~Michael ()

// Clear the internal message,
// resets the object to the state just after construction.
void clear();

// Set the key to a new value
void setKey( Byte * key ):

// Append bytes to the message to be MICed
void append( Byte * src, int nBytes );

// Get the MIC result. Destination should accept ¢ bytes of result.
// This also resets the message to empty.
void getMIC( Byte * dst ):

// Run the test plan to verify proper operations
static void runTestPlan():

private:
// Copy constructor declared but not defined,
//avoids compiler-generated version.
Michael( const Michael & )
// Assignment operator declared but not defined,
//avoids compiler-generated version.
void operator=( const Michael & );

// B bunch of internal functions

// Get UInt32 from 4 bytes LSByte first
static UInt32 getUInt32( Byte * p ):

// Put UInt32 into 4 bytes LSByte first
static void putUInt32( Byte * p, UInt32 val ):

// Add a single byte to the internal message
void appendByte( Byte b ):

// Conversion of hex string to binary string
static void hexToBin( char *src, Byte * dst ):

// More conversion of hex string to binary string
static void hexToBin( char *src, int nChars, Byte * dst ):

// Helper function for hex conversion
static Byte hexToBinNibble( char c );
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// Run a single test case
static void runSingleTest( char * cKey, char * cMsg, char * cResult );

UInt32 KO, K1: // Key
UInt32 L, R; // Current state
UInt32 M // Message accumulator (single word)
int nBytesInM: // # bytes in M
}i
//
// Michael.cpp Reference implementation for Michael
//

// Adapt these typedefs to your local platform
typedef unsigned long UInt32:
typedef unsigned char Byte;

#include <assert.h>
#include <stdio.h>

#include <stdlib.h>
#include <string.h>

#include "Michael.h"

// Rotation functions on 32 bit values
#define ROL3Z2( A, n ) \

( ((A) << (n)) | ( ((A)>>(32-(n))) & ( (UL << (n)) - 1) ) )
#define ROR3Z2( A, n ) ROL32( (A), 32-(n) )

UInt32 Michael::getUInt32( Byte * p )
// Convert from Byte[] to UInt32 in a portable way
{

UInt32 res = 0;

for( int i=0; i<4; i++ )

{

res |= (*p++) << (8*1);
}

return res:

}

void Michael::putUInt32( Byte * p, UInt32 val )
// Convert from UInt32 to Byte[] in a portable way
{
for( int i=0; i<4; i++ )
{
*p++ = (Byte) (val & Oxff);
val >>= &;

}

void Michael::clear ()

{
// Reset the state to the empty message.

L = KO;
R = K1;
nBytesInM = 0;
M = 0;
}
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void Michael::setKey( Byte * key )
{
// Set the key
KO = getUInt32( key ):
Kl = getUInt32( key + 4 ):
// and reset the message
clear():

}

Michael::Michael ( Byte * key )
{

setKey( key )i
1

Michael::~Michael()

{
// Wipe the key material
KO = 0;
K1 = 0;

// Bnd the other fields as well.

//Note that this sets (L,R) to (KO0,Kl) which is just fine.

clear():

}

void Michael::appendByte( Byte b )
{
// BAppend the byte to our word-sized buffer
M |= b << (&*nBytesInM);
nBytesInM++;
// Process the word if it is full.
if( nBytesInM >= 4 )
{

L ~= M;

R ~= ROL32( L, 17 ):
L += R;

R »= ((L & OxXff0O0ff00) >> 8) | ((L & OXDOff0O0ff) << 8);
L += R:

R ~= ROL32( L, 3 ):
L += R;

R ~= ROR3Z2( L, 2 ):
L += R;

// Clear the buffer
M = 0;

nBytesInM = 0
}

void Michael::append( Byte * src, int nBytes )
{

// This is simple

while( nBytes > 0 )

{

appendByte ( *src++ )
nBytes--;
}

void Michael::getMIC( Byte * dst )

Copyright © 2004 IEEE. Al rights reserved.

Exhibit 1009
Page 176 of 190

IEEE
Std 802.11i-2004

161



|EEE
Std 802.11i-2004 LOCAL AND METROPOLITAN AREA NETWORKS

// Append the minimum padding
appendByte ( 0x5a ):
appendByte( 0 )¢
appendByte( 0 ):
appendByte( 0 ):
appendByte( 0 )
// and then zeroes until the length is a multiple of 4
while( nBytesInM != 0 )
{
appendByte( 0 )
}
// The appendByte function has already computed the result.
putUIint32( dst, L ):
putUint32( dst+4, R )
// Reset to the empty message.
clear():

}

void Michael::hexToBin( char *src, Byte * dst )
{

// Simple wrapper

hexToBin( src, strien( src ), dst ):

}

void Michael: :hexToBin( char *src, int nChars, Byte * dst )
{

assert( (nChars & 1) == 0 ):

int nBytes = nChars/2:

// Straightforward conversion
for( int i=0; i<nBytes; i++ )

{

dst[i] = (Byte) ((hexToBinNibble( src[0]) ) << 4) |
hexToBinNibble( src[l} ));
src += 23

}

Byte Michael::hexToBinNibble( char c )
{
if( '0' <= c && c <= '9' )
{
return (Byte) (c - '0'):

}
// Make it upper case

c &= ~('a'-'A");

assert( 'A' <= c && Cc <= 'F' );
return (Byte) (c - 'A' + 10);
}

void Michael::runSingleTest( char * cKey, char * cMsg, char * cResult )

{
Byte keyl( 8 1:
Byte result[ 8 1;
Byte res{ & ]:

// Convert key and result to binary form
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hexToBin( cKey, key };
hexToBin{( cResult, result );

// Compute the MIC value

Michael mic( key ):

mic.append( (Byte *)cMsg, strlen( cMsg) ):
mic.getMIC( res );

// Check that it matches
assert ( memcmp( res, result, 8 ) == 0 );

}

void Michael::runTestPlan()
// As usual, test plans can be guite tedious but this should
// ensure that the implementation runs as expected.
{
Byte key(8] :
Byte msg(l2]):
int 1i;

// First we test the test vectors for the block function

// The case (0,90)
putUInt32( key, 0 )¢
putUInt32( key+4, 0 ):
putUInt32( msg, 0 );

Michael mic( key ):
mic.append( msqg, 4 ):

assert( mic.L == 0 && mic.R == 0 );

// The case (0,1)
putUInt32( key, 0 )
putUInt32( key+4, 1 );
mic.setKey( key );
mic.append( msg, 4 ):

assert( mic.L == 0xc00015a8 && mic.R =

0xc0000bS5 )

// The case (1,0)
putUInt32( key, 1 );
putUInt32( key+4, 0 ):
mic.setKey( key ):
mic.append( msg, 4 ):

assert( mic.L == 0x6b519593 && mic.R == 0x572b8bh8a ):

// The case (01234567, £3659326)
putUInt32( key, 0x01234567 ):
putUInt32( key+4, 0x€3659326 )
mic.setKey( key ):

mic.append( msg, 4 ):

assert( mic.L == 0x441492c2 && mic.R == 0x1d8427ed ):

// The repeated case
putUInt32( key, 1 );
putUInt32( key+4,0 );
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mic.setKey( key )
for( i=0; 1<1000; i++ )
{
mic.append( msg, 4 )

assert( mic.L == 0x9f04cdad && mic.R == 0OxZecé6cZbf );

// And now for the real test cases

runSingleTest ( "0000000000000000", "" , "82925clcaldil3fbs" ):
runSingleTest ( "82925clcaldi3obg”, "M" , "434721cad0639b3f" );
runSingleTest ( "434721ca40639pb3f", "Mi" , "egf9becae97e5d29" );
runSingleTest ( "eSf9becae97e5d29", "Mic" , "90038fcecfl3cldb" ):
runSingleTest ( "90038fcecfi3cldb", "Mich" , "db5e100510128986" )

runSingleTest ( “d55e100510128986", "Michael"” , "0a942blZ4ecaab46” );

H.3 PRF reference implementation and test vectors

H.3.1 PRF reference code

/x—

*

PRF -- Length of output 1s in octets rather than bits

* since length is always a multiple of & output array is
* organized so first N octets starting from 0 contains PRF output
x
* supported inputs are 16, 24, 32, 48, 64
* output array must be 20 octets to allow for shal overflow
*/
void PRF({

unsigned char *key, int key_ len,
unsigned char *prefix, int prefix len,
unsigned char *data, int data_len,
unsigned char *output, int len)

int 1i;

unsigned char input[1024]; /* concatenated input */
int currentindex = 0:

int total_len;

memcpy {(input, prefix, prefix_len):
input [prefix_len] = 0; /* single octet 0 */
memcpy (&input ([prefix len+l], data, data_len);
total_len = prefix len + 1 + data_len;
input(total len] = 0; /* single octet count, starts at 0 */
total_len++;
for (i = 0; i < (len+19)/20; i++) {
hmac_shal(input, total_ len, key, key_len,
&output [currentindex]);
currentindex += 20;/* next concatenation location */
input[total len-1]++; /* increment octet count */
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H.3.2 PRF test vectors

Test case 1

Key 0x0bJb0bObObIbObIbObOLObOL0bOLObObObObObOb

Key lengthz0

Prefix “prefix”

Prefix lengthé

Data  "Hi There"

Data length$8

PRF-512 0xbcd4c650b30b9684951229e0d75£9d54
0xb862175ed9f0060€6e17d8da3540Zffee
0x75d£f78¢c3d31e0£885£012120c0862beb
Dx67753e743%e242edb8373698356cf5a

Test case 2

Key "Jefe"

Key length4

Prefix “prefix”

Prefix lengthé

Data "what do ya want for nothing?"

Data length2g

PRF-512 0x51f4deSb33f24S%adfSlaeb713a3c20f4
Oxfe631446fabdfa5824475%ae58e£9009
Nxa99abfdeaczcab5fat7e€92c440eb4002
0x3e7babb206d61de7b52£41529052bSfc

Test case 3

Key Oxaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

Key length2®

Prefix “prefix”

Prefix lengthé

Data 0xdd repeated 50 times

Data length39

PRF-5120xelac546ec4cb636£9976457be5c86bel
0x7a0252ca5dededfl12cfb047352524%ce
0x9dded177ead710bc9b590547239107ae
0xf7b4abd43de7£0a€8f1cbd9e2b6£7607

H.4 Suggested pass-phrase-to-PSK mapping

H.4.1 Introduction

The RSNA PSK consists of 256 bits, or 64 octets when represented in hex. It is difficult for a user to cor-
rectly enter 64 hex characters. Most users, however, are familiar with passwords and pass-phrases and feel
more comfortable entering them than entering keys. A user is more likely to be able to enter an ASCII pass-
word or pass-phrase, even though doing so limits the set of possible keys. This suggests that the best that can
be done is to introduce a pass-phrase to PSK mapping.

This clause defines a pass-phrase-to—PSK mapping that is the recommended practice for use with RSNAs.
This pass-phrase mapping was introduced to encourage users unfamiliar with cryptographic concepts to
enable the security features of their WLAN.

A pass-phrase typically has about 2.5 bits of security per character, so the pass-phrase mapping converts an
n octet password into a key with about 2.51 + 12 bits of security. Hence, it provides a relatively low level of
security, with keys generated from short passwords subject to dictionary attack. Use of the key hash is rec-
ommended only where it is impractical to make use of a stronger form of user authentication. A key gener-
ated from a pass-phrase of less than about 20 characters is unlikely to deter attacks.
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The pass-phrase mapping defined in this subclause uses the PBKDF2 method from PKCS [B16].
PSK = PBKDF2(PassPhrase, ssid, ssidLength, 4096, 256)

Here, the following assumptions apply:

— A pass-phrase is a sequence of between 8 and 63 ASCII-encoded characters. The limit of 63 comes
from the desire to distinguish between a pass-phrase and a PSK displayed as 64 hexadecimal
characters.

— Each character in the pass-phrase must have an encoding in the range of 32 to 126 (decimal).
inclusive.

— ssid is the SSID of the ESS or IBSS where this pass-phrase is in use, encoded as an octet string used
in the Beacon and Probe Response frames for the ESS or IBSS.

—  ssidLength is the number of octets of the ssid.
— 4096 is the number of times the pass-phrase is hashed.
— 256 is the number of bits output by the pass-phrase mapping.

H.4.2 Reference implementation

/t
* F(P, S, ¢, 1) = Ul xor U2 xor ... Uc
* Yl = PRF(P, S || Int(i))
* Y2 = PRF(P, Ul)
* Yc = PRF(P, Uc-1)
*/
void F(

char *password,
unsigned char *ssid,
int ssidlength,

int iterations,

int count,

unsigned char *output)

unsigned char digest([36), digestl[A_SHA DIGEST_LEN]:
int i, j:

for (i = 0; i < strlen(password); i++) {
assert ((password{i] >= 32) && (passwordii] <= 126)):

}

/* Ul = PRF(P, S ! int(i)) */

memcpy (digest, ssid, ssidlength);

digest[ssidlength] = (unsigned char) ((count>>24) & Oxff);

digest[ssidlength+1l] = (unsigned char) ((count>>16) & Oxff):

digest[ssidlength+2] = (unsigned char) ((count>>8) & Oxff):

digest[ssidlength+3] = (unsigned char) (count & Oxff);

hmac_shal(digest, ssidlength+4, (unsigned char*) password,
(int) strlen(password), digest, digestl):

/* output = Ul */
memcpy (output, digestl, A SHA DIGEST_LEN);

for (i = 1; i < iterations; i++) {
/* Un = PRF(P, Un-1) */

166 Copyright © 2004 IEEE. All nghts reserved.

Exhibit 1009
Page 181 of 190



IEEE
AMENDMENT 6: MEDIUM ACCESS CONTROL (MAC) SECURITY ENHANCEMENTS Std 802.11i-2004

hmac_shal(digestl, A _SHA DIGEST_LEN, (unsigned char*) password,
(int) strlen(password), digest):
memcpy (digestl, digest, A_SHA DIGEST_LEN);

/* output = output xor Un */

for (j = 0; j < A_SHA DIGEST_LEN; j++) {
output(j] ~= digestijl:

)

* password - ascii string up to 63 characters in length
* ssid - octet string up to 32 octets
* ssidlength - length of ssid in octets
* output must be 40 octets in length and outputs 256 bits of key
*/
int PasswordHash (
char *password,
unsigned char *ssid,
int ssidlength,
unsigned char *output)

if ((strlen(password) > €3) || (ssidlength > 32))
return 0;

F(password, ssid, ssidlength, 4096, 1, output):
F(password, ssid, ssidlength, 409%¢, 2,

goutput (A_SHA DIGEST LEN]):
return 1;

H.4.3 Test vectors

Test case 1

Passphrase = “password”

SSID = { \II, \EI’ \EI, \EI }

SSibLength = 4

PSK = f42c6fc52df0ebef9ebbib50b38a5£90 2e83felbl35a70e23aed762e9710alze

~

Test case 2
Passphrase = “ThisIsAPassword”

SSID = ( \TI, \hI, \iI' \sI, \II’ \SI, ‘A’, \SI' \SI' \Il’ \D! }
SSIDLength = 11

PSK = 0dc0déeb90555ed€419756b9%al5ec3e3 209063df707dd508d14581£8982721af

Test case 3

Password = “aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”

SSID = {\ZII\ZI'\ZI,\ZII \ZI’\ZI,\ZI’\ZI' \ZI,\ZI,\zI,\ZI, \z!,\ZI,\ZI'\ZI,
\zl,\zl,\zl,\zl, \Zl,\zll\ZI,\ZI, ‘Z’,‘Z’,‘Z’,‘Z’,‘Z,,‘ZI,‘ZII‘ZI}

SSIDLength = 32

PSK = becb93266bbSc3832¢cb777c2£559807¢c S8c59%afcbhbéeae734885001300a981cce2

H.5 Suggestions for random number generation

In order to properly implement cryptographic protocols, every platform needs the ability to generate
cryptographic-quality random numbers. IETF RFC 1750 explains the notion of cryptographic-quality ran-
dom numbers and provides advice on ways to harvest suitable randomness. It recommends sampling
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multiple sources. each of which contains some randomness, and by passing the complete set of samples
through a PRF. By following this advice, an implementation can usually collect enough randomness to dis-
till into a seed for a PRNG whose output will be unpredictable.

This clause suggests two sample techniques that can be combined with the other recommendations of IETF
RFC 1750 to harvest randomness. The first method is a software solution that can be implemented on most
hardware: the second is a hardware-assisted solution. These solutions are expository only, to demonstrate
that it is feasible to harvest randomness on any IEEE 802.11 platform. They are not mutually exclusive, and
they do not preclude the use of other sources of randomness when available, such as a noisy diode in a
power circuit: in this case. the more the merrier. As many sources of randomness as possible should be gath-
ered into a buffer, and then hashed, to obtain a seed for the PRNG.

H.5.1 Software sampling

Due to the nature of clock circuits in modern electronics, there will be some lack of correlation between two
clocks in two different pieces of equipment, even when high-quality crystals are used—crystal clocks are
subject to jitter, noise, drift, and frequency mismatch. This randomness may be as little as the placement of
the clock waveform edges. Even if one entity were to attempt to synchronize itself to another entity’s clock.
the correlation cannot be perfect due to noise and uncertainties of the synchronization.

Two clock circuits in the same piece of equipment may synchronize in frequency, but again the correlation
will not be perfect due to the noise and jitter of the circuits.

The randomness between the two clocks may not be much per sample—a tenth of a bit or less—but enough
samples may be collected to gather enough randomness to form a seed.

A device can use software methods to take advantage of this lack of synchronization, to collect randomness
from different sources. As an example, an AP might measure the frame arrival times on Ethernet wireless
ports. There is always some amount of traffic on modern Ethernets: ARPs, DHCP requests, NetBIOS adver-
tisements, etc. The sample algorithm in this subclause uses this traffic. In the example, an AP obtains ran-
domness from the available traffic. If Ethemet traffic is available. the AP utilizes that for a source of
randomness. Otherwise, it waits for the first association and creates traffic from which it can obtain
randomness.

The clocks used to time the frames should be the highest resolution available, preferable 1 ms resolution or
better. The clock used to time frame arrival should not be related to the clock used for frame serialization.

Initialize result to empty array
LoopCounter =0
Wait until Ethernet traffic or association
Repeat until global key counter "random enough" or 32 times {
result = PRF-256(0, "Init Counter”,
Local Mac Address || Time || result || LoopCounter)
LoopCounter++
Repeat 32 times {
If Ethernet traffic available then {
Take lowest byte of time when Ethemnet packet is seen
Concatenate the seen time onto result
} else {
Start 4-Way Handshake; after receipt of Message 2, deauthenticate
Take lowest byte of time of when Message 1 is sent
Take lowest byte of time of when Message 2 is received
Take lowest byte of RSSI from Message 2
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Take SNonce from Message 2
Concatenate the sent time; receive time, RSSI and SNonce onto result

s

}
Global key counter = result = PRF-256(0, "Init Counter",

Local Mac Address || Time || result || LoopCounter)

NOTE—The Time may be 0 if it is not available.

H.5.2 Hardware-assisted solution

The sample implementation in this subclause uses hardware ring oscillators to generate randomness, as
depicted in Figure H.1.

Ring Oscillators

D l> 19 total _‘/ {/.,
23 total _‘ |l\“ ‘_L}
>

¥

(

29 total _‘/.

Other Source of

Randomness (if

available)
J 816013
Clock 8. 16 or 32
LFSR

Figure H.1—Randomness generating circuit

The circuit in Figure H.1 generates randomness. The clock input should be about the same frequency as the
ring oscillator’s natural frequencies. The LFSR should be chosen to be one that is maximal length. Sample
LFSRs can be found in Arazi [B11].

The three ring oscillators should be isolated from each other as much as possible to avoid harmonic locking
between them. In addition, the three ring oscillators should not be near any other clock circuitry within the
system to avoid these ring oscillators’ locking to system clocks. The oscillators should be tested to ensure
that their output is not correlated.
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The output of the LFSR is read by software and concatenated until enough randomness is collected. As a
rule of thumb, reading from the LFSR 8 to 16 times the number of bits as the desired number of random bits
is sufficient.

Initialize result to empty array
Repeat 1024 times {
Read LFSR
result = result | LFSR
Wait a time period
}
Global key counter = PRF-256(0, "Init Counter", result)

H.6 Additional test vectors

H.6.1 Notation

In the examples in H.6. frames are represented as a stream of octets, each octet in hex notation. sometimes
with text annotation. The order of transmission for octets is left to right, top to bottom. For example, con-
sider the following representation of a frame in Table H.3.

Table H.3—Notation example

Description #1 00 0102 03
04 05
Description #2 06 07 08

The frame consists of 9 octets, represented in hex notation as 007, “01”, ..., “08". The octet represented by
“00" is transmitted first, and the octet represented by “08” is transmitted last. Similar tables are used for
other purposes. such as describing a cryptographic operation.

In the text discussion outside of tables, integer values are represented in either hex notation using a “0x” pre-
fix or in decimal notation using no prefix. For example. the hex notation 0x12345 and the decimal notation
74565 represent the same integer value.

H.6.2 WEP encapsulation

The discussion in this subclause represents an RC4 encryption using a table that shows the key, plaintext
input. and cipher text output. The MPDU data, prior to WEP encapsulation, is shown in Table H.4.

Table H.4—Sample plaintext MPDU

MPDU data aa aa 03 00 00 00 08 00 45 00 00 4e €6 1la 00 00 80 11 be 64 0a 00
01 22 0a ff ff f£f 00 €9 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00
00 00 00 00 20 45 43 45 4a 45 45 45 43 46 43 45 50 4€ 45 45 49 45
46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01
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RC4 encryption is performed as shown in Table H.5.

Table H.5—RC4 encryption
Key fb 02 9e 30 31 32 33 34
Plaintext aa aa 03 00 00 00 08 00 45 00 00 4e 66 la 00 00 20 11 be €4 Oa

00 01 22 0a ff £f f£f 00 89 00 €9 00 3a 00 00 80 a€ 01 10 00 01
00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45
45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 90 2
00 01 1b dD be 04

Ciphertext £f6 9c 58 06 bd €6c eSS 46 26 bc be fb 94 74 65 0a ad 1f 79 0% bO
f€ 4d 5f 58 a5 03 a2 59 b7 ed 22 eb 0Oe a6 49 30 d3 a0 56 a5 57
42 fc ce 14 1d 48 5f 8a aS 36 de al S8d f4 Z2c 53 80 80 5a d0 ce6
la 5d 6f 58 f4 10 40 b2 4b 7d la €9 32 56 ed 0d 43 98 e7 ae e3
bf Oe 2a 2c a8 f7

N W

The plaintext consists of the MPDU data, followed by a 4-octet CRC-32 calculated over the MPDU data.

The expanded MPDU, after WEP encapsulation, is shown in Table H.6.

Table H.6—Expanded MPDU after WEP encapsulation

MPDU f€ Sc 58 06 bd éc e 46 26 bc be fb 94 74 65 0a ad 1f 79 09 b0 f6 4d 5f

data & a5 03 a2 58 b7 ed 22 eb 0e a6 49 37 d3 a0 56 ab5 57 42 fc ce 14 1d 48
5f S8a a8 36 de al 8d f4 2c 53 80 20 5a dO c6 la 5d 6f 58 f4 10 40 b2 4b
7d 1a 69 38 5¢€ ed 0d 43 98 e7 ae e3 bf 0e

ICV 2a 2c a8 f7

The IV consists of the first 3 octets of the RC4 key. followed by an octet containing the Key ID value in the
upper 2 bits. In this example, the Key ID value is 2. The MPDU data consists of the cipher text, excluding
the last 4 octets. The ICV consists of the last 4 octets of the cipher text, which is the encrypted CRC-32
value.

H.6.3 TKIP test vector

An example of a TKIP MSDU is provided in Table H.7 and Table H.8. The key and PN are used to create
the IV. Phasel, and Phase2 keys.

Table H.7—Sample TKIP parameters

Key 12 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12
34 56 78 90 12 34 56 7S 90 12 34 56 72 90 12 34
PN 0x000000000001
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Table H.7—Sample TKIP parameters (continued)

vV 00 Z0 01 20 00 00 00 00
Phasel bb 58 07 1f 9e 93 b4 38 25 4b
Phase2 00 20 01 4c fe 67 be d2 7c 86 7b 1b f& 02 &b 1c

Table H.8—Sample plaintext and ciphertext MPDUs, using parameter from Table H.7

Plaintext MPDU
with TKIP MIC

08
02
aa
40
00
0c
1c
2c
de

42
03
aa
01
00
od
1d
2d

[~}
o

2c
04
03
as
00
e
le
2e

do

00
05
00
55
00
0f
if
2f
3c

02
06
00
c0
cd
10
20
30

03
07
00
as
4c
11
21
31

04
do
08
Oa
05
12
22
32

08
20
00
ad
00
15
25
35

02
01
00
0a
00
16
26
36

05
00
00
00
09
19
29
81

06
00
40
3a
Da
la
2a
a3

07
00
00
b0
Ob
1b
Zb
£3

Encrypted MPDU
with MIC and ICV

08
02
cO
70
46
76
54
95
ee

42
03
Qe
4a
5¢
9b
le
9¢
Sb

2c
04
14
le
05
a7
82
75
fc

00
05
fc
35
Se
3f
38
ac
14

02
06
e’
ga
e9
le
73
c4

03
07
ct

o9
oo

3e
bk
55
b4

o
<

04
do
ab
cl
9c
56
ga
de
eb

05
02
c?
1c
25
e

9a

o
[}

06

75
ge
47
44
ao
as

o
o

20
47

"~

e

~
Z

ef
79
9c

02
01
eo

A
28

ed
91
06
05

07
00
ac
7a
b5
oe

04
00
e5
2e 38
73 58
22 85 d3
bd

89 a7 ¢c5 2%

H.6.4 CCMP test vector

CCMP test mpdu

-—- MPDU Fields

I

ORrRP OOOMNMNO

Version
Type
ToDS
MoreFrag
PwrMgt
Encrypt
Order
Duration
Al =
AZ =
A3 =
SC = 0x3380
segNum = §24
Algorithm = AES CCM
Key ID = 0

Retry

11459

TK =

PN

(0x0338)

SubType
FromDS

moreData

0f-d2-el-28-a5-7c
50-30-£1-84-44-08
ab-ae-a5-b8-fc-ba

198027030681356

[ I TR
oOr OO

DA
SA
BSS

c9 7c 1f €7 ce 37 11 85

Data

ID

fragNum =

0 (0x00)

(0xB5039776E70C)

51 4a 8a 19 f2

bd d5 2f

802.11 Header =08 48 c3 2c 0f d2 el 28 a5 7c 50 30 f1 &4 44 08 ab ae ab5 b8 fc ba

80 33
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Muted £02.11 Header =08 40 0f d2 e1 22 a5 7c 50 30 £f1 84 44 08 ab ae a5 b8 fc ba
00 00

CCMP Header =0c e7 00 20 7€ 97 03 b5

CCM Nonce =00 50 30 f1 84 44 08 b5 03 97 76 e7 Oc

Plaintext Data =£f8 ba 1la 55 dO 2f &5 ae 96 7b b6 2f b6 cd at eb 7e 78 ab 50
CCM MIC =78 45 ce 0Ob 16 £9 76 23

-- Encrypted MPDU with FCS

08 48 c3 2c 0f dz el 28 a5 7c 50 30 f1 S84 44 08 ab ae a5 b8 fc ba §0 33 0c e7 00
20 76 97 03 b5 £3 dO a2 fe 9a 3d bf 23 42 a6 43 e4 32 46 e8 0Oc 3c 04
do 19 78 45 ce 0Ob 16 £9 76 23 1d 99 f0 66

H.6.5 PRF test vectors

A set of test vectors are provided for each size of PRF function used in this subclause. See Table H.9
through Table H.12. The inputs to the PRF function are strings for key, prefix, and data. The length can be
any multiple of 8. but the values 192. 256. 384, and 512 are used in this subclause. The test vectors were
taken from IETF RFC 2202 with additional vectors added to test larger key and data sizes.

Table H.9—RSN PRF Test Vector 1

Test_case 1
Key Ob Ob 0b 0b Ob Ob Ob Ok Ob Ob Ok Ob 0b 0b Ob Ob 0b 0b 0Ob 0b
Prefix "prefix"
Data "Hi There"
Length 192
PRF-192 bc d4 c6 50 b3 0b 96 84 95 18 29 e0 d7 5f 9d 54
be 62 17 Se d9 f0 06 0¢

Table H.10—RSN PRF Test Vector 2

Test_case 2
Key 'Jefe!
Prefix ‘ "prefix-2"
Data "what do ya want for nothing?"
Length 256
PRF-256 47 c4 90 8e 30 c9 47 52 1la d2 Ob e9%9 05 34 50 ec
be aZ 3d 3a a6 04 b7 73 26 d§ b3 82 5f £7 47 5¢
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Table H.11—RSN PRF Test Vector 3

Test_case 3

Key 22 Aaa aa aa aa aa aa aa aa aa aa aa 4a aa aa aa aa aa aa aa aa aa
24 Aa aa aa aa aa aa aa aa aa aa aa aa 4aad aa aa aa aa aa aa aa aa
Aa Aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
da ada aa aa aa da aa ad aa aa aa aa aa aa

Prefix "prefix-3"

Data "Test Using Larger Than Block-Size Key - Hash Key First"
Length 384

PRF-384 Da b6 c3 3c cf 70 d0 d7 36 £4 bO 4c 8a 73 73 25

55 11 ab c¢c5 07 37 13 16 3b d0 b8 c9 ee b7 el 95
6f a0 66 82 0a 73 dd ee 3f €éd 3b d4 07 e0 68 2a

Table H.12—RSN PRF Test Vector 4

Test_case 4
Key Ob Ob Ob 0b 0Ob 0b Ob Ob 0b Ob Ob 0b Ob Ob Ob 0b Ob Ob 0b Ob
Prefix "prefix-4"
Data "Hi There Again"
Length 512
PRF-512 24 8c fb c5 32 ab 38 ff a4 83 c8 a2 e4 Ob f1 70
eb 54 2a 2e 09 16 d7 bf 6d 97 da 2c 4c 5¢c a8 77
73 6c 53 a6 5b 03 fa 4b 37 45 ce 76 13 fé ad €8
e0 e4 a7 98 b7 cf 69 1c 96 17 6f d6 34 a5 Sa 49

H.7 Key hierarchy test vectors

The test vectors in H.7.1 provide an example of PTK derivation for both CCMP and TKIP.

H.7.1 Pairwise key derivation

Pairwise keys are derived from the PMK, AA, SPA, SNonce, and ANonce. The values in Table H.13 are
used as input to the pairwise key derivation test vectors.

Table H.13—Sample values for pairwise key derivations

PMK 0d c0 dé6 eb 90 55 S5e dé 41 97 56 b9 al S5e c3 e3
20 9b €3 df 70 7d d5 08 dl 45 81 f& 98 27 21 af

AA a0 al al a3 a4 ab
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Table H.13—Sample values for pairwise key derivations (continued)

SPA b0 bl b2 b3 b4 b5

SNonce cOcl c2 c3 c4c5coc?T c€ c9 do dil dz2 d3 d4 45
de d7 dg8 ds

ANonce el el e2 e3 e4 e5 ec e7 ef e9 f0O £f1 £2 £3 f4 £f5
fe £7 £8 £9

H.7.1.1 CCMP pairwise key derivation

Using the values from Table H.13 for PMK, AA, SPA, SNonce, and ANonce, the key derivation process for
CCMP generates a temporal key as shown in Table H.14.

Table H.14—Sample derived TKIP temporal key (TK)

8c b7 78

33 2e 94 ac a6 d3 Ob 89 cb e 2a 9c¢ a9

H.7.1.2 TKIP pairwise key derivation

Using the values from Table H.13 for PMK, AA, SPA, SNonce, and ANonce, the key derivation process for
TKIP generates the values shown in Table H.15.

Table H.15—Sample derived PTK

KCK RAa 7c fc 85 €0 25 le 4b c6 87 €0 cb 8d 29 83 63

KEK Ba 53 16 3d £3 2a 86 38 f4 79 ab e3 4b fd 2b c&

TK 8c b7 78 33 2e 94 ac a6 d3 Ob 89 cb ef 2a Sc a“d
36 4a ff bb ce 87 5f 5d fZ dd 52 41 cO ed 2a 41

Authenticator Tx MIC_key 36 4a ff bb ce 87 5f 5d

Supplicant Tx MIC_key £f2 dd 58 41 c0 ed 2a 41
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