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1
SECURE SESSION KEYS CONTEXT

CROSS REFERENCE TO RELATED
APPLICATION

This application claims priority from U.S. provisional
application Ser. No. 60/697,270 filed Jul. 6, 2005.

BACKGROUND OF THE INVENTION

1. Technical Field

The present invention relates to secure wireless communi-
cations and, more particularly, to preserving security of a
wireless communication during handover.

2. Discussion of Related Art
1. Introduction

Protected Session Keys (SK) management for mobile ter-
minals attached to wireless access networks has become a hot
research topic. The term “Session Keys™ (SKs) refers to keys
that are used to create ciphering keys between an Access Point
(AP) and a Mobile Node (MN). This SK could also be named
as an Authentication Key (AK). In IEEE groups such as
802.11(r,1)[17], 802.21, and 802.16 (WiMAX) are working
with issues to improve support for mobile terminals without
sacrificing the security of Mobile Node sessions. The so-
called Extensible Authentication Protocol (EAP) working
group in the IETF (RFC 3748) is working with key hierar-
chies and key derivation [2]. The IETF Protocol for carrying
Authentication for Network Access (PANA) working group
is tackling the issue of mobility optimizations for the PANA
protocol [12], 13] and at a high-level is facing the same
problem as the other groups. They have all encountered the
security problem of using the same SKs with multiple APs.
Thus, one of the key issues in the SK management area has
been a requirement of having cryptographically separate SKs
for every Access Point (AP) [1]. To achieve this, different
proposals have emerged. Three existing proposals are ana-
lyzed, namely pre-distribution, key-request, and pre-authen-
tication, and they are compared to the new approach of the
invention.

The remainder of this background section describes the
reference architecture, an analysis is provided of separate
SKs used for APs in the context of a handoff process. The
three existing proposals for separate session keys for APs are
then described.

II. Separate Session Keys for Access Points
A. Reference Architecture

In this specification a simple reference architecture is
focused upon, in which a centralized gateway (GW) is con-
nected with multiple APs. This architecture is outlined in FIG.
1. All the APs have a wireless interface towards the wireless
MN and a wired (or wireless) interface towards a centralized
GW. APs forward packets between the MN and the GW and
the wireless MN can be moving between the APs, leading to
handoffs. The GW forwards packets to and from the MN to
the Internet. The access network has multiple randomly
attached MNs. One AP may handle multiple MNs simulta-
neously. APs under the control of the GW have direct con-
nections via an Ethernet switch for example. Other connec-
tions are of course possible and this is but one example. In this
specification it is assumed that the traffic protection happens
between the MN and the AP, not for example between the MN
and the GW. In this way the APs can filter traffic that is not
properly authenticated and protect the GW from direct
attacks. All SK establishment and distribution mechanisms
described in this specification would not be needed if the MN
uses the session with the GW to create ciphering keys
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between them. This would mean that the packets are
encrypted and decrypted in the MN and the GW. Also, in such
a case the rogue-AP security threat would not be critical
because the AP would not be able to decrypt the traffic. Onthe
other hand, integrity protection of the control plane signaling
between the MN and the AP would have to be protected or
moved from the AP to the GW.

When a wireless MN is changing its attachment point from
one AP to another, this change is called ahandoff. The new AP
is the AP that the MN changes its attachment point to. This AP
can also be called the target AP, as it is the target of the handoff
process. The old AP is the AP from which the MN switches to
the new AP. This AP can also be called the previous AP. The
serving AP is the AP that the MN is currently attached to.

The GW has a security association with all the APs (SA1,
SA2, SA3) as shown in FIG. 1. These security associations
(SA) can be used to encrypt and protect the integrity of data
packets to preserve confidentiality of the information
between the AP and the GW. Both the MN and the GW have
a common Key Root (KR). Usually the KR is formed as a
result of an authentication protocol run between the MN and
an Authentication Server (AS) that may reside in the Internet
or in the GW. This authentication protocol run that is (for
example EAP [10]) is out of the scope of this invention and is
not described in further detail. Here it is just assumed that the
KR has been established. Privacy must be preserved for the
MN in such a way that it does not reveal its permanent identity
in plain text over the wireless interface. The KR could be used
to protect the identity exchange after it has been established,
but before that other protection mechanisms must be used,
e.g., using public key cryptography to encrypt the permanent
identity or using temporary identities. This need not be dis-
cussed any further herein.

B. Session Keys

FIG. 2 shows a simplified key hierarchy, where long-term
credentials are used to derive a KR based on an authentication
signaling. The KR is used to derive SKs for the sessions
between a MN and an AP. The SK is a shared secret between
the MN and the AP that currently communicates with the MN.
The SK is used to create fresh ciphering keys that protect the
packets on the wireless link between MN and the respective
AP. SK derivation is a process in which a Key Derivation
Function (KDF) is used to create new keys from existing
keying material. The KDF is typically based on a one-way
hash function. An example of the SK derivation function is
given below. The assumption here is that the KR is fresh and
nonces are not used because the system must be able to derive
the keys based on the existing information. Ciphering (ses-
sion) key derivation would additionally include nonces into
the KDF.

SKave4pi~KDF{KR|[ID 4, TID s "AP Key”} M

Where
i= index (AP number)
SKamx-api = Session Key between AP; and MN,
KDF = Key Derivation Function
KR = Key Root
IDp; = Public Identity of the APi
TIDsm = Access network specific MN, identifier
“AP Key” = Constant string

From a security perspective there exists a threat that an AP
may have been compromised. A compromised AP is called
rogue-AP. To mitigate the threat of a rogue-AP a requirement
for SK management has been created [ 1]. The requirement is
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that the MN has cryptographically separate SKs with each
and every AP it is communicating with on the wireless link.
This means that when the MN moves for example from AP1
to AP2, it must change the SK it had with AP1 to a new SK
with AP2. Cryptographically separate or independent SKs
means that an AP must not be able to derive an SK that was
used or will be used in some other AP. Based on the reference
architecture and the KR between MN and GW it is assumed
that the MN is able to derive AP specific SKs based on the
information that the AP is advertising on the access link. Ata
high level, the KDF is fed with the KR key and AP identity
information and the result is a session key that is bound to the
AP’s identity. This mechanism is called channel binding. The
MN needs to know the AP identity to derive the AP specific
session key. This typically happens during the handoff. The
MN needs to send its identity to the AP, so that AP is able to
find the correct key.

Schemes in which the same SKs are transferred from one
AP to another must be rejected, because they do not fulfill the
security requirement of separated SKs. Key derivation
mechanisms between APs and the MN that use public key
(asymmetric) cryptography, like AP certificates, fulfill the
requirement of SK independence, but typically require
heavier computation than symmetric key cryptography
(shared secrets). Handoffs are time critical and thus asym-
metric cryptography is something that is not considered any
further herein for SK creation between MN and an AP.

C. Handoff Considerations with Separate Session Keys

It is possible to derive the target AP specific session key
before the handoff if the MN knows the target AP’s identity
(material needed for the key derivation). This way the key
derivation process does not add to the handoff time. On the
other hand executing a hash function of a few bytes is very
fast. If MN buffers encrypted upstream data and handoff
occurs, the new AP is not able to decrypt the upstream packets
encrypted for the old AP. This means that the MN must
discard the encrypted upstream packets in the buffer and
re-encrypt the same packets with the new AP specific SKs.
This can however be problematic if there is no other buffer of
plain text packets available anymore. In the worst case an
upper protocol layer must be informed that the packets were
lost. Discarding encrypted upstream packets and re-encrypt-
ing them adds to the handoff delay. This problem arises also
in uplink soft handovers, where the MN concurrently sends
uplink packets to two APs. To overcome this problem the
upper-layer must either buffer upstream data without encryp-
tion or encrypt them with both old and new AP SKs.

The MN cannot derive an AP specific SK before it gets the
AP identity. On the other hand, deriving keys beforehand is
not possible if real data protection keys need to be further
derived from the AP specific SK based on communication
between the MN and the target AP (for example nonce
exchanges). In other words, deriving ciphering keys before-
hand is not possible if communication between the MN and
the target AP is needed, for example nonces exchange. This
method to create fresh protection keys is in many cases
required to provide replay protection. With separate SKs per
AP this threat of replay attack is limited to the scope of a
single AP with the same SK. If a fresh nonce can be trans-
ferred to the MN together with the AP identity, then the MN
has all the required external information to derive SK based
protection keys. The MN itself can choose a fresh and random
nonce and send it along with the first upstream message to the
AP. Now, the only problem is that the new AP can’t send
encrypted data to the MN without first getting the nonce from
it. To overcome this problem, the MN can send its own fresh
nonce before the handoff to the network, which then must
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deliver the nonce to the MN’s target AP. This can happen for
example during a context transfer from the current AP to the
target AP.

Next are described three existing solutions for preserving
cryptographically separate SKs for APs serving MNss, first (1)
pre-distribution, then (2) key-request and finally (3) pre-au-
thentication.

II1. Session Management Mechanisms

This section describes three existing proposals for wireless
mobile networks that require separate SKs for each AP. In
Kerberos [15] the MN or client uses tickets to authenticate to
servers and services. This description concentrates on meth-
ods that do not require the MN to carry and transfer keys for
the APs.

A. Predistribution

In a pre-distribution [4][8], [17] scheme, as shown in FIG.
3, the GW derives AP specific SKs and distributes them to a
number of APs when the MN has successfully attached to the
access network. Channel-binding mechanisms are used in AP
specific key derivation as described in the section II.A. above
describing the Reference Architecture.

The benefit of this approach is that when the MN moves
from one AP to another the new AP already has a session key
for the MN because it was pre-distributed. This way the AP
doesn’t have to fetch the key or derive the key, but it needs to
find a correct key from its key database (memory). To find a
correct key AP needs to know the corresponding identity of
the MN. This means that the MN’s identity must be commu-
nicated to the AP before it is able to find the correct key and
prepare the communication channel further. Another draw-
back is that the MN may never move under an AP that has a
session key ready for it. This means that the APs are reserving
memory resources even if they never need them. Pre-distri-
bution may happen only for selection of APs near the MN. For
this reason if the MN moves out of the pre-distribution area,
new keys must be distributed from the GW.

In a rogue-AP situation, in which an attacker has gained
access to an AP, it is possible for the attacker to know how
many MNs are active in the area or even identify the MNs
based on the key names used.

B. Key-Request

In a key-request scenario, such as shown in FIG. 4, the GW
is contacted in every handoftf. GW acts as an on-request Key
Distribution Center (KDC) and delivers an AP specific ses-
sion derived from the KR. When the MN moves from AP1 to
AP2, the MN does a fast re-authentication with the GW
through AP2. As aresult the AP2 and the MN have a new AP2
and MN specific session key.

This scenario provides just in time, separate and fresh SKs
for every AP, but the key derivation and signaling with the
GW adds to the handoff delay (break).

C. Pre-Authentication

In a pre-authentication scenario [17], such as shown in
FIG. 5, the MN authenticates with multiple APs through a
single AP [17], [18], [20]. This way the MN has pre-estab-
lished SKs with multiple neighboring APs.

When the MN moves from AP1 to AP2 or AP3 the pre-
established session key is used. This makes the handoffs very
fast since no signaling between AP and GW is needed. Also
signaling between new and old APs is unnecessary. When
doing pre-authentication, the AS and GW are heavily loaded.
The high probability that the MN does not visit all the APs
makes this scenario less efficient.

DISCLOSURE OF INVENTION

An object of the present invention is to provide faster, more
efficient handoffs with situations that require fresh and sepa-
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rate session keys and ciphering keys for network elements
and user mobile notes, e.g., equipment.

Fresh session/ciphering keys establishment between two
peers requires nonce exchanges between the peers. When the
nonces are exchanged during the handoff, critical signaling of
the session key cannot be created before the handoft. The
problem is how to create the session key before the peers can
signal to each other.

According to a first aspect of the invention, a method
comprises receiving a handover command from a source
access node containing a target access point identifier and a
source access point nonce, and sending a handover confirm
message to said source access node containing a mobile node
nonce so that said source access point can send said source
access point nonce and said mobile node nonce to said target
access point during a handover of said mobile node from said
source access point to said target access point.

According to a second aspect of the invention, an apparatus
comprises a receiver, responsive to a handover command
from a source access node containing a target access point
identifier and a source access point nonce and a transmitter,
for providing a handover confirm message to said source
access node containing a mobile node nonce so that said
source access point can send said source access point nonce
and said mobile node nonce to said target access point during
a handover of said mobile node from said source access point
to said target access point.

According to a third aspect of the invention, an access point
for communicating with a mobile node in a communication
network comprising a plurality of access points, said access
point comprises a memory for storing a data structure includ-
ing separate session keys for each of said plurality of access
points for communicating with said mobile node, each ses-
sion key based on a separate security association between a
gateway interfaced to each access point of said plurality of
access points and a device for exchanging said data structure
by: (a) sending, when said correspondent is acting as a source
access point, said data structure from said memory to a target
access point before a handover of said mobile node from said
source access point to said target access point, or (b) receiv-
ing, when said access point is acting as a target access point,
said data structure for storage in said memory before a han-
dover of said mobile node from a source access point to said
target access point.

According to a fourth aspect of the present invention, a
system comprises a plurality of access points for communi-
cating with a mobile node in said system, each access point
comprising: a memory for storing a data structure including
separate session keys for each of said plurality of access
points for communicating with said mobile node, each ses-
sion key based on a separate security association between a
gateway interfaced to each access point of said plurality of
access points; and a device for exchanging said data structure
by (a) sending, when said correspondent is acting as a source
access point, said data structure from said memory to a target
access point before a handover of said mobile node from said
source access point to said target access point, and (b) receiv-
ing, when said access point is acting as a target access point,
said data structure for storage in said memory before a han-
dover of said mobile node from a source access point to said
target access point; and a mobile node, comprising a receiver,
responsive to a handover command from a source access node
containing a target access point identifier and a source access
point nonce, a transmitter, for providing a handover confirm
message to said source access node containing a mobile node
nonce so that said source access point can send said source
access point nonce and said mobile node nonce to said target
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access point during a handover of said mobile node from said
source access point to said target access point.

According to a fifth aspect of the invention, an apparatus
comprises: means for receiving a handover command from a
source access node containing a target access point identifier
and a source access point nonce, and means for sending a
handover confirm message to said source access node con-
taining a mobile node nonce so that said source access point
can send said source access point nonce and said mobile node
nonce to said target access point during a handover of said
mobile node from said source access point to said target
access point.

According to a sixth aspect of the invention, a data struc-
ture is taught for use in carrying out an exchange of informa-
tion between a first access point and a second access point in
a wireless communication network, said first access point in
wireless communication with a mobile node, said data struc-
ture for at least temporary storage in computer-readable
media resident in said first access point and in said second
access point during transfer of said data structure over an
interface between said first access point and said second
access point and before handover of said mobile node from
said first access point to said second access point, said data
structure including separate session keys for said first access
point and said second access point for communicating with
said mobile node, each session key based on a separate secu-
rity association between the respective access point and a
gateway interfaced to both said first access point and said
second access point.

According to a seventh aspect of the present invention, a
device is provided having means for at least temporarily
storing a data structure for transmission or reception, wherein
said data structure is according to the sixth aspect of the
present invention.

According to an eighth aspect of the present invention, a
system is provided having at least one network element able
to communicate with at least one other device, wherein a
communication protocol is used between the at least one
other device and the network element with a data structure
according to the sixth aspect of the present invention.

According to a ninth aspect of the present invention, when
preparing for handoff in the originating/previous/source/old
Base Station (BS)/Access Point (AP), nonces that are used to
create the Session Key are exchanged with the target/new
BS/AP. The previous BS/AP sends the selected access net-
work and UE nonces to the target BS/AP along with context
transfer signaling. In this application a novel secure session
keys context (SKC) approach is disclosed, which utilizes a
context transfer protocol [14], [3] between APs.

An access point can send an access network specific nonce
in a System Information message or in a Handover Command
message. The mobile node can send its nonce in a Measure-
ment Report message or in a Handover Confirm message.
Better choices may be the Handover Command and Handover
Confirm (unicast) messages.

Another option, but with degraded performance, would be
to let the mobile node send its nonce to the target access point
when it attaches to it. In that way, the mobile node can derive
the key beforehand, but not the access point.

Advantageously, the target access point is able to create
ciphering keys before the mobile node attaches to it.

Because of this, the signaling between the target access
point and the mobile node can be integrity protected right
away or even encrypted.

The invention speeds up the handover process.

Prior to said exchange of information, said mobile node
may have exchanged nonces with said first access point. In
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addition to said nonces, other information may be exchanged
between said mobile node and said first access point, said
second access point, or both, including information needed
by said mobile node for encryption algorithms used for
exchanging encrypted information with said second access
point. The session keys may be encrypted. The session keys
may include access point identity information. An encrypted
session key and identity information may be signed using said
security association between said gateway and said access
point. Each access point receiving said data structure may be
able to find its own encrypted session key therein, based on its
identity.
The data structure may be structured as follows:

HMAC g_ipi {IDa s

HMACSA—API { IDAPI | |ESA—AP1 { SKMZV)C—API } | |
HMACSA -AP2 { I])AP2 | |ESA -AP2 { S K}\/INX—AP2 } | |

HMACSA—AP3 {IDAP3 | |ESA—AP3 { SKMV)C—AP3 } }
where each row in the data structure contains access point

specific session key encrypted for a specific access point and
mobile node identity with an associated identity, where the
data structure is a message authentication code between the
gateway and each access point of said three access points and
used to protect a transfer from the gateway to each access
point, and where a given row is integrity protected with said
message authentication code created based on the security
association between the specific access point and the gateway.

These and other objects, features and advantages of the
present invention will become more apparent in light of the
following detailed description of a best mode embodiment
thereof, as illustrated in the accompanying drawing.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a prior art reference architecture.

FIG. 2 shows a simplified prior art key hierarchy.

FIG. 3 shows a prior art key-distribution scenario.

FIG. 4 shows a prior art key request scenario.

FIG. 5 shows a prior art pre-authentication scenario.

FIG. 6 shows a session key context scenario, according to
the present invention.

FIG. 7 shows a Session Keys Context update, according to
the present invention.

FIG. 8 shows Session Keys Context update request during
handoff, according to the present invention.

FIG. 9 shows Re-authentication and a new session key
context retriaval from GW, according to the present invention.

FIG. 10 shows an example of an MN traversal path and
highlighted APs included into the context, according to the
present invention.

FIG. 11 shows Context transfer through the GW, according
to the present invention.

FIG. 12 shows the Number of SKs/APs (X-axis) context
storage size (Y-axis) with one MN (Kbytes), according to the
present invention.

FIG. 13 shows Session keys context storage size (Y-axis)
for 30 APs (Kbytes) versus multiple MNs (X-axis), according
to the present invention.

FIGS. 14A and 14B (viewed using FIGS. 14B1 and 14B2)
show top-level and detailed proactive exchange of secure
session keys context.

FIGS. 15A and 15B (viewed using FIGS. 15B1 and 15B2)
show top-level and detailed proactive exchange of secure
session keys context.

FIG. 16 shows a system, according to the present invention.
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FIG. 17 shows a non-limiting example of a signal processor
which may be used in any one or more of the network entities
shown in FIG. 16.

DETAILED DESCRIPTION OF THE INVENTION

IV. Session Keys Context

Context transfer is a mechanism to transfer MN specific
session data from one node to another. The context transfer
requires a protocol, for example the Context Transfer Proto-
col (CTP) [14], currently being defined in the IETF. It is
designed to be used between Access Routers during handoffs
[3]. Session context could contain for example header com-
pression state, QoS settings, filtering rules, and an accounting
counter, etc. IEEE has also defined a signaling protocol
between Access Points [9]. WIMAX Forum is also specifying
a protocol between Base Stations (=APs). An assumption in
this specification is that context transfers are possible
between Access Points either by using IETF CTP, IEEE
802.11F or something else. The assumption is that a context
gets transferred from an old AP to a new AP in one or more
packets. This can happen either proactively (old AP pushes
the context to the new AP) or reactively (new AP pulls the
context from the old AP) depending on which AP, old or new,
initiates the context transter. Context transfer happens proac-
tively if the context is transferred to the target AP before the
MN starts signaling with the target AP. Reactive context
transfer happens when the MN initiates the transfer through
the target AP (reactive handofY). It is assumed that proactive
handoffs are much more common than reactive handoffs.
Typically, reactive handoffs happen if the MN’s radio con-
nection breaks unexpectedly.

A. Session Keys Context Transfer

FIG. 6 shows steps similar to those shown in other
approaches described above. First (step 1), the MN authenti-
cates to the GW, which delivers a session key context to the
AP1. This SKC is used to create ciphering keys between the
AP1 and the MN for data integrity protection and optionally
encryption. When the MN moves under the AP2, SKC trans-
fer happens between AP1 and AP2. The MN establishes fresh
ciphering keys, optionally based on the pre-exchanged non-
ces, and other information needed for the ciphering algo-
rithms with AP2 (step 2). Similarly, when the MN moves
under AP3, SKC is transferred from AP2 to AP3 (step 3). As
described earlier, the nonce exchange could happen before
the actual handoff to the target AP. This way the handshake
time is reduced considerably.

The SKC contains derived SKs secured for each AP sepa-
rately based on the SAs between the GW and the APs. Each
AP has a separate SA with the GW. The SKs are encrypted
and accompanied with AP identity information. The
encrypted session key and AP identity information are signed
using a SA between GW and AP. Each AP that receives this
context finds its own encrypted session key based on its
identity. Below is an example SKC for three APs.
HMAC,_sp {IDp vl

HMACSA—API {IDA_PI | |ESA—AP1 { SKMV)C—API } ||

HMACSA—AP2 { IDA_P2| |ESA—AP2{ SKMV)C—AP2} | |

HMACSA—AP3 {IDA_P3 | |ESA—AP3 { SKMV)C—AP3 } }
Here HMAC,, ,»; is a Message Authentication Code calcu-

lated over the data and a shared secret [11] between the GW
and AP,. It is used to protect the whole structure for the initial
transfer from GW to the AP1. Also the context is accompa-
nied with the MN, ’s identity. Each row in the SKC contains
AP specific SK encrypted for the specific AP and its identity
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(Es4_4p:)- The whole row is integrity protected with a HMAC
created based on the SA between the specific AP and GW
(HMACg,_p0)-

Ifthe SKC doesn’t have a row for the neighboring AP, then
the current AP can request an update to the current session key
context or a completely new one. Step 3 in FIG. 7 highlights
this scenario, where AP3 notices that the SKC doesn’t have a
row for AP4 and requests a context update from GW (step 2).
When MN moves from AP3 to AP4, both the original context
and the updated context are transferred from AP3 to AP4 in
one SKC.

Below is illustrated the combined SKC rows (for AP1,
AP2, AP3, and AP4). Here it is assumed that the AP keeps the
MN specific context information in one structure. This allows
the combination of rows from different SKCs transferred
from the GW (i.e. the integrity protection is for GW to AP
transfer only).

HMACSA—API {IDAPI | |ESA—AP1 { SKMV)C—APl }
HMACSA -4AP2 { I DAP2 | |ESA -4AP2 { SK

"MNx-AP2

HMACs,_4p31ID 4p3Ess.473{SK

"MNx-AP3

HMACs,;_;palID 1pal Bsioipa{SKamne-ira
If for some reason the received SKC in the new AP doesn’t
contain a row for this AP, then this AP needs to request an
SKC update from the GW. This is illustrated in FIG. 8 (step 2).
This adds to the delay of the handoff, since the AP cannot
directly go to the step 3 in the figure, but request an SKC
update and wait for the reply. This case however should be an
error case, since the AP1 in the figure should have noticed that
the context doesn’t contain a row for the AP2.

The SKs as the session itself have a lifetime. This means
that the SKC cannot be used after the session lifetime has
expired. The MN does a re-authentication procedure with the
GW to refresh the session and to request a new set of keys
(FIG. 9). The re-authentication procedure happens before the
session expires to enable a smooth transition to the new SKC.
When the MN’s current AP (AP2 in FIG. 9) gets a new SKC,
the old context is discarded and the new context is taken into
use by negotiating new SKs between MN and AP2.

B. Arguments for the Security Provided by the Invention
The GW may act as a Key Distribution Center and produce
cryptographically separate SKs for each AP. In such a case,
the GW needs to know the network topology of the APs to be
able to create an SKC that covers the area within which the
MN is currently located. For example it could maintain a
neighbor AP list for each AP. This, however, represents a
separate problem of how to optimize the SKC material with
different APs included and is not particularly pertinent to the
present invention and is therefore not discussed in any great
detail here. However, for example, the GW could collect
information of MN traversal patterns and create SKCs that
contain the most common paths that the MN takes. FIG. 10
contains an imaginary example of an AP structure. The APs
that are in grey are included into the SKC. The path that the
MN takes can for example be a street in a city.

In case the MN doesn’t update its location to the network
(paging), but remains idle and at the same time mobile, it is
possible that the MN skips multiple APs in a route (see FIG.
11). When the MN again becomes active it can do a full
re-authentication to the network and get a new SKC relating
to its current AP. However, if the existing SKC is still valid,
then it may not be necessary to create a new one. FIG. 11
illustrates a case where the MN moves (step 1) and then
becomes idle (step 2) and then active again (step 3). When the
MN knows that it has an existing session with the access
network it can attach to an AP and request network access
service. If the MN informs the current AP about the previous
AP it had visited, then the current AP is able to fetch the SKC
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10
from the previous AP via the GW or fetch a new SKC depend-
ing on which one is more suitable. It is out of the scope of the
present invention to distinguish these cases further.
Presented below is a list of advantages and disadvantages
of'the SKC approach.
Advantages

(a) Cryptographically separate SKs between APs without the
need for synchronously and in real-time communicating
with the KDC during the handoff{(s).

(b) No need to do asymmetric cryptographical operations to
create cryptographically separate SKs.

(c) More scalable system, because GW is not involved during
the handoff process. No strict real-time requirements for
the GW.

(d) Load on GW independent of AP-AP handover frequency.

(e) Load on GW independent of number of APs in the net-
work.

() APs only need to keep SKC objects for the MN’s they are
serving currently. Unused objects can be removed. Thus,
AP resources are dependent only on the number of concur-
rent MNs an AP is serving at any moment.

(g) If the SKC grows too big for a single AP to handle it can
cut the rows from the SKC structure (for example keys that
are not in its neighbor list).

(h) MN does not have to send the SKs to the APs. MN does not
have to know the APs included in the SKC. Space require-
ment in the MN is not bound to the number of APs because
the SKs (SK, »,) are derived from the Root Key (RK)

(1) Implicit AP authentication (via KDC) without the need to
have AP specific certificates. If the AP is able decrypt
message with the proper SK, then the AP is validated.

(j) No need to distribute SKs for APs beforehand. AP gets the
SK from the SKC.

(k) The SKC construction allows the context to be sent in
multiple separate packets. The old AP knows (ID ;) the
entry in the SKC structure that contains the SK for the
target AP. Old AP can send this entry first to the target AP
together with other high priority context data.

(1) The SKC scenario can use all the available memory in the
APs to reduce signaling load in the GW.

Disadvantages

(a) Session context memory requirement in AP. This is a
minor disadvantage, since the keys are small (for example
128 bits).

(b) GW needs to know for which APs it will create the SKs.
However, the GW may also optimize the contents of the
SKC to include APs that are more commonly used.

(c) Integrity protected or encrypted packets in the MN’s
buffer need to be discarded when AP changes (new keys).
This is valid for all the approaches described in this appli-
cation.

(d) Integrity protected or encrypted packets on the MN’s
current AP cannot be used as-is in the MN’s new AP. The
previous AP must transfer packets decrypted.

(e) An interface between APs is needed for the context trans-
fers.

Memory Requirements

Thetotal amount of memory required in an AP depends on the

number of concurrent and active MNs attached to it (number

of SKCs), the single SKC size, the number of APs included in
one SKC. The SKC size depends on the size of the HMAC,
key, and the AP ID. Thus, the amount of memory required in

one AP can be calculated with formula (2).

M=nSK 14 WMN, 1, (sizeof (HMAC)+sizeof(SK)+

sizeof(ID 4p,)) ()]
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Where

M= Required Memory in AP for
SKs contexts in bytes.

nSK;ix= Number of SKs at maximum
in one SKs context

nMN,,,x= Number of concurrent and active
MNs at maximum attached to
a single AP

sizeof(x) = function that returns the x size
in bytes

This function returns only the memory requirement for the
rows in the SKCs. Additional protection fields are needed
when the context is transferred from the GW to the AP and
MN’s identity is needed.

Below is one row from the SKC. If it is specified that the
HMAC is 160 bits (SHA-1 for example) long, key size 128
bits and AP ID size 128 bits, then this row is 416 bits (encryp-
tion does not change the length of the SK).

HMACSA—APZ’{IDAPZ'| |ESA—AP1'{ SKMV—APZ’} }

FIG. 12 shows how much memory is required for one
MN’s SKC when the number of APs included in the context
increases. For 20 APs, the SKC size is about 1 KB.

FIG. 13 shows the memory requirements (Y-axis) for one
AP with multiple concurrent and active MNs (X-axis)
attached to it. The figure assumes that the number of APs
included in the SKC is 30. As can be seen from the figure, the
function is linearly growing.

FIGS. 14A and 15A are high level diagrams of respective
illustrative proactive and reactive scenarios of pre-exchanged
nonces, according to the present invention. More detailed
illustrations of each are shown in FIGS. 14B and 15B, respec-
tively. Each figure shows three messages in the beginning:
Measurement Report, Handover Command, and Handover
Confirm messages. The System Information message is a
message that is periodically broadcast by the access point.
These details will now be explained below.

Proactive (FIGS. 14A and 14B):

1. UE sends Measurement report to its current BS.

2. BS1 sends handover command based on the input from the
UE.

3. UE sends handover confirm. This should be integrity pro-
tected.

4. UE receives System Information message from the BS2.
This BS is the target of the UE’s handover. This message
contains: rand_BC, Oper id, BS2_ID, PA_ID, Cell_ID,
PubKey-ID, signatureCert. Rand_BC is used for replay
protection if it is not provided by lower layers. It is also
used for the key derivation (freshness). Rand_BC should
change often enough.

5. Inproactive context transfer mode, the previous BS pushes
the context to the target BS. This context is signed and
encrypted. Context_ID_BS1 is not encrypted because the
target BS can then map this context to the message that the
UE sends. The BS1_BS2_rand_A is a nonce that BS1 has
sent to the BS2 before in a Context Confirm message (7).
But if this is a first message from BS1 to BS2 then this
nonce is omitted.

6. UE sends a re-association request. UE signs the message
with the SK with the previous BS. UE attaches the context
id that identifies the UE’s context in the previous BS. UE’s
ciphering algorithm capabilities are also included in the
message. UE encrypts its temporary id (UE_TID) with the
SK with the previous BS. Finally UE adds paging area ID
and target BS id and previous BS ids. When the target BS
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gets this message it checks that the rand_BC is fresh and
that the BS ids are valid. Then it forwards the message to
the previous BS (see step 6 shown in the reactive handover
case of FIG. 15B). The target BS also selects the ciphering
algorithms based on UE_SecCap (see UEA and UIA in
3G). A mechanism (not shown) can also be provided to
differentiate reactive and proactive handovers. Also, if the
target BS has not received the Context Push message->it
could send a Context Pull message.

. Context confirm message. Context_ID_BSI1 is signed for

message authentication purposes. BS2 also sends a
BS1_BS2_rand_B, which the BS1 must add to the next
context push message.

. Re-Association confirm message. This message is signed

with the newly derived ciphering key and the context id and
new RLID are encrypted. Target BS also sends the selected
ciphering algorithms information and the information that
the UE sent earlier in step 6, to confirm that the received
information was valid (no man-in-the-middle).

Proxy location update. The target BS sends proxy location
update message to the SN-C to update the UE’s current BS
location. This message includes the signed contents from
UE in step 5 (the same as in step 5). This way the SN-C is
able to authenticate UE’s message and also the proxy loca-
tion update (it derives previous BS SK based on the
rand_BS_BS1 andrand_UE.I.e.the BS isnotable to spoof
the location update message. NOTE: This message is not
handover critical, but could be sent after message 7 if
needed.

30 10. Proxy location update acknowledgement.

Buffered packets from previous BS are then transferred to

the target BS.
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Reactive (FIGS. 15A and 15B):

1. UE sends Measurement report to its current BS.

2. BS1 sends handover command based on the input from
the UE.

3. UE sends handover confirm.

4. UE receives System Information message from the BS2.
This BS is the target of the UE’s handover. This message
contains rand_BC, Oper id, BS2_ID, PA_ID, Cell_ID,
PubKey_ID, signatureCert. Rand_BC is used for replay
protection if it is not provided by lower layers. It is also
used for the key derivation (freshness). Rand_BC should
change often enough.

5. UE sends a re-associate request. This message contains:
SignSK_UE_BS2{rand_BC,
SignSK_UE_BS1{rand_UE, Context_ID_BS1,
UE_SecCap, EncryptSK_UE_SecCap,
EncryptSK_UE_BS1{UE_TID}, PA_ID, BS2_ID,
BS1_ID}}. UE signs the message with the SK with the
previous BS. UE attaches the context id that identifies
the UE’s context in the previous BS. UE’s ciphering
algorithm capabilities are also included in the message.
UE encrypts its temporary id (UE_TID) with the SK
with the previous BS. Finally UE adds paging area 1D
and target BS id and previous BS ids. When the target BS
gets this message it checks that the rand_BC is fresh and
that the BS ids are valid. Then it forwards the message to
the previous BS (reactive handover case). The target BS
also selects the ciphering algorithms based on UE_Sec
Cap (see UEA and UIA in 3G).

6. Target BS sends context transfer request to the previous
BS. This message contains the signed message from the
UE. When previous BS gets this message it finds the
right session keys context based on the plain text Con-
text_ID_BS1 and uses the SK from it to verify the
received message.
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7. Then the BS collects RAN contexts and transfers them to
the target BS. If multiple messages are needed, previous
BS sends first the target BS specific entry from the
session keys context. This message is protected with
pair-wise session context transfer protection keys. When
target BS gets the context it finds the entry for itself and
decrypts the contents. It also derives ciphering keys
based on thetarget BS specific SK. Based on this derived
cipher key it verifies the UE’s signature (step 5). The
BS1_BS2 rand_A is a nonce that BS2 received from
BS1 earlier (replay protection) (see message 8).

8. Target BS sends context confirm message to the previous
BS. Previous BS can then release the resources for this
UE (free the memory taken by the session keys context).
BS2 sends a nonce to the BS1 for replay protection
reasons (BS1_BS2_rand_B).

9. Target BS sends re-association confirm message to the
UE. This message is signed with the newly derived
ciphering key and the context id and new RLID are
encrypted. Target BS also sends the selected ciphering
algorithms information and the information that the UE
sent earlier in step 5, to confirm that the received infor-
mation was valid (no man-in-the-middle).

10. The target BS sends proxy location update message to
the SN-C to update the UE’s current BS location. This
message includes the signed contents from UE in step 5
(the same as in step 6). This way the SN-C is able to
authenticate UE’s message and also the proxy location
update (it derives previous BS SK based on the rand_B-
S_BS1 and rand_UE). L.e. the BS is not able to spoof'the
location update message. NOTE: This message is not
handover critical, but could be sent after message 7 if
needed.

11. Proxy location update acknowledgement.

12. Buffered packets are delivered from the previous BS to
the target BS.

Referring now to FIG. 16, a system is shown, according to
the present invention, having a number of network elements
in combination. A source access point 1600 is shown con-
nected by a signal line 1602 to a target access point 1604.
Although only two access points are shown, other access
points may also be included in a grouping of such access
points. For instance, a number of access points in the geo-
graphical vicinity of a mobile node 1606 may be included in
a grouping of such access points all interconnected together
and also connected to a gateway 1608. Each of the network
elements shown in FIG. 16 show a signal processor and one or
more input/output devices. The gateway 1608 includes a sig-
nal processor 1610 connected on a line 1612 to an input/
output device 1614 which may in turn may be connected to an
authentication server that may reside on the internet or nearby
the gateway or even in the gateway. The gateway 1608 is
shown connected to both the source access point on a line
1616 and to the target access point 1604 on a line 1618. The
security associations for each access point may be provided
by the gateway on the connection lines 1616 and 1618.

The source access point 1600 is shown having an input/
output device 1620 connected by a line 1622 to a signal
processor 1624. The signal processor 1624 is shown con-
nected to an input/output device 1626 by a line 1628 and to an
input/output device 1630 by a line 1632. The input/output
device 1626 is shown connected by a signal line 1634 to an
antenna 1636 which communicates over a radio link 1638
with the mobile node 1606. An antenna 1640 is connected by
a signal line 1642 to an input/output device 1644 of the
mobile node 1606. The input/output device 1644 is connected
by a line 1646 to a signal processor 1648 of the mobile node
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1646. The signal processor 1648 may also be connected by a
signal line 1650 to another input/output device 1652 which
may be connected for instance to a user interface for allowing
a user of the mobile node to input information and to receive
information.

The target access point 1604 is shown including an input/
output device 1654 connected by the line 1602 to the input/
output device 1630 of the source access point 1600. This
connection, according to the invention, allows the direct com-
munication of either the context pull or context push mes-
sages described previously in connection with FIGS. 14A,
14B, 15A, and 15B. It also permits the communication of the
context response message, the context confirm message and
the user plane buffered packets from the source access point
to the target access point once the context confirmation mes-
sage is sent from the target access point to the source access
point.

The input/output device 1644 of the mobile node 1606 is
able to act as a receiver in response to the handover command
from the source access node 1600 transmitted over the wire-
less link 1638. As described previously, such a handover
command from the source access node contains, according to
the present invention, both a target access point identifier and
a source access point nonce. The signal processor receives the
signaling from the source access point and responds with a
handover confirm message to the source access node 1600
containing a mobile node nonce so that the source access
point can send the source access point nonce and the mobile
node nonce to the target access point 1604 during a handover
of the mobile node 1606 from the source access point to the
target access point.

The input/output device 1644 is also responsive to a system
information message from the target access point 1604 sent
over the wireless link 1672 containing the target access point
identifier and a target access point nonce. After receipt, this
information is transferred by the input/output device 1644 on
the line 1646 to the signal processor 1648 where it is pro-
cessed. For instance, a random number may be generated and
a session key associated with the target access point derived
based on the information sent from the both the source access
point and the target access point. The signal processor then
provides a re-association request message on the line 1646
back to the input/output device 1644 which in turn transmits
the re-association request message on the line 1642 to the
antenna 1640 where it is transmitted on the radio link 1672
back to the target access point antenna 1670. The target access
point receives the re-association request message on the line
1668 and provides it via the input/output device 1666 over the
line 1664 to the signal processor 1658. If a context push has
already taken place as described previously in connection
with FIGS. 14A and 14B, the signal processor 1658 will make
the necessary preparations to send the context confirm mes-
sage back to the source access point 1600. If a context push
has not taken place, the signal processor 1658 will carry out
the steps necessary in preparation for sending a context pull
message on the line 1602 to the source access point 1600
according to the methodology previously described in con-
nection with 15A and 15B. In either event, assuming the
single processor 1658 has received the proper context transfer
information from the source access point 1600 on the line
1602, the target access point will then make the preparations
necessary to send the context confirm message back to the
source access point on the line 1602. The source access point
will then close the interface to the mobile node and release
mobile node resources, i.e., it will free memory taken by the
session key or keys context.
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The target access point will assign a new radio link id, store
the mobile node radio access network and related contexts
and create a context id corresponding to the target access
point. A reassociation confirm message will then be sent by
the target access point over the radio link 1672 to the mobile
node 1606 and a proxy location update message will be sent
for example from the target access point on the line 1618 back
to the gateway. The gateway will acknowledge the proxy
location update and the source access point 1600 will then
transfer the buffered packets associated with the previous
session to the target access point on the line 1602 for process-
ing by the signal processor 1658. The signal processor 1658
will then be in a position to transfer the buffered packets to the
mobile node 1606 if needed.

FIG. 17 shows a non-limiting example of a signal processor
1700 which may be used in one or more of the network
elements shown in FIG. 16. The illustrated signal processor
comprises a general purpose signal processor having a read-
only memory 1702, a random access memory 1704, an input/
output device 1706, a central processing unit 1708, another
input/output device 1710, a clock 1712, and many other
devices shown generally at reference numeral 1714, all inter-
connected by data, address and control lines 1716. As will be
appreciated by any person skilled in the art, programming
code stored in the read only memory 1702 written according
to a selected programming language will be used by the
central processing unit 1708 to execute program steps to carry
out the various functions described previously. The random
access memory 1704 may be used to store intermediate
results of computations carried out by the central processing
unit 1708 and the various input/output devices 1706, 1710
may be used to communicate with other network elements as
described in detail in for instance FIG. 16. The signal proces-
sor 1700 may of course take other forms such as a digital
signal processor, an application specific integrated circuit,
discrete components, and other forms of hardware and firm-
ware in any combination.

V. Comparison

In this section, a brief comparison of the three prior art
proposals to the inventive SKC approach is made.

Comparison with Pre-Distribution

In pre-distribution the keys are distributed to APs and the
MN may visit the APs or not. Similarly according to the
inventor in SKC the keys are bundled into a data structure and
sent to the MN’s current AP but the MN may not visit all the
APs. In the pre-distribution scheme the APs are involved in
signaling with the GW every time a new MN attaches to the
area of the APs. This means that the APs need more control
signaling capacity and state information than in the invention
approach. More signaling capacity is needed from the GW as
well. In the invention approach the required memory is per AP
not for all APs, but the overall memory consumption differ-
ence is not big. The pre-distribution scheme is fast from the
handoff point of view, since the key is already located in the
target AP. However, the AP needs to find the correct key and
needs an identifier from the MN before this can happen. In the
invention approach, if the context transfer happens proac-
tively the target AP can prepare itself before the MN really
attaches to it.

An advantage over the pre-distribution scheme is that a
possible rogue-AP does not know which MNs are around. In
the pre-distribution scheme all the APs (in the active set)
know all the MNs or at least a number of MN’s attached to the
access network. In the re-distribution scheme the GW must
know for which APs to send the keys and when to send more
keys if the GW did not send the keys to all the existing APs
under its control. The tradeoft is between memory consump-
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tion and signaling load. The inventive SKC scenario can use
all the available memory to reduce signaling load.
Pros
Less signaling between GW and AP
Rogue-AP doesn’t know which MNs (or how many) are
around before the MN attaches to it.
AP is unnecessarily not involved before MN attaches to it.
Cons
Requires context transfers between APs
Comparison with Key-Request
The key-request method requires synchronized signaling
with the GW during the handoffs, which makes the scheme
potentially slower than for example the inventive proactive
SKC transfer. On the other hand no inter-AP interface is
needed. Especially if the inter-AP interface is not available
due to physical transport topology or protocol reasons, the
key-request mechanism could be considered roughly as fast
as context transfer through the GW. Key-request requires
control plane signaling with the GW, but context transfer may
not need that. The key-request method does not require as
much memory from the APs as our approach. In the key-
request method the keys can be derived on-request and thus
the key is fresh and it has full lifetime after handover. The
key-request scheme does not require as much memory from
the AP as the inventive approach. Thus, the key-request
method is memory optimized but at the cost of signaling load.
Pros
No need to do handoff critical synchronized signaling
between AP and GW.
Less signaling between GW and AP
Mobility and scalability optimized with the same security
level.
Cons
Requires context transfers between APs
Requires more memory in the AP.
Comparison with Pre-Authentication
Pre-authentication has the same advantages over the GW-
AP signaling load as the inventive approach, but requires
more signaling from the MN. If handover decisions happen
very fast it may be possible that the MN has not pre-authen-
ticated to the target AP. To fix this issue the MN would have to
pre-authenticate with all the neighboring APs. This makes the
pre-authentication scheme less efficient from the signaling
point of view. Also the neighboring APs need to reserve
memory for the keys, even if the MN never attaches to all of
the APs.
Pros
Less signaling between GW, AS and AP
Mobility optimized with the same security level.
Cons
Requires context transfers between APs.
Requires more memory in the AP.

CONCLUSION

The present invention is a novel SKC scheme that mitigates
rogue-AP threat with cryptographically separate SKs for
every AP. Supportive evidence been provided showing the
better scalability over the other existing proposals, namely
the key-request, pre-authentication, and pre-distribution
schemes without losing their security and mobility optimiza-
tion properties. Also the APs only get the SKs when they
really need them. This just-in-time provisioning means trust-
worthiness and security checks can be done as close to the
time of use of any keys as possible. Also described is a way to
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transfer nonces between the MN and the AP before handoff
for fresh ciphering key creation that reduces the overall hand-
off latency.

Although the invention has been shown and described with
respect to a best mode embodiment thereof, it should be
understood by those skilled in the art that the foregoing and
various other changes, omissions and additions in the form
and detail thereof may be made therein without departing
from the spirit and scope of the invention.
ABBREVIATIONS

Authentication Key

MN = Mobile Node

AP = Access Point

ACK = Authentication Keys Context

GW = Gateway

SA = Security Association

KR = Key Root

AS = Authentication Server

EAP = Extensible Authentication Protocol (RFC 3748)

KDF = Key Derivation Function

KDC = Key Distribution Center

CTP = Context Transfer Protocol

MAC = Message Authentication Code (RFC 2104)

MAC SA-AP = MAC calculated over data and shared secret
between GW & AP

PANA = Protocol for Carrying Authentication for Network Access

SK = Session Key

SKC = Session Keys Context
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The invention claimed is:

1. Method comprising:

receiving a handover command from a source access point
containing a target access point identifier and a source
access point nonce,

sending a handover confirm message to said source access
point containing a mobile node nonce so that said source
access point sends said source access point nonce and
said mobile node nonce to said target access point along
with a session key context during a handover of said
mobile node from said source access point to said target
access point wherein said session key context contains
session keys secured for both said source access point
and said target access point separately based on security
associations between a gateway and the source access
point and said target access point,

receiving a system information message from said target
access point containing said target access point identifier
and a target access point nonce,

sending a re-association request message to said target
access point encrypted using a mobile node nonce as
well as both said source access point nonce and said
target access point nonce,

receiving a re-association confirm message from said tar-
get access point encrypted using both said target access
point nonce and said mobile node nonce, and

receiving user plane buffered packets from said source
access point via said target access point.

2. The method of claim 1, further comprising:

choosing said mobile node nonce, and

deriving a session key based on said target access point
nonce for use in signing said re-association request mes-
sage.
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3. The method of claim 2, further comprising:

signing said re-association request message also using a
previously derived session key associated with said
source access point.

4. The method of claim 1, wherein said re-association
request message includes a context identifier associated with
said target access point.

5. Apparatus comprising:

at least one processor; and

at least one memory including computer program code, the

at least one memory and the computer program code
configured to with the at least one processor, cause the
apparatus at least to:

receive a handover command from a source access point

containing a target access point identifier and a source
access point nonce;

transmit a handover confirm message to said source access

point containing a mobile node nonce so that said source
access point sends said source access point nonce and
said mobile node nonce to said target access point along
with a session key context during a handover of said
mobile node from said source access point to said target
access point wherein said session key context contains
session keys secured for both said source access point
and said target access point separately based on security
associations between a gateway and the source access
point and said target access point;

receive a system information message from said target

access point containing said target access point identifier
and a target access point nonce;

transmit a re-association request message to said target

access point encrypted using a mobile node nonce as
well as both said source access point nonce and said
target access point nonce;

receive a re-association confirm message from said target

access point encrypted using both said target access
point nonce and said mobile node nonce; and

receive user plane buffered packets from said source access

point via said target access point.

6. The apparatus of claim 5, further comprising a signal
processor for selecting said mobile node nonce, and for deriv-
ing a session key based on said target access point nonce for
use in signing said re-association request message.

7. The apparatus of claim 6, wherein said signal processor
is also for signing said re-association request message also
using a previously derived session key associated with said
source access point.

8. The apparatus of claim 5, wherein said re-association
request message includes a context identifier associated with
said target access point.

9. Apparatus, comprising:

at least one processor; and

at least one memory including computer program code, the

at least one memory and the computer program code
configured to with the at least one processor, cause the
apparatus at least to:

store in the at least one memory a data structure including

separate session keys for each of a plurality of access
points in a communication network for communicating
with a mobile node in the communication network, each
session key based on a separate security association
between a gateway in the communication network and
each access point of said plurality of access points; and
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exchange said data structure by (A) sending, when said
access point is acting as a source access point, said data
structure from said at least one memory to a target access
point before a handover of said mobile node from said
source access point to said target access point, and (B)
when said access point is acting as a target access point,
(1) receive said data structure for said storage in said at
least one memory before a handover of'said mobile node
from a source access point to said target access point
wherein prior to said sending or receiving said data
structure, said mobile node has provided a nonce to said
source access point that is exchanged along with said
data structure, (2) during a handover send a system infor-
mation message containing a target access point identi-
fier and a target access point nonce to the mobile node,
(3) receive a re-association request message from the
mobile node encrypted using the mobile node nonce as
well as both the source access point nonce and the target
access point nonce, (4) send a re-association confirm
message to the mobile node encrypted using both the
target access point nonce and the mobile node nonce,
and (5) send user plane buffered packets to the mobile
node.

10. The access point of claim 9, where in in addition to said
nonce, other information is exchanged between said mobile
node and said source access point, said target access point, or
both, including information needed by said mobile node for
encryption algorithms used for exchanging encrypted infor-
mation with said target access point.

11. The access point of claim 9, wherein the session keys
are encrypted.

12. The access point of claim 11, wherein the session keys
include access point identity information.

13. The access point of claim 12, wherein the encrypted
session key and identity information are signed using said
security association between said gateway and said access
point.

14. The access point of claim 13, wherein said target access
point receiving said data structure is able to find it’s own
encrypted session key based on its identity.

15. The access point of claim 14, wherein said data struc-
ture has a structure as follows for said plurality of access
points comprising three access points:

HMACs,_ip {ID v

HMACSA—A_PI {IDAPI | |ESA—A_P1 {SKMN)C-API }”
HMACSA -AP2 {IDAP2| |ESA -AP2 { SKMN)C—AP2 } | |

HMACSA—A_.P:& {IDAP3| |ESA—A_P3 { SKMN).C—AP:% } } .
where each row in the data structure contains an access point

specific session key encrypted for a specific access point and
mobile node identity.

16. The access point of claim 9, wherein said data structure
has a structure as follows for said plurality of access points
comprising three access points:

HMACSA—API { IDZ\/INx' |
HMACSA—A_PI { IDAPI | |ESA—A_P1 { SKMN)C—APl } | |
HMACSA -AP2 { I])AP2 SA-AP2 "MNx-AP2 |

HMACSA—A_P3 {IDAP3| |ESA—A_P3 { SKMN)C—AP3 } }
where each row in the data structure contains an access point

specific session key encrypted for a specific access point and
mobile node identity.

17. The access point of claim 9, wherein said data structure
includes a context identifier.

#* #* #* #* #*





