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Abstract: The medium access control (MAC) and physical characteristics for wireless local area
networks (LANSs) are specified in this standard, part of a series of standards for local and metropol-
itan area networks. The medium access control unit in this standard is designed to support physical
layer units as they may be adopted dependent on the availability of spectrum. This standard con-
tains three physical layer units: two radio units, both operating in the 2400-2500 MHz band, and
one baseband infrared unit. One radio unit employs the frequency-hopping spread spectrum tech-
nique, and the other employs the direct sequence spread spectrum technique.
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IEEE Standards documents are developed within the Technical Committees of the IEEE Societies
and the Standards Coordinating Committees of the IEEE Standards Board. Members of the com-
mittees serve voluntarily and without compensation. They are not necessarily members of the Insti-
tute. The standards developed within IEEE represent a consensus of the broad expertise on the
subject within the Institute as well as those activities outside of IEEE that have expressed an inter-
est in participating in the development of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods and
services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in
the state of the art and comments received from users of the standard. Every IEEE Standard is sub-
jected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to
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Comments for revision of IEEE Standards are welcome from any interested party, regardless of
membership affiliation with IEEE. Suggestions for changes in documents should be in the form of a
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they relate to specific applications. When the need for interpretations is brought to the attention of
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also received the concurrence of a balance of interests. For this reason IEEE and the members of its
technical committees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration.
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Secretary, IEEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which a license may be required by an IEEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA;
(508) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can also be obtained through the Copyright Clearance Center.
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Introduction

(This introduction is not part of IEEE Std 802.11-1997, but is included for information only.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to

IEEE standard numbers.)
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* Formerly IEEE Std 802.1A.

This family of standards deals with the physical and data link layers as defined by the International Organi-
zation for Standardization/International Electrotechnical Commission (ISO/IEC) Open Systems Intercon-
nection Basic Reference Model (ISO/IEC 7498-1: 1994). The access standards define several types of
medium access technologies and associated physical media, each appropriate for particular applications or
system objectives. Other types are under investigation.

The standards defining the access technologies are as follows:

IEEE Std 802 Overview and Architecture. This standard provides an overview to the fam-
ily of IEEE 802 Standards. This document forms part of the 802.1 scope of
work.

e ANSIIEEE Std 802.1B LAN/MAN Management. Defines an Open Systems Interconnection (OSI)

and 802.1k management-compatible architecture, and services and protocol elements
[ISO/IEC 15802-2] for use in a LAN/MAN environment for performing remote management.
* ANSUIEEE Std 802.1D  MAC Bridging. Specifies an architecture and protocol for the interconnec-
[ISO/TEC 10038] tion of IEEE 802 LANs below the MAC service boundary.
e ANSIIEEE Std 802.1E  System Load Protocol. Specifies a set of services and protocol for those
[ISO/TEC 15802-4] aspects of management concerned with the loading of systems on IEEE
802 LAN:S.

e ANSI/IEEE Std 802.2 Logical Link Control
[ISO/IEC 8802-2]

e ANSUIEEE Std 802.3 CSMA/CD Access Method and Physical Layer Specifications
[ISO/IEC 8802-3]

e ANSI/IEEE Std 802.4 Token Passing Bus Access Method and Physical Layer Specifications
[ISO/IEC 8802-4]
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e ANSIIEEE Std 802.5 Token Ring Access Method and Physical Layer Specifications
[ISO/IEC 8802-5]

* ANSUIEEE Std 802.6 Distributed Queue Dual Bus Access Method and Physical Layer
[ISO/IEC 8802-6] Specifications

e ANSI/IEEE Std 802.9 Integrated Services (IS) LAN Interface at the Medium Access Control
[ISO/TIEC 8802-9] (MAC) and Physical (PHY) Layers

e ANSUIEEE Std 802.10  Interoperable LAN/MAN Security

* JEEE Std 802.11 Wireless LAN Medium Access Control (MAC) and Physical Layer
[ISO/IEC DIS 8802-11]  Specifications

e ANSUIEEE Std 802.12  Demand Priority Access Method, Physical Layer and Repeater
[ISO/IEC DIS 8802-12]  Specifications

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

* JEEE Std 802.7 IEEE Recommended Practice for Broadband Local Area Networks
The following additional working group has authorized standards projects under development:

» IEEE 802.14 Standard Protocol for Cable-TV Based Broadband Communication Network

The reader of this standard is urged to become familiar with the complete family of standards.

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3.

IEEE Std 802.11-1997

This standard defines the protocol and compatible interconnection of data communication equipment via the
“air,” radio or infrared, in a local area network (LAN) using the carrier sense multiple access protocol with
collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) supports
operation under control of an access point as well as between independent stations. The protocol includes
authentication, association, and reassociation services, an optional encryption/decryption procedure, power
management to reduce power consumption in mobile stations, and a point coordination function for time-
bounded transfer of data. The standard includes the definition of the management information base (MIB)
using Abstract Syntax Notation 1 (ASN.1) and specifies the MAC protocol in a formal way, using the Speci-
fication and Description Language (SDL).

The infrared implementation of the PHY supports 1 Mbit/s data rate with an optional 2 Mbit/s extension.
The radio implementations of the PHY specify either a frequency-hopping spread spectrum (FHSS) support-
ing 1 Mbit/s and an optional 2 Mbit/s data rate or a direct sequence spread spectrum (DSSS) supporting both
1 and 2 Mbit/s data rates.
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This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material. Information on the current revision state of this and
other IEEE 802 standards may be obtained from

Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331 USA
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7. Frame formats

The format of the MAC frames is specified in this clause. All stations shall be able to properly construct
frames for transmission and decode frames upon reception, as specified in this clause.

7.1 MAC frame formats
Each frame consists of the following basic components:

a) A MAC header, which comprises frame control, duration, address, and sequence control informa-
tion.

b) A variable length frame body, which contains information specific to the frame type.

c) A frame check sequence (FCS), which contains an IEEE 32-bit cyclic redundancy code (CRC).

7.1.1 Conventions

The MAC protocol data units (MPDUs) or frames in the MAC sublayer are described as a sequence of fields
in specific order. Each figure in Clause 7 depicts the fields/subfields as they appear in the MAC frame and in
the order in which they are passed to the physical layer convergence protocol (PLCP), from left to right.

In figures, all bits within fields are numbered, from O to k, where the length of the field is k£ + 1 bit. The octet
boundaries within a field can be obtained by taking the bit-numbers of the field modulo 8. Octets within
numeric fields that are longer than a single octet are depicted in increasing order of significance, from lowest
numbered bit to highest numbered bit. The octets in fields longer than a single octet are sent to the PLCP in
order from the octet containing the lowest numbered bits to the octet containing the highest numbered bits.

Any field containing a CRC is an exception to this convention and is transmitted commencing with the coef-
ficient of the highest-order term.

MAC addresses are assigned as ordered sequences of bits. The Individual/Group bit is always transferred
first and is bit O of the first octet.

Values specified in decimal are coded in natural binary unless otherwise stated. The values in Table 1 are in
binary, with the bit assignments shown in the table. Values in other tables are shown in decimal notation.

Reserved fields and subfields are set to 0 upon transmission and are ignored on reception.
7.1.2 General frame format

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 12 depicts
the general MAC frame format. The fields Address 2, Address 3, Sequence Control, Address 4, and Frame
Body are only present in certain frame types. Each field is defined in 7.1.3. The format of the each of the
individual frame types is defined in 7.2.

Octets: 2 2 6 6 6 2 6 0-2312 4

Frame | Duration/ | ayqecs 1 | Address 2| Address 3 | SSUENCe| Aqqress 4| raMe

Control ID Control Body FCS

v

P
l

MAC Header

Figure 12—MAC frame format
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7.1.3 Frame fields
7.1.3.1 Frame Control field

The Frame Control field consists of the following subfields: Protocol Version, Type, Subtype, To DS, From
DS, More Fragments, Retry, Power Management, More Data, Wired Equivalent Privacy (WEP), and Order.
The format of the frame control field is illustrated in Figure 13.

BO B1B2 B3B4 B7 B8 B9 B10 B11 B12 B13 B14 B15

Protocol

ot To From | More Retry Pwr More WEP | Order
ersion

Type Subtype DS | DS | Frag Mgt | Data

+—— PPt PPt PP P4 ——>
Bits: 2 2 4 1 1 1 1 1 1 1 1

Figure 13—Frame Control field

7.1.3.1.1 Protocol Version field

The Protocol Version field is 2 bits in length and is invariant in size and placement across all revisions of
IEEE Std 802.11. For this standard, the value of the protocol version is 0. All other values are reserved. The
revision level will be incremented only when a fundamental incompatibility exists between a new revision
and the prior edition of the standard. A device that receives a frame with a higher revision level than it sup-
ports will discard the frame without indication to the sending station, or to LLC.

7.1.3.1.2 Type and Subtype fields

The Type field is 2 bits in length, and the Subtype field 4 bits in length. The Type and Subtype fields together
identify the function of the frame. There are three frame types: control, data, and management. Each of the
frame types have several defined subtypes. Table 1 defines the valid combinations of type and subtype.

Table 1— Valid type/subtype combinations

Ty{))g xl;z;lue Type description Sggtggzgﬁﬁ:e Subtype description

00 Management 0000 Association request

00 Management 0001 Association response

00 Management 0010 Reassociation request

00 Management 0011 Reassociation response

00 Management 0100 Probe request

00 Management 0101 Probe response

00 Management 0110-0111 Reserved

00 Management 1000 Beacon

00 Management 1001 Announcement traffic indication message
(ATIM)

00 Management 1010 Disassociation

This is an Archive Standard. It has been superseded by a later version of the standard.
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Table 1— Valid type/subtype combinations (continued)

Type value

Subtype value

b3 b2 Type description b7 b6 b5 bd Subtype description
00 Management 1011 Authentication
00 Management 1100 Deauthentication
00 Management 1101-1111 Reserved
01 Control 0000-1001 Reserved
01 Control 1010 Power Save (PS)-Poll
01 Control 1011 Request To Send (RTS)
01 Control 1100 Clear To Send (CTS)
01 Control 1101 Acknowledgment (ACK)
01 Control 1110 Contention Free (CF)-End
01 Control 1111 CF-End + CF-Ack
10 Data 0000 Data
10 Data 0001 Data + CF-Ack
10 Data 0010 Data + CF-Poll
10 Data 0011 Data + CF-Ack + CF-Poll
10 Data 0100 Null function (no data)
10 Data 0101 CF-Ack (no data)
10 Data 0110 CF-Poll (no data)
10 Data 0111 CF-Ack + CF-Poll (no data)
10 Data 1000-1111 Reserved
11 Reserved 0000-1111 Reserved

7.1.3.1.3 To DS field

The To DS field is 1 bit in length and is set to 1 in data type frames destined for the DS. This includes all data
type frames sent by STAs associated with an AP. The To DS field is set to O in all other frames.

7.1.3.1.4 From DS field

The From DS field is 1 bit in length and is set to 1 in data type frames exiting the DS. It is set to O in all other
frames.

The permitted To/From DS bit combinations and their meanings are given in Table 2.

7.1.3.1.5 More Fragments field

The More Fragments field is 1 bit in length and is set to 1 in all data or management type frames that have
another fragment of the current MSDU or current MMPDU to follow. It is set to O in all other frames.

This is an Archive Standard. It has been superseded by a later version of the standard.
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Table 2—To/From DS combinations in data type frames

To/From DS values Meaning
ToDS =0 A data frame direct from one STA to another STA within the same
From DS =0 IBSS, as well as all management and control type frames.
ToDS =1 Data frame destined for the DS.
From DS =0
ToDS =0 Data frame exiting the DS.
From DS =1
ToDS =1 Wireless distribution system (WDS) frame being distributed from
From DS =1 one AP to another AP.

7.1.3.1.6 Retry field

The Retry field is 1 bit in length and is set to 1 in any data or management type frame that is a retransmission
of an earlier frame. It is set to O in all other frames. A receiving station uses this indication to aid in the pro-
cess of eliminating duplicate frames.

7.1.3.1.7 Power Management field

The Power Management field is 1 bit in length and is used to indicate the power management mode of a
STA. The value of this field remains constant in each frame from a particular STA within a frame exchange
sequence defined in 9.7. The value indicates the mode in which the station will be after the successful com-
pletion of the frame exchange sequence.

A value of 1 indicates that the STA will be in power-save mode. A value of 0 indicates that the STA will be
in active mode. This field is always set to O in frames transmitted by an AP.

7.1.3.1.8 More Data field

The More Data field is 1 bit in length and is used to indicate to a STA in power-save mode that more
MSDUs, or MAC management PDUs (MMPDUs) are buffered for that STA at the AP. The More Data field
is valid in directed data or management type frames transmitted by an AP to an STA in power-save mode. A
value of 1 indicates that at least one additional buffered MSDU, or MMPDU, is present for the same STA.

The More Data field may be set to 1 in directed data type frames transmitted by a contention-free (CF)-Pol-
lable STA to the point coordinator (PC) in response to a CF-Poll to indicate that the STA has at least one
additional buffered MSDU available for transmission in response to a subsequent CF-Poll.

The More Data field is set to O in all other directed frames.

The More Data field is set to “1” in broadcast/multicast frames transmitted by the AP, when additional
broadcast/multicast MSDUs, or MMPDUSs, remain to be transmitted by the AP during this beacon interval.
The More Data field is set to “0” in broadcast/multicast frames transmitted by the AP when no more broad-
cast/multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval and in
all broadcast/multicast frames transmitted by non-AP stations.

7.1.3.1.9 WEP field

The WEP field is 1 bit in length. It is set to 1 if the Frame Body field contains information that has been pro-
cessed by the WEP algorithm. The WEP field is only set to 1 within frames of type Data and frames of type

This is an Archive Standard. It has been superseded by a later version of the standard.
Exhibit 1014 Copyright © 1997 IEEE. All rights reserved. 37

Page 12 of 34 . - i
Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore. Restrictions apply.



IEEE
Std 802.11-1997 LOCAL AND METROPOLITAN AREA NETWORKS:

Management, subtype Authentication. The WEP field is set to O in all other frames. When the WEP bit is set
to 1, the Frame Body field is expanded as defined in 8.2.5.

7.1.3.1.10 Order field

The Order field is 1 bit in length and is set to 1 in any data type frame that contains an MSDU, or fragment
thereof, which is being transferred using the StrictlyOrdered service class. This field is set to O in all other
frames.

7.1.3.2 Duration/ID field
The Duration/ID field is 16 bits in length. The contents of the this field is as follows:

a) In control type frames of subtype Power Save (PS)-Poll, the Duration/ID field carries the association
identity (AID) of the station that transmitted the frame in the 14 least significant bits (Isb), with the 2
most significant bits (msb) both set to 1. The value of the AID is in the range 1-2007.

b) In all other frames, the Duration/ID field contains a duration value as defined for each frame type in
7.2. For frames transmitted during the contention-free period (CFP), the duration field is set to
32 768.

Whenever the contents of the Duration/ID field are less than 32 768, the duration value is used to update the
network allocation vector (NAV) according to the procedures defined in Clause 9.

The encoding of the Duration/ID field is given in Table 3.

Table 3—Duration/ID field encoding

Bit 15 Bit 14 Bits 13-0 Usage
0 0-32767 Duration
1 0 0 Fixed value within frames transmitted during the CFP
1 0 1-16 383 Reserved
1 1 0 Reserved
1 1 1-2 007 AID in PS-Poll frames
1 1 2008-16 383 | Reserved

7.1.3.3 Address fields

There are four address fields in the MAC frame format. These fields are used to indicate the BSSID, source
address, destination address, transmitting station address, and receiving station address. The usage of the
four address fields in each frame type is indicated by the abbreviations BSSID, DA, SA, RA, and TA, indi-
cating BSS identifier (BSSID), Destination Address, Source Address, Receiver Address, and Transmitter
Address, respectively. Certain frames may not contain some of the address fields.

Certain address field usage is specified by the relative position of the Address field (1-4) within the MAC
header, independent of the type of address present in that field. For example, receiver address matching is
always performed on the contents of the Address 1 field in received frames, and the receiver address of CTS
and ACK frames is always obtained from the Address 2 field in the corresponding RTS frame, or from the
frame being acknowledged.
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7.1.3.3.1 Address representation

Each Address field contains a 48-bit address as defined in 5.2 of IEEE Std 802-1990.
7.1.3.3.2 Address designation

A MAC sublayer address is one of two types:

a)  Individual address. The address associated with a particular station on the network.

b)  Group address. A multidestination address, associated with one or more stations on a given network.
There are two kinds of group addresses:

1)  Multicast-group address. An address associated by higher-level convention with a group of log-
ically related stations.

2) Broadcast address. A distinguished, predefined multicast address that always denotes the set of
all stations on a given LAN. All 1’s in the Destination Address field are interpreted to be the
broadcast address. This group is predefined for each communication medium to consist of all
stations actively connected to that medium; it is used to broadcast to all the active stations on
that medium. All stations are able to recognize the broadcast address. It is not necessary that a
station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and universal (globally administered)
addresses. The nature of a body and the procedures by which it administers these universal (globally admin-
istered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

7.1.3.3.3 BSSID field

The BSSID is a 48-bit field of the same format as an IEEE 802 MAC address. This field uniquely identifies
each BSS. The value of this field, in an infrastructure BSS, is the MAC address currently in use by the STA
in the AP of the BSS.

The value of this field in an IBSS is a locally administered IEEE MAC address formed from a 46-bit random
number generated according to the procedure defined in 11.1.3. The individual/group bit of the address is set
to 0. The universal/local bit of the address is set to 1. This mechanism is used to provide a high probability of
selecting an unique BSSID.

The value of all 1’s is used to indicate the broadcast BSSID. A broadcast BSSID may only be used in the
BSSID field of management frames of subtype probe request.

7.1.3.3.4 Destination Address (DA) field

The Destination Address (DA) field contains an IEEE MAC individual or group address that identifies the
MAC entity or entities intended as the final recipient(s) of the MSDU (or fragment thereof) contained in the
frame body field.

7.1.3.3.5 Source Address (SA) field

The Source Address (SA) field contains an IEEE MAC individual address that identifies the MAC entity
from which the transfer of the MSDU (or fragment thereof) contained in the frame body field was initiated.
The individual/group bit is always transmitted as a zero in the source address.
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7.1.3.3.6 Receiver Address (RA) field

The receiver address (RA) field contains an IEEE MAC individual or group address that identifies the
intended immediate recipient STA(s), on the wireless medium (WM), for the information contained in the
frame body field.

7.1.3.3.7 Transmitter Address (TA) field

The transmitter address (TA) field contains an IEEE MAC individual address that identifies the STA that
transmitted, onto the WM, the MPDU contained in the frame body field. The Individual/Group bit is always
transmitted as a zero in the transmitter address.

7.1.3.4 Sequence Control field

The Sequence Control field is 16 bits in length and consists of two subfields, the Sequence Number and the
Fragment Number. The format of the Sequence Control field is illustrated in Figure 14.

BO B3 B4 B15
Fragment Number Sequence Number
Bits: 4 B 12 i’

Figure 14—Sequence Control field

7.1.3.4.1 Sequence Number field

The Sequence Number is a 12-bit field indicating the sequence number of an MSDU, or MMPDU. Each
MSDU or MMPDU transmitted by a STA is assigned a sequence number. Sequence numbers are assigned
from a single modulo 4096 counter, starting at 0 (zero) and incrementing by 1 (one) for each MSDU or
MMPDU. Each fragment of an MSDU or MMPDU contains the assigned sequence number. The sequence
number remains constant in all retransmissions of an MSDU, MMPDU, or fragment thereof.

7.1.3.4.2 Fragment Number field

The Fragment Number is a 4-bit field indicating the number of each fragment of an MSDU or MMPDU. The
fragment number is set to zero in the first or only fragment of an MSDU or MMPDU and is incremented by
one for each successive fragment of that MSDU or MMPDU. The fragment number remains constant in all
retransmissions of the fragment.

7.1.3.5 Frame Body field

The Frame Body is a variable length field and contains information specific to individual frame types and
subtypes. The minimum frame body is zero octets. The maximum length frame body is defined by the maxi-
mum length (MSDU + ICV + IV); where ICV and IV are the WEP fields defined in 8.2.5.

7.1.3.6 FCS field

The FCS field is a 32-bit field containing a 32-bit CRC. The FCS is calculated over all the fields of the MAC
header and the Frame Body field. These are referred to as the calculation fields.

The FCS is calculated using the following standard generator polynomial of degree 32:

G =x 2+ x40 4 x40 P e O B e P et 4 P x4 1
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The FCS is the one’s complement of the sum (modulo 2) of the following:
a)  The remainder of XK x ()c31 0+ x4 et xt 1) divided (modulo 2) by G(x), where k is the
number of bits in the calculation fields, and
b) The remainder after multiplication of the contents (treated as a polynomial) of the calculation fields
by x°2 and then division by G(x).

The FCS field is transmitted commencing with the coefficient of the highest-order term.

As a typical implementation, at the transmitter, the initial remainder of the division is preset to all ones and
is then modified by division of the calculation fields by the generator polynomial G(x). The one’s comple-
ment of this remainder is transmitted, with the high-order bit first, as the FCS field.

At the receiver, the initial remainder is preset to all ones and the serial incoming bits of the calculation fields
and FCS, when divided by G(x), results in the absence of transmission errors, in a unique nonzero remainder
value. The unique remainder value is the polynomial:

x31 + x30 26 25 24 18

+x24 4y 15 14 12 11 10

+X T +XT+X +X 8 6

5 4 3

+xV+x +x +x°+ X7+ + X+ +x+ 1

7.2 Format of individual frame types
7.2.1 Control frames

In the following descriptions, “immediately previous” frame means a frame whose reception concluded
within the prior short interframe space (SIFS) interval.

The subfields within the Frame Control field of control frames are set as illustrated in Figure 15.

Protocol To From More Pwr  More

Bo Version Tpe Sublype DS DS Frag "o Mgt Data 5" O7gL
Protocol Pwr
Version Control Subtype 0 0 0 0 Mgt 0 0 0

PPt P4 — P4t PPt PP P— > —>
Bits: 2 2 4 1 1 1 1 1 1 1 1

Figure 15—Frame Control field subfield values within control frames

7.2.1.1 Request To Send (RTS) frame format

The frame format for the RTS frame is as defined in Figure 16.

Octets: 2 2 6 6 4
Frame .
Control Duration RA TA FCS
MAC Header

Figure 16 —RTS frame

The RA of the RTS frame is the address of the STA, on the WM, that is the intended immediate recipient of
the pending directed data or management frame.
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The TA is the address of the STA transmitting the RTS frame.

The duration value is the time, in microseconds, required to transmit the pending data or management frame,
plus one CTS frame, plus one ACK frame, plus three SIFS intervals. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.2 Clear To Send (CTS) frame format

The frame format for the CTS frame is as defined in Figure 17.

Octets: 2 2 6 4
Frame | buration | RA FCs
Control

MAC Header

Figure 17—CTS frame

The RA of the CTS frame is copied from the TA field of the immediately previous RTS frame to which the
CTS is a response.

The duration value is the value obtained from the Duration field of the immediately previous RTS frame,
minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval. If the calculated
duration includes a fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.3 Acknowledgment (ACK) frame format

The frame format for the ACK frame is as defined in Figure 18.

Octets: 2 2 6 4
Frame | o o RA FCS
Control uration

MAC Header

Figure 18— ACK frame

The RA of the ACK frame is copied from the Address 2 field of the immediately previous directed data,
management, or PS-Poll control frame.

If the More Fragment bit was set to O in the Frame Control field of the immediately previous directed data or
management frame, the duration value is set to 0. If the More Fragment bit was set to 1 in the Frame Control
field of the immediately previous directed data or management frame, the duration value is the value
obtained from the Duration field of the immediately previous data or management frame, minus the time, in
microseconds, required to transmit the ACK frame and its SIFS interval. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.4 Power-Save Poll (PS-Poll) frame format

The frame format for the PS-Poll frame is as defined in Figure 19.
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Octets: 2 2 6 6 4
crame AD | BSSID A FCS
) MAC Header g

Figure 19—PS-Poll frame

The BSSID is the address of the STA contained in the AP. The TA is the address of the STA transmitting the
frame. The AID is the value assigned to the STA transmitting the frame by the AP in the association response
frame that established that STA’s current association.

The AID value always has its 2 msb both set to 1. All STAs, upon receipt of a PS-Poll frame, update their
NAV settings as appropriate under the coordination function rules using a duration value equal to the time, in
microseconds, required to transmit one ACK frame plus one SIFS interval.

7.2.1.5 CF-End frame format

The frame format for the CF-End frame is as defined in Figure 20.

Octets: 2 2 6 6 4
Frame | b ration RA BSSID FCS
Control

MAC Header

Figure 20— CF-End frame

The BSSID is the address of the STA contained in the AP. The RA is the broadcast group address.
The Duration field is set to 0.
7.2.1.6 CF-End + CF-Ack frame format

The frame format for the contention-free-end acknowledge (CF-End + CF-Ack) frame is as defined in Fig-

ure 21.
Octets: 2 2 6 6 4
Frame .
Control Duration RA BSSID FCS
MAC Header

Figure 21 —CF-End + CF-Ack Frame

The BSSID is the address of the STA contained in the AP. The RA is the broadcast group address.
The Duration field is set to 0.
7.2.2 Data frames

The frame format for a Data frame is independent of subtype and is as defined in Figure 22.
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Octets: 2 2 6 6 6 2 6 0-2312 4
Frame | Duration / Address 1| Address 2 | Address 3 Sequence Address 4 Frame Body FCS
Control ID Control

< »
MAC Header

Figure 22—Data frame

The content of the Address fields of the data frame is dependent upon the values of the To DS and From DS
bits and is defined in Table 4. Where the content of a field is shown as N/A, the field is omitted. Note that
Address 1 always holds the receiver address of the intended receiver (or, in the case of multicast frames,
receivers), and that Address 2 always holds the address of the station that is transmitting the frame.

Table 4 —Address field contents

To DS From DS Address 1 Address 2 Address 3 Address 4
0 0 DA SA BSSID N/A
0 1 DA BSSID SA N/A
1 0 BSSID SA DA N/A
1 1 RA TA DA SA

A station uses the contents of the Address 1 field to perform address matching for receive decisions. In cases
where the Address 1 field contains a group address, the BSSID also is validated to ensure that the broadcast
or multicast originated in the same BSS.

A station uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is nec-
essary.

The DA is the destination of the MSDU (or fragment thereof) in the frame body field.

The SA is the address of the MAC entity that initiated the MSDU (or fragment thereof) in the frame body
field.

The RA is the address of the STA contained in the AP in the wireless distribution system that is the next
immediate intended recipient of the frame.

The TA is the address of the STA contained in the AP in the wireless distribution system that is transmitting
the frame.

The BSSID of the Data frame is determined as follows:

a)  If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b)  If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.

The frame body consists of the MSDU or a fragment thereof, and a WEP IV and ICV (if and only if the WEP
subfield in the frame control field is set to 1). The frame body is null (zero octets in length) in data frames of
Subtype Null function (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data).

This is an Archive Standard. It has been superseded by a later version of the standard.
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Within all data type frames sent during the CFP, the Duration field is set to the value 32 768. Within all data
type frames sent during the contention period, the Duration field is set according to the following rules:

— If the Address 1 field contains a group address, the duration value is set to 0.

— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit one ACK frame, plus one SIFS interval.

— If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the data frame is based on the rules in 9.6 that determine the data rate at
which the control frames in the frame exchange sequence are transmitted. If the calculated duration includes
a fractional microsecond, that value is rounded up to the next higher integer. All stations process Duration
field values less than or equal to 32 767 from valid data frames to update their NAV settings as appropriate
under the coordination function rules.

7.2.3 Management frames

The frame format for a Management frame is independent of frame subtype and is as defined in Figure 23.

Octets: 2 2 6 6 6 2 0-2312 4
Frame | b ration | DA SA BSSID |Sequence Frame Body FCS
Control Control

MAC Header

Figure 23—Management frame format

A STA uses the contents of the Address 1 field to perform the address matching for receive decisions. In the
case where the Address 1 field contains a group address and the frame type is other than Beacon, the BSSID
also is validated to ensure that the broadcast or multicast originated in the same BSS. If the frame type is
Beacon, other address matching rules apply, as specified in 11.1.2.3.

The address fields for management frames do not vary by frame subtype.
The BSSID of the management frame is determined as follows:

a)  If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b)  If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.

¢) In Management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the
broadcast BSSID as defined in the procedures specified in Clause 10.

The DA is the destination of the frame.

The SA is the address of the station transmitting the frame.

Within all management type frames sent during the CFP, the Duration field is set to the value 32 768. Within
all management type frames sent during the contention period, the Duration field is set according to the fol-

lowing rules:

— If the DA field contains a group address, the duration value is set to 0.
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—  If the More Fragments bit is set to O in the Frame Control field of a frame and the DA contains an
individual address, the duration value is set to the time, in microseconds, required to transmit one
ACK frame, plus one SIFS interval.

— If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the DA contains an
individual address, the duration value is the time, in microseconds, required to transmit the next
fragment of this management frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the management frame is based on the rules in 9.6 that determine the data
rate at which the control frames in the frame exchange sequence are transmitted. If the calculated duration
includes a fractional microsecond, that value is rounded up to the next higher integer. All stations process
Duration field values less than or equal to 32 767 from valid management frames to update their NAV set-
tings as appropriate under the coordination function rules.

The frame body consists of the fixed fields and information elements defined for each management frame
subtype. All fixed fields and information elements are mandatory unless stated otherwise, and they can
appear only in the specified order. Stations encountering an element type they do not understand ignore that
element. Element type codes not explicitly defined in the standard are reserved, and do not appear in any
frames.

7.2.3.1 Beacon frame format

The frame body of a management frame of subtype Beacon contains the information shown in Table 5.

Table 5—Beacon frame body

Order Information Note

1 Timestamp
2 Beacon interval
3 Capability information
4 SSID
5 Supported rates
6 FH Parameter Set 1
7 DS Parameter Set 2
8 CF Parameter Set 3
9 IBSS Parameter Set 4

10 TIM 5

NOTES

1—The FH Parameter Set information element is only present within Beacon frames
generated by STAs using frequency-hopping PHYSs.

2—The DS Parameter Set information element is only present within Beacon frames
generated by STAs using direct sequence PHYSs.

3—The CF Parameter Set information element is only present within Beacon frames
generated by APs supporting a PCF.

4—The IBSS Parameter Set information element is only present within Beacon
frames generated by STAs in an IBSS.

5—The TIM information element is only present within Beacon frames generated by
APs.

7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

The frame body of a management frame of subtype ATIM is null.
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7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in Table 6.

Table 6 —Disassociation frame body

Order Information

1 Reason code

7.2.3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the information shown in
Table 7.

Table 7 —Association Request frame body

Order Information
1 Capability information
2 Listen interval
3 SSID
4 Supported rates

7.2.3.5 Association Response frame format

The frame body of a management frame of subtype Association Response contains the information shown in
Table 8.

Table 8 —Association Response frame body

Order Information
1 Capability information
2 Status code
3 Association ID (AID)
4 Supported rates

This is an Archive Standard. It has been superseded by a later version of the standard.
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7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information shown
in Table 9.

Table 9—Reassociation Request frame body

Order Information
1 Capability information
2 Listen interval
3 Current AP address
4 SSID
5 Supported rates

7.2.3.7 Reassociation Response frame format

The frame body of a management frame of subtype Reassociation Response contains the information shown
in Table 10.

Table 10—Reassociation Response frame body

Order Information
1 Capability information
2 Status code
3 Association ID (AID)
4 Supported rates

7.2.3.8 Probe Request frame format

The frame body of a management frame of subtype Probe Request contains the information shown in Table 11.

Table 11—Probe Request frame body

Order Information
1 SSID
2 Supported rates
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7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response contains the information shown in Table 12.

Table 12—Probe Response frame body

Order Information Note
1 Timestamp
2 Beacon interval
3 Capability information
4 SSID
5 Supported rates
6 FH Parameter Set 1
7 DS Parameter Set 2
8 CF Parameter Set 3
9 IBSS Parameter Set 4

NOTES

1—The FH Parameter Set information element is only present within
Probe Response frames generated by STAs using frequency-hopping
PHYs.

2—The DS Parameter Set information element is only present within
Probe Response frames generated by STAs using direct sequence PHYss.
3—The CF Parameter Set information element is only present within
Probe Response frames generated by APs supporting a PCE.

4—The IBSS Parameter Set information element is only present within
Probe Response frames generated by STAs in an IBSS.

7.2.3.10 Authentication frame format

The frame body of a management frame of subtype Authentication contains the information shown in Table 13.

Table 13— Authentication frame body

Order Information Note
1 Authentication algorithm number
2 Authentication transaction sequence
number

3 Status code 1

4 Challenge text 2
NOTES
1—The status code information is reserved and set to O in certain Authen-
tication frames as defined in Table 14.
2—The challenge text information is only present in certain Authentication
frames as defined in Table 14.

This is an Archive Standard. It has been superseded by a later version of the standard.
Exhibit 1014 Copyright © 1997 IEEE. All rights reserved. 49

Page 24 of 34 . - i
Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore. Restrictions apply.



IEEE
Std 802.11-1997 LOCAL AND METROPOLITAN AREA NETWORKS:

Table 14—Presence of challenge text information

pontcaton, | Aubenaion s, g code | Challnge e
Open System 1 Reserved Not present
Open System 2 Status Not present
Shared Key 1 Reserved Not present
Shared Key 2 Status Present
Shared Key 3 Reserved Present
Shared Key 4 Status Not present

7.2.3.11 Deauthentication

The frame body of a management frame of subtype Deauthentication contains the information shown in
Table 15.

Table 15—Deauthentication frame body

Order Information Note

1 Reason code

7.3 Management frame body components

Within management frames, fixed-length mandatory frame body components are defined as fixed fields;
variable length mandatory and all optional frame body components are defined as information elements.

7.3.1 Fixed fields
7.3.1.1 Authentication Algorithm Number field
The Authentication Algorithm Number field indicates a single authentication algorithm. The length of the
Authentication Algorithm Number field is two octets. The Authentication Algorithm Number field is illus-
trated in Figure 24. The following values are defined for authentication algorithm number:

Authentication algorithm number = 0: Open System

Authentication algorithm number = 1: Shared Key
All other values of authentication number are reserved.

BO B15
Authentication Algorithm
Number
Octets: < 2 >

Figure 24— Authentication Algorithm Number fixed field
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7.3.1.2 Authentication Transaction Sequence Number field

The Authentication Transaction Sequence Number field indicates the current state of progress through a
multistep transaction. The length of the Authentication Transaction Sequence Number field is two octets.
The Authentication Transaction Sequence Number field is illustrated in Figure 25.

BO B15

Authenticatioﬁ Transaction
Sequence Number

Octets: +t—— 2 - >

Figure 25— Authentication Transaction Sequence Number fixed field

7.3.1.3 Beacon Interval field

The Beacon Interval field represents the number of time units (TU) between target beacon transmission
times (TBTTs). The length of the Beacon Interval field is two octets. The Beacon Interval field is illustrated
in Figure 26.

BO B15

Beacon Interval
1

Octets: +— 2 - »

Figure 26 —Beacon Interval fixed field

7.3.1.4 Capability Information field

The Capability Information field contains a number of subfields that are used to indicate requested or adver-
tised capabilities. The length of the Capability Information field is two octets. The Capability Information
field consists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll Request, and Privacy. The remain-
ing part of the Capability Information field is reserved. The format of the Capability Information field is as
illustrated in Figure 27.

BO B1 B2 B3 B4 B5 . B15
7/
CF CF Poll .
ESS IBSS Pollable Request Privacy Res?;ved

7/

v

Octets: < 2

Figure 27 —Capability Information fixed field

Each Capability Information subfield is interpreted only in the management frame subtypes for which the
transmission rules are defined.

APs set the ESS subfield to 1 and the IBSS subfield to O within transmitted Beacon or Probe Response man-
agement frames. STAs within an IBSS set the ESS subfield to O and the IBSS subfield to 1 in transmitted
Beacon or Probe Response management frames.

This is an Archive Standard. It has been superseded by a later version of the standard.
Exhibit 1014 Copyright © 1997 IEEE. All rights reserved. 51

Page 26 of 34 . - i
Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore. Restrictions apply.



IEEE
Std 802.11-1997 LOCAL AND METROPOLITAN AREA NETWORKS:

STAs set the CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request manage-
ment frames according to Table 16.

Table 16 —STA usage of CF-Pollable and CF-Poll Request

CF-Pollable Selzl-feosltl Meaning
0 0 STA is not CF-Pollable
0 1 STA is CF-Pollable, not requesting to be placed on the CF-Polling list
1 0 STA is CF-Pollable, requesting to be placed on the CF-Polling list
1 1 STA is CF-Pollable, requesting never to be polled

APs set the CF-Pollable and CF-Poll Request subfields in Beacon, Probe Response, Association Response,
and Reassociation Response management frames according to Table 17. An AP sets the CF-Pollable and CF-
Poll Request subfield values in Association Response and Reassociation Response management frames
equal to the values in the last Beacon or Probe Response frame that it transmitted.

Table 17— AP usage of CF-Pollable and CF-Poll Request

CF-Pollable l({::‘(ill::;i Meaning
0 0 No point coordinator at AP
0 1 Point coordinator at AP for delivery only (no polling)
1 0 Point coordinator at AP for delivery and polling
1 1 Reserved

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and
Reassociation Response management frames if WEP encryption is required for all data type frames
exchanged within the BSS. If WEP encryption is not required, the Privacy subfield is set to 0.

STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management
frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryp-
tion is not required, the Privacy subfield is set to O.

7.3.1.5 Current AP Address field

The Current AP Address field is the MAC address of the AP with which the station is currently associated. The
length of the Current AP Address field is six octets. The Current AP Address field is illustrated in Figure 28.

BO B47

Current AP Address

v

Octets: ¢ 6

Figure 28— Current AP Address fixed field

This is an Archive Standard. It has been superseded by a later version of the standard.
Exhibit 1014 52 Copyright © 1997 IEEE. All rights reserved.

Page 27 of 34 . - i
Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore. Restrictions apply.



IEEE
WIRELESS MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS Std 802.11-1997

7.3.1.6 Listen Interval field

The Listen Interval field is used to indicate to the AP how often an STA wakes to listen to Beacon manage-
ment frames. The value of this parameter is the STA’s aListenInterval MIB attribute and is expressed in units
of Beacon Interval. The length of the Listen Interval field is two octets. The Listen Interval field is illustrated
in Figure 29.

BO B15

Listen Interval
|

Octets: “— 2 >

Figure 29—Listen Interval fixed field

An AP may use the Listen Interval information in determining the lifetime of frames that it buffers for an STA.

7.3.1.7 Reason Code field

This Reason Code field is used to indicate the reason that an unsolicited notification management frame of
type Disassociation or Deauthentication was generated. The length of the Reason Code field is two octets.
The Reason Code field is illustrated in Figure 30.

BO B15

Reason Code
|

Octets: D — 2 E——

Figure 30—Reason Code fixed field

The reason codes are defined in Table 18.

Table 18—Reason codes

Reason code Meaning
0 Reserved
1 Unspecified reason
2 Previous authentication no longer valid
3 Deauthenticated because sending station is leaving (has left) IBSS or ESS
4 Disassociated due to inactivity
5 Disassociated because AP is unable to handle all currently associated stations
6 Class 2 frame received from nonauthenticated station
7 Class 3 frame received from nonassociation station
8 Disassociated because sending station is leaving (has left) BSS
9 Station requesting (re)association is not authenticated with responding station
10-65 535 Reserved
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7.3.1.8 Association ID (AID) field

The AID field is a value assigned by an AP during association and represents the 16-bit ID of a STA. The length
of the AID field is two octets. The AID field is illustrated in Figure 31.

BO B15

Association ID (AID)

Octets: +— 2 - »

Figure 31— AID fixed field

The value assigned as the Association ID is in the range 1-2007 and is placed in the 14 1sb of the AID field,
with the 2 msb of the AID field both set to 1 (see 7.1.3.2).

The AID value O is used to announce broadcast and multicast frames in traffic indication map information
elements.

7.3.1.9 Status Code field

The Status Code field is used in a response management frame to indicate the success or failure of a
requested operation. The length of the Status Code field is two octets. The Status Code field is illustrated in
Figure 32.

BO B15

Status Code

Octets: +—— 2 EE——

Figure 32— Status Code fixed field

If an operation is successful, then the status code is set to 0. If an operation results in failure, the status code
indicates a failure cause. The failure cause codes are defined in Table 19.

Table 19— Status codes

Status code Meaning
0 Successful
1 Unspecified failure
2-9 Reserved
10 Cannot support all requested capabilities in the Capability Information field
11 Reassociation denied due to inability to confirm that association exists
12 Association denied due to reason outside the scope of this standard
13 Responding station does not support the specified authentication algorithm
14 Received an Authentication frame with authentication transaction sequence number
out of expected sequence
15 Authentication rejected because of challenge failure
16 Authentication rejected due to timeout waiting for next frame in sequence
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Table 19—Status codes (continued)

Status code Meaning
17 Association denied because AP is unable to handle additional associated stations
18 Association denied due to requesting station not supporting all of the data rates in the

BSSBasicRateSet parameter
19-65 535 Reserved

7.3.1.10 Timestamp

This field represents the value of the TSFTIMER (see 11.1) of a frame’s source. The length of the Timestamp
field is eight octets. The Timestamp field is illustrated in Figure 33.

BO B63

Timestamp
| | | | | | |

v

Octets: < 8

Figure 33—Timestamp fixed field

7.3.2 Information elements

Elements are defined to have a common general format consisting of a one-octet Element ID field, a one-
octet length field, and a variable-length element-specific information field. Each element is assigned a
unique Element ID as defined in this specification. The Length field specifies the number of octets in the
Information field. See Figure 34.

Element ID Length Information
\ \ \ \

Octets: +— 11— ><4¢— 1 >< length ————»

Figure 34—Element format
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The set of valid elements is defined in Table 20.

Table 20—Element IDs

Information element Element ID
SSID 0
Supported rates 1
FH Parameter Set 2
DS Parameter Set 3
CF Parameter Set 4
TIM 5
IBSS Parameter Set 6
Reserved 7-15
Challenge text 16
Reserved for challenge text extension 17-31
Reserved 32-255

7.3.2.1 Service Set Identity (SSID) element

The Service Set Identity (SSID) element indicates the identity of an extended service set (ESS) or IBSS. See
Figure 35.

Element ID Length SSID

Octets: +—— 1—>¢— 1 > 0-32 ——————»

Figure 35—SSID element format

The length of the SSID information field is between O and 32 octets. A zero length information field indi-
cates the broadcast SSID.

7.3.2.2 Supported Rates element

The Supported Rates element specifies all the rates that this STA is capable of receiving. The information
field is encoded as 1 to 8 octets where each octet describes a single supported rate in units of 500 kbit/s.

Within Beacon, Probe Response, Association Response, and Reassociation Response management frames,
each supported rate belonging to the BSSBasicRateSet as defined in 10.3.10.1, is encoded as an octet with
the msb (bit 7) set to 1 (e.g., a 1 Mbit/s rate belonging to the BSSBasicRateSet is encoded as X'82'). Rates
not belonging to the BSSBasicRateSet are encoded with the msb set to O (e.g., a 2 Mbit/s rate not belonging
to the BSSBasicRate Set is encoded as X'04'). The msb of each Supported Rate octet in other management
frame types is ignored by receiving STAs.

BSSBasicRateSet information in Beacon and Probe Response management frames is used by STAs in order to
avoid associating with a BSS if they do not support all the data rates in the BSSBasicRateSet. See Figure 36.
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Element ID Length Supported Rates
Octets: +— 1 —><+— 1 > < 1-8 >

Figure 36 —Supported rates element format

7.3.2.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to allow synchronization for STAs
using a frequency-hopping (FH) PHY. The information field contains Dwell Time, Hop Set, Hop Pattern,
and Hop Index parameters. The total length of the information field is 5 octets. See Figure 37.

Element ID Length Dwell Time (TU) Hop Set | Hop Pattern | Hop Index

Octets: —1——P¢+—1—P¢+—— 2 —pt—1—Pt— 1—Pt—1—>

Figure 37—FH Parameter Set element format

The Dwell Time field is two octets in length and contains the dwell time in TU.

The Hop Set field identifies the particular set of hop patterns and is a single octet.

The Hop Pattern field identifies the individual pattern within a set of hop patterns and is a single octet.

The Hop Index field selects the current channel index within a pattern and is a single octet.

7.3.2.4 DS Parameter Set element

The DS Parameter Set element contains information to allow channel number identification for STAs using a

direct sequence spread spectrum (DSSS) PHY. The information field contains a single parameter containing
the current channel number. The length of the current channel number parameter is one octet. See Figure 38.

Current

El ID| L h
ement engtl Channel

Octets: +—1—><¢+—1 —>¢+—1—>»

Figure 38—DS Parameter Set element format

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCF. The information
field contains the CFPCount, CFPPeriod, CFPMaxDuration, and CFPDurRemaining fields. The total length
of the information field is 6 octets. See Figure 39.

Element ID | Lenath CFP CFP CFP MaxDuration CFP DurRemaining
9 Count | Period (TU) (TU)
Octets: +—1—>4¢+—1—>4¢—1—>4t+—1—>¢—— 2 >« 2 —»

Figure 39— CF Parameter Set element format
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CFPCount indicates how many DTIMs (including the current frame) appear before the next CFP start. A
CFPCount of 0 indicates that the current DTIM marks the start of the CFP.

CFPPeriod indicates the number of DTIM intervals between the start of CFPs. The value is an integral num-
ber of DTIM intervals.

CFPMaxDuration indicates the maximum duration, in TU, of the CFP that may be generated by this PCF.
This value is used by STAs to set their NAV at the TBTT of beacons that begin CFPs.

CFPDurRemaining indicates the maximum time, in TU, remaining in the present CFP, and is set to zero in
CFP Parameter elements of beacons transmitted during the contention period. The value of CFPDurRemain-
ing is referenced to the immediately previous TBTT. This value is used by all STAs to update their NAVs
during CFPs.

7.3.2.6 TIM

The TIM element contains four fields: DTIM Count, DTIM Period, Bitmap Control, and Partial Virtual Bit-
map. See Figure 40.

DTIM DTIM Bitmap

Element D | - Length Count Period Control

Partial Virtual Bitmap

Octets: +—1—>P4¢—1—P¢+—1—P¢—1—P4¢—1—P¢+—— 1-251 —»

Figure 40— TIM element format

The Length field for this element indicates the length of the information field, which is constrained as
described below.

The DTIM Count field indicates how many beacons (including the current frame) appear before the next
DTIM. A DTIM Count of 0 indicates that the current TIM is a DTIM. The DTIM count field is a single octet.

The DTIM Period field indicates the number of Beacon intervals between successive DTIMs. If all TIMs are
DTIMs, the DTIM Period field has the value 1. The DTIM Period value O is reserved. The DTIM period field
is a single octet.

The Bitmap Control field is a single octet. The low-order bit contains the Traffic Indicator bit associated with
Association ID 0. This bit is set to 1 in TIM elements with a value of 0 in the DTIM Count field when one or
more broadcast or multicast frames are buffered at the AP. The high-order 7 bit forms the Bitmap Offset sub-
field. The Bitmap Offset subfield is a number between 0 and 250, formed by using the Bitmap Control field
with the low-order bit set to 0, and is further described below.

The traffic-indication virtual bitmap, maintained by the AP that generates a TIM, consists of 2008 b, and is
organized into 251 octets such that bit number N (0 < N < 2007) in the bitmap corresponds to bit number (N
mod 8) in octet number |N / 8] where the low-order bit of each octet is bit number 0, and the high order bit
is bit number 7. Each bit in the traffic-indication virtual bitmap corresponds to traffic buffered for a specific
station within the BSS that the AP is prepared to deliver at the time the beacon frame is transmitted. Bit num-
ber N is 0 if there are no directed frames buffered for the station whose Association ID is N. If any directed
frames for that station are buffered and the AP is prepared to deliver them, bit number N in the traffic-indica-
tion virtual bitmap is 1. A PC may decline to set bits in the TIM for CF-Pollable stations it does not intend to
poll (see 11.2.1.5).

The Partial Virtual Bitmap field consists of octets numbered N1 through N2 of the traffic indication virtual
bitmap, where N1 is the largest number such that bits numbered 1 through (N1 x 8) — 1 in the bitmap are all
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0 and N2 is the smallest number such that bits numbered (N2 + 1) x 8 through 2007 in the bitmap are all 0.
In this case, the Bitmap Offset subfield value contains the number N1, and the Length field will be set to (N2
—N1) + 4.

In the event that all bits other than bit O in the virtual bitmap are 0, the Partial Virtual Bitmap field is encoded
as a single octet equal to 0, and the Bitmap Offset subfield is 0.

7.3.2.7 IBSS Parameter Set element

The IBSS Parameter Set element contains the set of parameters necessary to support an IBSS. The informa-
tion field contains the ATIM Window parameter. See Figure 41.

Element ID | Length ATIM Window

v

Octets: +—1—><+—1 >« 2

Figure 41—IBSS Parameter Set element format

The ATIM Window field is 2 octets in length and contain the ATIM Window length in TU.
7.3.2.8 Challenge Text element
The Challenge Text element contains the challenge text within Authentication exchanges. The element infor-

mation field length is dependent upon the authentication algorithm and the transaction sequence number as
specified in 8.1. See Figure 42.

Element ID Length Challenge Text

Octets: —1 ——»<¢— 1 P 1-253

v

Figure 42—Challenge Text element format
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