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Abstract: 

 

The medium access control (MAC) and physical characteristics for wireless local area
networks (LANs) are speciÞed in this standard, part of a series of standards for local and metropol-
itan area networks.  The medium access control unit in this standard is designed to support physical
layer units as they may be adopted dependent on the availability of spectrum.  This standard con-
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one baseband infrared unit.  One radio unit employs the frequency-hopping spread spectrum tech-
nique, and the other employs the direct sequence spread spectrum technique.
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and the Standards Coordinating Committees of the IEEE Standards Board. Members of the com-
mittees serve voluntarily and without compensation. They are not necessarily members of the Insti-
tute. The standards developed within IEEE represent a consensus of the broad expertise on the
subject within the Institute as well as those activities outside of IEEE that have expressed an inter-
est in participating in the development of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply
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services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in
the state of the art and comments received from users of the standard. Every IEEE Standard is sub-
jected to review at least every Þve years for revision or reafÞrmation. When a document is more
than Þve years old and has not been reafÞrmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reßect the present state of the art. Users are cautioned to
check to determine that they have the latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of
membership afÞliation with IEEE. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as
they relate to speciÞc applications. When the need for interpretations is brought to the attention of
IEEE, the Institute will initiate action to prepare appropriate responses. Since IEEE Standards rep-
resent a consensus of all concerned interests, it is important to ensure that any interpretation has
also received the concurrence of a balance of interests. For this reason IEEE and the members of its
technical committees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration. 

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331
USA

Authorization to photocopy portions of any individual standard for internal or personal use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA  01923  USA;
(508) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can also be obtained through the Copyright Clearance Center.

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which a license may be required by an IEEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.
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Introduction

 

(This introduction is not part of IEEE Std 802.11-1997, but is included for information only.)

 

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the Þgure refer to
IEEE standard numbers.)

This family of standards deals with the physical and data link layers as deÞned by the International Organi-
zation for Standardization/International Electrotechnical Commission (ISO/IEC) Open Systems Intercon-
nection Basic Reference Model (ISO/IEC 7498-1: 1994). The access standards deÞne several types of
medium access technologies and associated physical media, each appropriate for particular applications or
system objectives. Other types are under investigation.

The standards deÞning the access technologies are as follows:

¥ IEEE Std 802

 

Overview and Architecture.

 

 This standard provides an overview to the fam-
ily of IEEE 802 Standards. This document forms part of the 802.1 scope of 
work.

¥ ANSI/IEEE Std 802.1B
and 802.1k
[ISO/IEC 15802-2]

 

LAN/MAN Management.

 

 DeÞnes an Open Systems Interconnection (OSI) 
management-compatible architecture, and services and protocol elements 
for use in a LAN/MAN environment for performing remote management.

¥ ANSI/IEEE Std 802.1D
[ISO/IEC 10038]

 

MAC Bridging.

 

 SpeciÞes an architecture and protocol for the interconnec-
tion of IEEE 802 LANs below the MAC service boundary.

¥ ANSI/IEEE Std 802.1E
[ISO/IEC 15802-4]

 

System Load Protocol.

 

 SpeciÞes a set of services and protocol for those 
aspects of management concerned with the loading of systems on IEEE 
802 LANs.

¥ ANSI/IEEE Std 802.2
[ISO/IEC 8802-2]

 

Logical Link Control

 

¥ ANSI/IEEE Std 802.3
[ISO/IEC 8802-3]

 

CSMA/CD Access Method and Physical Layer SpeciÞcations

 

¥ ANSI/IEEE Std 802.4
[ISO/IEC 8802-4]

 

Token Passing Bus Access Method and Physical Layer SpeciÞcations

* Formerly IEEE Std 802.1A.
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The reader of this standard is urged to become familiar with the complete family of standards.

 

Conformance test methodology 

 

An additional standards series, identiÞed by the number 1802, has been established to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3. 

 

IEEE Std 802.11-1997

 

This standard deÞnes the protocol and compatible interconnection of data communication equipment via the
Òair,Ó radio or infrared, in a local area network (LAN) using the carrier sense multiple access protocol with
collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) supports
operation under control of an access point as well as between independent stations. The protocol includes
authentication, association, and reassociation services, an optional encryption/decryption procedure, power
management to reduce power consumption in mobile stations, and a point coordination function for time-
bounded transfer of data. The standard includes the deÞnition of the management information base (MIB)
using Abstract Syntax Notation 1 (ASN.1) and speciÞes the MAC protocol in a formal way, using the Speci-
Þcation and Description Language (SDL).

The infrared implementation of the PHY supports 1 Mbit/s data rate with an optional 2 Mbit/s extension.
The radio implementations of the PHY specify either a frequency-hopping spread spectrum (FHSS) support-
ing 1 Mbit/s and an optional 2 Mbit/s data rate or a direct sequence spread spectrum (DSSS) supporting both
1 and 2 Mbit/s data rates.

¥ ANSI/IEEE Std 802.5
[ISO/IEC 8802-5]

 

Token Ring Access Method and Physical Layer SpeciÞcations

 

¥ ANSI/IEEE Std 802.6
[ISO/IEC 8802-6]

 

Distributed Queue Dual Bus Access Method and Physical Layer 
SpeciÞcations

 

¥ ANSI/IEEE Std 802.9 
[ISO/IEC 8802-9] 

 

Integrated Services (IS) LAN Interface at the Medium Access Control 
(MAC) and Physical (PHY) Layers

 

¥ ANSI/IEEE Std 802.10

 

Interoperable LAN/MAN Security

 

¥ IEEE Std 802.11
[ISO/IEC DIS 8802-11]

 

Wireless LAN Medium Access Control (MAC) and Physical Layer 
SpeciÞcations

 

¥ ANSI/IEEE Std 802.12
[ISO/IEC DIS 8802-12]

 

Demand Priority Access Method, Physical Layer and Repeater 
SpeciÞcations

 

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

¥ IEEE Std 802.7

 

IEEE Recommended Practice for Broadband Local Area Networks

 

The following additional working group has authorized standards projects under development:

 ¥ IEEE 802.14

 

Standard Protocol for Cable-TV Based Broadband Communication Network
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This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material. Information on the current revision state of this and
other IEEE 802 standards may be obtained from

Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331 USA

 

Participants

 

At the time the draft of this standard was sent to sponsor ballot, the IEEE 802.11 working group had the fol-
lowing voting members:

 

Victor Hayes,

 

 Chair

 

Stuart J. Kerry

 

 and 

 

Chris Zegelin,

 

 

 

Vice Chairs

 

Bob OÕHara

 

 and 

 

Greg Ennis,

 

 

 

Chief Technical Editors

 

George Fishel

 

 and 

 

Carolyn L. Heide,

 

 

 

Secretaries

 

David Bagby,

 

 

 

MAC Group Chair

 

C. Thomas Baumgartner,

 

 

 

Infrared Chair and Editor

 

Jan Boer,

 

 

 

Direct Sequence Chair

 

Michael Fischer,

 

 

 

State Diagram Editor

 

Dean M. Kawaguchi,

 

 

 

PHY Group and FH Chair

 

Mike Trompower,

 

 

 

Direct Sequence Editor

 

Major contributions were received from the following individuals:

Jeff Abramowitz
Keith B. Amundsen
Phil Belanger
Manuel J. Betancor*
John Biddick
Simon Black
Alessandro M. Bolea
Pablo Brenner
Peter E. Chadwick
Naftali Chayat
Jonathon Y. Cheah
Hae Wook Choi
Wim Diepstraten
Robert J. Egan
Darwin Engwer
John Fakatselis
Matthew Fischer
Keith S. Furuya
Rich Gardner
Ian Gifford

Howard J. Hall
Bill Huhn
Donald C. Johnson
Mikio Kiyono
Joseph J. Kubler
Arthur Lashbrook
Francisco J. Lopez-Hernandez
Ronald Mahany
Bob Marshall
Jim McDonald
Akira Miura
Wayne D. Moyers
Ravi P. Nalamati
Mitsuji Okada
Al Petrick
Miri Ratner
James A. Renfro
William Roberts
Jon Walter Rosdahl

Michael Rothenberg
Chandos A. Rypinski
Anil K. Sanwalka
Roy Sebring
Glen Sherwood
Thomas Siep
Nathan Silberman
Don Sloan
Greg Smith
Marvin L. Sojka
Dave Strohschein
Bert Sullam
Mack Sullivan
Tom Tsoulogiannis
Jeanine Valadez
Sarosh Vesuna
Richard E. White
Donna A. Woznicki
Timothy M. Zimmerman
Johnny Zweig

Robert Achatz
Ken Biba
Paul Eastman
Ed Geiger
Larry van der Jagt

Richard Lee
Kerry Lynn
Michael Masleid
John McKown
K. S. Natarajan
Jim Neally

Richard Ozer
Thomas Phinney
Leon S. Scaldeferri*
Jim Schuessler
Fran�ois Y. Simon

*Deceased

Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore.  Restrictions apply. 

Exhibit 1014 
Page 06 of 34



 

vi

 

Copyright © 1997 IEEE. All rights reserved.

 

The following persons were on the balloting committee:

Bernhard Albert
Jon M. Allingham
Jack S. Andresen
Kit Athul
Anthony L. Barnes
Robert T. Bell
Manuel J. Betancor
Simon Black
Alan L. Bridges
Graham Campbell
James T. Carlo
David E. Carlson
Peter E. Chadwick
Naftali Chayat
Alan J. Chwick
Ken Clements
Robert S. Crowder
Rifaat Dayem
Wim Diepstraten
Edward A. Dunlop
Sourav K. Dutta
Paul S. Eastman
Peter Ecclesine
Gregory Elkmann
John E. Emrich
Philip H. Enslow
Changxin Fan
Michael A. Fischer
Harvey A. Freeman
Robert J. Gagliano
Patrick S. Gonia
N. Douglas Grant
Govert M. GrifÞoen
Joseph L. Hammond
Victor Hayes
Kenneth C. Heck
Jan Hoogendoorn
Russell D. Housley
Walter K. Hurwitz

Richard J. Iliff
Tomoaki Ishifuji
Carlos Islas-Perez
Raj Jain
A. Kamerman
Peter M. Kelly
Yongbum Kim
Mikio Kiyono
Thaddeus Kobylarz
Stephen B. Kruger
Joseph J. Kubler
David J. Law
Jai Yong Lee
Jungtae Lee
Daniel E. Lewis
Randolph S. Little
Ming T. Liu
Joseph C. J. Loo
Donald C. Loughry
Robert D. Love
Ronald Mahany
Jim L. Mangin
Peter Martini
P. Takis Mathiopoulos
Steve Messenger
Bennett Meyer
Ann Miller
David S. Millman
Hiroshi Miyano
Stig Frode Mjolsnes
W. Melody Moh
John E. Montague
Wayne D. Moyers
Paul Nikolich
Ellis S. Nolley
Robert OÕHara
Donal OÕMahony
Roger Pandanda
Lalit Mohan Patnaik
Lucy W. Person

Thomas L. Phinney
Vikram Prabhu
Alberto Profumo
David L. Propp
Vikram Punj
Andris Putnins
Fernando Ramos
James W. Romlein
Floyd E. Ross
Michael Rothenberg
Christoph Ruland
Chandos A. Rypinski
Anil K. Sanwalka
Gregory D. Schumacher
Rich Seifert
Lee A. Sendelbach
Michael Serrone
Adarshpal S. Sethi
Donald A. Sheppard
Nathan Silberman
Joseph S. Skorupa
Michael A. Smith
Marvin L. Sojka
Efstathios D. Sykas
Geoffrey O. Thompson
Robert C. Tripi
Mike Trompower
David B. Turner
Mark-Rene Uchida
James Vorhies
Yun-Che Wang
Raymond P. Wenig
Earl J. Whitaker
David W. Wilson
Jerry A. Wyatt
Qian-Li Yang
Iwen Yao
Oren Yuen
Jonathan M. Zweig

Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore.  Restrictions apply. 

Exhibit 1014 
Page 07 of 34



 

Copyright © 1997 IEEE. All rights reserved.

 

vii

When the IEEE Standards Board approved this standard on 26 June 1997, it had the following membership:

 

Donald C. Loughry,

 

 Chair

 

Richard J. Holleman,

 

 

 

Vice Chair

 

Andrew G. Salem,

 

 

 

Secretary

 

**Member Emeritus

 

Also included are the following nonvoting IEEE Standards Board liaisons:

 

Satish K. Aggarwal
Alan H. Cookson

Kristin Dittmann

 

IEEE Standards Project Editor

Clyde R. Camp
Stephen L. Diamond
Harold E. Epstein
Donald C. Fleckenstein
Jay Forster**
Thomas F. Garrity
Donald N. Heirman
Jim Isaak
Ben C. Johnson

Lowell Johnson
Robert Kennelly
E. G. ÒAlÓ Kiener
Joseph L. KoepÞnger**
Stephen R. Lambert
Lawrence V. McCall
L. Bruce McClung
Marco W. Migliaro

Louis-Fran�ois Pau
Gerald H. Peterson
John W. Pope
Jose R. Ramos
Ronald H. Reimer
Ingo R�sch
John S. Ryan
Chee Kiow Tan
Howard L. Wolfman

Authorized licensed use limited to: Ashley Sharpe. Downloaded on March 16,2023 at 17:47:44 UTC from IEEE Xplore.  Restrictions apply. 

Exhibit 1014 
Page 08 of 34



34 Copyright © 1997 IEEE. All rights reserved.

IEEE
Std 802.11-1997 LOCAL AND METROPOLITAN AREA NETWORKS:

7. Frame formats

The format of the MAC frames is speciÞed in this clause. All stations shall be able to properly construct
frames for transmission and decode frames upon reception, as speciÞed in this clause.

7.1 MAC frame formats

Each frame consists of the following basic components:

a) A MAC header, which comprises frame control, duration, address, and sequence control informa-
tion.

b) A variable length frame body, which contains information speciÞc to the frame type.
c) A frame check sequence (FCS), which contains an IEEE 32-bit cyclic redundancy code (CRC).

7.1.1 Conventions

The MAC protocol data units (MPDUs) or frames in the MAC sublayer are described as a sequence of Þelds
in speciÞc order. Each Þgure in Clause 7 depicts the Þelds/subÞelds as they appear in the MAC frame and in
the order in which they are passed to the physical layer convergence protocol (PLCP), from left to right. 

In Þgures, all bits within Þelds are numbered, from 0 to k, where the length of the Þeld is k + 1 bit. The octet
boundaries within a Þeld can be obtained by taking the bit-numbers of the Þeld modulo 8. Octets within
numeric Þelds that are longer than a single octet are depicted in increasing order of signiÞcance, from lowest
numbered bit to highest numbered bit. The octets in Þelds longer than a single octet are sent to the PLCP in
order from the octet containing the lowest numbered bits to the octet containing the highest numbered bits.

Any Þeld containing a CRC is an exception to this convention and is transmitted commencing with the coef-
Þcient of the highest-order term. 

MAC addresses are assigned as ordered sequences of bits. The Individual/Group bit is always transferred
Þrst and is bit 0 of the Þrst octet.

Values speciÞed in decimal are coded in natural binary unless otherwise stated. The values in Table 1 are in
binary, with the bit assignments shown in the table. Values in other tables are shown in decimal notation.

Reserved Þelds and subÞelds are set to 0 upon transmission and are ignored on reception.

7.1.2 General frame format

The MAC frame format comprises a set of Þelds that occur in a Þxed order in all frames. Figure 12 depicts
the general MAC frame format. The Þelds Address 2, Address 3, Sequence Control, Address 4, and Frame
Body are only present in certain frame types. Each Þeld is deÞned in 7.1.3. The format of the each of the
individual frame types is deÞned in 7.2.

Figure 12ÑMAC frame format
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7.1.3 Frame Þelds

7.1.3.1 Frame Control Þeld

The Frame Control Þeld consists of the following subÞelds: Protocol Version, Type, Subtype, To DS, From
DS, More Fragments, Retry, Power Management, More Data, Wired Equivalent Privacy (WEP), and Order.
The format of the frame control Þeld is illustrated in Figure 13.

7.1.3.1.1 Protocol Version Þeld

The Protocol Version Þeld is 2 bits in length and is invariant in size and placement across all revisions of
IEEE Std 802.11. For this standard, the value of the protocol version is 0. All other values are reserved. The
revision level will be incremented only when a fundamental incompatibility exists between a new revision
and the prior edition of the standard. A device that receives a frame with a higher revision level than it sup-
ports will discard the frame without indication to the sending station, or to LLC.

7.1.3.1.2 Type and Subtype Þelds

The Type Þeld is 2 bits in length, and the Subtype Þeld 4 bits in length. The Type and Subtype Þelds together
identify the function of the frame. There are three frame types: control, data, and management. Each of the
frame types have several deÞned subtypes. Table 1 deÞnes the valid combinations of type and subtype.

Table 1Ñ Valid type/subtype combinations 

Type value
b3 b2 Type description Subtype value

b7 b6 b5 b4 Subtype description

00 Management 0000 Association request

00 Management 0001 Association response

00 Management 0010 Reassociation request

00 Management 0011 Reassociation response

00 Management 0100 Probe request

00 Management 0101 Probe response

00 Management 0110Ð0111 Reserved

00 Management 1000 Beacon

00 Management 1001 Announcement trafÞc indication message 
(ATIM)

00 Management 1010 Disassociation

Figure 13ÑFrame Control Þeld
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7.1.3.1.3 To DS Þeld

The To DS Þeld is 1 bit in length and is set to 1 in data type frames destined for the DS. This includes all data
type frames sent by STAs associated with an AP. The To DS Þeld is set to 0 in all other frames.

7.1.3.1.4 From DS Þeld

The From DS Þeld is 1 bit in length and is set to 1 in data type frames exiting the DS. It is set to 0 in all other
frames.

The permitted To/From DS bit combinations and their meanings are given in Table 2.

7.1.3.1.5 More Fragments Þeld

The More Fragments Þeld is 1 bit in length and is set to 1 in all data or management type frames that have
another fragment of the current MSDU or current MMPDU to follow. It is set to 0 in all other frames.

00 Management 1011 Authentication

00 Management 1100 Deauthentication

00 Management 1101Ð1111 Reserved

01 Control 0000Ð1001 Reserved

01 Control 1010 Power Save (PS)-Poll

01 Control 1011 Request To Send (RTS)

01 Control 1100 Clear To Send (CTS)

01 Control 1101 Acknowledgment (ACK)

01 Control 1110 Contention Free (CF)-End

01 Control 1111 CF-End + CF-Ack

10 Data 0000 Data

10 Data 0001 Data + CF-Ack

10 Data 0010 Data + CF-Poll

10 Data 0011 Data + CF-Ack + CF-Poll

10 Data 0100 Null function (no data)

10 Data 0101 CF-Ack (no data)

10 Data 0110 CF-Poll (no data)

10 Data 0111 CF-Ack + CF-Poll (no data)

10 Data 1000Ð1111 Reserved

11 Reserved 0000Ð1111 Reserved

Table 1Ñ Valid type/subtype combinations  (continued)

Type value
b3 b2 Type description Subtype value

b7 b6 b5 b4 Subtype description
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7.1.3.1.6 Retry Þeld

The Retry Þeld is 1 bit in length and is set to 1 in any data or management type frame that is a retransmission
of an earlier frame. It is set to 0 in all other frames. A receiving station uses this indication to aid in the pro-
cess of eliminating duplicate frames.

7.1.3.1.7 Power Management Þeld

The Power Management Þeld is 1 bit in length and is used to indicate the power management mode of a
STA. The value of this Þeld remains constant in each frame from a particular STA within a frame exchange
sequence deÞned in 9.7. The value indicates the mode in which the station will be after the successful com-
pletion of the frame exchange sequence.

A value of 1 indicates that the STA will be in power-save mode. A value of 0 indicates that the STA will be
in active mode. This Þeld is always set to 0 in frames transmitted by an AP. 

7.1.3.1.8 More Data Þeld

The More Data Þeld is 1 bit in length and is used to indicate to a STA in power-save mode that more
MSDUs, or MAC management PDUs (MMPDUs) are buffered for that STA at the AP. The More Data Þeld
is valid in directed data or management type frames transmitted by an AP to an STA in power-save mode. A
value of 1 indicates that at least one additional buffered MSDU, or MMPDU, is present for the same STA.

The More Data Þeld may be set to 1 in directed data type frames transmitted by a contention-free (CF)-Pol-
lable STA to the point coordinator (PC) in response to a CF-Poll to indicate that the STA has at least one
additional buffered MSDU available for transmission in response to a subsequent CF-Poll.

The More Data Þeld is set to 0 in all other directed frames. 

The More Data Þeld is set to Ò1Ó in broadcast/multicast frames transmitted by the AP, when additional
broadcast/multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval.
The More Data Þeld is set to Ò0Ó in broadcast/multicast frames transmitted by the AP when no more broad-
cast/multicast MSDUs, or MMPDUs, remain to be transmitted by the AP during this beacon interval and in
all broadcast/multicast frames transmitted by non-AP stations.

7.1.3.1.9 WEP Þeld

The WEP Þeld is 1 bit in length. It is set to 1 if the Frame Body Þeld contains information that has been pro-
cessed by the WEP algorithm. The WEP Þeld is only set to 1 within frames of type Data and frames of type

Table 2ÑTo/From DS combinations in data type frames

 To/From DS values Meaning

To DS = 0
From DS = 0 

A data frame direct from one STA to another STA within the same 
IBSS, as well as all management and control type frames.

To DS = 1 
From DS = 0

Data frame destined for the DS.

To DS = 0
From DS = 1

Data frame exiting the DS.

To DS = 1 
From DS = 1

Wireless distribution system (WDS) frame being distributed from 
one AP to another AP.
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Management, subtype Authentication. The WEP Þeld is set to 0 in all other frames. When the WEP bit is set
to 1, the Frame Body Þeld is expanded as deÞned in 8.2.5.

7.1.3.1.10 Order Þeld

The Order Þeld is 1 bit in length and is set to 1 in any data type frame that contains an MSDU, or fragment
thereof, which is being transferred using the StrictlyOrdered service class. This Þeld is set to 0 in all other
frames.

7.1.3.2 Duration/ID Þeld

The Duration/ID Þeld is 16 bits in length. The contents of the this Þeld is as follows:

a) In control type frames of subtype Power Save (PS)-Poll, the Duration/ID Þeld carries the association
identity (AID) of the station that transmitted the frame in the 14 least signiÞcant bits (lsb), with the 2
most signiÞcant bits (msb) both set to 1. The value of the AID is in the range 1Ð2007.

b) In all other frames, the Duration/ID Þeld contains a duration value as deÞned for each frame type in
7.2. For frames transmitted during the contention-free period (CFP), the duration Þeld is set to
32 768.

Whenever the contents of the Duration/ID Þeld are less than 32 768, the duration value is used to update the
network allocation vector (NAV) according to the procedures deÞned in Clause 9.

The encoding of the Duration/ID Þeld is given in Table 3.

7.1.3.3 Address Þelds

There are four address Þelds in the MAC frame format. These Þelds are used to indicate the BSSID, source
address, destination address, transmitting station address, and receiving station address. The usage of the
four address Þelds in each frame type is indicated by the abbreviations BSSID, DA, SA, RA, and TA, indi-
cating BSS identiÞer (BSSID), Destination Address, Source Address, Receiver Address, and Transmitter
Address, respectively. Certain frames may not contain some of the address Þelds.

Certain address Þeld usage is speciÞed by the relative position of the Address Þeld (1Ð4) within the MAC
header, independent of the type of address present in that Þeld. For example, receiver address matching is
always performed on the contents of the Address 1 Þeld in received frames, and the receiver address of CTS
and ACK frames is always obtained from the Address 2 Þeld in the corresponding RTS frame, or from the
frame being acknowledged.

Table 3ÑDuration/ID Þeld encoding

Bit 15 Bit 14 Bits 13Ð0 Usage

0 0Ð32 767 Duration

1 0 0 Fixed value within frames transmitted during the CFP

1 0 1Ð16 383 Reserved

1 1 0 Reserved

1 1 1Ð2 007 AID in PS-Poll frames

1 1 2 008Ð16 383 Reserved
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7.1.3.3.1 Address representation

Each Address Þeld contains a 48-bit address as deÞned in 5.2 of IEEE Std 802-1990. 

7.1.3.3.2 Address designation

A MAC sublayer address is one of two types:

a) Individual address. The address associated with a particular station on the network.

b) Group address. A multidestination address, associated with one or more stations on a given network.
There are two kinds of group addresses:

1) Multicast-group address. An address associated by higher-level convention with a group of log-
ically related stations.

2) Broadcast address. A distinguished, predeÞned multicast address that always denotes the set of
all stations on a given LAN. All 1Õs in the Destination Address Þeld are interpreted to be the
broadcast address. This group is predeÞned for each communication medium to consist of all
stations actively connected to that medium; it is used to broadcast to all the active stations on
that medium. All stations are able to recognize the broadcast address. It is not necessary that a
station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and universal (globally administered)
addresses. The nature of a body and the procedures by which it administers these universal (globally admin-
istered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

7.1.3.3.3 BSSID Þeld

The BSSID is a 48-bit Þeld of the same format as an IEEE 802 MAC address. This Þeld uniquely identiÞes
each BSS. The value of this Þeld, in an infrastructure BSS, is the MAC address currently in use by the STA
in the AP of the BSS. 

The value of this Þeld in an IBSS is a locally administered IEEE MAC address formed from a 46-bit random
number generated according to the procedure deÞned in 11.1.3. The individual/group bit of the address is set
to 0. The universal/local bit of the address is set to 1. This mechanism is used to provide a high probability of
selecting an unique BSSID.

The value of all 1Õs is used to indicate the broadcast BSSID. A broadcast BSSID may only be used in the
BSSID Þeld of management frames of subtype probe request.

7.1.3.3.4 Destination Address (DA) Þeld

The Destination Address (DA) Þeld contains an IEEE MAC individual or group address that identiÞes the
MAC entity or entities intended as the Þnal recipient(s) of the MSDU (or fragment thereof) contained in the
frame body Þeld.

7.1.3.3.5 Source Address (SA) Þeld

The Source Address (SA) Þeld contains an IEEE MAC individual address that identiÞes the MAC entity
from which the transfer of the MSDU (or fragment thereof) contained in the frame body Þeld was initiated.
The individual/group bit is always transmitted as a zero in the source address.
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7.1.3.3.6 Receiver Address (RA) Þeld

The receiver address (RA) Þeld contains an IEEE MAC individual or group address that identiÞes the
intended immediate recipient STA(s), on the wireless medium (WM), for the information contained in the
frame body Þeld. 

7.1.3.3.7 Transmitter Address (TA) Þeld

The transmitter address (TA) Þeld contains an IEEE MAC individual address that identiÞes the STA that
transmitted, onto the WM, the MPDU contained in the frame body Þeld. The Individual/Group bit is always
transmitted as a zero in the transmitter address.

7.1.3.4 Sequence Control Þeld

The Sequence Control Þeld is 16 bits in length and consists of two subÞelds, the Sequence Number and the
Fragment Number. The format of the Sequence Control Þeld is illustrated in Figure 14.

7.1.3.4.1 Sequence Number Þeld

The Sequence Number is a 12-bit Þeld indicating the sequence number of an MSDU, or MMPDU. Each
MSDU or MMPDU transmitted by a STA is assigned a sequence number. Sequence numbers are assigned
from a single modulo 4096 counter, starting at 0 (zero) and incrementing by 1 (one) for each MSDU or
MMPDU. Each fragment of an MSDU or MMPDU contains the assigned sequence number. The sequence
number remains constant in all retransmissions of an MSDU, MMPDU, or fragment thereof.

7.1.3.4.2 Fragment Number Þeld

The Fragment Number is a 4-bit Þeld indicating the number of each fragment of an MSDU or MMPDU. The
fragment number is set to zero in the Þrst or only fragment of an MSDU or MMPDU and is incremented by
one for each successive fragment of that MSDU or MMPDU. The fragment number remains constant in all
retransmissions of the fragment. 

7.1.3.5 Frame Body Þeld

The Frame Body is a variable length Þeld and contains information speciÞc to individual frame types and
subtypes. The minimum frame body is zero octets. The maximum length frame body is deÞned by the maxi-
mum length (MSDU + ICV + IV); where ICV and IV are the WEP Þelds deÞned in 8.2.5.

7.1.3.6 FCS Þeld

The FCS Þeld is a 32-bit Þeld containing a 32-bit CRC. The FCS is calculated over all the Þelds of the MAC
header and the Frame Body Þeld. These are referred to as the calculation Þelds.

The FCS is calculated using the following standard generator polynomial of degree 32:

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1

Figure 14ÑSequence Control Þeld
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The FCS is the oneÕs complement of the sum (modulo 2) of the following:

a) The remainder of xk ´ (x31 + x30 + x29 + É+ x2 + x + 1) divided (modulo 2) by G(x), where k is the
number of bits in the calculation Þelds, and

b) The remainder after multiplication of the contents (treated as a polynomial) of the calculation Þelds
by x32 and then division by G(x).

The FCS Þeld is transmitted commencing with the coefÞcient of the highest-order term.

As a typical implementation, at the transmitter, the initial remainder of the division is preset to all ones and
is then modiÞed by division of the calculation Þelds by the generator polynomial G(x). The oneÕs comple-
ment of this remainder is transmitted, with the high-order bit Þrst, as the FCS Þeld.

At the receiver, the initial remainder is preset to all ones and the serial incoming bits of the calculation Þelds
and FCS, when divided by G(x), results in the absence of transmission errors, in a unique nonzero remainder
value. The unique remainder value is the polynomial:

x31 + x30 + x26 + x25 + x24 + x18 + x15 + x14 + x12 + x11 + x10 + x8 + x6 + x5 + x4 + x3 + x + 1

7.2 Format of individual frame types

7.2.1 Control frames

In the following descriptions, Òimmediately previousÓ frame means a frame whose reception concluded
within the prior short interframe space (SIFS) interval.

The subÞelds within the Frame Control Þeld of control frames are set as illustrated in Figure 15.

7.2.1.1 Request To Send (RTS) frame format

The frame format for the RTS frame is as deÞned in Figure 16.

The RA of the RTS frame is the address of the STA, on the WM, that is the intended immediate recipient of
the pending directed data or management frame.

Figure 15ÑFrame Control Þeld subÞeld values within control frames

Figure 16ÑRTS frame
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The TA is the address of the STA transmitting the RTS frame. 

The duration value is the time, in microseconds, required to transmit the pending data or management frame,
plus one CTS frame, plus one ACK frame, plus three SIFS intervals. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.2 Clear To Send (CTS) frame format

The frame format for the CTS frame is as deÞned in Figure 17.

The RA of the CTS frame is copied from the TA Þeld of the immediately previous RTS frame to which the
CTS is a response.

The duration value is the value obtained from the Duration Þeld of the immediately previous RTS frame,
minus the time, in microseconds, required to transmit the CTS frame and its SIFS interval. If the calculated
duration includes a fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.3 Acknowledgment (ACK) frame format

The frame format for the ACK frame is as deÞned in Figure 18.

The RA of the ACK frame is copied from the Address 2 Þeld of the immediately previous directed data,
management, or PS-Poll control frame. 

If the More Fragment bit was set to 0 in the Frame Control Þeld of the immediately previous directed data or
management frame, the duration value is set to 0. If the More Fragment bit was set to 1 in the Frame Control
Þeld of the immediately previous directed data or management frame, the duration value is the value
obtained from the Duration Þeld of the immediately previous data or management frame, minus the time, in
microseconds, required to transmit the ACK frame and its SIFS interval. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.4 Power-Save Poll (PS-Poll) frame format

The frame format for the PS-Poll frame is as deÞned in Figure 19.

Figure 17ÑCTS frame

Figure 18ÑACK frame
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The BSSID is the address of the STA contained in the AP. The TA is the address of the STA transmitting the
frame. The AID is the value assigned to the STA transmitting the frame by the AP in the association response
frame that established that STAÕs current association. 

The AID value always has its 2 msb both set to 1. All STAs, upon receipt of a PS-Poll frame, update their
NAV settings as appropriate under the coordination function rules using a duration value equal to the time, in
microseconds, required to transmit one ACK frame plus one SIFS interval.

7.2.1.5 CF-End frame format

The frame format for the CF-End frame is as deÞned in Figure 20.

The BSSID is the address of the STA contained in the AP. The RA is the broadcast group address.

The Duration Þeld is set to 0.

7.2.1.6 CF-End + CF-Ack frame format

The frame format for the contention-free-end acknowledge (CF-End + CF-Ack) frame is as deÞned in Fig-
ure 21.

The BSSID is the address of the STA contained in the AP. The RA is the broadcast group address.

The Duration Þeld is set to 0.

7.2.2 Data frames

The frame format for a Data frame is independent of subtype and is as deÞned in Figure 22.

Figure 19ÑPS-Poll frame

Figure 20ÑCF-End frame

Figure 21ÑCF-End + CF-Ack Frame
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The content of the Address Þelds of the data frame is dependent upon the values of the To DS and From DS
bits and is deÞned in Table 4. Where the content of a Þeld is shown as N/A, the Þeld is omitted. Note that
Address 1 always holds the receiver address of the intended receiver (or, in the case of multicast frames,
receivers), and that Address 2 always holds the address of the station that is transmitting the frame.

A station uses the contents of the Address 1 Þeld to perform address matching for receive decisions. In cases
where the Address 1 Þeld contains a group address, the BSSID also is validated to ensure that the broadcast
or multicast originated in the same BSS.

A station uses the contents of the Address 2 Þeld to direct the acknowledgment if an acknowledgment is nec-
essary. 

The DA is the destination of the MSDU (or fragment thereof) in the frame body Þeld.

The SA is the address of the MAC entity that initiated the MSDU (or fragment thereof) in the frame body
Þeld.

The RA is the address of the STA contained in the AP in the wireless distribution system that is the next
immediate intended recipient of the frame.

The TA is the address of the STA contained in the AP in the wireless distribution system that is transmitting
the frame.

The BSSID of the Data frame is determined as follows:

a) If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b) If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.

The frame body consists of the MSDU or a fragment thereof, and a WEP IV and ICV (if and only if the WEP
subÞeld in the frame control Þeld is set to 1). The frame body is null (zero octets in length) in data frames of
Subtype Null function (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data).

Table 4 ÑAddress Þeld contents

To DS From DS Address 1 Address 2 Address 3 Address 4

0 0 DA SA BSSID N/A

0 1 DA BSSID SA N/A

1 0 BSSID SA DA N/A

1 1 RA TA DA SA

Figure 22ÑData frame
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Within all data type frames sent during the CFP, the Duration Þeld is set to the value 32 768. Within all data
type frames sent during the contention period, the Duration Þeld is set according to the following rules:

Ñ If the Address 1 Þeld contains a group address, the duration value is set to 0.
Ñ If the More Fragments bit is set to 0 in the Frame Control Þeld of a frame and the Address 1 Þeld

contains an individual address, the duration value is set to the time, in microseconds, required to
transmit one ACK frame, plus one SIFS interval.

Ñ If the More Fragments bit is set to 1 in the Frame Control Þeld of a frame, and the Address 1 Þeld
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS intervals.

The duration value calculation for the data frame is based on the rules in 9.6 that determine the data rate at
which the control frames in the frame exchange sequence are transmitted. If the calculated duration includes
a fractional microsecond, that value is rounded up to the next higher integer. All stations process Duration
Þeld values less than or equal to 32 767 from valid data frames to update their NAV settings as appropriate
under the coordination function rules.

7.2.3 Management frames

The frame format for a Management frame is independent of frame subtype and is as deÞned in Figure 23.

A STA uses the contents of the Address 1 Þeld to perform the address matching for receive decisions. In the
case where the Address 1 Þeld contains a group address and the frame type is other than Beacon, the BSSID
also is validated to ensure that the broadcast or multicast originated in the same BSS. If the frame type is
Beacon, other address matching rules apply, as speciÞed in 11.1.2.3.

The address Þelds for management frames do not vary by frame subtype.

The BSSID of the management frame is determined as follows:

a) If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP.

b) If the station is a member of an IBSS, the BSSID is the BSSID of the IBSS.
c) In Management frames of subtype Probe Request, the BSSID is either a speciÞc BSSID, or the

broadcast BSSID as deÞned in the procedures speciÞed in Clause 10.

The DA is the destination of the frame.

The SA is the address of the station transmitting the frame.

Within all management type frames sent during the CFP, the Duration Þeld is set to the value 32 768. Within
all management type frames sent during the contention period, the Duration Þeld is set according to the fol-
lowing rules:

Ñ If the DA Þeld contains a group address, the duration value is set to 0.

Figure 23ÑManagement frame format
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Ñ If the More Fragments bit is set to 0 in the Frame Control Þeld of a frame and the DA contains an
individual address, the duration value is set to the time, in microseconds, required to transmit one
ACK frame, plus one SIFS interval. 

Ñ If the More Fragments bit is set to 1 in the Frame Control Þeld of a frame, and the DA contains an
individual address, the duration value is the time, in microseconds, required to transmit the next
fragment of this management frame, plus two ACK frames, plus three SIFS intervals. 

The duration value calculation for the management frame is based on the rules in 9.6 that determine the data
rate at which the control frames in the frame exchange sequence are transmitted. If the calculated duration
includes a fractional microsecond, that value is rounded up to the next higher integer. All stations process
Duration Þeld values less than or equal to 32 767 from valid management frames to update their NAV set-
tings as appropriate under the coordination function rules.

The frame body consists of the Þxed Þelds and information elements deÞned for each management frame
subtype. All Þxed Þelds and information elements are mandatory unless stated otherwise, and they can
appear only in the speciÞed order. Stations encountering an element type they do not understand ignore that
element. Element type codes not explicitly deÞned in the standard are reserved, and do not appear in any
frames.

7.2.3.1 Beacon frame format

The frame body of a management frame of subtype Beacon contains the information shown in Table 5. 

7.2.3.2 IBSS Announcement TrafÞc Indication Message (ATIM) frame format

The frame body of a management frame of subtype ATIM is null.

Table 5ÑBeacon frame body

Order Information Note

1 Timestamp

2 Beacon interval

3 Capability information

4 SSID

5 Supported rates

6 FH Parameter Set 1

7 DS Parameter Set 2

8 CF Parameter Set 3

9 IBSS Parameter Set 4

10 TIM 5

NOTES
1ÑThe FH Parameter Set information element is only present within Beacon frames
generated by STAs using frequency-hopping PHYs.
2ÑThe DS Parameter Set information element is only present within Beacon frames
generated by STAs using direct sequence PHYs.
3ÑThe CF Parameter Set information element is only present within Beacon frames
generated by APs supporting a PCF.
4ÑThe IBSS Parameter Set information element is only present within Beacon
frames generated by STAs in an IBSS.
5ÑThe TIM information element is only present within Beacon frames generated by
APs.
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7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in Table 6.

7.2.3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the information shown in
Table 7.

7.2.3.5 Association Response frame format

The frame body of a management frame of subtype Association Response contains the information shown in
Table 8.

Table 6ÑDisassociation frame body

Order Information

1 Reason code

Table 7 ÑAssociation Request frame body

Order Information

1 Capability information

2 Listen interval

3 SSID

4 Supported rates

Table 8ÑAssociation Response frame body

Order Information

1 Capability information

2 Status code

3 Association ID (AID)

4 Supported rates
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7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information shown
in Table 9.

7.2.3.7 Reassociation Response frame format

The frame body of a management frame of subtype Reassociation Response contains the information shown
in Table 10.

7.2.3.8 Probe Request frame format

The frame body of a management frame of subtype Probe Request contains the information shown in Table 11.

Table 9ÑReassociation Request frame body

Order Information

1 Capability information

2 Listen interval

3 Current AP address

4 SSID

5 Supported rates

Table 10ÑReassociation Response frame body

Order Information

1 Capability information

2 Status code

3 Association ID (AID)

4 Supported rates

Table 11ÑProbe Request frame body

Order Information

1 SSID

2 Supported rates
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7.2.3.9 Probe Response frame format

The frame body of a management frame of subtype Probe Response contains the information shown in Table 12.

7.2.3.10 Authentication frame format

The frame body of a management frame of subtype Authentication contains the information shown in Table 13.

Table 12ÑProbe Response frame body

Order Information Note

1 Timestamp

2 Beacon interval

3 Capability information

4 SSID

5 Supported rates

6 FH Parameter Set 1

7 DS Parameter Set 2

8 CF Parameter Set 3

9 IBSS Parameter Set 4

NOTES
1ÑThe FH Parameter Set information element is only present within
Probe Response frames generated by STAs using frequency-hopping
PHYs.
2ÑThe DS Parameter Set information element is only present within
Probe Response frames generated by STAs using direct sequence PHYs.
3ÑThe CF Parameter Set information element is only present within
Probe Response frames generated by APs supporting a PCF.
4ÑThe IBSS Parameter Set information element is only present within
Probe Response frames generated by STAs in an IBSS.

Table 13ÑAuthentication frame body

Order Information Note

1 Authentication algorithm number

2 Authentication transaction sequence 
number

3 Status code 1

4 Challenge text 2

NOTES
1ÑThe status code information is reserved and set to 0 in certain Authen-
tication frames as deÞned in Table 14.
2ÑThe challenge text information is only present in certain Authentication 
frames as deÞned in Table 14.
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7.2.3.11 Deauthentication

The frame body of a management frame of subtype Deauthentication contains the information shown in
Table 15.

7.3 Management frame body components

Within management frames, Þxed-length mandatory frame body components are deÞned as Þxed Þelds;
variable length mandatory and all optional frame body components are deÞned as information elements.

7.3.1 Fixed Þelds

7.3.1.1 Authentication Algorithm Number Þeld

The Authentication Algorithm Number Þeld indicates a single authentication algorithm. The length of the
Authentication Algorithm Number Þeld is two octets. The Authentication Algorithm Number Þeld is illus-
trated in Figure 24. The following values are deÞned for authentication algorithm number:

Authentication algorithm number = 0: Open System
Authentication algorithm number = 1: Shared Key
All other values of authentication number are reserved.

Table 14ÑPresence of challenge text information

Authentication 
algorithm number

Authentication trans. 
sequence number Status code Challenge text

Open System 1 Reserved Not present

Open System 2 Status Not present

Shared Key 1 Reserved Not present

Shared Key 2 Status Present

Shared Key 3 Reserved Present

Shared Key 4 Status Not present

Table 15ÑDeauthentication frame body

Order Information Note

1 Reason code

Figure 24ÑAuthentication Algorithm Number Þxed Þeld
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7.3.1.2 Authentication Transaction Sequence Number Þeld

The Authentication Transaction Sequence Number Þeld indicates the current state of progress through a
multistep transaction. The length of the Authentication Transaction Sequence Number Þeld is two octets.
The Authentication Transaction Sequence Number Þeld is illustrated in Figure 25.

7.3.1.3 Beacon Interval Þeld

The Beacon Interval Þeld represents the number of time units (TU) between target beacon transmission
times (TBTTs). The length of the Beacon Interval Þeld is two octets. The Beacon Interval Þeld is illustrated
in Figure 26.

7.3.1.4 Capability Information Þeld

The Capability Information Þeld contains a number of subÞelds that are used to indicate requested or adver-
tised capabilities. The length of the Capability Information Þeld is two octets. The Capability Information
Þeld consists of the following subÞelds: ESS, IBSS, CF-Pollable, CF-Poll Request, and Privacy. The remain-
ing part of the Capability Information Þeld is reserved. The format of the Capability Information Þeld is as
illustrated in Figure 27.

Each Capability Information subÞeld is interpreted only in the management frame subtypes for which the
transmission rules are deÞned.

APs set the ESS subÞeld to 1 and the IBSS subÞeld to 0 within transmitted Beacon or Probe Response man-
agement frames. STAs within an IBSS set the ESS subÞeld to 0 and the IBSS subÞeld to 1 in transmitted
Beacon or Probe Response management frames.

Figure 25ÑAuthentication Transaction Sequence Number Þxed Þeld

Figure 26ÑBeacon Interval Þxed Þeld

Figure 27ÑCapability Information Þxed Þeld
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STAs set the CF-Pollable and CF-Poll Request subÞelds in Association and Reassociation Request manage-
ment frames according to Table 16.

APs set the CF-Pollable and CF-Poll Request subÞelds in Beacon, Probe Response, Association Response,
and Reassociation Response management frames according to Table 17. An AP sets the CF-Pollable and CF-
Poll Request subÞeld values in Association Response and Reassociation Response management frames
equal to the values in the last Beacon or Probe Response frame that it transmitted.

APs set the Privacy subÞeld to 1 within transmitted Beacon, Probe Response, Association Response, and
Reassociation Response management frames if WEP encryption is required for all data type frames
exchanged within the BSS. If WEP encryption is not required, the Privacy subÞeld is set to 0.

STAs within an IBSS set the Privacy subÞeld to 1 in transmitted Beacon or Probe Response management
frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryp-
tion is not required, the Privacy subÞeld is set to 0.

7.3.1.5 Current AP Address Þeld

The Current AP Address Þeld is the MAC address of the AP with which the station is currently associated. The
length of the Current AP Address Þeld is six octets. The Current AP Address Þeld is illustrated in Figure 28.

Table 16ÑSTA usage of CF-Pollable and CF-Poll Request

CF-Pollable CF-Poll 
request Meaning

0 0 STA is not CF-Pollable

0 1 STA is CF-Pollable, not requesting to be placed on the CF-Polling list

1 0 STA is CF-Pollable, requesting to be placed on the CF-Polling list

1 1 STA is CF-Pollable, requesting never to be polled

Table 17ÑAP usage of CF-Pollable and CF-Poll Request

CF-Pollable CF-Poll 
Request Meaning

0 0 No point coordinator at AP

0 1 Point coordinator at AP for delivery only (no polling)

1 0 Point coordinator at AP for delivery and polling

1 1 Reserved

Figure 28ÑCurrent AP Address Þxed Þeld
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7.3.1.6 Listen Interval Þeld

The Listen Interval Þeld is used to indicate to the AP how often an STA wakes to listen to Beacon manage-
ment frames. The value of this parameter is the STAÕs aListenInterval MIB attribute and is expressed in units
of Beacon Interval. The length of the Listen Interval Þeld is two octets. The Listen Interval Þeld is illustrated
in Figure 29.

An AP may use the Listen Interval information in determining the lifetime of frames that it buffers for an STA.

7.3.1.7 Reason Code Þeld

This Reason Code Þeld is used to indicate the reason that an unsolicited notiÞcation management frame of
type Disassociation or Deauthentication was generated. The length of the Reason Code Þeld is two octets.
The Reason Code Þeld is illustrated in Figure 30.

The reason codes are deÞned in Table 18.

Table 18ÑReason codes

Reason code Meaning

0 Reserved

1 UnspeciÞed reason

2 Previous authentication no longer valid

3 Deauthenticated because sending station is leaving (has left) IBSS or ESS

4 Disassociated due to inactivity

5 Disassociated because AP is unable to handle all currently associated stations

6 Class 2 frame received from nonauthenticated station

7 Class 3 frame received from nonassociation station

8 Disassociated because sending station is leaving (has left) BSS

9 Station requesting (re)association is not authenticated with responding station

10Ð65 535 Reserved

Figure 29ÑListen Interval Þxed Þeld

Figure 30ÑReason Code Þxed Þeld
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7.3.1.8 Association ID (AID) Þeld

The AID Þeld is a value assigned by an AP during association and represents the 16-bit ID of a STA. The length
of the AID Þeld is two octets. The AID Þeld is illustrated in Figure 31.

The value assigned as the Association ID is in the range 1Ð2007 and is placed in the 14 lsb of the AID Þeld,
with the 2 msb of the AID Þeld both set to 1 (see 7.1.3.2).

The AID value 0 is used to announce broadcast and multicast frames in trafÞc indication map information
elements.

7.3.1.9 Status Code Þeld

The Status Code Þeld is used in a response management frame to indicate the success or failure of a
requested operation. The length of the Status Code Þeld is two octets. The Status Code Þeld is illustrated in
Figure 32.

If an operation is successful, then the status code is set to 0. If an operation results in failure, the status code
indicates a failure cause. The failure cause codes are deÞned in Table 19.

Table 19ÑStatus codes 

Status code Meaning

0 Successful

1 UnspeciÞed failure

2Ð9 Reserved

10 Cannot support all requested capabilities in the Capability Information Þeld

11 Reassociation denied due to inability to conÞrm that association exists

12 Association denied due to reason outside the scope of this standard

13 Responding station does not support the speciÞed authentication algorithm

14 Received an Authentication frame with authentication transaction sequence number 
out of expected sequence

15 Authentication rejected because of challenge failure

16 Authentication rejected due to timeout waiting for next frame in sequence

Figure 31ÑAID Þxed Þeld

Figure 32ÑStatus Code Þxed Þeld
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7.3.1.10 Timestamp

This Þeld represents the value of the TSFTIMER (see 11.1) of a frameÕs source. The length of the Timestamp
Þeld is eight octets. The Timestamp Þeld is illustrated in Figure 33.

7.3.2 Information elements

Elements are deÞned to have a common general format consisting of a one-octet Element ID Þeld, a one-
octet length Þeld, and a variable-length element-speciÞc information Þeld. Each element is assigned a
unique Element ID as deÞned in this speciÞcation. The Length Þeld speciÞes the number of octets in the
Information Þeld. See Figure 34.

17 Association denied because AP is unable to handle additional associated stations

18 Association denied due to requesting station not supporting all of the data rates in the 
BSSBasicRateSet parameter

19Ð65 535 Reserved

Table 19ÑStatus codes  (continued)

Status code Meaning

Figure 33ÑTimestamp Þxed Þeld

Figure 34ÑElement format
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The set of valid elements is deÞned in Table 20.

7.3.2.1 Service Set Identity (SSID) element

The Service Set Identity (SSID) element indicates the identity of an extended service set (ESS) or IBSS. See
Figure 35.

The length of the SSID information Þeld is between 0 and 32 octets. A zero length information Þeld indi-
cates the broadcast SSID.

7.3.2.2 Supported Rates element

The Supported Rates element speciÞes all the rates that this STA is capable of receiving. The information
Þeld is encoded as 1 to 8 octets where each octet describes a single supported rate in units of 500 kbit/s.

Within Beacon, Probe Response, Association Response, and Reassociation Response management frames,
each supported rate belonging to the BSSBasicRateSet as deÞned in 10.3.10.1, is encoded as an octet with
the msb (bit 7) set to 1 (e.g., a 1 Mbit/s rate belonging to the BSSBasicRateSet is encoded as X'82'). Rates
not belonging to the BSSBasicRateSet are encoded with the msb set to 0 (e.g., a 2 Mbit/s rate not belonging
to the BSSBasicRate Set is encoded as X'04'). The msb of each Supported Rate octet in other management
frame types is ignored by receiving STAs.

BSSBasicRateSet information in Beacon and Probe Response management frames is used by STAs in order to
avoid associating with a BSS if they do not support all the data rates in the BSSBasicRateSet. See Figure 36.

Table 20ÑElement IDs

Information element Element ID

SSID 0

Supported rates 1

FH Parameter Set 2

DS Parameter Set 3

CF Parameter Set 4

TIM 5

IBSS Parameter Set 6

Reserved 7Ð15

Challenge text 16

Reserved for challenge text extension 17Ð31

Reserved 32Ð255

Figure 35ÑSSID element format
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7.3.2.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to allow synchronization for STAs
using a frequency-hopping (FH) PHY. The information Þeld contains Dwell Time, Hop Set, Hop Pattern,
and Hop Index parameters. The total length of the information Þeld is 5 octets. See Figure 37.

The Dwell Time Þeld is two octets in length and contains the dwell time in TU.

The Hop Set Þeld identiÞes the particular set of hop patterns and is a single octet. 

The Hop Pattern Þeld identiÞes the individual pattern within a set of hop patterns and is a single octet.

The Hop Index Þeld selects the current channel index within a pattern and is a single octet.

7.3.2.4 DS Parameter Set element

The DS Parameter Set element contains information to allow channel number identiÞcation for STAs using a
direct sequence spread spectrum (DSSS) PHY. The information Þeld contains a single parameter containing
the current channel number. The length of the current channel number parameter is one octet. See Figure 38.

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCF. The information
Þeld contains the CFPCount, CFPPeriod, CFPMaxDuration, and CFPDurRemaining Þelds. The total length
of the information Þeld is 6 octets. See Figure 39.

Figure 36ÑSupported rates element format

Figure 37ÑFH Parameter Set element format

Figure 38ÑDS Parameter Set element format

Figure 39ÑCF Parameter Set element format
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CFPCount indicates how many DTIMs (including the current frame) appear before the next CFP start. A
CFPCount of 0 indicates that the current DTIM marks the start of the CFP.

CFPPeriod indicates the number of DTIM intervals between the start of CFPs. The value is an integral num-
ber of DTIM intervals.

CFPMaxDuration indicates the maximum duration, in TU, of the CFP that may be generated by this PCF.
This value is used by STAs to set their NAV at the TBTT of beacons that begin CFPs.

CFPDurRemaining indicates the maximum time, in TU, remaining in the present CFP, and is set to zero in
CFP Parameter elements of beacons transmitted during the contention period. The value of CFPDurRemain-
ing is referenced to the immediately previous TBTT. This value is used by all STAs to update their NAVs
during CFPs.

7.3.2.6 TIM

The TIM element contains four Þelds: DTIM Count, DTIM Period, Bitmap Control, and Partial Virtual Bit-
map. See Figure 40.

The Length Þeld for this element indicates the length of the information Þeld, which is constrained as
described below.

The DTIM Count Þeld indicates how many beacons (including the current frame) appear before the next
DTIM. A DTIM Count of 0 indicates that the current TIM is a DTIM. The DTIM count Þeld is a single octet.

The DTIM Period Þeld indicates the number of Beacon intervals between successive DTIMs. If all TIMs are
DTIMs, the DTIM Period Þeld has the value 1. The DTIM Period value 0 is reserved. The DTIM period Þeld
is a single octet.

The Bitmap Control Þeld is a single octet. The low-order bit contains the TrafÞc Indicator bit associated with
Association ID 0. This bit is set to 1 in TIM elements with a value of 0 in the DTIM Count Þeld when one or
more broadcast or multicast frames are buffered at the AP. The high-order 7 bit forms the Bitmap Offset sub-
Þeld. The Bitmap Offset subÞeld is a number between 0 and 250, formed by using the Bitmap Control Þeld
with the low-order bit set to 0, and is further described below.

The trafÞc-indication virtual bitmap, maintained by the AP that generates a TIM, consists of 2008 b, and is
organized into 251 octets such that bit number N (0 < N < 2007) in the bitmap corresponds to bit number (N
mod 8) in octet number ëN / 8û where the low-order bit of each octet is bit number 0, and the high order bit
is bit number 7. Each bit in the trafÞc-indication virtual bitmap corresponds to trafÞc buffered for a speciÞc
station within the BSS that the AP is prepared to deliver at the time the beacon frame is transmitted. Bit num-
ber N is 0 if there are no directed frames buffered for the station whose Association ID is N. If any directed
frames for that station are buffered and the AP is prepared to deliver them, bit number N in the trafÞc-indica-
tion virtual bitmap is 1. A PC may decline to set bits in the TIM for CF-Pollable stations it does not intend to
poll (see 11.2.1.5).

The Partial Virtual Bitmap Þeld consists of octets numbered N1 through N2 of the trafÞc indication virtual
bitmap, where N1 is the largest number such that bits numbered 1 through (N1 ´ 8) Ð 1 in the bitmap are all

Figure 40ÑTIM element format
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0 and N2 is the smallest number such that bits numbered (N2 + 1) ´ 8 through 2007 in the bitmap are all 0.
In this case, the Bitmap Offset subÞeld value contains the number N1, and the Length Þeld will be set to (N2
Ð N1) + 4.

In the event that all bits other than bit 0 in the virtual bitmap are 0, the Partial Virtual Bitmap Þeld is encoded
as a single octet equal to 0, and the Bitmap Offset subÞeld is 0.

7.3.2.7 IBSS Parameter Set element

The IBSS Parameter Set element contains the set of parameters necessary to support an IBSS. The informa-
tion Þeld contains the ATIM Window parameter. See Figure 41.

The ATIM Window Þeld is 2 octets in length and contain the ATIM Window length in TU. 

7.3.2.8 Challenge Text element

The Challenge Text element contains the challenge text within Authentication exchanges. The element infor-
mation Þeld length is dependent upon the authentication algorithm and the transaction sequence number as
speciÞed in 8.1. See Figure 42.

Figure 41ÑIBSS Parameter Set element format

Figure 42ÑChallenge Text element format
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