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(57) ABSTRACT 

The present invention provides a method of wireless commu 
nication involving at least one first base station associated 
with a first access serving network and at least one second 
base station associated with a second access serving network 
is provided. The method may include generating a first key 
associated with the first access serving network and the sec 
ond base station, receiving information indicating that the 
first key is temporary, and establishing a communication link 
with the second base station using the first key. 

21 Claims, 2 Drawing Sheets 
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METHOD FOR DISTRIBUTING SECURITY 
KEYS DURINGHAND-OFF NAWIRELESS 

COMMUNICATION SYSTEM 

BACKGROUND OF THE INVENTION 5 

1. Field of the Invention 
This invention relates generally to communication sys 

tems, and, more particularly, to wireless communication sys 
temS. 10 

2. Description of the Related Art 
Access points are used to provide wireless connectivity to 

one or more mobile units in a wireless communication sys 
tem. Exemplary access points may include base stations, base 
station routers. Access Serving Networks (ASNs), WiMAX 15 
routers, and the like. Mobile units may include cellular tele 
phones, personal data assistants, Smartphones, text messag 
ing devices, laptop computers, desktop computers, and the 
like. The access point also provides connectivity to one or 
more outside networks. For example, in a wireless network 20 
that operates according to an IEEE 802.16 protocol, a mobile 
unit may establish a wireless connection with a WiMAX 
router, which may include one or more Access Serving Net 
work (ASN) entities and one or more base stations. The 
WiMAX router may be connected to one or more Connectiv- 25 
ity Serving Networks (CSN) that provides connectivity to an 
outside network. 

Security associations may be established and maintained to 
allow secure communications between mobile units and the 
serving network. For example, systems that operate accord- 30 
ing to the IEEE 802.16e and/or WiMAX standards may use 
the Privacy and Key Management, version 2, (PKMv2) pro 
tocol with Extensible Authentication Protocol (EAP) for user 
authentication and device authorization. The PKMV2 proto 
col supports device authorization and user authentication 35 
between a mobile unit and a home Network Service Provider 
(NSP) using a three-party scheme. 
The three parties in the PKMV2 protocol are the supplicant, 

the authenticator, and the authentication server. A Supplicant 
is an entity at one end of a point-to-point link that is being 40 
authenticated by an authenticator attached to the other end of 
that link. An authenticator is an entity at one end of a point 
to-point link that facilitates authentication of Supplicants that 
may be attached to the other end of the point-to-point link. 
The authenticator enforces authentication before allowing the 45 
Supplicant access to services in the network. An authentica 
tion server is an entity that provides an authentication service 
to an authenticator and a Supplicant. This authentication 
server uses the credentials provided by the supplicant to 
determine whether the supplicant is authorized to access the 50 
services provided via the authenticator. For example, in a 
WiMAX system, the supplicant is the mobile unit, the authen 
ticator resides in the Access Serving Network (ASN), and the 
authentication server is implemented in an authentication, 
authorization, and accounting (AAA) server in the Connec- 55 
tivity Serving Network (CSN). 

The Extensible Authentication Protocol (EAP) is an encap 
sulation protocol used to transport packet data units (PDUs) 
that may be used to negotiate an authentication method 
between the supplicant and the authentication server. The 60 
Extensible Authentication Protocol may be encapsulated 
within other protocols such as the PKMV2 protocol, the 
802.16 protocol, a RADIUS or DIAMETER protocol, a Uni 
versal Datagram Protocol (UDP), a Transmission Control 
Protocol (TCP), an Internet Protocol (IP), and the like. The 65 
RADIUS protocol and possibly the DIAMETER protocol are 
the de facto transport protocols for EAP over IP networks 

2 
between the authenticator and authentication server. The 
Extensible Authentication Protocol (EAP) supports crypto 
graphically strong key-deriving methods such as EAP-TLS, 
EAP-AKA and EAP-MSCHAPv2, as well as reuse of user 
credential types across WiMAX networks. 

Secure connections are typically established according to a 
security model that specifies an operational relationship 
between the Supplicant, the authenticator, and the authentica 
tion server. For example, a four phase security model may be 
used. In the first phase, a Supplicant (e.g., a mobile unit) 
discovers one or more available base stations that can provide 
wireless connectivity in a coverage area and selects a particu 
lar base station as a preferred (or serving) base station. The 
mobile unit then discovers configuration data, and the discov 
ery may occur statically and/or dynamically. In the second 
phase, the Supplicant presents its credentials to the authenti 
cator, which forwards the supplicants credentials to the 
authentication server. Depending on the authentication 
method being negotiated, multiple roundtrip communica 
tions between the various entities may be used. If the authen 
tication procedure Succeeds, the authentication server for 
wards a session-related key to the authenticator in the third 
phase. The authentication server also forwards information 
that may be used to generate the session-related key to the 
supplicant. The session-related keys held by the authenticator 
and the Supplicant are used to establish a security association 
manifested by a pair of secret symmetric keys, which may be 
used to generate keys to protect data transmitted in the fourth 
phase. 

In systems that operate according to the IEEE 802.16 and 
WiMAX standards, a symmetric key called the Master Key 
(MK) is pre-provisioned into the supplicant and the authen 
tication server upon initialization of the Supplicant’s Sub 
scription. The Master Key represents the current subscrip 
tion-based security association and only the Supplicant and 
the authentication server can possess Master Key, which dem 
onstrates authorization to make a decision on behalf of Sup 
plicant. An example of a Master Key is the root key used in 
authentication and key agreement (AKA) protocols. The Sup 
plicant and/or the authentication server can generate a Master 
Session Key (MSK) and/or an Extended Master Session Key 
(EMSK) from the Master Key. The Master Session Key is 
typically used for fixed subscribers and the Extended Master 
Session Key is typically used for mobile subscribers. These 
keys may be derived as recommended in section 7.10 of the 
IETF RFC-3748 “Extensible Authentication Protocol. 
The Supplicant and the authentication server may derive an 

AAA-key based on the Master Session Key (or the Extensible 
Master Session Key). The authentication server populates the 
AAA-Key into the corresponding authenticator using, for 
example, the RADIUS and/or DIAMETER protocols to 
establish a security association between the Supplicant, the 
authenticator, and the authentication server. The Supplicant 
and the authenticator each generate one of a pair of secret 
symmetric keys, which may be referred to as Pairwise Master 
Keys (PMKs), using the AAA-key. The IEEE 802.16 and 
WiMAX standards state that the supplicant and the authenti 
cator derive the Pairwise Master Keys by truncating the AAA 
key. Generation of the Pairwise Master Keys marks the suc 
cessful completion of the Credential Verification and User 
Authentication phase, i.e. the second phase described above. 
The Supplicant and the authenticator may each generate a 

copy of an Authorization Key (AK) using the Pairwise Master 
Key. For example, the Authorization Key may be computed 
from the Pairwise Master Key using a pseudo-random func 
tion (prf) transform of Base Station and Mobile Station iden 
tifiers (BS. ID and MS ID, respectively): 

Exhibit 1017 
Page 04 of 10



US 7,602,918 B2 
3 

AK, prfAMK, BS ID, MS ID, ...) 

Accordingly, the Authorization Key used by the Supplicant 
and the authenticator remains the same as long as the Suppli 
cant remains in contact with the same base station and uses 5 
the same Pairwise Master Key. However, the IEEE 802.16e 
and WiMAX draft standards state that the Pairwise Master 
Key should not be shared with a (less trusted) target access 
serving network when a Supplicant (e.g., a mobile unit) 
hands-off from a base station in a source access serving 10 
network to a base station in the target access serving network. 
Instead, the target access serving network should generate a 
new Pairwise Master Key by executing an Initial Entry EAP 
authentication process, as described above, which requires 
accessing the authentication server, e.g., the Home AAA 15 
Server. 
The Supplicant does not know that the access serving net 

work has changed when the Supplicant hands off from a base 
station in the Source access serving network to a base station 
in the target access serving network. Consequently, the Sup- 20 
plicant does not know that the current value of the Pairwise 
Master Key will not be shared with the target access serving 
network. Since the Supplicant cannot distinguish between 
contiguous entry and initial entry into the target access serv 
ing network, the Supplicant does not know that the authenti- 25 
cator associated with the new base station in the target access 
network is different from the initial authenticator, and that the 
new authenticator does not possess the current Pairwise Mas 
ter Key. Therefore, following the inter-system handoff, the 
Supplicant will continue to compute the Authorization Key 30 
based on the Pairwise Master Key from the source access 
serving network, the supplicant’s MS ID, and the BS ID of 
the new target base station. 

To preserve the communication link between the suppli 
cant and the target base station during a handoff, the Source 35 
access serving network may provide an Authorization Key to 
the target base station, but this key will also be computed 
based on the Pairwise Master Key from the source access 
serving network, the supplicant’s MS ID, and the BS ID of 
the new target base station. Providing security key material to 40 
the less trusted target base station and/or target access serving 
network may increase security risks associated with the Sup 
plicant, the target base station, and/or the target access Serv 
ing network. For example, an adversary in the less trusted 
access serving network may have an opportunity to determine 45 
the value of the Pairwise Master Key from the Authorization 
Key, particularly if the Pairwise Master Key and, therefore, 
the Authorization Key are used for a relatively long period of 
time. Once the value of the old Pairwise Master Key has been 
determined, the adversary may be able to decrypt communi- 50 
cations associated with the current session and any older 
sessions that utilized the same key material. 

To prevent this potential security risk, the source access 
serving network may not provide a copy of the Pairwise 
Master Key. Instead, the Supplicant and the target access 55 
serving network may be required to negotiate a new security 
association after the handoff into an untrusted serving net 
work. For example, the Supplicant and the target access Serv 
ing network may invoke the complete EAP authentication 
procedure with the Home AAA Server(HAAA), as described 60 
above. However, as discussed above, the Supplicant typically 
does not know that it has entered a new (less trusted) target 
access serving network. Thus, the Supplicant may not know 
that it is necessary to negotiate the new security association. 
Moreover, the complete EAP procedure typically requires a 65 
lengthy exchange that may include multiple transactions, and 
so the complete EAP procedure may be unreliable in a hand 

4 
off region due to the poor link conditions during the hand off. 
Accordingly, renegotiating a security association during the 
handoff may increase the likelihood that the communication 
link is dropped during the handoff. 

SUMMARY OF THE INVENTION 

The present invention is directed to addressing the effects 
of one or more of the problems set forth above. The following 
presents a simplified Summary of the invention in order to 
provide a basic understanding of Some aspects of the inven 
tion. This summary is not an exhaustive overview of the 
invention. It is not intended to identify key or critical elements 
of the invention or to delineate the scope of the invention. Its 
sole purpose is to present some concepts in a simplified form 
as a prelude to the more detailed description that is discussed 
later. 

In one embodiment of the present invention, a method is 
provided for wireless communication involving at least one 
first base station associated with a first access serving network 
and at least one second base station associated with a second 
access serving network. The method may include generating 
a first key associated with the first access serving network and 
the second base station, receiving information indicating that 
the first key is temporary, and establishing a communication 
link with the second base station using the first key. 

In another embodiment of the present invention, a method 
is provided for wireless communication involving a mobile 
unit, at least one first base station associated with a first access 
serving network, and at least one second base station associ 
ated with a second access serving network. The method 
includes providing information indicative of a first key asso 
ciated with the first access serving network and the second 
base station and providing information indicating that the first 
key is temporary. 

In yet another embodiment of the present invention, a 
method is provided for wireless communication involving a 
mobile unit, at least one first base station associated with a 
first access serving network, and at least one second base 
station associated with a second access serving network. The 
method includes receiving information indicative of a first 
key associated with the first access serving network and the 
second base station, receiving information indicating that the 
first key is temporary, and establishing a communication link 
with the mobile unit using the first key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention may be understood by reference to the fol 
lowing description taken in conjunction with the accompany 
ing drawings, in which like reference numerals identify like 
elements, and in which: 

FIG.1 conceptually illustrates one exemplary embodiment 
of a communication system, in accordance with the present 
invention; and 

FIG.2 conceptually illustrates one exemplary embodiment 
of a method of distributing security keys, in accordance with 
the present invention. 

While the invention is susceptible to various modifications 
and alternative forms, specific embodiments thereof have 
been shown by way of example in the drawings and are herein 
described in detail. It should be understood, however, that the 
description herein of specific embodiments is not intended to 
limit the invention to the particular forms disclosed, but on the 
contrary, the intention is to cover all modifications, equiva 
lents, and alternatives falling within the spirit and scope of the 
invention as defined by the appended claims. 
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DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

Illustrative embodiments of the invention are described 
below. In the interest of clarity, not all features of an actual 
implementation are described in this specification. It will of 
course be appreciated that in the development of any Such 
actual embodiment, numerous implementation-specific deci 
sions should be made to achieve the developers’ specific 
goals, such as compliance with system-related and business 
related constraints, which will vary from one implementation 
to another. Moreover, it will be appreciated that such a devel 
opment effort might be complex and time-consuming, but 
would nevertheless be a routine undertaking for those of 
ordinary skill in the art having the benefit of this disclosure. 

Portions of the present invention and corresponding 
detailed description are presented in terms of software, or 
algorithms and symbolic representations of operations on 
data bits within a computer memory. These descriptions and 
representations are the ones by which those of ordinary skill 
in the art effectively convey the substance of their work to 
others of ordinary skill in the art. An algorithm, as the term is 
used here, and as it is used generally, is conceived to be a 
self-consistent sequence of steps leading to a desired result. 
The steps are those requiring physical manipulations of 
physical quantities. Usually, though not necessarily, these 
quantities take the form of optical, electrical, or magnetic 
signals capable of being stored, transferred, combined, com 
pared, and otherwise manipulated. It has proven convenient at 
times, principally for reasons of common usage, to refer to 
these signals as bits, values, elements, symbols, characters, 
terms, numbers, or the like. 

It should be borne in mind, however, that all of these and 
similar terms are to be associated with the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless specifically stated otherwise, or as is 
apparent from the discussion, terms such as “processing or 
“computing or “calculating or “determining or “display 
ing’ or the like, refer to the action and processes of a computer 
system, or similar electronic computing device, that manipu 
lates and transforms data represented as physical, electronic 
quantities within the computer system's registers and memo 
ries into other data similarly represented as physical quanti 
ties within the computer system memories or registers or 
other Such information storage, transmission or display 
devices. 

Note also that the software implemented aspects of the 
invention are typically encoded on Some form of program 
storage medium or implemented over some type of transmis 
sion medium. The program storage medium may be magnetic 
(e.g., a floppy disk or a hard drive) or optical (e.g., a compact 
disk read only memory, or “CDROM), and may be read only 
or random access. Similarly, the transmission medium may 
be twisted wire pairs, coaxial cable, optical fiber, or some 
other suitable transmission medium known to the art. The 
invention is not limited by these aspects of any given imple 
mentation. 
The present invention will now be described with reference 

to the attached figures. Various structures, systems and 
devices are schematically depicted in the drawings for pur 
poses of explanation only and so as to not obscure the present 
invention with details that are well known to those skilled in 
the art. Nevertheless, the attached drawings are included to 
describe and explain illustrative examples of the present 
invention. The words and phrases used herein should be 
understood and interpreted to have a meaning consistent with 
the understanding of those words and phrases by those skilled 
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6 
in the relevant art. No special definition of a term or phrase, 
i.e., a definition that is different from the ordinary and cus 
tomary meaning as understood by those skilled in the art, is 
intended to be implied by consistent usage of the term or 
phrase herein. To the extent that a term or phrase is intended 
to have a special meaning, i.e., a meaning other than that 
understood by skilled artisans, such a special definition will 
be expressly set forth in the specification in a definitional 
manner that directly and unequivocally provides the special 
definition for the term or phrase. 

FIG.1 conceptually illustrates one exemplary embodiment 
of a communication system 100. In the illustrated embodi 
ment, the communication system 100 includes a Supplicant 
105 that is in communication with a base station 110 viaan air 
interface 115. Exemplary supplicants 105 include but are not 
limited to cellular telephones, personal data assistants, Smart 
phones, text messaging devices, laptop computers, desktop 
computers, and the like. Although the base station 110 is 
shown in FIG. 1, persons of ordinary skill in the art should 
appreciate that any other type of access point may be used. In 
alternative embodiments, exemplary access points may 
include base station routers, Access Serving Networks 
(ASNs), WiMAX routers, and the like. The supplicant 105 
and the base station 110 may communicate over the air inter 
face 115 according to any protocol or combination of proto 
cols. For example, the supplicant 105 and the base station 110 
may communicate over the air interface 115 according to a 
Universal Mobile Telecommunication System (UMTS) pro 
tocol, a Global System for Mobile communication (GSM) 
protocol, a Code Division Multiple Access (CDMA, CDMA 
2000) protocol, an IEEE 802.11 protocol, an IEEE 802.16 
protocol, a Bluetooth protocol, and the like. Accordingly, 
only those aspects of the communication protocols that are 
relevant to the present invention will be discussed herein. 
The base station 110 is communicatively coupled to an 

authenticator 120 that may be implemented in an access serv 
ing network (ASN)125. Although the access serving network 
125 shown in FIG. 1 includes a single base station 110. 
persons of ordinary skill in the art having benefit of the 
present disclosure should appreciate that the present inven 
tion is not limited to a single base station 110 per access 
serving network 125. In alternative embodiments, the access 
serving network 125 may include any number of base stations 
110. Although FIG. 1 depicts the authenticator 120 and the 
base station 110 as separate functional elements within the 
access serving network 125, persons of ordinary skill in the 
art should also appreciate that the access serving network 
125, the authenticator 120, and/or the base station 110 may be 
implemented in any number of physical devices. 
The authenticator 120 is communicatively coupled to an 

authentication server 135 that is implemented in the connec 
tivity serving network 140. In the illustrated embodiment, a 
security association exists between the authentication server 
135 and the authenticator 120 to protect communications 
between them. This security association can be established 
between the access serving network 125 and the connectivity 
serving network 140 based on business agreements between 
operators of these networks. The access serving network 125 
and the connectivity serving network 140 are considered part 
of a trusted domain because of the security association 
between the authenticator 120 and the authentication server 
135. 

Another security association exists between the authenti 
cation server 135 and the supplicant 105. This security asso 
ciation is established based on the Supplicant's Subscription. 
The supplicant 105 and the connectivity serving network 140 
are considered part of another trusted domain because of the 
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security association between the supplicant 105 and the 
authentication server 135. The security association is estab 
lished and/or maintained based upon one or more security 
keys. For example, if the communication system 100 operates 
according to the IEEE 802.16 and/or WiMAX standards, the 
supplicant 105 and the authentication server 135 can derive 
an AAA-key based on a Master Session Key (or an Extensible 
Master Session Key). The authentication server 135 may then 
populate the AAA-Key into the authenticator 120 using, for 
example, the RADIUS and/or DIAMETER protocols to 
establish the security association between the supplicant 105, 
the authenticator 120, and the authentication server 135. In a 
three party trust model, based on validation of security asso 
ciation between the supplicant 105 and authentication server 
135, the session-limited security association is created 
between the supplicant 105 and access serving network 
authenticator 125. Parameters defining this security associa 
tion, Such as security keys specific to this security association, 
are distributed from the authentication server 135 to the 
authenticator 125 under protection of existing security asso 
ciation between the authentication server 135 and the authen 
ticator 125. 

In the illustrated embodiment, a security association cre 
ated between the authenticator 120 and the supplicant 105 is 
represented by a pair of secret symmetric keys, one of which 
is stored in the authenticator 120 and one of which is stored in 
the supplicant 105. For example, if the communication sys 
tem 100 operates according to the IEEE 802.16 and/or 
WiMAX standards, the supplicant 105 and the authenticator 
120 each generate a copy of a Pairwise Master Key (PMK) 
using the AAA-key. The copies of the Pairwise Master Key 
may then be stored by the supplicant 105 and the authentica 
tor 120, respectively. 

The supplicant 105 and the authenticator 120 may generate 
additional security keys using a Pairwise Master Key. In one 
embodiment, an Authorization Key is computed from the 
Pairwise Master Key using a pseudo-random function (prf) 
transform of Base Station and Mobile Station identifiers 
(BS ID and MS ID, respectively). The supplicant 105 and 
the authenticator 120 may also generate a Key-Encryption 
Key (KEK) by using a defined pseudo-random function 
(PRF): 

KEK=PRF(AK, other known static parameters). 

User traffic that is sent over the air interface 115 may be 
encrypted with a secret key, such as a Traffic Encryption Key 
(TEK). The base station 110 may at any time decide to create 
a new random TEK. New values of the TEK may be encrypted 
using the KEK as: 

TEK'=ENC(TEK). 

The encrypted TEK" can then be sent to the supplicant 105 
over the air interface 115. The supplicant 105 may decrypt the 
encrypted TEK" and both the supplicant 105 and the base 
station 110 may use the TEK (as well as various sequence 
counters or numbers associated with the data packets) to 
encrypt and decrypt the traffic channel data. In one embodi 
ment, the base station 110 includes a buffer 143 that may be 
used to store data before it is transmitted to the supplicant 105 
over the air interface 115. Data may be pre-encrypted using 
the TEK and the sequence counters before being stored in the 
buffer 143. Alternatively, data may be encrypted just prior to 
being transmitted to the supplicant 105. 

The communication system 100 may also include one or 
more less trusted (or un-trusted) domains. In the illustrated 
embodiment, an access serving network 145 and a connec 
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8 
tivity serving network 150 are in a less trusted domain. The 
access serving network 145 may include one or more base 
stations 155 (including one or more buffers 158) and authen 
ticators 160, and the connectivity serving network 150 may 
include an authentication server 165. The access serving net 
work 145 and the connectivity serving network 150 are con 
sidered to be in a less trusted domain because there is no 
security association between the supplicant 105, the authen 
ticator 160, and the authentication server 165. Similarly, no 
security association, such as the security association repre 
sented by a pair of secret symmetric keys, exists between the 
supplicant 105 and the authenticator 160. Consequently, if the 
supplicant 105 hands off from the base station 110 to the base 
station 155, the authenticator 160 may not be able to generate 
the Authorization Key currently being used by the Supplicant 
105. 

The base station 110 may therefore generate a temporary 
Authorization Key using the Pairwise Master Key and an 
identifier associated with the base station 155. The base sta 
tion 110 may then provide a copy of the temporary Authori 
zation Key to the base station 155. The base station 110 may 
also provide an indication that the copy of the Authorization 
Key is temporary and should be regenerated as soon as pos 
sible. In one embodiment, the base station 110 may also 
provide contents of the buffer 143 and/or the TEK to the base 
station 155, which may store the information in the buffer 
158. The base station 155 may then establish a security asso 
ciation with the supplicant 105 using the temporary Authori 
zation Key so that the supplicant 105 in the base station 155 
can communicate over air interface 170. The supplicant 105 
may also receive information indicating that the temporary 
Authorization Key is temporary and should be regenerated as 
Soon as possible, as discussed in detail below. 
FIG.2 conceptually illustrates one exemplary embodiment 

ofa method 200 of distributing security keys. In the illustrated 
embodiment, a mobile unit (MU) 205 hands off from a base 
station (not shown) in a source access serving network 
(S-ASN) 210 to a base station (not shown) in a target access 
serving network (T-ASN) 215. The mobile unit 205 initially 
establishes a security association (represented by a Pairwise 
Master Key) with the source access serving network 210, 
which may be considered an anchor for the PMK security 
association. In one embodiment, the Source access serving 
network 210 can pre-compute and pre-populate Authoriza 
tion Keys into base stations that are associated with the source 
access serving network 210. Pre-population of Authorization 
Keys allows the base stations in the trusted Zone to quickly 
establish secure communications with the mobile unit 205 
without additional signaling with the source access serving 
network 210. The mobile unit 205 may later provide an indi 
cation of a handoff from the base station in the Source access 
serving network 210 to a base station in the target access 
serving network 215. Initialization of the security association 
and the indication of the impending handoff are represented 
by the double headed arrow 220. 
When the mobile unit 205 attempts to hand off from the 

base station in the source access serving network 210 to the 
base station in the target access serving network 215, the base 
station in the Source access serving network 210 indicates (at 
225) to the base station in the target access serving network 
215 that the source access serving network 210 is an anchor 
for the current security association. For example, the base 
station in the source access serving network 210 may provide 
(at 225) an indication that the Source access serving network 
210 is the holder of the active PMK. The base Station in the 
target access serving network 215 may then provide (at 230) 
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a request for a copy of the temporary Authorization Key to the 
Source access serving network 210. 

Since the targeted base station is in the un-trusted domain, 
i.e. it is associated with the un-trusted target access serving 
network 215, the source access serving network 210 gener 
ates (at 235) a temporary Authorization Key using the cur 
rently active Pairwise Master Key, an identifier associated 
with the target base station, and any other available informa 
tion. The source base station transmits (at 240) the temporary 
Authorization Key to the target base station. The source base 
station may also transmit (at 240) information indicating that 
the mobile unit 205 and the target access serving network 215 
should negotiate a new security association as soon as pos 
sible. For example, the source base station may transmit (at 
240) information indicating that the mobile unit 205 and the 
target access serving network 215 should negotiate a new 
Pairwise Master Key as soon as the hand-off procedures are 
completed and channel conditions are expected to be reliable 
enough to conduct the full mutually authenticated PMK gen 
eration procedure with the target access serving network 215. 

In one embodiment, unsent pre-encrypted data may be 
forwarded (at 240) from the source base station to the target 
base station. The Traffic Encryption Key that was used for 
encryption and values of associated sequence numbers may 
also be forwarded (at 240) from the source base station to the 
target base station. The value of a minimum acceptable 
sequence number for a reverse channel may also be for 
warded (at 240) to the target base station. As the values of 
sequence numbers approach their maximum limit, a new 
TEK may be established, which should increase the likeli 
hood that the combination of the key and the cryptographic 
synchronization is unique and does not repeat. 
The mobile unit 205 may establish (at 245) the communi 

cation link with the base station in the target access serving 
network 215. Techniques for establishing (at 245) the com 
munication link are known to persons of ordinary skill in the 
art and, in the interest of clarity, only those aspects of this 
procedure that are relevant to the present invention will be 
discussed herein. Since the target base station and the mobile 
unit 205 are both using copies of the temporary Authorization 
Key, the communication link may be considered a secure link. 
However, as discussed above, the mobile unit 205 and the 
target access serving network 215 should negotiate a new 
security association as soon as possible. The mobile unit 205 
may therefore determine (at 250) whether or not the commu 
nication link has been successfully established. The mobile 
unit 205 may also determine (at 255) whether or not the 
channel conditions are reliable enough to conduct the full 
mutually authenticated PMK generation procedure with the 
target access serving network 215. For example, the mobile 
unit 205 may monitor one or more pilot signals to determine 
the channel condition. 
Once the mobile unit 205 determines (at 250 and/or 255) 

that the conditions are appropriate, the mobile unit 205 pro 
vides (at 260) information indicating that a security associa 
tion should be negotiated with the target access serving net 
work 215. The mobile unit 205 and the target access serving 
network 215 may then negotiate (at 265) a new security 
association. For example, the mobile unit and the target 
access serving network 215 may negotiate (at 265) a new 
value of a Pairwise Master Key, as discussed in detail above. 
The target access serving network 215 may become the new 
anchor when the new security association has been Success 
fully negotiated (at 265). 

Distributing temporary security keys as discussed above 
may have a number of advantages over conventional practice. 
The security risks associated with handing off to base stations 
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10 
in less trusted (or un-trusted) domains may be reduced by 
providing a temporary Authorization Key to the target base 
station and requiring that the security association with the 
target access serving network be negotiated as soon as pos 
sible. The reliability of the complete EAP procedure may be 
increased by delaying the procedure until after the handoff is 
complete and the channel conditions of the new communica 
tion link are acceptably good. Accordingly, renegotiating the 
security association after the handoff may reduce the likeli 
hood that the communication link is dropped during a hand 
off. 

In embodiments where the TEK is provided to the target 
base station, the aforementioned techniques may also reduce 
the likelihood that an unscrupulous target base station may 
use the TEK indefinitely without ever changing the TEK. For 
example, mobile units may receive information indicating 
that the PMK should be re-established at earliest convenience 
following a handoff to the target base station. This will invoke 
creation of a new mutually authenticated PMK in the target 
access serving network, and result in creation of a new AK 
that can be used Subsequently by all legitimate base stations. 
If the target base station is not among the legitimate base 
stations, it will not receive the new AK and will only have the 
temporary AK received from the Source access serving net 
work. The illegitimate target base station will not be able to 
hand-off the mobile unit to other illegitimate base stations, 
which should localize problems associated with an illegiti 
mate target base station using the temporary AK. For another 
example, once the PMK is re-generated, the mobile unit 
expects the target base station to re-establish the new TEK as 
Soon as the remaining pre-encrypted data bufferis depleted. If 
the new TEK is not established, perhaps because the target 
base station is illegitimate, the mobile unit may decide to 
discontinue the communications, which may minimize any 
problems associated with an illegitimate target base station 
using the old value of the TEK. 
The particular embodiments disclosed above are illustra 

tive only, as the invention may be modified and practiced in 
different but equivalent manners apparent to those skilled in 
the art having the benefit of the teachings herein. Further 
more, no limitations are intended to the details of construction 
or design herein shown, other than as described in the claims 
below. It is therefore evident that the particular embodiments 
disclosed above may be altered or modified and all such 
variations are considered within the scope and spirit of the 
invention. Accordingly, the protection sought herein is as set 
forth in the claims below. 

What is claimed: 
1. A method of wireless communication involving at least 

one first base station having a secure association with a first 
access serving network represented by a first pairwise master 
key, the first access serving network having a secure associa 
tion with an authentication server, and at least one second 
base station associated with a second access serving network 
that does not have a secure association with the authentication 
server, the method being implemented in a mobile unit and 
comprising: 

generating, at the mobile unit using the first pairwise mas 
terkey, a first key, and wherein a copy of the first key has 
been generated by the first access serving network using 
the pairwise master key and transmitted to the second 
access serving network; 

receiving information indicating that the first key is tem 
porary; and 

establishing a temporary security association with the sec 
ond base station using the first key. 
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2. The method of claim 1, wherein generating the first key 
comprises generating the first key using, the first pairwise 
master key and an identifier associated with the second base 
station. 

3. The method of claim 2, wherein receiving the informa 
tion indicating that the first key is temporary comprises 
receiving information indicating that the first key was gener 
ated using the first pairwise master key. 

4. The method of claim 3, wherein receiving the informa 
tion indicating that the first key is temporary comprises 
receiving information indicating that a second pairwise mas 
ter key is to be generated by the second access serving net 
work. 

5. The method of claim 4, comprising negotiating the sec 
ond pairwise master key with the second access serving net 
work. 

6. The method of claim 5, wherein negotiating the second 
pairwise master key comprises negotiating the second pair 
wise master key in response to receiving the information 
indicating that the first key is temporary. 

7. The method of claim 5, wherein negotiating the second 
pairwise master key comprises: 

determining a channel condition associated with the com 
munication link with the second base station; and 

negotiating the second pairwise master key when the chan 
nel condition are determined to be reliable enough to 
conduct mutual authentication. 

8. The method of claim 1, comprising receiving encrypted 
data from the second base station, the encrypted data being 
provided to the second base station by the first base station, 
and wherein the encrypted data has been encrypted using at 
least one encryption key derived from the first key. 

9. A method of wireless communication involving a mobile 
unit, at least one first base station having a secure association 
with a first access serving network represented by a first 
pairwise master key, the first access serving network having a 
secure association with an authentication server, and at least 
one second base station associated with a second access serv 
ing network that does not have a secure association with the 
authentication server, the method being implemented in the 
first access serving network and comprising: 

generating a first key using the first pairwise master key, 
wherein a copy of the first key has been generated by the 
mobile unit using the first pairwise master key; 

providing, to the second access network, information 
indicative of the first key; and 

providing, to the second access network, information indi 
cating that the first key is temporary. 

10. The method of claim 9, comprising generating the first 
key using the first pairwise master key associated with the first 
access serving network and an identifier associated with the 
second base station. 

11. The method of claim 9, wherein providing the infor 
mation indicative of the first key comprises providing the 
information indicative of the first key to at least one of the 
mobile unit, the second base station, and the second access 
serving network. 
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12 
12. The method of claim 9, wherein providing the infor 

mation indicative of the first key comprises providing the 
information indicative of the first key in response to deter 
mining that the mobile unit is being handed off to the second 
base station. 

13. The method of claim 9, wherein providing the infor 
mation indicating that the first key is temporary comprises 
providing the information indicating that the first key is tem 
porary to at least one of the mobile unit, the second base 
station, and the second access serving network. 

14. The method of claim 9, wherein providing the infor 
mation indicating that the first key is temporary comprises 
providing the information indicating that the first key is tem 
porary in response to determining that the mobile unit is being 
handed off to the second base station. 

15. The method of claim 9, comprising providing a random 
number and data encrypted using the random number and the 
first key to the second base station. 

16. A method of wireless communication involving a 
mobile unit, at least one first base station having a secure 
association with a first access serving network represented by 
a first pairwise master key, the first access serving network 
having a secure association with an authentication server and 
at least one second base station associated with a second 
access serving network that does not have a secure associa 
tion with the authentication server, the method comprising: 

receiving information indicative of a first key generated by 
the first access serving network using the first pairwise 
master key: 

receiving information indicating that the first key is tem 
porary; and 

establishing a temporary security association with the 
mobile unit using the first key. 

17. The method of claim 16, wherein receiving said infor 
mation indicative of the first key comprises receiving infor 
mation indicative of a first key generated using the first pair 
wise master key associated with the first access serving 
network and an identifier associated with the second base 
station. 

18. The method of claim 17, wherein receiving the infor 
mation indicating that the first key is temporary comprises 
receiving information indicating that a second pairwise mas 
ter key is to be generated by the second access serving net 
work. 

19. The method of claim 18, comprising negotiating the 
second pairwise master key with the mobile unit. 

20. The method of claim 19, comprising receiving a request 
to negotiate the second pairwise master key from the mobile 
unit when the mobile unit determines that channel conditions 
are reliable enough to conduct mutual authentication, and 
wherein negotiating the second pairwise master key com 
prises negotiating the second pairwise master key in response 
to receiving the request from the mobile unit. 

21. The method of claim 16, comprising receiving a ran 
dom number and data encrypted using the random number 
and the first key from the second base station. 

k k k k k 
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