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7. (Original) The method of claim 5, wherein said key
binding blob is a string that is constructed from static parameters

advertised from an authenticator.

8. (Original) The method of claim 5, wherein said key
binding blob is an octet-string that is constructed from static parameters
advertised from an authenticator using an authenticator-supplicant

protocol.

9. (Original) The method of claim 5, including a
network side authenticator and said supplicant using the channel

binding master key for protecting an authenticator-supplicant protocol.

10. (Original) The method of claim 9, further including
said supplicant obtaining the key binding blob from said authenticator

using the authenticator-supplicant protocol.

11. (Original) The method of claim 1, further including
that:
a) a server and the supplicant create a channel binding key

used for an authenticator;
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b) the server transfers the channel binding key to the
authenticator; and

C) the supplicant and the authenticator verify proof of
possession of the channel binding key over an authenticator-supplicant

protocol.

12. (Original) The method of claim 11, further including
that the channel binding key is derived from a channel binding master
key bound to a key binding blob associated with the authenticator using

a key derivation function.

13. (Original) The method of claim 1, further including
creating multiple channel binding keys from a single channel binding

master key for multiple authenticators.

14. (Original) The method of claim 13, further including

using channel binding keys to form a hierarchical channel binding.

15. (Original) The method of claim 5, further including
creating multiple channel binding keys from a single channel binding
master key for multiple authenticators using different key binding blobs

for different authenticators.
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16. (Original) The method of claim 15, further including

using channel binding keys to form a hierarchical channel binding.

17.  (Original) The method of claim 13, further including
creating multiple channel binding keys from a single channel binding
master key for multiple authenticators using different key binding blobs

for different authenticators.

18. (Original) The method of claim 17, further including

using channel binding keys to form a hierarchical channel binding.

19. (Original) The method of claim 1, wherein said key
derivation function is computed based on CBK = kdf+ (CBMK, KBB),
where CBK represents channel binding key, CBMK represents channel

binding master key, and KBB represents key binding blob.

20. (Original) The method of claim 3, wherein said
authenticator is an EAP authenticator, and wherein the EAP
authenticator receives and processes the channel binding key as a

Master Session Key (MSK).

21. (Newly Added) An authentication server configured to

perform a channel binding method based on parameter binding in a key
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derivation procedure for authentication of a mobile supplicant to an
access network, comprising:

a processor configured to create a channel binding key used by an
authenticator, which key is derived from a channel binding master key
that is bound to a key binding blob associated with the authenticator
using a key derivation function, such as to cryptographically bind access
network parameters to said channel binding key without needing to carry

the parameters in authentication methods.
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REMARKS

Careful reconsideration of this application in view of the present

remarks is respectfully requested.

Rejections Based On References:

In paragraph 5 of the Office Action, claims 1-13 and 19-20 were
rejected over the inventor’s own prior publication “AaA-Key Derivation
with Lower Layer Parameter Binding” (Y. Ohba). In paragraph 6, claims
14-18 were rejected over Y. Ohba above further in view of U.S.

Application No. 2002/0120844 (Faccin).

Applicant’s Own Invention:

It is most respectfully submitted that the portions relied upon in
the above-cited reference to Y. Ohba are that of the present inventor’s
own invention. In particular, it is respectfully submitted that the second
named author (i.e., the secondary listed author) did not contribute to any
of the new technology presented in the document up through the end of
Section 6 (i.e., up through page 11) of the reference. In particular, it is
respectfully submitted that all relevant portions of the cited reference to

Y. Ohba were conceived and authored solely by the present inventor.
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Accordingly, it is submitted that the Patent Office is, thus, citing the

present inventor’s own invention against the present application.

Accordingly, it is respectfully requested that withdrawal of all of
the rejections based on this reference of the present inventor be
withdrawn. As such, it is respectfully submitted that all of the present

rejections are improper and should be withdrawn.

Concluding Remarks:

In view of the foregoing remarks, early reconsideration and
allowance are respectfully requested. In the event that any fees are due,

please charge our deposit account no. 50-2866.

In addition, if the Examiner desires to discuss any aspect of this
application or to suggest any amendments to place the application in
condition for allowance, the Examiner is encouraged to contact the
undersigned via telephone to expedite prosecution.

Respectfully submitted,
/Stephen B. Parker Reg. 36631/

Stephen B. Parker, Attorney for Applicants
Registration No. 36,631

Watchstone P+D, pllc

Westerman, Hattori, Daniels and Adrian,
LLP

1250 Connecticut Ave, N.W. (Suite 700),
Washington, D.C. 20036 (202-419-1518)

Exhibit 1004
Page 175 of 298



Electronic Patent Application Fee Transmittal

Application Number:

11379568

Filing Date:

20-Apr-2006

Title of Invention:

CHANNEL BINDING MECHANISM BASED ON PARAMETER BINDING IN KEY

DERIVATION

First Named Inventor/Applicant Name:

Yoshihiro Oba

Filer:

Stephen B. Parker

Attorney Docket Number: 3119.150
Filed as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sub-Total in
UsD($)
Basic Filing:
Pages:
Claims:
Claims in excess of 20 1202 1 52 52

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Exhibit 1004
Page 176 of 298




.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 1 month with $0 paid 1251 1 130 130
Miscellaneous:
Total in USD ($) 182

Exhibit 1004
Page 177 of 298




Electronic Acknowledgement Receipt

EFS ID: 7568012
Application Number: 11379568
International Application Number:
Confirmation Number: 1051

Title of Invention:

CHANNEL BINDING MECHANISM BASED ON PARAMETER BINDING IN KEY

DERIVATION

First Named Inventor/Applicant Name:

Yoshihiro Oba

Customer Number:

89739

Filer:

Stephen B. Parker

Filer Authorized By:

Attorney Docket Number: 3119.150
Receipt Date: 06-MAY-2010
Filing Date: 20-APR-2006

Time Stamp: 23:28:13

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Credit Card

Payment was successfully received in RAM

$182

RAM confirmation Number

5327

Deposit Account

Authorized User

File Listing:

Document

Number Document Description

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)

Exhibit 1004
Page 178 of 298




104439
] Amendment/Req. Reconsideration-After]  3119_150_RESPONSE_FILED. o 8
Non-Final Reject pdf
e062b0ad38282ce7066831c063e4c18cdf2
Warnings:
Information:
32455
2 Fee Worksheet (PTO-875) fee-info.pdf no 2
€22212f22462203fe378cd8ebfef54b4a0f27|
795
Warnings:
Information:
Total Files Size (in bytes):i 136894

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Exhibit 1004
Page 179 of 298




PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:

/GLORIA ANTHONY/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 11/379,568 04/20/2006 | [ To be Maiked
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(k). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS . N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
A3F7’Fg_,:l(éA1T1lgN SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 05/06/2010 | arrer PREVIOUSLY EXTRA RATE ®) | Fep ®) RATE (5) FEE ($)
E AMENDMENT PAE FOR
= ;r?et(?)ly (37 CFR « 21 Minus | = 20 =1 X$ = OR | x $52= 52
o]
z e 2 Minus | =3 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 52
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (3 RATE (3) FEE ($)
— AMENDMENT PAID FOR
E Ifgg‘)l @7 CFR . Minus | - Xs$ = oR | xs =
AL T . T or 55 _-
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Exhibit 1004
Page 180 of 298



PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:

/GLORIA ANTHONY/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 11/379,568 04/20/2006 | [ To be Maiked
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(k). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS . N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
A3F7’Fg_,:l(éA1T1lgN SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 05/06/2010 | arrer PREVIOUSLY EXTRA RATE ®) | Fep ®) RATE (5) FEE ($)
E AMENDMENT PAE FOR
= ;r?et(?)ly (37 CFR « 21 Minus | = 20 =1 X$ = OR | x $52= 52
o]
z e 2 Minus | =3 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 52
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (3 RATE (3) FEE ($)
— AMENDMENT PAID FOR
E Ifgg‘)l @7 CFR . Minus | - Xs$ = oR | xs =
AL T . T or 55 _-
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Exhibit 1004
Page 181 of 298



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NO. FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
11/379,568 04/20/2006 Yoshihiro Oba 3119.150 1051
89739 7590 01/06/2010 | |
EXAMINER
ATTN: Stephen B. Parker (WPD)
Westerman, Hattori, Daniels & Adrian, LLP AMBAYE, SAMUEL
1250 Connecticut Ave., Suite 700 RSN e —
Washington, DC 20036 | | |
2433
| NOTIFICATION DATE | DELIVERY MODE |
01/06/2010 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

PatentMail@ WHDA.com
patents@w-pd-a.com
JanicePringle @system.foundationip.com

PTOL-90A (Rev. 04/07)

Exhibit 1004
Page 182 of 298



Application No. Applicant(s)

11/379,568 OBA, YOSHIHIRO
Office Action Summary Examiner Art Unit

SAMUEL AMBAYE 2433

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 17 September 2009.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-20 is/are pending in the application.

4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-20 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20091208
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Application/Control Number: 11/379,568 Page 2
Art Unit: 2433

DETAILED ACTION
1. This action is responsive to communication filed on: 09/11/2009 with
acknowledgement of an original application filed on 04/20/2006.
2. Claims 1-20 are currently pending. Claim 1 is independent claims.
Response to Arguments
3. Applicant’'s arguments, see applicant response, filed 09/11/2009, with
respect to the rejection(s) of claim(s) 1-20 under 35 U.S.C. 103 have been
fully considered and are persuasive. Therefore, the rejection has been
withdrawn. However, upon further consideration, a new ground(s) of
rejection is made.
Claim Rejections - 35 USC § 102

4.  The following is a quotation of the appropriate paragraphs of 35
U.S.C. 102 that form the basis for the rejections under this section made in
this Office action:

A person shall be entitled to a patent unless —
5. Claims 1-13, and 19-20 are rejected under 35 U.S.C. 102(a) as being
anticipated by Toshiba et al. “AAA-Key Derivation with Lower — Layer
Parameter Binding draft- ohba —eap- aaakey- binding- 01” (hereinafter

Toshiba).
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As to independent claim 1, A channel binding method based on
parameter binding in a key derivation procedure for authentication of
a mobile supplicant to an access network (in roaming situation an
intermediary should be able to authenticate on behalf of the authentication
server) comprising: “cryptographically binding access network
parameters to a key without needing to carry the parameters in
authentication methods” is taught in Toshiba Abstract and page 3,
par. 1-3 (note that access network has its own set of parameters which is a
service information, cryptographically binds to a key without a need to carry

the service information in EAP methods).

As to dependent claim 2, the method of claim 1, “wherein said
authentication methods include EAP methods” is taught in Toshiba

page 2, par. 1 lines 1-3.

As to dependent claim 3, the method of claim 1, “wherein said

parameters include parameters advertised by an authenticator to said
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Art Unit: 2433

supplicant” is taught in Toshiba page 2, par. 1 lines 1-5.

As to dependent claim 4, the method of claim 3, “wherein the
identity of the authenticator is one of said parameters” s taughtin

Toshiba page 2, par. 1 lines 7-9.

As to dependent claim 5, The method of claim 1, “further
including deriving a channel binding key from a channel binding
master key bound to a key binding blob using a key derivation

function” is taught in Toshiba page 3, par. 5 lines 1-6.

As to dependent claim 6, the method of claim 5, “wherein said
channel binding master key is at least 64 octets long” is taught in

Toshiba page 6, par. 2 lines 1-3.

As to dependent claim 7, the method of claim 5, “wherein said
key binding blob is a string that is constructed from static parameters

advertised from an authenticator” is taught in Toshiba page 8, par. 2
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lines 5-10.

As to dependent claim 8, the method of claim 5, “wherein said
key binding blob is an octet-string that is constructed from static
parameters advertised from an authenticator using an authenticator-

supplicant protocol” is taught in Toshiba page 7, par. 5.

As to dependent claim 9, the method of claim 5, “including a
network side authenticator and said supplicant using the channel
binding master key for protecting an authenticator-supplicant

protocol” is taught in Toshiba page 7, par. 8 lines 1-3.

As to dependent claim 10, the method of claim 9, “further
including said supplicant obtaining the key binding blob from said
authenticator using the authenticator-supplicant protocol” is taught in

Toshiba page 7, par. 8 lines 3-8.

As to dependent claim 11, The method of claim 1, further

including that: “a) a server and the supplicant create a channel
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binding key used for an authenticator” is taught in Toshiba page 7, par.
7; “b) the server transfers the channel binding key to the
authenticator” is taught in Toshiba page 4, par. 1 lines 8-12; and “c) the
supplicant and the authenticator verify proof of possession of the
channel binding key over an authenticator-supplicant protocol” is

taught in Toshiba page 4, par. 1 lines 3-8.

As to dependent claim 12, the method of claim 11, “further
including that the channel binding key is derived from a channel
binding master key bound to a key binding blob associated with the
authenticator using a key derivation function” is taught in Toshiba page

6, par. 2 lines 1-5.

As to dependent claim 13, the method of claim 1, “further
including creating multiple channel binding keys from a single
channel binding master key for multiple authenticators” is taught in

Toshiba page 7, par. 2-4.
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As to dependent claim 19, The method of claim 1, “wherein said
key derivation function is computed based on CBK=kdf+(CBMK,
KBB), where CBK represents channel binding key, CBMK represents
channel binding master key, and KBB represents key binding blob” is

taught in Toshiba page 7, par. 2-3.

As to dependent claim 20, the method of claim 3, “wherein said
authenticator is an EAP authenticator, and wherein the EAP
authenticator receives and processes the channel binding key as a

Master Session Key (MSK)” is taught in Toshiba page 5, par. 4-5.

Claim Rejections - 35 USC § 103
5.  The following is a quotation of 35 U.S.C. 103(a) which forms the
basis for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not
identically disclosed or described as set forth in section 102 of this
title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole
would have been obvious at the time the invention was made to a
person having ordinary skill in the art to which said subject matter
pertains. Patentability shall not be negatived by the manner in which
the invention was made.
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0. Claims 14-18 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Toshiba in view of Faccin et al. U.S. Patent Application

Publication No. 2002/0120844 (hereinafter ‘844).

As to dependent claim 14, the following is not explicitly taught in
Toshiba:

“further including using channel binding keys to form a
hierarchical channel binding” however ‘844 teaches that in ‘844 page 3,
par. 0056.

It would have been obvious to one of ordinary skill in the art at the time
of the invention of a channel binding mechanism in key derivation taught in
‘656 to include a hierarchical mobility mechanism to optimize signaling to
the network. One of ordinary skill in the art would have been motivated to
perform such a modification to provide a hierarchical mechanism set for
sharing key in order to provide an improved technique for the
authentication of the mobile nodes and distribution of keys in a network see

‘844 (paragraph 0010 lines 7-9).
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As to dependent claim 15, The method of claim 5, “further
including creating multiple channel binding keys from a single
channel binding master key for multiple authenticators using different
key binding blobs for different authenticators” however ‘844 teaches in

page 5, par. 0053.

As to dependent claim 16, the method of claim 15, “further
including using channel binding keys to form a hierarchical channel

binding” however ‘844 teaches in page 3, par. 0056.

As to dependent claim 17, The method of claim 13, “further
including creating multiple channel binding keys from a single
channel binding master key for multiple authenticators using different
key binding blobs for different authenticators” however ‘844 teaches in

page 5, par. 0053.

As to dependent claim 18, the method of claim 17, “further
including using channel binding keys to form a hierarchical channel

binding” however ‘844 teaches in page 3, par. 0056.
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Conclusion

It is noted, PATENTS ARE RELEVANT AS PRIOR ART FOR ALL
THEY CONTAIN “The use of patents as references is not limited to what
the patentees describe as their own inventions or to the problems with
which they are concerned. They are part of the literature of the art, relevant
for all they contain.” In re Heck, 699 F.2d 1331, 1332-33, 216 USPQ 1038,
1039 (Fed. Cir. 1983) (quoting In re Lemelson, 397 F.2d 1006, 1009, 158
USPQ 275, 277 (CCPA 1968)). A reference may be relied upon for all that
it would have reasonably suggested to one having ordinary skill the art,

including nonpreferred embodiments (see MPEP 2123).

Any inquiry concerning this communication or earlier communications
from the examiner should be directed to SAMUEL AMBAYE whose
telephone number is (571)270-7635. The examiner can normally be

reached on Monday-Friday, 6:00am-3:30pm., EST.

If attempts to reach the examiner by telephone are unsuccessful, the

examiner’s supervisor, Nasser Moazzami can be reached on (571) 272-
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4195. The fax phone number for the organization where this application or
proceeding is assigned is (571) 273-8300.

Information regarding the status of an application may be obtained
from the Patent Application Information Retrieval (PAIR) system. Status
information for published applications may be obtained from either Private
PAIR or Public PAIR. Status information for unpublished applications is
available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic Business Center

(EBC) at 866-217-9197 (toll-free).

SAMUEL AMBAYE/SA
Examiner
Art Unit 2433

/Brandon S Hoffman/
Primary Examiner, Art Unit 2436
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Appl. No.: 11/379,568 Confirmation No. 1051

Applicant: Y. Ohba
Filed: April 20, 2006
Title: CHANNEL BINDING MECHANISM BASED

PARAMETER BINDING IN KEY DERIVATION

Docket No. : 3119.150
RESPONSE

BOX AMENDMENT
Director of the United States Patent
and Trademark Office
P.O. Box 1450
Alexandria, Virginia 22313-1450

Dear Sir:

In response to the Office Action of June 11, 2009, please carefully
reconsider this application in view of the following remarks. In this
response:

1) A listing of claims begins on page 2; and

2) Remarks begin on page 6.
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Listing of Claims

1. (Original) A channel binding method based on
parameter binding in a key derivation procedure for authentication of a
mobile supplicant to an access network, comprising:

cryptographically binding access network parameters to a key

without needing to carry the parameters in authentication methods.

2. (Original) The method of claim 1, wherein said

authentication methods include EAP methods.

3. (Original) The method of claim 1, wherein said
parameters include parameters advertised by an authenticator to said

supplicant.

4. (Original) The method of claim 3, wherein the

identity of the authenticator is one of said parameters.

S. (Original) The method of claim 1, further including
deriving a channel binding key from a channel binding master key bound

to a key binding blob using a key derivation function.

6. (Original) The method of claim 5, wherein said

channel binding master key is at least 64 octets long.
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7. (Original) The method of claim 5, wherein said key
binding blob is a string that is constructed from static parameters

advertised from an authenticator.

8. (Original) The method of claim 5, wherein said key
binding blob is an octet-string that is constructed from static parameters
advertised from an authenticator using an authenticator-supplicant

protocol.

9. (Original) The method of claim 5, including a
network side authenticator and said supplicant using the channel

binding master key for protecting an authenticator-supplicant protocol.

10. (Original) The method of claim 9, further including
said supplicant obtaining the key binding blob from said authenticator

using the authenticator-supplicant protocol.

11. (Original) The method of claim 1, further including
that:
a) a server and the supplicant create a channel binding key

used for an authenticator;
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b) the server transfers the channel binding key to the
authenticator; and

C) the supplicant and the authenticator verify proof of
possession of the channel binding key over an authenticator-supplicant

protocol.

12. (Original) The method of claim 11, further including
that the channel binding key is derived from a channel binding master
key bound to a key binding blob associated with the authenticator using

a key derivation function.

13. (Original) The method of claim 1, further including
creating multiple channel binding keys from a single channel binding

master key for multiple authenticators.

14. (Original) The method of claim 13, further including

using channel binding keys to form a hierarchical channel binding.

15. (Original) The method of claim 5, further including
creating multiple channel binding keys from a single channel binding
master key for multiple authenticators using different key binding blobs

for different authenticators.
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16. (Original) The method of claim 15, further including

using channel binding keys to form a hierarchical channel binding.

17.  (Original) The method of claim 13, further including
creating multiple channel binding keys from a single channel binding
master key for multiple authenticators using different key binding blobs

for different authenticators.

18. (Original) The method of claim 17, further including

using channel binding keys to form a hierarchical channel binding.

19. (Original) The method of claim 1, wherein said key
derivation function is computed based on CBK = kdf+ (CBMK, KBB),
where CBK represents channel binding key, CBMK represents channel

binding master key, and KBB represents key binding blob.

20. (Original) The method of claim 3, wherein said
authenticator is an EAP authenticator, and wherein the EAP
authenticator receives and processes the channel binding key as a

Master Session Key (MSK).
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REMARKS
Careful reconsideration of this application in view of the present
remarks is respectfully requested.

Rejections Based On References:

In paragraph 6 of the Office Action, claims 1 and 3-19 were
rejected under 35 U.S.C. 102(b) over U.S. Application No. 2002/0120844
(Faccin); and in paragraph 8 of the Office Action, claims 2 and 20 were
rejected under 35 U.S.C. 103 over Faccin (above) further in view of U.S.
Application No. 2007/0091843 (Patel). These rejections are most
respectfully traversed, as follows.

Independent Claim 1:

With respect to independent claim 1, it is respectfully submitted
that the claim recites a combination of features that are not taught by
the cited reference, including: “[a] channel binding method based on
parameter binding in a key derivation procedure for authentication of a
mobile supplicant to an access network, comprising: cryptographically
binding access network parameters to a key without needing to carry
the parameters in authentication methods.” Emphasis added to
facilitate reference. On the other hand, page 4, paragraphs 0075-0084 of
Faccin do not, e.g., prevent carrying the network access parameters
during key request and network authentication over a dedicated channel,

wherein the parameters are not carried during user authentication.
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Accordingly, it is respectfully submitted that the Patent Office has
misinterpreted the cited reference.

Dependent Claims:

The remaining claims depend directly or indirectly from claim 1
and, thus, should be in condition for allowance for similar reasons.
Moreover, the remaining claims recite other combinations of features
that are not taught or suggested by the cited reference. Careful
reconsideration of each dependent claim is respectfully requested.

For example, with respect to dependent claim 4, it is respectfully

noted that page 5, paragraph 0087 of the Faccin reference does not teach

“wherein the identity of the authenticator is one of said parameters.”
Therefore, we request the examiner to withdraw the rejection about
Claim 4 and its dependent claims.

As another example, with respect to dependent claim 5, it is
respectfully submitted that page 5, paragraph 0089 of Faccin does not
teach, e.g., “further including deriving a channel binding key from a
channel binding master key bound to a key binding blob using a key
derivation function.” On the other hand, Faccin uses a random number
for key derivation; and, a random number and a key binding blob are
different in that, e.g., the latter may contain non-random values.

As another example, with respect to dependent claim 6, it is

noted that page 3, paragraphs 0054-0055 do not teach “wherein said
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channel binding master key is at least 64 octets long.” In particular,
there is no text in 0054-0055 mentioning or suggesting any key length.

As another example, with respect to dependent claim 7, it is
respectfully noted that page 2, paragraph 0064 does not teach “wherein
said key binding blob is a string that is constructed from static
parameters advertised from an authenticator.”

As another example, with respect to dependent claim 8, it is
respectfully submitted that page 2, paragraph 0039 does not teach
“wherein said key binding blob is an octet-string that is constructed from
static parameters advertised from an authenticator using an
authenticator-supplicant protocol.” On the other hand, the Faccin
references only involves using random numbers to derive a key.

As another example, with respect to dependent claim 10, it is
respectfully submitted that page 2, paragraph 0042 does not teach
“further including said supplicant obtaining the key binding blob from
said authenticator using the authenticator-supplicant protocol.”

As another example, with respect to dependent claim 13, it is
respectfully submitted that page 5, paragraph 0092, lines 9-14, and
paragraphs 0093-0100 do not teach “creating multiple channel binding
keys from a single channel binding master key for multiple
authenticators.” Among other things, it is noted that no multiple

authenticators is mentioned in the paragraphs. Similarly, dependent

Exhibit 1004
Page 208 of 298



Page 9 of 10

claim 15 also recites similar recitations that are not suggested by the
references.

As another example, with respect to dependent claim 19, it is
respectfully submitted that page 2, paragraph 0038 does not teach
“wherein said key derivation function is computed based on CBK=kdf+
(CBMK, KBB), where CBK represents channel binding key, CBMK
represents channel binding master key, and KBB represents key binding
blob.” Among other things, RAD_VD is a random number, while a
binding blob may not be a random value.

With respect to claims 2 and 20, it is noted that the secondary
reference to Patel does not fulfill the deficiencies of the Faccin reference.
Accordingly, the rejections under 35 U.S.C. 103 should also be
withdrawn.

In view of the foregoing remarks, early reconsideration and
allowance are respectfully requested. In the event that any fees are due,
please charge our deposit account no. 50-4080. In addition, if the
Examiner desires to discuss any aspect of this application or to suggest

any amendments to place the application in condition for allowance, the
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Examiner is encouraged to contact the undersigned via telephone to

expedite prosecution.
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/Stephen B. Parker Reg. 36631/
By

Stephen B. Parker, Attorney for Applicants
Registration No. 36,631

Watchstone P+D, plc, 1250 Connecticut
Ave, N.W. (Suite 700), Washington, D.C.
20036

202-419-1518

|, Stephen Parker, hereby certify that this document is being deposited with the
United States Postal Service with sufficient postage for first class mail in an
envelope addressed to the Mail Stop Missing Parts address above, or being
facsimile transmitted to the USPTO (571) 273-8300, on




Electronic Acknowledgement Receipt

EFS ID: 6061289
Application Number: 11379568
International Application Number:
Confirmation Number: 1051

Title of Invention:

DERIVATION

CHANNEL BINDING MECHANISM BASED ON PARAMETER BINDING IN KEY

First Named Inventor/Applicant Name:

Yoshihiro Oba

Customer Number:

89739

Filer:

Stephen B. Parker

Filer Authorized By:

Attorney Docket Number: 3119.150
Receipt Date: 11-SEP-2009
Filing Date: 20-APR-2006
Time Stamp: 23:59:14

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
Al d t/Req. R ideration-Aft 134442
1 mendment/Req. Reconsideration-Ater 3119 150_RESPONSE.pdf no 10

Non-Final Reject

d6519f17537e8ee615f30a420df02ccd4a5
Tee0

Warnings:

Information:

Exhibit 1004
Page 211 of 298




Total Files Size (in bytes):‘ 134442

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Exhibit 1004
Page 212 of 298




PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:
/SONYA HILLIARD/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 11/379,568 04/20/2006 | [ To be Maiked
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(k). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS , N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
A3F7’Fg_,:l(éA1T1lgN SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 09/11/2009 | prrer PREVIOUSLY EXTRA RATE ®) | Fep ®) RATE (5) FEE ($)
E AMENDMENT PAE FOR
s ;r?et(?)ly (37 CFR « 20 Minus | = 20 -0 X$ = OR | x $52= 0
[a)
z e 1 Minus | =3 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (3 RATE (3) FEE ($)
— AMENDMENT PAID FOR
5 | o erem * Minus | * = x$ = orR | xs =
= | et Minus | +» - xs = or [xs =
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
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preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
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PQ. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov’

| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |

11/379,568 2433

N

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 89739 on 07/27/2009
« Correspondence Address

« Power of Attorney Address

The address of record for Customer Number 89739 is:

89739

WP&D unit of Westerman Hattori Daniels & Adrian
LLP

1250 Connecticut Ave., Suite 700
Washington, DC 20036

PART 1 - ATTORNEY/APPLICANT COPY
page 1 of 1
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WWW.USpto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
11/379,568 04/20/2006 Yoshihiro Oba 3119.150 1051
52190 7590 06/11/2009
EXAMINER
WATCHSTONE P+D, PLL.C | |
1250 CONNECTICUT AVENUE, N.W. AMBAYE, SAMUEL
SUITE 700 ART UNIT PAPER NUMBER
WASHINGTON, DC 20036 | | |
2433
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06/11/2009 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

Patents@W-PD-A.COM
JanicePringle @system.foundationip.com
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Application No. Applicant(s)

11/379,568 OBA, YOSHIHIRO
Office Action Summary Examiner Art Unit

SAMUEL AMBAYE 2433

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 20 April 2006.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-20 is/are pending in the application.

4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 1-20 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 20 April 2006 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____

3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 06/18/2008. 6) |:| Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20090521
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Art Unit: 4124

DETAILED ACTION
1. Claims 1-20 are pending
Information Disclosure Statement
2. The Information Disclosure Statement filed on 06/18/2008 is in compliance with
37 CFR 1.97. Accordingly, the information disclosure statement is being considered by
the examiner.
Oath/Declaration
3. The Oath/Declaration filed on 10/20/2006 is accepted by the examiner.
4. The drawings filed on 04/20/2006 are accepted by the examiner.
Claim Rejections - 35 USC § 102
5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in the
United States.

6. Claims 1, 3-19 are rejected under 35 U.S.C. 102(b) as being anticipated by

Faccin et al. U. S. Patent Application Publication No. 2002/0120844 (hereinafter ‘844)

As to independent claim 1, “A channel binding method based on
parameter binding in a key derivation procedure for authentication of a mobile
supplicant (Fig. 1 element 100) to an access network, comprising:

cryptographically binding access network parameters to a key without needing to
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carry the parameters in authentication methods” is taught in ‘844 page 4, par. 0075-

0084

As to dependent claim 3, “the method of claim 1, wherein said parameters
include parameters advertised by an authenticator (Fig. 1 element 106) to said

supplicant” is taught in ‘844 page 5, par. 0086.

As to dependent claim 4, “the method of claim 3, wherein the identity of the

authenticator is one of said parameters” is taught in '844 page 5, par. 0087.

As to dependent claim 5, “ the method of claim 1, further including
deriving a channel binding key from a channel binding master key bound to a key

binding blob using a key derivation function” is taught in ‘844 page 5, par 0089.

As to dependent claim 6, “the method of claim 5, wherein said channel
binding master key is at least 64 octets long” is taught in ‘844 page 3, par 0054-

0055; note that octet is an eight-bit storage unit.

As to dependent claim 7, “the method of claim 5, wherein said key binding
blob is a string that is constructed from static parameters advertised from an

authenticator” is taught in ‘844 page 3, par. 0064.
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As to dependent claim 8, “the method of claim 5, wherein said key binding
blob is an octet-string that is constructed from static parameters advertised from
an authenticator using an authenticator-supplicant protocol” is taught in ‘844 page

2, par. 0039.

As to dependent claim 9, “the method of claim 5, including a network side
authenticator and said supplicant using the channel binding master key for

protecting an authenticator-supplicant protocol” is taught in ‘844 page 2, par. 0041.

As to dependent claim 10, “the method of claim 9, further including said
supplicant obtaining the key binding blob from said authenticator using the

authenticator-supplicant protocol” is taught in ‘844 page 2, par. 0042.

As to dependent claim 11, “the method of claim 1, further including that: a)
a server and the supplicant create a channel binding key used for an
authenticator, is taught in ‘844 page 2, par. 0043-0046 b) the server transfers the
channel binding key to the authenticator, is taught in ‘844 page 3, par. 0047-0051
and c) the supplicant and the authenticator verify proof of possession of the
channel binding key over an authenticator-supplicant protocol” is taught in ‘844

page 3, par. 0052.
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As to dependent claim 12, “the method of claim 11, further including that
the channel binding key is derived from a channel binding master key bound to a
key binding blob associated with the authenticator using a key derivation

function” is taught in ‘844 page 3, par. 0053.

As to dependent claim 13, “the method of claim 1, further including
creating multiple channel binding keys from a single channel binding master key
for multiple authenticators” is taught in ‘844 page 5, par. 0092 lines 9-14, & 0093-

0100.

As to dependant claim 14, “the method of claim 13, further including using
channel binding keys to form a hierarchical channel binding” is taught in ‘844 page

3, par. 0056-0057.

As to dependant claim 15, “the method of claim 5, further including creating
multiple channel binding keys from a single channel binding master key for
multiple authenticators using different key binding blobs for different

authenticators” is taught in ‘844 page 5, par. 0092 lines 9-14, & 0093-0100.

As to dependant claim 16, “‘the method of claim 15, further including using

channel binding keys to form a hierarchical channel binding” is taught in ‘844 page
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3, par. 0056-0057.

As to dependant claim 17, “ the method of claim 13, further including
creating multiple channel binding keys from a single channel binding master key
for multiple authenticators using different key binding blobs for different

authenticators” is taught in ‘844 page 5, par. 0092 lines 9-14, & 0093-0100.

As to dependant claim 18, “the method of claim 17, further including using
channel binding keys to form a hierarchical channel binding” is taught in ‘844 page

3, par. 0056-0057.

As to dependant claim 19, “the method of claim 1, wherein said key
derivation function is computed based on CBK=kdf+ (CBMK, KBB), where CBK
represents channel binding key, CBMK represents channel binding master key,
and KBB represents key binding blob” is taught in ‘844 page 2, par. 0038; note that
Kc1 represents master key, RAD_VD represents key binding blob, and Ki represents

channel binding key.

Claim Rejections - 35 USC § 103
7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

8. Claims 2, & 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Faccin et al U.S. Patent Application Publication No. 2002/0120844 (hereinafter 844) in
view of Patel et al. U.S. Patent Application Publication No. 2007/0091843 (hereinafter
843).

As to dependent claim 2, “the method of claim 1, wherein said
“authentication methods” is taught in '844 page 4, par. 0075-0084, note that the
authentication is done through random value generated by the serving system’;

The following is not explicitly taught by ‘844:

“‘include EAP methods” however ‘843 teaches an authentication methods
include EAP methods page 2 par. 0010;

It would have been obvious to one of ordinary skill in the art at the time the
invention was made to employ the teaching method of ‘844 within ‘843 method in order
to enable the Mobile Node 204 to maintain its mobile IP session while roaming, a Home
Agent 224 is typically used. As a result, two different independent key management

methods are generally implemented see '843 (page 2, par. 0013 and lines1-4).

As to dependant claim 20, the combination of ‘844 and ‘843 teaches “the
method of claim 3, wherein said authenticator is an EAP authenticator and

wherein the EAP authenticator receives and processes the channel binding key
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as a Master Session Key (MSK)” see ‘843 page 4, par. 0036; note that the master

key can be MN-AAA key or MN-HA key.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to SAMUEL AMBAYE whose telephone number is
(571)270-7635. The examiner can normally be reached on Monday-Friday, 6:00am-
3:30pm., EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ellen Tran can be reached on (571) 272-3842. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

SAMUEL AMBAYE

Examiner
Art Unit 2433
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Sa

/[ELLEN TRAN/

Primary Examiner, Art Unit 2433

Exhibit 1004
Page 224 of 298



Application/Control No. Applicant(s)/Patent Under
Reexamination
11/379,568 OBA, YOSHIHIRO
Notice of References Cited _ .
Examiner Art Unit
SAMUEL AMBAYE 2433 Page 1 of 1
U.S. PATENT DOCUMENTS
* Country Boteumborind Code | MNLYYY Name Classification
* | A | US-2002/0120844 08-2002 Faccin et al. 713/168
* | B | US-2007/0091843 04-2007 Patel et al. 370/331
c | Us-
D | US-
E | US-
F | US-
G | US-
H | US-
| us-
J | Us-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* Counts(z?ol:jt?\lrltm’\tl)imgﬁg Code Mmtzs(t\((eyy Country Name Classification
N
O
p
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\%
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20090521

Exhibit 1004
Page 225 of 298



Index of Claims 11379568

Application/Control No. Applicant(s)/Patent Under

Reexamination
OBA, YOSHIHIRO

Examiner
SAMUEL AMBAYE

Art Unit

2433

4 Rejected

- Cancelled N

Non-Elected A Appeal

= Allowed

+ Restricted |

Interference 0] Objected

[J claims renumbered in the same order as presented by applicant

O cpa O T.D. O R.1.47

CLAIM

DATE

Final Original

06/03/2009

1

v

QO |IN|[|Oa|~|W|N

-
-

NENENENENENENEN ENENENENENEN ENENENEVEN

U.S. Patent and Trademark Office

Exhibit 1004
Page 226 of 298

Part of Paper No. : 20090521




Search Notes

Application/Control No.

Applicant(s)/Patent Under
Reexamination

11379568 OBA, YOSHIHIRO
H“NHN ‘ H “HW ‘ mm” o |
SAMUEL AMBAYE 2433
SEARCHED
Class Subclass Date Examiner
713 155,159 5/20/2009 sa
SEARCH NOTES
Search Notes Date Examiner

East, Google, Inventor/Assignee

5/20/2009 sa

INTERFERENCE SEARCH

Class

Subclass

Date Examiner

U.S. Patent and Trademark Office

Exhibit 1004
Page 227 of 298

Part of Paper No. : 20090521




UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

BIB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

CONFIRMATION NO. 1051

SERIAL NUMBER
11/379,568

CLASS
713

FILING or 371(c)
DATE

04/20/2006
RULE

GROUP ART UNIT
2433

ATTORNEY DOCKET
NO.
3119.150

APPLICANTS
Yoshihiro Oba, Englewood Cliffs, NJ;

*k CONTI N U I NG DATA kkkkhkkkkkkhkkhkkhkkhkhkhhkhhkdk
*k FORE I G N APPL ICATI ONS kkkkkkkkhkkkkkkkhkkkkkhkkkk

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **
05/16/2006

Foreign Priority claimed D Yes aNo

35 USC 119(a-d) conditions met D Yes ENO

Verified and /SAMUEL AMBAYE/ sa
Acknowledged Examiner's Signature Initials

STATE OR
COUNTRY

NJ

D Met after
Allowance

SHEETS
DRAWINGS

6 20

TOTAL
CLAIMS

INDEPENDENT
CLAIMS

1

ADDRESS

WATCHSTONE P+D, PLLC

1250 CONNECTICUT AVENUE, N.W.
SUITE 700

WASHINGTON, DC 20036

UNITED STATES

TITLE

CHANNEL BINDING MECHANISM BASED ON PARAMETER BINDING IN KEY DERIVATION

FEES: Authority has been given in Paper

[0 All Fees

10 1.16 Fees (Fil

ng) |

FILING FEE : :
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT |l 117 Fees (Processing Ext. of time)
1130 No. for following: U 1.18 Fees (Issue)
U Other
U Credit

BIB (Rev. 05/07).

Exhibit 1004
Page 228 of 298




EAST Search History

EAST Search History

iRef # (Hits Search Query DBs Default Plurals Time Stamp

Operator

§S1 2 (channel$1 with bind {US-PGPUB; OR ON 2009/05/20

$3 with parame$4 USPAT; 14:49

with key with deriva {DERWENT

$4 with authen$s

with mobile$1 with

suppli$5 with access

with network)

is2 3685334 ireliab$ or authentic$ {US-PGPUB; OR ON 2009/05/20

or consisten$ or USPAT; 14:51

genuine or truthful or {DERWENT

trusted or real or

valid or approv$2 or

admissible or usable

or authorit$3 or

trustworth$ or

sanctioned or official

or authori$ed

iS3 772886 {(EAP near5 extensible {US-PGPUB; OR ON 2009/05/20

authentication USPAT; 14:57

protocol) DERWENT

4 1435 713/155,159.ccls. US-PGPUB; OR ON 2009/05/20

USPAT; 14:58

DERWENT

iS5 1 St1 and S2 and S3 US-PGPUB; OR ON 2009/05/20

and 4 USPAT; 14:59

DERWENT

156 2 S1 and S2 and S3 US-PGPUB; OR ON 2009/05/20

? USPAT; 14:59

; DERWENT

is7 2 St and S2 US-PGPUB; OR ON 2009/05/20

USPAT; 15:01

DERWENT

S8 2 St and S3 US-PGPUB; OR ON 2009/05/20

USPAT; 15:02

DERWENT

199 1 $4 and S6 US-PGPUB; OR ON 2009/05/20

? USPAT; 15:03

5 DERWENT

S10 1292 S3 and 4 US-PGPUB; OR ON 2009/05/20

? USPAT; 15:05
DERWENT

file:///Cl/Documents%20and %20Settings/sambaye/My %20D...568/EASTSearchHistory. 11379568 _AccessibleVersion.htm (1 of 3)6/3/2009 11:13:04 AM

Exhibit 1004
Page 229 of 298




EAST Search History

aS11 3139 (parameter or value) {US-PGPUB; OR ON 2009/05/21
near5 (channel or link {USPAT; 06:15
or path) near5 (deriva {DERWENT
$4 or deducing or
: sequence)
iS12 1837149 {(EAPor extensible or {US-PGPUB; OR ON 2009/05/21
: authentication or USPAT; 06:16
5 protocol) DERWENT
S13 999 Si1 and S12 US-PGPUB; OR ON 2009/05/21
: USPAT; 06:17
5 DERWENT
§S14 2 (channel$1 with bind {US-PGPUB; OR ON 2009/05/21
3 $3 with parame$4 USPAT; 06:17
with key with deriva {DERWENT
$4 with authen$8
with mobile$1 with
suppli$5 with access
: with network)
iS15 2 S13 and S14 US-PGPUB; OR ON 2009/05/21
USPAT; 06:17
: DERWENT
is16 774209 {(EAP near5 extensible {US-PGPUB; OR ON 2009/05/21
authentication USPAT; 06:19
: protocol) DERWENT
1817 1436 713/155,159.ccls. US-PGPUB; OR ON 2009/05/21
USPAT; 06:19
: DERWENT
iS18 1293 S16 and S17 US-PGPUB; OR ON 2009/05/21
USPAT; 06:19
; DERWENT
iS19 4 S13 and S18 US-PGPUB; OR ON 2009/05/21
USPAT; 06:19
; DERWENT
1820 3688872 ireliab$ or authentic$ {US-PGPUB; OR ON 2009/05/21
or consisten$ or USPAT; 06:26
genuine or truthful or {DERWENT
trusted or real or
valid or approv$2 or
admissible or usable
or authorit$3 or
trustworth$ or
sanctioned or official
: or authori$ed
1821 1 S14 and S20 and S16 {US-PGPUB; OR ON 2009/05/21
? and S17 USPAT; 06:26
; DERWENT
S22 1 S19 and S21 US-PGPUB; OR ON 2009/05/21
: USPAT; 06:26
DERWENT

file:///Cl/Documents%20and %20Settings/sambaye/My %20D...568/EAS TSearchHistory. 11379568 _AccessibleVersion.htm (2 of 3)6/3/2009 11:13:04 AM

Exhibit 1004
Page 230 of 298




EAST Search History

®3 B 10/635882 US-PGPUB; OR ON 2009/05/21
z USPAT; 06:56

§ DERWENT

&4 2 10/833093 US-PGPUB; OR ON 2009/05/21
z USPAT; 07:23

§ DERWENT

iS5 2 11/184308 US-PGPUB; OR ON 2009/05/21
USPAT; 07:41

§ DERWENT

26 5 11/379568 US-PGPUB; OR ON 2009/05/21
USPAT; 13:04

§ DERWENT

7 2 10/833093 US-PGPUB; OR ON 2009/05/21
USPAT; 13:37

§ DERWENT

S8 2 11/184308 US-PGPUB; OR ON 2009/05/21
: USPAT; 15:13

; DERWENT

29 3 11/258720 USPAT OR OFF 2009/06/03
05:56

B0 2 2007/0091843 USPAT OR OFF 2009/06/03
05:59

S31 4 11/258720 US-PGPUB; OR OFF  2009/06/03
% USPAT 06:00

6/3/2009 11:12:52 AM
C:\ Documents and Settings\ sambaye\ My Documents\ EAST\ Workspaces\ 11379568.wsp

Exhibit 1004

Page 231 of 298

file:///Cl/Documents%20and %20Settings/sambaye/My %20D...568/EAS TSearchHistory. 11379568 _AccessibleVersion.htm (3 of 3)6/3/2009 11:13:04 AM




Doc code :IDS 11373368 "FQ@&@}S; 34@3

R . . . Approved for use through 06/30/2008. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 11379568
Filing Date 2006-04-20

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘Y. Ohba
Art Unit ‘

Examiner Name ‘

Attorney Docket Number ‘3119-150

U.S.PATENTS
. . . . Pages,Columns,Lines where
E)_(grrllner Cite Patent Number Kind Issue Date Na‘T‘e of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.
U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner| Cite Publication Number Kind | Publication Name of Patentee or Applicant
Initial* No Codel| Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code? j Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 ]

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

EFS Web2.1.2 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.A/

Exhibit 1004
Page 232 of 298



Application Number 11379568 11379568 - GAlU: 2433
Filing Date 2006-04-20

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘Y. Ohba
Art Unit ‘

Examiner Name ‘

Attorney Docket Number ‘3119-150

‘- =
o) —
3 (ot EMAN Rt erne e rxeha P TNV MAT-PNP-C VAR M [ F1N L]
. B. ABOBA, Extensible Authentication Protocol Key Management Framework, November 11, 2007, Page 1-73, —
) Internet Draft, USA. )

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Samuel Ambaye/ Date Considered 06/03/2009

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.

EFS Web2.1.2 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.A/

Exhibit 1004
Page 233 of 298



Doc code :IDS PTO/SB/08a (03-08)

R . . . Approved for use through 06/30/2008. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 11379568

Filing Date 2006-04-20

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor ‘Y. Ohba

o Art Unit ‘
( Not for submission under 37 CFR 1.99)

Examiner Name ‘

Attorney Docket Number ‘3119-150

U.S.PATENTS
. . . . Pages,Columns,Lines where
E)_(grrllner Cite Patent Number Kind Issue Date Na‘T‘e of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner| Cite Publication Number Kind | Publication Name of Patentee or Applicant
Initial* No Codel| Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code? j Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 ]

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

EFS Web 2.1.2

Exhibit 1004
Page 234 of 298




Application Number 11379568
Filing Date 2006-04-20

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘Y. Ohba
Art Unit ‘

Examiner Name ‘

Attorney Docket Number ‘3119-150

1 S. BRADNER, Key Words for Use in RFC's to Indicate Requirement Levels, March 1997, Page 1 - 3, USA. D

2 B. ABOBA, Extensible Authentication Protocol, June 2004, Page 1 - 63, The Internet Society, USA. D

3 C. KAUFMAN, Internet Key Exchange Protocol, December 2005, Page 1 - 98, The Internet Society, USA. D
B. ABOBA, Extensible Authentication Protocol Key Management Framework, November 11, 2007, Page 1 - 73,

4 ]
Internet Draft, USA.

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.2

Exhibit 1004
Page 235 of 298



Application Number 11379568

Filing Date 2006-04-20

INFORMATION DISCLOSURE

First Named Inventor ‘Y. Ohba

STATEMENT BY APPLICANT

. Art Unit ‘
( Not for submission under 37 CFR 1.99)

Examiner Name ‘

Attorney Docket Number ‘3119-150

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[ ] Fee setforth in 37 CFR 1.17 (p) has been submitted herewith.

[ ] None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Stephen B. Parker Reg. No. 36631/ Date (YYYY-MM-DD) 2008-06-18

Name/Print Stephen B. Parker Registration Number

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (56 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application
which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 3476508
Application Number: 11379568
International Application Number:
Confirmation Number: 1051

Title of Invention:

CHANNEL BINDING MECHANISM BASED ON PARAMETER

BINDING IN KEY DERIVATION

First Named Inventor/Applicant Name:

Yoshihiro Oba

Customer Number:

52190

Filer:

Stephen B. Parker/Richard Paek

Filer Authorized By:

Stephen B. Parker

Attorney Docket Number: 3119.150
Receipt Date: 18-JUN-2008
Filing Date: 20-APR-2006
Time Stamp: 13:43:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

“Number | Document Description File Name Mossage Digewt| Part zip| (f appl)
Information Disclosure Statement 493936
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This is not an USPTO supplied IDS fillable form

70161
2 NPL Documents REF1.pdf no 3

ca2dc940ffe2bal6c0d869adadead37ct
cd16532

Warnings:

Information:

204428
3 NPL Documents REF2.pdf no 63

62f12dabecd60b44eb3c1a98098d4613
ea8b57a7
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Information:

340503
4 NPL Documents REF3.pdf no 98

debfd09212ae74e71961c3b30bad12f0
47c5497a

Warnings:
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306432
5 NPL Documents REF4.pdf no 73

580 dd661695847:
af89893f

Warnings:

Information:

Total Files Size (in bytes)1 1415460

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto gov

APPLICATION NUMBER FILING OR 371(c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

11/379,568 04/20/2006 Yoshihiro Oba 3119.150

CONFIRMATION NO. 1051

52190

WATCHSTONE P + D

1250 CONNECTICUT AVENUE, N.W.
SUITE 700

WASHINGTON, DC20036

Title: CHANNEL BINDING MECHANISM BASED ON PARAMETER BINDING IN KEY DERIVATION

Publication No. US-2007-0250706-A1
Publication Date: 10/25/2007

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. The direct link to access the publication is currently
http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the
publication to applicant. A copy of the publication may be obtained from the Office upon payment
of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTQ's Office of Public Records. The Office of Public Records
can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions
and the dates of receipt of correspondence filed in the Office, may also be accessed via the
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this
status information is currently http:/pair.uspto.gov/. Prior to publication, such status information is
confidential and may only be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 1-866-217-9197.

Pre-Grant Publication Division, 703-605-4283
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto gov

FILING or 371(c)

| APPLICATION NUMBER DATE GRP ART UNIT |  FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS | IND CLAIMS
11/379,568 04/20/2006 2131 1130 3119.150 20 1
CONFIRMATION NO. 1051
52190 CORRECTED FILING RECEIPT

WATCHSTONE P + D

1250 CONNECTICUT AVENUE, N.W.
SUITE 700

WASHINGTON, DC20036

Date Mailed: 04/02/2007
Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees
transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please mail to the Commissioner for Patents
P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections (if appropriate).

Applicant(s)
Yoshihiro Oba, Englewood Cliffs, NJ;

Power of Attorney:
Stephen Parker--36631

Domestic Priority data as claimed by applicant

Foreign Applications

If Required, Foreign Filing License Granted: 05/16/2006

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is
US11/379,568

Projected Publication Date: 10/25/2007
Non-Publication Request: No
Early Publication Request: No

Title

CHANNEL BINDING MECHANISM BASED ON PARAMETER BINDING IN KEY
DERIVATION

Preliminary Class
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713
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent” and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self-help "toolkits" giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
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espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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LY

- Appl. nBY® T ¥\ 11/379,568 Confirmation No. 1051

Appligant: . Ohba

Filed:  [§pril 20, 2006
TC/A.N &70 be assigned
Exami £/ To be assigned

Title: CHANNEL BINDING MECHANISM BASED PARAMETER
BINDING IN KEY DERIVATION

Docket No. 3119.150

REQUEST FOR CORRECTED FILING RECEIPT

Mail Stop Missing Parts

Director of the United States Patent
and Trademark Office

P.O. Box 1450

Alexandria, Virginia 22313-1450
Dear Sir:

Please correct the inventor's residence as indicated below:
Change "Englewood Clitts, NJ" to --Englewood Cliffs, NJ.--

A copy of the Filing Receipt with the above correction is also attached. It
is respectfully requested that an Updated Official Filing Receipt be issued with
the above correction to the inventor's residence.

‘ No fee is believed due; however, the Commissioner is authorized to
charge the fee to Deposit Account No. 50-4
Re

By

St&ghg.cv@. Parker, Attorney for Applicants
Registration No. 36,631

Watchstone P+D, pic, 1250 Connecticut Ave,
N.W. (Suite 700), Washington, D.C. 20036
202-419-1518

I, Stephen Parker, hereby certify that this document is being deposited with the
United States Postal Service with sufficient postage for first class mail in an
envelope addressed to the Mail Stop Missing Parts address above, or being
facsimile transmitted to the USPTO (571) 273-8300, on March 16, 2007.
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AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandsia, Virginia 22313-1450

‘WWW.usplo gov

71(°)IGF{PARTUNITI FIL FEE REG'D rATW.DOCKET.NO IDRAWINGS [ TOT CLAIMS I IND CLAIMS |

11/379,568 04/20/2006 2131 1130 3119.150 6 20 1

CONFIRMATION NO. 1051

52190 UPDATED FILING RECEIPT
WATCHSTONE P + D

1300 EYE STREET, NW

SUITE 400 EAST TOWER

WASHINGTON, DC20005

Date Mailed: 11/02/2006
Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees
transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Recelpt, please mail to the Commissioner for Patents
P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts” for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, ihe USPTO will generate another Filing Receipt Incorporating the
requested corrections (if appropriate).

Applicant(s)
Yoshihiro Oba, Englewood-GfittsNd-  Eqz £WeoD CLIFFS A) J,

Power of Attorney:
Stephen Parker--36631

Domestic Priority data as claimed by applicant

Foreign Applications

If Required, Foreign Filing License Granted: 05/16/2006

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is
US11/379,568

Projected Publication Date: 10/25/2007
Non-Publication Request: No
Early Publication Request: No

Title

CHANNEL BINDING MECHANISM BASED ON PARAMETER
BINDING IN KEY DERIVATION

Preliminary Class
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- 713
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent" and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for -
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
hitp://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http:/www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self-help "toolkits” giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the -
subject matter as imposed by any Government contract or the provisions of existing laws relating to
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espionage and the national security or the export of technical data. Licensees should apprise themselves of

_ “current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department-of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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UNITED STATES DEPARTMENT OF COMMERCE
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Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees
transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please mail to the Commissioner for Patents
P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections (if appropriate).

Applicant(s)
Yoshihiro Oba, Englewood Clitts, NJ;

Power of Attorney:
Stephen Parker--36631

Domestic Priority data as claimed by applicant

Foreign Applications

If Required, Foreign Filing License Granted: 05/16/2006

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is
US11/379,568

Projected Publication Date: 10/25/2007
Non-Publication Request: No
Early Publication Request: No

Title

CHANNEL BINDING MECHANISM BASED ON PARAMETER
BINDING IN KEY DERIVATION

Preliminary Class
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PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent” and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self-help "toolkits" giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
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espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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11/379,568 Confirmation No. 1051

Y. Ohba
: April 20, 2006
TC/A.U.: To be assigned
Examiner: To be assigned
Title: CHANNEL BINDING MECHANISM BASED PARAMETER

BINDING IN KEY DERIVATION
Docket No. : 3119.150

RESPONSE TO NOTICE TO FILE MISSING PARTS

Mail Stop Missing Parts

Director of the United States Patent
and Trademark Office

P.O. Box 1450 €5 FC:1253
Alexandria, Virginia 22313-1450

19/23/2886 CNEGAL 8808836 11379568
. 1926.88 0P

Dear Sir:
In response to a Notice to File Missing Parts of Application under 37 CFR

1.53(b), response copy attached, a Declaration and Power of Attorney identifying
the above-referenced application by Serial Number and Filing Date is being
herewith submitted. Also attached is a Credit Card Payment Form for the
following fees:

$ 130.00 (fees under 37 C.F.R. 1.16(€))

$ 1,000.00 (basic filing fee, search fee, examination fee)

$ 1,020.00 (three-month extension of time)

$ 2,150.00 TOTAL

I

By

Sl}sphen:é«?arker, Attorney for Applicants
Registration No. 36,631

Watchstone P+D, plc, 1250 Connecticut Ave,
N.W. (Suite 700), Washington, D.C. 20036
202-419-1518

|, Stephen Parker, hereby certify that this document is being deposited with the
United States Postal Service with sufficient postage for first class mail in an
envelope addressed to the Mail Stop Missing Parts address above, or being
facsimile transmitted to the USPTO (571) 273-8300, on October 18, 2006.
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_ The applicant needs to satisfy supplemental fees problems indicated below.

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Troedemark Office

Address: COMMISSIONER FOR PATENTS
PO. Bax 1450

mm;\"““ 22313-1450
| appicamONNUMBER | FILING OR 371 (c) DATE [ FIRSTNAMED APPLICANT | ATTORNEY DOCKET NUMBER _ |
11/379,568 04/20/2006 Yoshihiro Ohba 3119.150.NP00O
CONFIRMATION NO. 1051
© 52190 . FORMALITIES

WATCHSTONE P + D LETTER

1300 EYE STREET, NW

SUITE 400 EAST TOWER

WASHINGTON, DC 20005

Date Mailed: 05/18/2006

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

o The statutory basic filing fee is missing.

. Applicant must submit $ 300 to complete the basic filing fee for a non-small entity. If appropriate, applicant
may make a written assertion of entitiement to small entity status and pay the small entity filing fee (37
CFR 1.27).

e The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.

Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

The required item(s) identified below must be timely submitted to avoid abandonment:

e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items

identified in this letter. i
10/23/2686 CNEGA1 88888836 11379568

SUMMARY OF FEES DUE: 85 FH%%% %gg:% gg i

Total additional fee(s) required for this application is $1130 for a Large Er%y;ggﬁ 2383 33 “

o $300 Statutory basic filing fee.
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e $130 Surcharge.

« The application search fee has not been paid. Applicant must submit $500 to complete the search fee.
e The application examination fee has not been paid. Applicant must submit $200 to complete the
examination fee for a large entity

Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

\ 1/ S e
Office of Initial Patent Bxamination (571) 272-4000, or 1-800-PTO-9199, or 1-800-972-6382
PART 3 - OFFICE COPY
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10/16/06 MON 16:24 FAX

Attorney Docket No. 3119-150
(entered if known)

DECLARATION AND POWER OF First Named Inventor

ATTORNEY FOR UTILITY ORDESIGN |, co o 1 1 a70 568
PATENT APPLICATION (entered if known)

(37 CFR 1.63)

Yoshihiro OBA

Filing Date Apri
. ril 20, 2006
Declaration Declaration (filed herewith if no P :
date entered)
X Group Art Unit To Be Assigned
(entered if known)
Submitted Submitted )
with Initial after Initial Examiner Name To Be Assigned
Filing Filing {entered if known)

As a below named Inventor, | hereby declare that:
My residence, mailing address, and citizenship are as stated below next to my name.

| believe | am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if
plural names are listed below) of the subject matter which is claimed and for which a patent is sought on the invention
entitled: CHANNEL BINDING MECHANISM BASED PARAMETER BINDING IN KEY DERIVATION, the specification
of which is attached hereto or was filed on the above-noted filing date.

| hereby state that | have reviewed and understand the contents of the above identified specification, mcludmg the claims,
as amended by any amendment specifically referred to above.

| acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56, including for
continuation-in-part applications, material information which became available between the filing date of the prior
application and the national or PCT international filing date of the continuation-in-part application.

| hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or 365(b) of any foreign application(s) for patent or
inventor's certificate, or 365(a) of any PCT international application which designated at least one country other than the
United States of America, listed below and have also identified below, by checking the box, any foreign application for
patent or inventor's certificate, or any PCT international application having a filing date before that of the application on
which priority Is claimed.

Prior Foreign Application | Country | Foreign Filing Date Priority Certified Copy Attached?
Numbers (MM/DD/YYYY) Claimed YES NO

| hereby claim the benefit under 35 U.S.C. 119(e) of any United States application(s) listed below.
Application Number(s) ‘ Filing Date (MM/DD/YYYY)

Declaration and Power of Attomey
Page 1
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' 10/16/06 MON 16:24 FAX

| or we hereby appoint Stephen B. Parker, Reg. No. 36,631 power of attorney, to prosecute this application and to
transact all business in the Patent and Trademark Office connected therewith. Direct all correspondence to
Watchstone, P+D, plc, 1250 Connecticut Ave., NW, Suite 700, Washington, DC 20036, ATTN: Stephen B. Parker.

1 hereby declare that all statements made herein of my own knowledge are true and that all statements made on

information and belief are believed to be true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisonment or both, under 18 U.S.C. 1001 and that
such willful false statements may jeopardize the validity of the application or any patent issued thereon.

NAME OF FIRST INVENTOR:

Given Name
(first and middle [if any]) Yoshihiro

Family Name
or Surmname

OBA

Inventor's Signature: Wv;/

V-

Date: 9&7,_, [é , 1005

Residence: State: NJ Country: USA Citizenship:
Englencod  CAEES Japan

Mailing Address: {0 S@COM st

City: . State: Zip Code:
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
PO. Box 1450
Alexandria, Virginia 22313-1450
oV

| APPLICATION NUMBER | FILING OR 371 (c) DATE | FIRST NAMED APPLICANT | ATTORNEY DOCKET NUMBER |
11/379,568 04/20/2006 Yoshihiro Ohba 3119.150.NP00
CONFIRMATION NO. 1051
52190 FORMALITIES
WATCHSTONE P + D LETTER

1300 EYE STREET, NW
SUITE 400 EAST TOWER
WASHINGTON, DC 20005

Date Mailed: 05/18/2006

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The statutory basic filing fee is missing.
Applicant must submit $ 300 to complete the basic filing fee for a non-small entity. If appropriate, applicant
may make a written assertion of entitlement to small entity status and pay the small entity filing fee (37
CFR 1.27).

o The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63

signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

o To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or

declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items
identified in this letter.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this appliéation is $1130 for a Large Entity

¢ $300 Statutory basic filing fee.
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e $130 Surcharge.

o The application search fee has not been paid. Applicant must submit $500 to complete the search fee.
e The application examination fee has not been paid. Applicant must submit $200 to complete the
examination fee for a large entity

Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

e
Office of Initial Patent Exmination (571) 272-4000, or 1-800-PTO-9199, or 1-800-972-6382
PART 3 - OFFICE COPY
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CHANNEL BINDING MECHANISM BASED ON
PARAMETER BINDING IN KEY DERIVATION

Background

Field of the Invention:

The present application relates to wireless communications and in particular to, inter
alia, a methods and systems for channel binding parameters that are verified for consistency

between a peer and a server.

Background Discussion:

Networks and Internet Protocol:

There are many types of computer networks, with the Internet having the most
notoriety. The Internet is a worldwide network of computer networks. Today, the Internet is a
public and self-sustaining network that is available to many millions of users. The Internet uses
a set of communication protocols called TCP/IP (i.e., Transmission Control Protocol/Internet
Protocol) to connect hosts. The Internet has a communications infrastructure known as the
Internet backbone. Access to the Internet backbone is largely controlled by Internet Service
Providers (ISPs) that resell access to corporations and individuals.

With respect to IP (Internet Protocol), this is a protocol by which data can be sent from
one device (e.g., a phone, a PDA [Personal Digital Assistant], a computer, etc.) to another
device on a network. There are a variety of versions of IP today, including, e.g., IPv4, IPv6, etc.
Each host device on the network has at least one IP address that is its own unique identifier. IP
is a connectionless protocol. The connection between end points during a communication is not
continuous. When a user sends or receives data or messages, the data or messages are
divided into components known as packets. Every packet is treated as an independent unit of

data.

In order to standardize the transmission between points over the Internet or the like
networks, an OSI (Open Systems Interconnection) model was established. The OSI model
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separates the communications processes between two points in a network into seven stacked
layers, with each layer adding its own set of functions. Each device handles a message so that
there is a downward flow through each layer at a sending end point and an upward flow
through the layers at a receiving end point. The programming and/or hardware that provides
the seven layers of function is typically a combination of device operating systems, application
software, TCP/IP and/or other transport and network protocols, and other software and

hardware.

Typically, the top four layers are used when a message passes from or to a user and
the bottom three layers are used when a message passes through a device (e.g., an IP host
device). An IP host is any device on the network that is capable of transmitting and receiving IP
packets, such as a server, a router or a workstation. Messages destined for some other host
are not passed up to the upper layers but are forwarded to the other host. The layers of the OSI
model are listed below. Layer 7 (i.e., the application layer) is a layer at which, e.g.,
communication partners are identified, quality of service is identified, user authentication and
privacy are considered, constraints on data syntax are identified, etc. Layer 6 (i.e., the
presentation layer) is a layer that, e.g., converts incoming and outgoing data from one
presentation format to another, etc. Layer 5 (i.e., the session layer) is a layer that, e.g., sets up,
coordinates, and terminates conversations, exchanges and dialogs between the applications,
etc. Layer-4 (i.e., the transport layer) is a layer that, e.g., manages end-to-end control and
error-checking, etc. Layer-3 (i.e., the network layer) is a layer that, e.g., handles routing and
forwarding, etc. Layer-2 (i.e., the data-link layer) is a layer that, e.g., provides synchronization
for the physical level, does bit-stuffing and furnishes transmission protocol knowledge and
management, etc. The Institute of Electrical and Electronics Engineers (IEEE) sub-divides the
data-link layer into two further sub-layers, the MAC (Media Access Control) layer that controls
the data transfer to and from the physical layer and the LLC (Logical Link Control) layer that
interfaces with the network layer and interprets commands and performs error recovery. Layer
1 (i.e., the physical layer) is a layer that, e.g., conveys the bit stream through the network at the
physical level. The |EEE sub-divides the physical layer into the PLCP (Physical Layer
Convergence Procedure) sub-layer and the PMD (Physical Medium Dependent) sub-layer.

Wireless Networks:
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Wireless networks can incorporate a variety of types of mobile devices, such as, e.g.,
cellular and wireless telephones, PCs (personal computers), laptop computers, wearable
computers, cordless phones, pagers, headsets, printers, PDAs, etc. For example, mobile
devices may include digital systems to secure fast wireless transmissions of voice and/or data.
Typical mobile devices include some or all of the following components: a transceiver (i.€., a
transmitter and a receiver, including, e.g., a single chip transceiver with an integrated
transmitter, receiver and, if desired, other functions); an antenna; a processor; one or more
audio transducers (for example, a speaker or a microphone as in devices for audio
communications); electromagnetic data storage (such as, e.g., ROM, RAM, digital data
storage, etc., such as in devices where data processing is provided); memory; flash memory; a
full chip set or integrated circuit; interfaces (such as, e.g., USB, CODEC, UART, PCM, etc.);

and/or the like.

Wireless LANs (WLANSs) in which a mobile user can connect to a local area network
(LAN) through a wireless connection may be employed for wireless communications. Wireless
communications can include, e.g., communications that propagate via electromagnetic waves,
such as light, infrared, radio, microwave. There are a variety of WLAN standards that currently
exist, such as, e.g., Bluetooth, [EEE 802.11, and HomeRF.

By way of example, Bluetooth products may be used to provide links between mobile
computers, mobile phones, portable handheld devices, personal digital assistants (PDAs), and
other mobile devices and connectivity to the Internet. Bluetooth is a computing and
telecommunications industry specification that details how mobile devices can easily
interconnect with each other and with non-mobile devices using a short-range wireless
connection. Bluetooth creates a digital wireless protocol to address end-user problems arising
from the proliferation of various mobile devices that need to keep data synchronized and
consistent from one device to another, thereby allowing equipment from different vendors to
work seamlessly together. Bluetooth devices may be named according to a common naming
concept. For example, a Bluetooth device may possess a Bluetooth Device Name (BDN) or a
name associated with a unique Bluetooth Device Address (BDA). Bluetooth devices may also
participate in an Intemet Protocol (IP) network. If a Bluetooth device functions on an IP
network, it may be provided with an IP address and an IP (network) name. Thus, a Bluetooth
Device configured to participate on an IP network may contain, e.g., a BDN, a BDA, an IP
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address and an IP name. The term “IP name” refers to a name corresponding to an IP address

of an interface.

An IEEE standard, IEEE 802.11, specifies technologies for wireless LANs and devices.
Using 802.11, wireless networking may be accomplished with each single base station
supporting several devices. In some examples, devices may come pre-equipped with wireless
hardware or a user may install a separate piece of hardware, such as a card, that may include
an antenna. By way of example, devices used in 802.11 typically include three notable
elements, whether or not the device is an access point (AP), a mobile station (STA), a bridge, a
PCMCIA card or ancther device: a radio transceiver; an antenna; and a MAC (Media Access

Control) layer that controls packet flow between points in a network.

In addition, Multiple Interface Devices (MIDs) may be utilized in some wireless
networks. MIDs may contain two independent network interfaces, such as a Bluetooth interface
and an 802.11 interface, thus allowing the MID to participate on two separate networks as well
as to interface with Bluetooth devices. The MID may have an IP address and a common IP

(network) name associated with the IP address.

Wireless network devices may include, but are not limited to Bluetooth devices,
Multiple Interface Devices (MIDs), 802.11x devices (IEEE 802.11 devices including, e.g.,
802.11a, 802.11b and 802.11g devices), HomeRF (Home Radio Frequency) devices, Wi-Fi
(Wireless Fidelity) devices, GPRS (General Packet Radio Service) devices, 3G cellular
devices, 2.5G cellular devices, GSM (Global System for Mobile Communications) devices,
EDGE (Enhanced Data for GSM Evolution) devices, TDMA type (Time Division Multiple
Access) devices, or CDMA type (Code Division Multiple Access) devices, including
CDMA2000. Each network device may contain addresses of varying types including but not
limited to an IP address, a Bluetooth Device Address, a Bluetooth Common Name, a Bluetooth
IP address, a Bluetooth IP Common Name, an 802.11 IP Address, an 802.11 IP common
Name, or an IEEE MAC address.

Wireless networks can also involve methods and protocols found in, e.g., Mobile IP
(Internet Protocol) systems, in PCS systems, and in other mobile network systems. With
respect to Mobile IP, this involves a standard communications protocol created by the Internet
Engineering Task Force (IETF). With Mobile IP, mobile device users can move across
networks while maintaining their IP Address assigned once. See Request for Comments (RFC)
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3344. NB: RFCs are formal documents of the Internet Engineering Task Force (IETF). Mobile
IP enhances Internet Protocol (IP) and adds means to forward Internet traffic to mobile devices
when connecting outside their home network. Mobile IP assigns each mobile node a home
address on its home network and a care-of-address (CoA) that identifies the current location of
the device within a network and its subnets. When a device is moved to a different network, it
receives a new care-of address. A mobility agent on the home network can associate each
home address with its care-of address. The mobile node can send the home agent a binding
update each time it changes its care-of address using, e.g., Intemet Control Message Protocol
(ICMP).

In basic IP routing (e.g., outside mobile IP), routing mechanisms rely on the
assumptions that each network node always has a constant attachment point to, e.g., the
Internet and that each node's IP address identifies the network link it is attached to. In this
document, the terminology “node” includes a connection point, which can include, e.g., a
redistribution point or an end point for data transmissions, and which can recognize, process
and/or forward communications to other nodes. For example, Internet routers can look at, e.g.,
an IP address prefix or the like identifying a device's network. Then, at a network level, routers
can look at, e.g., a set of bits identifying a particular subnet. Then, at a subnet level, routers
can look at, e.g., a set of bits identifying a particular device. With typical mobile IP
communications, if a user disconnects a mobile device from, e.g., the Internet and tries to
reconnect it at a new subnet, then the device has to be reconfigured with a new IP address, a
proper netmask and a default router. Otherwise, routing protocols would not be able to deliver
the packets properly.

EAP:

This section sets forth background information related to Extensible Authentication
Protocol (EAP). The contents of this section are quotations from the following article, EAP Key
Management Framework, Internet Draft April 13, 2006, Aboba, et al, the entire contents of

which is also incorporated herein by reference.

“The Extensible Authentication Protocol (EAP), defined in [RFC3748), was designed to
enable extensible authentication for network access in situations in which the IP protocol is not
available. Originally developed for use with PPP [RFC1661], it has subsequently also been
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applied to IEEE 802 wired networks [IEEE-802.1X], wireless networks such as [IEEE-802.11i]
and [IEEE-802.16e], and IKEv2 [RFC4306].” Id.

“In EAP, keying material is generated by EAP methods. Part of this keying material
may be used by EAP methods themselves and part of this material may be exported. The
exported keying material may be transported by AAA protocols or used by Secure Association
Protocols in the generation or transport of session keys which are used by lower layer
ciphersuites.” Id.

“EAP, defined in [RFC3748], is a two-party protocol spoken between the EAP peer
and server. Within EAP, keying material is generated by EAP methods. Part of this keying
material may be used by EAP methods themselves and part of this material may be exported.
In addition to export of keying material, EAP methods may also export associated parameters,
and may import and export Channel Bindings from the lower layer.” |d.

“As illustrated in Figure 1 [see reproduction as FIG. 6 in the present patent
application], the EAP method key derivation has at the root the long term credential utilized by
the selected EAP method. If authentication is based on a pre-shared key, the parties store the
EAP method to be used and the pre-shared key. The EAP server also stores the peer's
identity as well as other information associated with it. This information may be used to
determine whether access to some service should be granted. The peer stores information
necessary to choose which secret to use for which service.” Id.

“If authentication is based on proof of possession of the private key corresponding to
the public key contained within a certificate, the parties store the EAP method to be used and
the trust anchors used to validate the certificates. The EAP server also stores the peer's
identity and the peer stores information necessary to choose which certificate to use for which

service.” Id.

“Based on the long term credential established between the peer and the server,
EAP methods derive two types of keys: [1] Keys calculated locally by the EAP method but not
exported by the EAP method, such as the TEKSs; [2] Keying material exported by the EAP
method: MSK, EMSK, IV. As noted in [RFC3748] Section 7.10, EAP methods generating keys
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are required to calculate and export the MSK and EMSK, which must be at least 64 octets in

length. EAP methods also may export the IV; however, the use of the IV is deprecated.” Id.

~EAP methods also may export method-specific peer and server identifiers (peer-ID
and server-ID), a method-specific EAP conversation identifier known as the Method-ID, and the
lifetime of the exported keys, known as the Key-Lifetime. EAP methods may also support the
import and export of Channel Bindings. New EAP method specifications must define the Peer-
ID, Server-ID and Method-ID. The combination of the Peer-ID and Server-ID uniquely specifies
the endpoints of the EAP method exchange.” Id.

“Channel Bindings include lower layer parameters that are verified for consistency
between the EAP peer and server. In order to avoid introducing media dependencies, EAP
methods that transport Channel Binding data MUST treat this data as opaque octets. Typically
the EAP method imports Channel Bindings from the lower layer on the peer, and transmits
them securely to the EAP server, which exports them to the lower layer. However, transport
may occur from EAP server to peer, or may be bi-directional. On the side of the exchange
(peer or server) where Channel Bindings are verified, the lower layer passes the result of the
verification (TRUE or FALSE) up to the EAP method.” Id.

“Each key created within the EAP key management framework has a name(a unique
identifier), as well as a scope (the parties to whom the key is available). The scope of exported
parameters is defined by the EAP peer name (if securely exchanged within the method) and
the EAP server name (also only if securely exchanged). Where a peer or server name is

missing the null string is used.” Id.

“Certain basic characteristics, known as ‘EAP Invariants’, hold true for EAP
implementations on all media: Mode independence; Media independence; Method

independence; [and] Ciphersuite independence.” Id.
Mode Independence
“EAP is typically deployed in order to support extensible network access

authentication in situations where a peer desires network access via one or more

authenticators. Where authenticators are deployed standalone, the EAP conversation occurs
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between the peer and authenticator, and the authenticator must locally implement an EAP
method acceptable to the peer. However, one of the advantages of EAP is that it enables
deployment of new authentication methods without requiring development of new code on the

authenticator.” Id.

“While the authenticator may implement some EAP methods locally and use those
methods to authenticate local users, it may at the same time act as a pass-through for other
users and methods, forwarding EAP packets back and forth between the backend
authentication server and the peer. This is accomplished by encapsulating EAP packets within
the Authentication, Authorization and Accounting (AAA) protocol, spoken between the
authenticator and backend authentication server. AAA protocols supporting EAP include
RADIUS [RFC3579] and Diameter [RFC4072]." Id.

“It is a fundamental property of EAP that at the EAP method layer, the conversation
between the EAP peer and server is unaffected by whether the EAP authenticator is operating
in ‘pass-through’ mode. EAP methods operate identically in all aspects, including key
derivation and parameter import/export, regardless of whether the authenticator is operating as

a pass-through or not.” Id.

“The successful completion of an EAP method that supports key derivation results in
the export of keying material on the EAP peer and server. Even though the EAP peer or server
may import Channel-Bindings that may include the identity of the EAP authenticator, this
information is treated as opaque octets. As a result, within EAP the only relevant identities are

the Peer-ID and Server-ID. Channel Bindings are only interpreted by the lower layer.” Id.

“Within EAP, the primary function of the AAA protocol is to maintain the principle of
Mode Independence, so that as far as the EAP peer is concerned, its conversation with the
EAP authenticator, and all consequences of that conversation, are identical, regardless of the

authenticator mode of operation.” Id.

Media Independence

“One of the goals of EAP is to allow EAP methods to function on any lower layer

meeting the criteria outlined in [RFC3748], Section 3.1. For example, as described in
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[RFC3748], EAP authentication can be run over PPP [RFC1661], IEEE 802 wired networks
[IEEE-802.1X], and IEEE 802.11 wireless LANs [IEEE-802.11i].” Id.

“In order to maintain media independence, it is necessary for EAP to avoid
consideration of media-specific elements. For example, EAP methods cannot be assumed to
have knowledge of the lower layer over which they are transported, and cannot be restricted to
identifiers associated with a particular usage environment (e.g. MAC addresses).” Id.

“Note that media independence may be retained within EAP methods that support
Channel-Bindings or method-specific identification. An EAP method need not be aware of the
content of an identifier in order to use it. This enables an EAP method to use media-specific
identifiers such as MAC addresses without compromising media independence. Channel-
Bindings are treated as opaque octets by EAP methods, so that handling them does not require

media-specific knowledge.” Id.

Method Independence

“By enabling pass-through, authenticators can support any method implemented on
the peer and server, not just locally implemented methods. This allows the authenticator to
avoid implementing code for each EAP method required by peers. In fact, since a pass-
through authenticator is not required to implement any EAP methods at all, it cannot be
assumed to support any EAP method-specific code.” Id.

“As a result, as noted in [RFC3748], authenticators must by default be capable of
supporting any EAP method. This is useful where there is no single EAP method that is both
mandatory-to-implement and offers acceptable security for the media in use. For example, the
[RFC3748] mandatory-to-implement EAP method (MD5-Challenge) does not provide dictionary
attack resistance, mutual authentication or key derivation, and as a result is not appropriate for
use in wireless LAN authentication [RFC4017]. However, despite this it is possible for the peer
and authenticator to interoperate as long as a suitable EAP method is supported on the EAP
server.” Id.

Ciphersuite Independence
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“Ciphersuite Independence is a requirement for Media Independence. Since lower
layer ciphersuites vary between media, media independence requires that EAP keying material

needs to be large enough (with sufficient entropy) to handle any ciphersuite.” Id.

“While EAP methods may negotiate the ciphersuite used in protection of the EAP
conversation, the ciphersuite used for the protection of the data exchanged after EAP
authentication has completed is negotiated between the peer and authenticator within the lower
layer, outside of EAP. For example, within PPP, the ciphersuite is negotiated within the
Encryption Control Protocol (ECP) defined in [RFC1968], after EAP authentication is completed.
Within [IEEE-802.11i], the AP ciphersuites are advertised in the Beacon and Probe Responses
prior to EAP authentication, and are securely verified during a 4-way handshake exchange. Id.

“Since the ciphersuites used to protect data depend on the lower layer, requiring
EAP methods have knowledge of lower layer ciphersuites would compromise the principle of
Media Independence. Since ciphersuite negotiation occurs in the lower layer, there is no need
for ciphersuite negotiation within EAP, and EAP methods generate keying material that is

ciphersuite-independent.” Id.

“Algorithms for deriving TSKs must not depend on the EAP method, although
algorithms for TEK derivation may be specific to the EAP method. In order to allow a
ciphersuite to be usable within the EAP keying framework, a specification must be provided
describing how TSKs suitable for use with the ciphersuite are derived from exported EAP

keying parameters.” Id.

“It should be understood that an EAP authenticator or peer;

[a] may contain one or more physical or logical ports;

[b] may advertise itself as one or more "virtual" authenticators or peers;
[c] may utilize multiple CPUs;

[d] may support clustering services for load balancing or failover.” Id.
Multiple Ports

“Both the EAP peer and authenticator may have more than one physical or logical

port. A peer may simultaneously access the network via multiple authenticators, or via multiple

10
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physical or logical ports on a given authenticator. Similarly, an authenticator may offer network
access to multiple peers, each via a separate physical or logical port. The situation is
illustrated in Figure 5 [see reproduction as FIG. 6 in this patent application]. Absent explicit
specification within the lower layer, EAP keying material and parameters are not bound to a
specific peer or authenticator port. Where the peer and authenticator identify themselves within
the lower layer using a port identifier such as a link layer address, this creates a problem,
because it may not be obvious to the peer which authenticator ports are associated with which
authenticators.  Similarly, it may not be obvious to the authenticator which peer ports are
associated with which peers. As a result, the peer and authenticator may not be able to
determine the scope of the EAP keying material. This is particularly problematic for lower

layers where key caching is supported.” Id.

“For example, where the EAP peer cannot identify the EAP authenticator, it will be
unable to determine whether EAP keying material has been shared outside of its authorized
scope, and therefore needs to be considered compromised. There is also a practical problem
because the EAP peer will be unable to utilize the EAP authenticator key cache in an efficient
way. The solution to this problem is for lower layers to identify EAP peers and authenticators
unambiguously, without incorporating implicit assumptions about peer and authenticator
architectures. Use of port identifiers is not recommended where peers and authenticators may

support multiple ports.” 1d.

“In order to further limit the key scope the following measures are suggested:

[a] The lower layer may specify additional restrictions on key usage, such as
limiting the use of EAP keying material and parameters on the EAP peer to the port over which

on the EAP conversation was conducted.

[b] The backend authentication server and authenticator may implement
additional attributes in order to further restrict the scope of EAP keying material. For example,
in 802.11, the backend authentication server may provide the authenticator with a list of
authorized Called or Calling-Station-lds and/or SSIDs for which EAP keying material is valid.

[c] Where the backend authentication server provides attributes restricting

the key scope, it is recommended that restrictions be securely communicated by the

11
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authenticator to the peer. This can be accomplished using the Secure Association Protocol,

but also can be accomplished via the EAP method or the lower layer.” Id.

Authenticator Architecture

“The EAP method conversation is between the EAP peer and server, as identified by
the Peer-ID and Server-ID. The authenticator identity, if considered at all by the EAP method,
is treated as an opaque blob for the purposes of Channel bindings. However, the Secure
Association Protocol conversation is between the peer and the authenticator, and therefore the
authenticator and peer identities are relevant to that exchange, and define the scope of use of
the EAP keying material passed down to the lower layer.” Id.

“Since an authenticator may have many ports, the authenticator identifier used within
the Secure Association Protocol exchange should be distinct from any port identifier (e.g. MAC
address). Similarly, where a peer may have multiple ports, and sharing of EAP keying material
and parameters between peer ports of the same link type is allowed, the peer identifier used
within the Secure Association Protocol exchange should also be distinct from any port identifier.
While EAP Keying Material passed down to the lower layer is not intrinsically bound to
particular authenticator and peer ports, Transient Session Keys (TSKs) may be bound to
particular authenticator and peer ports by the Secure Association Protocol. However, a lower
layer may also permit TSKs to be used on multiple peer and/or authenticator ports, providing
that TSK freshness is guaranteed (such as by keeping replay counter state within the

authenticator).” 1d.

“This specification does not impose constraints on the architecture of the EAP
authenticator or peer. Any of the authenticator architectures described in [RFC4118] can be
used. For example, it is possible for multiple base stations and a "controller" (e.g. WLAN
switch) to comprise a single EAP authenticator. In such a situation, the "base station identity"
is irrelevant to the EAP method conversation, except perhaps as an opaque blob to be used in

Channel Bindings. Many base stations can share the same authenticator identity.” Id.

“AAA protocols such as RADIUS [RFC3579] and Diameter [RFC4072] provide a
mechanism for the identification of AAA clients; since the EAP authenticator and AAA client are

always co-resident, this mechanism is applicable to the identification of EAP authenticators.” Id.

12
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“RADIUS [RFC2865] requires that an Access-Request packet contain one or more of
the NAS-Identifier, NAS-IP-Address and NAS-IPv6-Address attributes. Since a NAS may have
more than one IP address, the NAS-Identifier attribute is recommended for the unambiguous

identification of the EAP authenticator.” Id.

“From the point of view of the AAA server, EAP keying material and parameters are
transported to the EAP authenticator identified by the NAS-Identifier attribute. Since an EAP
authenticator must not share EAP keying material or parameters with another party, if the EAP
peer or AAA server detects use of EAP keying material and parameters outside the scope
defined by the NAS-Identifier, the keying material must be considered compromised.” Id.

Virtual Authenticators

“When a single physical authenticator advertises itself as multiple "virtual
authenticators", the EAP peer and authenticator also may not be able to agree on the scope of
the EAP keying material, creating a security vulnerability. For example, the peer may assume
that the "virtual authenticators" are distinct and do not share a key cache, whereas, depending
on the architecture of the physical authenticator, a shared key cache may or may not be
implemented. Where EAP keying material is shared between "virtual authenticators" an
attacker acting as a peer could authenticate with the "Guest" "virtual authenticator" and derive
EAP keying material. If the virtual authenticators share a key cache, then the peer can utilize
the EAP keying material derived for the "Guest" network to obtain access to the "Corporate

Intranet" virtual authenticator.” 1d.

“Several measures are recommended to address these issues:

[d] Authenticators are required to cache associated authorizations along with
EAP keying material and parameters and to apply authorizations consistently. This ensures
that an attacker cannot obtain elevated privileges even where the key cache is shared between

"virtual authenticators".

le] It is recommended that physical authenticators maintain separate key

caches for each "virtual authenticator".

13
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[f] It is recommended that each "virtual authenticator" identify itself distinctly
to the backend authentication server, such as by utilizing a distinct NAS-Identifier attribute.
This enables the backend authentication server to utilize a separate credential to authenticate

each "virtual authenticator".” Id.

Key Management

“EAP as defined in [RFC3748] supports key derivation, but not key management.
While EAP methods may derive keying material, EAP does not provide for the management of
exported or derived keys. For example, EAP does not support negotiation of the key lifetime of
exported or derived keys, nor does it support re-key. Although EAP methods may support "fast
reconnect" as defined in [RFC3748] Section 7.2.1, re-key of exported keys cannot occur
without re-authentication. In order to provide method independence, key management of
exported or derived keys should not be provided within EAP methods.” Id.

Parent-Child Relationships

“When keying material exported by EAP methods expires, all keying material derived
from the exported keying material expires, including the TSKs. When an EAP re-authentication
takes place, new keying material is derived and exported by the EAP method, which eventually
results in replacement of calculated keys, including the TSKs. As a result, while the lifetime of
calculated keys can be less than or equal that of the exported keys they are derived from, it
cannot be greater. For example, TSK re-key may occur prior to EAP re-authentication. Failure
to mutually prove possession of keying material during the Secure Association Protocol
exchange need not be grounds for deletion of the keying material by both parties; rate-limiting

Secure Association Protocol exchanges could be used to prevent a brute force attack.” Id.
Key Strength
“In order to guard against brute force attacks, EAP methods deriving keys need to be

capable of generating keys with an appropriate effective symmetric key strength. In order to
ensure that key generation is not the weakest link, it is recommended that EAP methods

14

Page 271 of 298



Exhibit 1004

utilizing public key cryptography choose a public key that has a cryptographic strength meeting
the symmetric key strength requirement.” 1d.

References:
The present invention provides a variety of advances and improvements over, among
other things, the systems and methods described in the following references, the entire

disclosures of which references are incorporated herein by reference.

1. [RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement
Levels", BCP 14, RFC 2119, March 1997.

2. [RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., Carlson, J., and H. Levkowetz,
"Extensible Authentication Protocol (EAP)", RFC 3748, June 2004.

3. [RFC4306] Kaufman, C., "Internet Key Exchange (IKEv2) Protocol", RFC
4306, December 2005.

4, [I-D.ietf-eap-keying] Aboba, B., "Extensible Authentication Protocol (EAP) Key

Management Framework", draft-ietf-eap-keying-09 (work in progress), January 2006.

Summary of the Invention

The present invention improves upon the above and/or other background technologies
and/or problems therein.

According to some embodiments, a channel binding method based on parameter
binding in a key derivation procedure for authentication of a mobile supplicant to an access
network includes cryptographically binding access network parameters to a key without
needing to carry the parameters in authentication methods. In some examples, the
authentication methods include EAP methods. In some other examples, the parameters
include parameters advertised by an authenticator to the supplicant. In some other examples,
the identity of the authenticator is one of the parameters. In some other examples, the method

further includes deriving a channel binding key from a channel binding master key bound to a
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key binding blob using a key derivation function. In some other examples, the channel binding
master key is at least 64 octets long and the key binding blob is an octet-string that is
constructed from static parameters advertised from an authenticator using an authenticator-
supplicant protocol. In some other examples, the method further includes a network side
authenticator and the supplicant using the channel binding master key for protecting an
authenticator-supplicant protocol, and, in some examples further includes, the supplicant
obtaining the key binding blob from the authenticator using the authenticator-supplicant

protocol.

In some embodiments, the method further includes that: a) a server and the supplicant
create a channel binding key used for an authenticator; b) the server transfers the channel
binding key to the authenticator; and ¢) the supplicant and the authenticator verify proof of
possession of the channel binding key over an authenticator-supplicant protocol. In some
examples, the method includes that the channel binding key is derived from a channel binding
master key bound to a key binding blob associated with the authenticator using a key derivation
function. In some other examples, the method further includes creating multiple channel
binding keys from a single channel binding master key for multiple authenticators. In some
other examples, the method includes using channel binding keys to form a hierarchical channel

binding.

In some embodiments, the method includes creating multiple channel binding keys
from a single channel binding master key for multiple authenticators using different key binding
blobs for different authenticators. Moreover, in some embodiments, the method includes using

channel binding keys to form a hierarchical channel binding.

In some embodiments, the key derivation function is computed based on CBK = kdf+
(CBMK, KBB), where CBK represents channel binding key, CBMK represents channel binding
master key, and KBB represents key binding blob.

In some embodiments, the authenticator is an EAP authenticator, and wherein the EAP
authenticator receives and processes the channel binding key as a Master Session Key (MSK).

The above and/or other aspects, features and/or advantages of various embodiments

will be further appreciated in view of the following description in conjunction with the
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accompanying figures. Various embodiments can include and/or exclude different aspects,
features and/or advantages where applicable. In addition, various embodiments can combine
one or more aspect or feature of other embodiments where applicable. The descriptions of
aspects, features and/or advantages of particular embodiments should not be construed as

limiting other embodiments or the claims.

Brief Description of the Drawings

The preferred embodiments of the present invention are shown by a way of example,
and not limitation, in the accompanying figures, in which:

FIG. 1 is an architectural diagram showing exemplary sub-components of an illustrative
access point and illustrative client devices or user stations according to some illustrative

embodiments of the invention;

FIG. 2 is an architectural diagram showing an illustrative computer or control features
that can be used to implement computerized process steps, to be carried out by devices, such

as, e.g., an access point and/or a user station, in some embodiments of the invention;

FIG. 3 is an architectural diagram showing a basic channel binding mechanism

according to some illustrative embodiments;

FIG. 4 is a schematic diagram depicting hierarchical channel binding according to

some illustrative embodiments;

FIG. 5 is a schematic diagram showing EAP methodology according to the
background; and

FIG. 6 is a schematic diagram showing illustrative relationships between EAP peers,

authenticators and servers according to the background.
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Discussion of the Preferred Embodiments

While the present invention may be embodied in many different forms, a number of
illustrative embodiments are described herein with the understanding that the present
disclosure is to be considered as providing examples of the principles of the invention and that
such examples are not intended to limit the invention to preferred embodiments described

herein and/or illustrated herein.

Illustrative Architecture

FIG. 1 depicts some illustrative architectural components that can be employed in
some illustrative and non-limiting implementations including wireless access points to which
client devices communicate. In this regard, FIG. 1 shows an illustrative wireline network 20
connected to a wireless local area network (WLAN) generally designated 21. The WLAN 21
includes an access point (AP) 22 and a number of user stations 23, 24. For example, the
wireline network 20 can include the Internet or a corporate data processing network. For
example, the access point 22 can be a wireless router, and the user stations 23, 24 can be,
e.g., portable computers, personal desk-top computers, PDAs, portable voice-over-IP
telephones and/or other devices. The access point 22 has a network interface 25 linked to the
wireline network 21, and a wireless transceiver in communication with the user stations 23, 24.
For example, the wireless transceiver 26 can include an antenna 27 for radio or microwave
frequency communication with the user stations 23, 25. The access point 22 also has a
processor 28, a program memory 29, and a random access memory 31. The user station 23
has a wireless transceiver 35 including an antenna 36 for communication with the access point
station 22. In a similar fashion, the user station 24 has a wireless transceiver 38 and an
antenna 39 for communication to the access point 22. By way of example, in some
embodiments an authenticator could be employed within such an access point (AP) and/or a

supplicant or peer could be employed within a mobile node or user station.
FIG. 2 shows an illustrative computer or control unit that can be used to implement

computerized process steps, to be carried out by devices, such as, €.g., an access point and/or

a user station, in some embodiments of the invention. In some embodiments, the computer or
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control unit includes a central processing unit (CPU) 322, which can communicate with a set of
input/output (I/O) device(s) 324 over a bus 326. The I/O devices 324 can include, for example,
a keyboard, monitor, and/or other devices. The CPU 322 can communicate with a computer
readable medium (e.g., conventional volatile or non-volatile data storage devices) 328
(hereafter “memory 328") over the bus 326. The interaction between a CPU 322, I/0 devices
324, a bus 326, and a memory 328 can be like that known in the art. Memory 328 can include,
e.g., data 330. The memory 328 can also store software 338. The software 338 can include a
number of modules 340 for implementing the steps of processes. Conventional programming
techniques may be used to implement these modules. Memory 328 can also store the above
and/or other data file(s). In some embodiments, the various methods described herein may be
implemented via a computer program product for use with a computer system. This
implementation may, for example, include a series of computer instructions fixed on a computer
readable medium (e.g., a diskette, a CD-ROM, ROM or the like) or transmittable to a computer
system via and interface device, such as a modem or the like. A communication medium may
be substantially tangible (e.g., communication lines) and/or substantially intangible (e.g.,
wireless media using microwave, light, infrared, etc.). The computer instructions can be written
in various programming languages and/or can be stored in memory device(s), such as
semiconductor devices (e.g., chips or circuits), magnetic devices, optical devices and/or other
memory devices. In the various embodiments, the transmission may use any appropriate

communications technology.

Discussion of the Preferred Embodiments

1. Introduction

As described above, Extensible Authentication Protocol (EAP) is an authentication
framework which supports multiple authentication algorithms known as “EAP methods"
[RFC3748]. In the framework, an EAP peer (which can involve, e.g., in some embodiments,
part of a mobile node or a module associated with the mobile node) and an EAP authenticator
(which can involve, e.g., in some embodiments, part of an access point or a module associated
with the access point) use a key generated and exported by an EAP method to bootstrap
ciphersuites used for protecting their access network. This key is referred to as MSK (Master
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Session Key). A framework for the generation, transport and usage of MSK is described in [I-

D.ietf-eap-keying], discussed above.

For reference, a ciphersuite includes, by way of example, a set of cryptographic
algorithms used to: protect information required to create shared keys (key exchange); encrypt
messages exchanged between clients and servers (bulk encryption); and generate message

hashes and signatures to ensure the integrity of a message (message authentication).

Each access network has its own set of parameters advertised by the EAP
authenticator to EAP peers. By way of example, the identity of the EAP authenticator is one of
such parameters. The access network parameters would need to be cryptographically bound

to the MSK to avoid possible security flaws.

A mechanism that is described in [RFC3748] to create such a binding is based on
communicating the access network parameters over a protected channel of an EAP method to
help the EAP peer and the EAP server detect a mismatch between the parameters exchanged
over the protected channel and the ones advertised by the EAP authenticator to the EAP peer
and the EAP server.

According to the preferred embodiments, an alternative Channel Binding mechanism is
provided that creates a binding between a key exported by, e.g., EAP method and access
network parameters. In the preferred embodiments, the mechanism has the following

characteristics:

0 The mechanism preferably retains EAP invariants, including mode

independence, media independence, method independence and ciphersuite independence.

0 The mechanism preferably does not require any change to existing EAP
authenticators.
0 The mechanism is scalable to support a large number of EAP authenticators.

2. Terminology
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Channel Binding Key (CBK)

A key that is derived from a Channel Binding Master Key (CBMK) and
cryptographically bound to a Key Binding Blob (KBB) using a Key Derivation Function (KDF).
In the preferred embodiments, a CBK is at least 64 octets in length.

Channel Binding Master Key (CBMK)

A key from which a CBK is derived using a KDF. By way of example, an MSK or an
EMSK is a CBMK. In the preferred embodiments, a CBMK is at least 64 octets in length.

Key Binding Blob (KBB)

An octet-string that is constructed from static parameters advertised from an

authenticator using an Authenticator-Supplicant Protocol (ASP).

Server

An entity that creates a CBK and transfers it to the authenticator. A server is a creator
as well as a sender of the CBK. In some embodiments, an EAP server is a server of the
mechanisms of the preferred embodiments.

Authenticator

A network-side entity that uses a CBK for an Authenticator-Supplicant Protocol (ASP).
In various embodiments, an authenticator can be either co-located or not co-located with the
server in the same equipment. In some embodiments, an EAP authenticator is an

authenticator of the mechanisms of the preferred embodiments.

Supplicant
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A user-side entity that uses a CBK for an Authenticator-Supplicant Protocol (ASP). In
some embodiments, a supplicant is a creator as well as an owner of the CBK. In some

embodiments, an EAP peer is a supplicant of the mechanisms of the preferred embodiments.

Authenticator-Supplicant Protocol (ASP)

A protocol that is executed between a supplicant and an authenticator and uses a CBK
for protecting the protocol. In some embodiments, the supplicant obtains the KBB from the
authenticator using the ASP.

3. Channel Binding Mechanism

According to the preferred embodiments, a new basic channel binding mechanism is
employed. Reference is now made to FIG. 3 which illustrates a basic channel binding
mechanism according to the preferred embodiments. In this regard, FIG. 3 depicts an

illustrative server 1, an illustrative authenticator 2, and an illustrative supplicant 3.

As shown in FIG. 3, the channel binding mechanism is carried out in these three
components using the following steps.

STEP 1 (CBK Creation): In this first step, depicted using reference numerals (1) in
FIG. 3, the server 1 and the supplicant 3 create a CBK used for an authenticator 2. In the
preferred embodiments, the CBK is derived from a CBMK and bound to a KBB associated with
the authenticator using a KDF. In the preferred embodiments, the KBB is pre-configured on the

Server.

STEP 2 (CBK Transfer): In this second step, depicted using reference numeral (2) in
FIG. 3, the server 1 transfers the CBK to the authenticator 2.

STEP 3 (CBK Verification): In this third step, depicted using reference numeral (3) in
FIG. 3, the supplicant and authenticator verify proof of possession of the CBK over the ASP. In
the preferred embodiments, after successful verification of proof of possession of the CBK, the
supplicant and the authenticator are able to use the CBK in the ASP.
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3.1.  Creating Multiple CBKs

In some embodiments, multiple CBKs can be created from a single CBMK for multiple
authenticators by, e.g., using different KBBs for different authenticators.

3.2.  Hierarchical Channel Binding

In some embodiments, the Channel Binding mechanism allows CBKs to form a
hierarchy, such as, e.g., depicted in FIG. 4. Among other things, Hierarchical Channel Binding

can be employed to address certain issues related to, e.g., scalability and/or mobility.

For example, if there are a large number of authenticators within the administrative
domain of a server, the domain can be partitioned into multiple sub-domains where each sub-
domain has an authenticator. Here, the server can generate CBKs for the authenticators of the

sub-domains, and each authenticator can derive child CBKs for its child authenticators.

As another example, in the case of a roaming scenario (such as, e.g., with a roaming
supplicant), a server of one administrative domain can be employed to generate CBKs for
authenticators in other administrative domains, and the authenticators in the other

administrative domains can create child CBKs for their child authenticators in their domains.

In some preferred embodiments, Hierarchical Channel Binding can provide at least

some of the following advantages:

0 In some embodiments, the number of KBBs pre-configured on the server can

be reduced (e.g., keeping the number at a more manageable level).

0 In some embodiments, the supplicant does not need to perform re-
authentication to generate a new CBK when it switches from one child authenticator to another
when the child authenticators belong to the same parent authenticator.

In hierarchical Channel Binding, CBK verification may be performed at each level of
the key hierarchy or only at the lowest level of the hierarchy. In embodiments where the CBK

verification is performed only at the lowest level of the hierarchy, the lowest level authenticator
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preferably advertises, in the lowest level ASP, the parameters necessary to construct a KBB at
each level of the hierarchy. In various embodiments, the hierarchy can include two levels,
three levels (e.g., including child and grand-child levels), four levels (e.g., including child,
grand-child and great-grand-child levels), or any larger number as may be desired based on

circumstances.

3.3.  Key Derivation Function

According to some illustrative and non-limiting embodiments, a CBK can be computed

using pseudo random function (prf+) defined in IKEv2 [RFC4306] in the following way.

CBK = kdf+ (CBMK, KBB);

wherein KDF = Key Derivation Function.

For reference, a "pseudo-random function" is one of the cryptographic algorithms
negotiated in, e.g., the IKE exchange. See RFC4306. A pseudo-random function is used for
the construction of keying material for all of the cryptographic algorithms used in both the
IKE_SA and the CHILD_SAs. See Id. As described in RFC4306, “[k]eying material will always
be derived as the output of the negotiated prf algorithm. Since the amount of keying material
needed may be greater than the size of the output of the prf algorithm, we will use the prf
iteratively. We will use the terminology prf+ to describe the function that outputs a pseudo-

random stream based on the inputs to a prf as follows: (where | indicates concatenation)

prf+ (K.8) = T1| T2 | T3 | T4] ..

wherein:

T1=prf (K, S | 0x01)
T2=prf (K, T1] S| 0x02)
T3=prf (K, T2 | S| 0x03)
T4 =prf (K, T3 | S| 0x04)

continuing as needed to compute all required keys. The keys are taken from the output string
without regard to boundaries (e.g., if the required keys are a 256-bit Advanced Encryption
Standard (AES) key and a 160-bit HMAC key, and the prf function generates 160 bits, the AES
key will come from T1 and the beginning of T2, while the HMAC key will come from the rest of
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T2 and the beginning of T3). The constant concatenated to the end of each string feeding the

prfis a single octet.” Id.

34.  Key Scope

In preferred embodiments, the scope of a CBK should be within the pair of the
supplicant and the authenticator that use the CBK.

3.5. KeyName

In preferred embodiments, the name of a CBK is the string concatenation of the name
of the CBMK and "CBK".

3.6.  Key Lifetime

In preferred embodiments, the lifetime of a CBK is determined based on the guidelines
on exported and calculated key lifetimes described in [I-D.ietf-eap-keying], incorporated herein
by reference above.

3.7.  Key Caching

In some embodiments, where explicitly supported by the ASP, the ASP can cache a
CBK.

4, EAP Authenticator Consideration

In the preferred embodiments, when the mechanisms according to the preferred
embodiments are employed, an EAP authenticator acts as an authenticator of these
mechanisms. In such cases, the EAP authenticator preferably receives and processes a CBK
as if it were an MSK. Among other things, this enables the mechanism to work with the already

deployed EAP authenticators without any modifications to them.

5. Authenticator-Supplicant Protocol Requirements
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In the preferred embodiments, any ASP (e.g., PANA and IEEE 802.11i) that supports
the mechanisms of embodiments of the present invention should define how a KBB is
constructed from the parameters specific to the ASP, where the KBB construction mechanism

should satisfy the following requirements;

0 Only static parameters, such as, e.g., the identity of the authenticator, are
used for constructing KBBs.

0 The probability of KBB collision in which the same KBB is associated with

different authenticators of the ASP is either zero or reasonably low.

6. EAP Method Requirements

In the preferred embodiments, any EAP method that supports the mechanism
according to the preferred embodiments should provide at least all of the following

functionalities.

1. Negotiation on enabling this mechanism. Preferably, the EAP method
should support the following negotiation over a protected channel.

* A functionality for the EAP peer to indicate the EAP server the desire to use

this mechanism.

* A functionality to enable this mechanism when the EAP peer has indicated the
desire to use this mechanism and the EAP server implements this mechanism.

* A functionality to disable this mechanism when the EAP peer did not indicate
the desire to use this mechanism.

* A functionality to fail the EAP method conversation when the EAP peer has

indicated the desire to use this mechanism while the EAP server does not implement this

mechanism.
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2. Negotiation on or specification of a hash algorithm. Preferably, the EAP
method should either provide, over a protected channel, a mechanism for negotiating on a
hash algorithm used for prf+, or specify one hash algorithm used for prf+.

7. Security Considerations

In the preferred embodiments, the mechanisms described in this document can be
used to improve the security characteristics of the EAP key management framework in the

following aspects.

0 A secure association will not be established via the ASP if there is a difference
in the KBB advertised by the EAP authenticator to the EAP peer and the KBB configured on the
EAP server.

0 Even if a CBK is mis-transferred to a non-intended authenticator (i.e., one
authenticator other than the intended authenticator), the CBK can not be used by the non-
intended authenticator as long as the KBB used for deriving the CBK does not collide between
the intended and unintended authenticators.

The security level of this mechanism depends on probability of KBB collision among

authenticators of the same ASP and among authenticators of different ASPs.

Broad Scope of the Invention:

While illustrative embodiments of the invention have been described herein, the
present invention is not limited to the various preferred embodiments described herein, but
includes any and all embodiments having equivalent elements, modifications, omissions,
combinations (e.g., of aspects across various embodiments), adaptations and/or alterations as
would be appreciated by those in the art based on the present disclosure. The limitations in the
claims (e.g., including that to be later added) are to be interpreted broadly based on the
language employed in the claims and not limited to examples described in the present
specification or during the prosecution of the application, which examples are to be construed

as non-exclusive. For example, in the present disclosure, the term “preferably” is non-exclusive
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and means “preferably, but not limited to.” In this disclosure and during the prosecution of this
application, means-plus-function or step-plus-function limitations will only be employed where
for a specific claim limitation all of the following conditions are present in that limitation: a)
“means for” or “step for” is expressly recited; b) a corresponding function is expressly recited;
and c) structure, material or acts that support that structure are not recited. In this disclosure
and during the prosecution of this application, the terminology “present invention” or “invention”
may be used as a reference to one or more aspect within the present disclosure. The language
present invention or invention should not be improperly interpreted as an identification of
criticality, should not be improperly interpreted as applying across all aspects or embodiments
(i.e., it should be understood that the present invention has a number of aspects and
embodiments), and should not be improperly interpreted as limiting the scope of the application
or claims. In this disclosure and during the prosecution of this application, the terminology
“embodiment” can be used to describe any aspect, feature, process or step, any combination
thereof, and/or any portion thereof, etc. In some examples, various embodiments may include
overlapping features. In this disclosure, the following abbreviated terminology may be

employed: “e.g.” which means “for example.”
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CLAIMS

What is claimed is:

1. A channel binding method based on parameter binding in a key derivation
procedure for authentication of a mobile supplicant to an access network, comprising:
cryptographically binding access network parameters to a key without needing to carry the
parameters in authentication methods.

2. The method of claim 1, wherein said authentication methods include EAP
methods.
3. The method of claim 1, wherein said parameters include parameters

advertised by an authenticator to said supplicant.

4, The method of claim 3, wherein the identity of the authenticator is one of said
parameters.
5. The method of claim 1, further including deriving a channel binding key from a

channel binding master key bound to a key binding blob using a key derivation function.

6. The method of claim 5, wherein said channel binding master key is at least 64
octets long.
7. The method of claim 5, wherein said key binding blob is a string that is

constructed from static parameters advertised from an authenticator.

8. The method of claim 5, wherein said key binding blob is an octet-string that is
constructed from static parameters advertised from an authenticator using an authenticator-

supplicant protocol.

9. The method of claim 5, including a network side authenticator and said
supplicant using the channel binding master key for protecting an authenticator-supplicant

protocol.
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10. The method of claim 9, further including said supplicant obtaining the key
binding blob from said authenticator using the authenticator-supplicant protocol.

11. The method of claim 1, further including that:

a) a server and the supplicant create a channel binding key used for an
authenticator;

b) the server transfers the channel binding key to the authenticator; and

C) the supplicant and the authenticator verify proof of possession of the channel

binding key over an authenticator-supplicant protocol.

12. The method of claim 11, further including that the channel binding key is
derived from a channel binding master key bound to a key binding blob associated with the
authenticator using a key derivation function.

13. The method of claim 1, further including creating multiple channel binding keys

from a single channel binding master key for multiple authenticators.

14. The method of claim 13, further including using channel binding keys to form a

hierarchical channel binding.

15. The method of claim 5, further including creating multiple channel binding keys
from a single channel binding master key for multiple authenticators using different key binding

blobs for different authenticators.

16. The method of claim 15, further including using channel binding keys to form a
hierarchical channel binding.

17. The method of claim 13, further including creating multiple channel binding
keys from a single channel binding master key for multiple authenticators using different key
binding blobs for different authenticators.

18. The method of claim 17, further including using channel binding keys to form a

hierarchical channel binding.
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19. The method of claim 1, wherein said key derivation function is computed
based on CBK = kdf+ (CBMK, KBB), where CBK represents channel binding key, CBMK
represents channel binding master key, and KBB represents key binding blob.

20. The method of claim 3, wherein said authenticator is an EAP authenticator,

and wherein the EAP authenticator receives and processes the channel binding key as a
Master Session Key (MSK).

31

Exhibit 1004
Page 288 of 298



Abstract
This document describes a channel binding mechanism based on parameter binding in

the key derivation procedure. The method cryptographically binds access network parameters

to a key without need to carry those parameters in EAP methods.
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