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Absrract-In the IEEE 802.11 wireless local area networks 
(WLANs) with fired access points (AI’s), handoff occurs when a 
mobile station (MS) with a communication in progress changes 
its associated AI‘ from one to another. It is important to minimize 
the handoff latency because the active communications of a MS 
are interrupted before the handoff completes. Such a design 
needs to take into consideration the high error rate of WLANs. 
The IEEE 802.11 medium access control (Mac) protocol 
recommends an active scanning mode for the handoff process. 
The probe delay of the active scanning may increase greatly if the 
probe request is last. However, the successful transmission of the 
probe request is very unpredictable due tu the high collision 
probability and the lack of any acknowledgement. In this paper, 
we propose a highly reliable active scanning scheme which can he 
implemented with the current IEEE 802.11 channel scanning 
procedure. It is indicated to efficiently increase the reliability of 
channel scanning, especially in a noisy environment, by 
performing the probe request loss detection and retransmission. 
Furthermore, the proposed scheme reduces the overall handoff 
latency by providing a higher priority for management frames 
over data frames. 

I. INTRODUCTION 
One of the most striking changes in the recent use of 

technology has been the explosive growth in the use of 
wireless networks for Internet and local network access. As 
wireless local networks support mobility with high-speed 
information access, the IEEE 802.11 wireless local area 
network (WLAN) is being widely accepted for many different 
environments [I]. 

In the infrastructure-based mode, the IEEE 802. I1  network 
is composed of fixed network access points (APs)  and a 
number of mobile stations (MSs) associated with each AP. 
Whenever a user of an ongoing communication moves out of 
the radio range of one AP, and enters the range of a 
neighboring AP, handoff occurs. The word “handoff in the 
IEEE 802.11 medium access control (MAC) layer refers lo the 
process of a MS changing its associated AP from one to 
another. During a handoff process, the MS cannot send 
(receive) data frames to (from) its current associated AP 
because of the change of its working channel (frequency). 
Besides, in order to find and associate with a new AP, 
management messages are exchanged between the MS and 
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APs. As the active communications of a MS are interrupted 
before the handoff completes, there is a latency involved in 
the handoff process. It is important that the handoff process is 
performed without unacceptable disruption of ongoing 
communication sessions. As WLANs are being widely 
deployed, there is a trend to accept it for interactive real-time 
applications, such as mobile Internet audio, mobile video 
conferencing, etc. These multimedia applications make this 
problem more important since they require better quality of 
service (QoS) and are very sensitive to the connectivity loss. 

The IEEE 802.11 MAC protocol recommends an active 
scanning mode for the handoff process. The effectiveness of 
the active scanning strongly depends upon whether the AP can 
successfully receive the probe request from the MS. 
Unfortunately, the transmission of the probe request is very 
unreliable due to the high collision probability and the lack of 
any acknowledgement. In this paper, we propose a simple and 
eficient reliable active scanning (RAS) scheme that performs 
probe request loss detection and fast retransmission. We 
observe that the proposed scheme can result in a significant 
probe delay decrease in a noisy environment by increasing the 
probability that an AP is successhlly detected on an active 
channel. In addition, the frame scheduling mechanism 
included in the RAS scheme further decreases the overall 
handoff latency by providing the management frames higher 
priority than the data frames. The proposed scheme can be 
implemented with the existing IEEE 802.11 channel scanning 
procedure. 

The rest of the paper is organized as follows. In Section 11, 
we describe the handoff procedure of the IEEE 802.11 
WLAN. We present the RAS scheme in Section Ill. Section 
IV is the simulation results and discussions. Conclusions are 
added in Section V. 

11. IEEE 802.11 HANDOFF MECHANISMS 

In the inkastructure-based network, when a MS moves 
away from the current AP, the signal-to-noise ratio of the link 
decreases and eventually it drops below a threshold value, 
which triggers the MS lo initiate a handoff. The complete 
handoff process in the IEEE 802.11 MAC layer can be divided 
into three distinct sub-processes: scanning to obtain a suitable 
AP, authentication and re-association [2]. Fig. 1 shows the 
detail of the handoff procedures. 
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Fig. I .  Typical hailldoBpracedurer ofthe IEEE 802.1 1 MAC layer 

A MS obtains a better AP by performing a series of scans 
on different channels. In WLAN, depending upon the 
regulatory domain, an AP can use one of up to 13 different 
channels. According to the IEEE 802.1 1 standard, scanning 
can be accomplished using either the passive or active 
scanning mode. In the passive scanning mode, the MS moves 
to each channel on the channel list and waits for the beacon 
signal. The passive scanning saves battery power but takes 
longer time. A fast way is to do active scanning. In the active 
mode, a MS actively broadcasts additional probe request 
frames on the channel scanned and expects to receive probe 
response t?om AP(s),  apart from listening tobeacon messages. 
The MS stays on each channel scanned for minChannelTime or 
maxChonnelTime, depending on if the channel is active. The 
minChannelTime is the minimum time that a MS spends on 
each channel when scanning. It is the time to detect whether or 
not the channel is active. The mmChannelTime is the 
maximum time that a MS spends on each channel when 
scanning. It is the time to collect all possible probe responses 
on the channel if the channel has been detected active by 
minChannelTime. 

Some channels may have no active AP while others may 
have more than one active AP. After the scanning process, the 
MS may obtain several available APs on different active 
channels. It chooses the bcst one in terms of signal strength or 
signal-to-noise ratio and enters the authentication process 
(Pre-authentication may he done to reduce the authentication 
delay [3]). When the new AP successfully authenticates the 
MS, re-association is performed. After that, the MAC layer 
handoff procedures are completed and all the packets fromito 
the MS will be relayed by the new AP. 

111. RAS SCHEME 

The IEEE 802.11 MAC layer handoff latency is the sum of 
probe delay, authentication delay and re-association delay. It 
can range from hundreds of millisecond to several seconds [4]. 
Previous studies [5][61 have shown that the probe is the 
primary contributor to the overall handoff latency. Generally, 
the probe delay accounts for more than 90% of handoff 
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latency. To reduce the probe delay, the active scanning mode 
is used. However, the efficiency of the active scanning 
strongly depends upon whether the AP can successfully 
receive the prohe request from the MS. One major 
characteristic of wireless channel is error-prone. The prohe 
request frame may be lost due to noise or collision. Because 
the probe request is a kind of broadcast message which does 
not require an acknowledgment (ACK), the MS cannot know 
immediately whether or not the transmission is successful. On 
the other hand, the request-t~sendiclear-to-send (RTSICTS) 
reservation mechanism to alleviate the well-known hidden 
terminal problem cannot be used for broadcast transmissions. 
It makes the transmission of the probe request hishly 
unreliable. If the MS detects an active channel within the 
minChannelTime but the prohe request frame is .lost, the MS 
will waste the whole marChannelTime. Such channel may be 
re-scanned after the maxChannelTime expires, which results in 
a great increase in the prohe delay. 

Therefore, increasing the probability that the probe request 
is received by the AP within the maxChannelTime will help to 
reduce the probe delay. This is the strategy we have adapted in 
designing the reliable active scanning scheme. The RAS has 
two steps: response detection and trafic detection (see Fig. 2). 
In response detection, a short period is reserved exclusively 
for the AP to send the probe response. If the MS does not 
detect any transmission during that period, it considers this 
channel is inactive or the probe request frame i s  not correctly 
received by the AP. The traffic detection is performed if the 
MS fails to detect any transmission in the response detection 
period. If the MS successfully detects traffic on the channel by 
minChannelTime, ' i t  concludes that this is an active channel 
while the probe request is lost. Consequently, the prohe 
request is retransmitted immediately without waiting for a 
maxChannelTime to expire. 

A. Frame scheduling scheme for AP 
In order to support the RAS scheme, we propose a frame 

scheduling scheme for the AP. In the IEEE 802.11 standard, 
there is no time limit for the AP to reply the probe response 
upon receiving the probe request. One factor affecting the time 
at which the probe response is transmitted is the service order 
by the AP when there are also data packets ready for 
transmission. We separate the management and data frames 
into two queues, management queue and data queue. A 
management frame has higher priority than any data frame to 
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Fig. 2. Reliable active scaming 
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be serviced. Amongst management frames, the beacon signal 
and the probe response have the highest priority. (A regular 
beacon signal plays the similar role to the prohe response, i.e., 
in the passive scanning mode.). Therefore, when the AP 
receives the probe request, it will send the probe response 
first. Since the handoff process involves a sequence of 
management frame exchanges between the MS and APs, the 
provision of high priority for management frames reduces the 
overall handoff latency and prevents ongoing connections 
from being broken, especially under higher traffic load 
conditions. 

To comply with the standard, the two queues share the same 
contention window (CW). In the IEEE 802.11 standard, the 
CW takes an initial value of CW,,,,, and exponentially 
increases every time an unsuccessful transmission occurs until 
it reaches the value of CW,,,,. We slightly modify such CW- 
adjustment approach in our scheme. When the AF’ is 
transmitting a management frame, the CW is reset to and fixed 
at CW,,,,. There is no exponential increase after an 
unsuccessful transmission of a management frame. This gives 
the AP high priority to gain access to the channel while 
transmitting management tames. Our objective is to drain the 
management queue as quickly as possible and reduce the 
queuing delay for the frames in the data queue. Moreover, the 
backoff timer, if applicable, is set to zero if the management 
frame to be sent is the beacon signal or it is the first 
transmission of the probe response. This ensures that the probe 
response is transmitted instantly after the channel is detected 
idle for a distributed interframe space (DIFS) period. 

B. Response detection 
In our scheme, a MS detects the transmission of the probe 

response to ensure the status of the probe request frame. A 
short period S is defined as the response detection time, which 
immediately follows a DIFS after the transmission of the 
probe request (see Fig. 3). S can he the length of several 
symbols such that traffic, if any, can be safely detected. 
According to the proposed Eame scheduling scheme, the AP 
replies the probe response right away after the channel is 
detected idle for a DIFS interval upon receiving the probe 
request. Furthermore, we prevent other MSs from transmitting 
during the period S. Therefore, if traffic is detected during the 
response detection time, the MS considers that this is an active 
channel and the transmission of the probe request succeeds. 
Otherwise, it considers either the channel is inactive or the 
probe request is lost. 

The IEEE 802.11 MAC layer uses the physical carrier 
sensing as well as virtual sensing mechanism to avoid 
collision. The latter implements a network allocation vector 
(NAV), whose value indicates to each station the amount of 
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Fig. 3. Response detection in RAS 
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Fig. 6. Average handoff latency versus traffic laad 

delay of management frames increases the handon latency. 
Such queuing delay increases dramatically in the noisy 
channel, in which frequent frame retransmissions take place. 

V. CONCLUSIONS 

One challenge of wireless communication is to minimize the 
handoff latency. In the basic active scanning method of the 
IEEE 802.1 1 standard, the unreliable transmission of probe 
request frame results in a great increase in handoff latency. In 
this paper, we presented a simple yet highly efficient reliable 
active scanning scheme for the IEEE 802.11 MAC layer 
handoff. The proposed scheme greatly decreases the probe 
delay in a noisy environment hy performing probe request loss 
detection and retransmission. Also, our scheme decreases the 
overall handoff latency by giving management frames higher 
priority than data frames. 
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