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USER MODE PROXY OF KERNEL MODE
OPERATIONS IN A COMPUTER
OPERATING SYSTEM

BACKGROUND OF THE INVENTION

1. The Field of the Invention

The present invention relates to the interaction between
software components in the user mode of a computer
operating system and software components in the kernel
mode of a computer operating system. More specifically, the
present invention relates to the proxy of software compo-
nents in the kernel mode of a computer operating system by
software components in the user mode of a computer
operating system.

2. The Prior State of the Art

Although computers were once a rather obscure oddity
used primarily by scientists, today computers have become
an integral part of mainstream society. Almost daily, com-
puters are changing the way that many people live, work,
and play. The widespread proliferation of computers has
opened up vast new uses and applications that were unheard
of only a few short years before. Today, computers are not
only a powerful tool used by many businesses, but also a
source of recreation and enjoyment for millions.

As computers have evolved and have been applied to an
ever increasing array of uses, they have also become more
powerful, and sophisticated. Computers today have complex
operating systems that provide a robust environment for
various application programs and intuitive user interfaces.
Such operating systems normally have different operational
levels or “modes,” depending on the level of sophistication
of the operating system and the security features that are
implemented by the operating system. For example, normal
application programs typically run at the lowest priority and
have a full complement of security devices in place to
prohibit interference with other applications, or with other
layers of the operating system. Hardware and other services
provided by the operating system are only accessed through
controlled interfaces or mechanisms which limit the ability
of a single user application to “crash” the system. This
lowest priority mode is generally referred to as “user” mode
and is the mode that most computer users are familiar with.

In operating systems that provide more than one layer or
mode, applications are typically not permitted to directly
access computer hardware. The operating system, rather,
provides interfaces through which an application program in
user mode may access hardware or other services provided
by the operating system. Thus, a layer of software typically
exists on top of computer hardware in the system. This layer
of software is typically referred to as a driver or filter.

Software drivers are normally built to control hardware
and provide an interface that can be used to control or access
the hardware. Drivers are typically very closely linked to the
hardware components they control. For this reason, it is
generally desirable to allow drivers to run in a mode with
very little overhead. When drivers interface with hardware,
they also typically perform many time critical functions. For
example, when a driver writes data onto a mass storage
device, the driver must ensure that the mass storage device
always has sufficient data available to permit the data to be
written to the mass storage device without large delays.

Because of the close integration of drivers with their
associated hardware and because of the time critical nature
of the tasks that many drivers perform, drivers typically run
in an operating system mode that has a much higher priority
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and much lower security protection. This mode is generally
referred to as “kernel” mode. Because of the few security
protections available in kernel mode, software components
running in kernel mode are typically restricted to the most
trusted software components. Such software components
typically must be thoroughly tested and behave in ways that
are absolutely predictable.

Because the general concept of a software driver contem-
plates controlling specific hardware or providing specific
services to user mode applications, drivers are normally
developed in isolation from one another and provided by a
hardware manufacturer or an operating system provider. For
example, software drivers providing a particular type of I/O
service associated with an add-in hardware card through a
device interface need not communicate with, nor know the
existence of, any other driver.

As previously discussed, today, computers are not only a
powerful tool used by many businesses, but also a source of
recreation and enjoyment for millions. One application area
that has been opened up by newer, more powerful personal
computers, has been the area of multimedia. Multimedia
typically requires processing a stream of data using a
sequence of processing functions. The data typically con-
sists of digital samples representing sound or video, and the
processing blocks or “filters” may include decompression
processing for compressed data, special effects processing,
transforms, scaling, rendering processing to convert digital
data into analog signals, etc. Processing architectures which
connect a series of different filters, each performing a
particular function on a given item of data before passing the
item of data onto another filter, are typically referred to as
streaming architectures. The connected sequence of filters is
sometimes referred to as a filter graph.

Referring now to FIG. 1, an example system is presented
for rendering a stream of sound data from a disk drive so that
it may be heard through the speaker according to a prior art
model. An amount of data is stored on disk 20, representing
sound in the form of digitized samples. Alternatively, the
source of the sound data stream may be digitized informa-
tion coming from a phone line, digitized information from a
network, or other communication packets or sources known
in the art.

A kernel mode disk driver 22, retrieves data from disk 20
under the control of a user mode reader process 24. Reader
process 24 will interact with disk driver 22 using a standard
I/O control interface of the operating system and will cause
the compressed sound data to be read from disk 20. As data
is retrieved from disk 20, it is typically placed in buffers
allocated in user mode as part of the user mode address
space.

When data is retrieved from disk 20 as described above,
reader 24 passes the data to decompressor 28, which will
decompress the data and prepare the data for further pro-
cessing. In the example illustrated in FIG. 1, this step is
performed entirely in user mode. This subjects the decom-
pression step to the lower priority processing of user mode
and also provides the safety mechanisms attendant with user
mode execution.

After decompressor 28 has decompressed the data, the
data is passed to effects component 30 will operate on the
data to provide some special effect. In the example illus-
trated in FIG. 1, effects component 30 has an accompanying
effects filter 32 operating in kernel mode. Furthermore,
effects filter 32 may utilize effects processor 34 or may
perform the desired processing entirely in software. In order
to access effects filter 32, effects component 30 will use the
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system I/O control mechanism to transfer data and control to
effects filter 32. This results in a kernel mode/user mode
boundary transition in order to utilize effects filter 32.
Effects filter 32 will utilize effects processor 34 as appro-
priate for the function and data presented.

After control and data is transferred from effects filter 32
back to effects component 30, the data is transferred to
sound rendering block 36. Sound rendering block 36 will
transfer control and data to sound rendering driver 38. This
causes another mode transition as the kernel mode/user
mode boundary is crossed. Sound rendering driver 38 in turn
controls sound card 40 in order to render the data, as
processed and filtered, as sound through speaker 42.

Operation of the filter graph including reader 24, decom-
pressor 28, effects component 30, and sound rendering block
36 may be under the control or direction of a client or
controlling process. In FIG. 1, such a controlling process is
illustrated by controlling agent 26. Controlling agent 26
manages the different components in order to effectuate the
rendering of sound data. Controlling agent 26 may include
dynamic graph building in order to construct the filter graph
illustrated in FIG. 1. Such a dynamic graph building capa-
bility may allocate software components dynamically in
order to provide custom filtering or dynamic rearranging of
processing paths as designated by an end user.

Several observations can be made regarding the prior art
model of FIG. 1. First, the filter graph is constructed and
executes largely or wholly within user mode. While such a
mode provides robust error checking and security, the low
priority of execution in user mode and the attendant delays
may cause problems. For example, when rendering audio or
video data, it is generally highly desirable to play the music
or video at a constant or nearly constant speed. This requires
careful attention to the delays encountered in user mode.
Significant efforts have been expended in prior art models to
ensure a steady and even flow of data through a user mode
filter graph. However, problems still exist and there is much
room for improvement. It would, therefore, be highly desir-
able to provide uniform rendering of a data stream without
concern for the low priority execution and attendant delays
of user mode.

Another observation that can be made from the architec-
ture presented in FIG. 1, is that the rendering of data may
require a number of mode transitions. Since each mode
transition introduces an element of delay and requires
orchestration by the operating system, it would be highly
desirable to minimize or eliminate mode transitions while
not sacrificing the higher priority execution that occurs in
kernel mode. Presently, no technology exists that allows
these goals to be achieved. Furthermore, it would be highly
desirable to allow all these capabilities to be met while not
sacrificing the ability of a controlling agent operating in user
mode to quickly and effectively configure filter graphs to
achieve a desired sequence of processing.

SUMMARY AND OBIJECTS OF THE
INVENTION

The foregoing problems in the prior state of the art have
been successtully overcome by the present invention, which
is directed to user mode proxy of kernel mode operations.
The present invention is presently intended for use with an
operating system that implements a streaming architecture in
the kernel mode. Such an architecture will allow various
kernel mode drivers or filters to be connected within the
kernel mode so that data can be passed from one driver or
filter to another without passing through user mode. Such an
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architecture minimizes the number of kernel transitions and
reduces inefficiencies and overhead in a filter graph.
However, such an architecture may require significant modi-
fications to existing controlling agents which control and
configure filter graphs. The present invention forms a soft-
ware layer on top of a kernel mode graph and allows a
controlling agent to manipulate a particular kernel mode
filter by manipulating a user mode proxy of that particular
kernel mode filter.

In one aspect of the present invention, a generic proxy
filter is defined. Such a generic proxy filter may serve as a
proxy for a wide variety of kernel mode filters or drivers.
The generic proxy filter includes functionality to support
kernel mode filters useful in processing multimedia data.
However, the capabilities of such a generic object may be
extended or a separate generic object used for other classes
of kernel mode drivers or filters. The process of obtaining a
new copy of a generic proxy filter and connecting the
generic proxy filter to a particular kernel mode filter causes
the generic proxy filter to be reconfigured and adapted to
work specifically with the connected kernel mode filter.

For situations where the inherent capabilities of the
generic proxy filter are incapable of successfully allowing a
controlling agent to access the underlying capabilities of a
particular kernel mode filter, mechanisms have been estab-
lished to extend the capabilities of the generic proxy filter.
In one aspect, a generic proxy filter can be extended by
incorporating extensions into the generic proxy filter. In one
embodiment, the generic proxy filter has a plurality of
predefined “hook points.” The provider of a particular kernel
mode driver may also provide one or more extensions to be
connected at one or more of the predefined hook points.
When such an extension is incorporated into the generic
proxy filter, the proxy filter will execute the code provided
in the extension instead of the executable code provided in
the generic proxy filter. In this manner, providers of kernel
mode drivers can override the behavior of the generic proxy
filter at any one of the hook points. In this manner, devel-
opers of kernel mode drivers can extend the capabilities of
the generic proxy filter without the necessity of rewriting the
generic proxy filter. A provider of a kernel mode driver may
simply provide the kernel mode driver and any appropriate
extensions to the generic proxy filter. Incorporation of
extensions into a proxy filter is accomplished at run time in
some embodiments. Thus, the proxy filter is binarily exten-
sible.

In addition to extending the capabilities of the generic
proxy filter at predefined hook points, the generic proxy
filter may be extended in a number of other ways. The
generic proxy object can also incorporate extensions that
perform translation functions. For example, it may be nec-
essary to translate an interface for passing a data stream from
a user mode filter into a kernel mode filter and visa versa.
There also currently exist a number of standard controls that
are adapted to provide specific types of control functions
such as volume setting, tone setting, brightness controls, and
any number of other types of controls applicable and useful
in audio and video processing. The generic proxy filter is
capable of incorporating any number of the standard con-
trols into itself during the configuration process. Thus, if the
provider of a kernel mode driver constructs the driver to be
compatible with a standard control, such a control can be
provided with no extra effort on the part of the provider. In
the alternative, a kernel mode filter provider may wish to
provide a custom control that may be incorporated into the
proxy filter.

Often it is desirable to allow a user to set certain param-
eters such as volume, brightness, etc., of a kernel mode filter.
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To achieve such a capability, it is generally necessary to
provide a user interface component that allows a user to
enter data which is then used to set various parameters in the
kernel mode filter. The generic proxy filter of the present
invention incorporates the ability to ask each control incor-
porated into it what user interface should be used to collect
data from a user. The generic proxy object then incorporates
the identified user interfaces so that a user can set the
appropriate parameters using the identified user interfaces.

Once the generic user mode proxy filters have been
configured and connected to particular kernel mode filters, a
controlling agent can interconnect kernel mode filters simply
by interconnecting the corresponding user mode proxy fil-
ters. This provides a significant advantage in that controlling
agents need not be modified to specifically work with kernel
mode filters. User mode proxy filters can deal with a
controlling agent using a familiar protocol and then translate
requests from a controlling agent into the appropriate pro-
tocol for the kernel mode filters.

In addition to configuring itself initially, generic proxy
filters can be adapted to reconfigure themselves as the
underlying kernel mode filter changes. The ability to
dynamically reconfigure itself may be particularly important
in embodiments where the underlying kernel mode filter can
dynamically change configurations.

Another significant advantage of the present invention is
the ability to quickly and easily synchronize two processing
streams where one exists wholly or partially in user mode
and the other wholly or partially in kernel mode. When a
filter graph processes a stream of time sensitive data, such as
is the case for audio or video data, care must be taken to
ensure that the data is played at the proper rate. This
generally requires that each processing module have access
to time information so that processing can be accelerated or
slowed down to keep the data playing at the proper rate.
When two processing streams must be synchronized, as is
the case when a video clip has an accompanying audio
stream, then two filter graphs must be synchronized in order
to keep the two data streams synchronized. In such a
situation, if both filter graphs reside in user mode, then a
single user mode clock can be used for both processing
streams.

With the advent of streaming architectures in kernel
mode, situations can arise where two filter graphs exist with
one filter graph existing in kernel mode and another filter
graph existing in user mode. Thus, there is a need for the
capability to synchronize two processing streams when one
exists in user mode and the other exists in kernel mode. The
present invention provides the ability to synchronize such
processing streams. In one aspect, a user mode clock is
defined for the user mode filter graph and a kernel mode
clock is defined for the kernel mode filter graph. One clock
is selected to be the master clock, and the other clock is
selected to be the slave clock. The slave clock is then slaved
or synchronized to the master clock. Using such an
architecture, the two processing streams may be synchro-
nized.

When a kernel mode clock is selected as the master clock,
the present invention achieves synchronization by defining a
user mode proxy for the kernel mode clock. The user mode
proxy clock retrieves time information from the kernel mode
clock and provides the time information to user mode filters.
Kernel mode filters directly obtain time information from
the master kernel mode clock.

When the user mode clock is selected as the master clock,
the situation becomes a little more complicated. In such a
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situation, a user mode “forwarder” is defined. The user mode
forwarder retrieves time from the master user mode clock
and forwards the time information to a kernel mode slave
clock. Thus, the forwarder acts as a type of user mode proxy
for the kernel mode slave clock. Alternatively, in such a
configuration the kernel mode slave clock can be thought of
as a kernel mode proxy of a user mode master clock. User
mode filters can retrieve time information from either the
master clock or from the forwarder, depending on the
particular implementation details. Kernel mode filters
retrieve time information from the kernel mode slave clock.

Accordingly, it is a primary object of this invention to
provide user mode proxies for kernel mode filters. Other
objects of the present invention include: providing a way for
controlling agents operating in user mode to quickly and
easily interconnect kernel mode filters by manipulating user
mode proxies; providing a generic proxy object that may be
used for virtually all kernel mode filters either unchanged or
through various extension mechanisms; and providing
mechanisms to synchronize processing streams where one
processing stream exists primarily or wholly in user mode,
and the other processing stream exists primarily or wholly in
kernel mode.

Additional objects and advantages of the invention will be
set forth in the description which follows, and in part will be
obvious from the description, or may be learned by the
practice of the invention. The objects and advantages of the
invention may be realized and obtained by means of the
instruments and combinations particularly pointed out in the
appended claims. These and other objects and features of the
present invention will become more fully apparent from the
following description and appended claims, or may be
learned by the practice of the invention as set forth herein-
after.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the manner in which the above-recited and
other advantages and objects of the invention are obtained,
a more particular description of the invention briefly
described above will be rendered by reference to a specific
embodiment thereof which is illustrated in the appended
drawings. Understanding that these drawing depict only a
typical embodiment of the invention and are not therefore to
be considered to be limiting of its scope, the invention will
be described and explained with additional specificity and
detail through the use of the accompanying drawings in
which:

FIG. 1 is a diagram illustrating a prior art user mode filter
graph for processing audio data;

FIG. 2 is a diagram illustrating a kernel mode filter graph
for processing audio data;

FIG. 3 is a diagram illustrating an example filter graph
incorporating user mode proxy filters for kernel mode filters;

FIG. 4 is a diagram illustrating one method of connecting
kernel mode filters by connecting the corresponding user
mode proxy filters;

FIG. 5 is a diagram illustrating one way of configuring of
a generic proxy filter to proxy a particular kernel filter;

FIG. 6 is a diagram illustrating an example of how
extensions may be incorporated into a user mode proxy
filter;

FIG. 7 is a diagram illustrating an example of how user
interfaces may be incorporated into a user mode proxy filter;

FIG. 8 is a diagram illustrating extension of a generic user
mode proxy filter by containment;
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FIG. 9 is a diagram illustrating one embodiment for
synchronization of two filter graphs with a kernel mode
master clock;

FIG. 10 is a diagram illustrating an example of synchro-
nization of two filter graphs with a user mode master clock.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS
1. Terminology

As used herein, the term “user mode” refers to a level of
operation in an operating system where most user written
programs run. The user mode level of operation is typically
the most secure level and has a significant amount of
overhead to prevent one application program or process
from interfering with another application program or pro-
cess. Furthermore, access to system resources is highly
controlled through specific interfaces and run priority is
generally one of the lowest, if not the lowest.

As used herein, the term “kernel mode” refers to a level
of operation in an operating system having significantly less
restrictions than the user mode level of operation. Examples
of kernel mode programs or processes would include soft-
ware drivers for controlling hardware components.
Typically, kernel mode programs are performance sensitive,
and therefore, have less operational overhead than user
mode programs. Furthermore, access to hardware and many
system resources is unrestricted or much less restricted than
for user mode programs. In many instances, program code
running in kernel mode relies on programmer discipline and
conformity to convention in order to establish good system
behavior (e.g., not disrupting another program’s address
space, etc.).

As used herein the term “driver” refers to software driver
programs typically running in kernel mode. The term driver
may also refer to the actual executable program that is
loaded onto the operating system or a portion thereof that
imparts certain functionality. Drivers are in many instances,
though not necessarily, associated with some form of hard-
ware.

As used herein, the term “filter” refers to a portion of the
functionality found within a software driver, including the
entire driver itself. For example, a software driver may
support a number of different filters of may have one single
function. Also, in a more generic sense, the term filter may
refer to the operation performed, such as decompression,
etc., regardless of whether that occurs in a software driver
filter running in kernel mode or another piece of program
code running in user mode.

2. Operating Environment

The following invention is described by using diagrams to
illustrate either the structure or processing of one or more
embodiments used to implement the present invention.
Using the diagrams in this manner to present the invention
should not be construed as limiting of its scope. The present
invention contemplates both methods and systems for user
mode proxy of kernel mode operations. Embodiments of the
present invention may comprise a general purpose computer
with software used to implement the present invention. A
special purpose or dedicated computer may also be used to
implement the present invention and should be included
within the scope of this invention.

Special purpose or general purpose computers used in the
present invention may comprise standard computer hard-
ware such as a central processing unit (CPU) or other
processing means for executing computer executable
instructions, computer readable media having executable
instructions, a display or other output means for displaying
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output information, a keyboard or other input means for
inputting information, and so forth. Operating environments
for the present invention may comprise any number of
operating systems that have a user mode and a kernel mode,
or equivalent thereof, and are further adapted to allow
interconnection of multiple kernel mode filters or drivers as
explained below. Two presently preferred operating envi-
ronments for the present invention include the Microsoft
Windows® or the Microsoft Windows NT® operating sys-
tems.

Embodiments within the scope of the present invention
also include computer readable media having executable
instructions. Such computer readable media can be any
available media which can be accessed by a general purpose
or special purpose computer. By way of example, and not
limitation, such computer readable media can comprise
RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired executable instructions and which can be accessed
by a general purpose or special purpose computer. Combi-
nations of the above should also be included within the
scope of computer readable media. Executable instructions
comprise, for example, at least instructions and possibly data
which cause a general purpose computer, special purpose
computer, or special purpose processing device to perform a
certain function or a group of functions.

3. Invention Context

As previously discussed in the background section, FIG.
1 represents a filter graph adapted for processing a stream of
audio data configured and implemented according to prin-
ciples and architectures of the prior art. To review briefly,
reader 24, decompressor 28, effects component 30, and
sound rendering block 36 form a series of user mode filters
connected together in a filter graph as illustrated. Control-
ling agent 26 coordinates and controls operation of the filter
graph. Audio data is retrieved from disk 20 via disk driver
22 under the control of reader 24. Reader 24 passes the data
to decompressor 28, which decompresses the data and
passes it to effects component 30. Effects component 30 uses
effects filter 32, and effects filter 32 may use effects proces-
sor 34 to process the data and implement certain effects.
After processing, effects component 30 passes the data to
sound rendering block 36 for rendering. Sound rendering
block 36 passes the data to sound rendering driver 38, which
forwards the data to sound card 40 where it is rendered and
played on speaker 42.

FIG. 2 presents a filter graph that performs the same
functions as the filter graph of FIG. 1 but is implemented
entirely in kernel mode. Such a filter graph can be con-
structed from kernel mode filters in an operating system that
supports interconnection of such filters in the kernel mode.
It is presently anticipated that future versions of Microsoft
Windows NT® will incorporate such a capability. Various
details of such architectures can be found in several
co-pending applications. Details of how kernel mode filters
can be interconnected can be found in co-pending U.S.
patent application Ser. No. 08/825,856 entitled METHOD
AND COMPUTER PROGRAM PRODUCT FOR INTER-
CONNECTING SOFTWARE DRIVERS IN KERNEL
MODE (hereinafter the “Interconnecting Kernel Mode Driv-
ers” application), filed in the name of George H. J. Shaw,
Bryan A. Woodruff, and Thomas J. O’Rourke, which is
incorporated herein by reference. U.S. Pat. No. 6,016,515
issued Jan. 18, 2000, entitted METHOD, COMPUTER
PROGRAM PRODUCT, AND DATA STRUCTURE FOR
VALIDATING CREATION OF AND ROUTING MES-
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SAGES TO FILE OBJECTS (hereinafter the “Message
Routing” application), filed in the name of George H. J.
Shaw and Bryan A. Woodruff discusses how messages are
routed to various kernel mode filters and how such messages
are handled. This application is also incorporated herein by
reference. U.S. Pat. No. 5,815,689, issued Sep. 29, 1998,
entitled METHOD AND COMPUTER PROGRAM PROD-
UCT FOR SYNCHRONIZING THE PROCESSING OF
MULTIPLE DATA STREAMS AND MATCHING DIS-
PARATE PROCESSING RATES USING A STANDARD-
IZED CLOCK MECHANISM (hereinafter the “Synchroni-
zation” application), filed in the name of George H. J. Shaw,
Bryan A. Woodruff and Thomas J. O’Rourke, discusses how
multiple kernel mode processing streams may be synchro-
nized and how the processing rate of filters within a filter
graph may be matched. This application is incorporated by
reference. Co-pending U.S. patent application Ser. No.
08/825,957, entitled METHOD AND COMPUTER PRO-
GRAM PRODUCT FOR REDUCING INTER-BUFFER
DATA TRANSFERS BETWEEN SEPARATE PROCESS-
ING COMPONENTS (hereinafter “Interbuffer Transfer”
application), filed in the name of George H. J. Shaw, Bryan
A. Woodruff, and Thomas J. O’Rourke discloses how
memory is allocated between filters in a filter graph in order
to allow efficient processing and data transfer between
interconnected filters. This patent application is also incor-
porated herein by reference.

Returning now to FIG. 2, according to the architecture
disclosed in the above co-pending patent applications, con-
trolling agent 44 will query the drivers in order to identify
data formats and connection formats in order to interconnect
kernel mode filters to create a filter graph such as that
illustrated in FIG. 2 where processing takes place entirely
within the kernel. Controlling agent 44 will also receive
notification of important events so that it may exercise
control as necessary. Examples of such events would include
end of processing, a data starvation situation, a data overrun
situation, and so forth.

In FIG. 2, sound data is read from disk 46 by disk driver
48. This process occurs under the control of reader driver 50.
Reader driver 50 passes the data to connected decompressor
52. As before, after decompression the data is forwarded to
effects filter 54. Effects filter 54 will apply effects using
effects processor 56 as appropriate and pass the data to
sound rendering driver 58. Sound rendering driver 58 con-
trols sound card 60 so that the audio data is rendered as
sound and played from speaker 62.

A comparison of the processing illustrated in FIGS. 1 and
2 illustrates that equivalent processing is performed by the
architecture in FIG. 2 with much less overhead due to the
elimination of kernel transitions. Furthermore, as explained
in the co-pending applications previously incorporated by
reference, significant effort has been expended in eliminat-
ing other inefficiencies such as unnecessary data movement
between buffers allocated by various kernel mode filters.
‘When combined with the inherent performance increase that
is achieved by processes running in kernel mode, these
improvements combine to create a highly efficient filter
graph with capabilities well beyond any current technology.

Such improvements, however, come at a price. For
example, since controlling agent 44 will be dealing with
kernel mode filters rather than user mode filters as illustrated
in FIG. 1, controlling agent 44 must usually be modified to
include awareness of how to deal with the protocols and
information used to create a filter graph using kernel mode
filters. This may entail significant effort due to both the time
and energy that must be expended to understand the new
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protocols used by kernel mode filters, and from the time and
energy needed to modify existing controlling agents or
create new controlling agents to take advantage of the new
capabilities. It would be highly desirable to allow program-
mers and controlling agents that understand existing user
mode filters to be able to leverage that knowledge to reduce
the amount of learning and effort needed to take advantage
of the increased capabilities offered by such architectures.
The present invention is designed to achieve these results
without sacrificing any of the benefits or advantages of the
new architecture.

4. Invention Description

Referring next to FIG. 3, a diagram illustrating the filter
graph of FIG. 2 with the principles of the present invention
incorporated is presented. As illustrated in FIG. 3, the only
difference between a filter graph implemented according to
the present invention and a filter graph implemented as
illustrated in FIG. 2 is the addition of proxy filters for each
of the kernel mode filters. In FIG. 3, these proxy filters are
illustrated by reader proxy filter 64 which acts as a proxy for
reader driver 50, decompressor proxy filter 66 which acts as
a proxy for decompressor 52, effects filter proxy 68 which
acts as a proxy for effects filter 54, and sound rendering
proxy 70 which acts as a proxy for sound rendering driver
58. Thus, in one aspect, a feature of the present invention is
to provide a user mode proxy filter for a kernel mode filter.
Certain embodiments of the present invention may therefore
comprise means for forming a user mode proxy filter
adapted to proxy a kernel mode filter. In FIG. 3, reader proxy
filter 64, decompressor proxy filter 66, effects proxy filter
68, and sound rendering proxy 70 are all examples of such
a means.

Adding proxy filters for kernel mode filters provides
several key benefits. For example, as explained in greater
detail below, controlling agent 44 may manipulate and
communicate with a particular kernel mode filter simply by
manipulating or communicating with its proxy. Thus, user
mode proxies of kernel mode filters allow a robust, familiar
interface to be presented to a particular controlling agent
while, simultaneously, allowing the controlling agent to take
advantage of all the benefits of a kernel mode streaming
architecture. Depending on the exact implementation, con-
trolling agent 44 may still have to be modified somewhat to
take advantage of particular features of various filters.
However, even in these cases, the mechanism used to take
advantage of such features can be based on familiar proto-
cols and technologies. This allows particular implementa-
tion details to be hidden to a greater or lesser degree
depending on the particular implementation and the particu-
lar details of a particular kernel mode filter.

Operation of the filter graph illustrated in FIG. 3 occurs
essentially like the operation of the filter graph presented in
FIG. 2. Disk driver 48 extracts data from disk 46 under the
direction of reader driver 50. Reader driver 50 passes data to
decompressor 52, which decompresses the data and for-
wards it to effects filter 54. Effects filter 54 uses effects
processor 56 to add desired effects and forwards the data to
sound rendering driver 58. Sound rendering driver 58 con-
trols sound card 60 so that the data is rendered and played
over speaker 62. Thus, in operation the filter graph of FIG.
3 works substantially like the filter graph of FIG. 2 and has
all of the benefits of the filter graph of FIG. 2.

Differences occur only in the way controlling agent 44
interacts with the kernel mode filter graph. Rather than deal
directly with the individual kernel mode filters as was
required in FIG. 2, controlling agent 44 can now interact
with the individual kernel mode filters via the corresponding
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proxy filters. Thus, in situations where proxy filters send
notifications to controlling agent 44, such notifications may
be passed through the corresponding proxy filter rather than
via whatever mechanism is used by the filter graph of FIG.
2. Similarly, when controlling agent 44 configures the filter
graph in FIG. 3, all such configurations may be achieved
through manipulation of a corresponding proxy filter. For
example, when constructing the kernel mode filter graph of
FIG. 3, controlling agent 44 would connect the correspond-
ing proxy filters and the corresponding proxy filters would
handle the details of connecting the individual kernel mode
filters into the desired filter graph. Thus, from the viewpoint
of controlling agent 44, a user mode filter graph, analogous
to that of FIG. 1 is presented. This is indicated in FIG. 3 by
the dashed connections 72 between individual proxy filters.
Such connections may be thought of as virtual connections,
since from the standpoint of controlling agent 44 the user
mode proxy filters are connected so that data may flow
between them. In some implementations, an actual connec-
tion may exist between individual proxy filters. Such con-
nections may be useful for allowing exchange of informa-
tion between the proxy filters as necessary to make an
interconnection of corresponding kernel mode filters. Other
reasons may exist to have similar sorts of information
connections. However, no data that is processed by the filter
graph located in the kernel mode is exchanged between
individual proxy filters.

A wide variety of technologies may be utilized to imple-
ment the proxy filters of the present invention. Which
technology is selected will depend largely upon the particu-
lar operating environment and upon the goals of the devel-
oper. For example, custom filter graphs may be constructed
and optimized for a single particular purpose such as tele-
conferencing between two computer stations. Such a spe-
cialized filter graph may require customized kernel mode
filters adapted specifically to that particular application.
However, it is presently envisioned that individual kernel
mode filters will have wide applicability and utility in a
variety of applications. For example, many filters needed to
process audio data for multimedia may also be applicable to
teleconferencing. Thus, the concepts of this invention have
utility in a wide array of applications and extend well
beyond the field of multimedia. Thus, although multimedia
examples are typically used throughout this application to
illustrate various applications of the present invention, such
examples should not be construed as limiting of the scope of
this invention.

The present invention may have particular applicability in
a generalized multimedia environment. One such environ-
ment where the present invention may have particular appli-
cability is in Microsoft’s ActiveMovie product. Active-
Movie is a cross-platform digital video technology that
allows developers and professionals to create multimedia
products. ActiveMovie provides a comprehensive set of
services for play back of multimedia information. Active-
Movie’s flexible architecture is based on a system of
replaceable filters that allows tool and content developers to
construct filter graphs to process various types of data. User
mode proxy filters of the present invention may be con-
structed as ActiveMovie filters in order to integrate into the
ActiveMovie environment. This will allow a product like
ActiveMovie to take advantage of kernel mode filters while
maintaining consistency with previously developed user
mode filters.

FIG. 4 presents the process of interconnecting two kernel
mode filters using corresponding proxy filters in greater
detail. In FIG. 4, kernel mode filter 74 has user mode proxy

10

15

20

25

30

35

40

45

50

55

60

65

12

filter 76, and kernel mode filter 78 has user mode proxy filter
80. As illustrated in FIG. 4, kernel mode filter 74 and kernel
mode filter 78 comprise a plurality of “pins” 82. A pin is a
connection point where a kernel mode filter may be con-
nected to another kernel mode filter. By interconnecting the
pins of two kernel mode filters, a data flow path is created
that allows data to flow from one kernel mode filter to
another. Interconnecting the pins of kernel mode filters is
how the filter graph illustrated in FIG. 2 is constructed.

In FIG. 4, the connection process is under the control of
controlling agent 44. Thus, controlling agent 44 actually
forms the interconnection illustrated between kernel mode
filter 74 and Kkernel mode filter 78. Such a connection,
however, is performed via proxy filter 76 and proxy filter 80.
If controlling agent 44 is to be able to access functionality
within kernel mode filter 74 and kernel mode filter 78,
corresponding proxy filters 76 and 80 must provide a
mechanism to allow controlling agent 44 to access the
functionality of their corresponding kernel mode filter.
Embodiments within the scope of this invention therefore
comprise means for providing access for a client process to
functionality of a kernel mode filter. In other words, proxy
filters should provide access to particular functionality of a
kernel mode filter in appropriate circumstances. Obviously
the degree of access that needs to be provided will depend
on the particular function of a kernel mode filter and the type
of graph the filter is connected into. At a minimum, however,
a proxy filter should provide the ability to connect the kernel
mode filter to another kernel mode filter.

In FIG. 4, the means for providing access are illustrated
by interface 84 and interface 86. Interface 84 and interface
86 are general representations of a mechanism to access the
functionality of a kernel mode filter through a proxy filter.
How the interface actually functions and the details of such
an interface will depend largely on what technology is used
to implement the proxy filters and the corresponding kernel
mode filters. Many different technologies may be used to
implement these components. For example, such compo-
nents can be constructed from discrete software entities that
reside in a system. As an example, drivers that currently
reside in the kernels of many operating systems are simply
sections of code that provide functions that can be called by
a client process. It is presently preferred, however, to imple-
ment user mode proxy filters using Microsoft’s Component
Object Model (COM) technology. Microsoft’s COM tech-
nology is closely related to a wide variety of fundamental
technologies including OLE and ActiveX. The fundamentals
of COM and how the technology relates to ActiveX and
OLE can be found in Understanding ActiveX and OLE by
David Chappell published by Microsoft Press, incorporated
herein by reference.

Microsoft’s COM technology has become an industry
standard and is well known to those of skill in the art. In
essence, however, COM defines a mechanism whereby
discrete software units may be combined and extended on a
binary level at run time. As explained in greater detail below,
such a technology is ideally suited to implement certain
aspects of this invention. According to the COM standard,
software entities referred to as COM objects define one or
more interfaces which provide access to the functionality
within the COM object. Mechanisms exist for one COM
object to obtain and expose the interfaces of another COM
object so that the two COM objects appear to a client process
as a single object with the combined functionality of both.
Mechanisms also exist to allow one COM object to use the
functionality of another COM object without exposing any
additional interfaces to a client process. In essence, COM
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interfaces provides a series of functions, sometimes referred
to as methods, that can be activated or called by a client
process in order to access particular functionality of the
COM object.

Returning now to FIG. 4, if user mode proxy filter 76 and
user mode proxy filter 80 are implemented using COM
technology, then interface 84 and interface 86 may be an
interface according to the COM standard. These interfaces
may be accessed by controlling agent 44 in order to manipu-
late kernel mode filter 74 and kernel mode filter 78.

In one particular implementation of the present invention,
a process such as the following may be used to interconnect
kernel mode filter 74 and kernel mode filter 78. In this
embodiment proxy filter 76 will have information that
allows controlling agent 44 to identify the pins of kernel
filters 74. Such information may be stored within proxy filter
76 or proxy filter 76 may be configured to incorporate user
mode pins corresponding to the pins of kernel filter 74 so
that controlling agent 44 sees proxy filter 76 as having the
same two input pins and single output pin as kernel mode
filter 74. In FIG. 4, proxy filter 76 is configured with pins 83,
each corresponding to a pin 82 of kernel filter 74. Pins 83
may also be implemented using COM technology. If pins 83
are COM objects, then each pin may expose one or more
interfaces, such as interface 85 shown in FIG. 4. Such
interfaces may also be an example of means for providing
access to functionality of a kernel mode filter. Note that
although all pins and their interfaces in FIG. 4 are identified
by common numbers, each pin may be of a different type and
each may expose different interfaces. The process of con-
figuring a proxy filter with pins is discussed in greater detail
below. Proxy filter 80 may be configured similarly with a
single input pin 83 and single output pin 83 corresponding
to pins 82 of kernel mode filter 78.

Pin information may be provided, for example, by one of
the interfaces exposed by both proxy filter 76 and proxy
filter 80. In FIG. 4, interface 84 is implemented by both
proxy filter 76 and proxy filter 80. Thus, functions may be
provided on interface 84 that allow controlling agent 44 to
discover the pins of proxy filter 76 and proxy filter 80.
Controlling agent 44 may then interconnect the appropriate
filter pins of proxy filter 76 and proxy filter 80 using a
protocol understood by controlling agent 44. This is illus-
trated in FIG. 4 by interconnection 87. In response to this
interconnection, proxy filter 76 and proxy filter 80 may
respond by interconnecting kernel mode filter 74 and kernel
mode filter 78 at the specified pins. Note that the protocol
used to connect kernel mode filter 74 and kernel mode filter
78 may be dramatically different than the protocol used by
controlling agent 44 to interconnect proxy filter 76 with
proxy filter 80. Furthermore, implementations may be
defined were the interconnection between kernel filter 74
and kernel filter 78 is performed by one of the proxy filters
or by both of the proxy filters. Such implementation details
depend solely on the protocol used by controlling agent 44
to interconnect proxy filter 76 and proxy filter 80 and how
that protocol is translated to the appropriate protocol to
interconnect kernel filter 74 and kernel filter 78.

From the above description, it is apparent that embodi-
ments within the scope of this invention that receive direc-
tion from a controlling agent to interconnect with another
proxy filter and, in response, interconnect to kernel mode
filters, include a means for connecting a pin of one kernel
mode filter to another kernel mode filter. Such a means can
be any mechanism used by one or more proxy filters to
translate a received command into the appropriate protocol
needed to interconnect two kernel mode filters. All that is
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important from the standpoint of this invention is that the
user mode controlling agent be able to interconnect two
kernel mode filters by using a defined protocol to intercon-
nect two user mode proxy filters. In FIG. 4, such a mecha-
nism may be illustrated by interconnection 87 of proxy filter
76 and proxy filter 80, or by kernel filter connection 88,
which shows the ultimate result. Interconnecting kernel
mode filters together may, in turn, actually interconnect
other devices, systems, or software components such as
hardware devices or components, remote machines, or prox-
ies on a remote machine.

Although the present invention provides many benefits
and advantages as previously discussed, one drawback to the
invention is the general architecture where user mode proxy
filters exist for each kernel mode filter. Thus, a provider of
kernel mode filters may be placed in the position of provid-
ing not only a kernel mode filter, but also a user mode proxy
filter if the kernel mode filter is to be used as described
herein.

It is undesirable to place the provider of a kernel mode
filter in the position of needing to provide a user mode proxy
filter. Many providers of kernel mode filters have consider-
ably less expertise in drafting user mode software compo-
nents. It would, therefore, be highly desirable to allow the
provider of a kernel mode filter to take advantage of user
mode proxies without the need to craft each user mode proxy
from scratch. Such a goal can be achieved by providing a
basic generic user mode proxy filter that can be reconfigured
and extended through various mechanisms to be able to
proxy a wide range of different kernel mode filters. Since the
COM standard provides for extensibility of existing soft-
ware COM objects at run time, such a technology is ideally
suited to implement such a generic proxy filter. Referring
next to FIG. 5, a summary diagram of a generic proxy filter
and the configuration and extension of that filter to adapt it
for a particular kernel mode filter is presented. If a generic
user mode proxy filter is to be adapted and extended in order
to work with a particular kernel mode filter, such a proxy
filter needs a means for modifying the user mode proxy filter
to match a particular kernel mode filter. The mechanisms
and concepts discussed in connection with FIG. 5 are some
examples of such means for modifying.

In FIG. 5, the process of modifying a generic proxy filter
begins when an instance of the generic proxy filter is created
or obtained. When the generic proxy filter is implemented
using a COM object, the COM standard defines how a client
process, such as controlling agent 44 obtains or creates an
instance of a COM object. In essence, the creation of a
specifically adapted user mode proxy filter begins first by
creating the generic proxy filter and then adapting or con-
figuring the generic proxy filter for a particular kernel mode
filter.

In FIG. §, the created instance of a generic proxy filter is
illustrated by generic proxy filter 90. Once generic proxy
filter 90 has been created, generic proxy filter 90 must
undertake steps to identify how it should be configured and
then modify or adapt itself to a particular kernel filter. Many
ways may be used to achieve this reconfiguration and the
process presented and discussed below should be considered
only as exemplary and not limiting of the scope of this
invention. The discussion which follows will draw heavily
on the ways in which the COM standard performs certain
functions.

After generic proxy filter 90 is created, generic proxy
filter 90 must uncover certain information necessary to
configure itself. Although such information may be obtained
in a wide variety of ways, as for example being passed from
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the controlling agent, it is generally preferred that such
information be stored in a defined location where it may be
retrieved by generic proxy filter 90. In FIG. 5, such a
location is illustrated by registry 92. Registry 92 may be the
location where all information needed by the COM standard
is stored. Typically, registry 92 will be the system registry.
In FIG. 5, the process of obtaining the required information
from registry 92 is illustrated by query 94 and response 96.
As illustrated in FIG. 5, information in the registry may
include the kernel filter that will be proxied by generic proxy
filter 90, the extensions that should be incorporated into
generic proxy filter 90, and other information as required.

Although the registry may be used to store any informa-
tion needed by generic proxy filter 90 to configure itself, it
is preferred that certain information be obtained directly
from the kernel mode filter that will be proxied. For
example, the number and type of pins on the kernel mode
filter, as well as other configuration parameters, may be
obtained directly from the filter. This is illustrated in FIG. §
by filter configuration parameters 101. As another
alternative, all such information may be stored in the registry
92 and obtained through query 94. As yet another
alternative, the default filter configuration may be obtained
directly from kernel filter 98 while any configuration param-
eters that are to be overridden can be obtained from registry
92.

When information is to be obtained directly from the
kernel mode filter, generic proxy filter 90 may retrieve the
identity and location of the kernel filter from the registry as
previously indicated. Generic proxy filter 90 may then open
or access the identified kernel mode filter. This is illustrated
in FIG. 5 by kernel mode filter 98 and connections 100 and
102. If generic proxy filter 90 is to obtain information from
kernel mode filter 98, generic proxy filter 90 must comprise
means for querying kernel mode filter 98 in order to obtain
information about the filter. Connections 100 and 102 are
examples of such a means. Any mechanism that allows
kernel mode filter 98 and generic proxy filter 90 to com-
municate appropriate information can be used. For example,
in a messaging-based architecture, generic proxy filter 90
and kernel filter 98 may communicate by exchanging mes-
sages. In other types of architectures, kernel filter 98 may
provide access or entry points that can be called like
functions by generic proxy filter 90. The underlying mecha-
nism for communication and exchange of information
between generic proxy filter 90 and kernel filter 98 will be
dictated primarily, if not exclusively, by the operating envi-
ronment and operating system of the computer.

As discussed in greater detail below, in some situations
generic proxy filter 90 may not contain all the functionality
required by kernel mode filter 98 in order to behave as an
appropriate user mode proxy filter. In such a situation, the
capabilities of generic proxy filter 90 may need to be
extended via one or more extensions. In FIG. 5, such
extensions are represented by extensions 104. Extensions
104 can be used to provide additional capability to generic
proxy filter 90 when they are incorporated into generic
proxy filter 90. Thus, if generic proxy filter 90 is to be
extended in this way, generic proxy filter 90 must include a
means for incorporating extensions into itself. An example
process of how such incorporation takes place is described
in greater detail below. However, such a means is illustrated
in FIG. § by links 106.

As previously discussed, in some embodiments it may be
desirable to incorporate one or more user mode pins into
generic proxy filter 90 that correspond to one or more pins
on the corresponding kernel mode filter. In FIG. §, such user
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mode filter pins are illustrated by filter pins 108. Filter pins
108 may be implemented using COM objects as indicated by
interfaces 109. Generic proxy filter 90 may then create
instances of filter pins 108, configure the individual pins as
necessary to match corresponding pins in kernel filter 98,
and then incorporate the configured filter pins into itself. In
such an embodiment, filter pins 108 and proxy filter object
90 have a close relationship where the filter pins do not exist
apart from the proxy filter. In some sense, proxy filter 90 can
be thought of as a container that holds or contains pins 108.
When COM technology is not used as the basis for generic
proxy filter 90, other mechanisms may be used to configure
generic proxy filter 90 with the appropriate user mode filter
pins. Any process used to obtain or configure generic proxy
object 90 with filter pins is an example of means for creating
user mode pins.

Certain types of kernel filters have various parameters or
properties that can be modified or set to change the behavior
of the kernel mode filter. For example, a kernel mode filter
that mixes two channels may include balance parameter that
represents the relative volume level of each input channel.
Other types of filters may have any number of different types
of parameters that can be modified. This gives rise to a
situation where it is desirable to configure generic proxy
filter 90 with the ability to manipulate such parameters or
properties in order to modify how kernel mode filter 98
functions. For certain classes of filters, such controls are
fairly standard. For example, it is common for audio data to
have a location where the volume may be set. Similarly,
video has certain standard parameters such as color, tint,
contrast, brightness, and so forth. It may be possible to
create generic proxy filter 90 with all such standard controls
as an integral part of the proxy filter. However, such an
approach generally leads to an increased size for generic
proxy filter 90. It is generally better, therefore, to create a
structure whereby generic proxy filter 90 can incorporate
controls as required. Thus, if a kernel mode filter needs a
volume control, then such a volume control may be incor-
porated into generic proxy filter 90. If a volume control is
not needed, then such a control need not be incorporated
therein. In FIG. 5, the controls that can be incorporated into
generic proxy filter 90 are illustrated by controls 110. As
used herein, the term “control” refers to a software compo-
nent that performs common tasks in standard ways. Thus,
such controls can be used for setting parameters as previ-
ously described. In one embodiment, controls 110 represent
ActiveX controls. ActiveX controls are software compo-
nents based on COM technology that perform standard
functions in a standard way. Such controls are also used
within the ActiveMovie product and many standardized
controls for performing functions such as setting the
volume, brightness, and so forth are available.

The ability to incorporate such controls into generic proxy
filter 90 can create significant advantages. For example, if
the provider of kernel mode filter 98 requires a certain type
of control and if a standard control exists that performs the
desired function, then the provider of kernel filter 98 may
obtain and utilize such a control simply by creating kernel
mode filter 98 to the defined standard. When generic proxy
filter 90 is adapted to connect to kernel filter 98, the
appropriate control can be incorporated into generic proxy
filter 90. Thus, the provider of a kernel mode filter receives
the benefit of a control without ever expending the time and
effort to create one.

If controls are incorporated into generic proxy filter 90,
generic proxy filter 90 must include means for incorporating
a control therein. In FIG. 5, such means is illustrated by link
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112. Means for incorporating controls into generic proxy
filter 90 may be implemented using any mechanism that
allows such incorporation. If generic proxy filter 90 is
implemented using COM technology, and if controls 110 are
based on either ActiveX or COM technology, then such
means for incorporating can be the standard mechanism
used by COM objects to access ActiveX controls or other
COM objects like aggregation or containment. Although
such terms are familiar to those skilled in the art, essentially
aggregation is a process whereby one COM object obtains
an instance of another COM object and then exposes the
interfaces of the obtained COM object to client processes.
This allows both COM objects to appear as if they were a
single aggregated COM object. Containment is essentially
the same process except that the interfaces on the obtained
object are not exposed but are simply held and used inter-
nally. If generic proxy filter 90 is constructed using some
other technology, then other types of mechanisms may be
utilized such as run time linking of code similar to the way
a dynamic link library is loaded or any number of technolo-
gies that have been developed in order to allow run time
incorporation of one software component into another soft-
ware component.

When controls are incorporated into generic proxy filter
90, translation may need to be performed in order to take the
information from the control and place it in condition to be
received by kernel filter 98. Although this concept is
explained in greater detail in conjunction with FIG. 7 below,
in some sense controls 110 can be thought of as taking
information received in user mode and translating it to a
format suitable for use with kernel filter 98. The information
received by controls 110 may be from any source such as
controlling agent 44 or from a user interface as explained
below.

Occasionally, it is highly desirable to allow a user to
configure parameters or properties then affect the function-
ing of a kernel mode filter. For example, it is highly desirable
to allow a user to adjust the volume of a filter graph adapted
for processing audio data. If a user is to adjust the volume,
a user interface must exist that retrieves input from a user
and eventually transfers the information to the kernel mode
filter where the volume is adjusted. Embodiments within the
scope of this invention may therefore comprise means for
incorporating a user interface. In FIG. 5, such means is
represented by link 114 which links one of user interfaces
116 into generic proxy object 90. Any mechanism may be
used to incorporate user interfaces into generic proxy object
90. Again, the exact choice will depend on the technology
used to implement generic proxy filter 90. As explained in
greater detail below, COM technology provides a mecha-
nism whereby a kernel mode filter or a control can specify
which user interface should be used to gather input from a
user. Such a user interface can then be incorporated into the
generic proxy filter in a manner that allows data to be
gathered from a user, passed to the appropriate control, and
eventually transferred to the kernel filter. One method of
incorporating user interfaces into a user mode proxy filter is
discussed in greater detail below.

Once generic proxy filter 90 has been configured with all
appropriate extensions, controls, filter pins, user interfaces,
and any other characteristics necessary to adapt generic
proxy filter 90 to kernel mode filter 98, the process of
configuration is complete. When generic proxy filter 90 is
identifying which of these type of components should be
incorporated in order to adapt itself to a particular kernel
mode filter, the information about which components should
be included may come from a variety of sources. For
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example, all such information may be stored in the registry
in a manner that lets generic proxy filter 90 identify the
components and incorporate them. In the alternative, some
information may be stored in the registry while other infor-
mation may be obtained from kernel mode filter 98 or even
some of the other components themselves. For example,
once generic proxy filter 90 obtains the identity and location
of kernel mode filter 98, kernel mode filter 98 can identify
any additional extensions, controls, pins, or user interfaces.
In one embodiment, the identity and location of kernel filter
98 along with the extensions, are obtained from registry 92
while the filter pins and other configuration parameters are
obtained from the kernel filter 98. Entries in registry 92 may
also be used to override and settings received from kernel
filter 98. In these embodiments, kernel mode filter 98 only
identifies a portion of this information. It does not matter
where such configuration information comes from as long as
generic proxy filter 90 is able to obtain sufficient information
to allow it to configure itself properly.

As a final point, if filter pins 108 are implemented using
COM technology, other configuration options become pos-
sible. For example, using COM technology facilitates aggre-
gation of controls or extensions directly onto the filter pins
instead of the filter itself. In such an embodiment it would
be possible to aggregate a separate volume control directly
onto two pins of a mixer. Such an approach opens up entirely
new and different configurations for user mode proxy filters.
Using such an architecture allows any of the controls or
extensions in FIG. 5 to be aggregated onto a pin instead of
a filter. Also note that there may be times when it is desirable
or necessary to configure a user mode proxy filter slightly
different than from its kernel mode counterpart. For
example, a user mode proxy filter may have a different
number or type of pins in order to ensure compatibility with
a particular controlling agent. As another example, it may be
desirable to aggregate controls or other extensions onto the
pins of a user mode proxy filter in a manner that causes the
pins of the user mode proxy filter to be different from the
kernel mode filter. Any configuration differences can be
handled by the proxy filter in the way that it interfaces with
the kernel filter.

Although the above description has focused on the initial
configuration of a generic proxy filter, similar procedures
may be used to dynamically reconfigure a user mode proxy
filter to match any configuration changes of a corresponding
kernel mode filter. A technology that supports dynamic
reconfiguration of a user mode proxy filter is Microsoft’s
COM technology, previously described.

Referring next to FIG. 6, extension of a proxy filter is
discussed in greater detail. In FIG. 6, user mode proxy filter
118 acts as a proxy for kernel mode filter 120. User mode
proxy filter 118 may be a generic proxy filter, such as generic
proxy filter 90 of FIG. 5, or may be a non-generic proxy filter
that simply needs to be extended to access or expose all the
capability of kernel mode filter 120. In one embodiment,
certain extensions may be incorporated into proxy filter 118
by defining one or more “hook points” in proxy filter 118.
Each hook point represents a location where an extension
may be incorporated. Typically such hook points are defined
when proxy filter 118 is developed. Such hook points are
usually placed in locations where it is difficult or impossible
to know how future kernel mode filters may behave. For
example, in order to connect two kernel mode filters
together, each kernel mode filter must process the same type
of data. In other words, it would generally be inappropriate
to connect a filter processing video data to a filter expecting
audio data. Some filters may accept a variety of different
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types of data. Other filters may produce a variety of different
data types. For example, a splitter filter may accept a data
stream of combined audio and video data and separate the
audio data into one channel and the video data into another
channel. Similarly, a mixer may accept audio data at one pin
and video data at another pin and produce a combined audio
and video stream.

Because the data type expected or produced must be
identified before a kernel mode filter is connected to another
filter, one of the functions typically performed by a proxy
filter, such as user mode proxy filter 118, is to perform type
checking on a kernel mode filter, such as kernel mode filter
120. When proxy filter 118 is developed, proxy filter 118 can
be configured to check kernel filter 120 for all known data
types. However, if a data type is defined after proxy filter 118
has been developed, or in other situations, it may not be
possible to rely on the code placed in proxy filter 118 to
check kernel filter 120. Such a situation is ideal for an
extension which can include the latest data types or other
information necessary to identify the data types used by
kernel mode filter 120. By placing a hook point in proxy
filter 118 at the location where data type is checked, proxy
filter 118 can incorporate into that point an extension that
overrides the default behavior of proxy filter 118. In essence,
these hook points are nothing more than a mechanism to
transfer execution from proxy filter 118 at a particular
location to a particular extension. After the extension has
performed the desired function, control can then be returned
to the proxy filter.

The process of transferring control to an extension is
illustrated in FIG. 6 by link 122. Link 122 represents yet
another example of means for incorporating an extension or
control into a proxy filter. If a control or extension incor-
porated into proxy filter 18 is a COM object, the function-
ality of the control or extension may be accessed or exposed
through an interface. Such a situation is represented in FIG.
6 where control or extension 124 is accessed through
interface 126 and control or extension 128 is accessed
through interface 130. In FIG. 6 no distinction is made
between a control or extension because the same mechanism
may be used to incorporate either into proxy filter 118. For
purposes of discussion, the distinction between a control or
extension is largely or wholly irrelevant.

Focusing now on control or extension 124, when control
or extension 124 is accessed by proxy filter 118 through
interface 126, control or extension 124 may, in turn, access
kernel filter 120. In FIG. 6 this is represented by link 132.
As represented by this link, if proxy filter 118 does not allow
access to functionality of kernel filter 120 that provider of a
kernel filter wishes to be exposed, the provider of a kernel
mode filter may also provide an appropriate extension or
control and then incorporate the extension or control into the
proxy filter using an appropriate mechanism. The proxy
filter, or a controlling agent may then access the function-
ality through the control or extension provided or expose
such functionality to client processes. If proxy filter 118 is
a COM object and if the control or extension is a COM
object, then the proxy filter can aggregate the control or
extension into itself and expose any interfaces on the control
or extension to a controlling agent.

Controls or extensions may also be provided that do not
access the underlying kernel filter. This situation is repre-
sented in FIG. 6 by control or extension 128. Sometimes, a
control or extension may not need to access the underlying
functionality of the kernel filter. For example, it is conceiv-
able that when a kernel mode filter is developed all infor-
mation regarding the data types supported by that filter will
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be known. In order to provide adequate type check
capability, the provider of the kernel mode filter may also
provide an extension that is hooked into proxy filter 118.
This extension may be preprogrammed to return the known
type information when activated by proxy filter 118. In such
a situation, the extension does not need to access the
underlying kernel filter in order to provide the appropriate
information to proxy filter 118.

Extensions incorporated into a user mode proxy filter as
described above may perform any number of functions.
Examples of some of the functions they may provide are
given above. As one further example, extensions may per-
form a translation function. Although the filter graph of FIG.
3 shows all data processing being performed in kernel mode,
it is conceivable that filter graphs may be created that also
include one or more user mode filters that do not proxy a
kernel mode filter. In such a filter graph it may be necessary
to provide translation of an interface connecting to a user
mode filter to an interface connecting to a kernel mode filter,
or visa versa.

Referring now to FIG. 7, one mechanism for incorporat-
ing a user interface into a proxy filter is discussed in greater
detail. In FIG. 7, kernel mode filter 134 is proxied by user
mode proxy filter 136. In the example illustrated in FIG. 7,
it is presumed that kernel mode filter 134 has various
properties that can be modified in order to modify the
operation of the kernel mode filter. Furthermore, it is pre-
sumed that such properties can be modified by control or
extension 138. In such a situation, control or extension 138
may be provided by the developer of kernel filter 134 or may
be a standard control or extension such as those previously
discussed. Control or extension 138 is incorporated into
proxy filter 136 as previously described.

According to one aspect of the present invention, if COM
technology is used to implement control or extension 138,
control or extension 138 may inform proxy filter 136 the
user interface that should be used to gather input from a user.
ActiveX controls, for example, contain a specific function
that, when called by a client process, returns the user
interface or user interfaces that can be used to gather input
from the user and transfer the input to the control.

COM technology provides a defined way of identifying
the user interface preferred by a particular control and
collecting information from the user interface and passing
the collected information to the control. The example in FIG.
7 illustrates how this process is accomplished. Adopting the
terminology of Microsoft Windows®, the user interface
components will be identified as property pages. Those
familiar with Microsoft Windows® will be familiar with the
tabbed dialog boxes of property pages used by that operating
system to collect specific information and set certain prop-
erties. Referring now to FIG. 7, the process begins by proxy
filter 136 querying control or extension 138 for the property
pages it desires. Such a query and response is identified by
link 140. Proxy filter 136 may then create property frame
142 which is used to hold and display the individual property
pages. This process is illustrated in FIG. 7 by link 144.
Property frame 142 may have a holder object for each
property page that will be displayed. In FIG. 7 these holder
objects are represented by holders 146. Property frame 142
then obtains an instance of the desired property pages 148.
The entire dialog box may then be assembled and displayed
to the user and information collected from the user. As the
property pages collect information, such information may be
passed to control 138 as illustrated by links 150. Control or
extension 138 may then transfer the information to kernel
mode filter 134 as illustrated by link 152 or to user mode
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proxy filter 136 as indicated by link 154. This entire process
represents but one example a means for incorporating a user
interface into a user mode proxy filter. Although this dis-
cussion has been presented primarily from the viewpoint of
using COM technology, other mechanisms using different
technology may also exist. What is important is the ability
of proxy filter 136 to identify user interfaces and incorporate
those user interfaces into the user mode proxy filter so that
data can be gathered from a user and used to modify the
parameters of a kernel mode filter.

As previously discussed in conjunction with FIG. 5, when
a control collects information from a user mode source, such
as property page 148, translation or reformatting of data may
need to occur to place the data in the proper format for kernel
filter 134. Functionally, control 138 can be thought of as a
translator that converts received user mode data to a format
understandable to kernel mode filter 134. Control 138 can
take any data received through the proper interface and pass
it to kernel filter 134. Thus, in some embodiments data may
also come from sources other than property page 148. This
is illustrated in FIG. 7 by controlling agent 44 passing data
to control 138 as illustrated by arrow 151. Allowing con-
trolling agent 44 to pass data to control 138 may be helpful,
for example, for automated payback of scripted multimedia
shows.

Turning now to FIG. 8, another example of means for
modifying a user mode proxy filter to work with a particular
kernel mode filter is illustrated. As previously discussed,
COM technology provides two mechanisms for extension of
COM objects. One mechanism is aggregation and the other
mechanism is containment. FIG. 8 illustrates how principles
of containment can be used to modify and extend a generic
proxy filter so that the generic proxy filter is adapted to
proxy a specific kernel mode filter.

In FIG. 8, kernel mode filter 156 is proxied by a combi-
nation of generic proxy filter 158 and containing filter 160.
It is important to note that in this situation it is the combi-
nation of containing filter 160 and generic proxy filter 158
that provides the user mode proxy for kernel mode filter 156.
This is indicated in FIG. 8 by dashed box 162.

The general concept of containment is that generic proxy
filter 158 performs some functions useful for proxying
kernel mode filter 156, but additional extension is needed
that cannot be provided through a simpler mechanism, such
as the hooking of extensions as previously described. In such
a situation, a second filter is written that wraps or contains
the generic proxy filter and adds additional capability and
functionality not found within the generic proxy filter. In
FIG. 8, this results in containing filter 160 calling specific
functionality from generic proxy filter 158 as necessary but
adding additional functionality where required. In the con-
tainment model used by COM, any interfaces of generic
proxy filter 158 would not be exposed to a client process
through containing filter 160. Containing filter 160 would,
rather, present its own interfaces to a client process, such as
a controlling agent as previously discussed. In FIG. 8,
containing filter 160 is shown as communicating with kernel
mode filter 156 only through generic proxy filter 158. In
some embodiments containing filter 160 may also commu-
nicate directly with kernel mode filter 156.

The process of creating the combined proxy filter may
proceed in a number of ways. The process described below
is but one example. In this example, when a client process,
such as a controlling agent, wishes to create a user mode
proxy, the client process would begin by creating an instance
of containing filter 160. Containing filter 160 would retrieve
specific information from registry 164 as illustrated by query
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166 and response 168. As indicated in FIG. 8, one piece of
information that may be retrieved is the identity and location
of kernel mode filter 156. Additional information may also
be retrieved from registry 164 such as the number and type
of pins available on kernel filter 156. Alternatively, such
information may be retrieved from kernel mode filter 156
directly.

Since containing filter 160 will use an instance of the
generic proxy filter to provide a number of functions,
containing filter 160 will create an instance of a generic
proxy filter, as illustrated by generic proxy filter 158. When
created, generic proxy filter 158 will retrieve information
from registry 164 as indicated by query 172 and response
174. As illustrated in FIG. 8, one piece of information
retrieved by generic proxy filter 158 from registry 164 is the
contained flag. This flag informs generic proxy filter 158 that
it is being contained by another filter and not acting as a
stand alone filter. Such a flag may be used to override certain
types of behavior, such as the behavior illustrated and
discussed in conjunction with FIGS. 5 and 6.

Once generic proxy filter 158 has been created, containing
filter 160 can use generic proxy filter 158 to open kernel
mode filter 156 and retrieve information about kernel mode
filter 156. It should be noted that because containing filter
160 is controlling generic proxy filter 158, containing filter
160 may pass the filter name of kernel mode filter 156 to
generic proxy filter 158. Thus, containing filter 160 can
determine which kernel mode filter is open by generic proxy
filter 158. Generic proxy filter 158 and containing filter 160
can retrieve information from kernel mode filter 156 regard-
ing the type and number of pins on the filter. Generic proxy
filter 158 and containing filter 160 may then create user
mode pins 170 and incorporate such pins into themselves as
previously discussed. Again pins 170 are illustrated in FIG.
8 as separate COM objects. A client process, such as a
controlling agent, may access the functionality of the com-
bined user mode proxy filter through a particular mechanism
such as interfaces 176 and 178 or the interfaces on pins 170,
if exposed to the controlling agent.

Specific embodiments may utilize a containment mecha-
nism as illustrated in FIG. 8 or any of the incorporation
mechanisms illustrated in FIG. 5 to extend and adapt a
generic proxy filter to a particular kernel mode filter. Some
embodiments may implement only a portion of the identified
mechanisms. Other embodiments may implement all of the
identified mechanisms. The exact method or mechanism
used to extend a particular generic proxy filter will depend
in large part on the specific type of technology used to
implement the generic proxy filter.

With the advent of streaming architectures in kernel
mode, it is now possible to have multiple filter graphs with
one or more filter graphs residing wholly or primarily in user
mode and one or more other filter graphs residing wholly or
primarily in kernel mode. This creates a situation where
filter graphs in kernel mode may need to be synchronized
with filter graphs in user mode. Filter graphs in user mode
receive time from user mode clocks and filter graphs in
kernel mode receive time from kernel mode clocks. Thus,
mechanisms must be put in place to allow the synchroniza-
tion of user mode clocks and kernel mode clocks in order to
allow synchronization of user mode filter graphs and kernel
mode filter graphs. Throughout this discussion the term
“clock” is to be construed broadly. As used herein, this term
includes any component that provides time to filters. Thus,
a component that generates time as well as a component that
receives time from another component and then makes it
available are both within the scope of the term clock.
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Referring first to FIG. 9, a representation of two filter
graphs that must be synchronized is presented. As discussed
below, one filter graph processes video data and the other
filter graph processes audio data. The filter graph processing
video data resides wholly within kernel mode. Such a filter
graph may be constructed according to the patents previ-
ously incorporated by reference. The audio filter graph, on
the other hand, operates primarily in kernel mode but has a
single user mode filter and a plurality of kernel mode filters
proxied by user mode proxy filters.

The kernel mode filter graph processing video data com-
prises reader driver 180, decompressor 182, transform filter
184, lighting filter 186, and video renderer 188. The audio
filter graph comprises user mode reader 190, kernel mode
decompressor 192 and its accompanying user mode proxy
194, kernel mode effects filter 196 and its accompanying
proxy effects filter proxy 198, and sound renderer 199 with
its accompanying proxy 200. Transform processor 202 is
used by transform filter 184 as necessary to complete its
function, and lighting processor 204 is used by lighting filter
186 to accomplish its function. As indicated in FIG. 9, video
renderer 188 renders the video data to video card 206.
Effects processor 208 is used by effects filter 196 as
necessary, and sound renderer 199 renders sound informa-
tion to sound card 210, which is played by speaker 212. Disk
driver 214 extracts information from disk 216 under the
control of reader 190 for audio data and under the control of
reader driver 180 for video data.

In the two processing graphs of FIG. 9, it is presumed that
a kernel mode clock is to be chosen as the master clock.
Thus, in FIG. 9 kernel mode clock 220 is presumed to be the
master clock. Kernel mode clock 220 may provide timing
information to all kernel mode filters. In FIG. 9, this is
illustrated by distribution line 222. User mode filters, on the
other hand, receive information from a user mode clock. In
order to provide timing information to user mode filters, a
user mode proxy may be established for kernel mode clock
220. In FIG. 9, such a proxy is illustrated by user mode
proxy clock 224. When a kernel mode clock is selected as
the master clock, then the principles previously discussed in
relation to user mode proxy of kernel mode filters may be
applied to create a user mode proxy clock. Such a user mode
proxy clock may retrieve timing information from a master
kernel mode clock and then provide such timing information
to user mode filters. In FIG. 9, user mode proxy clock 224
retrieves timing information from master kernel mode clock
220 and makes such timing information available to user
mode filters that require it. Thus, distribution line 226
provides timing information to reader 190. 17 In FIG. 9,
decompressor proxy 194, effects filter proxy 198, and sound
renderer proxy 200 are connected to distribution line 226 by
dashed lines. This is to indicate that such proxy filters may
not need to retrieve timing information from proxy clock
224. While in some embodiments, such filters may need to
retrieve timing information from proxy clock 224, in other
embodiments, such timing information may be provided by
the corresponding kernel mode filter. In the alternative, it
may also be possible for user mode proxy filters to retrieve
timing information from a user mode clock, such as proxy
clock 224, and then forward such timing information to the
corresponding kernel mode filter. Thus, in FIG. 9 user mode
proxy clock 224 is but one example of a means for providing
a user mode clock that forms a proxy for a kernel mode
clock. Other mechanisms may also exist to provide equiva-
lent functionality.

In some embodiments, there may be differences between
the way that kernel mode clocks and user mode clocks keep
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time. For example, ActiveMovie clocks continue to run even
when the media stream has been paused. Some implemen-
tations of kernel mode clocks, however, pause when the
media stream is paused. Thus, in some embodiments it may
be necessary to perform a time translation between a kernel
mode clock and a user mode clock. Such a situation will
arise when a user mode clock, such as proxy clock 224 of
FIG. 9, is used to feed an ActiveMovie filter graph which
expects the time to continue to run even when the media
stream is paused. In such a situation, if kernel mode clock
220 pauses when the media stream is paused but proxy clock
224 must continue to run when the media is paused, proxy
clock 224 should include a means for translating kernel
mode time into an appropriate user mode time. If the master
kernel mode clock 220 pauses when the media stream is
paused, then user mode proxy clock 224 must contain a
mechanism to keep the clock running even though kernel
mode clock 220 has been stopped. When kernel mode clock
220 resumes operation, user mode proxy clock 224 must
then translate the kernel mode time into user mode time.
This may be as simple as adding the time of the pause to the
kernel mode clock time. Mechanisms may also need to be
put in place to correct for any clock drift that occurs between
either a kernel mode clock and a user mode clock or between
a kernel mode clock, a user mode clock, and a master system
time such as a hardware clock from the computer system.

When a media stream is paused and then restarted, other
problems may also arise. For example, filter devices do not
generally stop or start immediately. Thus, when a command
is given to a filter device to begin running, a short delay may
occur before the device actually begins. Furthermore, a
similar phenomenon may occur when a device is com-
manded to stop running. Clocks on the other hand, tend to
start and stop virtually instantaneously. It may, therefore, be
necessary to “bump” a clock by either speeding the clock up
or slowing the clock down in order to account for the delays
in starting and stopping filter devices. Such bumping is
preferably done by either slowing down the clock for a short
period, or by speeding up the clock for short period. It is
preferable that time not move backwards or jump discon-
tinuously. Time stamps in media data can be used to help
bring a clock into alignment with media time.

It should be noted that this clock “bumping” example has
been given in the context of ActiveMovie. There is nothing
in the invention that requires such a result. When the
invention is used in other contexts, there may be no need to
bump a clock to bring it into alignment. Clock proxies can
be developed which remain synchronized without bumping.

Referring now to FIG. 10, an example is presented where
a user mode filter graph is the master, and a kernel mode
filter graph is slaved to the user mode filter graph. In FIG.
10, the kernel mode filter graph comprises reader driver 228,
decompressor 230, effects filter 232, and sound renderer
234. As before, effects filter 232 utilizes an effect processor
236 and sound renderer 234 transfers information to sound
card 238 so that it can be played on speaker 240.

The user mode filter graph comprises user mode reader
242, decompressor 244 and its accompanying proxy 246,
transform filter 248 and its accompanying proxy 250, light-
ing filter 252 and its accompanying proxy 254, and user
mode video renderer 256 and kernel mode video renderer
258. Kernel mode video renderer 258 passes video infor-
mation to video card 260 for display to a user. As before,
disk driver 262 retrieves information from disk 264 under
the control of reader 242 and reader driver 228.

In FIG. 10, user mode clock 266 is selected as the master
clock, and kernel mode clock 268 is selected as the slave
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clock. Since timing information must be transferred from
user mode clock 266 to kernel mode clock 268, embodi-
ments may comprise means for forwarding time information
from a user mode clock to a kernel mode clock. In FIG. 10,
such a means is illustrated by forwarder 270. Forwarder 270
may obtain timing information from clock 266 and forward
or pass such information to clock 268. Clock 268 may then
provide timing information to kernel mode filters while
clock 266 may provide timing information to user mode
filters. Forwarder 270 represents but one example of a means
of forwarding time information to a kernel mode clock and
other mechanisms may also be used. For example, clock 266
may be adapted to directly forward timing information 268.
In the alternative, forwarder 270 may become part of a user
mode proxy, such as clock proxy 224 of FIG. 9. In such a
case, timing information would flow from the user mode
proxy into the kernel mode clock rather than the other way
as presented in FIG. 9.

Essentially, all that is necessary for the present invention
is the ability to synchronize a slave clock with a master
clock. Any of the technologies currently available to syn-
chronize two clocks may be used with beneficial effect in the
present invention. Other considerations, however, may dic-
tate modifications to such current methods. The timing
translation between a clock that pauses when the media
stream pauses and a clock that doesn’t is but one example of
such considerations.

The examples illustrated in FIGS. 9 and 10 only show a
single user mode clock and a single kernel mode clock. In
some filter graphs, however, there may be more than one
clock in the user mode and/or the kernel mode. In these filter
graphs, the same principles illustrated in FIGS. 9 and 10 are
applicable. A master clock is selected and the other user
mode and kernel mode clocks are synchronized using the
principles shown in FIGS. 9 and 10. In fact, selecting a
kernel mode clock may allow synchronization between
different user mode filter graphs. Because kernel mode
objects can be commonly available to multiple user mode
processes, a master kernel mode clock may be used to
synchronize multiple user mode filter graphs. In certain
environments, the ability to easily synchronize the clocks of
multiple user mode filter graphs may be important.

The present invention may be embodied in other specific
forms without departing from its spirit or essential charac-
teristics. The described embodiments are to be considered in
all respects only as illustrative and not restrictive. The scope
of the invention is, therefore, indicated by the appended
claims rather than by the foregoing description. All changes
which come within the meaning and range of equivalency of
the claims are to be embraced within their scope.

What is claimed and desired to be secured by United
States Letters Patent is:

1. A method of synchronizing the processing of a data
stream in kernel mode with the processing of a data stream
in user mode, said method comprising the steps of:

connecting a plurality of kernel mode filters together to

form a kernel mode processing graph adapted to pro-
cess data by first processing data in one of said plurality
of kernel mode filters and then passing the processed
data to another of said plurality of kernel mode filters
so that data is processed in turn by each of said plurality
of kernel mode filters, wherein pins of at least two of
said plurality of kernel mode filters are connected
together in response to a client process interconnecting
corresponding user mode pins of user mode proxy
filters that operate in user mode and correspond to said
at least two of said plurality of kernel mode filters;
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creating a kernel mode clock that allows said plurality of
kernel mode filters in said kernel mode processing
graph to identify the time;

connecting a plurality of user mode filters together to

form a user mode processing graph adapted to process
data by first processing data in one of said plurality of
user mode filters and then passing the processed data to
another of said plurality of user mode filters so that data
is processed by each of said plurality of user mode
filters in said user mode processing graph;

creating a user mode clock that allows said plurality of

user mode filters in said user mode processing graph to
identify the time; and

selecting one of either said user mode clock or said kernel

mode clock to be a master clock and selecting the other
of said user mode clock or said kernel mode clock to be
a slave clock and then synchronizing the slave clock to
the master clock so that said kernel mode processing
graph and said user mode processing graph are syn-
chronized.

2. A method of synchronizing the processing of a data
stream in kernel mode with the processing of a data stream
in user mode as recited in claim 1 further comprising the step
of creating a forwarder when said user mode clock has been
selected as the master clock, said forwarder operating to
obtain the current time from the master clock and forward
the current time to the slave clock so that the kernel mode
clock obtains the current time from said forwarder.

3. A method of synchronizing the processing of a data
stream in kernel mode with the processing of a data stream
in user mode as recited in claim 1 further comprising the step
of proxying said kernel mode clock with said user mode
clock when said kernel mode clock has been selected as the
master clock, wherein said user mode clock obtains the
current time from said kernel mode clock.

4. A computer-readable medium having computer-
executable instructions for performing the steps recited in
claim 1.

5. A method as recited in claim 1, further comprising the
step of processing the data stream using the kernel mode
processing graph.

6. A method as recited in claim 1, further comprising the
step of processing the data stream using the user mode
processing graph.

7. A method as recited in claim 1, further comprising the
steps of:

processing the data stream using a subset of the user mode

filters included in the user mode processing graph;
using one of the subset of the user mode filters to transmit
the data stream across a security boundary separating
the user mode and the kernel mode to one of the kernel
mode filters included in a subset of the kernel mode
filters of the kernel mode processing graph; and
processing the data stream using the subset of the kernel
mode filters of the kernel mode processing graph.

8. A method of using user mode proxy filters to connect
together two corresponding kernel mode filters in a kernel
mode filter graph, each kernel mode filter being adapted for
processing data, in order to allow data to directly flow
between the connected kernel mode filters without passing
through user mode, said method comprising the steps of:

creating a connection between a first user mode proxy

filter and a first kernel mode filter so that configuration
of said first kernel mode filter in said kernel mode filter
graph can be achieved by a client process manipulating
said first proxy filter;
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creating a connection between a second user mode proxy
filter and a second kernel mode filter so that configu-
ration of said second kernel mode filter in said kernel
mode filter graph can be achieved by said client process
manipulating said second proxy filter;

said client process interconnecting said first user mode

proxy filter and said second user mode proxy filter
using a defined procedure to create a user mode
interconnection, said user mode interconnection being
virtual in that said user mode interconnection appears
to be an actual interconnection from the standpoint of
the client process although data that is processed by the
kernel mode filter graph does not flow over the user
mode interconnection; and

said first user mode proxy filter and said second user mode

proxy filter responding to said user mode interconnec-
tion by establishing a corresponding kernel mode inter-
connection representing at least a portion of said kernel
mode filter graph, said kernel mode inter connection
being made between said first kernel mode filter and
said second kernel mode filter so that data can flow
directly between said first kernel mode filter and said
second kernel mode filter without passing between said
first user mode proxy filter and said second user mode
proxy filter.

9. A computer-readable medium having computer-
executable instructions for performing the steps recited in
claim 8.

10. A method of using user mode proxy filters to connect
together two corresponding kernel mode filters in a kernel
mode filter graph, each kernel mode filter being adapted for
processing data, in order to allow data to directly flow
between the connected kernel mode filters without passing
through user mode, said method comprising the steps of:

creating an instance of a first user mode proxy filter and

forming a connection between said first user mode
proxy filter and a first kernel mode filter so that
configuration of said first kernel mode filter in said
kernel mode filter graph can be achieved by a client
process manipulating said first proxy filter, said first
kernel mode filter having at least one pin forming a
connection point where said first kernel mode filter can
be connected to another kernel mode filter, said first
user mode proxy filter having at least one user mode pin
corresponding to said at least one pin on said first
kernel mode filter;

creating an instance of a second user mode proxy filter

and forming a connection between said second user
mode proxy filter and a second kernel mode filter so
that configuration of said second kernel mode filter in
said kernel mode filter graph can be achieved by said
client process manipulating said second proxy filter,
said second kernel mode filter having at least one other
pin forming a connection point where said second
kernel mode filter can be connected to another kernel
mode filter, said second user mode proxy filter having
at least one other user mode pin corresponding to said
at least one other pin; and

said client process interconnecting said at least one user

mode pin of said first user mode proxy filter and said at
least one other user mode pin of said second user mode
proxy filter using a defined procedure to create a user
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mode interconnection, said user mode interconnection
being virtual in that said user mode interconnection
appears to be an actual interconnection from the stand-
point of the client process although data that is pro-
cessed by the kernel mode filter graph does not flow
over the user mode interconnection; and

said first user mode proxy filter and said second user mode

proxy filter responding to said user mode interconnec-
tion by establishing a corresponding kernel mode inter-
connection representing at least a portion of said kernel
mode filter graph, said kernel mode interconnection
being made between said at least one pin of said first
kernel mode filter and said at least one other pin of said
second kernel mode filter so that data can flow directly
between said at least one pin of said first kernel mode
filter and said at least one other pin of said second
kernel mode filter without passing between said first
user mode proxy filter and said second user mode proxy
filter.

11. A computer-readable medium having computer-
executable instructions comprising:

means for forming a user mode proxy filter adapted to

proxy a kernel mode filter having at least one pin that

defines a connection point where said kernel mode filter

can be connected to another kernel mode filter, said

user mode proxy filter comprising:

means for enabling a client process to configure said
kernel mode filter by manipulating said user mode
proxy filter, without said client process accessing
said kernel mode filter directly; and

means for connecting said at least one pin of said kernel
mode filter to a designated kernel mode filter in
response to a connection request from said client
process so that data can flow between said kernel
mode filter and said designated kernel mode filter,
said connection request comprising said client pro-
cess directing said user mode proxy filter to connect
a user mode pin of said user mode proxy filter to a
user mode pin of another user mode proxy filter to
create a user mode interconnection, said user mode
interconnection being virtual in that said user mode
interconnection appears to be an actual interconnec-
tion from the standpoint of the client process
although data that is transmitted between said kernel
mode filter and said designated kernel mode filter
does not flow over the user mode interconnection.

12. A computer-readable medium as recited in claim 11
wherein said user mode proxy filter further comprises means
for modifying said user mode proxy filter to match said
kernel mode filter so that said user mode proxy filter takes
on different characteristics depending on the characteristics
of said kernel mode filter.

13. A computer-readable medium as recited in claim 12
wherein said means for modifying said user mode proxy
filter comprises means for incorporating at least one exten-
sion into said user mode proxy filter, said at least one
extension being adapted to access specific functionality in
said kernel mode filter thereby allowing said user mode
proxy filter to access said specific functionality through said
at least one extension.

14. A computer-readable medium as recited in claim 12
wherein said means for modifying said user mode proxy
filter comprises means for incorporating at least one exten-
sion into said user mode proxy filter, said at least one
extension being adapted to expose specific functionality in



US 6,212,574 B1

29

said kernel mode filter to another process so that said
exposed functionality can be accessed by said another
process through said user mode proxy.

15. A computer-readable medium as recited in claim 12
wherein said means for modifying said user mode proxy
filter comprises means for incorporating at least one control
adapted to access and modify operation of said kernel mode
filter by modifying at least one property of said kernel mode
filter.

16. A computer-readable medium as recited in claim 15
wherein said means for modifying said user mode proxy
filter comprises means for identifying a user interface
adapted to receive input from a user and transfer said
received input to said at least one control so that said at least
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one property in said kernel mode filter is modified in
response to received input from said user.

17. A computer-readable medium as recited in claim 12
having further executable instructions comprising means for
querying said kernel mode filter in order to discover infor-
mation about said kernel mode filter.

18. A computer-readable medium as recited in claim 17
wherein said means for modifying said user mode proxy
filter is further adapted for modifying said user mode proxy
filter based on information discovered through said means
for querying.
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