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Claim Element Table 

Element Claim Language 

1.i 1. A system, comprising: 

1.ii one or more processors configured to: 

1.iii receive information pertaining to a call initiated by a calling device, the 
information pertaining to the call including: (1) a value generated based 
at least in part on information associated with the calling device, and 
(2) a score generated for the calling device, the score indicating a 
validity of a phone number; 

1.iv perform a security determination based at least in part on the score 
generated for the calling device, and at least in part by verifying the 
value included in the information pertaining to the call initiated by the 
calling device; and 

1.v based at least in part on the security determination, perform at least one 
of conveying an assurance to a callee associated with the call or 
conveying a failure to confirm to the callee associated with the call; and 

1.vi a memory coupled to the one or more processors and configured to 
provide the one or more processors with instructions. 

2 2. The system recited in claim 1 wherein the information associated 
with the calling device is stored at an entity external to the calling 
device. 

3 3. The system recited in claim 1 wherein the information associated 
with the calling device comprises a cryptographic key associated with 
the calling device. 

4 4. The system recited in claim 1 wherein the value is generated based 
at least in part on one of symmetric key cryptography and asymmetric 
key cryptography. 

5 5. The system recited in claim 1 wherein the score for the calling device 
is generated in response to the call being initiated by the calling device. 

6 6. The system recited in claim 1, wherein the score for the calling device 
is generated based at least in part on information associated with a user 
that is associated with the calling device. 

7 7. The system recited in claim 1 wherein the information pertaining to 
the call further includes at least one of a timestamp associated with the 
call and a called phone number. 
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8 8. The system recited in claim 1 wherein the security determination is 
performed by one of a device associated with a called phone number 
and an entity different from the device associated with a called phone 
number. 

9 9. The system recited in claim 1 wherein the security determination 
comprises determining a validity of the call based at least in part on a 
cryptographic key on the calling device. 

10. 10. The system recited in claim 1 wherein the information pertaining to 
the call further includes a timestamp, and wherein the one or more 
processors are configured to prevent a replay attack using the 
timestamp. 

11 11. The system recited in claim 1 wherein the security determination is 
based at least in part on a score indicating a validity of the call, and 
wherein the score is generated based at least in part on device 
information. 

12 12. The system recited in claim 11 wherein the device information used 
to generate the score comprises at least one of a unique software 
identifier, a semi-unique software identifier, an embedded hardware 
identifier, a user-added hardware identifier, and a device fingerprint. 

13 13. The system recited in claim 12 wherein the user-added hardware 
identifier is associated with geolocation information. 

14 14. The system recited in claim 12 wherein the device fingerprint is 
determined based at least in part on at least one of a set of device 
settings, a set of installed applications, an indication of a software 
version, and a contact list. 

15 15. The system recited in claim 12 wherein the user-added hardware 
identifier is associated with a memory card. 

16 16. The system recited in claim 1 wherein the one or more processors 
are configured to confirm an observed phone number associated with 
the call. 

17. 17. The system recited in claim 1 wherein the information associated 
with the call is provided by an agent on the calling device. 

18 18. The system recited in claim 1 wherein the information associated 
with the call is provided in response to one of a detection of an outgoing 
communication and a prompt to validate communication session 
information. 

19 19. The system recited in claim 1 wherein the score is based at least in 
part on an age of the information associated with the calling device. 
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20 20. The system recited in claim 1 wherein the score is based at least in 
part on one or more of feedback associated with a particular phone call, 
an indication of a stolen device, an indication of a potential spoof 
attempt, an indication of fraud related to a device, or an indication of a 
verification that was subsequently determined to be errant. 

21 21. The system recited in claim 1 wherein the score comprises a 
reputation score. 

22 22. The system recited in claim 1 wherein the value is generated at least 
in part by the calling device. 

23 23. The system recited in claim 1 wherein the value is provided at least 
in part by an entity different from the calling device. 

24 24. The system recited in claim 1 wherein the value comprises at least 
one of an authentication code, a counter value, a pseudo-random 
number, a number specific to a particular session, or a number specific 
to the calling device. 

25 25. The system recited in claim 1 wherein the security determination is 
performed based at least in part on evaluate of the score against a 
threshold score. 

26 26. The system recited in claim 1 wherein the score is based at least in 
part on an age of a timestamp. 

27.i 27. A method, comprising: 

27.ii receiving information pertaining to a call initiated by a calling device, 
the information pertaining to the call including: (1) a value generated 
based at least in part on information associated with the calling device, 
and (2) a score generated for the calling device, the score indicating a 
validity of a phone number; 

27.iii performing a security determination based at least in part on the score 
generated for the calling device, and at least in part by verifying the 
value included in the information pertaining to the call initiated by the 
calling device; and 

27.iv based at least in part on the security determination, performing at least 
one of conveying an assurance to a callee associated with the call or 
conveying a failure to confirm to the callee associated with the call. 

28.i 28. A computer program product embodied in a non-transitory 
computer readable storage medium and comprising computer 
instructions for: 

28.ii receiving information pertaining to a call initiated by a calling device, 
the information pertaining to the call including: (1) a value generated 
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based at least in part on information associated with the calling device, 
and (2) a score generated for the calling device, the score indicating a 
validity of a phone number; 

28.iii performing a security determination based at least in part on the score 
generated for the calling device, and at least in part by verifying the 
value included in the information pertaining to the call initiated by the 
calling device; and 

28.iv based at least in part on the security determination, performing at least 
one of conveying an assurance to a callee associated with the call or 
conveying a failure to confirm to the callee associated with the call. 
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I. INTRODUCTION 

Pursuant to 35 U.S.C. §§311 et seq. and 37 C.F.R. §§42.1 et seq., AT&T 

Services Inc., Cellco Partnership D/B/A Verizon Wireless, and Nokia of America 

Corporation, (collectively, “Petitioners”) hereby petition for an inter partes review 

(“IPR”) of U.S. Patent No. 11,005,989 (the “’989 patent”; EX-1001). Petitioners 

respectfully submit that Claims 1-28 (the “Challenged Claims”) of the ’989 patent 

are unpatentable under 35 U.S.C. §103 in view of the prior art herein. This Petition 

demonstrates that there is a reasonable likelihood that Petitioners will prevail on at 

least one of these claims. Accordingly, Petitioners respectfully request that the Board 

institute IPR. 

II. OVERVIEW 

The Challenged Claims are directed to receiving (1) a device information 

value and (2) a score indicating validity of a phone number. A security determination 

is then performed based on those two pieces of data. Ex-1001, 2:46-62. The 

Examiner allowed the Challenged Claims based on an amendment related to 

conveying an assurance or failure to the callee after the security determination. See 

Ex-1002, 392. 

The primary reference herein, U.S. Patent Publication No. 2012/0144198 

(“Har”), discloses largely all aspects of the Challenged Claims.   Like the Challenged 

Claims, Har recites a two-part security determination using: (1) Encryption and 
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digital certificate authentication (device information value) and (2) other 

information within the request.   

An authentication server … can receive the authentication request, can 
decrypt the encrypted request using the server's public key and the 
digital signature can be verified using the public key of the user sending 
the message. … Moreover, authentication server 102 can verify that 
information included in the transmission sent by the sender agrees with 
information for the sender stored in a data store associated with the 
authentication server 102. If decryption is successful and the digital 
signature of the sender of the message is verified, and the information 
included in the transmission by the sender agrees with information 
stored in the data store of the authentication server 102, the 
transmission (the identity) of the sender is authenticated. 

Ex-1004, [0026].  Har does not expressly recite that a “score” is generated as part of 

authentication.  However, U.S. Patent Publication No. 2012/0201381 (“Miller”) 

contains extensive details of an authentication system that calculates a “score” for 

the device and communication being authenticated.  Miller fits directly into the 

second part of Har’s two-part security determination.   

Har teaches the element upon which patentability was based – the conveyance 

of authentication success or failure to the callee.  “A message indicating success or 

failure of authentication can be prepared and sent to the” callee.  Ex-1004, [0018]; 

see also Ex-1004, [0002] (success conveyance); 0017 (failure conveyance).   

The analysis below presents compelling evidence of invalidity because of the 

heavy overlap between the ’989 patent and the prior art.  During prosecution, the 

‘989 applicant identified the specification portions corresponding to claim elements.  
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As detailed below, Har and Miller correspond directly to the portions of the ’989 

patent identified by the applicant as corresponding to the claim elements.  

The Challenged Claims recite nothing more than a combination of prior art 

elements, each used for its normal and intended purpose, that were well-known 

obvious modifications to a POSA. 

III. GROUNDS FOR STANDING 

Petitioners certify that the ’989 Patent is available for IPR and Petitioners are 

not barred or estopped from requesting this review. 37 C.F.R. §42.104(a). This 

Petition is being filed less than one year after the date on which Petitioners (or a 

privy of Petitioners) were served with a Complaint alleging infringement of the ’989 

Patent.  This Petition is filed under 37 C.F.R. §42.106(a). 

IV. REASONS FOR THE REQUESTED RELIEF 

As explained in this Petition and the Declaration of Petitioners’ Expert, Dr. 

Patrick McDaniel (EX-1003), the Challenged Claims were obvious in view of the 

prior art to a person of ordinary skill in the art (“POSA”) at the time of the invention. 

V. BACKGROUND 

A. The ’989 Patent’s Summary  

The ’989 Patent describes “techniques for ascertaining the identity of a device 

initiating communications” to detect “potential attempts at spoofing of caller ID or 

automatic caller identification (ANI) data.” Ex-1001, 2:42-58; Ex-1003, ¶30. 



U.S. Patent 11,005,989 
IPR2025-00362 

 

 4 

 To address caller identification spoofing, the ’989 Patent describes analyzing 

a caller’s device information to generate a score indicating the validity of the phone 

number. Ex-1001, 8:61-9:54. Based on the caller’s device information and the 

generated score, a security determination is made.  Id. 9:51-54; Ex-1003, ¶31.    

B. Prosecution History 

  As detailed below, the applicant submitted multiple amendments to the 

claims and provided identification of the specification passages to the claim 

elements being added.  Ex-1002, 0143-0149, 0194-0200.  The Examiner rejected the 

claims resulting in an amendment related to the conveyance of the success/failure of 

the security determination.  Ex-1002, 0280-0289, 386-393. The claims then issued.  

Ex-1002, 0488-0490. 

C. Claim Construction 

Petitioners propose that each claim term be given its plain and ordinary 

meaning, and that the prior art herein meets the claims under any reasonable 

construction.   

In the related litigations, Petitioners assert that the “processor(s) configured 

to … perform a security determination” element is subject to Section 112(f) and is 

indefinite.  Ex-1023.  Recognizing that indefiniteness cannot be raised in IPR 

proceedings, Petitioners assert that this term encompasses a processor that performs 

an algorithm for a validation / authentication using information related to a 
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communication and/or devices and entities related to the communication.  Ex-1001, 

15:23-16:25; 16:60-17:39, 8:61-9:16, 9:17-54, 8:31-53, 11:42-59.  

D. Priority Date 

Herein, Petitioners rely on prior art as of the November 7, 2013 priority date 

alleged by the Patent Owner (“PO”). Ex. 1016, VI. 

E. Person of Ordinary Skill in the Art 

A POSA for the ’989 Patent would have had at least a Bachelor’s degree in 

computer science, electrical engineering, or a related technical field, and at least two 

years of professional experience, or an equivalent advanced education, in the field 

of security of cellular/telephony networks and mobile systems. Additional work 

experience in relevant industries could compensate for less education or education 

in a different field, and vice versa.  EX-1003 ¶¶35-38.    

VI. IDENTIFICATION OF CHALLENGES 

A. Challenged Claims 

Claims 1-28 of the ’989 Patent are challenged herein.   

B. Statutory Grounds for Challenges 

 

Ground Claim(s) Basis Reference 
1 1-28 §103 Har in view of Miller 
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1. Prior Art Basis 

Har (Ex-1004) published June 7, 2012.  Miller (Ex-1022) published August 

9, 2012.  Both are prior art under at least 35 U.S.C. AIA 102(a)(1).  

The Examiner did not cite or apply any art cited herein during prosecution. 

VII. THE CHALLENGED CLAIMS ARE UNPATENTABLE 

A. Ground 1:  Claims 1-28 are Obvious over Har in view of Miller 

1. Har 

Har teaches a call authentication system using a data channel and an 

authentication server to “authenticate the identity of one or more parties to a call 

where at least one of the parties to the call is using a mobile device.” Ex-1004, 

Abstract. Har’s “authentication methodology can be used … to authenticate a first 

user to a second user by authenticating a message sent by the first user to the 

authentication server.” Ex-1004, [0002]. “The message can include the identity of 

the first user and other information.” Id. Notably, Har’s authentication request “can 

be encrypted and/or signed and sent over a data channel.” Id. “In response to 

successful validation by the authentication server, the authentication server can send 

an authentication indication to the device of the user receiving the authentication 

results” which “can display identification information … associated with the” caller 

Id. Ex-1003, ¶47. 
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Har’s Fig. 1 illustrates authentication in a mobile environment. Ex-1004, 

[0006], [0022]. As shown in Fig. 1, “a first user can be a caller such 

as caller 114 using a caller mobile device.” Har’s “[c]aller 114 …  can authenticate 

his identity to callee 116 … by sending an authentication request to … authentication 

server 102.” Ex-1004, [0023]. “The authentication request can include information 

identifying the caller 114, information identifying the callee 116, any other 

information that caller 114 would like callee 116 to have and/or any other 

information that caller 114 specifies.” Id. “An authentication server … can decrypt 

the encrypted request using the server's public key and the digital signature can be 

verified using the public key of the user sending the message.” Ex-1004, [0026]. 

“The message can include information associated with the first user, as registered in 

the server's database, and any other data sent in the authentication request.” Ex-1004, 

[0035]; Ex-1003, ¶48. 
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Har – Fig. 1  

Har’s “authentication server may have a data store of user information that 

includes the mobile telephone numbers of users, usernames, passwords, PIN codes, 

the name, address and public keys for users, credentialing information, identification 

information and so on.” Ex-1004, [0018].  Har’s system “supports authentication of 

mobile devices.” Ex-1004, [0044]; Ex-1003, ¶49 
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2. Miller 

Miller describes a system for authorizing / verifying a device involved in a 

communication that heavily overlaps with the (later) ’989 patent system.  For such 

verification, Miller “uniquely identif[ies] the user's electronic device using a very 

wide range of hardware, firmware, and software minutiae, user secrets, and user 

biometric values found in or collected by the device.”  Ex-1022, Abstract; Ex-1003, 

¶50.   

The ’989 patent adopted (and claimed) an architecture and processes largely 

matching Miller’s disclosure.  For example, Figures 1 from each of Miller and the 

’989 patent shows the matching relevant components in the communication.  
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Miller (Ex-1022) ’989 Patent (Ex-1001) 

  

 

Miller and the ’989 patent each teach communication between a first device (green) 

and a second device (yellow) for which the “first device” is authorized / verified by 

a verification provider (blue) which Miller calls a “dynamic key crypto provider” 

(herein, “DKCP”) and the ’989 patent calls a “verification service provider” (herein, 

“VSP”). Ex-1003, ¶51.     

Miller and the ’989 patent describe the same types of “devices” in the 

communication.  Compare Ex-1022, [0048] and Ex-1001, 12:26-31.  Ex-1003, ¶52.  



U.S. Patent 11,005,989 
IPR2025-00362 

 

 11 

Miller and the ’989 patent both teach that a device’s “app” may be used to 

facilitate verification.    

Miller (Ex-1022, Fig. 1) ’989 Patent (Ex-1001, Fig. 13 

  

Compare Ex-1022, [0048], Ex-1001, 5:60-63; Ex-1003, ¶53. 

Miller’s DKCP and the ’989 patent VSP are both implemented as computer 

servers using the typical server hardware such as processors, memories and software.  

Ex-1022, [0177-0179]; Ex-1001, 4:5-22; Ex-1003, ¶54. 

Miller teaches the same functional steps that the ’989 patent later regurgitated. 

First, both Miller and the ’989 patent register devices with the DKCP/VSP using 

unique device identifiers – which Miller calls “computer minutia” or “computer 

fingerprints” and the ‘989 calls a “device fingerprint.”  Ex-1003, ¶55. 
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Second, both Miller’s DKCP and the ’989 patent VSP store the enrolled 

device information (fingerprint/minutia) in databases for later usage.  

Miller (Ex-1022, Fig. 4) ’989 Patent (Ex-1001, Fig. 1) 

  

Compare Ex-1022, [0092], Ex-1001, 3:65-67, Ex-1003, ¶56. 

Third, both Miller’s DKCP and the ’989 patent VSP receive a device 

information (minutia) from the device during authentication. 
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Miller  

(Ex-1022, Fig. 

4) 

 

’989 Patent 

(Ex-1001,  

Fig. 5) 

 

Ex-1003, ¶57. 

Fourth, both Miller’s DKCP and the ’989 patent VSP compare the registered 

minutia / enrolled fingerprint against the minutia / fingerprint received from a device 
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seeking authentication.  Compare Ex-1022, [0066], Ex-1001, 9:24-26.  Ex-1003, 

¶58. 

Fifth, both Miller’s DKCP and the ’989 patent VSP teach calculating a “score” 

based upon the device’s information (and enrollment information) and various other 

factors to help determine authenticity.    Compare Ex-1022, [0105], Ex-1001, 9:39-

45.  Ex-1003, ¶59. 

Sixth, both Miller’s DKCP and the ’989 patent VSP select actions, such as 

blocking (denying) communication, allowing communication, or seeking further 

information, such as PIN’s or passwords from the users.  Compare Ex-1022, [0112-

0116], Ex-1001, 9:55-59; Ex-1003, ¶60.   

Simply put, Miller discloses the same architecture and functionality that the 

’989 patent subsequently disclosed and claimed. Ex-1003, ¶61. 

3. The Proposed Combination of Har and Miller. 

As noted in the Introduction, when read reasonably, Har teaches or renders 

obvious the system claimed in the ’989 patent but does not expressly recite the term  

“score” to describe its security determination.  However, Har teaches a security 

determination based on two factors.  Miller provides explicit details regarding both 

factors of Har’s security determination including using a “score” system for 

verification / authentication of devices. Ex-1003, ¶62. 
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The proposed combination augments Har’s existing authentication system to 

include the functionality of Miller’s authentication system specific to device 

authentication and, more particularly, to include Miller’s score authentication as one 

basis for Har’s two-factor security determination. Ex-1003, ¶63. 

As shown below, this augmentation includes (1) incorporating aspects of 

Miller’s DKCP server 10 functionality into Har’s “authentication server 102”; and 

(2) incorporating Miller’s DKCP client app functionality (“service provider app 44” 

and “dynamic key crypto library 56” which may be combined into one program as 

per Ex-1022, [0072], [0048]) into Har’s “Mobile Device Authentication Modules” 

108 and 112.  Ex-1003, ¶64. 

Ex-1004, Fig. 1 Ex-1022, Fig. 1 
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The Har/Miller System uses Har’s basic authentication flow augmented by 

Miller’s DKCP functionality.  E.g., Ex-1004, Fig. 2; elements 1.ii-1.iv infra. Ex-

1003, ¶65. 

Step 1 (adopted directly from Har):  The caller sends an “authentication 

request [of] a message encrypted using the server's public key … and signed using 

the private key …”  Ex-1004, [0016].  The “authentication request [] includes” other 

forms of “identification information associated with the authentication request 

sender” or “information volunteered by the authentication request sending” or 

“desired by the requesting user.”  Ex-1004, [0016]; Ex-1003, ¶66.   

In the Har/Miller System, the authentication request identification information 

includes “minutia” that Miller’s DKCP system uses for device-based authentication.  

See Section VII.A.2 (supra), elements 1.ii, 1.iii (infra). Ex-1003, ¶67.    
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Step 2 (adopted directly from Har):  Har’s authentication server attempts to 

validate / authenticate the request using the encrypted wrapper and the keys for the 

devices.  Ex-1004, [0026-0032]; Ex-1003, ¶68.   



U.S. Patent 11,005,989 
IPR2025-00362 

 

 18 

 

Ex-1004, Fig. 1. 

Step 2A (adopted directly from Har as modified by Miller):  This step 

checks if the request’s content matches the server’s data store. 

Moreover, authentication server 102 can verify that information 
included in the transmission sent by the sender agrees with information 
for the sender stored in a data store associated with the authentication 
server 102.  If decryption is successful and the digital signature of the 
sender of the message is verified, and the information included in the 
transmission by the sender agrees with information stored in the data 
store of the authentication server 102… 

Ex-1004, [0026]. Ex-1003, ¶69.  

The emphasized sections above reflect Miller’s augmented functionality 

included into Har. Miller’s authentication processing includes computing a “score” 
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based upon device minutia.  Miller’s score-based authentication includes an optional 

iterative challenge / response sequence with the requesting / caller device to refine 

and improve the authentication process.  See Section VII.A.2 (supra), elements 1.ii, 

1.iii (infra).  After the score is computed, the score is received by other components 

(including processors) for use in the security determination (e.g., comparing against 

thresholds) as detailed below for element 1.iii.(b). Ex-1003, ¶70. 

Har’s system includes a bi-directional “data channel” between the 

authentication server and mobile devices.  Ex-1004, [0002-0003], [0031].  Har uses 

the  “data channels,” challenging the device for more authentication information and 

receiving a response with such authentication information.  For example, in Har, 

users can be “prompted for credentials including but not limited to a password or 

personal identification number (PIN) code and/or other information.”  Ex-1004, 

[0019].  “The credentialing information can be verified against information stored at 

the authentication server for the user.”  Ex-1004, [0019]; see also Ex-1004, [0029].  

Thus, Miller’s challenge / response interactions merely use an existing Har data 

channel for its normal and intended usage.  Ex-1003, ¶71. 

In the Har/Miller System, Har’s “mobile device’s” (106/108) are “smart 

phones” that both Har and Miller each identify.  Ex-1004, [0001], [0045]; Ex-1022, 

[0048]. Ex-1003, ¶72 
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Step 3 (adopted directly from Har):  Har’s authentication server conveys 

the authentication success / failure to the callee’s device for display to the callee.  

See element 1.v (infra); Ex-1004, [0028-0032].  

 

Ex-1004, Fig. 1. Ex-1003, ¶73. 

Separately, for registration with the authentication server, the Har/Miller 

System uses Miller’s registration procedures (which Har also suggests) to store 

information about the users / devices in Har’s authentication server.   See Section 

VII.A.2 (supra), elements 1.iii, 1.iv (infra); Ex-1004, [0035] (“information 
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associated with the first user, as registered in the server’s database…”). Ex-1003, 

¶74.   

Thus, the proposed Har/Miller System is merely Har’s system with Miller’s 

score-based authentication that bolsters Har’s teaching of comparing information in 

the authentication request against information in the authentication server’s data 

store for matches. Ex-1003, ¶75. 

4. Motivation to Combine the Teachings of Har and Miller 

A POSA would have been motivated to combine Har with Miller to arrive at 

the Har/Miller System with a reasonable expectation of success. Ex-1003, ¶76. 

The references themselves include motivations to combine.  Har’s 

authentication server performs a two-step authentication check (steps 2 and 2A 

above).  Har emphasizes Step 2 (checking the digital certificate surrounding the 

authentication request).  While Har teaches checking the authentication request’s 

contents, Har does not detail how the request’s content is matched to the server’s 

data store (step 2A above).  Miller provides additional details, and additional 

security, to implement Har’s step 2A. Ex-1003, ¶77.    

Miller itself provides a motivation to augment Har for multiple reasons.  First, 

a POSA would recognize that Miller’s system provides significantly “increased 

security” and authentication for the reasons stated in Miller.  Ex-1022, [0031-0033].  

For example, Miller’s system describes using a broad array of device “minutia” 
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which can be formed into different “subsets” for authentication.  Ex-1022, [0031-

0033].  By enhancing the authentication process and offering different forms of 

authentication bases (minutia), the Har/Miller System better effectuates Har’s basic 

goal that the “authentication server can vouch for the identity of the [first/second] 

user, the message integrity and the message privacy.”  Ex-1004, [0002-0003].  Har 

identifies, and seeks to address, the problem of “security” when interacting with 

“service providers.”  Ex-1004, [0011-0013].  Miller’s enhanced authentication 

provides “increased security” ([0031]) or “unprecedented security” ([0028] by using 

“dynamic” key information and by using the device-based unique identifiers (in 

various subsets) as increased protection against “spoofing” attacks when interacting 

with service providers.  Ex-1022, [0028], [0011], [0033], [0041], [0045].  Ex-1003, 

¶78.   

 Miller details existing authentication systems including systems using 

“cryptographic keys” such as “symmetric, public or private” keys as are described 

in Miller.  Ex-1022, [0006-0011].  Miller’s “dynamic” system improves existing 

“static” key systems.  Ex-1022, [0031-0033].  Miller describes an embodiment 

where the keys used to sign “digital certificates” (such as those described in Har) 

can be based upon Miller’s dynamic key system for improved security.  Ex-1022, 

[0133], [0047]; Ex-1003, ¶79.     
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Thus, a POSA would have been motivated to augment Har’s authentication 

functionality with Miller’s DKCP functionality to improve security and better vouch 

for the calls and interactions with service providers as described in Har.  Ex-1003, 

¶80.   

Moreover, a POSA would recognize that Miller’s score-based system allows 

for significant flexibility by permitting interactions with the device being 

authenticated to “increase the scoring over the desired threshold” based upon using 

additional minutia information to verify the device.  Ex-1022, [0104-0110].  The 

’989 patent later adopted this same flexibility of additional interactions between the 

authentication server and the device seeking to “raise the verification score” using 

other factors.  Ex-1001, 9:55-10:20.  Miller’s scoring allows for a flexible 

“confidence scoring” and “confidence rating” which can use different “heuristics” 

to establish the authentication using many different forms of minutia – thus 

providing additional security and confidence in the authentication results as would 

be recognized as beneficial to a POSA.  Ex-1022, [0103-0120]; Ex-1003, ¶81.    

Furthermore, by using Har’s existing digital signature authentication wrapped 

around Miller’s enhanced device-based authentication using scoring, a POSA would 

recognize benefits in overall system performance.  For example, Har’s system 

utilized existing, known techniques for digital signatures.  Thus, the initial security 

determination (Step 2 above) can use known, existing technologies and algorithms 
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for an initial check that can be performed efficiently and quickly.  If the 

authentication using digital certificates fails using Har’s “older” technology, then 

time and effort can be saved by not performing Miller’s detailed additional 

authentication using Miller’s scoring algorithm (Har’s Step 2A above).  This allows 

for efficiency through “quick fails” and requires only the more detailed processing 

(Step 2A) if the initial authentication (Step 2 using digital certificates) is successful.  

A POSA would recognize this as a performance benefit that retains the augmented 

security provided by Miller.  Ex-1003, ¶82.    

A POSA would be confident of the modification’s success as it is a software 

solution that uses known techniques – rules and logical arrangement of rules, and 

well-known cryptographic techniques and heuristic evaluation of multiple 

authentication factors – all for their intended purpose – implementing objectives of 

verifying a caller, including the validity of a phone number associated with the caller. 

Ex-1003, ¶83. 

Har and Miller are also analogous art to each other, and to the claimed 

invention, being in the same field of authenticating communications and using 

information about the call, caller, and caller’s device, to make a security 

determination about the treatment of calls. Moreover, Miller provides details absent 

from Har regarding Har’s system “that supports authentication of mobile devices.” 

Ex-1004, [0044]. Both Miller and Har are directed to the same problem as the ’989 
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Patent – “[d]etermining the trustworthiness of information used to identify entities 

involved in communications” so the communication is not “spoofed by unscrupulous 

entities.” Ex-1001, 1:27-31.  E.g., Ex-1004, [0002] (“authentication server can 

vouch for the identification of the first user, the message integrity and the message 

privacy.”); Ex-1022, [0041] (DKCP “increases the difficulty of spoofing minutia 

values and intercepting calls intended to counterfeit the original computer”).   Ex-

1003, ¶84. 

Augmenting Har’s authentication system to include Miller’s DKCP 

authentication would be within a POSA’s skill. Call authentication systems were 

well known in the art and combining the teachings of Har and Miller would involve 

routine skill to a POSA with a reasonable expectation of success.  As detailed above, 

Har and Miller describe the same type of fundamental components (e.g., servers for 

authentication and smart phones for user devices being authenticated).  Moreover, 

Har and Miller include bi-directional communication between the server and devices 

– including for the purpose of requesting and receiving additional authentication 

information.  Thus, the basic architectures and data flows within Har and Miller are 

compatible and bolster a POSA’s expectation of success.  Ex-1003, ¶85.  

. 
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5. Detailed Application of Har in view of Miller   

a. Claim 1  

   A system, comprising: 

 If the preamble is limiting, Har and Miller disclose “systems.” Ex-1004, 

[0020]; Ex-1022, Figs. 1-9.  Ex-1003, ¶86.   

 one or more processors configured to: 

Har and Miller disclose systems comprising “one or more processors” 

configured to perform the actions below.  Ex-1004, [0021], [0037], [0043]; Ex-1022, 

[0049]; [0015-0016], [0178-0185].   Ex-1003, ¶87. 

 receive information pertaining to a call initiated by 
a calling device, the information pertaining to the 
call including: 

The Har/Miller system discloses this limitation and describes processor(s) 

configured to “receive information pertaining to a call” as detailed below.  

Moreover, as detailed below, the received information is “pertaining to the call” 

because it is received in response to the authentication process resulting from Har 

recognizing that a call has been initiated.  Ex-1003, ¶88.  

(a) (1) a value generated based at least in part on 
information associated with the calling 
device 

The Har/Miller authentication server receives at least two distinct types of 

“value[s] generated” corresponding to this element: (1) Har’s encrypted request 
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with a digital signature; and (2) Miller’s minutia (including computer minutia).  All 

are used for authentication. Ex-1003, ¶89.    

In the Har/Miller System, “[a] voice channel … connection can be initiated” 

and “an authentication process can be initiated” in which the caller “can send an 

authentication request, requesting the server to authenticate the identity of the first 

user” (“receive information pertaining to a call…”)  Ex-1004, [0014-0015]. Ex-

1003, ¶89.  

Har’s received authentication request is encrypted and digitally signed 

using encryption keys.  Ex-1004, [0016].  Har’s usage of encryption keys to encrypt 

and sign Har’s authentication request is a “value generated…” because the keys 

correspond directly to the ‘989 specification portions identified by the applicant to 

the Examiner for this element.   

The applicant amended the claims to recite: 

Receive information …including: (1) a [[code]] value generated based 

at least in part on information associated with the calling device… 

Ex-1002, 0197.  “Support for the amendments … may be found … in Paragraphs 

[0046] and [0048]-[0049]….”  Ex-1002, 0195.  Paragraph [0046] in the ‘989 

application recites that the “value generated” may use a “key” that is “stored in a 

memory associated with the device” (and therefore “based at least in part on 

information associated with the calling device” according to the applicant): 



U.S. Patent 11,005,989 
IPR2025-00362 

 

 28 

the verification processing resident on the device … generates a 

message based on a value stored in a memory associated with the 

device, … One example implementation is for the message to be a 

message authentication code on the phone number called, where the 

message authentication code is at least one of … an additional value 

that may be pseudo-randomly generated … using a key that is stored 

on the device …. 

Ex-1002, 0041 (corresponding to Ex-1001, 8:31-52); Ex-1003, ¶91.   

Har’s “authentication request” with its encryption and digital signature 

disclose what the applicant told the Examiner was the claimed “value” (which 

corresponds to the authentication request as the encrypted message and/or the digital 

signature).  Har’s “device generates a message” using two “keys …stored on the 

device:” (1) the “server's public key” and (2) the “private key” stored in the device: 

The first user can send an authentication request, requesting the server 

to authenticate the identity of the first user …The authentication request 

can be a message encrypted using the server's public key (also called 

the server's public certificate) and signed using the private key (also 

called the private certificate) of the first user … using PKI 

authentication methodology (asymmetric key encryption/decryption). 

Alternatively, another type of authentication methodology can be used 

including but not limited to symmetric key encryption/decryption.  

Ex-1004, [0016]; see also Ex-1004, [0023], [0018], [0025-0035] (all using keys for 

encryption and signature).   Har’s server “can decrypt the encrypted request using 
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the server's public key and the digital signature can be verified using the public key 

of the user sending the message.”  Ex-1004, [0026], [0030].  Ex-1003, ¶92.      

Har’s digital signature is a “value” generated using the caller’s private key 

and teaches, or renders obvious, “a value generated based at least in part on 

information associated with the calling device.”  For example, the digital signature 

is a “value that may be pseudo-randomly generated, for example, using a key that is 

stored on the device” as cited to the Examiner from the ‘989 specification.  Ex-1002, 

0041, Ex-1001, 8:31-52. Similarly, Har’s device uses the “server’s public key” to 

encrypt the message.  The overall encrypted message is a “value generated” based 

on the server’s public key.  Moreover, Har teaches using “symmetric” keys for 

authentication which also corresponds to this value under the citations above to the 

Examiner.  Ex-1003, ¶92.         

Har’s “private key” and “server’s public key” are both “associated with the 

calling device” according to the applicant’s statement to the Examiner because each 

is “a value stored in a memory associated with the device.”  Ex-1002, 0049, 0041; 

Ex-1001, 8:31-34.  It would be obvious that Har’s keys would be “stored in a 

memory associated with the device” in order to encrypt and digitally sign the 

authentication request.  Har’s “authentication server may have a data store of user 

information that includes the … public keys for users.”  Ex-1004, [0018].  Har’s 

mobile device has a “memory” and a “cryptographic engine.”  Ex-1004, [0047-
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0048], Fig. 5.  At a minimum, it would be obvious to store Har’s keys used for 

encryption and signing in the device’s memory for use by Har’s cryptographic 

engine.  Ex-1003, ¶94.    

If PO argues that the claim is not met and that Har’s “private key” is associated 

with a person and not the caller device, the Board should reject any such argument.  

First, it would be inconsistent with the applicant’s statements to the Examiner 

(detailed above) and inconsistent with the ‘989 specification.  Ex-1001, 8:2-3 

(“value stored in a memory associated with the device”), 8:11-12; Ex-1003, ¶95.  

Second, Har teaches, or renders obvious, that the “private key” is associated 

with the caller device.  Har teaches that “FIG. 4 illustrates … a system 400 that 

supports authentication of mobile devices. … [with] an authentication server to 

authenticate mobile devices as described herein” which is a teaching that the 

authentication pertains to devices (not people). Similarly, Har uses the “server’s 

public key” and “server’s private key” to encrypt / sign messages.  Ex-1004, [0016], 

[0018].  Har’s server is a device (not a person) and thus, Har teaches such keys are 

associated with devices.  Given these teachings, it would be an obvious variation to 

use a private key associated with the caller device to digitally sign the 

communication from the caller device to the authentication server.  Such a usage 

would effectuate the goals of both Har and Miller to ensure correct authentication.  

Moreover, both Har and Miller provide storage on the caller device and 
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authentication server of device-specific information used for authentication. Ex-

1003, ¶96. 

Separately, Miller’s authentication processing discloses this “value 

generated…” element.  Miller uses a variety of “minutia” including “computer 

minutia” for authentication.  Miller can use “minutia” to generate a “hashed” value 

to reflect minutia combinations.  Miller’s “minutia” can be processed by a 

cryptographic function to generate a “key” value.  Miller’s minutia variants can be 

received by the authentication server both during “registration” and during an 

authentication.  As detailed below, each form of minutia corresponds to the claimed 

“value generated…”  Ex-1003, ¶97. 

As detailed in Section VII.A.3, the Har/Miller authentication request includes 

two pieces as detailed in Har: (1) the encryption / digital signature and (2) “other 

information” including Miller’s minutia.  Ex-1004, [0016], [0026].   
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Ex-1004, Fig. 1.  As detailed in VII.A.3, Miller’s minutia may also be received by a 

challenge/response sequence between the server and device.  E.g., Ex-1003, ¶¶69-

72. Ex-1003, ¶98.        

Miller’s DKCP receives “[i]dentification based on a hash from a subset of 

minutia taken from a very wide range of minutia found or collected by the computer 

including hardware, firmware, software, user secrets, and user biometrics”  Ex-1022, 

[0039]; see also Ex-1022, [0050-0060] (detailing various minutia); Fig. 2 (elements 

2001, 2003, 2005, 2007, 26) (showing different minutia).  Miller’s “computer 

minutia” (hardware, software, firmware minutia) is specifically associated with 
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computer 18 (calling device).  Ex-1022, [0031], [0039], [0052-0053].  Miller’s 

DKCP may identify and receive minutia subsets for authentication.  Ex-1022, 

[0061]; Figs. 2A-2B.  Miller creates a unique device identifier using sets of 

“computer minutia” to provide “unique identification” of devices.  Ex-1003, ¶99. 

Miller’s “hash from a subset of minutia” is a “value generated based at least 

in part on information associated with the calling device.”   Ex-1022, [0039], [0051], 

[0094], [0011]. Miller’s “hash” is “often referred to as a computer fingerprint.”  Ex-

1022, [0011], [0038-0039], [0051], [0094], [0132-0133], [0142-0143].  For 

example, Miller may use a “combination of minutia [of] one hardware minutia, Hx, 

one firmware minutia, Fy, and one software minutia Sz.”  Ex-1022, [0057].  This 

“tripley Hx-Fy-Sz” may be represented by a single number and “any combination of 

minutia … may be used.”  Ex-1022, [0057-0060]. Miller gives an exemplary 

generated hash value of “Resp 172” to represent a pre-processed hash of a particular 

combination of minutia.  Ex-1022, [0066].  This pre-processed hash is a “value 

generated…” as claimed because it is generated based on the specific minutia 

(including the computer minutia) that is associated with a calling device (and seeks 

to uniquely identify that device).  Ex-1003, ¶100.   

Miller’s “key” generated by using the minutia and an “cryptography function” 

is also a “value generated based at least in part on information associated with the 
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calling device.”  Miller uses minutia (either hashed or unhashed) to generate a “key” 

that is received by Miller’s authentication server.  Ex-1022, [0060-0066].   

Miller’s device will:   

At step 2040 … fetch the values of the selected computer minutia 64 
…and build a key that may be identical to the key computed by the 
dynamic key crypto provider 10 at step 2020. The particular computer 
18 being challenged may form a response to the challenge by applying 
a mathematical or cryptographic function “Fn”, which should be the 
same as that used at step 2020 or step 2030, to the key+challenge as 
shown in FIG. 2. The computer 18 being challenged may then 
communicate the response to return it directly to the dynamic key 
crypto provider 10 … 

Ex-1022, [0065].  Element 2040 in Miller’s Fig. 2 depicts creating and returning the 

response to the server: 

 

Ex-1022, Fig. 2B; See also Ex-1022, [0063] (describing “step 2020” which 

“compute[s] a cryptographic key based on the selected combination of minutia ….”),  

[0013-0016], [0080] (“digital signature”). Ex-1003, ¶101. 

Thus, Miller’s authentication information shows “a value generated based at 

least in part on information associated with the calling device” in three separate 
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examples: (1) minutia in unhashed form; (2) minutia in hashed form; and/or (3)   the 

“key” which is built by the “cryptographic function ‘Fn’” applied to either the hashed 

or unhashed versions of the minutia.  Ex-1003, ¶102.   

  Thus, the Har/Miller system discloses this element in multiple distinct 

examples. Miller’s Fig. 2 depicts Miller’s challenge / response process with the 

DKCP receiving various values from the device.   
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The “computer 18” components and algorithm are highlighted in yellow.  The DKCP 

uses that “response” to validate the computer as highlighted by boxes 118, 120, 

2050.  Ex-1003, ¶103.  

(b) (2) a score generated for the calling device, 
the score indicating a validity of a phone 
number    

The Har/Miller System teaches this “score” in two ways: (1) Miller’s “score” 

computation; and (2) Miller’s use of “user biometrics.”  Ex-1003, ¶104. 

First, Miller “computes” a “score” based upon the “minutia” discussed in 

element 1.iii.(a) (score generated for the calling device…).  Fig. 6A shows the 

“compute score 144” functionality: 
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Ex-1022, Fig. 6A.  Miller’ “scoring” matches received minutia (optionally hashed 

or encrypted) against stored minutia information to validate the authentication 

request.  Ex-1021, [0040] (“[s]coring the confidence of a valid response based on 

the minutia”); [0073], [0100], [0102-0120].   Miller’s scoring uses a “vast number 

of minutia to be validated.”  Ex-1021, [0106-0109]. Ex-1003, ¶105. 

Miller’s “score indicating a validity of a phone number” mirrors the citations 

by the applicant to the Examiner.  When the applicant added the “score” element 

during prosecution, the applicant cited to “Paragraphs [0046] and [0048]-[0049]” in 

the application.  Ex-1002, 0195, 0197.  “Paragraphs [0048]-[0049]” in the ‘989 

application teach “a score indicating the validity of the number” ([0048]) and that 
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“the verification score is created using a variety of approaches that include one or 

more of combining the available factors to create a score by applying relative 

weighting to each of the available factors” ([0049]).  Ex-1002, 0041, 0043 

(corresponding to Ex-1001, 9:1, 9:38-45).  Thus, “a score indicating a validity of a 

phone number…” encompasses combining various information (“available factors”) 

about the call / communication and the related devices to calculate the score.  Ex-

1001, 9:20-57.  In the ’989 patent (as in Miller) the authentication server may request 

additional information to the calling device in an attempt to raise the score.  Ex-

1001, 9:34-10:20.  Ex-1003, ¶106. 

Miller generates a “score” by combining available factors, including minutia, 

as described in the ’989 patent (and cited to the Examiner): 

[C]ompute score 144 process computes a heuristic and probabilistic 

scoring of the minutia and minutia values used in the validated response 

using data from the valid responses DB 130, the SP info and IDs 32 

data, the event log 12 and the anticipated minutia DB 98. … 

Ex-1021, [0105]; [0103].  Thus, Miller’s “score” discloses a “score generated for 

the calling device, the score indicating a validity of a phone number” for the same 

reasons as the “score” cited to the Examiner. Ex-1003, ¶107.   

Miller’s “score indicat[e]s a validity of a phone number” for further reasons.  

In the context of the Har/Miller System, authentication is performed for the 
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“authentication request” associated with the call using the caller’s identification to 

“vouch for” the caller.  Ex-1004, [0002].  This teaches, or renders obvious, that the 

score relates to the validity of the caller’s phone number because, at a minimum, the 

caller’s device phone number is one form of identification.  Ex-1004, [0018].  It is 

also obvious that, when authenticating a voice phone call (as in Har), the 

authentication encompasses indicating the validity of the phone number(s) of 

devices engaged in that call. Ex-1003, ¶108. 

Furthermore, the Har/Miller system may use the phone number as one minutia 

(“available factor”) to generate the score.  As detailed in 1.iii.(a), Har receives and 

uses in its authentication server both the identity/identification of the caller, when 

renders teaches or renders obvious the caller’s phone number.  Ex-1004, [0002], 

[0016].  Similarly, Miller’s “collection of minutia” includes “phone numbers.” Ex-

1022, [0051]; see also Ex-1022, [0067] (a “validate response … can employ multiple 

methods of collecting … a smartphone’s phone number” or a “phone number” in the 

“returned minutia.”). Thus, the Har/Miller system can receive, store and utilize the 

phone numbers of registered users (including callers) for scoring validity of a call.  

Ex-1003, ¶109. 

Thus, in the context of the Har/Miller authentication server, because that 

System’s focus is security verification for telephone calls, it would be obvious to use 

the phone number associated with the caller device or callee device as one minutia 
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within Miller’s scoring system.  Moreover, Miller describes an iterative 

challenge/response process increase the score.  Ex-1022, [0067], [0104], [0113-

0120], [0045].  Furthermore, “Different minutia can be intelligently chosen …to 

…yield[] a higher confidence score, … and particular minutia isolation.”  Ex-1022, 

[0040].  In one exemplary usage of Har/Miller, the scoring assesses the phone 

number minutia either as part of the initial scoring or as part of subsequent attempts 

to increase the score to reflect the phone number’s validity (“particular minutia 

isolation” as quoted above).  Ex-1003, ¶110.   

Thus, given the overlap between the “scoring” in Miller and the ’989 patent, 

the Har/Miller scoring system at a minimum renders obvious that the computed score 

“indicat[e]s a validity of a phone number.”  Ex-1003, ¶111. 

Miller also teaches  “one or more processors configured to receive … a 

score generated . . .” for the computed score.  As shown below, Miller teaches at 

least eight separate “software components” (Ex-1022, [0184]) that receive Miller’s 

computed score (elements 142, 148, 150, 152, 154 156, 158, 160) (“Receiving 

Components”) as indicated by the yellow boxes and red arrows in Figs. 6A/6B 

below:   
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Ex-1022, Figs. 6A/6B; [0111-0120] (describing the Receiving Components using 

the score).  Miller’s actions can be performed by software executing on one or more 
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processors.  Ex-1022, [0177-0185].  Thus, using the computed “score” teaches, or 

renders obvious, that the score was “received” by the processor executing the 

software implementing the Receiving Components after the score was computed.  

Ex-1003, ¶112.   

Using Miller’s teachings, the “processor” that receives the scores can be 

either: (1) the same processor computing the score or (2) a processor different from 

the one computing the score.  Miller teaches that its processing can be distributed 

across different hardware components (processors):  

the various hardware components and/or software components set forth 

herein may be separated into sub-components comprising software, 

hardware, or both …. 

Ex-1022, [0184].  Similarly, Har’s authentication server (implementing Miller’s 

DKCP functionality) can performed its functionality by one or more processors.  Ex-

1004, [0021] (“Authentication server 102 can include a processor (such as processor 

142) ….. Authentication server 102 can include one or more modules comprising 

one or more authentication modules, represented in FIG. 1 by server authentication 

module 104. … the above described module or modules can be loaded into memory 

144 to cause one or more processors … to perform the actions attributed to the 

modules”).  Ex-1003, ¶113.   
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The ’989 patent matches Miller’s distributed system with “sub-components” 

(processors) performing different aspects of verification.: 

Verification service provider 120 can also be implemented using a 

scalable, elastic architecture and may comprise several distributed 

components, including components provided by one or more third 

parties. Further, when verification service provider 120 is referred to 

herein as performing a task, such as storing data or processing data, it 

is to be understood that a sub-component or multiple sub-components 

of verification service provider 120 (whether individually or in 

cooperation with third party components) may cooperate to perform 

that task. 

Ex-1001, 4:14-23.  Thus, Miller’s embodiment in which a different processor 

“receives” the computed score for subsequent evaluation corresponds directly to one 

’989 patent embodiment.  Ex-1003, ¶114.  

At a minimum, given that Har, Miller, and the ’989 patent all describe 

embodiments in which multiple processors may perform the functionality of their 

authentication servers (as detailed above), the Har/Miller System discloses, or it is 

at least obvious, and an obvious implementation, that a separate processor would 

“receive” the “score” after it has been computed as detailed above and meets this 

element.  Ex-1003, ¶115.  

Second, Miller’s DKCP receives “user biometrics minutia” from the device 

which a POSA would understand to teach, or render obvious, a “score.”  Ex-1022, 
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[0028], [0131-0133], [0172-0174].   Miller’s minutia includes “biometric 

information … collect[ed] from the user (e.g., fingerprint, voiceprint, [] retinal 

scan)” or “facial geometry.”  Ex-1022, [0031], [0054].  It would be obvious to a 

POSA that the collection / usage of such biometrics involves generating a “score” to 

reduce these characteristics to values usable in computers.  Ex-1003, ¶116 (citing 

Ex-1022, [0022], [0031-0043] (describing calculating “scores” for “biometrics … 

(e.g., voice, fingerprint, iris, physical appearance…)”). Ex-1003, ¶116. 

 perform a security determination based at least in 
part on the score generated for the calling device, 
and at least in part by verifying the value included 
in the information pertaining to the call initiated by 
the calling device; and 

The Har/Miller system performs the claimed security determination in 

multiple different fashions.  First, Har teaches that both the digital certificate 

authentication and authentication using the information within the request may be 

used as a security determination.   

An authentication server such as authentication server 102 can receive 
the authentication request, can decrypt the encrypted request using the 
server's public key and the digital signature can be verified using the 
public key of the user sending the message. … Moreover, 
authentication server 102 can verify that information included in the 
transmission sent by the sender agrees with information for the sender 
stored in a data store associated with the authentication server 102. If 
decryption is successful and the digital signature of the sender of the 
message is verified, and the information included in the transmission 
by the sender agrees with information stored in the data store of the 
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authentication server 102, the transmission (the identity) of the sender 
is authenticated. 

Ex-1004, [0026].  This teaches the claimed “security determination based at least in 

part on:” (1) the certificate-based determination (verifying the value included in the 

information pertaining to the call initiated by the calling device); and (2) the 

“information included in the transmission sent by the sender” (corresponding to 

Miller’s score discussed below and in 1.iii.(b)) (the score generated for the calling 

device).  Ex-1003, ¶117.  

As detailed for element 1.iii.(b), Miller’s “scoring” teaches, or renders 

obvious, a “security determination based at least in part on the score generated for 

the calling device.”  After Miller’s score is generated / computed, it is evaluated 

against various “thresholds” to raise the score through additional authentication 

and/or determine the success or failure of authentication (“perform a security 

determination…”).  Ex-1022, Figs. 6A/6B (shown above), [00111-0120].  Ex-1003, 

¶118.   

Miller’s “threshold” comparison matches the ’989 patent claim 25 (infra).  

The ’989 patent claim 25 was prosecution claim 30 and “[s]upport for new claim 30 

may be found… in Paragraph [0051] ….”  Ex-1002, 0389, 0392.  “Paragraph 

[0051]” corresponds to Ex-1001, 10:6-20 and mentions, at most, a “score … is too 

low” and a process to “raise the verification score” based on additional 
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authentication requests between the server and device.  Ex-1002, 0043, Ex-1001, 

10:6:20.  Thus, Miller’s “threshold” evaluation corresponds directly to the score-

based security determination identified by the applicant to the Examiner.  Ex-1003, 

¶119.  

Similarly, Miller’s “biometric” minutia matching reflects a score-based 

security determination as detailed in 1.iii.(b).  It would be obvious to a POSA that 

“matching” such biometrics includes comparing the device biometric score against 

a “threshold” score.  Ex-1022, [0031]; Ex-1003, ¶120 (discussing Ex-1024, [0029], 

[0036]).   

Har’s authentication server evaluation of the encryption and digital signatures 

corresponds to a “security determination … at least in part by verifying the value 

included in the information pertaining to the call initiated by the calling device.”  “If 

decryption is successful and the digital signature of the sender of the message is 

verified” (by using the various keys), “the transmission (the identity) of the sender 

is authenticated.”  Ex-1004, [0026].  See also Ex-1004, [0017], [0030] (describing 

the server successfully decrypting and verifying the authentication request and 

digital signature).  Ex-1003, ¶121.   

Har’s encryption / signature key embodiment matches the ’989 patent claims 

3 and 4 (infra).  During prosecution, the applicant told the Examiner that “support” 

for these claims was in “Paragraphs [0046] and [0065] ….”  Ex-1002, 0147 
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(corresponding to Ex-1001, 8:31-54, 12:32-53).  These passages do not recite 

“security determination” but do recite the “key is used to validate the device…”  Ex-

1001, 12:52-53.  Such “validation” using the “key” is what Har’s encryption / digital 

signature teaches.  Thus, Har teaches what the applicant cited in the ’989 patent as a 

“security determination.”  Ex-1003, ¶122.   

Similarly, as identified in element 1.iii.(a), Miller’s process of comparing 

(“matching”) minutia in an authentication request against stored minutia 

corresponds to “security determination … at least in part by verifying the value 

included in the information pertaining to the call initiated by the calling device.”  

Ex-1022, [0050] (“the validate response from computer 120 process can therefore 

be determined by simply comparing the actual response received from the computer 

18 to the allowable responses that are pre-processed by the dynamic key crypto 

provider 10 to determine if there is a match.”); [0070], Abstract; [0014-0016], 

[0056], [0091].  Ex-1003, ¶123.   

Thus, the Har/Miller System teaches this claimed security determination. Ex-

1003, ¶124. 

 based at least in part on the security determination, 
perform at least one of conveying an assurance to a 
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callee associated with the call or conveying a failure 
to confirm to the callee associated with the call; and 

The Har/Miller authentication server conveys an assurance to the callee 

devices that may be displayed to the callee person.  This assurance was explained in 

Section VII.A.3 as “Step 3” (incorporated herein): 

 

Ex-1004, Fig. 1; Ex-1003, ¶125. 

Har’s server transmits a message to the callee indicating the security 

determination results (convey[s] an assurance…).  “A message indicating success 

or failure of authentication can be prepared and sent to the second user….”  Ex-1004, 

[0018]; see also Ex-1004, [0002], [0017-0018], [0026-0027], [0030-0035] (success 
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message based on authentication); [0017] (authentication failure message).  Ex-

1003, ¶126.   

Miller also discloses such conveying of assurance and failure.  E.g., Ex-1022, 

[0111], [0068], [0117] (each sending either the score or failure to the call recipient).  

Ex-1003, ¶127.   

Thus, Har expressly teaches the element upon which patentability was based.  

Section V.B, supra. Ex-1003, ¶128. 

 a memory coupled to the one or more processors 
and configured to provide the one or more 
processors with instructions. 

The Har/Miller authentication server contains this element.  Har discloses this 

limitation.  

 

Ex-1004, Fig. 1, [0021] (“modules can be loaded into memory 144 to cause one or 

more processors such as processor 142 to perform the actions attributed to the 
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modules…”), Fig.1.  Miller discloses this limitation.  Ex-1022, [0178-0184].  Ex-

1003, ¶129.  

b. Claim 2 

The system recited in claim 1 wherein the 
information associated with the calling device is 
stored at an entity external to the calling device. 

The Har/Miller System discloses this claim in the information stored at the 

authentication server (and at the device).  See 1.iii.(a). Such dual-storage at the 

authentication server corresponds to the passages cited by the applicant to the 

Examiner for this claims. Ex-1003, ¶130.   

Claim 2 was prosecution claim 3.  Ex-1002, 0144.  “Support for new Claim 

3… may be found … in Paragraphs [0046] and [0065] ….”  Ex-1002, 0147.  

“Paragraphs [0046] and [0065]” correspond to Ex-1001, 8:31-54, 12:32-53.  Ex-

1002, 0041, 0047.  Each of “Paragraphs [0046] and [0065]” describe that the device 

and the “verification service” server can each store duplicate copies of the 

“information.”  E.g., Ex-1002, 0041 (“a key that is stored on the device and also 

stored in a memory associated with the verification service provider”), 0047 (“the 

user device stores the derived or generated secret key, and a storage associated with 

the verification service also stores the secret key.” Ex-1003, ¶131. 

Har and Miller disclose such dual-storage of information at the device and 

authentication server.  For example, Har teaches that its “keys” used for each of 
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encryption and digital signature can be “symmetric” keys.  E.g., Ex-1004, [0016] 

(“another type of authentication methodology can be used including but not limited 

to symmetric key encryption/decryption”); [0021], [0026-0032], claim 6.  In such 

“symmetric keys,” the same keys (used for encryption and/or signing) are stored on 

both communication endpoints (e.g., device and authentication server).  Thus, Har 

teaches exactly what the applicant told the Examiner corresponds to this claim (the 

same keys stored on the device and server). Ex-1003, ¶132.  

Similarly, as detailed in 1.iii.(a) and 1.iv, Miller’s minutia is stored on the 

device and the server in unhashed form, in hashed form, or encrypted – which all 

correspond to present claim 2 – to be able to compare during the verification / 

authentication process.  In particular, Miller’s encrypted “key” stores the same “key” 

on both the device and the server as part of its authentication process.  Thus, Miller 

also directly teaches exactly what the applicant told the Examiner corresponded to 

claim 2.  Ex-1003, ¶133.      

c. Claim 3 

The system recited in claim 1 wherein the 
information associated with the calling device 
comprises a cryptographic key associated with the 
calling device. 

Har and Miller each disclose the cryptographic key as detailed in element 

1.iii.(a).  Har’s encrypted signature sent to the authentication server is generated 
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based upon the callee’s private key (cryptographic key associated with the calling 

device).  Ex-1004, [0016], [0023], [0025].   Miller’s caller device calculates a “key” 

using a “cryptographic function” (cryptographic key associated with the calling 

device) as explained in 1.iii.(a).  Ex-1003, ¶134.  

d. Claim 4 

The system recited in claim 1 wherein the value is 
generated based at least in part on one of symmetric 
key cryptography and asymmetric key 
cryptography. 

The Har/Miller system discloses this limitation for the reasons discussed for 

Claims 1.iii.(a) and 3. Har uses “asymmetric or symmetric key 

encryption/decryption methodologies.”  Ex-1004, claim 6, [0016].  Miller’s key is 

symmetric because both the device and server use the same (computed) key for 

successful decryption.  Ex-1003, ¶135.   

e. Claim 5 

The system recited in claim 1 wherein the score for 
the calling device is generated in response to the call 
being initiated by the calling device. 

The Har/Miller System generates a score to authenticate the caller when the 

device initiates a call and seeks authentication through the authentication request and 

process occurring in response to the initiation of that call.  Claim 1.iii. Ex-1003, 

¶136. 
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f. Claim 6 

The system recited in claim 1, wherein the score for 
the calling device is generated based at least in part 
on information associated with a user that is 
associated with the calling device. 

Miller “minutia” used for computing the “score” can optionally include “user 

secrets, and user biometrics” which are the claimed “information….”  Ex-1022, 

[0012], [0031], [0042-0045], [0067]; element 1.iii.(b) (detailing scoring).  

Moreover, the “compute score” function “us[es] data from the valid responses DB 

130, the SP info and IDs 32 data, the event log 12 and the anticipated minutia DB 

98.”  Ex-1022, [0105].  “The SP info and IDs 32 database may be, for example, a 

list of customers….”   The “anticipated minutia DB 98” includes the minutia such 

as user “secrets” and “biometrics of” the caller.  Ex-1022, [0056], [0173], [0067].  

These are all “information associated with a user that is associated with the calling 

device.” Ex-1003, ¶137. 

g. Claim 7 

The system recited in claim 1 wherein the 
information pertaining to the call further includes at 
least one of a timestamp associated with the call and 
a called phone number. 

The Har/Miller System discloses, or renders obvious, each of “timestamp 

associated with the call and a called phone number.”  The Har/Miller authentication 

server teaches, or renders obvious, receiving “a called phone number” in multiple 
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ways.  Har’s “request” includes “information identifying the callee.”  Ex-1004, 

[0023]; see also Ex-1004, [0016]. Furthermore, Har’s authentication server 

“receives” data for its data store:   

The authentication server may have a data store of user information that 
includes the mobile telephone numbers of users, …, credentialing 
information, identification information and so on. 

Ex-1004, [0018].  This disclosure shows two forms of “a called phone number.”  

First, because Har’s authentication request included “information identifying the 

callee” (Ex-1004, [0023]) it would be, at a minimum, obvious that such “information 

identifying the callee” corresponds to “user information” which includes the callee’s 

phone number ( “a called phone number”).  It is also obvious that the “authentication 

request” would include the phone number so that the authentication server could 

identify the called device and communicate with it.  Furthermore, it is also obvious, 

and well-known, that information related to a call includes the called phone number.   

Ex-1003, ¶138.   

Second, Har’s authentication server “can look up the mobile telephone 

number of the second user in its data store.”  Ex-1004, [0027]; [0018].  To “look up” 

this number in a “data store”, it is at least obvious that the authentication server 

“received” the callee’s phone number at some point – such as through a user 

registration process.  Ex-1004, [0035] (“information associated with the first user, 

as registered in the server's database”).  This is “information pertaining to a call” 
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because it allows the authentication server to contact the called device, such as for a 

PIN verification.  Ex-1004, [0035].  Ex-1003, ¶139.     

Furthermore, Miller’s DKCP functionality includes the functionality to 

receive, store and utilize “a called phone number.”  The “collection of minutia” 

includes “phone numbers.” Ex-1022, [0051]; see also Ex-1022, [0067], [0052], 

[0056]; [0085-0094] (registration). Miller’s DKCP communicates with the callee 

device (“service provider”).  Ex-1022, Figs. 1, 4, [0085-0089].  In the context of 

Har’s disclosure focused on mobile phones, it would be at least obvious that the 

authentication server would have received the called phone number to communicate 

with the recipient device.  Ex-1003, ¶140.   

Thus, it would be at least obvious that the Har/Miller authentication server 

would receive “a called phone number.” Ex-1003, ¶141. 

Miller also discloses, or renders obvious, “a timestamp associated with the 

call.”  In Miller’s security determination: 

[a]nother scoring input can be the time since a particular minutia value 
was last validated in a challenge and response exchange with the 
computer 18. 

Ex-1022, [0109].  Miller’s timestamp usage as a “scoring” input matches the ’989 

patent: 

the message sent to the verification service includes a timestamp, which 
can be used to prevent a replay attack. For example, the timestamp can 
be used by the verification service to score the validity of the 
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communication, where an old or aged timestamp may be indicative of 
an attack. 

Ex-1001, 8:58-63.  Ex-1003, ¶142.     

In Miller, to use (or calculate) the “time since a particular minutia value” in a 

request was last validated, it would be obvious (at a minimum) that the DKCP would 

beneficially know the timestamp of the current request being scored.  At a minimum, 

this “time since…” language renders obvious using a timestamp of the current 

communication being scored because a timestamp provides one input (the current 

time) to be compared against another input (the previous time the minutia was 

validated) for evaluating the “time since” aspect.  Consistent with this evaluation, 

Miller describes how the other input (the minutia validation time) is collected and 

stored for usage.  For example, Miller teaches that the “current device image” (used 

for the security determination / validation) is associated with collecting information 

“at a particular time or within some pre-defined time frame” and used for 

verification.  Ex-1022, [0055-0056], claim 29.  Miller identifies “time and time 

zone” as minutia used for verification.  Ex-1022, [0067].  Miller uses these time-

based verifications to prevent attacks that “intercept” and seek to use later 

“fraudulent responses” based on the interception.  Ex-1022, [0029], [0067], [0041], 

[0135]. Ex-1003, ¶143. 
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Miller’s additional authentication prompts a user for a “PIN.”  Ex-1022, Fig. 

7, [0121-0133].  The “PIN” entry includes determining the “time since last 

successful PIN entry.”  Ex-1022, [0129].  Using this “time since” also requires using 

the current request timestamp to perform the comparison (for the reasons detailed 

above).  Ex-1003, ¶144.   

Miller also describes a “heartbeat” process using a timestamp associated with 

the call for a security determination and that a response must be provided “within a 

timeframe” or otherwise the service is deleted.  Ex-1022, [0150-0151].  To 

determine that the response message was “within a timeframe,” it would be (at a 

minimum) obvious that the response included a timestamp to use as one of the inputs 

to this determination.  Ex-1003, ¶145.   

Furthermore, Miller’s system may provide a “digital signature.”  Ex-1022, 

[0132-0133].  Using this Miller’s “digital signature” aspect, “the dynamic crypto key 

can bind the instrument, place, time and person to a particular message.”  Ex-1022, 

[0133].  This teaches, or renders obvious, that the “key” generated by the computer 

18 includes a timestamp associated with the communication and is used for the 

security determination (as detailed in 1.iii).  Finally, Miller notes that it was known 

in the art to perform verification / identification through “analysis of time (both in 

clock and network latency).”  Ex-1022, [0011].  Ex-1003, ¶146.   
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Moreover, Har’s usage of public/private keys (certificates) as detailed in 1.ii 

and 1.iii also renders obvious using a timestamp as detailed in this claim.  A POSA 

would understand that such public / private keys typically have an expiration time 

associated with the key.  It would be obvious that the evaluation of such keys would 

include a comparison of the current communication’s timestamp against the 

expiration time of the key used for the authentication.  Ex-1003, ¶147. 

h. Claim 8 

The system recited in claim 1 wherein the security 
determination is performed by one of a device 
associated with a called phone number and an entity 
different from the device associated with a called 
phone number. 

This claim does not have meaning because it recites an action (security 

determination) to be performed anywhere (the “device” or “an entity different from 

the device.”).  The Har/Miller System performs the claimed security determination 

at the “authentication server” which is “entity different from the device associated 

with a called phone number.”  See element 1.vi; Ex-1003, ¶148.   

i. Claim 9 

The system recited in claim 1 wherein the security 
determination comprises determining a validity of 
the call based at least in part on a cryptographic key 
on the calling device. 
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The Har/Miller System discloses this claim.  First, Har’s authentication 

request and digital signature are “based at least on part on” both the caller private 

key and the authentication server’s public key – which are both “a cryptographic 

key on the calling device.”  Ex-1004, [0016].  Similarly, Miller’s “key” calculated 

by the encryption function on the device (and thus “on the device”) is used for the 

security determination.  See 1.iii.(a)/(b), 1.iv, claim 3 supra.  Ex-1003, ¶149.  

j. Claim 10 

The system recited in claim 1 wherein the 
information pertaining to the call further includes a 
timestamp, and wherein the one or more processors 
are configured to prevent a replay attack using the 
timestamp. 

As detailed in claim 7, Miller discloses a timestamp.  A POSA would 

understand a “replay attack” to encompass intercepting and counterfeiting the 

validation by re-using old data to “replay” a prior validation.  Using a “timestamp” 

to prevent a “replay attack” was well-known in the art.  Ex-1020, 16:48-56 (“The 

timestamp is used to employ a simple logic operation protecting against a replay 

attack…”).  Ex-1003, ¶150.   

Miller addresses the “replay attack” by using the time of the request 

(timestamp) as a “scoring input” for validity – which is the only “security 

determination” described in the ’989 patent for “replay attacks.”  Ex-1001, 8:55-60.  

Moreover, Miller uses different minutia (including time-based minutia) to prevent 
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attacks based upon such “intercepting” of messages and attempted re-use.  Ex-1022, 

[0041] (Miller “increases the difficulty of spoofing minutia values and intercepting 

calls intended to counterfeit the original computer.”); [0029] (Miller’s validation 

system addresses attempts “[t]o counterfeit a dynamic key crypto-identified 

computer” which “intercept” messages by detecting “fraudulent response[s].”).  

Moreover, one method in Miller to prevent such “intercept[ion]” and “fraudulent 

responses” is to “force the user to enter the user's standard PIN into the computer” 

which, as detailed for claim 7, uses a time-based assessment.  Ex-1022, [0029]; Ex-

1003, ¶151.   

Thus, Miller identifies the underlying issues for a replay attack (interception 

and subsequent fraudulent usage) and describes using the time of the responses for 

a security determination to detect (and thwart) such replay attacks and therefore 

renders this claim obvious.  Ex-1003, ¶152.     

Furthermore, a POSA would understand that Miller’s “heartbeat” (described 

in claim 7) is a well-known method for detecting “replay attacks.” “[I]f the heartbeat 

and chatter 194 process does not perform a valid challenge and response cycle within 

a timeframe defined by service provider” (indicating a possible replay attack 

scenario), then the service may be deleted to prevent unauthorized usages.  Ex-1022, 

[0151], [0135].  Ex-1003, ¶153. 

k. Claim 11 
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The system recited in claim 1 wherein the security 
determination is based at least in part on a score 
indicating a validity of the call, and wherein the 
score is generated based at least in part on device 
information. 

Miller’s score is computed at least in part based on “computer minutia” that 

uniquely identifies the calling device (generated based at least in part on device 

information).  See 1.iii.(b) and 1.iv; Ex-1003, ¶154. 

l. Claim 12 

The system recited in claim 11 wherein the device 
information used to generate the score comprises at 
least one of a unique software identifier, a semi-
unique software identifier, an embedded hardware 
identifier, a user-added hardware identifier, and a 
device fingerprint. 

The Har/Miller authentication system renders this claim obvious for the same 

reasons as 1.iii, 1.iv.  The ’989 patent references these claim terms in passing.  Ex-

1001, 9:30-37; Ex-1003, ¶155. 

Har’s “system … supports authentication of mobile devices.”  Ex-1004, 

[0044].  As detailed in 1.ii, 1iii and 3, Miller generates its score using a wide variety 

of computer minutia including (1) “a circuit manufacturer's ID number which may 

be readable from a circuit chip element of the computing device” or “memory reads, 

…clock and other counters, and date” (embedded hardware identifier); (2) “which 

firmware and software codes are installed … and … what particular version or 
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release date of firmware or software are installed …” or “the firmware vendor, 

version number, revision number, revision date, …, and operating system [and] … 

application name, supplier identification, software release number” (unique [or] 

semi-unique software identifier).  Ex-1022, [0031], [0052].  Miller’s “[h]ardware 

minutia values typically cannot change without changing a physical component of 

the computer” which teaches or renders obvious the “embedded hardware 

identifier.”  Ex-1022, [0052].  Miller teaches “user-added hardware” for the reasons 

cited below in dependent claim 13. Ex-1003, ¶156.      

Thus, at a minimum, the Har/Miller authentication server discloses or renders 

obvious this claim.  Ex-1003, ¶157. 

Miller’s minutia details a “device fingerprint” in terms very similar to the ‘989 

definition of device fingerprint.   

Miller  ’989 Patent  

A “computer fingerprint typically uses computer 

minutiae” and Miller’s “computer minutia” are sets 

of “device manufacturer, model number, serial 

number, … the firmware vendor, version number, 

revision number, revision date, …operating system. 

…. application name, … software release number, … 

“A device ‘fingerprint’ 

created from a 

combination of device 

settings, installed 

applications, system or 

application software 
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clock and other counters” and “contact phone 

numbers.”  Ex-1021, [0011], [0052]. 

versions, or contact list 

….”  Ex-1001, 9:31-34. 

Miller’s “sets” of minutia are used to compute the score as detailed in 1.iii.(b), 1.iv.  

Thus, Miller discloses the “device fingerprint” also.  Ex-1003, ¶158.  

m. Claim 13 

The system recited in claim 12 wherein the user-
added hardware identifier is associated with 
geolocation information. 

The ‘939 patent references this claim term obliquely.  Ex-1001, 9:29-31 

(“user-added hardware identifier like an SD Card or geolocation information”).  

Miller’s “minutia may include such information as geo-location from GPS (global 

positioning system) capability of the computing device.”  Ex-1022, [0031]; see also 

Ex-1022, [0040], [0060]. Ex-1003, ¶159. 

PO asserts that this claim is satisfied when “the user-added hardware identifier 

becomes associated with geolocation information because this information is stored 

on the device or about the device.”  Ex-1007, 120-121.  Thus, because Miller stores 

its geo-location information in both the caller device and on the authentication server 

in the minutia database in which the “user-added hardware identifier” (from claim 

12) is stored, it would be obvious (at least under PO’s interpretation) that Miller’s 
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“user-added hardware identifier is associated with geolocation information.”  See 

1.iii, 1.iv, claims 2, 12 (all explaining minutia databases); Ex-1003, ¶160.     

n. Claim 14 

The system recited in claim 12 wherein the device 
fingerprint is determined based at least in part on at 
least one of a set of device settings, a set of installed 
applications, an indication of a software version, 
and a contact list. 

See discussion of “device fingerprint” in claim 12. Ex-1003, ¶161.   

o. Claim 15 

The system recited in claim 12 wherein the user-
added hardware identifier is associated with a 
memory card. 

As detailed in claim 13, PO asserts that a “user-added hardware identifier” “is 

associated” based upon storage on a device.  Miller’s “memory” for devices and 

DKCP includes a wide variety of different media: “E2PROM, FLASH-EPROM, any 

other memory chip or cartridge.”  Ex-1022, [0180].  Har’s memory includes: 

“removable and non-removable media … [and] includes, but is not limited to, 

RAM, ROM, EEPROM, flash memory or other memory technology, CDROM, 

digital versatile disks (DVD) or other optical disk storage, magnetic cassettes, 

magnetic tape, magnetic disk storage or other magnetic storage devices.”   

Ex-1004, [0038].  Given the pervasive types of storage described in Miller and Har 

(particularly “removable”), it would be an obvious implementation that the “user-
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added hardware identifiers” referenced in claim 12 above would be “associated with 

a memory card” by being stored in a memory card on either the caller device or on 

Har’s authentication server.    See also Ex-1004, [0042-0047] (detailing the many 

types of “memory” for Har’s mobile devices). Ex-1003, ¶162. 

Moreover, Miller and Har each disclosure “smartphones” as a caller device.  

Ex-1004, [0001], [0045]; Ex-1022, [0048].  A POSA would understand that it would 

be obvious that such smartphones would include a memory card such as a 

“subscriber identity module” card to store information that would render obvious the 

user-added hardware identifiers.  Given Miller’s teaching of using any computer 

minutia available on the device, it would be obvious that the information from such 

a SIM card would be used as minutia available for Miller’s authentication described 

above.  Ex-1003, ¶163.   

p. Claim 16 

The system recited in claim 1 wherein the one or 
more processors are configured to confirm an 
observed phone number associated with the call. 

As detailed in 1.iii and 1.iv, the Har/Miller System may use both the caller’s 

phone number and the callee’s phone number in the security determination (“an 

observed phone number associated with the call”).  Moreover, as detailed in 1.iii, 

Har describes the ability to use the callee’s phone number to contact the callee to 

solicit a PIN or password to confirm the callee’s authenticity (confirm an observed 
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phone number associated with the call).  Ex-1004, [0019], [0035], [0018].  Ex-1003, 

¶164.   

Miller’s additional authentication includes PIN and/or password verification 

in checking the “minutia” for verification to confirm participants to the call.  Ex-

1022, [0054], [0044].  Furthermore, Miller teaches that, in addition to the normal 

authentication, certain communications may require a PIN verification (consistent 

with Har’s PIN verification).  Ex-1022, [0028-0029], [0073], [0122-0129], Fig. 7, 

[0060] (“user secrets” which includes PIN and password).  These each confirm the 

participants to a communication, such as a call by using the caller or callee 

communication information (such as a phone number). Ex-1003, ¶165. 

Thus, at a minimum, each Har/Miller verification process teaches, or renders 

obvious, the claimed “confirm an observed phone number associated with the call” 

through usage of phone number(s) in authentication as described above.  Ex-1003, 

¶166.  

The “confirm” process in Har and Miller corresponds directly to what the 

applicant told the Examiner corresponded to claim 16.  Claim 16 was prosecution 

claim 18 which the applicant stated was “support[ed]” by “Paragraph [0054].”  Ex-

1002, 0145, 0148.  “Paragraph [0051]” recites a challenge / response process in 

which a server sends a communication to a device and receives a response.  Ex-1002, 

0043, Ex-1001, 10:6-20.  The ’989 patent process for “confirm[ing]” a phone 
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number corresponds directly to the Har and Miller processes above for contacting a 

device and receiving confirmation information, such as a PIN. Ex-1003, ¶167.   

Thus, the Har/Miller System teaches or renders obvious this claim.  Ex-1003, 

¶168.   

q. Claim 17 

The system recited in claim 1 wherein the 
information associated with the call is provided by 
an agent on the calling device. 

The “agent on the calling device” references software, such as an “app” on 

the calling device.  Ex-1001, Figs. 11-15, 5:55-60, 2:48-51.  Ex-1002, 0145-0148.  

As detailed in Section VII.A.3, the Har/Miller System uses apps or “mobile device 

authentication modules” on the device to provide the verification information.  Ex-

1004, Fig. 1; [0021-0024]; Ex-1022, Fig. 1, [0048], [0072].  Ex-1003, ¶169.   

r. Claim 18 

The system recited in claim 1 wherein the 
information associated with the call is provided in 
response to one of a detection of an outgoing 
communication and a prompt to validate 
communication session information. 

Har’s authentication procedure (and subsequent authentication request) may 

be performed in response to detection of the user’s initiation of a voice call.  See 

1.iii, 1.iv.  See also claim 16 (detailed PIN entry used by Har and Miller to “prompt 

to validate communication session information”).  Ex-1003, ¶170. 
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s. Claim 19 

The system recited in claim 1 wherein the score is 
based at least in part on an age of the information 
associated with the calling device. 

The Har/Miller System uses a score based on an age of the information 

associated with the calling device.  See claim 7 (discussion of Miller’s timestamp 

information); claim 10 (discussion of replay attack); Ex-1022, [0055-0056] (“current 

device image”), claims 21-22. Ex-1003, ¶171. 

t. Claim 20 

The system recited in claim 1 wherein the score is 
based at least in part on one or more of feedback 
associated with a particular phone call, an indication 
of a stolen device, an indication of a potential spoof 
attempt, an indication of fraud related to a device, 
or an indication of a verification that was 
subsequently determined to be errant. 

Miller’s heuristically-determined “score” is generated based on many factors 

including “using data from the valid responses DB 130, the SP info and IDs 32 data, 

the event log 12 and the anticipated minutia DB 98….”  Ex-1022, [0105].   

The data modeling, heuristics and permutations 92 process considers 
historical minutia trends and data mining 94 as well as the current 
minutia DB 70, the current anticipated minutia DB 98 and the event log 
12 which may log actions and exchanges performed by the dynamic 
key crypto provider 10 for auditing and heuristic analysis at later times 
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Ex-1022, [0098].  Such “auditing and heuristic analysis” renders obvious that the 

score is based at least in part on “feedback with a particular phone call” and a 

“verification that was subsequently determined to be errant.”  Ex-1003, ¶172.  

It would be at least obvious for Miller’s score be “based at least in part on …  

an indication of a stolen device, an indication of a potential spoof attempt, an 

indication of fraud related to a device” because Miller teaches that the “minutia DB” 

(used for scoring) keeps track of devices that have been “deleted” or “transferred.”  

Ex-1022, [0163].  This tracking allows the device to “be recognized … if the [device] 

performs a new registration … maliciously.”  Ex-1022, [0163]. Ex-1003, ¶173.   

A POSA would recognize that it would be obvious that tracking devices to 

determine “new registration” from a “deleted” device provides an indication of a 

stolen device, spoof attempt or fraud related to that device.  Thus, by tracking the 

deleted devices in a database that is used for the scoring, it is obvious that the “score 

is based at least in part on one” of these indications.  This is particularly obvious 

because Miller’s system is intended to thwart “spoof” attempts.  Ex-1022, [0045], 

[0041], [0033], [0028], [0011].  Ex-1003, ¶174.    

u. Claim 21 

The system recited in claim 1 wherein the score 
comprises a reputation score. 
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The ’989 patent obliquely references a “reputation score of a caller’s device” 

without any clarification of its meaning.  Miller’s “compute score 144 process 

computes a heuristic and probabilistic scoring” using many different factors and 

“calculates a confidence scoring.”  Ex-1022, [0105], [0103].  Miller teaches 

techniques that “uses a complex confidence” to “scor[e] the confidence of a valid 

response based on the minutia” that “yields a higher confidence score, increased 

computer uniqueness, multiple identity factors, and particular minutia isolation” 

which provides a “confidence rating.”  Ex-1022, [0030], [0040]; [0022].  The scoring 

increases “confidence in the computer’s uniqueness.”  Ex-1022, [0034].  See also 

Ex-1022, [0054] (“confidence rating”); [0106] (“higher confidence scoring”), 

[0067] (“increase the confidence of a matched result”), [0100] (“scored against a 

confidence scale”). Ex-1003, ¶175.  

   Miller’s “confidence scoring” system and evaluation discloses a “reputation 

score” because it allows varying levels of confidence to be assessed for the device 

requesting authentication which reflects the device’s “reputation” based upon 

numerous minutia.  Ex-1003, ¶176.    

v. Claim 22 

The system recited in claim 1 wherein the value is 
generated at least in part by the calling device. 
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The “values” identified in element 1.iii are generated in part by the calling 

device.  For example, Miller’s “key” is generated on the device using the 

cryptography function.  Similarly, Har’s device generates the digital signature and 

related encryption.  See 1.iii; Ex-1003, ¶177.   

w. Claim 23 

The system recited in claim 1 wherein the value is 
provided at least in part by an entity different from 
the calling device. 

The Har/Miller System discloses, or renders obvious, this claim because the 

“value is provided at least in part by” a server, such as an authentication server, 

which is “an entity different from the calling device.”  This “providing by” the 

authentication server corresponds to the ‘989 application passages cited to the 

Examiner. Ex-1003, ¶178.   

Claim 23 was prosecution claim 28 which the applicant stated was supported 

by Paragraph [0089].  Ex-1002, 0200, 0195, 0054.  Paragraph [0089] is Ex-1001, 

16:66-17:13.  Paragraph [0089] describes a challenge/response process in which a 

value is provided… by the verification service server to the device (such as a 

“pseudo-random or random number” like a key) and subsequently the “device … in 

reply, sends a message that makes a reference to at least a portion of the message 

sent by the verification services provider.”  Ex-1001, 17:14-17; Ex-1003, ¶179.   
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Har’s “authentication request,” including its encryption / signature includes 

values provided by an “entity different from the calling device.”  For example, it 

would be at least obvious that Har’s “keys” used for encryption and signing would 

be provided to the device by a different entity – such as a “trusted third party server” 

that is “part of a public key infrastructure (PKI).”  Ex-1004, Abstract, [0016], [0021].  

A POSA would understand that both private keys and public keys would be provided 

by such a trusted server in an asymmetric methodology.  Similarly, in Har’s 

embodiment using a “symmetric” key system, it would be obvious that the server 

provides the “symmetric” key to the device for use in the encryption and signature 

process.  Ex-1003, ¶180.      

Miller describes a challenge/response sequence similar to that cited to the 

Examiner for this claim.  As detailed in 1.iii and 1.iv, Miller’s DKCP provides 

identification of specific minutia to the device and the device’s response includes 

that minutia (perhaps in its hashed form).  Ex-1022, [0058-0067]; Figs. 2A/2B.  For 

example, the hashed response might be “Resp172.”  Ex-1022, [0066]; Ex-1003, 

¶181.   

It would be obvious that the DKCP previously “provided” the possible hashed 

responses to the devices for the devices to subsequently used.  Moreover, the 

“hashed” values include a random-number component which is provided by a 

different entity.  Ex-1022, [0062] (“The indexes are then combined with a random 
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number using an algorithm defined for each service provider (as described in FIG. 

3, specifically the SP info and IDs 32 database)”); [0063] (“combining the indexes 

with … a random number”); [0071-0074] (describing how the app is provided by the 

service provider with  “unique system encryption keys, unique look up table routines 

and orderings, different hashing methods for combining minutia values”).  It is at 

least obvious that Miller’s hashed and/or encrypted “value is provided at least in 

part by” the service provider and/or the DKCP in providing the cryptographic 

materials (including keys) to the device which become a component of the hashed 

and/or encrypted value returned to the DKCP.  Ex-1003, ¶182.  

Finally, the ’989 patent identifies that the value received by the server may be 

“directly from the device” or “received via another entity (e.g., the entity that was 

called…”).  Ex-1001, 17:18-21.  In such indirect communication, the “value is 

provided … by” the entity in the indirect communication.  Miller discloses the same 

indirectly providing the response values from the device to the server.  Ex-1022, 

[0065] (“communicate the response …indirectly via the service provider.”).  This is 

a separate teaching corresponding to this claim.  Ex-1003, ¶183.      

x. Claim 24 

The system recited in claim 1 wherein the value 
comprises at least one of an authentication code, a 
counter value, a pseudo-random number, a number 
specific to a particular session, or a number specific 
to the calling device. 
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The “values” identified in element 1.iii are authentication codes, pseudo-

random numbers and numbers specific to the calling device.  During prosecution, 

the applicant cited to paragraphs [0046] and [0089] of the application as support for 

this claim.  Ex-1002, 0195, 0200.  Paragraph [0046] teaches “value that may be 

pseudo-randomly generated, for example, using a key that is stored on the device.”  

Ex-1002, 0041; Ex-1001, 8:48-52. Ex-1003, ¶184.   

Har’s authentication request as encrypted and the associated “digital 

signature” are each “value(s) … pseudo-randomly generated, for example, using a 

key that is stored on the device” (the authentication server’s public key and the caller 

private key).  Thus, each meets this claim.  Similarly, Miller’s “key” is generated on 

the device using the cryptography function and corresponds to a “pseudo-random 

number.”   Ex-1003, ¶185.  See 1.iii.(a).   

Miller’s minutia (hashed/unhashed and optionally encrypted) is a unique 

value for authentication (authentication code) and a number specific to the calling 

device to provide device uniqueness.  Similarly, Har’s digital signature and 

encryption is a value that is an authentication code and a number specific to the 

calling device (that can be unlocked only using the calling device’s public key).  See 

1.iii.  Ex-1003, ¶186. 



U.S. Patent 11,005,989 
IPR2025-00362 

 

 75 

y. Claim 25 

The system recited in claim 1 wherein the security 
determination is performed based at least in part on 
evaluate of the score against a threshold score. 

Miller “evaluate[s] the score against a threshold score” (or multiple 

thresholds).  Ex-1022, [0111-0120], [0104], Figs. 6A/6B.  Ex-1003, ¶187.  See 

1.iii.(b) and 1.iv. 

z. Claim 26 

The system recited in claim 1 wherein the score is 
based at least in part on an age of a timestamp. 

The Har/Miller System discloses, or renders obvious, this limitation for the 

reasons discussed for Claims 7, 10 and 19. Ex-1003, ¶188. 

aa. Claims 27 and 28.  

Claims 27 and 28 are the method and computer program product claims 

corresponding to claim 1 and invalid for the same reasons.  Har and Miller each 

disclose that their functionality is embedded in non-transitory computer readable 

storage medium and comprises computer instructions.  Ex-1004, [0038], [0043], 

claims 14-20; Ex-1022, [0179-0181], claims 30-34. Ex-1003, ¶189. 

The following table identifies the analysis in claim 1 that corresponds to each 

element of claims 27 and 28 according to the Claim Elements Table, supra. 

Claim 27, 28 Claim 1 
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27.i, 28.i 1.i 

27.ii, 28.ii 1.iii 

27.iii, 28.iii 1.iv 

27.iv, 28.iv 1.v 

Ex-1003, ¶190. 

VIII. THE BOARD SHOULD NOT INSTITUTION UNDER FINTIV 

In Apple Inc. v. Fintiv, Inc., the Board set forth six non-dispositive factors to 

guide whether efficiency, fairness, and the merits support the exercise of authority 

to deny institution in view of an earlier trial date in the parallel proceeding. On June 

21, 2022, the Director issued interim procedure regarding application of Fintiv 

factors (Interim Guidance) stating that “the PTAB will not deny institution of an IPR 

or PGR under Fintiv [] when a petition presents compelling evidence of 

unpatentability.”  USPTO Memorandum, Interim Procedure for Discretionary 

Denials in AIA PostGrant Proceedings with Parallel District Court Litigation (June 

21, 2022), at 9.   

Here, the Petition is particularly strong and presents compelling evidence of 

the Challenged Claims’ unpatentability.  Specifically, the Petition explains how the 

prior art renders the Challenged Claims obvious – including by explicit teaching of 

the elements that purported to provide novelty during prosecution.  The evidence 

presented, if unrebutted in trial, would plainly lead to a conclusion that one or more 
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claims are unpatentable.  Thus, under the Interim Guidance, the Board should not 

deny institution.   

Likewise, the Board’s decision in Sotera Wireless, Inc. v. Masimo Corp., 

IPR2020-01019, Paper 12 (Dec. 1, 2020) (precedential as to § II.A) instructs that a 

holistic view of the remaining Fintiv factors also weighs in favor of institution.   

Factor 1 is neutral because no request for stay has been filed in the District 

Court Litigation (§VIII.B).  Sand Revolution II LLC v. Continental Intermodal 

Group – Trucking LLC, IPR2019-01393, Paper 24 at 7 (June 16, 2020) 

(informative).   

Under factor 2, the earliest scheduled trial date has been set for October 20, 

2025. Further, a Final Written Decision in this matter is expected in or around July, 

2026.  Because much can change in trial schedules, the current trial date does not 

support denial. Dish Network v. Broadband iTV, IPR2020-01280, Paper 17 at 16 

(PTAB Feb. 4, 2021).   

Factor 3 favors institution.  The co-pending litigation is in its early stages, and 

the investment in it has been minimal.  The parties will not begin claim construction 

briefing until February 28, 2025. EX-1008, at 6.  The Markman hearing is not until 

April 30, 2025. EX-1008, at 6.  Fact discovery closes in May 9, 2025, and expert 

discovery closes in July 3, 2025. EX-1008, at 5; see PEAG LLC v. Varta 

Microbattery GMBH, IPR2020-01214, Paper 8 at 17 (Jan. 6, 2021).  
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Under factor 4, there will not be any overlap in the issues raised in the IPR 

and in the co-pending litigation. If the Board institutes IPR, Petitioners stipulate to 

not raising in the Related litigations any grounds using the same combination of 

references herein.  Furthermore, although Petitioners challenge here all claims 

asserted in the co-pending litigation, PO asserts 70 claims from three patents in 

Related Litigations (Ex-1016 at 3) – an amount far exceeding the number of claims 

that the district court will allow at trial. See https://txed.uscourts.gov/?q=model-

order-focusing-patent-claims-and-prior-art-reduce-costs. Given that the PO will 

likely be limited to only five claims from the ’989 Patent (at most), it is highly 

unlikely the district court addresses all Challenged Claims. 

Under factor 5, while Petitioners are defendants in District Court, nothing 

within Fintiv suggests that the same parties between the proceedings weighs in favor 

of discretionary denial. See HP Inc. v. Slingshot Printing LLC, IPR2020-01084, 

Paper 13 at 9 (Jan. 14, 2021). 

Under factor 6, other circumstances weigh in favor of institution.  The Petition 

demonstrates compelling merits of invalidity.  Har teaches the “conveying” aspect 

allegedly missing during prosecution and, as detailed above, Har and Miller heavily 

overlap, and mirror, the specific passages in the ’989 patent cited for claim support 

during prosecution. The Examiner would not have allowed the application over the 

prior art relied upon herein. 

https://txed.uscourts.gov/?q=model-order-focusing-patent-claims-and-prior-art-reduce-costs
https://txed.uscourts.gov/?q=model-order-focusing-patent-claims-and-prior-art-reduce-costs
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When viewed holistically, the timing of the present Petition is reasonable, 

there has been relatively limited investment in the EDTX litigations, and there is 

likely to be minimal overlap between the present IPR and the parallel litigations. 

Further, coupling these Fintiv considerations with compelling evidence of 

unpatentability presented herein, the efficiency and integrity of the IPR process is 

best served by instituting review. 

IX. MANDATORY NOTICES UNDER 37 C.F.R. §42.8 

A. Real Parties-In-Interest Under 37 C.F.R. § 42.8(b)(1) 

Petitioners are AT&T Services Inc., Cellco Partnership D/B/A Verizon 

Wireless, and Nokia Of America Corporation and are the real parties-in-interest.  

Furthermore, Petitioners identify Microsoft Corporation, AT&T Mobility II LLC, 

AT&T Enterprises, LLC f/k/a AT&T Corp., AT&T Mobility LLC, Verizon Business 

Network Services LLC f/k/a Verizon Business Network Services, Inc., TracFone 

Wireless, Inc. and Verizon Corporate Services Group Inc. as a real-party-in-interest. 

 Out of an abundance of caution, Petitioners identify all current defendants in 

the below identified cases as potential real parties in interest only for the purpose of 

this proceeding and only to the extent that Patent Owner contends that these separate 

legal entities should be named real parties in interest in this IPR. Petitioners do so to 

avoid the potential expenditure of resources to resolve such a challenge. Petitioners 

also acknowledge that each petitioner has a number of affiliates. No unnamed entity 



U.S. Patent 11,005,989 
IPR2025-00362 

 

 80 

is funding, controlling, or otherwise has an opportunity to control or direct this 

Petition or Petitioners’ participation in any resulting IPR. Petitioners are also not 

aware of any affiliate that would be barred from filing this Petition under 35 U.S.C. 

§ 315(e). 

B. Related Matters Under 37 C.F.R. § 42.8(b)(2) 

The ’989 Patent is asserted against Petitioners in RightQuestion, LLC v. 

Cellco, Verizon Business Network Services LLC et al., No. 2:24-cv-00091 (E.D. 

Tex.) filed February 9, 2024 and served February 12, 2024 and RightQuestion, LLC 

v. AT&T Inc. et al, 2:24-cv-00094 (E.D. Tex.) filed February 12, 2024 and served 

February 13, 2024. 

To Petitioners’ knowledge, as of the date of this filing, the ’989 Patent was 

not involved in any additional cases that may be affected by a decision in this 

proceeding. 

C. Lead and Back-Up Counsel Under 37 C.F.R. § 42.8(b)(3) 

LEAD COUNSEL BACK-UP COUNSEL 

Kevin Anderson 
Reg. No. 43,471 
KPAnderson@duanemorris.com  
DUANE MORRIS LLP 
901 New York Avenue, NW,  
Ste. 700 East  
Washington, D.C. 20004 
P: (202) 776-5213 
F: (202) 776-7801 

Glenn D. Richeson 
Reg. No. 73,780 
GDRicheson@duanemorris.com 
DUANE MORRIS LLP 
1075 Peachtree Street NE,  
Suite 1700  
Atlanta, GA 30309-3929 
P: (404) 253-6998 
F: (404) 759-2703 

mailto:KPAnderson@duanemorris.com
mailto:GDRicheson@duanemorris.com
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Brian H. Pandya 
Reg. No. 60,991 
BHPandya@duanemorris.com 
DUANE MORRIS LLP 
901 New York Avenue, NW,  
Ste. 700 East  
Washington, D.C. 20004 
P: (202) 776-7807 
F: (202) 776-7801 
 

 

D. Service Information Under 37 C.F.R. § 42.8(b)(4) 

Service via hand-delivery may be made at the postal mailing address of either 

lead or back-up counsel.  Petitioners consent to service by e-mail at the addresses 

listed above. 

X. CONCLUSION 

Petitioners request the Board institute IPR and cancel all Challenged Claims. 

Respectfully submitted, 
 
/Kevin P. Anderson/  
Kevin P. Anderson, USPTO Reg. No. 43,471 
kpanderson@duanemorris.com 
 

ATTORNEY FOR PETITIONERS 
February 10, 2025

mailto:BHPandya@duanemorris.com
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CERTIFICATION OF SERVICE ON PATENT OWNER  

Pursuant to 37 C.F.R. §§ 42.6(e), 42.8(b)(4) and 42.105, the undersigned 

certifies that on the 10th of February, 2025, a complete and entire copy of this 

Petition for Inter Partes Review of U.S. Patent No. 11,005,989 and all supporting 

exhibits were served by electronic means by agreement with Patent Owner to: 

34060 - MICHAEL N. HAYNES 
P.O. Box 460 
RUCKERSVILLE, VA 22968 
UNITED STATES 
 

Service copies are also being sent via email to litigation counsel of record:  
Robert F. Kramer 
CA Bar No. 181706 (Admitted E.D. Texas) 
rkramer@krameralberti.com 
David Alberti 
CA Bar No. 220265 (Admitted E.D. Texas) 
dalberti@krameralberti.com 
Sal Lim 
CA Bar No. 211836 (Admitted E.D. Texas) 
slim@krameralberti.com 
Russell S. Tonkovich 
CA Bar No. 233280 (Admitted E.D. Texas) 
rtonkovich@krameralberti.com 
Robert Mattson (pro hac vice) 
Virginia Bar No. 43568 
rmattson@krameralberti.com 
Michele Woodruff Lyons 
CA Bar No. 234891 (pro hac vice) 
mlyons@krameralberti.com 
Jeremiah A. Armstrong 
CA Bar No. 253705 (pro hac vice) 
jarmstrong@krameralberti.com 
KRAMER ALBERTI LIM 
& TONKOVICH LLP 
577 Airport Blvd., Suite 250 
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Burlingame, CA 94010 
Telephone: (650) 825-4300 
Facsimile: (650) 460-8443 
 
Nicole Glauser 
Texas State Bar No. 24050694 
nglauser@krameralberti.com 
KRAMER ALBERTI LIM 
& TONKOVICH LLP 
500 W 2nd Street, Suite 1900 
Austin, Texas 78701 
Telephone: (737) 256-7784 
Facsimile: (650) 460-8443 
 
Andrea Fair  
andrea@wsfirm.com  
Ward, Smith & Hill, PLLC  
1507 Bill Owens Parkway  
Longview, TX 75604  
(903) 757-6400  
(903) 757-2323  
 

 

/Kevin P. Anderson/  
Kevin P. Anderson, Reg. No. 43,471 
901 New York Avenue, N.W. 
Suite 700 East 
Washington, D.C. 20001 
P: (202) 776-7800 
F: (202) 776-7801 
kpanderson@duanemorris.com 
 
ATTORNEY FOR PETITIONERS 
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CERTIFICATE OF COMPLIANCE 

 Pursuant to 37 C.F.R. § 42.24 et seq., the undersigned certifies that this 

document complies with the type-volume limitations. This document contains 

13,848 words as calculated by the “Word Count” feature of Microsoft Word 2010, 

the word processing program used to create it. 

 

Dated:  February 10, 2025     By: Kevin P. Anderson 
       Kevin P. Anderson 
       Reg. No. 43,471 
       Duane Morris LLP 
       901 New York Avenue, N.W., 

Suite 700 East 
       Washington D.C., 20001 
       P: (202) 776-7800 
       F: (202) 776-7801 
       kpanderson@duanemorris.com 
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