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These are additional Parameters Call Direction Response API (CR 245)
callinfoLocation

callinfoPurpose

callinfoType

callinfoConfidence

callinfoSource

callinfoOrigin

AT&T Account Services

CTN (including AT&T/FN/Cricket customers)
Service tier (like Basic vs. Advanced)
Service Tags:

e FirstNet

e CRU

e« COU

e Customers who have rate-plan-included Advanced service.
e Cricket

¢ Prepaid

e Wireless Home Phone

ActiveArmor Application Data

TN from Device Address Book - Hashed (shared only with explicit subscriber consent)
Device OS

ActiveArmor Version Information

See, e.g., ATT-RQ 0000045 showing that Hiya provides at least one of 4 responses — namely, “Call
Continues,” “Call Continues with Warning Label”, “Call Blocked” or “Call Routes to Voicemail”
(e.g., whether or not the call should be connected or blocked).
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AT&T Active Armor (Call Protect) — High Level Architecture
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As another example, Enterprise Caller Scoring is a score generated for the calling device that indicates
the validity of a phone number. See, e.g., Enterprise Caller Scoring - Stop spammers no matter what
phone numbers they use, Hiya Protect, RQ-ATT0000286-RQ-ATT0000291
(https://www.hiya.com/products/enterprise-caller-scoring):
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How it Works

Enterprise Caller Scoring is a new layer of Hiya's Adaptive
Al that stops number rotation — the practice of switching
phone numbers to avoid spam detection — from being
effective on mobile networks.

Like a credit agency for enterprise callers, Enterprise Caller
Scoring assesses incoming calls based on the calling
enterprise’s history across all the numbers they own. It can
identify the calling enterprise’s reputation for more than
150 million enterprise phone numbers in the US — even
phone numbers that haven't yet built a calling history. An
enterprise’s reputation continuously evolves based on
behavior and is automatically recognized across all their
numbers.

See also https://blog.hiya.com/how-hiyas-proprietary-adaptive-ai-stops-phone-spam.

As another example, Accused Instrumentalities perform a security determination based at least in
part on the SIP Identity header. The SIP Identity header is based at least in part on the score generated
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for the calling device, and at least in part by verifying the value included in the information pertaining
to the call initiated by the calling device. See, e.g., RQ0001970 (https://sti-ga.atis.org/resources/).

As one example, the Accused Instrumentalities perform a security determination based at least in
part on a public certificate, which is verifying the value comprised in the SIP Identity header
included in the information pertaining to the call initiated by the calling device. As one example, the
value is the Personal Assertation Token (PASSporT).

[The verifier validates that the PASSporT teken-provided in the Identity header of the INVITE includes all of the
baseline claims, as well as the SHAKEN extension claims. The verifier shall also follow the drafi-ietf-sti
Hed474bisRFC 8224-defined verification procedures to check the corresponding date, originating identity (i.e., the
originating telephone number) and destination identities (i.e., the terminating telephone numbers), with the
restrictions specified in this section.

As one example, the Accused Instrumentalities perform a security determination based at least in
part on the attestation level. The attestation level is based at least in part on the score generated for
the calling device and at least in part by verifying the value included in the information pertaining to
the call initiated by the calling device. See, e.g., RQ0001970 (https://sti-ga.atis.org/resources/).

Use of standardized cryptographic digital signatures to validate the originator of a signed identity can provide a
verifiable mechanism to identify the authorized originator of a call into the VolP network with non-repudiation.
Further, the use of an assigned attestation indicator and a unique origination identifier depending on how and
where the call is originated in the VolP network represents the originating signer’s ability to vouch for the accuracy
of the source of origin of the call. For example, if the service provider has an authenticated direct relationship with
the origination of the call, this attestation is categorized differently than calls that are originated from different
networks or gateways that the service provider may have received from an unauthenticated network or that are

3

ATIS-1000074-E -- SIP Forum TWG-10-E

unsigned. Verifiers of signatures will use these attestations| as information to provide trace back mechanisms, as
well as information to feed into any call spam identification solution enabled on behalf of their customer.
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5.2.2 PASSporT Extension “shaken”

The base PASSporT set of claims cover the assertion of the originating telephone number along with date and
destination telephone numbers to avoid replay attacks using valid Identity header fields. draft-ietf-stir-passport-

shaken definesThis-section-will-detail-a-specific the "shaken" extension to the-PASSporT to cover the following
requirements of SHAKEN. The SHAKEN-"shaken” extension to PASSporT shall be implemented with all
extension claims as part of the signed PASSporT-&ek-en

1. The ability to provide an attestation indicator for the context of how the call was originated.

2. The ability to provide a unique originating identifier, as described in Section 5.2.4; that can serve as an
opaque indication of where |n the o rlgmatmg serwce provider's network the call was orlglnated -T-h&s

The PASSporT “shaken” extension shall include both an attestation indicator (“attest”), as described in section
5.2.3 and an origination identifier (“origid”) as described in section 5.2.4. The SHAKEN PASSporT teken-would
have the form given in the example below:

As another example, intra-network calls may be treated differently from inter-network calls. The
attestation level of a call may be included within a verstat (verification indicator) tag, or other header.
See e.g., ATT-RQ-466, 467.
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(ATT terminated)

Inter-Network SHAKEN Flows

certificate from orig

Tarm Pioe Service Provider

Certificate
Management

To Analytics Verification

(Call Protect}

1. Signed callis received fromanoriginatingcarrier that supports SHAKEN. TerminatingS-CSCF detects the
received |dentity header andsends the call the VRF.

2. The VRFformulatesthe HTTP verificationrequestand sends the request to the Verification Server.

3. The verification results arereturned and signaled inthe “verstat” parameter (contained in PAl /From
headers).

4. Verstatisusedby analytics (e.g. Call Protect) asaninput to reputationscoring.

5. Verstatisconditionallypassed to terminating VoLTE UE and UE uses this informationto influence the
calling number/name display information. For CVol P, term CTS modifies the Calling Number to include
SHAKEN verificationresults.

AT&T Proprietary and Confidential
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Verification 5
results (verstat) Shgntical
sign1ed -
VoLTE/CVolP g
1 BGCF
<+—] ASBC [4— $-CSCF (Core) [— TF - I-SBC [—
Verstat / @ f from Orig Service
conditionally Provider
passed to VolTE C]S Fetch public
UEs P—

A-SBC: Access Session Border Controller
I-SBC: Interworking Session Border Controller
CTs: Call Telephony Server

VRF: Verification Request Function

BGCF: Breakout Gateway Control Function

TF : Transit Function

S-CSCF: Serving Call Session Control Function

S

ATT-RQ_0000466

This and i tained therein is not for use or disclosure outside of AT&T
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Intra-AT&T SHAKEN Flows

Adds:

*  Full Attestation

* Ongid (for traceback)

*  Verstat=TN-Vaiidation -Passed To Analytics
(Used for intra-ATT calls) {Call Protect)

Term Proc
Varification / Verstat
results signaled CTS @ conditionally

passed to VolTE
UEs
@ @ VolLTE/CVolP

Tagging

Orig Proc

VollE/CVolP
< S-CSCF
—»| ASBC [—— S-CSCF (orig) — |-CSCF dom)  |AseC—>
A-SBC: Access Session Border Controller
1. After originating processing is completed, CVolP NoLTE calls will be “tagged”. CTS: Call Telephony Server
*  Tagging adds verstat parameter to emulate a call that was verified successfully. This is used for |-CSCF: Interrogating Call Session Control Function
intra-network (ATT to ATT) calls. S-CSCF: Serving Call Session Control Function

ntra-ATT callsarenot “signed”
2. The emulated verificationresult (verstat) is passed to CTS.
3. Verstatisusedbyanalytics (e.g. Call Protect) asaninputto reputationscoring.
4. \Verstatisconditionallypassed to terminating VoLTE UE and UE uses this informationto influence the
calling number/name display information. For CVolP, term CTS modifies the Calling Number to incdlude
SHAKEN verificationresults.

(©

AT&T Proprietary and Confidentia
This document and information contained therein is not for use or disclosure outside of AT&T
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An analysis of proprietary backend systems and/or source code may be necessary to fully and
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such
information is made available to Plaintiff.

28[c] based at least in part on the
security determination,
performing at least one of
conveying an assurance to a
callee associated with the call or
conveying a failure to confirm to

the callee associated with the call.

The Accused Instrumentalities comprise computer instruction for, based at least in part on the
security determination, performing at least one of conveying an assurance to a callee associated with
the call or conveying a failure to confirm to the callee associated with the call.

See, e.g., ATT-RQ 0000045 (Hiya provides at least one of four responses — namely, “Call
Continues,” “Call Continues with Warning Label”, “Call Blocked” or “Call Routes to Voicemail”
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(e.g., whether or not the call has an assurance or a failure of an assurance)):

AT&T Active Armor (Call Protect) — High Level Architecture
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As one example, based at least in part on the security determination, the Accused Instrumentalities
convey an assurance to a callee associated with the call, including but not limited to conveying a
green check, “valid number,” or “[V]”, brand logos, contact/caller name, and/or otherwise providing
call logs, reports, or other indications reflecting confirmation.

See, e.g., RQ-ATT0000024-RQ-ATT0000026
(https://about.att.com/story/2019/call_validation_displays.html).
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Samsung Galaxy S10, Galaxy S10+, LG V40 ThinQ and AT&T Digital Home
Phone Service Can Now Show That a Call Is Authenticated

AT&T* has turned on its first phone displays that let you know an incoming
callis really from the number appearing on Caller ID. This fights against
“spoofing” of phone numbers - a trick used by many illegal robocallers.

Most AT&T customers with a Samsung Galaxy 510, Galaxy S10+ and LG V40
ThinQ™ will see a special display when an incoming call has been
authenticated. They will see a green checkmark and the words, “Valid
Number”

Consumers with AT&T Phone digital home phone service also can activate
the feature. It will give them a “[V]” for valid number.

Phone service providers have jointly developed a technology — the
SHAKEN/STIR standards — to digitally validate calls. This won't solve the
problem of unwanted robocalls by itself. But it can give consumers greater
confidence and control over the calls they answer.

“This is another step to tame annoying, unwanted robocalls,” said Kevin
Petersen, AT&T senior vice president, Postpaid Wireless Products. “In the
coming year, we'll continue to take more steps and put more pressure on
the bad guys”

AT&T is rolling out its SHAKEN/STIR display as part of its AT&T Call Protect
service, which is being added at no charge to millions of mobility consumer
lines. AT&T Call Protect blocks or labels suspected illegal and unwanted
robocalls.
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This strategy will give a multiplier effect to call protection: A “valid number” on an
AT&T device means the incoming call has been authenticated by SHAKEN/STIR
and passed through AT&T Call Protect screening.

Here are some other key points:

- A call that shows “valid number” has been verified and can increase your trust
level. But a call without the label may still be a legitimate call. More calls will be
marked with “valid number” over time, as more network providers implement
SHAKEN/STIR and link to each other.

- AT&T has rolled out AT&T Call Protect automatically to many Samsung Galaxy
S10, Galaxy S10+ and LG V40 ThinQ users. Others are on the way soon.1If
you're not seeing call validation on those devices when you accept their latest
software update, you don’t have to wait. You can download the AT&T Call
Protect app, or turn on the service from your account settings in myAT&T.

- AT&T Phone digital home phone users can opt-in to get AT&T Digital Phone
Call Protect and call validation. Just go to your account settings on myAT&T
and turn it on.

- Validation displays will be added to more mobile devices in the new year.

- Finally, a “valid number” display helps fight against bad guys, but it can never
guarantee an individual caller is a good guy. Consumers should always use
their best judgement when answering calls from strangers.

See, eg., RQ-ATT0000137-RQ-ATT0000138 (https://www.att.com/support/article/u-verse-
voice/KM1235421/):
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Digital Phone Call Protect features

Here's what you get with Digital Phone Call Protect™

e Call validation: Soon you'll see a [V] on your caller ID for some calls. This means we've confirmed that the call
originated from the phone registered to that number. (Remember to still be cautious when answering a call from an
unknown number.)

e Automatic fraud blocking: Each potential fraud call gives the caller a busy signal, and the call won't go through. You
can toggle this feature on or off.

e Call blocking: If you have a specific number you want to block, press *61 after the unwanted call to block that
number.

e Calllog: You can see detailed call log info.

e Suspected spam call warning: Your caller ID will show Suspected Spam and a type (Political, Nonprofit,

Telemarketer, Survey, or Robocaller).

See also ATTO0000088-RQ-ATT0000090 (https://www.idropnews.com/news/fast-tech/att-will-
warn-you-of-incoming-robocalls-but-not-on-iphone/125657/):

It's worth noting that AT&T also offers call verification for iPhone users, but it won't
show up when the call is coming in.

¢ To see if a number is verified on iPhone, you'll need to check your call log in the
Phone app under Recents.

¢ Verified unknown calls will have a checkmark next to them on recent versions

of i0S. This clunky method is likely to change in the future, however.

See, e.g., RQ-ATT0000091-RQ-ATT0000094 (https://www.cnet.com/tech/mobile/at-t-adopts-new-
robocall-fighting-tool-that-adds-logo-images-to-caller-id/):
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Incoming call

TransUnion

2

Valid number

Send message

An example of a company logo that appears
when a carrier uses Branded Call Display to
authenticate a call.

As another example, based at least in part on the security determination, the Accused
Instrumentalities convey or are configured to convey a failure to confirm to the callee the identity
of the caller, including but not limited to providing, showing, alerting, labeling, or otherwise
indicating potential fraud/spam indicators, “unknown caller” indicators, call logs or other reports,
or any other indication of failure to confirm, and/or by not showing, alerting, labeling, or otherwise
indicating “valid,” a green checkmark, “[V], and/or any other indication of confirmation.

-247-

EX-1007
AT&T SERVICES INC., CELLCO PARTNERSHIP D/B/A VERIZON WIRELESS,
AND NOKIA OF AMERICA CORPORATION v RIGHTQUESTION, LLC




RESTRICTED — OUTSIDE ATTORNEYS’ EYES ONLY

See, e.g., RQ-ATTO0000095-RQ-ATTO0000098 (https://forums.att.com/conversations/account-
features/blocking-unknown-numbers/63b33783c1¢c54d548b8bbeSb).

Hey, rehjaeger! The AT&T ActiveArmor application allows you to flag, send to voicemail, and block nuisance & fraud risk calls. You can also send
unknown callers to voicemail.

To find these settings, you'll open up the AT&T ActiveArmor app then click on the phone icon named Calls. After, you'll scroll down until you see
Network Call Preferences. From there, select the drop down arrow listed near Unknown callers and click send to voicemail. Keep in mind, you can
only see these settings while connected to your cellular data.

To answer you question you can't personally block all unknown callers but you can automatically forward them to your voicemail.

We hope we've answered your question! Please let us know if you have additional inquiries!

Jonye, AT&T Community Specialist

See, e.g., RQ-ATT0000046-RQ-ATT0000048 (https://about.att.com/blogs/2023/activearmor-text-
blocking.html).

- We block all the fraud calls we can find. And we label suspected spam calls so you
can choose to answer or not. We do this for every customer on our network — more
than a billion blocked or labeled calls a month.

See, e.g., RQ-ATT0000051-RQ-ATTO0000053 (https://about.att.com/story/2019/att_tmo_call-
authentication.html):
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AT&T* and T-Mobile today began rollout of cross-network call
authentication based on SHAKEN/STIR standards - another big step
toward protecting consumers from unwanted robocalls.

SHAKEN/STIR technology lets consumers know that an incoming call is
really coming from the number listed on the caller ID display - not a
spoofed robocall or scammer. While authentication won't solve the
problem of unwanted robocalls by itself, it is a key step toward giving
customers greater confidence and control over the calls they answer.

For example, a call that is illegally “spoofed” — or shows a faked number -
will fail the SHAKEN/STIR Caller ID verification and will not be marked as
verified. By contrast, verification will confirm that a call is really coming
from the identified number or entity. More calls will be verified over time
as more device providers participate, and as more network providers
implement the standards.

The FCC has recommended SHAKEN/STIR standards to digitally validate
phone calls. The acronym stands for Signature-based Handling of
Asserted Information Using toKENs (SHAKEN) and the Secure Telephone
Identity Revisited (STIR).

For more information on all the ways AT&T is protecting customers, visit
https://about.att.com/story/2019/att_call_protect.html and
https://att.com/CyberAware.
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See also RQO001970 (https://sti-ga.atis.org/resources/):

The terminating network conveys the verification result to the called user by including a “verstat” parameter in the
From and/or P-Asserted-ldentity header fields of the INVITE request sent to the called endpoint device, as
defined in [TS 24.229].

o Call Validation Treatment (CVT) - This is a logical function that could be an application server function or
a third party application for applying anti-spoofing mitigation techniques once the signature is positively or
negatively verified. The CVT can also provide information in its response that indicates how the results of
the verification should be displayed to the called user.

As another example, intra-network calls may be treated differently from inter-network calls. The
attestation level of a call may be included within a verstat (verification indicator) tag, or other header.
See e.g., ATT-RQ-466, 467.
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(ATT terminated)

Inter-Network SHAKEN Flows

certificate from orig

o Piog Service Provider

Certificate
Management

To Analytics Verification

(Call Protect}

1. Signedcallis received fromanoriginatingcarrier that supports SHAKEN. TerminatingS-CSCF detects the
received |dentity header andsends the call the VRF.

2. The VRFformulatesthe HTTP verificationrequestand sends the request to the Verification Server.

3. Theverification results arereturned and signaled inthe “verstat” parameter (contained in PAI /From
headers).

4. Verstatisusedby analytics (e.g. Call Protect) asaninput to reputationscoring.

5. Verstatisconditionallypassed to terminating VoLTE UE and UE uses this informationto influence the
calling number/name display information. For CVol P, term CTS modifies the Calling Number to include
SHAKEN verificationresults.

AT&T Proprietary and Confidential
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Verification 5
results (verstat) Signed Call
sisn1ed
VoLIE/CVolP Routing
1 BGCF
+—] ASBC [—— $-CSCF (Core) o — TF *—] |-SBC —
Verstat / @ / from Orig Service
conditionally Provider
passed to VolTE C]S Fetch public
UEs —

A-SBC: Access Session Border Controller

CTS: Call Telephony Server

VRF: Verification Request Function

BGCF: Breakout Gateway Control Function
TF : Transit Function

I-SBC: Interworking Session Border Controller

S-CSCF: Serving Call Session Control Function

This and i therein is not for use or disclosure outside of AT&T

=

ATT-RQ_0000466
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Intra-AT&TSHAKEN Flows

Adds:

*+  Full Attestation

+  Orgid (for traceback)

*  Verstat=TN-Vaiidation-Passed
(Used for intra-ATT calls)

Tagging To Analytics

{Call Protect)

Orig Proc Term Proc
Verification

results signaled

lo

CTS@
@/

VolTE/CVolP

Verstat

conditionally
passed to VolTE
UEs

VolTE/CVolP

ASBC S-CSCF

S-CSCF (ofig) L » |cscr

—

l

{term)

ASBC

l

A-SBC: Access Session Border Controller
1. After originating processing is completed, CVolP NoLTE calls will be “tagged”. CTS: Call Telephony Server
*  Tagging adds verstat parameter to emulate a call that was verified successfully. This is used for I-CSCF: Interrogating Call Session Control Function
intra-network (ATT to ATT) calls. S-CSCF: Serving Call Session Contral Function
Intra-ATT callsarenot “signed”
2. The emulated verificationresult (verstat) is passed to CTS.
3. Verstatisusedbyanalytics (e.g.Call Protect) asaninputto reputationscoring.
4. Verstatisconditionallypassed to terminating VoLTE UE and UE uses this informationto influence the

calling number/name display information. For CVolP, term CTS modifies the Calling Number to indlude
SHAKEN verificationresults.
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ATT-RQ_0000467

An analysis of proprietary backend systems and/or source code may be necessary to fully and
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such

information is made available to Plaintiff.
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