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Fig. 1. Our Wi-Fi experimental testbed (MN-assisted localization)—all the training locations are marked as shaded points.

to snoop all the 802.11 packets from the air. Later on, we ran
some scripting programs on the tcpdump’s actual output to
retrieve the required RSS information from our desired APs.
In the case of Bluetooth, we log onto the mini PCs using
Secure Shell (SSH) and make the APs issue Bluetooth
inquiries which the mobile device responds to. The Blue-
tooth signal strength information retrieval program is
written utilizing the HCI API of BlueZ [34] protocol stack.
In each case (Bluetooth or Wi-Fi), the packet information is
transferred to our central server’s database from the APs
(i.e., mini PCs) or the MN. The central server is also

responsible for calculating the location during the testing
phase. Our signal strength collection programs are invoked
externally from the Java program when we click on the
locations to be trained on the map. Note that, our Bluetooth
adapters provide the absolute RSS values of the inquiry
response packets, rather than the RSSI values as stipulated
by the Bluetooth Core specification. At each location,
stationing ourselves with an MN for 1 minute would give
enough samples (200 to 300) in case of Wi-Fi for every AP,
whereas for Bluetooth, we would have to stand for 2 or
3 minutes to gather the same number of samples. We aim to
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Fig. 2. Our Bluetooth experimental testbed (AP-based localization)—all the training locations are marked as shaded points.
Authorized licensed use limited to: Temple University. Downloaded on December 12,2024 at 20:52:58 UTC from IEEE Xplore. Restrictions apply.

EX-1015
AT&T SERVICES INC., CELLCO PARTNERSHIP D/B/A VERIZON WIRELESS,
AND NOKIA OF AMERICA CORPORATION v RIGHTQUESTION, LLC



MAHTAB HOSSAIN ET AL.: SSD: A ROBUST RF LOCATION FINGERPRINT ADDRESSING MOBILE DEVICES’ HETEROGENEITY 71

take many samples at a particular location because we want
to prove statistically that SSD is better in the experimental
results. However, collecting 20 samples per location was
observed to provide comparable results to even collecting
200 to 300 samples per location in case of SSD.

4.3 Assumptions

Here, we list the assumptions that we have made for our
experiments.

1. Whenever we have used RSS as location fingerprint
for certain experiments, we have assumed it to be
normally distributed at any particular location in our
paper. Though some works defy this phenomenon,
others lend support to it [35]. We assume each RSS
value in the location fingerprint to be a normal
random variable characterized by only its mean and
standard deviation. Similar to [4], our experimental
results also suggest that it is a reasonable approx-
imation, as significant improvement cannot be
achieved even if we were to utilize histogram
representations of RSS. However, we have used the
histogram representation for HLF and the histo-
gram’s bin size is selected to be 0.02 as suggested by
Kjeergaard and Munk [5].

2. We have chosen two well-known algorithms in the
localization literature, namely, K Nearest Neighbor
(KNN) [7] and Bayesian Inference [4], in order to test
our ideas. Our key intention is to show that our ideas
are quite generic and can be helpful irrespective of the
choice of algorithms. For the KNN algorithm, we
chose the value of K empirically, similar to prior
works [7]. While applying Bayes formula, the priori
probabilities are assumed to be uniformly distributed.

3. In order to apply probabilistic models, one assump-
tion that has widely been used is the independence of
RSS values of different APs [18], [21]. This assump-
tion is justifiable for a well-designed network where
each AP runs on a non-overlapping channel. Kae-
marungsi and Krishnamurthy have performed ex-
periments in [35] to evaluate the correlation factor
among the APs’ RSS values in the presence of
interference and they have strengthened this claim
as well. Thus, we have also adopted their vindication.

4.4 Experimental Results and Findings

4.4.1 Justification of SSD as a Robust Fingerprint

For this experiment, we have chosen various mobile devices
which are listed in Table 1 to inspect their effects on both
RSS and SSD location fingerprints. In Testbed 1, we
conducted the signal strength survey by plugging two
different Wi-Fi NICs (Intel PRO/Wireless 2200BG and
Atheros AR242x 802.11labg) into our laptop. Since our
Testbed 1 emulates the MN-assisted localization scenario,
we actually collected the signal strength samples at the MN
rather than at the APs. In Testbed 2, we have selected four
different Bluetooth devices and measured their signal
strengths at the APs (i.e., mini PCs). The Acer n300 PDA
and the Motorola V3xx phone have integrated Class 2
Bluetooth chips, whereas the USBBT02-B Class 2 adapter
and Ranger’s BT-2100 Class 1 adapter were plugged into a

laptop during the experiments. In both testbeds, we have
picked 20 random training points and stationed the devices
at those locations, while ensuring that we have collected
enough samples at the MN (Testbed 1) or APs (Testbed 2)
for all the devices.

Fig. 3a shows the RSSs as perceived by two different
Wi-Fi NICs (i.e., MNs) from packets transmitted by a
Linksys WRT54G router (i.e., AP) while Fig. 3c depicts the
SSDs between two such routers’ signals as perceived by the
two NICs. Only Linksys routers’ data have been presented
here for brevity, as Cisco routers’ measurements have
yielded similar trends. Fig. 3b shows the RSSs as perceived
by a Bluetooth adapter (i.e., AP) from packets transmitted
by several Bluetooth devices (i.e., MNs) while Fig. 3d
depicts the SSDs of these MN devices’ transmitted packets
as perceived by two Bluetooth APs.

From our experimental results, we see that, the RSS
perceived by a certain MN (MN-assisted) or AP (AP-based)
varies significantly across different mobile devices at each
training location. This has repercussion in their use as
fingerprints because the RSS fingerprint vectors collected
during the training phase will be strongly dependent on the
mobile device used. Most existing works perform both their
training and testing phases using the same device, thereby,
ignoring this practical issue. On the contrary, the SSD
remains quite consistent across different mobile devices in
our experiments. This readily complies with our analysis in
Section 2.

4.4.2 Comparison between SSD and RSS as Location
Fingerprint

As pointed out in the previous section, the use of the same
MN for both training and testing phases may have biased
the reported results of the existing fingerprinting techni-
ques. To investigate further, we conducted experiments
inside both our MN-assisted Wi-Fi (Testbed 1) and AP-
based Bluetooth (Testbed 2) testbeds to visualize the effects
of MN'’s hardware variations.

In order to inspect the “same device” effect, we utilized
Intel’s NIC for both training and testing phases in Testbed 1.
Among the 466 training grids as shown in Fig. 1, 200 of
them are selected randomly as training points while the
remaining 266 are kept for testing purpose. We then run
our algorithms (i.e., KNN and Bayesian) to obtain the
localization errors. We repeat this procedure for 101 times
in order to obtain all the errors for different combinations of
training and testing samples, and finally obtain the
cumulative probability graph of Fig. 4a. In Testbed 2, we
utilized Ranger’s BT-2100 Class 1 adapter for both training
and testing phases. In this particular testbed, 200 of the
337 training grids as shown in Fig. 2 are selected randomly
as training points, while the remaining 137 are kept for
testing purpose. We follow a similar approach as the one
described for Testbed 1 in order to obtain the cumulative
probability graph of errors in Fig. 4b. Note that, only
Bayesian algorithm’s results are presented here for brevity.
The results obtained using the KNN algorithm have
demonstrated similar trends.

In order to inspect the “different device” effect, we
utilized two different Wi-Fi NICs as listed in Table 1 for
Testbed 1. The Intel NIC’s collected data at 466 grids as
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Fig. 3. Comparison between RSS and SSD for both Wi-Fi and Bluetooth considering various mobile devices.

shown in Fig. 1 are kept as training data while the Atheros
NIC’s collected data at 244 of the 466 grids are utilized for
testing purpose. In Testbed 2, we have utilized four
different Bluetooth devices as listed in Table 1 for collecting
measurements at the 337 locations as shown in Fig. 2. We
set aside Ranger’s BT-2100 Class 1 adapter’s data set as our
training samples, while the remaining (3 x 337) = 1,011
samples from the other three Class 2 devices are used for
testing. The resulting cumulative probability graphs of
localization errors are shown in Figs. 4c and 4d for Wi-Fi
and Bluetooth, respectively.

The error performance when using the same device for
both training and testing can be visualized in Figs. 4a and
4b for Wi-Fi and Bluetooth, respectively. In this case, the
RSS-based algorithms perform slightly better than its SSD
counterparts. As explained earlier in Section 2, the SSD
fingerprint vector has a smaller dimensionality compared
to the RSS fingerprint vector (3 versus 4 for the case of 4
APs). This puts SSD at a slight disadvantage when the same
device is used for both training and online localization.
Moreover, one may also argue that SSD has higher variance
than RSS. Using (2) and (5), and assuming that X; and X»
are independent and identically distributed Gaussian with
variance 033, RSS and SSD are distributed as

d
N<P(d0)|d]3m - 106 10g (Eo) 3 O—?iB)

and

d d
N (_1051 log (d—;) +100; log (d—3> 7 20?“3) :

respectively. For the same device, we notice that the means
of both RSS and SSD do not change, and the variance of RSS
is actually lower than that of SSD.

However, in practical scenarios, a localization system is
usually intended to track heterogeneous devices, and
hence, the better performance of RSS only occurs occasion-
ally when the user device happens to be the same as the
device used for training. In practice, it is more often for the
users to carry different devices from the training device. It
can be easily seen from the Gaussian approximations of RSS
and SSD that the mean of RSS varies depending on different
MNs’ hardware since it includes P(dy), while SSD’s mean
still remains the same. As we will see, the practical
hardware dependency issue overshadows the disadvantage
of the larger variance and smaller dimensionality of the
SSD fingerprint, based on our experimental results shown
below, using commonly found commercial devices.

Let us investigate the more common scenario, where the
user devices are different from the training device. From
Figs. 4c and 4d, it is apparent that the hardware variations
of the MN have adverse effects on the RSS-based
localization’s performance for both Bluetooth and Wi-Fi.
We further notice that, this issue is prevalent regardless of
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(d) Bayesian algorithm’s performance (AP-based, different
devices for training and testing phases).

Fig. 4. Comparison of error performance using RSS versus SSD as location fingerprint for Wi-Fi and Bluetooth when the testing phase is conducted
with either the same training device ((a) and (b)) or a different training device ((c) and (d)).

whether the RSS is measured at the APs for AP-based
localization, or at the MN for MN-assisted localization.
On the contrary, SSD based localization has much better
accuracy than RSS-based localization in the presence of
hardware variations in both our Wi-Fi and Bluetooth
experiments (see Figs. 4c and 4d). It is also noteworthy to
compare Fig. 4a against Fig. 4c, as well as Fig. 4b against
Fig. 4d. As can be seen, the accuracy of SSD based
localization remains almost the same in the respective
comparisons. This implies that SSD-based localization is
invariant to the mobile device being used, regardless of
whether it is the same as the training device or not. This
agrees with our analysis in Section 2 that SSD is free from
hardware-dependent effects.

4.4.3 Comparison of SSD with Other Robust Location
Fingerprints
In order to compare SSD with other robust location
fingerprints, we consider two different combinations of
training and testing data for both Wi-Fi and Bluetooth.
Among the 466 locations of our Wi-Fi testbed, we first
keep the Atheros chipset’s data collected at 244 locations as
training samples. The Intel chipset’s data collected at the
remaining 222 locations are used for testing purpose. For
the second combination, we just swap our training and
testing data. In other words, the 222 locations’ Intel data are

used as training samples whereas the 244 locations’” Atheros
data are kept for testing. The results of the experiments can
be visualized in Figs. 5a and 5b, respectively. Some
numerical values (e.g., percentiles and average) of these
two figures are listed in Table 2. The training and testing
locations of both combinations are chosen in a way that they
are spread uniformly over the whole testbed.

For our Bluetooth testbed, we first keep the Class 1
device’s data collected at 171 among the 337 locations as
training samples, whereas the three Class 2 devices” data
collected at the remaining 166 locations are used for testing
purpose. For the second combination, the 166 locations’
Class 2 devices’ data are used as training samples whereas
the 171 locations” Class 1 device’s data are kept for testing.
The results of the experiments can be visualized in Figs. 6a
and 6b, respectively. Some numerical values of these two
figures are also listed in Table 3. Similar to our Wi-Fi
testbed, the training and testing locations of both combina-
tions are chosen in a way that they are spread uniformly
over the whole testbed.

For the case of Wi-Fi, it is evident from Fig. 5 and Table 2
that, SSD based techniques are better than the other two
schemes (HLF and Ecolocation) described in Section 3 that
could also mitigate the MNs” hardware variation effects to
some extent. Similar conclusions could also be drawn from
our Bluetooth experimental results, as can be seen from
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Fig. 5. Bayesian (RSS, HLF, and SSD are used as location fingerprints) and Ecolocation algorithm’s performance for MN-assisted localization (Wi-Fi).

Fig. 6 and Table 3. Although we have utilized both KNN
and Bayesian algorithms for performance comparison, we
only show the figures for the Bayesian algorithm’s results
here for brevity. However, the numerical results from both
Bayesian and KNN algorithms are listed in Tables 2 and 3
for Wi-Fi and Bluetooth, respectively.

As explained earlier in Section 3, the HLF relies on
normalized logarithmic signal-strength ratios for location
fingerprinting, which is shown analytically to be still
vulnerable to MN’s hardware heterogeneity. This explains
why our SSD-based algorithms perform better than the
HLF-based algorithms. Nevertheless, the HLF-based algo-
rithms are still comparably more robust than the RSS-based
algorithms.

Ecolocation performs even worse than the RSS-based
algorithms for both our Wi-Fi and Bluetooth experiments.
This can be attributed to the following reasons: 1) Ecoloca-
tion is mainly targeted at localizing inexpensive sensors
and is shown to perform better than other localization
algorithms found in wireless sensor networks [6]. Its main
advantage lies in the fact that it requires no time-consuming
signal strength collection surveys in the location space,
whereas all the other algorithms considered in our
experiments require the use of offline training data.
2) RSS measurements cannot be translated into distances
accurately in the real world. Therefore, uncertainties could
arise while using (13) as discussed in [6]. Moreover, since
we only have four APs in each testbed, the number of

TABLE 2
Percentile Values and Averages of Errors (in Meter) when Various Fingerprints Are Considered for Wi-Fi (MN-Assisted)

Training Dataset: Atheros, Testing Dataset: Intel
Algorithm (Fingerprint) | 25" Percentile | Median | 90™ Percentile | Average

KNN (RSS) 342 5.04 7.90 5.06
KNN (HLF) 1.61 2.61 5.34 292
KNN (SSD) 1.60 2.58 5.15 2.86
Bayes (RSS) 3.47 4.95 7.72 5.04
Bayes (HLF) 1.64 2.63 4.86 2.80
Bayes (SSD) 1.58 2.53 4.74 2.73
Ecolocation 4.36 7.15 11.46 7.08
Modified Ecolocation 1.74 2.61 5.34 3.01

Training Dataset: Intel, Testing Dataset: Atheros
KNN (RSS) 3.28 4.83 8.33 4.93
KNN (HLF) 1.81 2.72 5.18 2.99
KNN (SSD) 1.78 271 5.00 291
Bayes (RSS) 3.39 5.20 9.87 5.54
Bayes (HLF) 1.92 292 5.53 3.13
Bayes (SSD) 1.78 2.80 4.87 2.88
Ecolocation 4.28 6.98 11.66 6.99
Modified Ecolocation 1.85 2.90 5.29 3.10
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Fig. 6. Bayesian (RSS, HLF, and SSD are used as location fingerprints) and Ecolocation algorithm’s performance for AP-based localization

(Bluetooth).

constraints (i.e., (‘2‘)) at each grid point is also quite limited.
For fairer comparisons with the other schemes, we modify
Ecolocation by making use of the offline training data, and
call the resulting scheme “Modified Ecolocation.” The
constraint set for each grid point of the modified algorithm
consists of the ordered sequence of RSS values collected
during the training phase instead of the distance constraints
as discussed in Section 3. The ordered sequence of RSSs
collected during the online localization phase is now
directly compared with each grid point’s constraint set
without the need for translation into distance constraints
using (13). The experimental results show that the
performance of our modified Ecolocation is significantly
better than the original Ecolocation scheme, and it also

outperforms the RSS-based algorithms. However, its
performance is still inferior to our SSD-based algorithms.

5 CoNcLUSIONS AND FUTURE WORK

In this paper, we define a robust location fingerprint, the
SSD, which provides a more robust location signature
compared to the traditional RSS in the presence of mobile
node hardware heterogeneity. Both our theoretical analysis
and experimental studies have shown that, regardless of
whether the signal strength samples are collected at the
APs (AP-based localization) or at the MN (MN-assisted
localization), SSD-based localization algorithms outperform
those based on the traditional RSS fingerprints, as well as

TABLE 3
Percentile Values and Averages of Errors (in Meter) when Various Fingerprints Are Considered for Bluetooth (AP-Based)

Training Dataset: Class 1, Testing Dataset: Class 2
Algorithm (Fingerprint) | 25" Percentile | Median | 90" Percentile | Average

KNN (RSS) 1.92 3.15 6.19 343
KNN (HLF) 1.87 2.97 5.40 3.09
KNN (SSD) 1.44 2.33 4.83 2.62
Bayes (RSS) 2.79 4.84 7.52 4.61
Bayes (HLF) 1.97 3.10 4.99 3.09
Bayes (SSD) 1.49 2.41 441 2.57
Ecolocation 3.78 6.05 10.03 6.07
Modified Ecolocation 1.84 2.95 5.05 2.99

Training Dataset: Class 2, Testing Dataset: Class 1
KNN (RSS) 2.04 3.16 5.94 3.43
KNN (HLF) 1.72 2.85 5.26 3.00
KNN (SSD) 1.61 2.55 4.63 2.70
Bayes (RSS) 2.40 3.84 7.96 4.37
Bayes (HLF) 1.91 2.93 4.89 297
Bayes (SSD) 1.87 2.75 4.60 2.84
Ecolocation 4.00 6.30 10.04 6.23
Modified Ecolocation 1.90 2.96 5.14 3.10
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several other techniques that are designed to mitigate the
effects of MNs’” hardware variations. This conclusion could
not be drawn in our early work in [1] where only AP-based
analysis was carried out. In this paper, we also considered
two different testbeds for Wi-Fi and Bluetooth which
emulate MN-assisted and AP-based localization, respec-
tively. The settings and surroundings of both testbeds
represent an indoor environment more practically com-
pared to our initial lecture theater testbed of [1] which only
considered an AP-based localization approach.

We point out two future directions. First, although
previous works on Bluetooth-based localization have
largely provided discouraging results [36], or required the
aid of additional wireless technologies [20], our experience
with Bluetooth shows that it is a promising technology as
well that requires more investigation. Second, more experi-
ments could be conducted in testbeds with different setup
and size to explore SSD’s viability across different settings.
Moreover, investigating the impact of testbed’s grid size,
and the sample collection procedure’s effects (e.g., fewer
samples at each grid) on our SSD-based algorithms could
certainly provide interesting future work directions.
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