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See, e.g., RQ-ATT0000051-RQ-ATT0000053 (https://about.att.com/story/2019/att_tmo_call-
authentication.html). 
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An analysis of proprietary backend systems and/or source code may be necessary to fully and 
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation 
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such 
information is made available to Plaintiff. 
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Claim 19. The computer program 
product of claim 17, wherein 
based at least in part on the 
security determination, the 
verification service provider is 
further configured to convey an 
assurance to a recipient 
associated with the 
communications channel. 

Within the Accused Instrumentalities, based at least in part on the security determination, the 
verification service provider is further configured to convey an assurance to a recipient associated 
with the communications channel. 
 
See, e.g., ATT-RQ_0000045 (Hiya provides at least one of four responses – namely, “Call 
Continues,” “Call Continues with Warning Label”, “Call Blocked” or “Call Routes to Voicemail” 
(e.g., whether or not the call should be connected or blocked)): 
 

 
 
For example, AT&T advertises: “AT&T automatically blocks fraud calls in the network before they 
ring on your phone or fill your voicemail. No action is required to benefit from this security feature.” 
See, e.g., RQ-ATT0000035-RQ-ATT0000041 (https://www.att.com/security/). 
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See also RQ-ATT0000012-RQ-ATT0000023 (https://sustainability.att.com/priority-
topics/network-data-security). 
 
See, e.g., ATT-RQ_0000045 (Hiya provides at least one of four responses – namely, “Call 
Continues,” “Call Continues with Warning Label”, “Call Blocked” or “Call Routes to Voicemail” 
(e.g., whether or not the call should be connected or blocked)): 
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As one example, based at least in part on the security determination associated with the inter-
network and intra-network call, the Accused Instrumentalities convey and/or are configured to 
convey an assurance to a callee associated with the call, including but not limited to conveying a 
green check, “valid number,” or “[V]”, brand logos, contact/caller name, and/or otherwise providing 
call logs, reports, or other indications reflecting confirmation.  
 
See, e.g., RQ-ATT0000024-RQ-ATT0000026 
(https://about.att.com/story/2019/call_validation_displays.html): 
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See also RQ-ATT0000088-RQ-ATT0000090 (https://www.idropnews.com/news/fast-tech/att-will-
warn-you-of-incoming-robocalls-but-not-on-iphone/125657/): 
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See, e.g., RQ-ATT0000091-RQ-ATT0000094 (https://www.cnet.com/tech/mobile/at-t-adopts-
new-robocall-fighting-tool-that-adds-logo-images-to-caller-id/): 
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See also RQ-ATT0000161-RQ-ATT0000163 (https://www.att.com/device-
support/article/wireless/KM1403775/Apple/iPhone13/). 
 
As another example, based at least in part on the security determination, the Accused 
Instrumentalities convey and/or are configured to convey a failure to confirm to the callee associated 
with the call, including but not limited by conveying “Unknown caller,” any indication of a potential 
spoofed, spam, or fraudulent call, such as “suspected spam” or “suspected fraud,” any indication a 
call was blocked, and/or by not conveying with an allowed communication an assurance such as a 
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green check, “valid number,” or “[V]”, a brand logo, contact/caller name, or providing a call log, 
report, or other indication reflecting confirmation.  
 
See, e.g., RQ-ATT0000095-RQ-ATT0000098 (https://forums.att.com/conversations/account-
features/blocking-unknown-numbers/63b33783c1c54d548b8bbe5b). 
 

 
 
See, e.g., RQ-ATT0000046-RQ-ATT0000048 (https://about.att.com/blogs/2023/activearmor-text-
blocking.html): 
 

 
See, e.g., RQ-ATT0000051-RQ-ATT0000053 (https://about.att.com/story/2019/att_tmo_call-
authentication.html): 
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See also RQ0001970 (https://sti-ga.atis.org/resources/). 
 

 

 
 
See, e.g., RQ0001940-RQ0001955 (https://www.carrierx.com/documentation/how-it-works/stir-
shaken#verification-examples): 
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An analysis of proprietary backend systems and/or source code may be necessary to fully and 
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation 
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such 
information is made available to Plaintiff. 

Claim 20. The computer program 
product of claim 17, wherein the 

Within the Accused Instrumentalities the information transmitted by the second device is obtained 
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communications connection is 
associated with at least one of 
email, SMS, instant message, and 
a phone call. 

via a backchannel that is different from the communications connection. 
 
For example, within the Accused Instrumentalities the communication connection is associated with 
a phone call. AT&T advertises: “AT&T automatically blocks fraud calls in the network before they 
ring on your phone or fill your voicemail. No action is required to benefit from this security feature.” 
See, e.g., RQ-ATT0000035-RQ-ATT0000041 (https://www.att.com/security/). 
 

 
 
See also RQ-ATT0000012-RQ-ATT0000023 (https://sustainability.att.com/priority-
topics/network-data-security). 
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For another example, within the Accused Instrumentalities the communication connection is 
associated with SMS and/or instant message. See, e.g., RQ-ATT0000046-RQ-ATT0000048 
(https://about.att.com/blogs/2023/activearmor-text-blocking.html): 
 

 
 
As one example, the verification service verifies the corresponding communication identifiers for 
the email, SMS, instant message, or phone call respectively. As another example, the initial 
communication path used by the device to contact a verification service includes channels such 
email and SMS, instead of a phone call. 
 
An analysis of proprietary backend systems and/or source code may be necessary to fully and 
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation 
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such 
information is made available to Plaintiff. 
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Claim 21. The computer program 
product of claim 17, wherein the 
first device comprises at least one 
of a smartphone, a tablet, a PC, a 
phablet, and a wearable device. 

Within the Accused Instrumentalities the information transmitted by the second device is obtained 
via a backchannel that is different from the communications connection. 
 
For example, AT&T advertises: “AT&T automatically blocks fraud calls in the network before they 
ring on your phone or fill your voicemail. No action is required to benefit from this security feature.” 
See, e.g., RQ-ATT0000035-RQ-ATT0000041 (https://www.att.com/security/). 
 

 
 
See also RQ-ATT0000012-RQ-ATT0000023 (https://sustainability.att.com/priority-
topics/network-data-security). 
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As one example, the first device (“calling party”, indicated with orange box below) comprises at 
least one of a smartphone, a tablet, a PC, a phablet, and a wearable device. See, e.g., RQ0002113-
RQ0002120 (https://transnexus.com/whitepapers/understanding-stir-shaken/); RQ-ATT0000035-
RQ-ATT0000041 (https://www.att.com/security/). 

 
  
For example, within the Accused Instrumentalities, the first device comprises but is not limited to 
the following smartphones, smartwatches, and/or tablets. See, e.g., RQ-ATT0000105-RQ-
ATT0000117 (https://www.att.com/scmsassets/support/wireless/devices-working-on-att-
network.pdf); see also RQ-ATT0000118-RQ-ATT0000119 (https://www.att.com/support/how-
to/wireless/esim-get-started/). As another example, within the Accused Instrumentalities, the first 
device comprises but is not limited to a PC. For example, AT&T advertises providing instant 
messaging, Voice over IP (VOIP) calling, as well as other features, on a desktop computer. See, 
e.g.,  RQ-ATT0000180-RQ-ATT0000206 (https://asecare.att.com/tutorials/att-collaborate-app-
desktop). As another example, AT&T discloses that the Accused Instrumentalities, including but 
not limited to AT&T ActiveArmor, are compatible with at least smartphones, wearable devices 
(including but not limited to Apple smartwatches), and iPod Touch.  See RQ-ATT0000049-RQ-
ATT0000050 (https://apps.apple.com/us/app/at-t-activearmor/id1218465964): 
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See RQ-ATT0000007-RQ-ATT0000011 (https://www.att.com/device-
support/article/wireless/000092356/Apple/WatchSeries8/): 
 

 
 
See RQ-ATT0000001-RQ-ATT0000006 (https://www.att.com/device-
support/article/wireless/000092356/Apple/WatchSE44mm/): 

 
See RQ-ATT0000042-RQ-ATT0000045 AT&T ActiveArmor on Google Play Store 
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An analysis of proprietary backend systems and/or source code may be necessary to fully and 
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation 
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such 
information is made available to Plaintiff. 

Claim 22. The computer program 
product of claim 17, wherein 
enrolling the first device is based 
at least in part on at least one of 
PIN verification, password 
verification, knowledge based 
authentication, geolocation 
information, credit card 
information validation, and a 
check of at least one of a name, 
an address, and a phone number 

Within the Accused Instrumentalities enrolling the first device is based at least in part on at least 
one of PIN verification, password verification, knowledge-based authentication, geolocation 
information, credit card information validation, and a check of at least one of a name, an address, 
and a phone number. 

 
For example, AT&T advertises: “AT&T automatically blocks fraud calls in the network before they 
ring on your phone or fill your voicemail. No action is required to benefit from this security feature.” 
See, e.g., RQ-ATT0000035-RQ-ATT0000041 (https://www.att.com/security/). 
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See also RQ-ATT0000012-RQ-ATT0000023 (https://sustainability.att.com/priority-
topics/network-data-security). 
 
For example, the Accused Instrumentalities use PIN verification, including as part of activating 
and/or accessing the Accused Instrumentalities, including but not limited to password, fingerprint, 
and/or Face ID. See, e.g., RQ-ATT0000099-RQ-ATT0000104 (https//www.att.com/device-
support/article/wireless/KM1324197/Samsung/SamsungSMG975U/): 
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For further example, the Accused Instrumentalities collect and use password verification, 
knowledge-based authentication, geolocation information, credit card information validation, and/or 
a check of a least one of a name, an address, and a phone number, including for enrolling a first 
device. See, e.g., RQ-ATT0000070-RQ-ATT0000086 (https://about.att.com/privacy/privacy-
notice.html): 
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See also RQ-ATT0000139-RQ-ATT0000150 
(https://www.att.com/legal/terms.activeArmorMobileSecurity.html): 
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As one example, enrolling a first device is based in part or in whole on PIN verification, password 
verification, knowledge-based authentication, geolocation information, credit card information 
validation, and/or a check of at least one of a name, an address, and a phone number. As yet another 
example, enrolling is based upon information that is included in the SIP INVITE. 
 
An analysis of proprietary backend systems and/or source code may be necessary to fully and 
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation 
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such 
information is made available to Plaintiff. 

Claim 23. The computer program Within the Accused Instrumentalities the additional authentication comprises at least one of PIN 
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product of claim 17, wherein the 
additional authentication 
comprises at least one of PIN 
verification, password 
verification, knowledge-based 
authentication, geolocation 
information, credit card 
information validation, and a 
check of at least one of a name, 
an address, and a phone number. 

verification, password verification, knowledge-based authentication, geolocation information, 
credit card information validation, and a check of at least one of a name, an address, and a phone 
number. 
 
For example, AT&T advertises: “AT&T automatically blocks fraud calls in the network before they 
ring on your phone or fill your voicemail. No action is required to benefit from this security feature.” 
See, e.g., RQ-ATT0000035-RQ-ATT0000041 (https://www.att.com/security/). 
 

 
 
See also RQ-ATT0000012-RQ-ATT0000023 (https://sustainability.att.com/priority-
topics/network-data-security). 
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As one example, requested additional authentication comprises PIN verification, password 
verification, knowledge-based authentication, geolocation information, credit card information 
validation, and/or a check of at least one of a name, an address, and a phone number. As another 
example, additional authentication comprises of information that is included in the SIP INVITE. 
 
As another example, the initial enrollment of a device by a relying party or the verification service, 
as well as occasional re-enrollments sessions, are combined with one or more additional 
authentication tools including PIN verification, password verification, Knowledge Based 
Authentication, geolocation information, or verification tools such as Name+Address+Phone 
checks or credit card information validation. Such additional authentication can also be combined 
with an ANI verification session. 
 
An analysis of proprietary backend systems and/or source code may be necessary to fully and 
accurately describe the functionality of the Accused Instrumentalities with respect to this limitation 
and, accordingly, Plaintiff reserves the right to supplement these infringement contentions once such 
information is made available to Plaintiff. 

 
 




