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1
METHOD AND SYSTEM FOR
ENTERPRISE-WIDE RETENTION OF
DIGITAL OR ELECTRONIC DATA

RELATED APPLICATIONS

This application claims priority under 35 U.S.C. §119(e) to
U.S. Patent Application Nos. 60/440,855 entitled “System
and Method for Data Extraction in a Non-Native Environ-
ment, Data De-Duplication, Database Creation and Manipu-
lation, Image Back-up and PST File Monitoring” by Gardner
et al. filed Jan. 17, 2003, and 60/440,728 entitled “Method
and System for Enterprise-Wide Retention of Digital or Elec-
tronic Data” by Robert Gomes filed Jan. 17, 2003. This appli-
cation claims priority under 35 U.S.C. §120 to and is a con-
tinuation-in-part of U.S. patent application Ser. No. 10/697,
728, entitled “System and Method for Data Extraction in a
Non-Native Environment” by Gardner et al. filed Oct. 30,
2003 now abandoned. This application is related to U.S.
patent application Ser. Nos. 10/759,663, entitled “System and
Method for Data Extraction from Email Files” by Gardner et
al. filed on Jan. 16, 2004, 10/759,599, entitled “System and
Method for Data De-Duplication” by Gardner et al. filed on
Jan. 16,2004, 10/759,623, entitled “System and Method for a
Data Extraction and Backup Database” by Gardner et al. filed
on Jan. 16, 2004, 10/759,643 entitled “Method and System
for Forensic Imaging to Virtual Media” by Gardner et al. filed
on Jan. 16, 2004, and 10/760,010 entitled “System and
Method of Monitoring a Personal Folder File” by Gardner et
al. filed on Jan. 16, 2004.

FIELD OF THE INVENTION

The invention relates in general to method and systems of
managing data, and more particularly, to methods and sys-
tems of managing data on an enterprise-wide level.

DESCRIPTION OF THE RELATED ART

Many enterprises are finding managing data on an enter-
prise-wide basis difficult. In addition, some data management
issues have competing concerns, such as data storage and
backup (with a goal of backing up electronic data), data
recovery (with a goal of recovering stored electronic infor-
mation) and information retention policies (with a goal of
selectively eliminating electronic information according to
defined retention parameters).

Typical backup systems store large amounts of information
on many tapes (tape drive electronic data storage devices). In
such systems, there are usually many copies of the same
content stored, potentially on multiple tapes. Prior attempts at
reducing the number of copies of a record, such as an elec-
tronic file, have included manually examining the file or some
other human intervention. With large amounts of data for an
enterprise, manually checking for copies becomes nearly
impossible. In addition, these conventional electronic data
back-up systems (e.g., tape back-up systems) do not include
a mechanism to apply a data retention policy to the electronic
information that is backed up in order to selectively place
compliant data on the backup tape without placing non-com-
pliant data on the tape.

SUMMARY

A method and system for managing data can be used to
provide a comprehensive solution to retain (or store or pro-
cess) electronic data within an enterprise. Electronic data may

20
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2

come from backup tapes or a network (or other sources). A file
extraction engine can separate files, by extension or intro-
spection, (e.g., email files from other files) extracted from
backup tape(s) or other media. The email files can be pro-
cessed by an email extraction engine with the extracted data
fed to a collective database and simultaneously de-dupli-
cated, including de-duplication of attachments, message bod-
ies and metadata. The other electronic data files (from the file
extraction engine) and data from backup tapes or a network
(or other sources) can be processed by a de-duplication
engine to remove duplicates of the content while keeping
metadata from each unique location of the copy(s) of the
content. Also, file content can be de-duplicated such that only
one copy of the content is in the database regardless of the
location of the file (e.g., an email attachment, a loose file, a
re-named file with no change to the content). The content and
metadata are forwarded to a collective database. Filters or
other rules may be applied to the collective database to filter
and/or identify targeted data. The targeted data may be stored
on tapes (or other electronic storage media), outputted to a
“mini database”, produced for a legal discovery request, for-
warded for internal intelligence gathering, build a specialized
database (on a particular subject or matter) deleted in accor-
dance with data retention policies, or many other different
applications as a user may determine.

The method and system allow for the processing of data on
an enterprise-wide basis. The method and system can also be
used without having to recreate original environments in
which the data was generated. Further, the method and system
help to reduce or eliminate duplicate files, message bodies
and metadata within a collective database. By having fewer
files, less storage space is needed and quicker searches can be
performed.

In one set of embodiments, a system and method of man-
aging information within an enterprise can comprise extract-
ing data from backup tapes or a network (or other sources),
collecting the data within a database, and identifying compli-
ant data or targeted data within the database using a rule. The
rule may be a data retention policy, filter, business rule, query,
other policy, or the like.

In another set of embodiments, a system and method of
managing information within an enterprise can comprise
extracting data from backup tapes or a network (or other
sources) (and in one embodiment from at least two different
types of data sources) and collecting the data within a data-
base. Examples of different types of data sources can include
backup tapes and a network.

In further sets of embodiments, computer readable media
can comprise code that includes instructions for carrying out
the methods and may be used on the systems.

The foregoing general description and the following
detailed description are exemplary and explanatory only and
are not restrictive of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and
not limitation in the accompanying figures.

FIG. 1 includes an illustration of a system for managing
electronic data for an enterprise in accordance with an
embodiment of the present invention.

FIG. 2 includes a flow diagram of a method of managing
electronic data within an enterprise in accordance with an
embodiment of the present invention.

FIGS. 3-6 includes a detailed flow diagram of the method
illustrated in FIG. 2 in accordance with an embodiment of the
present invention.
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Skilled artisans appreciate that elements in the figures are
illustrated for simplicity and clarity and have not necessarily
been drawn to scale. For example, the dimensions of some of
the elements in the figures may be exaggerated relative to
other elements to help to improve understanding of embodi-
ments of the present invention.

DETAILED DESCRIPTION

Reference is now made in detail to the exemplary embodi-
ments of the invention, examples of which are illustrated in
the accompanying drawings. Wherever possible, the same
reference numbers will be used throughout the drawings to
refer to the same or like parts (elements).

A method and system for managing data can provide a
comprehensive solution to retain electronic data within an
enterprise. This data may come from backup systems (e.g.,
backup tape systems) or a network (or other sources). In one
embodiment, a file extraction engine can separate email files
from other files (e.g., extracted from the backup tape). Email
files may be processed by an email extraction engine 146 with
the extracted data fed to a collective database. In one embodi-
ment, the other files (from the file extraction engine) and data
from the network can be processed by a de-duplication engine
to remove duplicates of the content while keeping metadata
for each copy of the content. The email content, data content
and the associated metadata can all be sorted in the collective
database. Filters or other rules may be applied to the collec-
tive database to identify targeted data. The targeted data may
be stored on tapes, produced for a legal discovery request,
forwarded for internal intelligence gathering, build a special-
ized database (on a particular subject or matter) deleted in
accordance with data retention policies, or many other differ-
ent applications as a user may determine.

The method and system are highly beneficial because it
allows for the processing of data on an enterprise-wide basis.
The method and system can also be used without having to
recreate original environments in which the data was gener-
ated. Further, the method and system help to reduce duplicate
files within a collective database. By having fewer files, less
storage space is needed and quicker searches can be per-
formed. These benefits and potentially others may occur in
one some or all of the embodiments of the present invention.

Before describing the system and method in more detail, a
few terms are defined or clarified to aid in understanding the
descriptions that follows. As used herein, the terms “com-
prises,” “comprising,” “includes,” “including,” “has,” “hav-
ing” or any other variation thereof, are intended to cover a
non-exclusive inclusion. For example, a method, process,
article, or apparatus that comprises a list of elements is not
necessarily limited to only those elements but may include
other elements not expressly listed or inherent to such
method, process, article, or apparatus. Further, unless
expressly stated to the contrary, “or” refers to an inclusive or
and not to an exclusive or. For example, a condition A or B is
satisfied by any one of the following: A is true (or present) and
B is false (or not present), A is false (or not present) and B is
true (or present), and both A and B are true (or present).

Also, use of the “a” or “an” are employed to describe
elements and components of the invention. This is done
merely for convenience and to give a general sense of the
invention. This description should be read to include one or at
least one and the singular also includes the plural unless it is
obvious that it is meant otherwise.

The term “rule” is intended to mean at least part of logical
operation that is used to segregate data. Rules may be referred
to as filters, business rules, queries, policies, and the like.
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The term “tape” is used generally to describe any form of
electronic storage media from which electronic data can be
retrieved. The term “backup tape” is used to refer to a tape
used to store backup data or information. Backup tapes are
not limited only to tape drives, and can include hard disk
drives, CD-ROMs, flash cards, or other persistent data storage
medium.

FIG. 1 illustrates one embodiment of system 100 that can
be used to manage electronic data within an enterprise. Two
sources of original data can include conventional backup
tape(s) 122 and network 124 for the enterprise. Data on net-
work 124 can include both End-User Information (“EUI”)
and other files and data as shown in FIG. 1. EUI may include
nearly any information generated or collected by users of
computers (not shown) that may be backed up by network
124. The other files may include applications used to generate
the EUI, such as accounting programs, engineering validation
programs, word processing programs, and the like.

System 100 can further comprise file extraction engine
142, de-duplication engine 144, email extraction engine 146,
collective database 162, and backup tape(s) 182, each of
which is addressed below. File extraction engine 142 is
coupled to backup tape(s) 122 and can separate email files
from other files. Email extraction engine 146 is coupled to file
extraction engine 142 and can extract data regarding the email
without the need of recreating email accounts. De-duplica-
tion engine 144 is coupled electronically to network 124, file
extraction engine 142 and email extraction engine 146 and
can save one copy of content for a file and metadata for each
file. Such metadata may include information regarding which
computers (not shown in FIG. 1) on which copies of the file
can be found. Collective database 162, into which data is
stored (e.g., including targeted data 166 and compliant data
164 and metadata), is coupled electronically to de-duplica-
tion engine 144 (and may be, in alternative embodiments,
electronically connected to email extraction engine 146 or file
extraction engine 142 or both). The distinction between tar-
geted data 166 and compliant data 164 is described later in
this specification. The system can further comprise backup
tape 182 is coupled electronically to collective database 162
and may include at least a portion of data from collective
database 162. If FIG. 1, arrows illustrate the principle direc-
tion of data flow in system 100. After reading this specifica-
tion, skilled artisans will appreciate that the various compo-
nents can be uni-directionally or bi-directionally coupled to
one another.

The components shown in FIG. 1 may be operated by one
or more computers. Each of the computers can comprise a
central processing unit (“CPU”), a read-only memory
(“ROM”), a random access memory (“RAM”), a hard drive
(“HD”) or storage memory, and I/Os. I/Os can include a
keyboard, monitor, printer, electronic pointing device (e.g.,
mouse, trackball, stylus, etc.), or the like. Each of the com-
puters may have more than one CPU, ROM, RAM, HD, I/O,
or other hardware components.

Portions of the methods described herein may be imple-
mented using a computer program that can operate on one or
more computers. The computer program can include code
that comprises instructions to carry out the method described
herein. The computer program may be stored on a tangible
medium, such as ROM, RAM, HD, a DASD array, magnetic
tape, floppy diskette, optical storage device, or other appro-
priate computer readable medium.

In an illustrative embodiment of the invention, the com-
puter-executable instructions may be lines of assembly code,
compiled C, C**, Java, or other language code. Other archi-
tectures may be used. For example, the functions of any one
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of the computers may be performed by a different computer.
Additionally, a computer program or its software components
with such code may be embodied in more than one computer.

Attention is now directed to one embodiment of a method
of managing data as illustrated in FIG. 2 for an enterprise
using embodiments of system 100. FIGS. 3-6 include a more
detailed process flow for a specific application of the method
illustrated in FIG. 2.

FIG. 2 illustrates includes a flow diagram of a method of
managing electronic data within an enterprise in accordance
with one embodiment of the present invention. In the embodi-
ment illustrated in FIG. 2, the method can include obtaining
original data from different electronic data sources (e.g.,
backup tape 122 and network 124) at step 202. Information
may originate from one or both of an existing, conventional
backup system (e.g., to obtain backed up data/information
from backup tape 122) and network 124 (e.g., to obtain “cur-
rent” data/information via network 124). The method can also
include processing electronic data from the different elec-
tronic data sources at step 222. Many different types of pro-
cessing are possible, and referring to FIG. 1, such processing
may be performed by file extraction engine 142, de-duplica-
tion engine 144, email extraction engine 146, a database
server (not shown) coupled to collective database 162, or any
combination thereof.

Continuing with the embodiment illustrated in FIG. 2, the
method can include storing electronic data from the different
electronic data sources into collective database 162 at step
242. The method can further include identifying at least one
of compliant data and targeted data within collective database
162 using a rule at step 262. In one specific application of the
embodiment, the method can be used to maintain collective
database 162 (containing a collection of data/information
from backup tapes 122 and network 124), from which new
backup tapes 182 may be generated. After an initial gathering
ofelectronic data within collective database 162, network 124
can be accessed for periodic (e.g., daily, weekly, monthly, or
the like) or occasional backups.

Note that not all of the activities described herein are
required, that a limitation within a specific activity may not be
required, and that further activities may be performed in
addition to those illustrated (e.g., intelligence gathering,
responding to a production request, or the like). Also, some of
the activities may be performed substantially simultaneously
during with other activities. After reading this specification,
skilled artisans will be capable of determining what activities
can be used for their specific needs.

The embodiment within FIG. 2 is described in more detail
with respect to a specific implementation as described with
reference to FIGS. 3-6 with reference to system 100 as shown
in FIG. 1. The method can be used to initially migrate infor-
mation from an existing, conventional backup system (e.g.,
backup tapes 122) and to obtain “current” information from
network 124 to maintain collective database 162, from which
new backups (e.g., backup tapes 182) may be made.

Initially, original electronic data may reside on backup
tapes 122, network 124, or both. Data on network 124 can
include both EUI and other files as previously described and
shown in FIG. 1. For network 124, EUI will be the focus of the
method, although in other embodiments, all files on network
124 may be examined.

The method has two different starting points depending on
whether original electronic data is coming from backup tape
122 or network 124. Note that information from both sources
may be used with the method simultaneously. Original elec-
tronic data from backup tape 122 may be processed by file
extraction engine 142 and email extraction engine 146,
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whereas EUI from network 124 may or may not be processed
by file extraction engine 142 and email extraction engine 146.

Starting with backup tape 122, the method includes obtain-
ing original electronic data from conventional back-up tapes
(e.g., backup tape 122) at step 302 in FIG. 3. File extraction
engine 142 can be used to perform this activity. The file
extraction engine 142 can examine the first part of tape
backup 122 to find an “identifying signature” of the backup
environment used to create backup tape 122. After the backup
environment has been identified, file extraction engine 142
can use a look-up table to determine the format used to store
data on backup tape 122. The information in the table can
include the backup system used to generate backup tape 122,
the protocol used for the backup tape 122, notations for deter-
mining how individual files and other records are stored on
the tape, and the like. This “non-native” file extraction can
occur without having to recreate the backup environment
used to create backup tape 122 as further described in the
Gardner Application. Alternatively, any method that can
obtain the original data from the backup tape 122 can be used.

As each file from backup tape 122 is examined, file extrac-
tion engine 142 determines whether the file is an email file or
another type of file at step 304 in FIG. 3. In one embodiment,
the email files may be Exchange Database (“EDB”) files. The
email files can be forwarded to email extraction engine 146,
and the other non-email files may be forwarded to de-dupli-
cation engine 144. In another embodiment only EDB files are
forwarded to email extraction engine 146, and all other email
files (e.g., Lotus Notes files), represented by the “NO” branch
of step 304, may be sent with the other non-email files to
de-duplication engine 144.

The method can continue with extracting information from
email files using email extraction engine 146 at step 324.
Email extraction engine 146 can perform the extraction,
which allows information to be obtained from the EDB files
without having to create or re-create individual email
accounts (.pst files). Because the format of the EDB files is
known, the extraction can be performed in a similar method to
extracting files from backup tape 122 using file extraction
engine 142. insert. The extracted email filed from email
extraction engine 142 can then be forwarded to de-duplica-
tion engine 144. Because the number of duplicate copies of
files (including email filed) stored on backup tapes or in the
network can be very large, an automated de-duplication
operation can be performed by de-duplication engine 144 to
detect duplicate copies. The de-duplication process is
described more fully later in this specification using the
example of an electronic file.

The method can then comprise storing the information
from email files in collective database 162 at step 324. Addi-
tional steps may be performed for the email electronic infor-
mation after it is in collective database 162, such as those
subsequently described starting at step 522 in FIG. 5. Before
addressing those steps, getting electronic information from
network 124 is described.

Referring to network 124, the method can comprise obtain-
ing original electronic data from network 124 at step 402 in
FIG. 4. In one embodiment, only EUI from network 124 is
forwarded to de-duplication engine 144. In other embodi-
ments, additional or less data from network 124 is forwarded
to or obtained by de-duplication engine 144. Also, non-email
files (from step 304 in FIG. 3) from file extraction engine 142
are forwarded to or obtained by de-duplication engine 144.

Not all of the original data will necessarily be stored in
collective database 162 because many copies of an electronic
file, electronic mail message, database record, or other elec-
tronic data file may exist on many different computers in any
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network or within a plurality of databases or both backup tape
122 and network 124. Because the number of duplicate copies
may be very large, an automated de-duplication operation can
be performed by de-duplication engine 144 to detect dupli-
cate copies. An example of an electronic file will be used to
describe the de-duplication operation performed by de-dupli-
cation engine 144. Similar methods can be used for electronic
mail messages, database records, and other electronic data.
De-duplication may be performed on data from backup tapes
122, network 124, or both.

In one the embodiment, the de-duplication operation, as
performed by de-duplication engine 144, can comprise sepa-
rating each of the original data into a content portion and a
metadata portion at step 422. For a file, the metadata portion
may include an Internet Protocol address or other address of
a computer from which the file is obtained. Additional data
within the metadata portion may include the file path and
filename, date the file was last saved on that particular com-
puter, a pointer to the content portion within that computer,
size of the file, and the like.

The method can further comprise hashing at least a portion
of the content and metadata portions of each original data to
form hashed values using de-duplication engine 144 at step
424. One hashed value corresponds to the content portion,
and another hashed value corresponds to the metadata por-
tion.

For at least the content portion of each file, the length of the
hashed value should be sufficiently large enough to reduce the
likelihood that a file with a different content portion would
have the same hashed value. In one embodiment, the hashed
value may be a 160-bit hash. In other embodiments, more or
fewer bits may be used as appropriate. A lower number of bits
may incrementally reduce the processing time, however, as a
lower the number of bits is used, the risk that different content
portions of two different files are improperly detected as
having the same content is greater. Skilled artisans may
choose the length of the hashed value according to the desires
of their particular enterprise.

After reading this specification, skilled artisans realize that
the foregoing are simply examples of the de-duplication
embodiments and de-duplication can be implemented in a
variety of different manners. In one embodiment, the hash of
the content or metadata portion may be performed on only a
portion of the content or metadata, respectively. For example,
the hash of the metadata portion may be performed on the
creation date, author, type of document, originating depart-
ment, or nearly any other attribute of the metadata, by itself,
or in combination with other attributes. Similarly, any portion
of the content portion may be used for creating a hash value
using the hashing algorithm. In addition, any number of
hashes may be performed (e.g., hashing at least two hashed
values to generate another hashed value). Still further, the
hash can be formed from combination(s) of portions or all of
the content and metadata. Still further, a different hash algo-
rithm may be used. After reading this specification, skilled
artisans will appreciate that listing every possible embodi-
ment would be nearly impossible and that many other meth-
odologies may be used to replace or in conjunction with those
described herein without departing from the scope of the
invention.

The method can further comprise comparing the hashed
values for the content portions using de-duplication engine
144 (step 426). For previously collected data within collective
database 162, the de-duplication engine 144 compares the
hashed values for those previously collected data files’ con-
tent portions are stored within database 162. Before storing
the content portion of a current electronic file within database
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162, the hashed value for the content portion of the current file
is compared to hashed values of the content portions of other
previously stored files within database 162. If a match is not
found, the method can comprise storing a copy of the content
portion in collective database 162 at step 502 in FIG. 5. If a
match between hashed values is found, the content portion is
already within database 162. In one embodiment, rather than
storing multiple copies of the same content portion, only one
copy of the content is stored within collective database 162.

Regardless whether the hashed values for the content por-
tion match, the method can include storing each copy of the
metadata for each content portion in collective database at
step 504. For duplicate files, the metadata saved for the cur-
rent duplicate file can have a pointer or link to the content
portion of the previously stored copy of the file within data-
base 162. In this manner, only one copy of content portion is
retained in database 162, which at the same time, all the
metadata portions (including pointers to proper content por-
tions within database 162) for each copy are stored within
collective database 162. Within collective database 162, the
hashed values for the content and metadata portions can be
the keys, and the content portion and the metadata portion can
be the values corresponding to the keys. This is known as
“single instance de-duplication” because regardless of the
course of the content portion (e.g., from a file, an attachment
to a file, a loose file, different locations (e.g., on a network
source and on a back-up tape source)), only one instance of
the content is stored in the collective database 162, and each
of the instances of metadata associated with each file that
contained the content portion is stored in the collective data-
base 162. It should be understood that other variations could
also be achieved and accomplished using the invention. For
example, a subset of each metadata portion could be main-
tained if, for example, the file did not meet a rule and the
metadata should not be stored in the collective database.
Further, something greater than single instance de-duplica-
tion could occur; for example, presume 10 instances of a
particular content portion exist on both network and back-up
tape sources within 4 different files (one loose file, on attach-
ment, and two with different file names). The de-duplication
engine could have a rule that instances that are attachments
must be maintained in the collective database 162. Therefore,
two instances of the content portion (out of ten total) and all
instance of metadata portions associated with those content
portions would be stored in the collective database 162. This
would still provide an advantage over current systems that
would only have eliminated 6 instances (not 8 as with this
example).

The de-duplication operation can be automatically per-
formed by de-duplication engine 144 without any human
intervention. Therefore, manual intervention, including
manually deleting, manually examining records for copies of
files, or sending notices to one or more persons having a copy
of the duplicate file is unnecessary. For large enterprises, an
automated de-duplication operation may be the only practical
choice for dealing with duplicative files.

Although electronic files have been described, the de-du-
plication process can be extended to other electronic data. If
electronic communications are involved, the electronic com-
munication may include a header portion as a metadata por-
tion and a separate content portion. For database records, a
tuple from one database table may be used as a content por-
tion. Alternatively, an entire table may be used as a content
portion. After reading this specification, skilled artisans will
appreciate that many other methods may be used to process
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automatically the duplicate files, electronic mail messages,
database records, and potentially nearly any other electronic
data.

At this point in the process, collective database 162 has
been generated (i.e., step 242 in FIG. 2 has been performed).
Collective database 162, in this embodiment, includes data
obtained from network 124 in addition to data obtained from
backup tapes 122. Theoretically, collective database 162
comprises (1) a single copy of the content portion for each
file, electronic mail message, database entries, and other elec-
tronic data and (2) all copies of metadata portions for those
content portions.

In an alternate embodiment, some of the information from
network 124 (“Other files” as illustrated in FIG. 1) may not be
sent to collective database 162. That information may be
backed up from network 124 using a conventional process.
For example, a user may not desire to store back-end data
(such as financial accounting information) in collective data-
base 162.

After generating collective database 162, many different
applications may be performed using data within collective
database 162. In the embodiment of FIG. 2, the method can
include identifying at least one of compliant data and targeted
data within collective database 162 using a rule. The rule may
include any one or more of filters, business rules, queries,
policies, and the like. Some non-limiting, exemplary appli-
cations are described below and include implementation of a
data retention policy, setting up a legal repository, and per-
forming intelligence gathering. After reading this specifica-
tion, skilled artisans will appreciate that many more applica-
tions are possible and would nearly impossible to list them all.

In one application, a data retention policy may be imple-
mented using system 100 and is described with respect to
steps starting at step 522 in FIG. 5. The retention policy is a set
of criteria against which original electronic data (from the
tapes 122, network 124, or both) is reviewed and only the
original electronic data that meets the criteria (or alternatively
fails to meet the criteria) is stored (or alternatively, deleted
from) the database 162. As one example, a retention policy
may include a requirement that all documents more than five
years old be destroyed. After reading this specification,
skilled artisans will appreciate that they can tailor the reten-
tion policies for many different criteria, including types of
documents, department files were created within, divisions
within the company, or by nearly any other criteria. The
number and types of retention policies may vary within a
single enterprise.

In this application, backup tape 182 may be generated to
contain electronic data that complies with a retention policy.
Report generation regarding targeted data 164 (non-compli-
ant data) and other activities may be performed as described
below in more detail.

In the embodiment illustrated in FIG. 5, the method
includes accessing a data retention policy at step 522. The
data retention policy may already reside in collective data-
base 162 or be in memory of a server (not shown) for collec-
tive database 162.

The data retention policy rules can then be applied to
collective database 162 in step 524. The server for collective
database 162 may examine the metadata portion, content
portion, or both for each file, message, or other electronic data
within collective database 162 to determine if the file com-
plies with (compliant data 166) or does not comply with
(targeted data 164). Typically only one of targeted data 164
and compliant date 166 is identified with an assumption that
all other information is of the other type.
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The method can further comprise storing compliant data
166 onto backup tape 182 at step 542. After the compliant
data have been stored onto backup tape 182, the method can
comprise destroying or erasing prior backup tape 122 at step
602 in FIG. 6. Backup tape 182 can now replace backup tape
122 in FIG. 1, and the data management process can be run
again. Because all data from prior backup tapes 122 has been
collected within collective database 162, the portion of the
system that extracts data from backup tapes is no longer
needed in one embodiment. The process of backing up data
from network 124 may be performed in an iterative process
that can be run at any user-defined time interval (e.g., once a
day).

The method can also comprise generating a report regard-
ing targeted data 164 at step 622. The report may be generated
by the server for collective database 162 and include targeted
data 164 may include identification all of files, messages,
records, or other data that do not (or alternatively that do)
comply with the data retention policies. The report may be
used to audit the enterprise via system 100 using collective
database 162 to ensure the data retention policies are being
properly applied. In another application, the metadata for
targeted data 164 may be used to send a message to the user of
the computer or owner of the database that the user’s data files
do not comply with the particular policies. The message may
be automatically generated by a server for collective database
162 and sent to the user by accessing the metadata portion of
the file (e.g., includes and IP or other network address). In
another embodiment, an employee records database may be
used to send the same or a similar message to that user’s
supervisor so that the supervisor is aware of the targeted data
164 and noncompliance by the user. Many other uses of the
report are possible.

The method can comprise deleting at least part of targeted
data 164 from collective database 162 at step 624. The dele-
tion of the targeted data 164 may be performed automatically
using at the server for collective database 162, or may be
performed with some human intervention to ensure that com-
pliant data 166 is not inadvertently designated as being tar-
geted data 164. The report (as described with step 622) may
also be used to determine if targeted data 164 should still be
maintained even though it does not comply with data reten-
tion policies.

The method can still further comprise deleting at least a
part of targeted data 164 from network 124 at step 626. The
deletion of the targeted data 164 may be performed automati-
cally, using at least in part, the server for collective database
162 with or without the assistance of software agent(s) on
network 124, with human intervention, or a combination of
the two. Original data from network 124 may include meta-
data or other information to override an automatic deletion
command if such original data would be targeted data 164
within collective database 162, even if such original data do
not comply with a data retention policy. For example, a com-
puter (not shown) within a legal department may need to have
a copy of an old contract that is currently the subject of
litigation. During a routine backup of the computer, a copy of
the file may be made on network 124. The file itself may have
been otherwise deleted because it may be noted as a contract
that is more than five years old. However, the file may need to
be retained for discovery or other legal requirements. In still
another embodiment, all targeted data 164 may be deleted
from network 124. After reading this specification, skilled
artisans will understand what, if anything, should be deleted,
and how much of the deletion on network 124 is to be auto-
mated.
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In one embodiment, the activities in step 626 may be per-
formed to synchronize the information within network 124 to
collective database 162. If the same portion or all of targeted
data 164 are removed from both collective database 162 and
network 124, the two systems may be deemed to be synchro-
nized. Synchronization may be potentially extended to com-
puters coupled to network 124.

Note that deleting parts of targeted data 164 in step 624 and
626 may be for the same or different parts of targeted data
164. For example, all targeted data 164 within collective
database 162 may be deleted regardless whether any or all
corresponding targeted data within network 124 is deleted.

The description above has focused on generating collective
database 162 from conventional backup tapes and a network
124. In one embodiment, the next time a backup is performed
using collective database 162, conventional backup tapes do
not need to be input because the contents of collective data-
base 162 should have all the data from the prior backup,
currently on backup tape 182. Therefore, the conventional
tape backup operation does not need to be performed, and the
method can start at step 402 in FIG. 4 for the nextback up (i.e.,
skip the activities in FIG. 3).

In alternate embodiments, the retention policy may be
applied at a different time. The retention policy may be
applied before electronic data enters collective database 162
(e.g., collective database 162 comprises compliant data 166
but not targeted data 164). The retention policy could be
applied by a database server (not shown) to data before
reaches collective database 162. In this manner, storing and
later deleting targeted data collective database 162, thereby,
improving speed and saving resources. Alternatively, the
retention policy could be applied earlier, for example, using
file extraction engine 142, de-duplication engine 144, email
extraction engine 146, or any combination thereof. A report
could still be generated noting which files and other records
do not comply with the data retention policies, and for each
file or record, the location of the file or record and the policy
that is violated.

In another application, the rule may be related to a legal
discover request. When a discovery request is received, all
files, regardless whether they are compliant data 166 or tar-
geted data 164 may need to be saved. Instead of using the
retention policies, the criteria for a search of files, messages,
records, or other data may be defined. The criteria may
include queries based on the names of the parties involved, the
individuals knowledgeable regarding the matter, the subject
matter involved, or any other criteria. Information regarding
the lawsuit may be stored on a persistent memory source (not
shown) and the maintained separate from compliant data 166.
This “litigation-related”” data would then be targeted data 164
in this example. Targeted data 164 related to the lawsuit may
be stored within a tape or other persistent data storage
medium different from backup tape 182 and still be deleted
from collective database 162 after targeted data 164 for the
lawsuit has been stored. In this manner, targeted data 164 that
falls within the “parameters” of the lawsuit may still be main-
tained while having collective database 162 only storing and
maintaining compliant data 166.

Insstill another application, the rule can be used to verify the
authenticity of a document. Each file or other record has its
content and metadata portions processed using a hashing
function. If the content of the file or record has been altered,
the hashed value for the content will be changed. If the hashed
value as stored in collective database 162 or on backup tape
182 differs from the hashed value on network 124 or other
computer connected to system 100, the files or records are
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different. Therefore, data integrity and the likelihood of
detecting evidence tampering significantly increase.

In yet other applications, the rule can be used to query
collective database 162 to obtain information for nearly any
purpose. For example, a researcher at one location of the
enterprise may discover related work performed by another
researcher at a different location of the enterprise. Such infor-
mation can prevent duplicating costly experiments. The query
may also identify others to form symbiotic relationships
within the enterprise in performing research, development, or
other work.

To aid in the formulation and application of rules, inter-
faces, such as a graphical user interface, can be used to com-
municate with any one or more of file extraction engine 142,
de-duplication engine 144, and email extraction engine 146,
and the server for collective database 162, or other part of
system 100. The interfaces can provide a more user friendly
way for users to interact and use system 100.

In one embodiment, a portion of collective database 162
may be used as a legal repository. A portion of collective
database 162 may include files or other records related to a
legal matter. A first graphical user interface (“GUI”), which
will be called an administrator GUI or a legal GUI, may be
used to extract files, records, and other electronic data (e.g.,
based or contain criteria/rules/keywords) from the collective
database 162 before targeted data 164 is removed. The legal
GUI may be used to define the criteria for determining which
information is to be put into a legal repository for a specific
legal matter. The criteria may be based on subject matter,
departments or other divisions within a company, individuals,
types of files or records, specific tables from databases, other
attributes, or combination(s) of thereof. All the data from
collective database 162 meeting the criteria can be used form
at least part of the legal repository.

Note that the legal repository may include data for other
legal matters, where such data are collected in a similar fash-
ion. Optionally, the de-duplication process may be used to
filter duplicates of the same file, record, or other electronic
data. Because in litigation and other legal procedures, evi-
dence typically needs to be preserved, a data retention policy
would not be applied to this database until after the legal
matter(s) has (have) concluded. If any file, record, or elec-
tronic data is used for more than one legal matter, the file,
record, or electronic data will not be deleted until all legal
matters using that information have concluded.

Internet capability may be added to the legal repository. A
second or hosting GUI can be added to allow authorized users
access to the legal repository (or any other “targeted data”
database) via a browser program at the users’ computers (not
shown) via network 124. If the system is configured to dif-
ferentiate evidence data from other files, records, or elec-
tronic data (e.g., pleadings, answers, discovery requests,
work-product memorandum, and the like), authorized users
may be allowed read-only access to the evidence data and
read and write access to the other information. After a docu-
ment is filed with a court or served on opposing council, write
access privileges to the file corresponding to that document
may be revoked. Users inside or outside the enterprise may be
allowed access to portion(s) of the legal repository. Addition-
ally, different users may be granted different levels of autho-
rization. For example, users inside the enterprise may be
allowed read and write access, whereas users outside the
enterprise may be allowed read access for only a specific legal
matter. Many variations are possible without departing from
the scope of the invention. The embodiments creating and
using the legal repository may be an integral part of case
management tools.
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Yet another GUI may be used to allow authorized users
access to collective database 162. The GUI for collective
database 162 may be similar to the hosting GUI as previously
described. In one embodiment, only read access may be
granted to the authorized users to substantially prevent spoil-
age of data within database 162.

In one embodiment, database 162 may be queried using the
GUI before entering negotiations on a matter to assess more
accurately upside and downside potential before going pro-
ceeding. Also, database 162 may be queried to determine
exposure or other information before answering a complaint
from another party in a lawsuit or responding to an investi-
gation by a regulatory agency. Simply put, the ability to query
collective database 162 allows an enterprise to make more
informed decisions.

The method and system described are highly beneficial
over conventional methods and systems because electronic
data from a wide variety of sources can be used to form
collective database 162. The electronic data may originate
from backup tapes 122, network 124, or potentially other
sources. The electronic data within the backup tapes 122 can
be extracted without having to recreate the backup environ-
ment, email environment, or individual email accounts. Also,
data from many backup tapes 122 and network 124 may be
extracted simultaneously to speed up the data collection pro-
cess in forming collective database 162.

Additionally, an automated de-duplication operation can
be used to reduce the number of copies of a content portion of
different files, messages, records, or other electronic data that
have the same content portion. The metadata portion for each
copy is retained, however, only one copy of the content por-
tion is retained. By automating the operation, the de-duplica-
tion operation can occur real-time without any human inter-
vention.

The method and system are also beneficial in that the
database server used with the collective database 162 may
forward information regarding targeted data 164 back to net-
work 124 to delete part or all targeted data 164 from network
124. Therefore, at least some automated deletion of targeted
data 164 can occur and increase the likelihood that an enter-
prise is compliant with its data retention policies. An enter-
prise may be able to prove to a court that evidence was not
destroyed after first learning about a litigation or other inves-
tigative matter.

In the foregoing specification, the invention has been
described with reference to specific embodiments. However,
one of ordinary skill in the art appreciates that various modi-
fications and changes can be made without departing from the
scope of the present invention. Accordingly, the specification
and figures are to be regarded in an illustrative rather than a
restrictive sense, and all such modifications are intended to be
included within the scope of present invention.

Benefits, other advantages, and solutions to problems have
been described above with regard to specific embodiments.
However, the benefits, advantages, solutions to problems, and
any element(s) that may cause any benefit, advantage, or
solution to occur or become more pronounced are not to be
construed as a critical, required, or essential feature or ele-
ment of the invention.

What is claimed is:

1. A method, performed by a computer system, for man-
aging information associated with an enterprise, the method
comprising the steps of:

obtaining original data from a plurality of different elec-

tronic data sources including at least two electronic data
sources including a backup tape data source and a net-

—

0

45

60

65

14

worked data source, wherein the original data includes a
plurality of files having content portions and metadata
portions;

determining email files within the original data;

extracting information from the email files using an email

extraction engine;

forwarding the information extracted from the email files

to a de-duplication engine;

separating the information extracted from the email files

and other original data in content portions and metadata
portions;
analyzing the content portions and the metadata portions
by hashing the content portions of the information
extracted and the other original data to form hashed
values using a de-duplication engine and comparing the
hashed values using the de-duplication engine;

placing, into a collective database, at least a single copy of
unique content portions; and

placing, into a collective database, at least one copy of the

metadata portions including information on where the
files were obtained;

from a user of the computer system, receiving at least one

rule, including: a retention policy for the data; and a
query for the data, wherein the query is other than a
search for duplicate portions of the data;

using the rule, which includes a logical operation to segre-

gate the targeted data and the compliant data from other
data, identifying: compliant data that comply with the
retention policy; and targeted data that correspond to the
query; and

using the rule, preserving the compliant data and the tar-

geted data within the collective database, while deleting
at least a portion of other data that are neither compliant
data nor targeted data within the collective database.

2. The method of claim 1, further comprising storing the
targeted data in a persistent memory source.

3. The method of claim 2, further comprising performing
the steps of claim 1 and claim 2 on a periodic basis on
different data sources.

4. The method of claim 1, wherein the data source com-
prises a network, and further comprising deleting the other
data from the network.

5. The method of claim 4, wherein the data source com-
prises a backup tape.

6. The method of claim 5, further comprising deleting the
backup tape.

7. The method of claim 5, wherein extracting the data
comprises extracting the data from the backup tape without
recreating a backup environment used for generating the
backup tape.

8. The method of claim 1, wherein the query for the data
includes a query of at least one of the following for the data:
subject matter, author, type, and content.

9. The method of claim 1, wherein the data include files
having content portions and metadata portions, and wherein
the files can be different file types, and, prior to collecting the
data within the database, further comprising the steps of:

analyzing the content portions;
placing, into the database, less than the total number of
copies of unique content portions per file type; and

placing, into the database, at least one copy of the metadata
portions including information regarding from where
the files were obtained.

10. The method of claim 1, further comprising the step of:
auditing the database to determine data existing in the data-
base that meet or do not meet a certain rule.
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11. The method of claim 1, further comprising the step of:
outputting a subset of the data in the database to a different
database.

12. The method of claim 1, wherein the extracting opera-
tion includes extracting new data from another data source.

13. A method, performed by a one or more computer sys-
tems, for managing information associated with an enter-
prise, the method comprising the steps of:

extracting specific data from original data obtained from at

16

separating the information extracted from the email files
and other original data in content portions and metadata
portions;

analyzing the content portions and the metadata portions
by hashing the content portions of the information
extracted and the other original data to form hashed
values using a de-duplication engine and comparing the
hashed values using the de-duplication engine;

placing, into a collective database, at least a single copy of

least two different data sources including a backup tape 1o unique content portions;
p placing, into the collective database, at least one copy of the
data source and a networked data source, wherein the . . Lo .
. . . metadata portions including information on where the
specific data contains at least a content portion and a N
da ion. by fi . i data f h files were obtained;
mgta} ta portion, by fir SI, separatlng emai ata from ¢ © storing unique content portions in the collective database;
original data andbextract?ng mfoqnatlon from the' emall 15 storing the metadata portions in the collective database
datg and forwarding the information to a de-duplication including information linking the metadata portions to
enguie; ) ) their associated content portions;
separating the content portion from the metadata portion from a user of the computer system, receiving at least one
for the information from the email data and other origi- rule, including: a retention policy for the data; and a
nal data; 20 query for the data, wherein the query is other than a
analyzing the content portions; search for duplicate portions of the data;
placing, into a collective database, at least a single copy of using the rule, identifying: compliant data that comply with
unique content portions; the retention policy; and targeted data that correspond to
placing, into the collective database, at least one copy of the the query; and
metadata portions including information on where the 25  using the rule, preserving the compliant data and the tar-
files were obtained; geted data within the collective database, while deleting
collecting the specific data within a collective database, at least a portion of other data that are neither compliant
wherein the collective database includes one copy of the data nor targeted data within the collective database.
content portion of the specific data and different copies 19. The method of claim 18, wherein extracting the data
30 comprises extracting the data from the backup tape without

of the metadata portion including information regarding
from where the specific data was obtained,;

from a user of the computer system, receiving at least one

rule, including: a retention policy for the data; and a
query for the data, wherein the query is other than a
search for duplicate portions of the data;

using the rule, identifying: compliant data that comply with

the retention policy; and targeted data that correspond to
the query; and

using the rule, preserving the compliant data and the tar-

geted data within the database, while deleting at least a
portion of other data that are neither compliant data nor
targeted data within the database.

14. The method of claim 13, wherein extracting the data
comprises extracting the data from the backup tape without
recreating a backup environment used for generating the
backup tape.

15. The method of claim 13, further comprising storing the
targeted data in a persistent memory source.

16. The method of claim 13, wherein the at least two
different data sources comprise a network, and further com-
prising deleting the other data from the network.

17. The method of claim 13, wherein the query for the data
includes a query of at least one of the following for the data:

40

recreating a backup environment used for generating the
backup tape.

20. The method of claim 18, further comprising storing the
targeted data in a different database.

21. The method of claim 18, wherein the extracting
includes extracting new data from another data source.

22. The method of claim 18, and further comprising the
step of: deleting the other data from the networked data
source.

23. The method of claim 18, wherein the query for the data
includes a query of at least one of the following for the data:
subject matter, author, type, and content.

24. The method of claim 18, further comprising auditing
the collective database to determine data existing in the col-
lective database that meet or do not meet a certain rule.

25. The method of claim 18, further comprising perform-
ing the steps of claim 24 on the data source on a periodic basis.

26. A method utilizing a computer for executing instruc-
tions stored on a computer readable medium having software
code embodied therein for managing information, the soft-
ware code comprising computer-executable instructions for:

extracting data from at least two data sources, a first backup

tape data source and a second networked data source;
determining email files within the original data;

subject matter, author, type, and content. 55 extracting information from the email files using an email
18. A method, performed by a computer system, for man- extraction engine;
aging information associated with at least one enterprise, the forwarding the information extracted from the email files
method comprising: to a de-duplication engine;
extracting data from at least two data sources, a backup separating the information extracted from the email files
tape data source and a networked data source, wherein 60 and other original data in content portions and metadata
the extracted data include files have content portions and portions;
associated metadata portions; analyzing the content portions;
determining email files within the original data; placing, into a collective database, a single copy of unique
extracting information from the email files using an email content portions; and
extraction engine; 65  placing, into a collective database, at least one copy of the

forwarding the information extracted from the email files
to a de-duplication engine;

metadata portions including information regarding from
where the files were obtained;
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from a user of the computer system, receiving at least one
rule, including: a retention policy for the data; and a
query for the data, wherein the query is other than a
search for duplicate portions of the data;

using the rule, identifying: compliant data that comply with

the retention policy; and targeted data that correspond to
the query;

storing the targeted data in a persistent memory source; and

using the rule, preserving the compliant data and the tar-

geted data within the database, while deleting at least a
portion of other data that are neither compliant data nor
targeted data within the database.

27. The method of claim 26, wherein the software code
further comprises at least one instruction for performing the
steps of claim 26 on a periodic basis on different data sources.

28. The method of claim 26, wherein the software code
further comprises at least one instruction for deleting the
other data from the backup tape data source, the networked
data source or both.

29. The method of claim 26, wherein the data source com-
prises a backup tape, and wherein extracting the data com-
prises extracting the data from the backup tape without rec-
reating a backup environment used for generating the backup
tape.

30. The method of claim 26, wherein: the rule is a query;
and

the targeted data comprise a portion of the data within the

database, wherein the targeted data correspond to the
query.
31. The method of claim 26, wherein the data include files
having content portions and metadata portions, and wherein
the files can be different file types, and wherein the software
code further comprises at least one instruction for, prior to
collecting the data within the database:
analyzing the content portions;
placing, into the database, less than the total number of
copies of unique content portions per file type; and

placing, into the database, at least one copy of the metadata
portions including information regarding from where
the files were obtained.

32. The method of claim 26, wherein the software code
further comprises at least one instruction for outputting a
subset of the data in the database to a different database.

33. The method of claim 26, wherein the extracting step
includes extracting new data from another data source.

34. A method for executing operations in accordance with
instructions stored on a computer readable medium having
software code embodied therein for managing information,
the software code comprising computer-executable instruc-
tions for:

extracting original data from at least two different data

sources, a backup tape data source and a networked data
source and another data source;

determining email files within the original data;

extracting information from the email files using an email

extraction engine;

forwarding the information extracted from the email files

to a de-duplication engine;

separating the information extracted from the email files

and other original data in content portions and metadata
portions;

analyzing the content portions;

placing, into a collective database, a single copy of unique

content portions; and

placing, into a collective database, at least one copy of the

metadata portions including information regarding from
where the files were obtained;
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collecting the data within a collective database;

from a user of the computer system, receiving at least one
rule, including: a retention policy for the data; and a
query for the data, wherein the query for the data
includes a query of at least one of the following for the
data: subject matter, author, type, and content;

using the rule, identifying: compliant data that comply with

the retention policy; and targeted data that correspond to
the query; and

using the rule, preserving the compliant data and the tar-

geted data within the database, while deleting at least a
portion of other data that are neither compliant data nor
targeted data within the database.

35. The method of claim 34, wherein extracting the data
comprises extracting the data from the backup tape without
recreating a backup environment used for generating the
backup tape.

36. The method of claim 34, wherein the software code
further comprises at least one instruction for storing the tar-
geted data in a persistent memory source.

37. The method of claim 34, wherein the at least two
different data sources comprise a network, and wherein the
software code further comprises at least one instruction for
deleting the other data from the network.

38. The method of claim 34, wherein: specific data include
a content portion and a metadata portion; and the database
comprises:

one copy of the content portion of the specific data; and

different copies of the metadata portion including informa-

tion regarding from where the specific data was
obtained.

39. A method of executing operations based on a computer
readable medium having software code embodied therein for
managing information, the software code comprising com-
puter-executable instructions for:

extracting data from at least two different data sources,

wherein the extracted data include files having content
portions and associated metadata portions;

determining email files within the original data;

extracting information from the email files using an email

extraction engine;

forwarding the information extracted from the email files

to a de-duplication engine;

separating the information extracted from the email files

and other original data in content portions and metadata
portions;

storing unique content portions in a collective database;

storing the metadata portions in the collective database

including information linking the metadata portions to
their associated content portions;

from a user of the computer system, receiving at least one

rule, including: a retention policy for the data; and a
query for the data, wherein the query is other than a
search for duplicate portions of the data;

using the rule, identifying: compliant data that comply with

the retention policy; and targeted data that correspond to
the query; and

using the rule, preserving the compliant data and the tar-

geted data within the collective database, while deleting
at least a portion of other data that are neither compliant
data nor targeted data within the collective database.

40. The method of claim 39, wherein:

the data source comprises at least two data sources,

wherein a first data source is at least one backup tape and
a second data source is a network.
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41. The method of claim 40, wherein extracting the data
comprises extracting the data from the backup tape without
recreating a backup environment used for generating the
backup tape.

42. The method of claim 39, wherein the software code
further comprises at least one instruction for storing the tar-
geted data a different database.

43. The method of claim 39, wherein the extracting
includes extracting new data from another data source.

44. The method of claim 39, wherein the data source com-
prises at least two data sources, wherein a first data source is
one or more backup tapes and a second data source is the
networked database, and wherein the software code further

20

comprises at least one instruction for deleting the other data
from the network.

45. The method of claim 39, wherein the software code
further comprises at least one instruction for auditing the
collective database to determine data existing in the collective
database that meet or do not meet a certain rule.

46. The method of claim 39, wherein the software code
further comprises at least one instruction for performing the
steps of claim 39 on the data source on a periodic basis.

47. The method of claim 39, wherein the query for the data
includes a query of at least one of the following for the data:
subject matter, author, type, and content.
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