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can easily be modified to monitor any port on any number of
machines. If you're ambitious, you might want to think about
turning the serMailPort object into an array that reports the
status of all your mail servers.

Our goal in this chapter hasn't been to provide you with
scripts you can immediately place in your environment. More to
the point, we have wanted to show you what's possible, and get
you thinking about how you might be able to write scripts that
provide elaborate custom monitoring features. If you're
thinking creatively about what you can do with SNMP, we've
succeeded.

Chapter 13. MRTG

The Multi Router Traffic Grapher (MRTG) is a freely available
and fully configurable trend-analysis tool that's easy to
configure and use. It's a surprisingly small, lightweight
package because it doesn't implement a heavyweight user
interface. Instead, it generates graphs in the form of GIF or
PNG images; these graphs are embedded in standard HTML pages.
Therefore, you can view MRTG's output using any graphical web
browser and even make its reports visible across your network
by using a web server.

Although MRTG is best at displaying usage graphs for router
interfaces, it can be configured to graph things like memory
usage, load average, and disk usage on server equipment. MRTG
is particularly useful for determining when something "peaks
out" for an extended period of time, which indicates that you
have a capacity problem and need to upgrade. For example, you
might find that your Tl interface is maxed out during your peak
business hours and you need to upgrade to a bigger circuit, or
you might find that you need to add more memory to a server.
Likewise, MRTG may let you know that your network connections
are operating at a fraction of the available bandwidth and that
you can therefore eliminate a few Tl circuits and reduce your
telecommunications costs.

Many sites that use MRTG use its default graphing capabilities
for capacity planning and provisioning. MRTG doesn't provide
the fine-grained statistical tools you need to calculate
baseline information or project when your network will need to
be upgraded. However, it can be a very useful tool for
businesses that don't have the resources necessary to purchase
a full-fledged trend-analysis package. Baselines and
projections are invaluable, but MRTG's graphs can give you
similar behavior at a glance; your eyes are very good at
spotting typical behavior and trends, even if they can't give
you the statistical analysis that your management might like.
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The interface's type (token ring, Ethernet, etc.)
ifOperStatus

Whether the interface is up, down, or in some kind of test
mode

ifMtu

The size of the largest packet that can be sent over the
interface

ifSpeed

The maximum bandwidth of the interface
ifPhysAddress

The low-level (hardware) address of the interface

ifinOctets
The number of octets received by the interface

ifOutOctets
The number of octets sent by the interface

We explored various parts of this table in other chapters, but
avoided saying too much about ifInOctets and ifOutOctets. REC
1213 states that ifOutOctets and ifInOctets are the total
number of octets sent and received on an interface, including
framing characters.

In many environments, this information is crucial. Companies
such as Internet service providers (ISPs) make their
livelihoods by providing usable bandwidth to their customers,
and thus spend huge amounts of time and money monitoring and
measuring their interfaces, circuits, etc. When these pipes
fill up or get clogged, customers get upset. So the big
guestion is, how can you monitor bandwidth effectively? Being
able to answer this question is often a life and death issue.

The information you need to answer this question comes in a few
parts. First, you must know what type of line you are trying to
monitor. Without this information, the numbers don't mean much.
Then you must find the line's maximum speed and determine
whether it is used in full- or half-duplex mode. In most cases,
you can find both of these pieces of information using SNMP.
The ifSpeed object defined in MIB-II's interfaces table
provides "an estimate of the interface's current bandwidth in
bits per second." You can poll this object to find the line's
maximum speed, or at least what the agent thinks the line's
maximum speed should be. Note, though, that you must watch for
some pitfalls. For example, Cisco routers have default maximum
bandwidths for various types of links, but these defaults may
not have much to do with reality: for instance, the default
bandwidth for a serial line is 1.544 Mbps, regardless of the
actual line speed. To get meaningful data, you must configure
the router to report the maximum bandwidth correctly.
(Sometimes, network administrators intentionally set the
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