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Abstract.Bydefinitionaninsiderhasbetteraccess,ismoretrusted,
andhasbetterinformationaboutinternalprocedures,high-valuetargets,
andpotentialweakspotsinthesecurity,thananoutsider.Consequently,
aninsiderattackhasthepotentialtocausesignificant,evencatastrophic,
damagetothetargetedorganisation.Whiletheproblemiswellrecog-
nisedinthesecuritycommunityaswellasinlaw-enforcementandintel-
ligencecommunities,themainresortstillistoauditlogfilesafterthe
fact.Therehasbeenlittleresearchintodevelopingmodels,automated
tools,andtechniquesforanalysingandsolving(partsof)theproblem.
Inthispaperwefirstdevelopaformalmodelofsystems,thatcande-
scribereal-worldscenarios.Thesehigh-levelmodelsarethenmappedto
acKlaim,aprocessalgebrawithsupportforaccesscontrol,thatisused
tostudyandanalysepropertiesofthemodelledsystems.Ouranalysisof
processesidentifieswhichactionsmaybeperformedbywhom,atwhich
locations,accessingwhichdata.Thisallowstocomputeasupersetof
auditresults—beforeanincidentoccurs.

1 Introduction

Oneofthetoughestandmostinsidiousproblemsininformationsecurity,andin-
deedinsecurityingeneral,isthatofprotectingagainstattacksfromaninsider.
Bydefinition,aninsiderhasbetteraccess,ismoretrusted,andhasbetterinfor-
mationaboutinternalprocedures,high-valuetargets,andpotentialweakspots
inthesecurity.Consequently,aninsiderattackhasthepotentialtocausesignif-
icant,evencatastrophic,damagetothetargetedIT-infrastructure.Theproblem
iswellrecognisedinthesecuritycommunityaswellasinlaw-enforcementand
intelligencecommunities,cf.[1,13,6].Inspiteofthistherehasbeenrelatively
littlefocusedresearchintodevelopingmodels,automatedtools,andtechniques
foranalysingandsolving(partsof)theproblem.Themainmeasuretakenstill
istoauditlogfilesafteraninsiderincidenthasoccurred[13].
Inthispaperwedevelopamodelthatallowstodefineanotionofinsider

attacksandtherebyenablestostudysystemsandanalysethepotentialcon-
sequencesofsuchanattack.Formalmodellingandanalysisisincreasinglyim-
portantinamoderncomputingenvironmentwithwidelydistributedsystems,
�PartofthisworkhasbeensupportedbytheEUresearchproject#016004,Software
EngineeringforService-OrientedOverlayComputers.
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computinggrids,andservice-orientedarchitectures,wherethelinebetweenin-
siderandoutsiderismoreblurredthanever.
Withthisinmindwehavedevelopedaformalmodelintwoparts:anabstract

high-levelsystemmodelbasedongraphsandaprocesscalculus,calledacKlaim,
providingaformalsemanticsfortheabstractmodel.Asthenamesuggests,the
acKlaim calculusbelongstotheKlaim familyofprocesscalculi[9]thatare
alldesignedaroundthetuple-spaceparadigm,makingthemideallysuitedfor
modellingdistributedsystemsliketheinteract/cooperateandservice-oriented
architectures.Specifically,acKlaimisanextensionoftheμKlaimcalculuswith
access-controlprimitives.Inadditiontothisformalmodelwealsoshowhowtech-
niquesfromstaticprogramanalysiscanbeappliedtoautomaticallycomputea
soundestimate,i.e.,anover-approximation,ofthepotentialconsequencesofan
insiderattack.Thisresulthastwoimmediateapplications—ontheonehandit
canbeusedindesigningaccesscontrolsandassigningsecurityclearancesinsuch
awayastominimisethedamageaninsidercando.Ontheotherhand,itcan
directtheauditingprocessafteraninsiderattackhasoccurred,byidentifying
beforetheincidentwhicheventsshouldbemonitored.Theimportantcontribu-
tionistoseparatetheactualthreatandattackfromreachability.Oncewehave
identified,whichplacesaninsidercanreach,wecaneasilyputexistingmodels
andformalismsontopofourmodel.
Therestofthepaperisstructuredasfollows.Intheremainderofthissec-

tionthetermsinsiderandinsiderthreataredefined.Section2introducesour
abstractsystemmodelandanexamplesystem,andSection3definesacKlaim,
theprocesscalculusweusetoanalysethesesystems.Theanalysisitselfisintro-
ducedinSection4,followedbyadiscussionofrelatedwork(Section5).Section6
concludesourpaperandgivesanoutlookandfuturework.

1.1 TheInsiderProblem

Recently,theinsiderproblemhasattractedinterestbybothresearchersand
intelligenceagencies[13,14].However,mostoftheworkisondetectinginsider
attacks,modellingthethreatitself,andassessingthethreat.Thissectiongives
anoverviewofexistingwork.
Bishop[1]introducesdifferentdefinitionsoftheinsiderthreatfoundinliter-

ature.TheRANDreport[13]definestheproblemas“malevolentactionsbyan
alreadytrustedpersonwithaccesstosensitiveinformationandinformationsys-
tems”,andtheinsiderisdefinedas“someonewithaccess,privilege,orknowledge
ofinformationsystemsandservices”.BishopalsocitesPatzakis[12]todefine
theinsideras“anyoneoperatinginsidethesecurityperimeter”,therebycon-
trastingitfromoutsideattackslikedenial-of-serviceattacks,whichoriginate
fromoutsidetheperimeter.Bishopthenmovesontodefinethetermsinsider
andinsiderthreat:

Definition1.(Insider,Insiderthreat).AninsiderwithrespecttorulesRisa
userwhomaytakeanactionthatwouldviolatesomesetofrulesRinthesecurity
policy,weretheusernottrusted.Theinsideristrustedtotaketheactiononly
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Fig.1.Theexamplesystem usedtoillustrateourapproach.Theusercanusethe
networkconnectiontoprintsomepotentiallyconfidentialdataintheserver/printer
room.Dependingontheconfigurationonthecipherlocks,thejanitormightormight
notbeabletopickupthatprintout.

whenappropriate,asdeterminedbytheinsider’sdiscretion.Theinsiderthreat
isthethreatthataninsidermayabusehisdiscretionbytakingactionsthatwould
violatethesecuritypolicywhensuchactionsarenotwarranted.

Obviously,thesedefinitionsareexpressiveinthattheyconnectactorsinasystem
andtheiractionstotherulesofthesecuritypolicy.Ontheotherhand,theyare
rathervague,sinceinagivensystemitisusuallyhardtoidentifyvulnerabilities
thatmightoccurbasedonaninsidertakingunwarrantedactions.Intherestof
thepaperwewilluseBishop’sdefinitionstoanalyseabstractionsofrealsystems
forpotentialattacksbyinsiders.Todoso,inthenextsectionwedefinethe
abstractmodelofsystems,actors,data,andpolicies.

2 ModellingSystems

Thissectionintroducesourabstractmodelofsystems,whichwewillanalyse
inSection4toidentifypotentialinsiderthreats.Oursystemmodelisatalevel
thatishighenoughtoalloweasymodellingofreal-worldsystems.Thesystem
modelnaturallymapstoanabstractionusingtheprocesscalculusacKlaim(Sec-
tion3).Hereitisessentialthatourmodelisdetailedenoughtoallowexpressive
analysisresults.Theabstractionisbasedonasystemconsistingoflocations
andactors.Whilelocationsarestatic,actorscanmovearoundinthesystem.To
supportthesemovements,locationscanbeconnectedbydirectededges,which
definefreedomsofmovementsofactors.Thissectionfirstmotivatesthechoice
ofourabstractionbyanexample,andthereafterformallydefinestheelements.
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2.1 ExampleSystem

InFigure1weshowourrunningexamplesysteminspiredby[1].Itmodelspart
ofanenvironmentwithphysicallocations(aserver/printerroomwithawaste-
basket,auseroffice,andajanitor’sworkshopconnectedthroughahallway),
andnetworklocations(twocomputersconnectedbyanetwork,andaprinter
connectedtooneofthem).Theaccesstotheserver/printerroomandtheuser
officeisrestrictedbyacipherlock,andadditionalbyuseofaphysicalmaster
key.Theactorsinthissystemareauserandajanitor.
FollowingBishop’sargumentation,thejanitormightposeaninsiderthreat

tothissystem,sinceheisabletoaccesstheserverroomandpickupprintouts
fromtheprinterorthewastebasket.Weassumeasecuritypolicy,whichallows
thejanitoraccesstotheserverroomonlyincaseoffire.Modellingthesesoft
constraintsispartofongoingandfuturework.

2.2 System Definition

Westartwithdefiningthenotionofaninfrastructure,whichconsistsofasetof
locationsandconnections:

Definition2.(Infrastructure,Locations,Connections).Aninfrastructureisa
directedgraph(Loc,Con),whereLocisasetofnodesrepresentinglocations,and
Con⊆Loc×Locisasetofdirectedconnectionsbetweenlocations.nd∈Locis
reachablefromns∈Loc,ifthereisapathπ=n0,n1,n2,···,nk,withk≤1,
n0=ns,nk=nd,and∀0≤i≤k−1:ni∈Loc∧(ni,ni+1)∈Con.
Next,wedefineactors,whichcanmoveinsystemsbyfollowingedgesbetween
nodes,anddata,whichactorscanproduce,pickup,orread.Intheexample
setting,actorswouldbetheuser,thejanitor,orprocessesonthecomputers,
whereasdataforexamplewouldbeaprintoutgeneratedbyaprogram.Usually,
actorscanonlymoveinacertaindomain.Intheexamplesystem,theuserand
thejanitorcanmoveinthephysicallocations,buttheycanonlyaccess,e.g.,
theprinterandthewastebaskettotakeitemsoutofthem.Thisismodelledby
nodesfallingindifferentdomains.

Definition3.(Actors,Domains).LetI= (Loc,Con)beaninfrastructure,
Actorsbeaset.Anactorα∈ActorsisanentitythatcanmoveinI.LetDom
beasetofuniquedomainidentifiers.ThenD:Loc→Domdefinesthedomain
dforanoden,andD−1definesallthenodesthatareinadomain.
Definition4.(Data).LetI=(Loc,Con)beaninfrastructure,Databeaset
ofdataitems,andα∈Actorsanactor.Adataitemd∈Datarepresentsdata
availableinthesystem.Datacanbestoredatbothlocationsandactors,and
K:(Actors∪Loc)→ P(Data)mapsanactororalocationtothesetofdata
storedatit.

Finally,weneedtomodelhowactorscanobtaintherighttoaccesslocations
anddata,andhowthesecandecidewhethertoallowortodenytheaccess.
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Fig.2.AbstractionfortheexamplesystemfromFigure1.Thedifferentkindsofarrows
indicatehowconnectionscanbeaccessed.Thesolidlines,e.g.,areaccessiblebyactors
modellingpersons,thedashedlinesbyprocessesexecutingonthenetwork.Thedotted
linesarespecialinthattheyexpresspossibleactionsofactors.

Weassociateactorswithasetofcapabilities,andlocationsanddatawitha
setofrestrictions.Bothrestrictionsandcapabilitiescanbeusedtorestrainthe
mobilityofactors,byrequiring,e.g.,acertainkeytoenteralocation,orallowing
accessonlyforcertainactorsorfromcertainlocations.Intheexample,thecode
storedinthecipherlocksisarestriction,andanactor’sknowledgeofthatcode
isacapability.Similarly,dataitemscanhaveaccessrestrictionsbasedonthe
securityclassificationoftheuserorbasedonencryption.

Definition5.(CapabilitiesandRestrictions).LetI=(Loc,Con)beaninfras-
tructure,Actorsbeasetofactors,andDatabeasetofdataitems.Capisa
setofcapabilitiesandResisasetofrestrictions.Foreachrestrictionr∈Res,
thecheckerΦr:Cap→ {true,false}checkswhetherthecapabilitymatchesthe
restrictionornot.C:Actors→P(Cap)mapseachactortoasetofcapabilities,
andR:(Loc∪Data)→ P(Res)mapseachlocationanddataitemtoasetof
restrictions.

Figure2showsthemodellingfortheexamplesystemfromFigure1.Locations
aretheroomsandcipherlocks(circles),andthecomputers,theprinter,andthe
wastebasket(squares).Thedifferentkindsofarrowsindicatehowconnections
canbeaccessed.Thesolidlines,e.g.,areaccessiblebyactorsmodellingpersons,
thedashedlinesbyprocessesexecutingonthenetwork.Thedottedlinesare
specialinthattheyexpresspossibleactionsofactors.Anactorattheserver
location,e.g.,canaccessthewastebasket.Finally,wecombinetheaboveelements
toasystem:

Definition6.(System).LetI=(Loc,Con)beaninfrastructure,Actorsaset
ofactorsinI,Dataasetofdataitems,Capasetofcapabilities,Resaset
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ofrestrictions,C:Actors→ P(Cap)andR :(Loc∪Data)→ P(Res)maps
fromactorsandlocationanddata,respectively,tocapabilitiesandrestrictions,
respectively,andforeachrestrictionr,letΦr:Cap→{true,false}beachecker.
ThenwecallS=	I,Actors,Data,C,R,Φ
asystem.

3 TheacKlaim Calculus

Inthissectionwepresenttheprocesscalculusthatprovidestheformalunderpin-
ningforthesystemmodelpresentedintheprevioussection.Thecalculus,called
acKlaim,belongstotheKlaimfamilyofprocesscalculi[9];itisavariationof
theμKlaimcalculusenhancedwithaccesscontrolprimitivesandequippedwith
areferencemonitorsemantics(inspiredby[8])thatensurescompliancewiththe
system’saccesspolicy.Themainadditionsareaccesspolicies(Section3.1),the
taggingofprocesseswithnamesandkeys(Section3.2),andtheadditionofa
referencemonitorinthesemantics(Figure7).Inadditiontoprovidingaconve-
nientandwell-understoodformalframework,theuseofaprocesscalculusalso
enablesustoapplyarangeoftoolsandtechniquesoriginallydevelopedinapro-
gramminglanguagecontext.Inparticularitfacilitatestheuseofstaticanalyses
tocomputeasoundapproximationoftheconsequencesofaninsiderattack.

3.1 AccessPolicies

Westartbydefiningtheaccesspoliciesthatareenforcedbythereferencemon-
itor.Accesspoliciescomeinthreevarieties:accesscanbegrantedbasedonthe
locationitiscomingfrom,basedontheactorthatisperformingtheaccess,or
basedontheknowledgeofthesecret,e.g.,akeyin(a)symmetricencryption.In
theabovesystemmodel,thesearemodelledbycapabilitiesandrestrictions.

CLSRV
CLUSR

JANUSRSRV

HALL

PC1PC2

PRT

WASTE

*: e

U: e

*: e *: e

U: e,i,r,o

SRV: i,r
PC2: o

PC1: e
U: e,i,r,o

SRV: i,r,o

*: e

U: e
J: e

Loc= {JAN, USR, SRV, HALL,
CLusr, CLsrv, WASTE,
PC1, PC2, PRT }

Name = {U,J}

Fig.3.TheabstractedexamplesystemfromFigure2,extendedwithpolicyannota-
tions.Therearetwoactors,janitorJanduserU,who,e.g.,havedifferentaccessrights
totheuserofficeandtheserverroom.
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π⊆AccMode={i,r,o,e,n}
κ⊆Keys={uniquekeyidentifiers}
δ∈Policy=(Loc∪Name∪Keys∪{�})→P(AccMode)

Theaccessmodesi,r,o,e,ncorrespondtodestructivelyreadatuple,non-de-
structivelyreadatuple,outputatuple,remoteevaluation,andcreatenewlocation
respectively.Thesemodesreflecttheunderlyingreferencemonitorsemanticsand
areexplainedindetailbelow.Thespecialelement�allowstospecifyasetof
accessmodesthatareallowedbydefault.Theseparationoflocationsandnames
isartificialinthatbothsetssimplycontainuniqueidentifiers.Theyareseparated
tostressthedistinctionbetweenlocationsaspartoftheinfrastructureandactors
thataremovingaroundintheinfrastructure.
TheelementsofthedomainKeysarekeysused,e.g.,forsymmetricorasym-

metricencryption.Weassumethateachkeyuniquelymapstothemethodused
tocheckit(acheckerΦr).
Intuitively,everylocalityinthesystemdefinesanaccesspolicythatspecifies

howotherlocalitiesandactorsareallowedtoaccessandinteractwithit.This
approachaffordsfine-grainedcontrolforindividuallocalitiesoverbothwhois
allowedaccessandhow.Semanticallytheaccesscontrolmodelisformalisedbya
referencemonitorembeddedintheoperationalsemanticsforthecalculus.The
referencemonitorverifiesthateveryaccesstoalocalityisinaccordancewith
thatlocality’saccesspolicy.
Weusethefunctiongranttodecidewhetheranactornatlocationlknowing

keysκshouldbeallowedtoperformanactionaonthelocationl�(Figure4).
Additionally,accesspoliciescanbedefinedforeverydataitem.Inthiscase,

onlythesubset{i,r}ofaccessmodescanbeusedforname-orlocationbased
specification,aswellaskeysspecifyinghowthedataitemhasbeenencrypted.

grant:Names×Loc×Keys×AccMode×Loc→ {true,false}

grant(n,l,κ,a,l�)=
�
true ifa∈δl�(n)∨a∈δl�(l)∨∃k∈κ:a∈δl�(k)
false otherwise

l=t
�I,n,κ��(l,t)

∃(l,l�)∈Con:grant(n,l,κ,e,l�)∧�I,n,κ��(l�,t)
�I,n,κ��(l,t)

grant(n,l,κ,a,t)∧�I,n,κ��(l,t)
�I,n,κ�� (l,t,a)

Fig.4.Functiongrant(upperpart)checkswhetheranactornatlocationlknowing
keysκshouldbeallowedtoperformanactionaonthelocationl�basedonthelocation
itisat,itsname,orakeyitknows.Thejudgement�(lowerpart)decideswhetheran
actornatlocationscanreachlocationtbasedontheedgespresentintheinfrastructure
I,bytesting�I,n,κ��(s,t).Finally,thejudgement� usesgrantandjudgement�
totestwhethernisallowedtoexecuteactionaatlocationt.
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�::=l locality N::=l::δ[P]�n,κ� singlenode
|u localityvariable |l::δ�et� locatedtuple

|N1
N2 netcomposition

P::=nil nullprocess a::=out(t)@� output
|a.P actionprefixing |in(T)@� input
|P1|P2parallelcomposition |read(T)@� read
|A processinvocation |eval(P)@� migration

|newloc(uπ:δ)creation

Fig.5.Syntaxofnets,processes,andactions

T::=F|F,T templates
F::=f|!x|!u templatefields
t::=f|f,t tuples
f::=e|l|u tuplefields

et::=ef|ef,et evaluatedtuple
ef::=V|l evaluatedtuplefield
e::=V|x|...expressions

Fig.6.Syntaxfortuplesandtemplates

3.2 SyntaxandSemantics

TheKlaimfamilyofcalculi,includingacKlaim,aremotivatedbyanddesigned
aroundthetuplespaceparadigminwhichasystemconsistsofasetofdistributed
nodesthatinteractandcommunicatethroughsharedtuplespacesbyreading
andwritingtuples.Remoteevaluationofprocessesisusedtomodelmobility.
TheacKlaim calculus,likeothermembersoftheKlaim family,consists

ofthreelayers:nets,processes,andactions.Netsgivetheoverallstructurewhere
tuplespacesandprocessesarelocated;processesexecutebyperformingactions.
ThesyntaxisshowninFigure5andFigure6.Themaindifferencetostandard
Klaimcalculiis,thatprocessesareannotatedwithaname,inordertomodel
actorsmovinginasystem,andasetofkeystomodelthecapabilitiesthey
have.
ThesemanticsforacKlaim(Figure7)isspecifiedasasmallstepoperational

semanticsandfollowsthesemanticsofμKlaimquiteclosely.Aprocessiseither
comprisedofsubprocessescomposedinparallel,anaction(orasequenceofac-
tions)tobeexecuted,thenil-process,i.e.,theprocessthatdoesnothing,oritcan
bearecursiveinvocationthroughaplace-holdervariableexplicitlydefinedby
equation.Theoutactionoutputsatupletothespecifiedtuplespace;theinand
readactionsreadatuplefromthespecifiedtuplespaceinadestructive/non-
destructivemanner,respectively.Whenreadingfromatuplespace,usingeither
theinorthereadaction,onlytuplesthatmatchtheinputtemplate(seeFig-
ure6)areread.ThispatternmatchingisformalisedinFigure8.Theevalaction
implementsremoteprocessevaluation,andthenewlocactioncreatesanewlo-
cation,subjecttoaspecifiedaccesspolicy.Whilelocationsrepresentingphysical
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[[t]]=et �I,n,κ�� (l,l�,o)
l::δ[out(t)@l�.P]�n,κ�
l�::δ�[P�]�n�,κ���−→I

l::δ[P]�n,κ�
l�::δ�[P�]�n�,κ��
l�::δ��et�

match([[T]],et)=σ �I,n,κ�� (l,l�,i)
l::δ[in(T)@l�.P]�n,κ�
l�::δ��et��−→I l::

δ[Pσ]�n,κ�
l�::δ�nil

match([[T]],et)=σ �I,n,κ�� (l,l�,r)
l::δ[read(T)@l�.P]�n,κ�
l�::δ��et��−→I l::

δ[Pσ]�n,κ�
l�::δ��et�

�I,n,κ�� (l,l�,e)
l::δ[eval(Q)@l�.P]�n,κ�
l�::δ�[P�]�n�,κ���−→I

l::δ[P]�n,κ�
l�::δ�[Q]�n,κ�
l�::δ�[P�]�n�,κ��

l�/∈L �l��=�u�
L
l::δ[newloc(uπ:δ�).P]�n,κ��−→I

L∪{l�}
l::δ[l��→π][P[l�/u]]�n,κ�
l�::δ�[l�/u][nil]�n,κ�

L
N1�−→I L
�
N�1

L
N1
N2�−→I L
�
N�1
N2

N≡N1 L
N1�−→I L
�
N2 N2≡N�

L
N�−→I L
�
N�

Fig.7.OperationalsemanticsforacKlaim.Thesemanticsisannotatedwiththespatial
structureIoftheunderlyingphysicalsystem.Weomitthestructurewhereveritisclear
fromcontextorisnotneeded.Theboxescontainthereferencemonitorfunctionality,
thatusesthestructureItoverifythatanintendedactionisallowable.

structuresusuallywouldbestaticinoursystem view,newloccanbeused
tomodel,e.g.,thespawningofprocessesincomputersystems.Notethatthe
semanticruleforthenewlocactionisrestrictedthroughtheuseofcanonical
names;thesegiveaconvenientwayforthecontrolflowanalysis(cf.Section4)
tohandlethepotentiallyinfinitenumberoflocalitiesarisingfromunbounded
useofnewloc.ThesewillbeexplainedindetailinSection4.Asiscommonfor
processcalculi,theoperationalsemanticsisdefinedwithrespecttoabuilt-in
structuralcongruenceonnetsandprocesses.Thissimplifiespresentationand
reasoningaboutprocesses.ThecongruenceisshowninFigure9.
InadditiontothefeaturesofthestandardsemanticsofμKlaim,weaddthe

spatialstructureofthesystemtothesemanticsofacKlaim.Thisstructureis
usedtolimithowaccesstootherlocationsisgranted.Thesystemcomponent
Sis,amongothers,representedbyagraphIasspecifiedinDefinition6.The
referencemonitorpassesItothejudgement� (Figure4)tocheckwhether
thereisapathfromthecurrentlocationofaprocessandthetargetlocation
oftheaction.Thereferencemonitorisformalisedasadditionalpremisesofthe
reductionrules,shownasboxesinFigure7.
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match(V,V)=� match(!x,V)=[V/x] match(l,l)=� match(!u,l�)=[l�/u]

match(F,ef)=σ1 match(T,et)=σ2
match((F,T),(ef,et))=σ1◦σ2

Fig.8.Semanticsfortemplatematching

N1
N2≡N2
N1 (N1
N2)
N3≡N1
(N2
N3)
l::δ[P]�n,κ�≡l::δ[(P|nil)]�n,κ�
l::δ[A]�n,κ�≡l::δ[P]�n,κ� ifA

�
=P

l::δ[(P1|P2)]�n,κ�≡l::δ[P1]�n,κ�
l::δ[P2]�n,κ�

Fig.9.Structuralcongruenceonnetsandprocesses

3.3 TheExampleRevisited

WenowuseacKlaimtomodelthesystemasspecifiedinFigure3,resultingin
theacKlaimprograminFigure10.Thesystempropertywearemostinterested
inisthespatialstructureofthesystem,thereforemostlocationsruneitherthe
nilprocessorhaveanemptytuplespace,iftheirlocationdoesnotallowany
actortoexecuteprocessesatthem.Theuser’sofficeandthejanitor’sworkshop
containprocessvariables,thatcanbeusedtopluginandanalysearbitrary
processesfortheseactors.

4 AnalysingtheSystem Abstraction

Inthissectionwedescribeseveralanalysesthatweperformontheinfrastruc-
tureunderlyingasystemaswellasonpossibleactorsinthesystem.Thefirst
analysis(Section4.1)determines,whichlocationsinasystem anactorwith
namenandkeysκcanreachfromlocationl—eitherdirectlyorbyperforming
anactiononthem.Withrespecttoaninsiderthreatthisallowstodetermine
whichlocationsaninsidercanreachandwhichdatahecanpotentiallyaccess.

HALL::���→e�nil 
USR::���→e�U 
JAN::���→e�J

CLUSR::�U�→e�nil 
PC1::�U�→e,i,r,o�nil

CLSRV::�U�→e,J�→e�nil 
SRV::���→e�nil 
WASTE::�SRV�→i,o,r���

PC2::�PC1�→e,U�→e,i,r,o�nil
PRT::�SRV�→i,r,PC2�→o���

Fig.10.TheexamplesystemtranslatedintoacKlaim.ThetwoprocessvariablesJand
Ucanbeinstantiatedtoholdactualprocessdefinitions.Thesystempropertyweare
mostinterestedinisthespatialstructureofthesystem,thereforemostlocationsrun
eitherthenilprocessorhaveanemptytuplespace,iftheirlocationdoesnotallow
anyactortoexecuteprocessesatthem.
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Thisanalysiscanbecomparedtoabefore-the-factsystemanalysistoidentify
possiblevulnerabilitiesandactionsthatanauditshouldcheckfor.
Thesecondanalysis(Section4.2)isacontrol-flowanalysisofactorsina

system.Itdetermines,whichlocationsaspecificprocessmayreach,whichactions
itmayexecute,andwhichdataitmayread.Thiscanbecomparedtoanafter-
the-factauditoflogfiles.

4.1 AttackPoints

Inidentifyingpotentialinsiderattacksinasystem,itisimportanttounderstand,
whichlocationsinthesystemaninsidercanactuallyreach.Thisreachability
problemcomesintwovariations—firstweanalysethesystemlocallyforaspecific
actorlocatedataspecificlocation.Then,weputthisinformationtogetherto
identifyallsystem-widelocationsinthesystemthatanactorpossiblycanreach.
Finally,theresultofthereachabilityanalysescanbeusedincomputingwhich
dataanactormayaccessonsystemlocations,byevaluatingwhichactionshe
canexecutefromthelocationshecanreach.
Giventhatthisanalysisisverysimilartoareachabilityanalysis,weonly

sketchhowitworks.Figure11showsthepseudocodespecificationforboth
reachabilityanalysesandtheglobaldataanalysis,parametrisedinthesystem
structure,thenamenoftheactor,andthesetofkeysκthattheactorknows.
FortheexamplesystemfromFigure3,theanalysisfindsout,thattheactor

withnameJandanemptysetofkeyscanreachthelocationSRVandcan
thereforeexecutethereadactiononboththewastebasketandtheprinter,

checkloc:Names×Loc×Keys×(Con×Loc)→ P(Loc)
forall(l,l�)∈Con
if�I,n,κ��(l,l�)∨grant(n,l,κ,e,l�)
return{l�}∪checkloc(n,l�,κ,I)

checksys:Names×Keys×(Con×Loc)→ P(Loc)
checksys(n,κ,I)=�l∈Loccheckloc(n,l,κ,I)

checkdata:Names×Keys×(Con×Loc)→ P(AccMode×Loc)
checkdata(n,κ,I)=�l∈checkloc(n,l,κ,I){(a,l)|∃a∈AccMode,(l,l�)∈Con:

grant(n,l,κ,a,l�)}

Fig.11.Analysingagivensystemforattackpoints.Thelocalanalysis(upperpart)
takesanamen,alocationlandakeysetκ,andreturnsthesetofalllocations
thatncouldpossiblyreachusingκ.Thesystem-wideanalysis(middlepart)putsthese
togethertoobtaintheglobalview,byexecutingthelocalanalysisonalllocationsinthe
system.Finally,thedataanalysisusesthesystem-wideanalysistocomputeatwhich
locationstheactormayinvokewhichactions,allowingtoidentifywhichdatahemay
possiblyaccess.Alocaldata-analysissimilartotheupperpartisdefinedanalogous.
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possiblyaccessingconfidentialdataprintedortrashed.Whilethisisobviousfor
thesimplisticexamplesystem,thosepropertiesareusuallynoteasilyspottedin
complexsystems.

4.2 Control-FlowAnalysis

Whilethereachabilityanalysisdefinedintheprevioussectioniseasilycomputed
andverified,italsoishighlyimpreciseinthatitdoesnottakeintoaccount
theactualactionsexecutedinanattack.Asdescribedbefore,thereachability
analysiscanbeusedinidentifyingvulnerablelocationsthatmighthavetobe
putunderspecialscrutiny.
InthissectionwespecifyastaticcontrolflowanalysisfortheacKlaimcalcu-

lus.Thecontrolflowanalysiscomputesaconservativeapproximationofallthe
possibleflowsintoandoutofallthetuplespacesinthesystem.Theanalysis
isspecifiedintheFlowLogicframework[10],whichisaspecification-oriented
frameworkthatallows“rapiddevelopment”ofanalyses.Ananalysisisspecified
throughanumberofjudgementsthateachdeterminewhetherornotaparticular
analysisestimatecorrectlydescribesallconfigurationsthatarereachablefrom
theinitialstate.Concretelywedefinethreejudgements:fornets,processes,and
actionsrespectively.ThedefinitionsareshowninFigure12.
Informationiscollectedbytheanalysisintwocomponents:T̂andσ̂.The

formerrecordsforeverytuplespace(anover-approximationof)thesetoftuples
possiblylocatedinthattuplespaceatanypointintime.Thelattercomponent
tracksthepossiblevaluesthatvariablesmaybeboundtoduringexecution,i.e.,
thiscomponentactsasanabstractenvironment.

(̂T,̂σ,I)|=N l::δ[P]�n,κ� iff (̂T,̂σ,I)|=	l
,n,κP P

(̂T,̂σ,I)|=N l::δ�et� iff �et�∈T̂(�l�)
(̂T,̂σ,I)|=N N1
N2 iff (̂T,̂σ,I)|=N N1∧(̂T,̂σ,I)|=N N2
(̂T,̂σ,I)|=l,n,κP nil iff true
(̂T,̂σ,I)|=l,n,κP P1|P2 iff (̂T,̂σ,I)|=l,n,κP P1∧(̂T,̂σ,I)|=l,n,κP P2

(̂T,̂σ,I)|=l,n,κP A iff (̂T,̂σ,I)|=l,n,κP P ifA
�
=P

(̂T,̂σ,I)|=l,n,κP a.P iff (̂T,̂σ,I)|=l,n,κA a∧(̂T,̂σ,I)|=l,n,κP P

(̂T,̂σ,I)|=l,n,κA out(t)@�� iff ∀̂l∈σ̂(��):(�I,n,κ�� (l,̂l,o)⇒ σ̂[[t]]⊆T̂(̂l))
(̂T,̂σ,I)|=l,n,κA in(T)@�� iff ∀̂l∈σ̂(��):(�I,n,κ�� (l,̂l,i)⇒

σ̂|=1T:̂T(̂l)�Ŵ•)
(̂T,̂σ,I)|=l,n,κA read(T)@�� iff ∀̂l∈σ̂(��):(�I,n,κ�� (l,̂l,r)⇒

σ̂|=1T:̂T(̂l)�Ŵ•)
(̂T,̂σ,I)|=l,n,κA eval(Q)@�� iff ∀̂l∈σ̂(��):(�I,n,κ�� (l,̂l,e)⇒

(̂T,̂σ,I)|=l̂,n,κP Q)
(̂T,̂σ,I)|=l,n,κA newloc(uπ:δ) iff {�u�}⊆σ̂(�u�)

Fig.12.FlowLogicspecificationforcontrolflowanalysisofacKlaim
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σ̂|=i�:̂V◦�V̂• iff {̂et∈V̂◦||̂et|=i}�V̂•
σ̂|=iV,T:̂V◦�Ŵ• iff σ̂|=i+1T:̂V•�Ŵ•∧{̂et∈V̂◦|πi(̂et)=V}�V̂•
σ̂|=il,T:̂V◦�Ŵ• iff σ̂|=i+1T:̂V•�Ŵ•∧{̂et∈V̂◦|πi(̂et)=V}�V̂•
σ̂|=ix,T:̂V◦�Ŵ• iff σ̂|=i+1T:̂V•�Ŵ•∧{̂et∈V̂◦|πi(̂et)∈σ̂(x)}�V̂•
σ̂|=iu,T:̂V◦�Ŵ• iff σ̂|=i+1T:̂V•�Ŵ•∧{̂et∈V̂◦|πi(̂et)∈σ̂(u)}�V̂•
σ̂|=i!x,T:̂V◦�Ŵ• iff σ̂|=i+1T:̂V•�Ŵ•∧V̂◦�V̂•∧πi(̂W•)�σ̂(x)
σ̂|=i!u,T:̂V◦�Ŵ• iff σ̂|=i+1T:̂V•�Ŵ•∧V̂◦�V̂•∧πi(̂W•)�σ̂(u)

Fig.13.FlowLogicspecificationforpatternmatchanalysis

Webrieflymentionatechnicalissuebeforecontinuingwithspecificationofthe
analysis:thehandlingofdynamiccreationoflocations.Inordertoavoidhaving
theanalysiskeeptrackofapotentiallyinfinitenumberoflocationswedefine
anduseso-calledcanonicalnamesthatdividesallconcretelocationnamesand
locationvariablesintoequivalenceclassesinsuchawaythatall(new)location
namesgeneratedatthesameprogrampointbelongtothesameequivalenceclass
andthussharethesamecanonicalname.Thecanonicalname(equivalenceclass)
ofalocationorlocationvariable,	,iswritten�	�.Intheinterestoflegibility
weuseauniquerepresentativeforeachequivalenceclassandtherebydispense
withthe�·�notationwheneverpossible.Weavoidpossibleinconsistenciesin
thesecuritypolicyfortwolocationswiththesamecanonicalnamesweonly
considerpoliciesthatarecompatiblewiththechoiceofcanonicalnames;apolicy
iscompatibleifandonlyif�	1�=�	2�⇒ δ(	1)=δ(	2).Thisimpliesthatthe
policyassignstheexactsamesetofcapabilitiestoalllocationswiththesame
canonicalname.Throughoutthispaperweassumethatpoliciesarecompatible
withthechosencanonicalnames.
AseparateFlowLogicspecification,showninFigure13,isdevelopedinorder

totrackthepatternmatchingperformedbyboththeinputactions.
Havingspecifiedtheanalysisitremainstobeshownthattheinformation

computedbytheanalysisiscorrect.IntheFlowLogicframeworkthisisusually
donebyestablishingasubjectreductionpropertyfortheanalysis:

Theorem 1(SubjectReduction).If(̂T,̂σ,I)|=NNandL�N�−→I L
��

N�then(̂T,̂σ,I)|=NN�.
Proof.(Sketch)ByinductiononthestructureofL�N �−→I L

��N�and
usingauxiliaryresultsfortheotherjudgements.

Nowwereturntotheabstractsystemmodelforourexample(Figure10).To
analyseit,wereplacethetwoprocessvariablesJandUwithprocessesasspec-
ifiedinFigure14.ThejanitorprocessJmovesfrom thejanitor’sworkshop
locationJANtotheserverroomSRVwherehepicksupathereviewforthein-
siderpaperfromtheprinter(in(”review”,”insiderpaper”,!r)@PRT).Theuser
UprintsthereviewfromPC1viatheprintserverPC2.Thetwointeresting
locationsforthecontrol-flowanalysisareJANandUSR,whereprocessesJ
andUarepluggedin,respectively.WhenanalysingU,theanalysisstartsby
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J
�
=eval(in((”review”,”insiderpaper”,!r))@PRT)@SRV

U
�=eval(eval(out((”review”,”insiderpaper”,”accept”))@PRT)@PC2)@PC1

Fig.14.Processesforthejanitorandtheuseranalysedintheabstractsystemmodel
fromFigure10

analysingeval(out(···)@PRT)@PC2,resultinginananalysisoftheaction
out((”review”,”insiderpaper”,”accept”))@PRT.AsspecifiedinFigure12,this
resultsinthetuple(”review”,”insiderpaper”,”accept”)beingstoredinT̂(PRT),
representingthefactthattheuserstartedaprintjobattheprintserver,andthe
resultingdocumentendedupintheprinter.TheanalysisofJresultsinanalysing
in((”review”,”insiderpaper”,!r))@PRT,whichtriestoreadatuplematching
thefirsttwocomponentsfromthetuplespaceatlocationsPRT.Sincethat
isavailableafterUhasbeenanalysed,thelocalvariablercontainsthestring
”accept”,eventhoughthejanitormightnotbeauthorisedtoaccessthisdata.
Notethatforsakeofsimplicitywedonothaveaddedsecurityclassificationsto
ourmodel,butanymechanismcouldeasilybeaddedontopofthemodeland
theanalysis.

5 RelatedWork

Recently,insidersandtheinsiderthreat[13,14,3,2]haveattractedincreased
attentionduetothepotentialdamageaninsidercancause.Bishop[1]givesan
overviewofdifferentdefinitionsandprovidesunifieddefinition,whichisthebasis
forourwork.Byseparatingthereachabilityanalysisfromtheactualthreat,we
areabletoeasilymodelotherdefinitionsoftheinsiderthreat,orinsidersthat
aremorecapable.
Whiletheaforementionedpapersdiscusstheinsiderproblem,onlyverylit-

tleworkcanbefoundonthestaticanalysisofsystemmodelswithrespectto
apotentialinsiderthreat.Chinchanietal.[4]describeamodellingmethodol-
ogywhichcapturesseveralaspectsoftheinsiderthreat.Theirmodelisalso
basedongraphs,butthemainpurposeoftheirapproachistorevealpossible
attackstrategiesofaninsider.Theydosobymodellingthesystemasakey
challengegraph,wherenodesrepresentphysicalentitiesthatstoresomeinfor-
mationorcapability.Protectionslike,e.g.,thecipherlocksinourexample,are
modelledaskeychallenges.Forlegitimateaccessesthesechallengesincurno
costs,whileforillegitimateaccessestheyincurahighercostrepresentingthe
necessary“work”toguessorderivethekey.Thedifferencetoourapproachis
thattheystartwithasetoftargetnodesandcomputeanattackthatcom-
promisesthesenodes.However,itismostlyunclearhowthecostofbreakinga
keychallengeisdetermined.Wearecurrentlyworkingonincorporatingprob-
abilitiesintoourmodeltoexpressthelikelihoodofacertaincapabilitybeing
acquiredbyamaliciousinsider.Itmightbeinterestingtoincorporatethisinto
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Chinchani’sapproachandtoexecuteouranalysisontheirgraphstocompare
thesetwoapproaches.
Inamoregeneralsetting,faulttreeshavebeenusedforanalysingforsystem

failures[7].However,theyhavenotbeenusedtomodelattacks,buttocompute
thechanceofcombinationsoffaultstooccur.Besidethese,graphshavebeenused
indifferentsettingstoanalyseattacksonnetworks.Examplesincludeprivilege
graphs[5,11]andattackgraphs[15].Themajordifferencetoourworkisthe
levelofdetailinmodellingstaticanddynamicpropertiesofthesystem,andthe
abilitytoanalysethedynamicbehaviourofactors.

6 ConclusionandFutureWork

Oneofthemostinsidiousproblemsininformationsecurityisthatofprotecting
againstattacksfromaninsider.Eventhoughtheproblemiswellrecognisedin
thesecuritycommunityaswellasinlaw-enforcementandintelligencecommuni-
ties,therehasbeenrelativelylittlefocusedresearchintodevelopingmodelsand
techniquesforanalysingandsolving(partsof)theproblem.Themainmeasure
takenstillistoauditlogfilesafteraninsiderincidenthasoccurred.
Wehavepresentedaformalmodelthatallowstoformallydefineanotionof

insiderattacksandtherebyenablestostudysystemsandanalysethepotential
consequencesofsuchanattack.Formalmodellingandanalysisisincreasingly
importantinamoderncomputingenvironmentwithwidelydistributedsystems,
computinggrids,andservice-orientedarchitectures,wherethelinebetweenin-
siderandoutsiderismoreblurredthanever.
Thetwocomponentsofourmodel—anabstracthigh-levelsystemmodelbased

ongraphsandtheprocesscalculusacKlaim—areexpressiveenoughtoallow
easymodellingofreal-worldsystems,anddetailedenoughtoallowexpressive
analysisresults.Onthesystemmodel,weusereachabilityanalysistoidentify
possiblevulnerabilitiesandactionsthatanauditshouldcheckfor,bycomputing
locationsthatactorsinthesystemcanreachand/oraccess—independentof
theactualactionstheyperform.OntheabstractacKlaimmodelweperforma
control-flowanalysisofspecificprocesses/actorstodeterminewhichlocationsa
specificprocessmayreach,whichactionsitmayexecute,andwhichdataitmay
read.Thiscanbecomparedtoanafter-the-factauditoflogfiles.Tothebest
ofourknowledgethisisthefirstattemptinapplyingstaticanalysistechniques
totackletheinsiderproblem,andtosupportandpre-computepossibleaudit
results.Byseparatingtheactualthreatandattackfromreachability,wecan
easilyputexistingmodelsandformalismsontopofourmodel.
Themainlimitationoftheanalysisdescribedinthispaperisthatweassume

thatallactionsarelogged.Wearecurrentlyonaddingloggingtosystemspecifi-
cations,andonextensionsofthismodeltomaliciousinsiders,whotrytoobtain
keysaspartoftheiractionsinasystem.Furtherweplantoextendboththe
systemmodelandtheprecisionandgranularityofouranalyses.Inthepolicy
modelwearelookingathowtointegratepolicieslike“onlyinthecaseoffire”
asmentionedinSection2.1.
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11.Ortalo,R.,Deswarte,Y.,Kâaniche,M.:Experimentingwithquantitativeevalu-
ationtoolsformonitoringoperationalsecurity.IEEETransactionsonSoftware
Engineering25(5),633–650(1999)

12.Patzakis,J.:New incidentresponsebestpractices:Patchandproceedisno
longeracceptableincidentresponseprocedure.WhitePaper,GuidanceSoftware,
Pasadena,CA(September2003)

13.Anderson,R.H.,Brackney,R.C.:UnderstandingtheInsiderThreat.RANDCor-
poration,SantaMonica,CA,U.S.A.,March2005(2005)

14.Shaw,E.D.,Ruby,K.G.,Post,J.M.:Theinsiderthreattoinformationsystems.
SecurityAwarenessBulletinNo.2-98,DepartmentofDefenseSecurityInstitute
September1998(1998)

15.Swiler,L.,Phillips,C.,Ellis,D.,Chakerian,S.:Computer-attackgraphgeneration
tool(June12,2001)

Patent Owner, CleveMed - Ex. 2060, p. 16


