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42 	PART I • TCP/IP Theory 

The TCP/IP Model 
When looking at the TCP/IP model for networking, you will notice only four layers. 
This is a result of the layers covering more functions. Figure 2.9 illustrates and the 
following list discusses the four layers of the TCP/IP model. 

Figure 2.9 
The layers in the 
TCP/IP protocol 

stack. 
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• Application. This combines the functions of both the Application and Presenta-
tion layers in the OSI model. The Application layer contains various services 
(protocols) such as NNTP (Network News Transfer Protocol) or SMTP (Simple 
Mail Transfer Protocol). The WinSock API is also in the Application layer. 

• Transport. Just as in the OSI model, the Transport layer is the actual language 
of the network. All requests use one of two different transport protocols—either 
TCP (Transmission Control Protocol) or UDP (User Datagram Protocol). 

• Internet. This replaces the network layer in the OSI model, and deals not only 
with finding other hosts (computers) on the same network, but with routing 
information (in the form of packets) to other networks. 

• Network Access. Replaces the Data Link Control and Physical layers by 
treating them as one. This layer still handles framing the data and merging it to 
the wire, but the IP layer takes care of deciding which systems to send to. 
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46 	PART I • TCP/IP Theory 

send it by registered mail and have a guarantee of delivery. UDP (User Datagram 
Protocol) is like sending it regular mail—no guarantee. TCP (Transmission Control 
Protocol), on the other hand, creates a session, and can therefore guarantee delivery. 

Overview of TCP 
TCP is used, as stated several times earlier, to provide a connection-oriented delivery 
service for the higher-level protocols. To do this, TCP must first establish a session 
with the remote communicating host. It does this by means of a three-way handshake. 

First the host initiating the communications sends a packet to the other host that 
contains information about itself and a SYN (or synchronize flag) telling the other 
host that a session is requested. The other host receives this packet and responds with 
information about itself—the SYN flag and an ACK (acknowledgment) of the infor-
mation that it received. Finally the first host ACKs the information it received from 
the other, and a session now exists between the two systems. 

Note 	You can view the sessions that your system currently has by using the NETSTAT 
command for strictly TCP/IP communications and NBTSTAT for NetBIOS sessions. 

At the end of the communication session, a similar three-way handshake is used to 
drop the session with the remote host. This ensures that both of the hosts are through 
transmitting. It closes the session cleanly. 

Overview of UDP 
Compared to TCP, UDP is simple: The data from the upper-layer protocol is encapsu-
lated and sent. UDP is used to send and receive simple messages; no session is 
required. The UDP protocol is used, for example, to send and receive broadcast 
messages. 

The Internet Layer 
The Internet layer has four main protocols. These protocols work together to provide 
a best-effort delivery service (guarantees are the responsibility of TCP or higher-level 
applications). IP (Internet Protocol) needs only to know which IP address to send the 
data to and the protocol on the other system (TCP or UDP) that should receive it. 

Objective 

The Internet Protocol (IP Layer) 
All devices that use TCP/IP have an Internet layer that includes the routers that 
provide the backbone for communications across the network. The IP is responsible 
for taking the packet and determining whether the packet is for the local network. If 
not, the IP must find a route for the packet to the destination network and eventually 
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50 	PART I • TCP/IP Theory 

When you are considering a network that spans the globe, you have to expect that 
problems connecting with specific hosts will sometimes arise. A few protocols now in 
place help to prevent this. Dynamic Routing is one that provides alternative routes if a 
link goes down. Another is the time out value that is given to each packet on the 
Internet. The time out represents (in theory) the maximum number of hops that a 
packet can make. By default in Windows NT, the time out or Time To Live (TTL) is 
32 seconds. Each router is supposed to decrement the TTL by one for every second 
that the packet is in the router. 

Today on the Internet, you will find that many routers decrement your TTL by far 
more than one. If the TTL expires or there is no route to the network you are trying 
to reach, you receive an ICMP message (request timed out or destination host 
unreachable). 

ICMP also works to manage the flow of data on the Internet by directing traffic. If 
your router becomes overloaded, for example, and is unable to keep up, it might 
send a source quench message to your system. This tells your system to stop sending 
for a while. Routers also send an ICMP message if they detect that a better route to 
your destination is available. This would be an ICMP redirect message, telling your 
system to use another router. 

Internet Group Management Protocol 
This is the last of the protocols that reside in the lower layers of the TCP/IP stack. 
IGMP handles sending and receiving when groups of computers are involved. 
Sending to groups of computers is used to provide the systems that receive the 
information with a live feed. (Several radio stations do this on the Internet.) This is 
multicasting, which was mentioned earlier. In multicasting, you send the information 
from your system to a special IP address (a Class D address). You should remember 
that there were Class A, B, and C address. Class D, however, is only mentioned here; it 
is not valid as a host IP address. 

When a system multicasts, it chooses an IP address (this has to be unique on the 
network) and sends all the information to that address. If you want to receive the 
information, you must tell your system to listen for that address. The problem is that 
your router does not know thatit should listen for that address, and the packets don't 
get into your network. IGMP tells your router that you wish to listen to that address, 
enabling you to receive multicasts. 

Network Access Layer 
Just as in the OSI model, the Network Access layer is responsible for framing the 
packets of information for the underlying topology and merging the data on the wire. 
The Network Access layer also grabs the frames off the network. If they are for that 
MAC address or for broadcast/multicast, the Network Access layer passes them up to 
the appropriate protocol. 
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68 	PART I • TCP/IP Theory 

Headers 
The data from Winsock becomes the data segment (normally UDP does not have a 
data segment) and then both a header and pseudo header are created. A header is a 
special data structure added to the data Winsock sent down. This header provides 
information about the destination and host computers, the protocols being used. The 
header also contains information that enables TCP to guarantee delivery. The 
purpose of the header is very different depending on whether it is TCP or UDP. It is, 
however, information for the corresponding protocol on the receiving hosts. The 
pseudo header is used to tell IP where the information is to be sent. 

TCP Headers 
TCP is a connection-oriented protocol, with a mechanism that guarantees delivery of 
information from one place to another. The header, therefore, must contain things 
such as the segment ID (so that you know whether you received them all), a CRC 
(cyclic redundancy check—a form of checksum verifies the information is intact). 
The TCP header looks like the image shown in figure 4.1. 

0 	 1 	 2 	 3 

Figure 4.1 
The format of a 

TCP header. 

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 , 6 , 7 8 9 0 1 
.. .. 

Source Port Destination Port 

Sequence Number 

Acknowledgment Number 
111 11111 11 I- 	1 I 	I 	1 

Data Offset 
11111 

Reserved 
11111 

Control Bits 
III 1 111 

Window 
11 	11 	111 1 11 

I 

1 I 	I I 	I 	1111 
Checksum 

tI 
Urgent Pointer 

1 	1 11 1 1 11 11111111 1 
Options 

111 	1111 111
Padding 

1 

Control Bits (detai ) 
A 

The information in the header is broken down into fields. The fields contain informa-
tion required to enable the hosts to communicate. Included in the key information 
are the ports that each host is using, Sequence and Acknowledgment numbers, and 
the control bits. The following list identifies the entire contents of the header: 

• Source Port (16 bits). Specifies the WinSock port sending the information. 

• Destination Port (16 bits). Specifies the WinSock port to use on the 
receiving host. 

• Sequence Number (32 bits). Specifies the sequence position of the first 
data byte in the segment. This enables the hosts to guarantee delivery by 
providing unique numbers for each segment that can be acknowledged by that 
number. 
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