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Building a High-performance Deduplication System

Fanglu Guo

Petros Efstathopoulos

Symantec Research Labs
Symantec Corporation, Culver City, CA, USA

Abstract

Modern deduplication has become quite effective at
eliminating duplicates in data, thus multiplying the ef-
fective capacity of disk-based backup systems, and en-
abling them as realistic tape replacements. Despite these
improvements, single-node raw capacity is still mostly
limited to tens or a few hundreds of terabytes, forcing
users to resort to complex and costly multi-node sys-
tems, which usually only allow them to scale to single-
digit petabytes. As the opportunities for deduplication ef-
ficiency optimizations become scarce, we are challenged
with the task of designing deduplication systems that
will effectively address the capacity, throughput, man-
agement and energy requirements of the petascale age.

In this paper we present our high-performance dedu-
plication prototype, designed from the ground up to op-
timize overall single-node performance, by making the
best possible use of a node’s resources, and achieve three
important goals: scale to large capacity, provide good
deduplication efficiency, and near-raw-disk throughput.
Instead of trying to improve duplicate detection algo-
rithms, we focus on system design aspects and introduce
novel mechanisms—that we combine with careful imple-
mentations of known system engineering techniques. In
particular, we improve single-node scalability by intro-
ducing progressive sampled indexing and grouped mark-
and-sweep, and also optimize throughput by utilizing
an event-driven, multi-threaded client-server interaction
model. Our prototype implementation is able to scale to
billions of stored objects, with high throughput, and very
little or no degradation of deduplication efficiency.

1 Introduction

For many years, tape-based backup solutions have dom-
inated the backup landscape. Most of their users have
been eager to replace them with disk-based solutions that
are faster, easier to use (search, restore, etc.) and less

fragile. In the past few years, disk-based backup systems
have gained significant momentum, and today most en-
terprises are rapidly adopting such solutions, especially
when the data volume is moderate.

One of the most important factors enabling the re-
cent success of disk-based backup is data deduplica-
tion (“dedupe”)—a form of compression that detects and
eliminates duplicates in data, therefore storing only a sin-
gle copy of each data unit. By using dedupe in a disk-
based backup system one can multiply the effective ca-
pacity by 10-50 times, rendering the system a realistic
tape replacement, whose cost is on par with tape-based
systems, while also 1) making backup data always avail-
able online (for indexing, data mining, etc.), 2) enabling
effective remote backups by minimizing network traffic,
and 3) reducing client side I/O overhead by eliminating
the need to read unchanged, previously backed-up files.

The explosive increase in the amount of data corpora-
tions are required to store, however, puts great pressure
on the storage and backup systems, creating immediate
demand for new ways to address the capacity, perfor-
mance and cost challenges, and generally increase their
overall effectiveness.

The effectiveness of a deduplication system is deter-
mined by the extent to which it can achieve three mu-
tually competing goals: deduplication efficiency, scala-
bility, and throughput. Deduplication efficiency refers to
how well the system can detect and share duplicate data
units—which is its primary compression goal. Scalabil-
ity refers to the ability to support large amounts of raw
storage with consistent performance. Throughput refers
to the rate at which data can be transferred in and out of
the system, and constitutes the main performance metric.

All three metrics are important. Good dedupe effi-
ciency reduces the storage cost. Good scalability reduces
the overall cost by reducing the total number of nodes
since each node can handle more data. High throughput
is particularly important because it can enable fast back-
ups, minimizing the length of a backup window. Among
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the three goals, it is easy to optimize any two of them,
but not all. To get good deduplication efficiency, it is nec-
essary to perform data indexing for duplicate detection.
The indexing metadata size grows linearly with the ca-
pacity of the system. Keeping this metadata in memory,
would yield good throughput. But the amount of avail-
able RAM would set a hard limit to the scalability of the
system. Moving indexing metadata to disk would remove
the scalability limit, but significantly hurt performance.
Finally, we can optimize for both throughput and scala-
bility, as in regular file servers, but then we lose dedupli-
cation. Achieving all three goals is a non-trivial task.

Another less obvious but equally important problem is
duplicate reference management: duplicate data sharing
introduces the need to determine who is using a particu-
lar data unit, and when it can be reclaimed. The computa-
tional and space complexity of these reference manage-
ment mechanisms grows with the amount of supported
capacity. Our field experience, from a large number of
deduplication product deployments, has shown that the
cost of reference management (upon addition and dele-
tion of data) has become one of the biggest real-world
bottlenecks, involving operations that take many hours
per day, and force a hard limit to scalability.

A lot of the research in the area has focused on opti-
mizing deduplication efficiency and index management,
without being able to sufficiently boost single-node ca-
pacity: with the current state-of-the-art a single node is
limited to a few tens, or hundreds, of terabytes—which is
far from sufficient for the petascale. Consequently, scal-
ability has been addressed mostly through the deploy-
ment of complex, multi-node systems, that aggregate the
limited capacity of each node in order to provide a few
petabytes of storage at very high (acquisition, manage-
ment, energy, etc.) cost. Surprisingly, the problem of ref-
erence management performance is largely ignored.

As the rate at which data are generated is rapidly in-
creasing, the pressure for high-performance, scalable and
cost-effective deduplication systems becomes more evi-
dent. We advocate that single-node performance is of key
importance to next-generation deduplication systems: by
making the most of a single node’s resources, it is pos-
sible to build a high-performance deduplication system
that will be able to scale to billions of objects. Based
on our field experience, we know that such a system
would be valuable to a very large number of users (e.g.,
small/medium businesses) where simplicity is also a top
priority. Additionally, we believe that improving single-
node performance is essential for multi-node systems as
well, since a lot of our techniques can be used to provide
more efficient building blocks for these systems, or even
collapse them into a single node.

This paper presents a complete, single-node dedupli-
cation system that covers indexing, reference manage-

ment, and end-to-end throughput optimization. We con-
tribute new mechanisms to address dedupe challenges
and combine them with well-known engineering tech-
niques in order to design and evaluate the system consid-
ering all three dedupe goals. Progressive sampled index-
ing removes scalability limitations imposed by indexing,
while serving most lookup requests in O(1) time com-
plexity from memory. Our index uses sampling to per-
form fine-grained indexing, and greatly improves scala-
bility by requiring significantly less memory resources.
We address the problem of reference management by in-
troducing grouped mark-and-sweep, a mechanism that
minimizes disk accesses and achieves near-optimal scal-
ability. Finally, we present a modular, event-driven, client
pipeline design that allows the client to make the most
of its resources and process backup data at a rate that
can fully utilize the dedupe server. As a result, our proto-
type can achieve high backup (1 GB/sec for unique data
and 6 GB/sec for duplicate data) and restore throughput
(1 GB/sec for single stream and 430 MB/sec for multi-
ple streams) and good deduplication efficiency (97%), at
high capacities (123 billion objects, 500 TB of data per
25 GB of system memory).

The rest of the paper is organized as follows: Section 2
gives a detailed description of the major challenges we
had to address. In Section 3 we describe how we address
them through our prototype’s novel mechanisms, and in
Section 4 we present our evaluation results.

2 Challenges

2.1 Indexing

Most deduplication systems operate at the sub-file level:
a file or a data stream is divided into a sequence of fixed
or variable sized segments. For each segment, a crypto-
graphic hash (MD35, SHA-1/2, etc.) is calculated as its
JSingerprint (FP), and it is used to uniquely identify that
particular segment. A fingerprint index is used as a cat-
alog of FPs stored in the system, allowing the detection
of duplicates: during backup, if a tuple of the form <
FP, location_on_disk > exists in the index for a particular
FP, then a reference to the existing copy of the segment
is created. Otherwise, the segment is considered new, a
copy is stored on the server and the index is updated ac-
cordingly. In many systems, the FP index is also crucial
for the restore process, as index entries are used to locate
the exact storage location of the segments the backup
consists of.

The index needs to have three important properties:
1) scale to high capacities, 2) achieve good index-
ing throughput, and 3) provide high duplicate detection
rate—i.e., high deduplication efficiency. Table 1 demon-
strates how these goals become very challenging for a
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Item Scale Remarks
Physical capacity C C=1,000 TB

Segment size § S=4KB

Number of segments N N =250%107 segs | N=C/S
Segment FP size £ E=22B

Segment index size / 1=15,500 GB I=NxE
Disk speed Z 400 MB/sec

Block lookup speed goal | 100 Kops/sec Z/S

Table 1: An example system configuration, illustrating some of the
challenges involved.

Petascale system. If the system capacity is 1 PB, and the
segment size is 4 KB (for fine-granularity duplicate de-
tection), indexing capacity will need to be at least 5,500
GB to support all 250 billion objects in the system. Such
an index is impossible to maintain in memory Storing it
on disk, however, would greatly reduce query through-
put. To achieve a rate of 400 MB/sec, would require the
index—and the whole dedupe system for that matter—
to provide a query service throughput of at least 100
Kops/sec. Trying to scale to 1 PB by storing the index
on disk would make it impossible to achieve this level
of performance!. Making the segment size larger (e.g.,
128 KB) would make deduplication far more coarse and
severely reduce its efficiency, while still requiring no less
than 172 GB of RAM for indexing.

It becomes obvious that efficient, scalable indexing is
a hard problem. On top of all other indexing challenges,
one must point out that segment FPs are cryptographic
hashes, randomly distributed in the index. Adjacent in-
dex entries share no locality and any kind of simple read-
ahead scheme could not amortize the cost of storing in-
dex entries on disk.

2.2 Reference Management

Contrary to a traditional backup system, a dedupe system
shares data among files by default. Reference manage-
ment is necessary to keep track of segment usage and re-
claim freed space. In addition to scalability and speed, re-
liability is another challenge for reference management.
If a segment gets freed while it is still referenced by files,
data loss occurs and files cannot be restored. On the other
hand, if a segment is referenced when it is actually no
longer in use, it causes storage leakage.

Previous work [12, 19] mainly focused on indexing
and largely ignored reference management. Some recent
work [4, 18] started to acknowledge the difficulty of
the problem. But, for simplicity, only simple reference
counting was investigated without considering reliability
and recoverability. Reference counting, however, suffers
from low reliability, since it is vulnerable to lost or re-
peated updates: when errors occur some segments may

LOur measurements show that even high-end SSDs cannot achieve
more than 60 Kops/sec

be updated and some may not. Complicated transaction
rollback logic is required to make reference counts con-
sistent. Moreover, if a segment becomes corrupted, it is
important to know which files are using it so as to re-
cover the lost segment by backing up the file again. Un-
fortunately, reference counting cannot provide such in-
formation. Finally, there is almost no way to verify if the
reference count is correct or not in a large dynamic sys-
tem. Our field feedback indicates that power outages and
data corruption are really not that rare. In real deploy-
ments, where data integrity and recoverability directly
affect product reputation, simple reference counting is
unsatisfactory.

Maintaining a reference list is a better solution: it is
immune to repeated updates and it can identify the files
that use a particular segment. However, some kind of log-
ging is still necessary to ensure correctness in the case of
lost operations. More importantly, variable length refer-
ence lists need to be stored on disk for each segment.
Every time a reference list is updated, the whole list (and
possibly its adjacent reference lists—due to the lists’
variable length) must be rewritten. This greatly hurts the
speed of reference management.

Another potential solution is mark-and-sweep. Dur-
ing the mark phase, all files are traversed so as to mark
the used segments. In the sweep phase all segments are
swept and unmarked segments are reclaimed. This ap-
proach is very resilient to errors: at any time the pro-
cess can simply be restarted with no negative side ef-
fects. Scalability, however, is an issue. Going back to the
example of Table 1, we would need to deal with N =250
billion segments. If a segment FP is £ = 22 bytes, that
would be / = N * E = 5,500 GB of data. If we account
for an average deduplication factor of 10 (i.e., each seg-
ment is referenced by 10 different files), the total size
of files that need to be read during the mark phase will
be 55,000 GB. This alone will take almost 4 hours on a
400 MB/sec disk array. Furthermore, marking the in-use
bits for 250 billion entries is no easy task. There is no
way to put the bit map in memory. Once on disk, the bit
map needs to be accessed randomly multiple times. This
also takes significant amount of time. One might want
to mitigate the poor performance of mark-and-sweep by
doing it less frequently. But in practice this is not a vi-
able option: customers always want to keep the utiliza-
tion of the system close to its capacity so that a longer
history can be stored. With daily backups taking place,
systems rarely have the luxury to postpone deletion op-
erations for a long time. In our field deployment, deletion
is done twice a day. More than 4 hours in each run is too
much. In a large production-oriented dedupe system ref-
erence management needs to be very reliable and have
good recoverability. It should tolerate errors and always
ensure correctness. Although mark-and-sweep provides
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Figure 1: Client and deduplication server components. The server com-
ponents may be hosted on the same or different nodes.

these properties, its performance is proportional to the
capacity of the system, thus limiting its scalability.

2.3 Client-Server Interaction

Even if we solve the indexing and reference management
problems, high end-to-end throughput is not guaranteed.
An optimized client-server interface is necessary to reap
the benefits of deduplication. The typical dedupe client
performs the following steps during backup: 1) read data
from files, 2) form segments and calculate FPs, 3) send
FPs to the server and wait for index lookup results, and
4) for each index miss, transmit the relevant data to
the server—otherwise create references to the existing
segments. This process may suffer from three different
types of bottlenecks. First, reading files from disk is an
1/0-bound operation. Second, calculating cryptographic
hashes is a very CPU-intensive task, and the client may
not be able to compute FPs at the necessary rate. Finally,
high latency and low communication throughput may be-
come the main bottleneck for overall performance.

3 Prototype Design

3.1 Goals and System Architecture

We set our performance goals as follows:

e Scalability: store and index hundreds of billions of
segments.

e Deduplication efficiency: best-effort deduplica-
tion: if resources are scarce, sacrifice some dedu-
plication for speed and scale.

e Throughput: near-raw-disk throughput for data
backup, restore, and delete.

To that end, we have implemented a prototype of our
scalable duplication system aiming to validate the effec-
tiveness of the proposed mechanisms. Our implementa-
tion uses C++ and pthreads, on 64-bit Linux, and it is
based on the architecture shown in Figure 1.

The server side component consists of two main
modules—the File Manager and the Segment Man-
ager—that implement all the deduplication and backup
management logic.

The File Manager (FM) is responsible for keeping
track of files stored on the deduplication server. The FM
manages file information using a three level hierarchy,
visible in Figure 1. The bottom level consists of files,
each represented by a set of metadata and identified by a
file FP, calculated over all segment FPs that the file con-
sists of. The middle level consists of backups, that group
files belonging to the same backup session. At the top
level, multiple backups are aggregated to a backup group,
allowing the FM to perform coarse-granularity tracking
of file/backup changes in the system, so as to assist our
reference management mechanism.

The Segment Manager (SM) is responsible for the in-
dexing and storage of raw data segments, and may run on
the same or a different server than the FM. Segments are
stored on disk in large (e.g., 16 MB) storage units, called
containers. Containers consist of raw data and a cata-
log which lists all FPs stored in the container. All disk
accesses are performed in the granularity of containers.
Storing adjacent segments in the same container greatly
improves dedupe performance, by reducing container I/O
and by improving indexing efficiency (as discussed in
Section 3.2.1). The SM also incorporates the dedupe in-
dex, and updates it when segments are added/removed.

The client component reads file contents or receives
data streams (e.g., data from far), performs segmenta-
tion, and calculates segment FPs. After querying the SM
index, the client creates references to the existing copies
of FPs located in the SM, and initiates data transfers for
new FPs. Once a file has been fully processed, the File
Manager is updated with file metadata.

Without loss of generality, we use fix-sized, 4 KB seg-
ments, for fine-granularity dedupe—although none of the
mechanisms relies on this assumption.

3.2 Progressive Sampled Indexing

Most dedupe systems, when performing backup restore,
rely on the index—or a similar catalog-like structure—
in order to determine the disk location of each segment.
This forces the strict requirement for at least one com-
plete index containing location information for all FPs,
that the system will have to maintain and protect against
crashes, corruption etc., because errors cannot be toler-
ated. If a segment’s disk location cannot be determined
due to index failure, the whole file or backup gets cor-
rupted. Maintaining such a data structure is a difficult
and resource consuming task, that almost certainly im-
pacts system scalability and performance, since the index
typically needs to be stored both in memory, for perfor-
mance, and on disk, for durability.
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In order to address the indexing challenges and scale
to billions of objects with high performance we had to
remove this restriction by introducing directly locatable
objects: when a file is stored in the system, file seg-
ment location information is stored with the file meta-
data, therefore removing the need to consult the index for
the exact location of file segments. For example, if file /7
consists of segments with FPs 4, B and C, stored at disk
locations 1, 2 and 3 respectively,  would be represented
by the list "4, 1,B,2,C,3"—instead of just "4, B,C”. The
increased file metadata size is not a problem, since meta-
data are stored on disk, while the indexing freedom we
get in exchange is extremely valuable.

By decoupling indexing and restore we no longer need
to maintain a full index. Instead, we introduce sampled
indexing, that is based on the observation that given cer-
tain amounts of memory and raw capacity, we can cal-
culate the index size, and determine the number of en-
tries that need to be dropped. In particular, if A/ is the
amount of memory available for indexing (in GB), S is
the dedupe segment size (in KB), £ is the memory entry
size (in bytes), and C is the total supported storage (in
TB), then we can support A/F billion entries, while the
system consists of a total of C/S billion segments. There-
fore, if we assume a sampling period 7, signifying that
we maintain “1 out 7" fingerprints in memory, we can
define a sampling rate R as follows:

R=1/T = (M/E)/(C/S) = (M*S)/(ExC) (1)

In the example of Table 1, using 22 bytes per index entry,
with 4 KB segments and 64 GB of memory for indexing,
we can support 11.6 TB of data with a sampling rate of
1 (i.e., a full index). Scaling to 1,000 TB, would require
a sampling rate of 0.0116—i.e., insert in the index one
out of 86 FPs. Using an 8 KB segment, we could double
the raw capacity, or double the rate to 1/43, sacrificing
some dedupe accuracy for higher index density. Increas-
ing the indexing capacity of the system by adding more
RAM is rewarded with higher sampling rates (i.e., better
dedupe efficiency), while increasing only the storage ca-
pacity results in a lower sampling rate, but this is often
acceptable, in return for “infinite” system scalability.

3.2.1 Dedupe
caching.

efficiency.  pre-fetching  and

Since “1 out of 77 FPs is inserted in the index, index
hits—and, consequently, dedupe efficiency—would be
reduced by a factor of 7. However, when a lookup oper-
ation hits on a sampled FP (also referred to as a “hook™),
we locate the container it belongs to and pre-fetch all
FPs from that container’s catalog into a memory cache.
It has been shown [19] that the likelihood of subsequent
lookups hitting on the FP cache is high, due to spacial lo-
cality: if hook FP 4 was followed by dropped FP B, then

it is very likely that 4 and B will reappear in order in the
future, in which case 4 will have seeded pre-fetching of
its container catalog, resulting in a cache hit for B.

Container catalog pre-fetching can be extremely eftec-
tive in improving the deduplication efficiency of a sam-
pled index. However, pre-fetching introduces a minimum
sampling rate: at least one FP per container (e.g., the
first FP stored in the container) must be in the mem-
ory index as a hook, in order to seed pre-fetching. Be-
cause of this, if container size is K MB, then R > R,,;, =
S/(K %219} and, subsequently, scalability is no longer
“unlimited”: the maximum supported capacity is now
C < (MxK %2'9)/E. For 4 KB segments and 16 MB
containers, at least 1 out 4096 FPs needs to be sampled,
and with 64 GB of RAM, as in the example of Table 1,
C < 47,662 TB—which is still very high.

Deduplication efficiency. Although the combination
of sampling and FP pre-fetching can often yield up to
100% duplicate detection, random eviction of cache en-
tries may reduce deduplication. Using a simplified model
we can estimate the dedupe efficiency of the system.
Each container catalog contains at most (K % 219)/S =
1/Rmin = Tin entries. If we want to achieve deduplica-
tion efficiency /%, and we suffer x misses from one con-
tainer, then:

7100 =1 = (x/Typin) = x = Tyuin* (1 — (£/100)).

If a particular container suffers one eviction during a
large time frame (most likely scenario, especially when
LRU is used), then all x misses will fall between two con-
secutive hooks hitting on the index, and therefore:

T:1/RZX+1:>T:Tmin*(l_(f/loo))lez>
= (ExC)/(S*M) = T+ (1 —(f/100))+1 (2)

Using Equation 2 we can calculate that in the example
of Table 1, with 64 GB of memory, the deduplication
efficiency will be /' = 97.9%. Alternatively, for a given
target dedupe efficiency, we can calculate the necessary
values to achieve it: for example, if we want /' > 95%,
and given £, C and S, the amount of memory required is
M >26.7 GB.

3.2.2  Progressive Sampling.

A simple, yet important, optimization to sampled index-
ing is based on the observation that Equation 1 is using
the total storage capacity of the system, and, therefore,
calculates the value of Ry, required to support all C/S
billions of objects. However, at any given time, only the
amount of data that are actually stored in the system need
to be indexed, which allows us to utilize a progressive
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sampling rate that calculates R using the amount of stor-
age used, as opposed to the maximum raw storage. Ini-
tially we set R =1, and gradually decrease it as more stor-
age gets used. In our working example, with 64 GB of
RAM, R =1 canindex 11 TB of storage. As we approach
the 11 TB limit, we can set R = 0.5 and down-sample the
index (e.g., drop index FPs with FP mod 2 # 0), thus
doubling the indexing capacity. Eventually, as usage ap-
proaches 1,000 TB, R will converge to R;,; = 0.0116.

3.2.3  Implementation

The index and cache have been implemented in C++
using a highly parametrizable hash table design, which
we call dhash, optimized for high performance and ef-
ficient memory usage. The M GB of memory available
for indexing are divided to fixed size buckets (1 KB
by default), allowing us to have a maximum of ¥ =
M|/ bucket size_in_KB millions of buckets. No pointers
are used in a dhash structure, and all operations use oft-
sets, allowing us to 1) perform custom memory manage-
ment (bucket slab allocator), 2) get memory savings by
replacing each 8-byte pointer with 6 bytes of offset data,
and 3) make the dhash easily serializable (e.g., when
checkpointing to disk at system shutdown).

If a dhash is used at the role of the index, we aim
to accommodate as many sampled FP entries as pos-
sible. We utilize 2° buckets for the hash table, where
b = logs(Y %2%0) — k. The system parameter k determines
the number of buckets reserved for collision handling.
Each index entry contains a partial FP (since the b least
significant bits of the FP are encoded in the hash table
position), and the container number the FP belongs to.
For simplicity we use 128-bit MDS5 (which is not strong
enough for production, but adequate for our testing pur-
poses), leading to a typical entry size of 18 bytes®. Each
index dhash also utilizes a Bloom filter, to avoid unnec-
essary lookup operations, which greatly improves perfor-
mance.

A cache dhash is optimized mainly for performance:
it will use all buckets for the hash table, and handle col-
lisions by running a cache eviction algorithm. A cache
dhash can employ one of three eviction policies when
collisions for a particular bucket Q occur: Immediate
eviction will empty Q, and consider all the containers of
Qs previous entries as evicted from the cache. This pol-
icy is very fast since it performs lazy eviction of FPs, al-
lowing for subsequent lookups to hit on those entries. On
the downside, this policy penalizes multiple containers at
once. Eviction by threshold is similar to immediate evic-
tion, but the containers whose entries are being removed
from @ will not be considered as evicted until a certain
percentage of their total entries has been removed from

2With a stronger 160-bit hash, the entry size becomes 22 bytes.

all cache buckets. This imposes less of a penalty to con-
tainers with entries in Q, but may lead to poor deduplica-
tion if the threshold is high, since a particular container
may not be pre-fetched even though many of its entries
have been evicted. Container LRU will evict the entries
of the least recently pre-fetched container. If that does not
free up space in Q, the process is repeated. Although this
is the policy that yields maximum dedupe efficiency, it is
also the one with the most overhead. Our default policy
is immediate eviction, which provides good deduplica-
tion efficiency, and performance only slightly lower than
eviction by threshold.

In order to provide high dedupe efficiency after sys-
tem reboots or crashes, we must ensure that a relatively
recent index checkpoint is stored persistently>. Bucket
change-tracking combined with our pointer-free imple-
mentation make checkpointing efficient (only a few sec-
onds per checkpoint). Our current policy creates check-
points every few minutes, and on system shutdown.

SSD indexing. Although sampling provides an effi-
cient way around scalability restrictions imposed by
memory limitations, we wanted to also provide a way to
improve scalability even with modest amounts of mem-
ory, and without having to resort to very low sampling
rates. To that end we have also implemented a (persis-
tent) SSD-based version of our sampled index. Sam-
pled fingerprints are stored on sorted SSD blocks and
all available memory is used for three performance op-
timizations: 1) create an SSD summary data structure
SSD_sum, 2) maintain a Bloom Filter for the SSD index,
and 3) maintain an FP cache of pre-fetched containers—
similar to that used for the memory index. The SSD_sum
data structure keeps track of the first FP in each of
the SSD’s (sorted) blocks, thus allowing us to perform
any lookup with at most one SSD block read: when a
lookup(X) operation is performed, X may be found in the
cache, or it may be found by reading the SSD block i,
where SSD_sum(i) <X < SSD_sum(i+ 1). The SSD in-
dex is read-only, eliminating the need for shared lock-
ing during accesses. All SSD index updates are cached
and logged. Eventually, index updates are performed in
batches (and with the SSD exclusively locked): for our
128 GB SSD a full update takes less than 9 minutes, and
we can afford to update the SSD many times per day.

3.3 Grouped Mark-and-Sweep

The challenge in reference management, as discussed in
Section 2.2, is to ensure reliability while ensuring that
the reference management mechanism is also both scal-
able and fast enough to keep up with the backup speed.
A mark-and-sweep approach is very reliable, but offers

3Notice that even if we lose all index index entries, correctness is
preserved.
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Figure 2: Example illustrating the scalability of grouped mark-and-
sweep.

poor scalability because it needs to touch every file in
the system. To address this challenge we propose the
grouped mark-and-sweep (GMS) mechanism, which is
reliable, scalable, and fast. The key idea is to avoid touch-
ing every file in the mark phase and every container in
the sweep phase. GMS achieves scalability because its
workload becomes proportional to the changes—instead
of the capacity of the system.

The operation of GMS is based on change-tracking
within the File Manager. As presented in Figure 1, the
File Manager keeps track of files, backups, and backup
groups. A file can be a regular file, a database backup
stream, an email, etc. A backup is a set of files, e.g., all
files under a set of directories. The creation and contents
of backups are in the control of the user.

Backup groups aim to control the number of entries
that GMS needs to manage, and are created and man-
aged by the File Manager. When backups are small, we
aggregate multiple small backups to one bigger backup
group. The File Manager tracks changes to each backup
group, and for each changed backup group, it further
tracks whether files have been added to or deleted from
it. During a GMS run, the following steps take place:

1. Mark changed groups. Only mark the changed
backup groups and do nothing for unchanged
backup groups. As an example in Figure 2, as-
sume that File Manager’s change tracking shows
that, since the last GMS cycle, we deleted some
files from group Groupl, added some files to group
Group3, and made no modifications to Group2. In
this case we only need to touch files in backup
groups Groupl and Group3. Usually, most backup
groups (e.g., Group2) are not changed and files in
those groups don’t need to be marked. The mark re-
sults of G1 and G3 are recalculated by traversing all
files in Groupl and Group3 and recalculating G1
and G3 for all containers that have segments used
by those files. A group’s mark results, say G1, is a
bitmap implemented as a file for each container.

2. Add affected containers to the sweep list. Only
containers used by groups that have deleted files
need to be swept because only those containers may

have segments freed. In the example of Figure 2,
Group] has files deleted and it has used containers
1 and 2. So we put these two containers in the sweep
list. The segments in other containers are either still
referenced by files in the unchanged groups (say
Group2), or referenced by new files in new groups
(say Group3).

3. Merge, sweep, and reclaim freed space. For each
container in the sweep list, we merge the mark re-
sults of all groups using that container. If a segment
is not used, it can be reclaimed. In the example of
Figure 2, for Container 1, we merge (the old) G2
and (the new) G1, to determine potentially unused
segments. Similarly, we merge (the new) G3 and
(the new) G1, to determine potentially unused seg-
ments in Container 2.

As it becomes clear from the example of Figure 2,
GMS provides two important scalability benefits. First,
old mark results (e.g., G2) can be reused, without having
to re-generate them in every mark-and-sweep cycle. Each
set of mark results is stored and reused in the future, mak-
ing the mark phase scalable by avoiding to touch the ma-
jority of the unchanged backup groups. Secondly, unlike
conventional mark-and-sweep where all the entries are
swept to determine the unused entries, in GMS we know
which containers have reference removal operations, and
the system only needs to sweep that subset of contain-
ers. Therefore the majority of containers in the system
are usually not touched in the sweep step.

One drawback of GMS is that a group needs to be re-
marked even if just one file has been deleted from it. For-
tunately the overhead is surprisingly small: segments can
be marked at a rate of 26 GB/sec. Since most bitmaps are
not changed, there are little work in the sweep phase.

Overall, GMS makes mark-and-sweep scalable by
only touching the changed objects, while maintaining the
reliability of mark-and-sweep. If errors occur, the whole
process can start over and all operations are idempotent.
Finally, the mark results (e.g., G1 and G2 for Container
1) serve as a coarse reference list for segments in the con-
tainers. When data corruption occurs in a container, the
mark results can give us a complete list of backup groups
that use that particular container. This limits the set of
affected files significantly, and greatly enhances recover-
ability. Otherwise, we would need to go through all files
in the system to determine which files are using that con-
tainer.

Discussion. An interesting issue related to reference
management is concurrent reference updates (data dele-
tion) and data backup. In the example of Figure 2,
Backup 5 may still be active when it gets marked, and
after all changed backup groups are marked, GMS deter-
mines that segment x can be deleted. If Backup 5 uses
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x between the time Backup 5 was marked and the time
that GMS deleted segment x, data loss will occur as a
backup uses deleted/non-existent segments. HYDRAs-
tor [4] uses a read-only phase to freeze the system while
updating segment reference counts. In practice, the vi-
ability is dubious. On a busy system, there are always
some active backups. It is very unlikely to find a time
window when the system can be frozen.

Our system uses an in-memory protection map to ad-
dress this problem: after GMS begins, all segments used
by current active backups are protected by storing their
segment fingerprints in a protection map in memory.
GMS only deletes segments whose fingerprint is not in
the protection map. This way GMS can be certain that
segments in use will never get deleted. The protection
map grows while GMS is running and gets deleted once
GMS completes. This is another reason why GMS needs
to be fast enough to prevent the protection map from
using too much memory. To mitigate the time spent in
GMS, and limit the growth of the protection map, GMS
can be done more frequently.

3.4 Client-Server Interaction

Even with high-performance server components, it is im-
possible to achieve high throughput, unless the client is
able to push data to the server at a high-enough rate.
To that end, our client component is based on an event-
driven, pipelined design, that utilizes a simple, fully
asynchronous RPC implementation.

Our RPC protocol is implemented via message pass-
ing over TCP streams or system IPC mechanisms (e.g.,
named pipes), depending on whether communication is
remote or local. The TCP implementation utilizes mul-
tiple TCP connections to keep up with the throughput
requirements. All RPC requests are asynchronous and
batched in order to minimize the round-trip overheads
and improve throughput. A client can register different
callback functions for each type of RPC. The callback
functions are used to deliver the RPC results to the caller
as they become available.

Based on our asynchronous RPC protocol, we have
implemented an event-driven client pipeline, presented
in Figure 3, where each backup step is implemented as a
separate pipeline stage.

First, the reader thread R receives the backup sched-
ule, reads large chunks of data (e.g., 256 segments), and
enqueues requests to the hash queue HQ. The hashing
thread H dequeues requests from HQ, performs segmen-
tation for each data chunk, and calculates FPs. Calcu-
lating cryptographic hashes is a computationally expen-
sive operation, and, in order to fully utilize multiple CPU
cores, H employs » MDS5 worker threads (Hy, H, ..., Hy)
that calculate FPs asynchronously. Once a chunk’s seg-
ment FPs have been calculated, callback function CB1

AL \i\\\ \\\\

Figure 3: Client pipeline, consisting of five main event-handling
threads connected using queues.

enqueues the updated request to the lookup queue LQ.

The lookup thread L receives requests from LQ and
issues one single, batched, asynchronous lookup RPC to
the server, incurring a single RPC round-trip for all 256
FPs. Callback function CB2 delivers the RPC reply and
creates references to the containers of the FPs that were
found on the server. If one or more FPs were not found,
CB2 enqueues the updated request in the store queue SQ.

The store thread S receives requests from SQ, and
sends raw data blocks to the back-end through one sin-
gle, batched, asynchronous RPC. Callback function CB3
ensures that the write operation was successful, and for-
wards the last request for each file to the close queue CQ.

Finally, close thread C, receives the final request from
CQ, performs cleanup, calculates file metadata, and up-
dates the File Manager.

Client queues allow us to better understand system be-
havior. For instance, on a client with low hash calcula-
tion throughput, we can observe HQ to be full most of
the time, while low network performance will lead to
LQ and SQ being mostly full. In such cases, more than
one threads can be used for each pipeline stage. By using
two store threads, for example, we can consume requests
from SQ at a higher rate.

4 Evaluation

Our main test-bed is an 8-core Xeon E5450 at 3 GHz
with 32 GB RAM, running Linux. Our 24 TB disk array
consists of 12 disks, 2 TB each, and uses RAID 0% to
stripe all physical disks to a single logical volume.

We used two main data sets for testing. Our synthetic
data set consists of multiple 3 GB files, each with glob-
ally unique data segments. Our second data set con-
sists of virtual machine images, which are a very com-
mon real-world enterprise use-case, that takes advantage
of deduplication. We use a VMware “gold” disk image
(V' M0), hosting a Microsoft Windows XP installation,
and created three additional versions of it (V M1, VM2,
and V' M3), each with incremental changes: VM1 is VM0
with all Microsoft updates and service packs, VM2 is

4RAID 0 is not recommended for a high-availability system, but
we used it to achieve maximum performance and mitigate the disk
bottleneck—thus emulate a high-end array.
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VM1 with a large anti-virus suite installed, and VM3
is VM2 after the installation of various utilities (docu-
ment readers, compression tools, etc.). This data set aims
to measure the “real-world” dedupe performance of our
system, using a file type of great importance for the en-
terprise.

For both data sets we configured the system to use
a sampling rate of R = 1/101, which is low enough to
stress the system. For the synthetic tests performed on
our current test-bed, the index uses 25 GB memory to
hold 1.23 billion FPs. With a sampling rate of 1/101, this
is equivalent to a full index of 124 billion FPs, or 500 TB
of raw storage—given that our segment size is 4 KB>.

4.1 Throughput
4.1.1 Backup Throughput

Index throughput. Before performing any macro-
benchmarks, we used micro-benchmarks to ensure that
the index can support our goals—e.g., in the exam-
ple of Table 1, at least 400 MB/sec. In all the micro-
benchmarks the index could easily handle the de-
sired rates: insert/lookup/remove cost does not exceed
7,619/12,020/16,836 cycles, respectively, even when in-
dex occupancy is more than 97%. For instance, on a 3
GHz CPU, and in the worst-case scenario where all in-
coming FPs exist in the system (and the Bloom filter is
ofno help), the index can sustain a backup rate of around
975%T MB/sec, where T is the sampling period. For our
test configuration, 7 = 101, and the index can sustain a
rate of about 98.5 GB/sec.

Unique data: baseline vs. prototype. Figure 4 shows
the backup throughput using the synthetic data set. We
vary the number of concurrent backups, in steps of 1, 4,
16, 32, 64, 128 and 256, in order to evaluate the system’s
capability for concurrency. For consistency, all backups
consist of multiple 3 GB files that add up to 768 GB.

The unique data throughput test aims to measure the
prototype’s behavior in the absence of duplicates. Unique
data can be significant when a client performs the ini-
tial backup or a lot of changes have been made. This
test stresses the disk and the network systems as large
amounts of data need to be transferred.

To get a sense of the performance of raw hardware,
we first measured a baseline throughput. The baseline
throughput of the disk array (“Baseline” in Figure 4), is

S Testing our system with a configuration that supports a raw capac-
ity of 500 TB per node may seem inadequate at first. One should keep
in mind, however, that 1) We are stressing the system by using 4 KB
segments. Most systems use significantly larger segments, leading to
higher raw capacities. 2) This is single-node capacity with only 25 GB
memory for indexing. As such, it is higher than that of most systems
we know of (as presented in Section 4.4). Unfortunately we don’t have
access to servers with more memory or larger disk arrays so as to test
higher capacities.
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Figure 4: Aggregate throughput for our synthetic data set, with varying
number of concurrent backups. Our system is capable of 6 GB/sec for
duplicate data backup, and close to 1 GB/sec for concurrent backups of
unique data. Dedupe efficiency is 97%, and we support 200 TB storage
for every 10 GB of system memory (500 TB for 25 GB in this test).

measured by writing the same synthetic workload to the
file system. For a single backup, the baseline through-
put is around 1 GB/sec. This is the maximum throughput
of the storage system. The baseline throughput quickly
drops to around 300 MB/sec for storing multiple back-
ups concurrently because disk contention increases with
the number of concurrent backups.

Backing up the same data set (“Unique data” in Fig-
ure 4) using our prototype achieves a steady throughput
of about 950 MB/sec as we scale to multiple concurrent
backups, which is significantly better than the regular file
server. This is mainly because our prototype performs
segmentation on all incoming data, and manages the se-
rialization of containers to disk (regardless of content
source), therefore decreasing concurrent disk accesses.

Duplicate data backup throughput. After backing up
the unique data workload using our prototype, we backup
the same files again (“Duplicate data - cold cache” line
in Figure 4). This time, all segments are duplicates, and
we aim to observe how our prototype performs when it
only needs to reference existing data, instead of physi-
cally storing new data. This test mainly stresses the index
lookup and disk pre-fetching operations.

Initially, for low levels of concurrency, the penalty for
small random disk reads, for container FP catalog pre-
fetching, dominates performance. Throughput improves
steadily as we increase the level of concurrency and du-
plicate elimination pays off, with aggregate disk through-
put reaching over 6.6 GB/sec for 64 concurrent backup
streams. When disk accesses are already random, con-
current access doesn’t introduce more randomness. On
the other hand, concurrent accesses can fully utilize ev-
ery disks in the disk array. Thus the aggregate through-
put increases. After 64 concurrent streams, the disk ar-
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Table 2: We repeated the experiments of Figure 4 using the SSD index.
Results are in MB/sec. The percentages in parentheses show how much
faster/slower the SSD index is from the memory index.

ray’s capacity for pre-fetching is saturated and mild ef-
fects from concurrency overhead (index/cache locking,
disk accesses etc.) are becoming obvious: duplicate data
backup throughput falls to 6 GB/sec and remains mostly
constant.

To verify our conjecture that duplicate data backup
throughput limitations are mainly due to disk bottleneck
(container FP catalog pre-fetching) instead of CPU, we
backup the same files a third time immediately after the
second backup. In this case, many FPs are already in the
cache and fewer disk pre-fetches will be necessary. The
throughput is shown as “Duplicate data - warm cache”
in Figure 4. First we observe that overall throughput is
much higher, reaching 11.5 GB/sec at around 16 streams,
confirming that the bottleneck in our previous tests was
in the disk random access performance, which deter-
mines the duplicate backup throughput. Additionally, we
observe that the effects of concurrency are barely visi-
ble: aggregate throughput is stable up to 128 concurrent
backups, but at 256 concurrent streams the overhead of
pthread shared locks used for protected accesses to the
FP cache buckets, as well as a few cache evictions that
render the cache less “warm”, take their toll—slightly
lowering the aggregate throughput (10.6 GB/sec).

SSD indexing throughput. Using SSD index imple-
mentation on an 128 GB SSD drive, we repeated the
throughput experiments of Figure 4 in order to 1) test
the efficiency of our SSD indexing design, and 2) verify
the effects of shared locking to duplicate data backups—
since the SSD index is read-only and uses no shared
locks. For our tests, we maintained the same sampling
rate (R = 1/101) and used the same amount of memory
for caching as before (2 GB)—so as to make a fair com-
parison. Notice that with this setup we are now using a
total of only 10 GB and the amount of raw storage the
system can support rose from 500 to 1,600 TB. Due to
our efficient SSD index design and the lack of shared
locking, most throughput results were similar or superior
to those of the memory index. Table 2 summarizes the
results and difference between the SSD index and mem-
ory index throughput. Notice, however, that these results

10

Backup Unique Duplicates Duplicates CPU | Unique | 100% Duplicates | 100% Duplicates
streams data (cold cache) (warm cache) cores data (cold cache) (warm cache)
1 840 (-4.9%) | 699 (-26.4%) | 1,989 (12.9%) 1 347 354 356
4 992 (-0.5%) | 2,556 (-6.3%) 6,326 (0.6%) 2 599 612 612
16 999 (1.9%) | 4,802 (-0.2%) | 11,992 (5.1%) 4 900 1,167 1,172
32 985 (0.3%) | 6,420 (1.3%) 12,134 (5.3%) 8 907 1,983 2,004
64 984 (-0.2%) | 6,621 (0.1%) 11,865 (3.3%) 14 925 2,373 2,485
128 988 (3.2%) 6,315 (1.6%) 11,755 (2.1%) Table 3: End-to-end backup throughput using a varying number of
256 955 (1.9%) | 6,041 (-1.1%) | 11,946 (12.3%) CPU cores. All numbers in MB/sec.

include the cost of updating the SSD every time 65,536
new sampled entries have accumulated. A less (more)
frequent SSD update policy would yield faster (slower)
throughput results.

End-to-end throughput. Ournext test attempted to in-
clude client performance in our evaluation, in an end-
to-end system test, using a single 25 GB backup stream
of unique segments. As presented in Table 3, we var-
ied the number of CPU cores dedicated to MD5 cal-
culation, and performed three tests for each configura-
tion: an initial backup, a second backup of the same
data with cold caches, and a third run with warm caches.
All backups were performed using a 16-core Intel Xeon
E5520 “client”, with 32 GB of RAM, running RedHat
Enterprise Linux 5. The results of Table 3 show that
backing up unique data does not get much faster with
more than 4 cores. Careful observation revealed two rea-
sons for this behavior. First, even when using the Linux
loopback interface, we could not get throughput higher
than 10 Gbps, on that particular host. Notice that when
bulk data transfers become unnecessary, the performance
reaches 2.49 GB/sec. Second, we realized that careful
optimization of our simple RPC mechanism might be
able to yield better performance. However, optimizing
network behavior and the RPC implementation is be-
yond the scope of this study. In order to evaluate the
real throughput of our client design we made the assump-
tion of an infinitely fast network/RPC infrastructure, and,
temporarily, eliminated the network performance bottle-
neck. This revealed the client’s full potential: running on
our (slower) main Intel Xeon 5450 server, the client was
able to push 360/697/1,023/1,319 MB/sec of unique data,
with 1/2/3/4 cores dedicated to MD3, respectively.

Backup throughput conclusions. In summary, our
backup throughput experiments show that, when back-
ing up unique data, our system is nearly as efficient as a
normal file server for single stream backup (no penalty
for deduplication) and several times faster for multi-
stream backups. This shows that our system can better
organize the data on disks to achieve high throughput
even with concurrent backups. When data are mostly du-
plicates, we can achieve 950 MB/sec for single stream
backup and 6 GB/sec for multi-stream backups. Multiple
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Figure 5: The reference update time for a given amount of data backed
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portional to the data changed, and the slope shows the update through-
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capacity of the system or the amount of changed data.

streams help improve the aggregate throughput because
they maximize the throughput of container FP catalog
pre-fetching.

The major limitations that we observed are due
to hardware restrictions: limited container pre-fetching
throughput and CPU/networking bottlenecks in our
end-to-end performance tests. On a production system
equipped with hundreds of fast-seeking physical disks,
and utilizing faster network connectivity, we expect to
see much higher throughput. The only software limi-
tation we observed was due to pthread locks, and is
considered of secondary importance since it only im-
pacts throughput minimally for more than 128 concur-
rent backup streams.

4.1.2  Reference Update Throughput

A critical property that is not often tested in deduplica-
tion systems, is the performance of reference updates, es-
pecially when we need to delete data—an operation that
happens almost daily. Figure 5 shows reference update
times measured when the synthetic data set gets backed
up or deleted, both when the system is empty and near
full capacity. The time is linear with the size of data
backed up or deleted, because we need to update the ref-
erence of each segment that gets used.

The slope of the line corresponds to the throughput
of the reference update, which is 3.2 GB/sec for data
addition, and 3.1 GB/sec for data deletion. Deletion is
slightly slower because when segments get deleted, they
also need to be removed from the index. Contrary to a
regular file-system, the deletion throughput of the dedu-
plication system is slow because we pay the price of
data sharing. However, it is still faster than the backup
throughput of new data, which prevents the backup pro-

11

Unique Total Ideal | Real | De-

segs unique MBs | MBs | dupe
VMO | 518,326 518,326 2,123 | 2,211 | 96%
VM1 | 733,267 921,522 3,775 | 3,938 | 96%
VM2 | 904,579 1,189,230 | 4,871 | 5,085 | 96%
VM3 | 1,145,029 | 1,616,585 | 6,621 | 6,860 | 97%

Table 4: Deduplication efficiency results for subsequent backups of
four different versions of a Windows XP VMware image file.

cess from having to stall and wait for the deletion mech-
anism to free up space.

4.1.3 Restore Throughput

Deduplication system benchmarks are dominated by
backup testing and testing of restore is mostly ignored—
probably because the restore process is usually slow, and
correctness is the main concern. However, restore is an
important operation and we wanted to ensure that our
prototype provides sufficient performance. During our
tests all data were restored correctly. Our single stream
restore throughput was measured around 1 GB/sec, and
430 MB/sec for two or more concurrent restore streams.
Single stream restore is fast because most accesses are
sequential, while multiple concurrent restore streams in-
troduce disk seeking. The use of directly locatable ob-
jects allows us to perform restore without using the in-
dex, making the whole process very scalable.

4.2 Deduplication Efficiency

Although we are willing to sacrifice some dedupe ac-
curacy for high scalability, we still want to make sure
the system provides adequate duplicate detection. In par-
ticular, since sampling provides the desired scalability,
dedupe efficiency will be mostly determined by the ef-
fectiveness of pre-fetching.

In our synthetic data set, the true (“ground truth”) du-
plication is 100%. Our prototype consistently eliminates
no less than 97% of duplicates. This is consistent with
the theoretical expectation, based on Equation 2: when
we pre-fetch FPs from the container catalog, and because
the sampling rate is 1 out of 101, the first 100 FPs may
not be found. After the first hit, (101st FP in the worst
case), we pre-fetch all FPs in that container. So theoreti-
cally we may fail to detect 100 over 4096 FPs, i.e., 2.4%.

For our VMWare data set we used our test sampling
rate of 1/101, and a small FP cache (256 MB) in order to
ensure that the cache cannot hold the whole working set.
We performed multiple backups of each VM image, ob-
serving 100% dedupe efficiency for each run, with very
high throughput (2.4 GB/sec). A more interesting exper-
iment, however, presented in Table 4, is the dedupe ef-
ficiency achieved when backing up VMO0, VM1, VM2,
and VM3 back-to-back. Image VMO has 518,326 4 KB
segments, taking up 2,211 MB of disk space, instead
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of 2,123 MB, giving us 96% of the ideal dedupe effi-
ciency. Backing up VM1 introduced 403,196 new seg-
ments (330,071 of VM1’s segments were also in VMO),
taking up 3,938 MB, for a steady dedupe efficiency of
96%. Similarly, VM2 and VM3 were deduplicated at
96% and 97% of the optimal dedupe rate, which is a very
satisfying result for a cache of only 256 MB. These re-
sults are particularly encouraging, since field experience
has demonstrated that VM image backups are one of the
most common and effective uses of dedupe.

4.3 Scalability

In order to test the scalability of the system we first pop-
ulated it to near-full capacity (480 out of 500 TB i.e.,
95.5%) with unique data. Because our disk array is only
24 TB, we stored everything except the actual segment
data. As the code mainly operates on the metadata, dis-
carding segment data has no impact on the correctness
of the test. After the system was populated we repeated
the same throughput tests, during which everything was
stored on disk (including segment data).

Figure 6 presents a throughput comparison between an
empty and near-full system. For multi-stream through-
put, the system occupancy has negligible performance
impact because for both unique and duplicate data the
throughput is, once again, bounded by the disk’s sequen-
tial write and random read performance, respectively.
When the system is near full capacity, the index lookup
and update time increase slightly. But the main bottle-
neck is still disk [/O—overshadowing the effects of CPU
overhead. This means that the throughput of the system
will scale well in terms of system capacity while disk
I/0 is the main bottleneck—which is probably going to
be true in the foreseeable future.

The index overhead does show up for single stream
throughput. The throughput of single stream backup near
full capacity is slower than that of the empty system be-
cause single stream throughput is CPU bound and ac-
cessing a “fuller” index takes a little bit more CPU time.

Figure 5 also compares reference update performance
when the system is empty and near-full. As expected,
the time for reference update is almost the same, since
the grouped mark-and-sweep algorithm only touches the
changed backup groups. The majority of the references,
regardless of how many they are when the system is near
full capacity, are not touched by the grouped mark-and-
sweep. Finally, we also checked the deduplication effi-
ciency for both the synthetic and real data sets and ob-
served no degradation in a near-full system.

Our results demonstrate that all parts of our prototype
are able to scale to high capacity, with almost no perfor-
mance decrease. We are confident that our system would
scale to higher capacities, given more resources. More-
over, the raw capacity supported by our system (200 TB
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Figure 6: Throughput scalability tests show that there is no signifi-
cant throughput drop when we get close to full capacity. We incur O(1)
cost for most index operations, and throughput is disk-bound for both
unique and duplicate data backups.

for every 10 GB of memory) is higher than the capacity
of any other single-node system presented in Section 4.4.

4.4 Comparison to State-of-the-art

When evaluating dedupe systems it is often the case that
custom methods and private workloads are used to quan-
tify the effectiveness of the proposed mechanisms (e.g.,
[19] and [12]). Comparisons to other systems are usually
difficult, and limited to references to results reported by
vendors, mostly because there is no agreed deduplication
benchmark that would make benchmarking and compar-
isons fair and meaningful. Furthermore, when aiming to
top the performance of state-of-the art systems, it is al-
most impossible to justify the cost and effort of obtain-
ing, deploying and benchmarking even a single one of
them. In our evaluation we tried to use data sets that will
exercise the system in interesting ways, and that are rel-
atively easy to be recreated and tested by other systems.
Table 4.4 presents some of the most popular high-
performance deduplication solutions available as of
April 2011. Assuming that all systems provide adequate
deduplication efficiency (specifications do not provide
precise numbers), we can see that our prototype’s peak
performance is similar to or better than that of all sys-
tems, with the exception of NEC’s HydraStor. However,
notice that HydraStor utilizes a large distributed system
(55 “accelerator” and 110 “storage” nodes) in order to
achieve its maximum throughput, and yet its raw capac-
ity is limited to only 1.3 PB. Our prototype’s single-
node scalability competes with that of all systems and
surpasses most of them, especially considering the lim-
ited amount of resources we have used (e.g., only 25 GB
of RAM per 500 TB for R = 1/101, on an older 8-core
server). Notice, however, that our goal to increase single-
node scalability is not meant to replace all multi-node
systems, but to potentially improve them by enabling
each node to make better use of its resources and increase
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Product Backup | Capacity | Nodes
(MB/sec) (TB)
DataDomain DD890 [3] 4,083 384 1
HP D2D4324 [7] 1,110 18 1
IBM ProtecTier [8] 1,000 1,000 2
Greenbytes GB4000 [6] 950 216 1
NEC HydraStor 55+
HS8-3110R [14] 41,250 1,300 110
Our prototype | 6,000 500 1 |

Table 5: Summary: state-of-the art dedupe products as of April 2011.

data density per node. By doing so we could decrease
the number of nodes necessary for a particular deploy-
ment, thus significantly decreasing the overall (acquisi-
tion, management, energy, etc) cost.

5 Related Work

Since the days of early deduplication systems, that per-
formed mostly file-level or naive block-level deduplica-
tion [1, 11, 16], a lot of effort has been put into optimiz-
ing duplicate detection. In particular, many systems have
investigated methods to perform content-aware segment
boundary calculation, aiming to improve better dupli-
cate coverage. Any degradation in dedupe efficiency was
considered unacceptable. Such variable-size segmenta-
tion algorithms, utilize different variations of byte-level
approaches, such as sliding window approaches (e.g.,
[5]), rolling hashes (e.g., [15]), Rabin fingerprints [2],
and bimodal chunking [10]. For instance, systems like
MAD?2 [18], HYDRAstor [4, 17], as well as dedu-
plication solutions by DataDomain [19] and Hewlett-
Packard [12], utilize variable-size segments, in an at-
tempt to achieve maximum compression. However, even
if these algorithms make the best of raw storage (which
is not always the case, as observed by [9]), single-node
capacity is limited. Our work takes a different approach:
we are willing to sacrifice some deduplication efficiency
in order to achieve higher single-node scalability.

A sampling method is used in [12] to address indexing
scalability restrictions. However, that approach is signifi-
cantly different from ours, since it uses sampling to prob-
abilistically identify “super-segments” that are used to
perform coarse-granularity deduplication. Our segmen-
tation algorithm operates at fine granularity at all times,
and sampling is not used for pattern-matching, but for in-
dexing actual file segments. Additionally, our approach is
significantly more scalable, and can operate under heavy
memory constraints, with good sampling rates: in a set-
ting similar to the experiments presented in [12], our
sampled index would require about 74% less memory
(4.4 GB instead of 17 GB, with R = 1/101).

A lot of systems have used spacial locality to perform
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some type of caching (e.g., [18, 19]), but, to our knowl-
edge, it has not been used before in combination with
an aggressive sampling approach, such as the one we are
proposing.

Our key assumption difference from previous efforts
is that we are willing to relax our duplicate detection ef-
ficiency requirements, in order to address all three major
challenges of single-node deduplication. Most other sys-
tems have provided good solutions for a subset of prob-
lems, usually excluding single-node scalability and ref-
erence management. For instance, DataDomain [19] ad-
dressed the disk bottleneck, by introducing a series of
optimizations, including a Bloom filter, and spacial local-
ity. However, their system can support a limited amount
of raw storage, and is limited by network performance,
since duplicate detection is performed only at the server.
Additionally, it is not clear whether DataDomain’s sys-
tem can perform truly scalable resource reclamation.

HYDRAStor [4] on the other hand, achieves good scal-
ability, but it does so by using a highly distributed, hierar-
chical model, with each node holding only a few tens of
TB of storage. This design yields a high backup through-
put, but at the cost of a highly distributed, costly system.
Deletions in HYDRAstor, are implemented with a dis-
tributed reference counting method, which is difficult to
maintain correctly, and scale without a large performance
hit.

MAD?2 [18] also uses a distributed storage system to
provide scalability, as well as a number of optimizations
that include spacial locality caching, and Bloom filters.
Deletions are a very challenging operation in this system
as well: they are performed only at the file level, and they
are also handled by a variant of reference counting, with
all the scalability and correctness problems discussed in
Section 2.2. To our knowledge, our grouped mark-and-
sweep approach is the only truly scalable, documented
reference management implementation, that is also very
resilient to errors.

Many scalable systems have adopted the event-driven
design, however it is interesting that the nature of our ap-
plication requires that we utilize it for the client, rather
than the server. A pipelined client design was also pro-
posed by [13], but it is significantly different from our
design: it assumes pipeline stages whose operation re-
quires a fixed amount of time, making it unrealistic for
network operation. It also uses disk-based, client-side in-
dexing, it implements a lot of functionality in the kernel,
and it achieves scalability and throughput that is orders
of magnitude lower than those of our client design.

6 Conclusion

Important engineering challenges need to be addressed
in order to achieve the scalability, throughput and dedu-
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plication efficiency necessary to provide next-generation
deduplication support. We have presented a clean-slate
design that aims to maximize overall single-node ef-
fectiveness, and introduces new mechanisms that ad-
dress the most pressing of these challenges. Our di-
rectly locatable objects enable the use of progressive
sampled indexing—in memory or on SSD—which pro-
vides superior single-node scalability and memory us-
age efficiency—unlike any other system we know of.
Our grouped mark-and-sweep mechanism attacks the
difficult, and often neglected, resource management
and reclamation problem, in a truly scalable and effi-
cient manner. Additionally, we have proposed an asyn-
chronous interface to the server back-end, capable of
pushing data to the server at a high-enough rate.

The performance of our prototype validates the ef-
fectiveness of our design. Progressive sampled index-
ing achieves very good deduplication efficiency, while
using only 10 GB of memory per 200 TB of raw stor-
age (25 GB for 500 TB in our tests). Additionally, we
were able to achieve backup throughput ranging from
950 (all unique data) to 6,000 MB/sec (all duplicate
data), with deduplication efficiency no less than 97%,
while our grouped mark-and-sweep approach can pro-
cess data with speeds higher than 3.1 GB/sec, demon-
strating that single-node dedupe effectiveness can be
greatly improved by making good use of available re-
sources.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/947,393 11/16/2010 Philip J. ABERCROMBIE 2203828.00130US1
CONFIRMATION NO. 1801
23483 PUBLICATION NOTICE
WILMERHALE/BOSTON
60 STATE STREET LTS R B

BOSTON, MA 02109

Title:SYSTEM AND METHOD FOR PERFORMING BACKUP OR RESTORE OPERATIONS UTILIZING
DIFFERENCE INFORMATION AND TIMELINE STATE INFORMATION

Publication No.US-2012-0124306-A1
Publication Date:05/17/2012

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Electronic Acknowledgement Receipt

EFS ID: 13213283

Application Number: 12947393

International Application Number:

Confirmation Number: 1801

SYSTEM AND METHOD FOR PERFORMING BACKUP OR RESTORE OPERATIONS

Title of Invention: UTILIZING DIFFERENCE INFORMATION AND TIMELINE STATE INFORMATION

First Named Inventor/Applicant Name: Philip J. ABERCROMBIE
Customer Number: 23483
Filer: Michael Yasuhiro Saji/Kathleen Bastarache
Filer Authorized By: Michael Yasuhiro Saji
Attorney Docket Number: 2203828.00130US1
Receipt Date: 10-JUL-2012
Filing Date: 16-NOV-2010
Time Stamp: 16:02:41
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document L . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
62959
. 2203828_130US1_IDS_10July2
1 Transmittal Letter no 1
012.pdf
6ff2bec3c1496d5af027bfb5293fe 13b39f4 7|
ae3
Warnings:
Information:
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96454
Information Disclosure Statement (IDS) | 2203828_130US1_SB08_10July

2 Form (SB0S) 2012.pdf ne !
e13d611b49595fb0c7d27aaa6746110ed91
4c75e
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
Total Files Size (in bytes):l 159413

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/08b (07-09)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449/PTO

SUPPLEMENTAL INFORMATION

Complete if Known

Application Number

12/947,393-Conf. #1801

Filing Date

November 16, 2010

DISCLOSURE First Named Inventor | Philip J. ABERCROMBIE
STATEMENT BY APPLICANT At U
nit 2189
(Use as many sheets as necessary) Examiner Name G. Bansal
Sheet 1 ‘ of ‘ 1 Attorney Docket Number |2203828.00130US1

U.S. PATENT DOCUMENTS

Document Number

Examiner Cite
Initials™

Number-Kind Code

2 (if known)

Publication Date
MM-DD-YYYY

Name of Patentee or
Applicant of Cited Document

Pages, Columns, Lines, Where
Relevant Passages or Relevant
Figures Appear

AA*

US-20110252198

10-13-201

1 |Ogasawara et al.

FOREIGN PATENT DOCUMENTS

. ) Foreign Patent Document Publication Pages, Columns, Lines,
E>l<gm|ner Clte1 g Date Name of P_atentee or Where Relevant Passages T
Initials* No. Country Code® -Number”-Kind Code® (if known) | MM-DD-YYYY Applicant of Cited Document Or Relevant Figures Appear

NON PATENT LITERATURE DOCUMENTS
Examiner| Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initial * No.! the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T
nitials i number(s), publisher, city and/or country where published.
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. * CITE NO.: Those application(s) which are marked with an single asterisk (*) next
to the Cite No. are not supplied (under 37 CFR 1.98(a)(2)(iii)) because that application was filed after June 30, 2003 or is available in the IFW. 'Applicant's
unique citation designation number (optional). ?See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued
the document, by the two-letter code (WIPO Standard ST.3). *For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if
possible. ~ Applicant is to place a check mark here if English language Translation is attached.
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Docket No.: 2203828.00130US1

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant: Philip J. Abercrombie et al. Confirmation No.: 1801
Application No.: 12/947,393 Art Unit: 2189
Filed: November 16, 2010 Examiner: G. Bansal
Title: SYSTEM AND METHOD FOR PERFORMING BACKUP OR RESTORE

OPERATIONS UTILIZING DIFFERENCE INFORMATION AND
TIMELINE STATE INFORMATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT (IDS)

Dear Sir:

This Supplemental Information Disclosure Statement is being filed prior to the mailing date of a first

Office Action on the merits. No fee is required.

Applicants request that the Examiner initial and return a copy of the enclosed Form PTO SB-08 with

the next communication.

Applicant believes no fee is due with this response. However, if a fee is due, please charge our
Deposit Account No. 08-0219, under Order No. 2203828.00130US1 from which the undersigned is

authorized to draw.

Respectfully submitted,

Dated: July 10,2012 /Michael Saji/
Michael Y. Saji
Registration No.: 66,291
Attorney for Applicant(s)

Wilmer Cutler Pickering Hale and Dorr LLP

60 State Street

Boston, Massachusetts 02109

(617) 526-6000 (telephone)

(617) 526-5000 (facsimile)
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Doc Code: PPH.PET.652

Document Description: Petition to make special under PCT-Patent Pros Hwy PTO/SB/20PCT-US (09-10)

Approved for use through 01/31/2012. OMB 0651-0058
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR PARTICIPATION IN THE PATENT COOPERATION TREATY — PATENT PROSECUTION
HIGHWAY (PCT-PPH) PILOT PROGRAM IN A U.S. APPLICATION WHERE THE USPTO WAS THE

ISA ORIPEA

Application No.: 12/947,393-Conf. #1801 Filing Date: November 16, 2010

First Named Inventor: | Philip J. ABERCROMBIE

Title ofthe ~ SYSTEM AND METHOD FOR PERFORMING BACKUP OR RESTORE OPERATIONS
Invention: UTILIZING DIFFERENCE INFORMATION AND TIMELINE STATE INFORMATION

THIS REQUEST FOR PARTICIPATION IN THE PCT-PPH PILOT PROGRAM ALONG WITH THE REQUIRED DOCUMENTS MUST BE
SUBMITTED VIA EFS-WEB. INFORMATION REGARDING EFS-WEB IS AVAILABLE AT
HTTP://WWW.USPTO.GOV/EBC/EFS_HELP.HTML.

APPLICANT HEREBY REQUESTS PARTICIPATION IN THE PATENT PCT-PPH PROGRAM AND PETITIONS TO MAKE THE
ABOVE-IDENTIFIED APPLICATION SPECIAL UNDER THE PCT-PPH PROGRAM.

The above-identified application is (1) a national stage entry of the corresponding PCT application, or (2) a national stage
entry of another PCT application which claims priority to the corresponding PCT application, or (3) a national application
that claims domestic/ foreign priority to the corresponding PCT application, or (4) a national application which forms the
basis for the priority claim in the corresponding PCT application, or (5) a continuing application of a U.S. application that
satisfies one of (1) to (4) above, or (6) a U.S. application that claims domestic benefit to a U.S. provisional application which

forms the basis for the priority claim in the corresponding PCT application.
The corresponding PCT
application number(s) is/fare: PCT/US11/60417

The international date of the corresponding
PCT application(s) is/are: November 11, 2011

I. List of Required Documents:

a. A copy of the latest international work product (WO/ISA, WO/IPEA, or IPER) in the above-identified
corresponding PCT application(s)

|:| Is attached.
Is not attached because the document is already in the U.S. application.

b. A copy of all claims which were indicated as having novelty, inventive step and industrial applicability in
the above-identified corresponding PCT application(s).

|:| Is attached.

Is not attached because the document is already in the U.S. application.

c. English translations of the documents in a. and b. are attached (if the documents are not in the English
language). A statement that the English translation is accurate is attached for the document in b. above.

d. (1) Aninformation disclosure statement listing the documents cited in the international work products
(ISR, WO/ISA, WOI/IPEA, IPER) of the corresponding PCT application.

|:| Is attached.

Has already been filed in the above-identified U.S. application on April 26, 2012

(2) Copies of all documents (except) for U.S. patents or U.S. patent application publications)

D Are attached.
Have already been filed in the above-identified U.S. application on April 26, 2012

[Page 1 of 2]
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/20PCT-US (09-10)
Approved for use through 01/31/2012. OMB 0651-0058
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

REQUEST FOR PARTICIPATION IN THE PCT-PPH PILOT PROGRAM
BETWEEN THE EPO AND THE USPTO

(continued)

Application No.: 12/947,393-Conf. #1801

First Named Inventor: Philip J. ABERCROMBIE

Il. Claims Correspondence Table:

Patentable Claims

Claims in US Application in the corresponding
PCT Application

Explanation regarding the correspondence

15-22

Claims are identical

corresponding PCT application.

lll. All the claims in the US application sufficiently correspond to the patentable claims in the

/Michael Saji/

August 24, 2012

Signature Date
Name Michael Y. Saji o 66,291
(Print/Typed) Registration Number

[Page 2 of 2]
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Electronic Acknowledgement Receipt

EFS ID: 13583396
Application Number: 12947393
International Application Number:
Confirmation Number: 1801

Title of Invention:

SYSTEM AND METHOD FOR PERFORMING BACKUP OR RESTORE OPERATIONS
UTILIZING DIFFERENCE INFORMATION AND TIMELINE STATE INFORMATION

First Named Inventor/Applicant Name:

Philip J. ABERCROMBIE

Customer Number:

23483

Filer:

Michael Yasuhiro Saji/Kim LaRocca

Filer Authorized By:

Michael Yasuhiro Saji

Attorney Docket Number: 2203828.00130US1
Receipt Date: 24-AUG-2012
Filing Date: 16-NOV-2010
Time Stamp: 16:09:01

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document L . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
- ) 73623
Petition to make special under Patent | 2203828_00130US1_PPH_Requ|
1 . no 2
Prosecution Hwy est.PDF
0fdbc66f916954653295e244c2adee3ecd7

Warnings:
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Total Files Size (in bytes):‘ 73623

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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MAILED
SEP 212012

UNITED STATES PATENT AND TRADEMARK OFFICE PCT LEGAL ADMINISTRATION

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www .usplo.gov

WILMERHALE/BOSTON

60 STATE STREET

BOSTON MA 02109

In re Application of: :

ABERCROMBIE, Philip, J., et al. : DECISION ON REQUEST TO

Application No.: 12/947,393 : PARTICIPATE IN THE PATENT

Filing Date: 16 November 2010 : PROSECUTION HIGHWAY

Attorney’s Docket No.: 2203828.00130US1 : AND PETITION TO MAKE

For: SYSTEM AND METHOD FOR : SPECIAL UNDER 37 CFR
PERFORMING BACKUP OR : 1.102(a)

RESTORE OPERATIONS ...

This is a decision on the request to participate in the PCT Patent Prosecution Highway (PCT-
PPH) pilot program and the petition under 37 CFR 1.102(a), filed on 24 August 2012, to make
the above-identified application special.

The request and petition are DISMISSED.
DISCUSSION

A grantable request to participate in the PCT-PPH pilot program and petition to make special
require:

(1) The U.S. application must have an eligible relationship to one or more PCT applications
where the ISA or IPEA are the JPO, EPO, KIPO, IPAU, Russia, Spain, Finland, Austria, or
USPTO;

(2) At least one claim in the PCT application has novelty, inventive step, and industrial
applicability and must be free of any observations in Box VIII in the latest work product in the
international stage or applicant must identify and explain why the claim(s) is/are not subject to
the observation in Box VIII;

(3) Applicant must submit a copy of the claim(s) from the PCT application(s) that have novelty,
inventive step, and industrial applicability along with an English translation thereof and a
statement that the English translation is accurate, if the claims are not in the English language;

(4) Al the claims in the U.S. application must sufficiently correspond or be amended to
sufficiently correspond to the claim(s) that have novelty, inventive step, and industrial
applicability in the PCT application(s);

ACT6002313
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Application No.: 12/947,393 2

(5) Examination of the U.S. application has not begun;

(6) Applicant must submit a copy of the latest international work product from the PCT
application indicating that the claim(s) have novelty, inventive step, and industrial applicability
along with an English translation thereof.

(7) Applicant must submit an IDS listing the documents cited by the PCT examiner in the
international work product along with copies of documents except U.S. patents or U.S. patent
application publications.

(8) Applicant is required to submit a claims correspondence table in English which indicates how
all the claims in the U.S. application correspond to the claims indicated as having novelty,
inventive step and industrial applicability in the latest international work product.

Requirements (1), (2), (5), and (7-8) above are considered to have been met. However, the
request to participate in the PPH pilot program and petition fails to meet requirements (3), (4),
and (6).

Regarding the requirement of condition (3), applicant has failed to submit a copy of the claims
from the PCT (the petition asserts that the claims are already in the present U.S. application;
however, there is no document in the present application file identified as the claims from
PCT/US2011/060417).

Regarding the requirement of condition (4), it cannot be determined if requirement (4) has been
met since requirement (3) has not been met. Applicant is responsible for ensuring that the claims
in the U.S. application sufficiently correspond to the claims that have novelty, inventive step, and
industrial applicability in the PCT application.

Regarding the requirement of condition (6), applicant has failed to submit a copy of the latest
international work product indicating that claims in the PCT have novelty, inventive step, and
industrial applicability (the petition asserts that the latest international work product is already in
the U.S. application; however, the present application file contains only the International Search
Report from the international application; a copy of the Written Opinion of the International
Searching Authority has not been submitted).

Applicant is given ONE opportunity within a time period of ONE MONTH or THIRTY
DAYS, whichever is longer, from the mailing date of this decision to correct the deficiencies.
NO EXTENSION OF TIME UNDER 37 CFR 1.136 IS PERMITTED. If the deficiencies are
not corrected with the time period given, the application will await action in its regular turn.

Response must be filed via the Electronic Filing System (EFS) using the document description:
Petition to make special under PCT — Patent Pros Hwy. Any preliminary amendments and IDS
submitted with the PPH documents must be separately indexed as a preliminary amendment and
IDS, respectively.

Telephone inquiries concerning this decision should be directed to the undersigned.
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Application No.: 12/947,393 3

All other inquiries concerning the examination or status of the application is accessible in the-
PAIR system at http://www.uspto.gov/ebc/index.html.

/RichardMRoss/

Richard M. Ross

Attorney Advisor

Office of PCT Legal Administration
Tel.: (571) 272-3296
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Docket No.: 2203828.00130US1

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Philip J. Abercrombie et al. Confirmation No.: 1801

Application No.:  12/947,393 Art Unit: 2189

Filed: November 16, 2010 Examiner: G. Bansal

Title: SYSTEM AND METHOD FOR MANAGING DATA WITH SERVICE
LEVEL AGREEMENTS THAT MAY SPECIFY NON-UNIFORM
COPYING OF DATA

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

PETITION TO MAKE SPECIAL UNDER 37 C.F.R. § 1.102(a)
Dear Sir or Madam:

INTRODUCTORY COMMENTS

In response to the Decision on Request to Participate in the Patent Prosecution Highway and
Petition to Make Special Under 37 C.F.R. § 1.102(a), dated September 21, 2012, applicants request

reconsideration of the Petition in light of the Remarks and supporting documents found herein.
Remarks begin on page 2 of this paper.
A copy of the claims from the PCT application is submitted herewith.

A copy of the latest international work product from the PCT application is also

submitted herewith.

98186457
ActiveUS 101831282v.1
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REMARKS

In response to the Decision on Request to Participate in the Patent Prosecution Highway and
Petition to Make Special Under 37 C.F.R. § 1.102(a), dated September 21, 2012, Applicants thank
the Office for review of applicants’ Petition, filed August 24, 2012. The Office has indicated that
the application failed to meet the requirements numbered (3), (4), and (6) in the Decision.

With respect to requirement (3), applicants submit herewith a copy of the claims from the
PCT application.

With respect to requirement (4), applicants refer the Office to the correspondence chart filed
with the initial Petition of August 24, 2012, for evidence that all of the U.S. claims correspond to
the PCT claims.

With respect to requirement (6), applicants submit herewith a copy of the latest international
work product from the PCT application. Applicants note that the included document includes a
Written Opinion of the International Searching Authority dated March 16, 2012.

In view of the documents submitted herewith, applicants request reconsideration of the
Petition. Applicant believes no fees are due with this response. However, if a fee is due, please
charge our Deposit Account No. 08-0219, under Order No. 2203828.00131US1 from which the
undersigned is authorized to draw.

Respectfully submitted,

Dated: October 10, 2012

___/Michael Saji/
Michael Y. Saji
Registration No.: 66,291
Attorney for Applicant(s)

Wilmer Cutler Pickering Hale and Dorr LLP
60 State Street

Boston, Massachusetts 02109

(617) 526-6000 (telephone)

(617) 526-5000 (facsimile)

98186457
ActiveUS 101831282v.1
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From the INTERNATION

Tor PETER DICHIARA
WILMER CUTLER PICKERING HALE AND
DORR LLP
80 STATE STREE
BOSTON, MA 02108

NOTIFICATION OF T \\M] TAL OF
THE INTERNATI O\’A\L &s CH RZ?OR- AMD
THE WRITTEN GPINION OF .H INT H?‘V”.’;K)z-?\.i,
SEARCHING AHIE*OR'&‘V OR THE DECLARATION

....

{(PCT Rule 44.1)

Date of maitling
{daymonthivear,

FOR FURTHER ACTION aphs 1 and 4 below
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inventive Claims 1-48 vES
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{ndustrial applicability {IA) Claims 1-49

2. Ciations and explanations”
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data management engine being responsive to an elecironic servics svel agreement [SLA] that s;;ecyf Tes @ schedule for parforming daia
management functions, wherein point-in-tims images of data inciude a reference 1 a complete baseline image of data st a specific point in
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el as pgs. 2-4, parg. D018~ 0032 of Frank et ai., . respactively), yat, fails to teach the
caily recited in the claim.

. az’a.
f OOLM G005 0f C ;
clairn fimitations In ':es:' :niirmy and as

In regards to claim S, a system for managing dafa in accordance with sarvice level agreements [SLAs] that specily schadules on a
salendar basis for performing prescribed data managemant functions and for reducing inter-fu n redundancy, the system compnsing.
each policy ec.m;srg a source pﬂc: for data, @ dastination pool where a copy should be made of the source pool data, copy frequency
indicating the frequency of operation for that poficy, retention period indicating how long a given copy ahm.!d be retained before being
aliowad to expire, and scheduie information indicating hours and days of operation when the policy is in place, such that a cofiection of
colicies within a SLA is capable of sxpressing & non-uniform schedule for when a given function should be performed and is capable of
expressing muliipie data menagement functions that should be performed on a given soures of data, and wherain the data managemant
s operabie to perform preparatory operations with the application and with the source poot so that the source pool of data has a
ratory eperations are periormad once evan if the SLA specifies multiple date
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systerns with dalebase management engines in aso-scxaﬂ»n datla ira :sfef/hack -up systermns and u
i
i

3 G G ,aps?‘m coaymg of portiotions of
he primary date depending on the applicable service level aggreemant a deulm backup proveuae {see figs, 1 and 11 as well a5 pgs.
o P

1-2, para. B013-L E , 6 and 7, para. 0044, 65-88 of Rell et al. ; figs. 1-4 as well as pgs. 1-2, para. 0018-0023 of Cisler et al; fig.
1 as well as col, 3 ine 52 of Arakawa st ai; figs. 1-4 para. 0003-0005 of Clements et al; and figs. 1-3 as
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Supplemential Sox

In case the space in any of the preceding boxes is not sufficient.
Continaation of)

In regards to claim 15, a systern for backing-up data from a first storage pool to 2 second s oraqe pocl using difference information
between fims stales, *;ﬂe systern comprising: & data management engine operable o execute @ sequence of snapshoet operations to creaie
pointintima images of appiication data o a first storage pool, each successive point-in-time image conesponding to a specific,
';ucc»ssiva time-state of the applicaton data, and each mapqha? operation creating difference information indicating which application data
nias changed and the content of the :har‘gsd appiication data for the corresponding time state; the data management engine operable to
execute at east one back-up function for the ap ion data whe the oacka;: operation is scheduied for exacution at nonconsaculive

tire-states whereln the data management eng s operable o maintain history rmation having txme-st 3 mﬁ,r*rsaiirm indicating the
fime-state of the last back-up function performed on the application data for a corresponding back-up copy of dats; and whereln the data

ce information from ﬂ“Q difference information .‘ov each ume‘:‘:iate petween the
ation data and the fme-stata of the currently-scheduled back-up function to i
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°*abass management systems with database n‘°nagamw‘ engines in assosiation data transfer/b
ary date depending on the applicable service ievel aggreement at sche
backup processes (see figs, 1 and 11 as well as pgs. 1-2, para. DUI0-0020, and fga 4,8 and 7, para. 0044, 65-68 of Bell et al. fig
well a5 pgs. 1-2, para. 0018-0023 of Cisler et al.; fig. 1 as well a5 col. 2, ine 66-col. 3, -ine 52 of Arakawa et al; figs. 1-4 as wall as
para. 0002-0005 of Clements et al.; and figs. 1-3 as well as pgs. 2-4, para. 0(113‘0934 of Frank et al., respectively), vet, fails to i2ach the
claim limitations in their entirety and as specificaily recited ir ,the claim,

Bots

in regards 1o claim 18, a system for resioning data in a slorage pool from a back-up copy of the data using difference information betwaen
fime states, the system comprising: a data managerment engine operaile to maintain history information indicating the time-siates for
which storage posis have point-in-time images of application data; and wherein the data management engine moludes logic for restoring :
application data in a storage poot to a point-in-time image of the gatafora goified time-state; the data managemant engine operable o
identify the existence of 8 point-in-time image of the data at the storage ;) ate prior o the spe time-state and sending
difference information from the back-up copy of data o the sforage pool, the difference information indicating which application data has
changed and the content of the changed application data for the time betwe 0 thie spacifisd ime state and the tme state prior (0 the
S,')F:L,Sﬁé‘:u time-state.

feaiL.' s and aspects of the
da@ transfentaa:xuxr
ﬁab?e sarvice level aggreement at scheduled

. Clster et &, Arakawa et al,, Clements et al, and r"ra'xk et al. ), wHie tea
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ckup processes (see figs. 1 and 11 as w para, Oi"%}& 20, and pgs 4, 6 and 7, para, 0044, 65-68 of Beli at al,; figs. 1-4 as
Wi E: as pgs 1 2, para. G018-0023 of s well as c\;i 2, line 46-coi. 3, line & ‘f Arakawa et al; figs. 1-4 as well as pg. 1,
f Clemenis stal; a 24, para. 0018-0032 of Frank et al, resp ect.ve! 7y, vet, fails to teach the
thelr entirely and as sp { in the claim.
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store a5 content segments modifying the organized a ia'\g zrnent of hash ctures to incorporate new structures for the at least one hash
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Supplemental Box

space‘ in any of the preceding boxes is not sufficient,

in regards to claim 28, a method of managing deduplicated images of date objacts that changs over time, the method comprising:
organizing uniqus comsant of each data object a5 a pluralily of content segments and stering the content ssgments in a daia siore; for sach
data object, creating an organ arrangement of nash siructures, wherein each struclure, for a subset of the hash structures, includes a
hash signature for a corresponding content segment and is associated with a refersnce fo the corresponding content segment, whersin the
logival organization of the arrangsment represents the logical urgar:fzamn of the content sagments as thay are represented within the data
object, and wherein anocther subset of the hash structures incliudes a hierarchy of hash signatures res for norresponding
content segments so that the organized arangement may be traversed to determine if content is represented by the organizad
arrangament of hash stry sfes, and for each data object, maimaining an organized arrangement of lemporal structures 1o represent a
corrasponding data object 7 ime, wherain 8ach structure is associsted with a temporal state of the data obiect and wherein the logical
arangsment of structures is da cative of the changing temporal states of the data object, and wherein each temporal state is associsied
with the hash structures representing the content of the data ohiect during that temporat state,
The prior art (Bell et al, Cisler ot &l Arakawa et al., Clements ot ai., and Frank et al}, while teaching some features and aspects of the
claim limitations such a5 database managament sysfems in association with data management engines and corresponding data
marnagament method that invelve the ability t© access multiple da‘a s'oraq locations in order to transfer data from one data stora
location to another location for storage and back-up purposes (see figs. 1 and 11 as wel as pgs. 1-2, para. G010-0020 of Beli et al,; Yi .
as wali as pgs. 1-2, para. 0018-0023 of Cister; figs. 2-3 as well as col. 2, fine §8-coi. 3, ling 52 of Arakawa et al.; figs. 5-8 as well as
Ciements et al; and fig. 4 a5 well as pgs. 4-5, para. 0035-6039 of Frank at al, respectively); fails to teach the ¢

para, H003-0008 of Ci
fimitations in thelr entirety and as specifically 'a\..‘ted in the claim

&

t2d Images in wl‘fcn @ portion of the image is stored in encoded form directly in a hash
5 a plurality of coniant segments and storing the content

uctures, wherein each structure, for a subse

o claim 32, & method of storing deduplic
nethod comprisin anizing unigue content of each data ob
a data store; for aach data object, creating an organized arrangement of hasr‘
3 fisld to contain a hash signaturs for a corresponding content segment and is associated with a reference

of tha h sh structures, includs
i the ¢ 3 contert segment, wherein the logicai erganization of the arrangemant rﬂpreseh&, the logics I organ za*u nof the
I tem seafru:ms as they are reprasented within the data object; recaiving content to be included in the deduplic "l image of the data

_|.

&

CO
object; defermining if the received conient may be snooded using a predefined non v enceding technique ane wh;-,h tbo encoded
jaitie would fit within the field for containing & hash signature, if 50, uaunq the anwd:.\q in the field and marking the hash structure o
incdicate that the field contains encoded content for the deduplicated image; if not, generating a hash sih,name for the z'eceived corsant and

siscing the hash signature in the field and placing the recelved contentin a corresponding content segment in the dats store if it is unique

The prior art (Beil et al., Cisler et al, Arakawa et al, Clements et al, and Frank ef al.), while teaching some features and a5 nectg of the
claim limitations such as database management systerns in association with data management engines and corresponding data
management method that invelve the ability to sccass multiple dat; sx*c;f"ge locations in order W transfer data from one data storage
incation to ancther lncation for storage and back-up purp'vqee (ses figs. 1 and 11 a5 well as pgs. 1-2, para. 0010-0020 ¢f Beliet &
as weli as pgs. 1-2, para. 0018-0023 of Cisler; figs. 2.3 as wes! as ool 3 fme. G6-col. 3, tine 52 of Arakaws e al; figs. 5-8 as well as pg
para. 0003-0005 of Clemants at al.; and fig. 4 as we!i as pgs. 4-5, para. 00350036 of Frank ef al,, respectivaly); yet, fails o teach the ¢l
lirnitations in their entirely and as spoc;{srai y recited in the claim.

5
1

dedupticating store with infonmation representing

nd storing the content
of hash structures,

4 xg unigue ontﬁm ox’ eac*s data object as a piurality of content segments ar
. for each dala object, cre g an organizad arangemen

Regmentg inad

wherein each structure, for a bumet L the nasn structures, includes a hash signalire for a corresponding content ssgment and s
associaied with a reference to the corresponding contant segment, wherein ths logics! ¢ rgamu. ion of the arrangement represents the

logical organization of the content segments as they are represented within the data object; af 5 first deduplicating store, for each data
obgect, maintaining an organized arrangement of ternporal structures to represent & sorresponding data obiect over tme, whersin each
d with 3 temporal state of ihe data object and wharein the log i nent of structures is indicative of the
iated with the hash structures re preser

changing iemporal siates of the data chiect, and wherein each temporsl staie is assoc 1 the
cordent of the dats object that has cmnced rafative to 2 prior temporal siate; at & second dedeuplicating store, vgan" 15 unique cordent

in @ data store; at a second dedupiic aurg siore, for

of each data obiect as a plurality of content segments and storing the content segment
2ach daia object, maintaining an organizad arrangement of hash st 'es that is at least 2 subset of tha hash structures at the first
deduplicating store; at a second dedupticating store, for eaeh data object, mainiaining an organized arrangement of temporal struct

eprasant @ conespol 'rsg data object over time, wherein the organized wrangemsni of ternporal siructures is at leasi 2 subset of xhe
m,m\al siructures az he first dedupticating store, representing a subset of the temporal states; in response to a request to update the
Hca’m 1 store with information from the first deduplicating store, ﬁ'\'*ir\a 3 temporal state that is common o the first ang
es and thatis in temporal proximity to the current state of the second deduplicating store ,an ccmp‘ g a set of
rient that has changed from tiw cormmen state to the current iempc'w st of the fi i ore and
sending that setof h b 3ture. 1o the second dedupiicating stors so it can updats its organized amangement o .(n s'rx stmciurea jta]
resent ihe content of the data object up o the currant temporal state of the first deduohca‘rmq ;fore
prior art {Beli etal, Clsler et al, Arakawa et al, Clements et al., and Frank at al.), while teaching some features and aspacts of the
Himitat sars sucb as daxa sase x“mage-wni systems in assoclation with data management engines and corresponding data
misttiple data siowd@ locations in order to transfer data from one data storage

&

?uf the con

sion 10 df.O;he" !oaa;rn for ¢tt.:r3go aud Dack-up purposes (see figs. 1 and 11 a5 well as pys. 1-2, para. 0010~ H%O ofBe?i et ai fig. 5
as well as pgs. 1-2, para. G018 C""Z"} of Gi 3 as well as col. 2, line 66-coi. 3, line 52 of Arakawa &t ai.; ; figs, 5-8 as well as pg. 1

para. 0003-0005 of Clements ot all and fig, 4 as wall as pgs. 4-5, para. O,’)Jb 0034 of Frank et al,, resmcﬂveiv,\ yat, fails to teach the claim

limitations in thelr entirsty and as speaifically recited in the claim.
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in case the spase in any of the preceding boxes s nof sufficient,
inuation of
With regards to claim 44, a method of performing garbage collection to idantify content segments no ionger referenc
storage system in which redundant mark operations in a mark-and-sweep temmuue are avoided, the method comprising: organizing
unique content of each data object as a plurality of content segments in the deduplicating storage system: for each data objact, creating an
organized arrangement of hash structures, wherain each siructure, for 5 subset of the hash structures, includes a hash signature for a
coresponding content segment and is associated with 3 reference to the corrasponding content sagment, wherein the logical organization
of the ar eangement represents the logical omana‘«'"‘:m of the a,mtc'\t segmenis as they are 'apmsem@d within the data object, and wherein
another %met of the hash structures includes a hierarchy of has natures of the hash T corresponding content sagments
s0 that the organized arrangement may be z-"eveised o determine if content is represented by the crganizad arrangement of hash
structures; fo. gach data object, maintaining an organized ar:‘ay"qwn—‘m of temporal struntures o represent a corresponding date object
over time, wherain 2ach structure is asso czated with a temporal state of the data object and wherain the logical arrangermnent of structures
i indicative of the changing temporal states of the data objsct, a'\d wherein each temporal state is associated with the hash structures
epresenting the content of the data object that h.as changed relative to an immediately prior fem ;ora' state of the data object: for each

e

r\,

content segment in the deduplicating storage system, clearing its corresponding garbage collection state; iterating over the temporal
structures and, for sach temporal structure, marking the garbage coflection state for the asscociated wnteq segmants for only the content
segrments that have changed relative to an immediately prior temporsl state of the data object; and retuming any contert segments to a

free poot of storage that h
H“e prior at {Bedl et al., Cister et al.,
claim fimitations such as daiﬁl‘&bv I aweoem&r t sysie
managemeant n ,eth od that invoive the ab

5 a cleared garbage collection stats after the iferation C;fcp

Argkawa et al., *‘”?ﬂments et al, and Frank et al.), while .vacbsr‘g some features and aspecis of ths
ation with data v 3Gen ent engines and coresponding data

orage locations In order o fransfer data from one data storage

0
lecation to another lncation for storage and back-t -; p~ rp SES (se; iigs 1and 11 as well a5 pgs. 1-2, pava. 0010-0020 of Bell et &l fig. 5
as well as pgs. 1-2, para. 0018~ DU 3 of Cislar; figs. 2-3 as wall as 2, e 66-col, 3, iing 52 of Arakawa et & .58 a swe! AS pg. 1,
para. {003-0005 of Clements et al; and fig. 4 as well as pgs. 4-8, para. C035-0039 of Frank et al., respectively); vet, fails to t2ach the claim
limitations in their entirety and as ‘ﬁ,e"\fw\« y redited in the claim

2 5, 37-43 and 45-48 mast the oriteria setout in PCT Article 33(2)-(3}, bacause each claim
depends eime it ctly or in rrarﬂy from the nﬁ\/ai base ciaim 1, 9, 18, 22, 28, 32, 36 and 44, respectivaly.
Claims 1-42 meet the critena set out in PCY Article 33(4), and thus have industial applicability because the subject metter claimed can be

im
made or used in ingusiry.
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375 {data OR information) management virtualization

[#5]

0 {data OR information) management virtualization {{datz-engine) OR (management-
ngine}) (snapshot OR snapshois OR clone OR copy OR clones OR copies OR
‘point-in-time images™) (difference OR changes) ((fime-state) OR ’t:me states) OR

{time-event} OR (fime-evants) OR mmdme«tafe; OR {limelina-states)

>

{data OR information) mana gemeant v&rzucafuatsm ({date-angineg) OR (‘"a nagament-
engine)} <snapsm“ OR snapshots OR cione OR copy OR clones O copies OR
“point-in-time images") (difference OR changes) gmr-eéme OR time) {state OR staies
OR event O’F«‘ avents)

S {data OR information) managemant virtualization ( ({data- pngme ) OR {(managemeni-
wusre); {snapshot OR snapshots OR ¢ OR copy O clones OF coples OR
"point-in-time images”) (difference OR cha ngesj (state OR states OR event OR
evenis)

G (data OR information) management virtualization | {{data-engine) OR (management-
mgz' a}} {(snapshot OR snapshots OR clone OR copy CR 'J cs OR copies OR
“point-in-time images™) (difference OR changes OR difference }.’1 me OR fimsling

0 {data OR information) monager*em virtualization ({(data-engine) OR (mana *svemem‘
engine}} (snapshot OR snapshots OR cione OR copy OR ciones OR ﬁcams,

{transformation OR transformations) (time OR timedine) (event OR events OR stats
OR states)

ACT6002340

Delphix Corp.
DPHX 1006
Page 343



PCT Application NoPCT-US2011-60417
Date of Search: 08 March 2012

{data OR information) management virtuaiization {{data-engine) OR (management-
engine)} (snapshiol OR snapshots OR clone OR copy OR clones OR copies)
(fransformation OR transformations) (time OR timeline)

(cata OR information) managernent virtualization {(data-engine) OR {managemsnt-
ngine)) (snapshot OR snapshots OR clone OR copy OR clones OR copias)
{difference OR differsnces OR changes OR transformation OR fransiormations)

{data OR information) management {{(data-engine} OR (management-engine})
{snapshot OR snapshots OR clone OR copy OR clones OR copies) (difference OR
differences OR changes OR transformation OR transformations) ({ tate) OF

{time-stafes) OR (time-event) OR (iime-avents) OR {timeline-state) OR {timeline-
statas))

{data OR information) management ((date-sngine) OR {mana
{(snapshot OR snapshots OR clone OR copy OR ciones OR copies) (difference OR
gifferences OR changes OR transformation OR transformations) {fime OR times)
{event OR avents OK siate OR states)

o
(=)

{vata OR information) managerment ({data-engine) OR {management-anging),
{snapshot OR snapshots OR c¢lone OR copy OR clones OR coples) {difference OR
differences OR changes OR transformation OR transformations) (time OR times)
{event OR events OR state OR stales) (service=agraement)

Py

fime OR times) (svent OR events OR state OR siates) (seivice=agresmenis)

(data OR information) management {{data-engine} OR {management-engine})
(snapshot OR snapshots OR clone OR copy OR clones OR copies) (difference OR
differences OR changas CR transformation OR transformations) (fime OR times)
{event OR events OR staie OR states) (busingss-requirement)

{gata OR information) management virtualization {(daiz-engine) OR (management-
engine}) {(back-up) UR backup)

(date OR information) management virtualization (snapshot OR snapshots OR clone
OR copy OR clones OR copies) (difference OR diffierences OR changes OR
transformation OR transformations)

{vata OR information) management virtualization (snapshot OR anapshots OR clone
OR copy OR clones OR copies) (difference OR differences OR changes OR
transformation OR transformations) {backup OR (back-up}) {first OR second OR

primary OR secondary) (storags OR memory OR disk OR dgisks OR tape OR (optical-

media; OR {opticab-madium) OR clouds)

{data OR information) management virtualization (snapshot OR snapshots OR clone
OR copy OR ciones OR copies) (difference OR differences OR changes OR
transformation OR transformations) (backup OR {back-up)) (first OR second OR

v b \ LV BN

primary OR secondary) cloud

{data OR information) management (shapshot OR snapshois OR cione OR copy OR
clones OR copies) (difference OR differences OR changes OR transformation OR
transtormations) (backup OR (back-up)) (first OR second OR primary OR secondary)
(storage OR memory OR disk OR disks OR tape OR (optical-media) OR (opticai-
medium) OR clouds)

~

(e

{data OR information} management engine {(service-agreemant) OR {(business-
requirement)) (baseline OR reference OR initial OR source) {snapshot OR snapshots
OR clone OR copy CR clones OR copies OR image OR images) (difference OR
difisrences OR changes) (back-up) (storage OR memory OR pool OR poois) (update

OR updates) scheduie

(data OR information} management engine ({(saivice-agraement) OR (busingss-
requirementy) (baseling OR reference OR initial OR source) ({(point-time) OR reaitime
OR {reai-time)} {image OR images) (difference OR differences OR changes) {back-
up) (storage OR memary OR pool OR pools) {update OR updates) schedula

F)

{data OR information) management engine {sla OR slas OR (service-level) OR
{business-requirerent)) {(snapshot OR snapshots OR clone OR clones OR copy OR
copies OR image OR images) (difference OR differences OR changes) (radundancy
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{ OR {hack-up}) (storage OR memory OR pool OR poois)

(data OR information) management angine (sia OR slas OR (service-leval} OR
{business-requiremant)} (snapshot OR snapshots OR clone OR clones OR copy OR
copies OR image OR images) (difference OR differences OR changas) {redundancy
OR {back-up)} {(storage OR memory OR pooi OR pools) frequency lifecycle

{data OR information) management engine (sla OR slas OR {service-level) OR
(business-requirement)) (snapshot OR snapshots OR clone OR clonas OR copy OR
copias OR image OR images) (difference OR differences OR changes) {redundancy
OR (back-upj) {storage OR memory OR pool OR pools) frequency (schedule OR
scheduies)

o

{data OR information} management engine (sia OR sias OR {service-leval) OR
{business-requirement)} (snapshot OR snapshots OR clone OR clones OR copy OR
copies OR image OR images) (difference OR differences OR changes) {redundancy
OR {hack-up)) (storage OR memory OR poot OR pools) fraguency hours days

(data OR information) managamant engine {sla OR slas OR {service-level) OR
{business-requirament)} (snapshot OR snapshots OR cione OR clones OR copy OR
copies OR image OR images) (difference OR differances OR changas) (redundancy
OR {back-up)) (storage OR memory OR pool OR pools) (fime OR timing) (state OR
siates)

~J

{data OR information) management engine (sla OR slas OR (service-level) OR

{(business-requiremant}) (snapshot OR snapshots OR cione OR clones OR copy OR
copies OR image OR images) (difference OR differences OR changes) {redundancy
OR (back-up)} (storage OR memary OR pool OR pools; (time OR timing) (event OR

SVents)

{data OR information) management engine {(sla OR slas OR {service-agreement) OR
(business-requirement}) (snapshot OR snapshots OF clone OR clonas OR copy OR
copies OR image OR images) (difference OR differances OR changes) {redundancy
OR (back-up)} (storage OR memory OR pool OR pools} (time OR timing) (event OR

avernis)

(data OR information) management engine {sla OR slas OR (service-agreement) OR
{business-requirement)) (snapshot OR snapshots OR clone OR clones OR copy OR
copies OR image OR iimages) (difference OR differences OR changes) {redundancy
OR {back-up)} (storage OR memory OR pool OR pools) {tme OR timing) (state OR
states)

(data OR information OR content) (managament OR organization OR organized)
{snapshaot OR snapshots OR clone OR copy OR clones OR copies OR "point-in-time
images") (differenca OR changes) {time OR fimes OR temporal) (state OR states OR
event OR events) hash {marks OR structures)

(62

date OR information OR content) { management OR organization OR organized)
snapshiot OR snapshots OR cione OR copy OR clones OR copies OR "point-in-time
images") (difference OR changes) (time OR times OR temporal) (state OR siates OR
avent OR events) hash dedupiicated

{
{
{

{data OR information OR content) (managemesnt OR organization OR organized)
(snapshol OR snapshots OR clone OR copy OR clones OR copies OR "point-in-time
images") {difference OR changes) (fime OR times OR ternporal) (state OR states OR
event OR svenis) (deduplicated OR {(eliminals-duplicate))

12¢ {data OR information OR content) {management OR organization OR organized)
{snapshot OR snapshots OR clone OR copy OR clones OR copies OR image OR
imagas; (difference OR changes) (ime OR times OR temporal) (state OR states CR
event OR events) hash-(signature OR signatures)

20 (data OR information OR content) (management OR organization OR organized)

(sriapshot OR snapshots OR glona OR copy OR cionas OR copies OR imags OR
images) (difference OR changes OR transformation OR fransformations) {time OR.
times OR temporal) hash-dedupiicated (first OR primary OR sacond OR secondary}
{store OR storage)
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20

{data OR information OR content) (management OR organization OR organized)
{snapshot OR snapshots OR clone OR copy OR clones OR copies OF image OR
images) {difference OR changes OR transformation OR transformations) (time OR
times OR temporal) hash-deduplicated (first OR primary OR sacond OR saceondary)
{store OR storags)

(garbage OR expired OR trash)collection (data OR information OR content)
{management OR organization OR organized) (amanshot OR snapshots OR clons OR
copy OR cicnas OR copies OR image OR images) (difference OR changes OR
transformation OR transformations) (fime OR izimsas OR temporal) hash (structure OR
structures) {dedupliatac OR dedupliating) {siore OR storage)

[

(garbage OR expired CR trashicollection {data OR information COR content)
{management OR organization OR organized) {snapshot OR snapshots OR clone OR
copy OR clones OR copies OR image OR images) (difference OR changes OR
ransiormation OR transformations) (time OR timas OR ternporal) hash {structure OR
structures) (dedupliated OR dedupliating) (store OR siorage)

{garbage OR expired OR frash)coilaction {data OR information OR content)

{ri ‘anqgﬁ'rent OR organizaiion OR organized) (snapshot OR snapshots OR clone OR
copy OR clones OR coples OR image OR images) (difference OR changas OR
transformation OR transformations) (time OR times OR temporal} hash (marking ©
markings) {(deduplizted OR dedupfgaimcz) (store OR storage)

{(garbage OR expired OR trashicollection {data OR information OR conient)
{management OR organization OR organized) (snapshot OR snapshots OR clone OR
copy OR clones OR copies OR image OR images) (difference OR changes OR
transformation OR transformations} {time OR times OR temporal) hash (signature OR
signatures) (dedupliated OR deduptliating) (store OR siorage)

MicroPat

" 48

hita

0o,
P

59
hits

{data or information or content or collaction™) and (ﬂ szme
management engine} and {management same engin )
{snapshot” or clone” or copy or copies or (point nears ‘t"}e
neard image*)) and (difference” or changes or change or
transformation® or modification”® or modified or modify or

raodifies) and (timeline or time or hours or da,/ 5y and (backug or
back-up or {(back adib up) or redundan™) and {stan :
pooly and {{business nears s equnem nt) or (service near level
nearZ agreement™) or § { r%“nmt*\ or sla or slas)
and {schedula or schadules or cwoavmq or update™ or
updating) and {baseline or tase of reference or initial) and
calendar and frequency
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Dalabases EPA EPB WO JP DEG DEA DET DEU GBA FRA
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Full patent spec.
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r information or confent or collection™) and {garbage or
of ::Apne“* and {management or manage of ages or
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Full patent spec.
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clone™ or copy or copies or {(point neard fime neard image™)) and
{differenca™ or changes or change or ransformation® or
modification” or modified or modify or modifies) and imsline or
time or timing) and {(state or states or event or events) and
{backup or back-up or {back adi8 up) or redundan®} and image”
and (primary of first or second or secondary) and {sterage” or
store of pool or memory of tape or {(optical adj mws:a) or {optical
adj medium) or disk or dM{S\ and {{vusiness nearh
requirer"ent*‘: of (service near? level near? agreement™ or
(service naarh 'zzenmonf") or sfa or slas) and {schedule or
schedules or schaduing or update or updates or updating)

GOEF

25 EPA EPB WO JP DEG DEA DET DEU GBA FRA

©3
o

73

w

(93]

I

1836-2012

(data or information or content or coflection®) and (data same
management engine) and (managament same engineg} and
(snapshot™ or clone® or copy or copies of {(point nears fime
near3 image®)) and {difference® or changes or change or
rapsformation™ or modification™ or modified or modify or
modifies) and (fimeline or ime or hours or days) and (backup or
" back-up or (back adjb up) or redundan™) and (storage or store or
pool) and ((business nears requsre"\ent*) o {service near? level
near? agreement®} or (sewvice neard agreement™) or sha or slas)
and {schedule or schedules or schaduing or update® or
updaung;} and (baseline or base or reference or initial) and
catendar and frequency

} GOSFO01208

EPA EPB WO JP DEG DEA DET DEU GBA FRA

1838-2012
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\
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BWO JP DEG DEA DET DEU GRA FRA

{data or information or content or collection™) and management

and {daia same management same e’zgrr,c) and (snapshot® or

clone® or copy or copies or {peint neard me nea -‘S'ngn“)) and

{difference” or changes or change or fransformation” or
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time or timing) and {state or states or ev ar‘i or events) and

=. {hackup or back-up or (back adi up) or redundan™} and rmage‘”

and {primary or first or second of secondary) and {stﬂ:?ge" C

store or pool or memory or fape or (oplical adj media) or {optical
adium) or disk or disks) and {{business neard
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BWO JUP DEG DEA DET DEU GBA FRA
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Current IPC-R
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Years

Current IFC-R
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PCT Application NoPCT-US2011-80417
of Search: 09 Mareh 2012

N

{data or information or content or collection®) end {dala same
management engine) and {menagement same engine) and
{snapshot® or clone™ or copy or copies or {(point nears time
neard zmﬁge“‘ and (difference” or changes or change or
transformation” or modification” or modified or 'ﬂodify or
muodifies) and (tims ‘r.a or time of hours or days) and (backup or

" pack-up or (back adis up) or redundan®) and (storage or store or

gocl} and {{business nearb requirernent or (seevice near? level
neard agresment™) or (service neard agresmeant®) or sia or sias)
and (schedule or schedules or scheduing or tim*aie or

updaﬁ:‘g\ and {bassline or base or reference or initial) and

ale

atendar and frequency

GOaFRC1202
EPA EPE WO P DEG DEA DET DEU GBA FRA
1836-20142

(data or information or content or collection®) and (garbage or
frash or emvm Y and (management or manage or manages or
managing or organiz®) and (ime* or ternporal} and (state” or
event”} ar 7d {store’ or storage or peol®) and deduplicat” and
{hash same (signature® or structure® or mark*})

T
GUBFoG1202
EPAERPB WO P DEG DEA DET DEU GBA FRA

{data or information or content or collection”) and management
and (data same rraanagemem same engine} and {snapshot* or
clone™ or copy or cogies or (poird neard time neard image™)) and
{difference* or changes or change or fransformation” or
modification™ or modified or modify or rodifies) and (timeline or
fime or fiming} and (state or states or event or events) and
{backup or b cv-\sp or {back adib up) or redundan®) and imags™
and {primary or first or second or secondary) and (storage® or
store or pool or memaory or lape of (optical ddj media) or (optical
adi medium) or disk or disks) and ({business nears
requirement”} or {service near? lovel near? agreemeant™) or
{service neard agraement”) or sla or slas) and {schedule or
schadules or scheduing or update or updates or updaling)

GOBFO01202
EPA EPB WO JP DEG DEA DET DEU GBA FRA
201

EPA EPB WO JP DEG DEA DET DEU GBA FRA
18362012

.

{data or information or content or collectio “) and (dak
management engine) and (management sams enging)
{snapshot® or Cfora T CORY OF Coples of @om’a nears tima
neard image™)) and (difference” or chianges or change or
transformation” or modification” or modified or modify or
modifies) and {(imefine or ime or hours or days) and {backup or

" back-up or (back adif up} or redundan™ and (storage or store or

pool) and {{(business neard requirerment) or (sevice near? level
it agreement”} or {service neard agresment™) or sla or slasg)
nedule or schcdui >3 of scheduing or update® or

} ine or base or reference or initial) and

catends
GUABFGC1200
EPA EFB WO JP DEG DEA DET DEU GRA FRA
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84 3 hits

Yoars
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Current IPC-R
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PCT Application NoPCT-US2011-80417

01
Date of Search: 09 March 2012

1636»291 Z

{data or mfosm{ tion or ror'tent or f\),i stion®y and {garbage or
trash or expira™) and (management or manage or manages or
managing or *'\"558 iz} and /ume* or iemporal) and {sfat

event™) and {store” or storage or pool®) and daduglicat® an\.
(hash same (& anature” or structure™ or mark™))

GOBFO01200

EPA EPB WO JP DEG DEA DET DEU GRA FRA

1836-2012

{dats or information or content or collection™) and management
and {data same management same engine) and fsi*"g‘:hot* or
clone™ or copy or copies or {point nears fime naars image™) and
(difference® or changes or change or transformation” or
modification” or modified or modify or modifies) and (imeline or
{ime or fiming) and (state or states or event or avents} and
{backup or back-up or (back adjs up) or redundan®} and image"
and {primary or firs! or second or secaf'dary} and {storage" or
sfore or pool or :}am\:ry or tape or (optical ad] media) or (optical
adj medium) or disk or disks} and !gbdsm 283 fix« 5
requirernant®) or (service near? level near? agreement™) or
(service nears agmemc nt") or sia or slas) and (scheduls or
schedules or scheduing or updale or updates or updating)
GOBFOG1200
EPA EPR WO JP DEG DEA DET DEU GRA FRA
1836-2012

Years 1§36

Fult patent spec

Current IPC-R

Full patent spec

Currgnt IPG-R
Databases

Fuli patent spec.

{data or information or contant or caiiect “y and {garbage or
rash or expire”) and (management or m anaae Or manages or

. managing or urgamz*) and {time™ or tamporal) and {state* or

event™) and (stora™ or storage or pool*} and deduplicat”™ an
{hash sarns (signatura® or struciure™ or mark™))
GOSFO00700

EFAEPR WO JP DEG DEA DEY DEU GBA FRA

1836-2012

.

{data or in fnrrnah neor content or collection®) and (data same
managemeni engine) and {management sare engine} and
{snap Shot’* or ci:rvs* ar copy of coples oF {peint nearsd fim
neard image”)} and {difference™ or changes or change or
transformation™ or madification”™ or modified or modify or
racdifies) and {imeline or ime o hours or days) and (hac up or
back-up or (back adj5 up} or redundan®) and (stors age or store or
pool} and ((business nears raguirement™ or (service near? level
neard agreement’) or (service neard agresmant®) or sia or sias)
and (schedule or schedtlas or scheduing or w-;ca e* or
updating) and (basaline or base or referance or initial) and
calendar and frequancy

GOBFO00700
EFAEPRWO P DEG DEA DET DEU GBA FRA
1836-2012

( iaia or information or content or u:z{{@ctscn”) and me
anid (data same man: a\wmcnt same engine} and (st
,lor::" or \,op,r or gopies of (point neard fime neard smage ) and

{difference” or ch ﬁ'aBE:a or change or transformation” or
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82 2 hits
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Fuil patent spao.

Current US Clas
Databases
Yaars

Full paient spec,

Full patent spec,

Current U3

Full patent spec,

PCT Application NoPCT-US2011-80417
Date of Search: 09 March 2012

modification™ or modified or modify or modifies) and (imeline or
fime or timing) and {stais or states or eveni or evants_,- and
{backup or back-up or (back adi5 up) or redundan®) and image”
and (primary or first or second or secondary} and {storage™ or
store or poct or mamory or tape or {optical adj media) or (optical
adj medium) or disk or disks) and \(bvi:,me&s: neard
requirement”; or (service near2 level near? agreement”) or
{service neard agreement®) or sha or slas) and {schedula or
scheduies or schaduing or update or updates or updating)

GOBFO00700
EPA EPB WO JP DEG DEA DET DEU GBA FRA
1838-2012

R GREFO00700

EPA EFB WO JP DEG DEA DET DEU GBA FRA
36-2012

{datz or infcrmzaﬁn or content or coliection™) and {(garbage or
trash or expire™) and (management or manage or Manages or
managing or organiz”) and (ime” or temporal) and {state* or
event™) and (store® or storage or poot'} and deduplical™ and
(hash same {signature” or struciure” or mark?);

7H1E12103
USG USA EPA EPE WO JP DEG DEA DET DEU GRA FRA
1836-2012

{data or information or content or collection™) and (data same

management e,nqm:.) and (manaqeme.t same engine) and

{snapshot® or clone™ or copy or copies or (point nears time

neard image*)) and \u:‘fmence or changes or change or

transformation™ or modification™ or modified or modify or

maodifies} and (imeline or ime or hours or days) and (backup or
ack-uip of (back adif up) or redundan®) and (storage or store or
poot) and ((business ne " xmwt“) or (service near? level

neard agreement™) or {sarvice neard agreement™) or sig o7 slas)

a'-cz (schedule or schedules or scheduing or pda or
updating) and {baseline or base or reference or initial) and

calendar and freguency

7HE12103

USG USA EPA EFB WO JP DEG DEA DET DEU GBA FRA

1836-2012

{data or information or content or collection® and managemeni
and (datz same management same engine) and {snapshol® or
clene™ or copy or copies or {point neard time nearb smage*); and
(difference™ or changes or cha":f'e or ransformation® or
modification™ or modifie d or modify or modifiag) and (timeline or
time or timing} and {stais or i ies of event or events) and
{backup or back-up or \b ok adi up) of radundan®) and image*®
y o first or second or secondary) and (storage” or
siore or poct of mameory or tape or (optical adj media) or {optica
ad] roadium) or :i:sk or disks) and {{bus meqs neard
requirement”y or {service near? level near? agreement”) or
{sarvice r‘-earﬁ a"reemcn’f*} or sha or "5\’::0) and {schedule or
schedules or scheduing or update or updatas or updating)

THE12103
G USA EFA EPB WO JP DEG DEA DET DEU GBA FRA

d

s 1836-2012

(data or information or content or collection™) and {garbage or
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Current US Class
Uatabases
Years

Full patent spec.

PCT Application NoPCT-US2011-60417
Date of Search: 08 March 2012

trash or expire™ and management GF Manage of manages or
managing or organiz”) and (ime™ or temporal) and {(state® or
event™) and {store® or storage or pool®} and deduplicat™ and
(hash same {signature® or struciure™ or mark?))

714182

USG USA EPA £PB WO JP DEG DEA DET DEU GRA FRA

1836-2012

(data or information or content or collection™) and (data same
management engine} and (management same enging) and
{(snapshot* or clone” or copy or copies or {point neard {ime
neard image™)) and (difference™ or changes or change or
transformation” or modification™ or modified or modify or
modifies) and (imeline or time or hours or days) and (backup o1
vack-up or \’kx"ix adib up) or redundan™) and (storage or store or
pool) and {{business nearb requirement™) or {service near level
near? agreement™) or {service near’ agreemeni™) or sla or slas)
and {schedule or schadules or scheduing or update” or
updatingy and (baseline or base or referance or initial) and
calendar and frequency
71i62

s USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA

1838-2012

{data or information or content or collection®y and management
and {dala same managemsani same engine} and {snapshot” or
clone™ or copy of copies or {point nears tims nears irage™}) and
(difference’ or chanoges or change or transformation” or
rmodification” or modified or modify or modifies) and (imaline or
time or timing) and (state or siates or event or evanis) and
{backup or back-up or {back adid up) or redundan™) and image”
and (primary or first or second or secondary)} and (siorage” or
store or pool or memory orf {ape or (optical adj ﬂodla; or {optical
adj medium) or disk or disks) and ({business neard

reqguirerneni™) or (service near? level near? ageeement”} of
{service nearb agreemsnt™) or sia or slas) and (scheduie or
schedules or scheduing o update or updates or updating}

711162

s USG USA EPA EPB WO JP DEG DEA DET DEU GBAFRA
s 1838-2012

UBEG USA EPA EPB WO JP DEG DEA DEY DEU GBA FRA

Yaars 183

{data or information or content or collection™) and (gartage o
trash or expire™) and {management or Manage or manages or
managing or rgamz*‘! and {(ime* or femporal} and tslate* or
eveni™y and (store™ or storage or pooi™) and dcdupi:ua{“’ and
signatura™ or sirusture” or mark™}))

o

(‘"5;:1 sh sarmne
711161
JSG USA EFA EPRB WO JP DEG DEA DET DEU GBA FRA

GIE_A040
1836-20142

re ne
78 .
hits
Current US Class 7
Databass
Fuif patent spec.
77 4 hit
Current US Class
g Current US Class 71
76 hite Databases
Full patent spec.
75 1 hit
Curreni US Class
Databases L
Years
- no
74 ) Full patent spec.
hits P 7

{data or information or conie nt or oGl {data same
management engine} ar d {rmanage nginge} and
{snagshol® or clone™ or c;} Y OF \,op; e5 G > time
neard imags™)) and (difference™ or u’"anges ¢ change or

.

o
transformation” or modification” or modified or
modifiesy and (imatine or ime o howrs or day
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Fult patent spec,
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Databases
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Yeaars

Full patent spec.

Cugrent US Class
Databases
Years

Fuft patent spec,

PCT Application NoPCT-US2014
Date of Ssarch: 08 March 20142

011-60417

back-up or {back ad} up) or redundan™) and {siorage or store of
pooly and {{business nearb fequsfen‘ent"\ or (service neard level
near? aq;cement*; or {(service neard agrae me*‘**) or sia or slas)
and (schedule or schedules or scheduing or update™ or
updating) and {baseline or base or referense or initial) and
calendar and fraquency

711181

USG USA EPA EPB WO JP DEG DEA DET DEL GBA FRA

1826-2012

{data or info mat:on or eonient or eo{iede*» and man: acsemum
and {datz same management same en gmo} nd (snapshot™
slona™ or fc)py or copies of (point neard time neard image™) and

-’dé"fofenm or changes or change or transformation™ or
modification” or modified or modify or modifies) and {Eimeline or
time or t:mzng) and {state or states or event or events} and
’backup or back-up or (back adjB up) or redundan™} and image®
and {prirmary or first or second or secondary} and {storage™ or
store or poct of memory or tape or {optical adi media) or (oplical
adj madium) or disk or disks) and {{business neard
r@quiwmem*‘ or (service near? level near? agreemeant®) or
{service neard agreement”) or sla or sias) and {schedule or

schedu ies or scneduing or updale or updates or updating)
711181
UBG LUSA EPA EPR WO JP DEG DEA DET DEU GBA FRA

USG USA EPA EPB WO JP DEG DEA DET DEU GBAFRA

1636-2012

ormation or content or collection™) and (garbage

and {(management or manage or mana
managiag or erganiz®y and (lima” or terporal) and ngte or
avent™} and (store” or storage or ;,601*‘ and deduphcat* and
{(nash same {signature” or structure™ or mark”)}

{data or:
frash or expire™}

USE USA EPA EPFB WO JP DEG DEA DET DEU GBA FRA

1t or collection™) and (data same
aﬁment same enging} and

( cm ag of (poini neard time

nearh i-'nage“)) and (differs mﬂ” or changas or change or

fransformation™ or modification”™ or modified or modiiy or

modifies) and (imeline or fime or hours or days} and (backup or

back-up or \’G".b dib up) or redundan®) and (storage or store or

({.’2
e

1]

N e

[

yg 1O poot) and ((business nearb requirement™) or (service neard leve
hits near? agreement”) or (service nearS agreer 'ﬂem"‘) or sta or sias)
and {schedule or s %c ias or scheduing or update™ or
:mdaé.”xg)e"m {baseline or base or reference or indtial) and
aiendar and ffcqu{-\nz
Current US Class 711100
Databases USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
Years 1836-2012
{data or information or content or collection™) and managemer xt
N i a same mana ni san 1 m 3 and (snapshot” o
89 ,’g Fuit patent spec. and {data same wgement same engine ( P8 .
hils clone” or copy or coples or {(point neard time neard image \) an

{difference® or changes or change or transformation™ or
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PCT Application NOP”* US2011-60417
Date of Search: 08 March 2012

modification” or modifiad or modify or modifies} and {imeline or
time or iming) and (state or states o1 event or evenis) and
{backug or back-up or (back adj5 up) or redundan®) and image”
and (primary or first or second or secondary) and (s;oraae of
store or pool or memaory or tape or {optical adj media) or {optical
adi mediumy or disk or disks) and {({business nears
reguirernant’) or (service nearl level near? agreeaman‘*) or
(service nearS agreement™) or sia or bids} and (schedule or
schedules or scheduing or updaie or updates or updating)

711100
USG UBA EFA EPB WO JF DEG DEA DET DEU 38A FRaA
18386-2012

O JP DEG DEA DEY DEU GBA FRA
0772
USG LISA EPA EPB WO JP DEG DEA DET DEU GRA FRA

1836-2012

USC USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
P DEG DEA DET DEU GBA FRA
3G LUBA EPA EPB WO 4P DEG DEA DET DEU GBA FRA

JEG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
2012

535.2
[SNig

3
1

: 1836-2012

707678
USG UBA EPA EFB WO JP DEG DEA DET DEU GBA FRA

USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
1836-2012

ass 707674

USE USA EPA EPR WO JP DEG DEA BET DEU GBA FRA
1836-2012
707654

USGE USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
1838-2012

TO7A53
JISG USA EPA EPE WO JP DEG DEA DET DEU GRA FRA
18362012
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707652 )
USE USA EPA EPB WO P DEG DEA DET DEU GRA FRA

USG USA EPA EPB WO JP DEG DEA DET DEU BBA FRA

Current U8 Ciass 7(7¢

Current US Class
Daiabases
Years

Current US Clasg
Databases {

Fuif pateni spec

Current US Class 3

Databases
Years
Fuil patent spec

Cumrent 113 Ciass

USA EPA EPBE WO JP DEG DEA DET DEU GBA FRA
C JP DEG DEA DET DEU GBA FRA
USG USA EPAEPB WO JP DEG DEA DET DEU ORA FRA

USG USA EPA EFEB WO JP DEG DEA DET DEU GBA FRA

77644

5G USA EPA EPB WO P DEG DEA DET DEU GBA FRA
1838-2012
707040
USG USA EPA EPE WO P DEG DEA DET DEU GBA FRA
1836-2012

(data or information or content or collaction®) and management
and (data same managermeant same engine} and (gnapshot® or
clone™ or copy or cogples or {point neard time near5 image™) and
{modification™ or modified or mr\ fify or modifies) and (i?'nr'iine or
time or timing) and (staie or s i s or event or evenis) and

(b ackug of back-up or {back af up) or redundan™) a'm image”
ngd {{primary or first) same (siore or storage)) and {{second or

secondary )ean‘e (storage™ or store)) and {(business neard
requirement™ ) or {service nemai? lavel negr? agrecment*‘ or
(semice earh agre 'n@nt ) or sla or sias) and {schadule or

5}
e ing or update™ or upda(ing) and (baseline or
r initialy and virtualization and bitmap™

G DEA DET DEU GBA FRA

(data or information or content or collection®) and management
and (data same managameant sama engme) and {snapshot” or
Hone™ or copy or coples or (point near time near image™) an
mod dification™ or modified or n“.ocm,f or mc)d:fes; and (timeline or
me or trning) and (state or states or event or »wento\ and
ackup of tack- -up or {back adjs -:r; or redundan®) and image*
d {primary or first) same {slore or storage)) and ((second or
secondary} same (st *taga of xt-“m}, and {{(business nsard
requirement™} or (service near? level near? agreement™) or
{service neard agreerment™) or sia or slas) and (schedule
schedules or scheduing or update™ or updaiing) and ’\Ila&r"hﬁg or
base or raference or initial) and virtuatization

70 or 710 or 711 or 707

0]

g

3 e o
i,;

Sk
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43 6 hits

Datahases
Years

Full patent spec.

Current US Class

Full patent spec.

Current US Class
Databases
Yaars

Full patent spec,

Databasas

Years %

Patent/Publication No.
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Yoars |

Pateny/Publication Mo,

PCT Application NoPCT-US2011-80417
Date of Search: 08 March 2012

USG USA EPA EPR WO JP DEG DEA DET DEU GBA FRA
1836»-201?

{data or & r'natrun or content or Coll et:t e;x*‘ andr :araafwn»mi
and {data same management same enging) and (snagshot® or
clone™ or copy or coples or (paint neard time neard image™)) and
{modification” or modified or modify or modifies) and (timeline or
time or timing) and (state or states or event or events) and
(backun or back-up or (back adif up) or redundan®) and lmagﬂ‘
d {primary or first or second or secondary) and (sforage” or
s:@m} and {{business neard raquirernant™) or (service near?
level near? agreemeant) or (service neard agreement™) or sla or
slas} and (schedule or schedules or scheduing or update” or
updating} and (baseiine or base or reference or initial) and
virtualization
370 er 710 or 711 00 707
USG USA EPA EPB WO JP DEG DEA DET DEY GRA FRA
1836-2012

{data or information or content or collection™} and managermant
and (data same management same engine) and (s ss?"ai*‘ or
clane” or copy o copies or {point nears time nears image”)) ar *d
{modification® or modified or modify or modifies) and (limsline ©
fima or timing) and {state or states or evant or events) and
(backup or back-up or {back adjs up} or mdundan®) and image”®
and {primary or first or $€§'40ﬂw or <;(,(.o.n,z 1y} and (storage® or
store) and ((business neard requirem :r‘t*\ oF {sarvice near?
levei near? agreement) or (service nears agrnement" or sla or
stas) and (schadule or sc,h“ iules or scheduing or updaie™ or
updating)

370or 710 or 711 or 707
USG USAEPA EPB WO JP DEG DEA DET DEU GBA FRA
1836-2012

(data or information or content or collection®) and management
and (data same managament same engine) and (snapshot™ or
clone” or copy or copies or {point neard time nears image™)) and
{modification™ or modified or medify or modifies) and {timeline or
time or timing) and {state or states or avent or eventis) and
I
\

\

ackup or back-up or (back adis up) or redundan®) and im m,c
*or

[*3

nd {primary of first or second or secondary) and {st
st e) and ({business neard requirement™) or (senvic
el near? agreement®) or {service neard agreement™ or bla or

as} and (schedule or schedules or schaduing or update” or
updating)

USG USA EPAEPB WO JP DEG DEA DET DEU GBA FRA

1836-2012
US20080034018 or USBB33073 or UST7B57582 o
US20080016535 or US20100077013 or USZG 00138827

UBG USA EPA EPB WO P DEG DEA DET DEU GBA FRA

¥ L#SZEC:OZOC’-’?EW!% or US20050267878
O P DEG DEA DET DEU GBA FRA

{data or infermation or content or collection®) and {garbage or

. trashor t,xp;m } and (maﬂaaemeﬁ? Of IManage of MEnages.or
" managing or orga 5._‘) and (time*~ or femporal) and (state* or

event’) and (sm e or storage o pool”} and deduplicat* and
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hits
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hits

Full patent spec.

Fuil patent spec.

Fult patent spec.

Full patent spec.

Databases
Years

Databases

Years

Full patent spec.

Daizbases

Yaars

#ull patent spec.

" {din

P(“T Application NoPCT-US2011-80417
{rate of Search: 08 March 2012

{hash sarae (signatura™ or structure® or mark®})
LIBG USA EPA EPE WO JP DEG DEA DET DEU GBA FRA

s 1836-201

{data or mfc rmaiion or content or coiin”tam“‘: and {(m z\ﬂaqcme i

or manage or mm:agac of Mmanaging or Grgamz ) and {time™ or

temnpo &.-3 and {state® or event®) and ((first or primary) same
dedupiicat” same (store® or storage or poaﬂ) and ({(second or

secundary, same deduplicat” same {slore” or storage or pool)}

and (hash same (signature” or structure™ or mark™)} and

{update” or updaling)

3 USG USA ERA EPB WO JP DEG DEA DET DEU SBA FRA

1835-2012

{data or information or content or collection™) and management
OF Manage of manages of managing or organiz™) and {ime* or
temporaly and {{first or primary) same c:iup ticat* same {(store™
ar storage or pool'y) af-a {{second or secondary) same
deduplicat™ same {store” or storage or p of*})) and {hash same

-eE Y

{ségnaiure* of structure™ or mark™)) and {(update™ or updating)

s USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
s 1836-2012

i

{(gata or information or content or collaction™) and (manageme:
OF Manage or manages or managing or orgamz*\ and (time” or
temporal) and ((first or primary} same deduplicat™ same (store”
of storage or pool™}) and (!se cond of secondary) same
d"fjug ica® same gstur ar siorage or poeol™)} and (hash same
fure” or structure™ or mark™))

UG USA EPA EPB WO UP DEG DEA DET DEU GBA FRA

f:':

{datz or information or content or collection”) and {(management
O Manage of Mmanages or managi g r organiz”) and image™

and {time" or temporal) and deduplicat” and {store” or storage or
pool) and (hash same (signalure® or sﬁ,ruc ture™ or mark™) and
{encode® or encoding)

UBG USAEPAEPB WO J

# DEG DEA DET DEU GBA FRA
1836-204
(¢ata or information or content or collection™) and (management

Of Manage of manages or managing or organiz™y and image”
and (difference® or changes or change o transformadion®) and
“or ternporal) and {state or states or event or events) and
4< duplicat” and {store” or storage or pool*y and (hash same
sgnature“ or structure” or mark™))
us S USA EPA EFEB WO JP DEG DEA DET DEU GBA FRA

1836-2012

ﬁ

5%

-

{data or information or corttent or collection™) and {management
OF Mmanage of manages or managing or Jg niz*} and image
and {d‘ﬁﬂ'@r’ca* or changes or change or fransformation™) and
{ime* or te mpu{ai} and {state or states or event or events) and
deduplicat™ and (store™ or siorage or puc,l*} and {hash same
{signature” or struciure™ or mark™}) and hierarchy

USG USA EPA EPR WO JP DEG DEA P- =T DEU GBA FRA
1836-2012
(data or information or content or collection®} and {management

x

O Mmanage orf manages of ma;:aemu ofr cm:«:mz*) and i EQ&
and adtﬁeaexwe* or changes or change or transformation®) and
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PCT Application NoPCT-US2011-80417
Date of Search: 09 March 2012

{time” or temporal) and (stale or states or event or events) and
dedu pm:aﬂ and {store™ or storage o pc of*} a d 1ash same
{signature™ or structure” or mark )} and (h ne hierarchy)

B

35 USG USA EPA EPB WO P DEG DEA DET DEU GBA FRA

)

5]

s 18368-2012

{data or inf ’\im:atﬁ)"- of content or CC-‘EUC‘UG'W*\ and {managemeant
or manags or manages or managing or organiz®) and
{difference” or changes of change or transformation™ and

" (timeline or time or temporal} and (state or states or avent or
aventsy and dedupticat” and (store” or storage or pool®) and
{hash same (signature” or struchue™ or mark ™))

s USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA

1836-2012

.

dat
a

a or information or content or coflection™) and (data same
ianagement enging} and {snapshot® or clone® or copy or copies
r (point near fime neard image™)) and {differsnce” or changes
r change or ransformation™) and {imeline or time) and (state or
fates or event or events) and (backup or back-up or {(back adjs
Loup) or redundan®™ and ((business nearf 'equnewmsr‘) ar
(setvice neoar? level near2 agreement™) or {service nears
agreement”) or sla or sias) and {schedule or schadides or
evhemmc} and history and {{first or primary } same (poct or store
r storage)) and {{second or ssecamiary} and {(pooi or store or
stos‘age}}

=

U’OO

se5 USG USA EPA EPR WO JP DEG DEA DET DEU GEA FRA
zars 1835-2012

Current US Class &

(daf_a or information or content or coliaction”) and (data same
management ﬂ"aaiﬂﬂ‘ and {snapshot” or ¢ ‘Imw” ar cogy or copies
or /Qw nears time neard image™); and {difference” or changes
or change of ransformation”) and { ;mdmo or time) a nd (siafe ofr
stales or event or events) and cbackup or back-up or {(back adig
up} or redundan®) and ((business nearb requirement™) or
(service near? level near2 agresment®} or (service neard
ag;recmnn‘:") or ala or sias) and {schedule or schedules or
scheduing) and hisiory and {(first or primary) same mm' or store
or sforage)) and ((‘E’CG--C: or secondary) and {pool or store or
QYD“’Q )‘;

370 or 71G or V11 or 707

USG USA EPA EPB WO JF DEG DEA DET DEU GBA FRA

cars 1838-2012

)

{data or information or conient or collection™) and {data same
marage ment enging) and {managemeani same engine) zmd
nEp shoi‘” or clene™ or copy or coples or {(paint nears time
5 image™)) and adlf.u;em@“ of changes of change or
formation™) and {limeline or time or hours or days) and
up or {back adjs "@3 or redundan”} and
5 renui rement*‘ or {service near2 ievel near?
envice nearh aa,%n-wa‘t“‘. or sta or glas) and
wedutes of s scheduing or updata™ or updating)

e or hase or reference or intial) same (moi or siore
maag 1) and (pooi or store or storage) and calendar and
1. equency

lass 370 or 710 or 711 or 707

[

6]

UBG USA EPA EPR WO JP DEG DEA DET DEU GBA FRA
1836-2012

c. {data or information or content or collection™) and (dafa sam
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Databases

Years
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Years
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Databases

Fult patent spac.

POT Application NoPOT-US2011-80417
Date of Search: (9 March 2012

management angine) and {management same angine) and
{snapshot™ or clone™ or copy or copies or {point near® time
neard image”)) and (difference™ or changes or change or
ransformation”} and (Hmeline or time or hours or days) and
{backup or back-up or (back adj8 up) or redundan®) and
{storage or store or pool) and ({business near direment™) or
{(service near? level near? agreament™) or (servica nearb
agreement™) or sla or slas) and {schedule or schedules or
acheduing or update™ or upds ~m'35 and (baseline or base or
reference or injtial) and calendar and frequency
70orTiCor 71l or 7

USG USA EFA EPR WG JP DES DEA DET DEU GBA FRA
1838-2012

)
B
ey

{data or information or content or collestion™) and {daia same
management engine) and (manageme i same enging) and
{snapshot” or clone™ or copy or copiag or {point nears time
nears ima ge™)) and (difference” or changes or changs or
transform :a’»on ) and (timeline or fime or hours or days) and

- (backup or back-up or {back adis up) or redundan®) and

(storage or store or pool) and ({(business naars reqmre,mms*) of
{service near? level near2 agreement™) or {sarvice neard
agraement™) or sla or slas) and {(scheduls or schedules or
schediuing or update® or updating) and {(baseling or base or
reference o initial) and calendar

or 710 or 711 or 707

USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA

183620112

(dz‘m of information or content or collection®) and management

nd (data same managerment same engine) and ((snap shui* or
Jone or copy of copies or {point nears time neard image™)
same {data or inforrnation or content) and ({difference™ or
changes or change or fransformation™) same (data or coliection
or information}) and (imefine or time or timing) ang ( ate or

slates or event or events) and (backup or back-up or {back adis

" up) o redundan®™) and mage* and {{primary or first) s: ar’“

{storage or store)) and ({second or secc ndary; same \storage*
or store)) and ({business near csf"r?m Y} or {servica near2
level nearZ agreament™) or (service nearS agreement™) or sla or
stas) and {schedule or sch dules or scheduing) or (update® or
updating) and { Qd eline or b or reference of init al) and
virtualization and daduplicat®

370 or 70 or 71 oy 707

USG USA EPA EPE WO JP DEG DEA DET DEU GBA FRA

18382012

{data or information or content or coliaction”) and management
and {data same management same engine) and ({snapshoi™ or
clone™ or sepy or copies or (point *’carw time near5 image™))
same {dala or information or content)) and ((difference” or
changes of change or transformation™) same {data or collection
or information)} and (timeline or fime or timing) and (state or
sig
U

tates or event or evenis) and (backup or back-up or {back adib
py of redundan®) and image” and {pdmary or first) same
(sto{ ge ratmﬂ»\ and {{second or secondary) same (storage
stored) and {(busk nese nears mqmrnrﬂrnt‘) or {service near?
ievel near? ﬂgfee sment™) or (service neard agreement™) or sia or
slas) and (s( hadule or schedules or sﬁhcdumgS or {upd wie or
updating) and (baseline or base or referance or initial) and

a%
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Date of Search: 08 March 2012

virtualization and bitmap™

370 cr 710 0r 711 or 707

USG USA EPA EFB WO JP DEG DEA DET DEU GBA FRA
16362012

{data or information or content or collec 'io"*) and managernant
and (data same management same engine) and ({(snapshot” or
clone™ or copy or coples or {point naard fima neard xmaqc"\)
same {data or information or content)) and ({(difference* o
changes or change or transformation®) same {(data or coifection
or information)) and (timeline or fime or timing) and (state or
‘?aies of event or evenis) and (backup or back-up or (back adjs
ndan®} and image” and ({primary or first) same

age or store)) and ({second or secondary) same (siorage”

S

of cmrex) and {{business neard reqwren ent™) or (service neard
lavel near? agreement”) or {sarvice nears agreement™) or sia or

a!as} and (schedule or schedules or scheduing) or {update” or
updating} and {baseline or base or reference or mmal) and

vimuaiizaﬁon

37C or 710 or 711 or 707

USG USA EPA EPR WO JP DEG DEA DET DEU GBA FRA

1836-2012

(date or information or content or eollection®) and managament
and {data same management same engine) and {{snapshot* or
clene® or copy or coples or {(point nears fime nears image™))
sarne (data or information or content)) and ({difference” or
changes or change or transformation™) same (data or coliection
or information)) and {timeline or time or tiraing) and {siate or
states or event or events} and {backup or back-up or {(back adjs
1p) of redundan™y and image® ams {primary or fr‘u oF svcsnd or
secondary) and (storage” or siore) and {{business nears

o

requirement®) or (service near? level near? ag Le“ncm Y or
(service naard acqv&-emnm*\ or sla or slas) and !sce.cduie o
schedules or schadu i or update™ or updating) and {baseline or
base or reference or initiad) and virtualization

G370 or 710 or 711 or 707

USG USA EPA EPB WO JP DEG DEA DEY DEU GBA FRA

1838-2012

{data or s‘nforma?’m or content or collection™) and managerent
and (data same management same cngmn) and (snapshot® or
"o Copy of copies or fpo int neard time neard image™)) and
(dmcrbnue or changes or change or fransformation®) and
(tmeting or fime or timing) and (state or states or event or
events) and (backup or back-up or (back adj5 ug) or :‘edundan*}

" and image™ and {primary or first or second or second tary) and

{storage”® or store} and {business nearf requirement™) or

( ervice near? level near? agreement”) ar {service nears
agreement™) or sla or slas) and {schedule or schadules or
sch duing or update® or updating) and {(baseling or base or

..e

eference or initlal) and virtuatization
P70 or Tt or 70
EFAEPB WO JP DEG DEA DET DEU GBA FRA

A0 o

{data or information or content or colisction” and management
and \aa a same management same engine) and snapsﬁm' or
cione™ or copy or coplas or (point neard time neard image”)) andg
{difference* or change

3 of change or fransformation™) and
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PCT Application NoPCT- UQJJM -60417
Date of Search: 08 March 204

{timeline or time or timing) and {state or states or event o
events) and (backup or back-up or {back adif up) or re dun ian’)
and image” and {primary or first or second or secondany) and
(storage™ or store} and {(business neard requirement™) or
{service near? level near2 agreement™) or (service nears
gr ement”} or sla or slas} and (schadule or schedutes or
cheduing or update” or updating} and (baseline or base or
eference or initial) and virtualization
tatabases USG USA EPA EPB WO JF DEG DEA DET DEU GBA FRA

Years 1836-2012

o0

foe]

(data or information or content of collection™) and management
and (data same management same m"'ne) and {1 12 shot’ or
"Ec‘x 1" Or Copy of copies or (point nears Him ard image ) and
difference® or changes or change or ‘trsansfo:*natw*) and
'ixmeime or time of timin g} and (slate or slates or avent or
Fuli patent spec. events} and \nacka or back-up or (back adif up) or redundan™)

e

21 0?8 and image” and { (\;,nmaxv or first or second or secondary) and
hits {storage” or store) and ({(business neard raquirernent®) or
{servics naar? level nearl agreement™) or (»em ice neard

agreement”) or sia or slas) and {schedule or schedules or
scheduing or update”™ or updating)

2 USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA

. 1838-2012

{data or information or content or collection™ and managemani
and (data same management same engine) and (snapshol® or
slone™ or copy oF copies or {point eaa“w tirme neard image®)) and
{difference” or changes or changa or ransformation®) and
{iimeline or time or timing) and (stale or states or event or
evenis) and (backup or back-up or (back adjd up) or redundan®)
20 :"‘3 and image* and (primcafy or first or second or secondary) and
hits (storage™ or store) and {{business neard requirement™) or
(service neard e vr‘l neard agreement™) or (service nears
agresmant’) or sla or slag)
Currant US Ciass 370 or 710 or 711 or 707
Databases USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA

Years 1836-2012

Full patent spec.

{datz or info fmafm or content or collaction™) and management
and (data same managament :zsm@ engine; and {snapshot* or
cione™* or -:upy ax copias or tpn { neart time nears image™)) and
{(difference” or changes or change or ransformation™) ang
(timeline or fime or iming) and sta © of states or event or

Full patent apec. N ,
i 570 PRIERSPEC avents) and (backup or back-up or (bac < adi5 up) or redundan®)
Y hits and image”* and {pr mary or first or sed ‘ond or secondany) and

(storage” or store) and {{pusiness nears requirement™) or
{service near? level newr? agreemant® ) or {service nears
agreement’) or sla or slas)
Databases USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
Years 18

(data or infermation or c,omcni or coliection™y and management
and virtualization and (backup or hack-up or {back adib ug) or
redundan®) and (storage”® or s ore or stores) an d /gﬂapc hot* or

. Full patent spec. clone™ or copy or copies or (point nears time neard imags™) and
18 i“o (difference™ or changes or change or transform 2£ ion*) and
hifs (t"(‘:uqm': s neard require neni “Vor {service naar? leveal near?
greement™) or (service neard agreement®) or sla or slas)

Current US Class f Cor 710 or 711 or 707
Databases USC USA EPA EPB WO 0P DEG DEA DET DFU GBA FRA
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Yaars 1838-2012
(data or information or content or collestion™) and management
and virtualization and (backup or back-up or (baﬂk adib up) or
Full patent spec. redundan®) and {storage™ or store or stores) and {snapshot® or
2297 clong” or copy or copies or (point neard time neard image™) and
hite {difference” of changas or change or transformation®)
Current US Class 370 or 710 or 711 or 707
Databases USH USA EFA EPB WO JF DEG DEA DET DEU GBA FRA

Years 1838-2012

\y.

{datz or information or conient or coliection”) and management
i ntspec. and virlualization and (backup or back-up or (back adis up) or
3383 redundan™) and (storage” or store or siores)

hifs Current US Class 370 or 710 or 711 or 707
Databases USG USA ERA EPB WO JP DEG DEA DET DEU GBA FRA
Years 1836-2012
{data or information or conient or collection™ “} and managemen
and virtualization and {data same man r*em\,.*.t same engin e;
Full patent spec. and (fimeline or time o fiming) and (state or states or event or
events} and {packup or back-up or \bac:»( adid up) or redundan
and (storage® or store or stores)
Current US Class 370 ¢ 710 0r 7414 or 707
:e USG USA EPA EPB WO JP DEG DEA DET DEU (GBA FRA
: 1836-2012

gl )
N
w oo

{data or information or content or coflection™) and management
and {dala same managsment sam e enging) and {snapshot* or
clone™ or copy or copies or {point ncarb time neard image™)) and
(difference™ or changes or changs or iransformation”) and
i ) J
{timeline or time or timing) and (stale or states or avent or

822 d (back k-t o7 (B up) ¢ dan™

ovmks) and {backip or back-up or (back adjs up) or redundan®)
hits and imaga” and ((primary or first) same (slore or storage)) and

{{secend or secondary) same (storage” or store))

Full patent spec,

Current US Class 370 or 710 or 711 or 707
Databases USS USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
Years 1836-20142

{data or information or content or ol e=ct60n*} and manag ement
and (data sarms managemeni same &n qgine) and napc. wot” or
clone™ or copy or copies or {point nears tme nears im age™)) and
. {difference” or changes or u-ar-\,c or transformation™) ang
1880 COTTTUTY Gtimeline o time or t ';mmg) and {state or stales or svent or
hits events) and (backup or back-up or (back adif up) or redundan®)
and image” and ({primary or first) samsa (store or storage)) and
{{second or secondary) same (stor rage” or store))
Databases USH USA EFA EPB WO JP DEG DEA DET DEU GBA ERA
Years 1836-2012
(data or informiation or conierd or co ifm*} and managernant
and {data same mae.egon‘ ni same nts i c} and (snapshaol® or
clona® or copy or copies or {point nears § neard inage™)) and
Full patent sosc, {difference™ or changes or L,i“ar-ue, or ”fﬂﬂs\)"'ﬂcii!(‘ﬂ“ and
947 ’ T (imeline or time or fiming) and (state or states or everit or
hits evenis) and (backup or bac k-up or {back adjs upy or redundan®)
and image” and (primary or first or second } or secondary) and
(storage” or store}

3G or 710 or 711 or 707
Dalabases USG UBA EPA EPR WO JP DEG DEA DET DEU GRA FRA

o,

)

Current US Clas

@

o

ACT6002358

Delphix Corp.
DPHX 1006
Page 361



PCT Application NoPCT-US2011-680417
Date of Search: 08 March 2012

Years 1838-2012

{data or information or content or collaction} and management
and {data same managament same enging} and {snapshot™ or
ciene” or copy or copies or {point nearb time near5 | m.ajc Vi and
{difference™ or changes or change or transformation™) and

Ry enrad an "
‘ 3279 T (timeline or fime or iming) and {state or slates or event or
# hits events) and (backup or back-up oF (back adgﬁ i p) or redundan™)
and ima ge* and (pumarv or first or second or secondary) and
(‘:’:C‘!c.gf store

JP DEG DEA DEY DEU GBA FRA

Years 1836-2012

{data or information or content or collection™) and management
and virlualization and gJata same management same eng%ne‘)
and {snapshot® or clone” or copy or copies or {(peint neard time

- neard image™)) and (difference™ or changes or changs or
transformation™) and (timeline or tirms or dmmg} and (state or

states or event or eve s} and (backup or tack-up or (hack adis
up; or redundarn™)

Current US Class 370 or 710 or 711 or 707

Databases USG USA EPA £PB WO JP DEG DEA DET DEU GBA FRA
Years 18362012

H

Fuif paient sp

=N
N
[/ QY

{data or information or content or collection”) and management
and virtuatization and (data same managemernt same engine)
and (snapshot® or cione” or "0;3«/ of copies of (point neard time
“ult patent snac. neard image™)) and (differsnce” ¢ anges or change or
transformation™) and (timeline or nme or timing) and {(state or
states or event 0;‘ events) and (backup or back-up or (back adis
up} or redundan®}
Databases USG USA EPA EPR WO JP DEG DEA DET DEU GBA FRA

Years 1836-2012

£
o
@ Ny

(data or information or content) and management and
virtualizarion and {data same management same enging) and
napshot* or clone® or copy or coples of {point nears time

“'tmu 5 image”)) and (difference” or changes or change or
251 fransformation®) and {Himeling or time or timing) and (state or
hits states or event or events)
Curreni US Class 370 or 710 or 711 or 707
Databases USG LISA ERA EPB WO JF DEG DEA DET DEU GBA FRA
Yesrs 18382012

Full patent spec

8

{data or information or content) and managament and
virualization and {data same managementi same engine) and
(snapshot” or clone® or copy or copies of (point neard time
rard image™)) and {difference” or changes or change or
transformation™} and {limeline or time or iming) and (state or
states or event or evenis)
Databases USG USA EPA EPB WO P DEG DEA DET DEU GRA FRA
Years 1836-2012

Full patent spec.

Inventor(s) actific

no
8 ,4;:; Databases USG USA EPA EFB WO JP DEG DEA DET DEU GRA FRA
Years 18362012
actific
& ’;ifc USG USA EPA EPB WO JP DEG DEA DET DEU GBA FRA
EREES

1836-2012
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ashutosh of {(provenzano neard christopher) or {chan g neard
Assignes/Applicant uci\iid) ar (abu{mmbxe neard philip) or (mutalik neard madhav)
or {roman neard mark)
Databases USG USA EFA EPB WO JP DEG DEA DET DEU GBA FRA

Years 1838-2012

data or anfmmak iont or content) and {management or organiz®)

&
Full patent spec.
> PEC and (fsackvm or back-up or {back adj3 up) or redundan®)

ashuiosh or {provenzano neard chiistogpher) or (Chang neard
ventons) fiaa;m or {abercrombie neard philip) or (mutalik neard madhay)
{roman neard mark)
Databases UG USA EPA EPE WO JP DEG DEA DET DEU GBA FRA
Years 1836-2012
Fui patent spec. {data or information or content) and (management or organiz”)
ashutosh or {(provenzanc neard christopher) or (chang neard
inventer(s} david) or (abe acrorrme nearh philip) or (mu&:::k nieard madhav)
or {romar neard mar
Databases USG USAEPAERB \/‘JQ JPDEGS DEA DET DEU SBA FRA
Years 1836-2012
ashutosh or (prove enzano neard chris cpher‘ae r {chang neard
Inveritor{s} david) or (2 bercrombie nearS phifip ipd or (mutalik nears madhav)
or {foman ne arS mart ,‘
Datahases LISG USA EFA EPB WO JP DEG DEA DET DEU GBA FRA
Years 1838-2012

Computer Accessed Text Databases Searched

.

The Patent Analyst searched the following computer accessed text databases:

ProQiuest www.proguest.oom

N, of
Hits

Document Part: Text String

(d:ﬂd:a OR information OR coliection OR content} AND management AND enging AND
wpshot OR snapshots) AND {(differencs OR differances OR changes OR
ification) AND update AND schisdule AND deduplicated

i

w
ges i‘)

RN

o
53]
5Ty E‘J‘
wn O
o
q /B

=n'?0{rnatéors OR cotiection OR content) AND management AND engine AND
na OR 5na§$hots\ AND (difference OR differsnces OR changes OR
odificat ;Gm NEY deduplicated

,«
s q

(3

=

ta OR information OR coligction OR content) AND management AND e’n ine AND
apshot "H snapshots} AND (difference OR differences OR changes O
wdificationy AND update }d‘\éb schedule AND virtualization

o

A

o
£

s

ata OR ..w mut:r:,n R colisction OR content) AND management AND engine AND

snapshot OR snapshots) AND {difference OR differences OR changes OR
modifi aiian,A“\iD ugdatw AND schedule AND hash

[eX

P

(data OR information OR coliection OR content) AND management AND engine AND
(snapshot OR snapshota_; AND (difference OR differences OR changes OR .
modification) AND (event OR siate OR evenis OF states) AND (time OR times) AND
hash
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PCT Application NoPCT-US20114-60417
Date of Search: 08 March 2012

{garbage OR trash OR expirad) AND (data OR information OR coillzction OR content)
AND management AND engine AND {(snapshot OR snapshots) AND {difference OR
diffe &8 OR changes OR modification) AND (event OR state OR avenis OR
states) AND (fime OR times) AND hash

GOOGLE SCHOLAR www.googiescholar.com

No, of
Hits

Document Part: Text String

1580

{data OR information) management engine (snapshot OR snapshots OR cione OR
copy OR clones OR copies) {differsnce OR differences OR changss OR modification)
{event OR siate) (sia OR (service-agresment)) updaie schedule -pat

{deta OR information} management engine (snapshot OR snapshots OR clone OR
copy OR clenes OR copies) (difference OR differences OR changes OR modification)
{gvent OR slate) (slz OR {(service-agreement)) update schedule dedupiicated -pat

{data OR information} management engine (snapshot OR snapshots OR (poini-
image); {(difference OR differences OR changes OR modification) {event OR siate)
(sle OR {service-agraement)) update schedule (store OR storage OR pool) -pat

{data OR information) (managernent OR organization) (snapshot OR snapshois OR

image OR images) (difference OR changes) (ime OR temporal (state OR event)

{(hash-structure) OR (hash-siructures)) -pat

{collection OR content) (management OR organization) (snapshot OR snapshots OR
image OR images) (difference OR changes) (fime OR temporal) (staiz OR svent)
{{hash-structure) OR (hash-structures)) -pat

{garbage OR trash OR expired) (management OR organization) (snapshot OR
snapshots OR image OR images) (difference OR changes) (Hime OR temporal) (state
OF event) ({hash-structure) OR {hash-structures’) -pat

A 1

Date searg

MANHAG

h was completed: 09 March 2012
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11)[X] The drawing(s) filed on 16 November 2010 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.
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Application/Control Number: 12/947,393 Page 2
Art Unit: 2189

DETAILED ACTION
Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 1, 4, 5 and 8 are rejected under 35 U.S.C. 102(e) as being anticipated by
Botes (US 7,640,454).

As per claim 1, Botes teaches a system for backing-up data from a first storage
pool to a second storage pool using difference information between time states, said
system comprising:

a data management engine for performing data management functions, including
at least a back-up function to create a back-up copy of data (col. 6, lines 25-34
describes backing up application data and also see fig. 4a illustrating how data is
backed up),

said data management engine operable to execute a sequence of snapshot
operations to create point-in-time images of application data on a first storage pool (As
illustrated in fig. 4a-4c and described in col. 7, line 33- col. 8, line 19 wherein changes to
the application data state is backed up to persistent memory; col. 6, describes the

image/data structure being stored as the configuration stored as a data structure
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Application/Control Number: 12/947,393 Page 3

Art Unit: 2189
loadable from persistent memory, see IEEE Dictionary for definition of image), each
successive point-in-time image corresponding to a specific, successive time-state of the
application data (As illustrated in figs. 4a-4d, describes backing up at specific time
states), and each snapshot operation creating difference information indicating which
application data has changed and the content of the changed application data for the
corresponding time state (col. 6, lines 26-30 describing how the configuration
information backed up each time provides difference information on how application
data has changed over time; also see col. 7, lines 64-67 describing how configuration
information is stored at each state change);

said data management engine operable to execute at least one back-up function
for the application data wherein the backup operation is scheduled for execution at non-
consecutive time-states (col. 6, lines 24-26 describes wherein the backup is done in
response to changes in states and not in response to recurring or consecutive time
states);

wherein said data management engine is operable to maintain history
information having time-state information indicating the time-state of the last back-up
function performed on the application data for a corresponding back-up copy of data
(col. 6, lines 39-45 and also see col. 6, line 33 describing wherein the backup occurs
every hour and wherein the configuration information backed up occurred at T0, T1,
T2,...Tn); and wherein the data management engine is operable to create composite
difference information from the difference information for each time-state between the

time-state of the last back-up function performed on the application data and the time-
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state of the currently-scheduled back-up function to be performed on the application
data (As described in col. 6, lines 1-15 describes wherein the configuration information
stores the configuration of the application data at a specific point in time and the volatile
memory stores the current configuration. The data stored in the volatile memory is
composite difference information because it stores the changes which occurred
between successive backups), and wherein the data management engine is operable to
send the composite difference information to a second storage pool to be compiled with
the back-up copy of data at the last time-state to create a back-up copy of data for the
current time-state (col. 6, lines 7-10 describing wherein the composite information is
sent to a different location in persistent storage).

As per claim 4, Botes teaches wherein multiple back-up functions are scheduled
to occur simultaneously (col. 5, line 66-col. 6, line 10 describes how periodic backups
occur and in between the time the periodic backups occur, backups with respect to state
changes also occur thereby indicated that multiple backups functions are occurring
simultaneously, i.e. periodic and state change), each with different gaps of non-
consecutive time-states (As illustrated in col. 5, line 66- col. 6, line 10 and col. 6, lines
25-35, periodic backups occur hourly and state changes occur when a state is going to
be changed), and each with different composite difference information generated
corresponding to the different gaps (As described in col. 6, lines 5-10, the difference
information being stored in volatile memory is only the configuration changes which

occurred since the last backup and periodic backup only stores the configuration
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information as it stands when the backup occurs and not the intermediate state
changes).

As per claim 5, Botes teaches a system for restoring data in a storage pool from
a back-up copy of the data using difference information between time states, said
system comprising:

a data management engine wherein said data management engine is operable to
maintain history information indicating the time-states for which storage pools have
point-in-time images of application data (As illustrated in fig. 4a-4c and described in col.
7, line 33- col. 8, line 19 wherein changes to the application data state is backed up to
persistent memory; col. 6, describes the image/data structure being stored as the
configuration stored as a data structure loadable from persistent memory, see IEEE
Dictionary for definition of image); and

wherein said data management engine includes logic for restoring application
data in a storage pool to a point-in-time image of the data for a specified time-state (As
illustrated in fig. 5);

said data management engine operable to identify the existence of a point-in-
time image of the data at the storage pool for a time-state prior to the specified time-
state and sending difference information from the back-up copy of data to the storage
pool (As illustrated in figs. 4a-4d, describes backing up at specific time states), said
difference information indicating which application data has changed and the content of
the changed application data for the time between the specified time state and the time

state prior to the specified time-state (col. 6, lines 26-30 describing how the
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configuration information backed up each time provides difference information on how
application data has changed over time; also see col. 7, lines 64-67 describing how
configuration information is stored at each state change).

As per claim 8, Botes teaches wherein the prior time-state and the specified time-
state are non-consecutive time-states (col. 6, lines 24-26 describes wherein the backup
is done in response to changes in states and not in response to recurring or consecutive
time states).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

2. Claims 2 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Botes (US 7,640,454) as applied to claims 1 and 5, in view of Yagisawa et al. (US
2007/0162716) (hereafter Yagisawa).

As per claim 2, Botes teaches all the limitations of claim 1. Botes does not
explicitly teach wherein difference information includes bitmap information with each bit
of the bitmap corresponding to a portion of primary storage data, and including new
data for those portions of the bitmap which are set to indicate that data has changed.

However, Yagisawa teaches wherein difference information includes bitmap

information with each bit of the bitmap corresponding to a portion of primary storage
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data, and including new data for those portions of the bitmap which are set to indicate
that data has changed ([0081], bitmap table).

It would have been obvious to a person of ordinary skill in the art at the time of
the invention to have combined the bitmap of Yagisawa with the system of Botes
because it provides an indication of the position of data which has been updated and
needs to be backed up ([0081]).

As per claim 6, Botes teaches all the limitations of claim 5. Botes does not
explicitly teach wherein difference information includes bitmap information with each bit
of the bitmap corresponding to a portion of primary storage data, and includes back-up
data for those portions of the bitmap which are set to indicate that data has changed.

However, Yagisawa teaches wherein difference information includes bitmap
information with each bit of the bitmap corresponding to a portion of primary storage
data, and including new data for those portions of the bitmap which are set to indicate
that data has changed ([0081], bitmap table).

It would have been obvious to a person of ordinary skill in the art at the time of
the invention to have combined the bitmap of Yagisawa with the system of Botes
because it provides an indication of the position of data which has been updated and
needs to be backed up ([0081]).

3. Claims 3 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Botes as applied to claims 1 and 5 above, and further in view of Beatty et al. (US

2012/0078855) (hereafter Beatty).
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As per claim 3, Botes teaches all the limitations of claim 1. Botes does not
explicitly teach wherein difference information includes extent information.

However, Beatty teaches wherein difference information includes extent
information ([0030]).

It would have been obvious to a person of ordinary skill in the art at the time of
the invention to have combined the extent information of Beatty with the system of
Botes because it enables the system to know which discrete blocks of storage within a
database have been updated ([0030]).

As per claim 7, Botes teaches all the limitations of claim 5. Botes does not
explicitly teach wherein difference information includes extent information.

However, Beatty teaches wherein difference information includes extent
information ([0030]).

It would have been obvious to a person of ordinary skill in the art at the time of
the invention to have combined the extent information of Beatty with the system of
Botes because it enables the system to know which discrete blocks of storage within a
database have been updated ([0030]).

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to GURTEJ BANSAL whose telephone number is
(5671)270-5588. The examiner can normally be reached on Monday - Friday, 7:30 a.m. -

5:00 p.m., EST.

ACT6002372

Delphix Corp.
DPHX 1006
Page 375



Application/Control Number: 12/947,393 Page 9
Art Unit: 2189

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Reginald Bragdon can be reached on (571)272-4204. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/1GB/

/Jared | Rutz/
Primary Examiner, Art Unit 2187
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ignitron 532

igaitron A single-anode poo} tube in which aun ignitor is em-
ploved to iniflate the cathode spot before each conducting
period. See alse: electronic controller. (ED) 161-1971w

iguored Used to describe an instruction field, the contents of
which are arbitrary and have no effect on the execution of the
instruction. The contents of an ignoved fickd will continue to
be ignored in future versions of the architecture. See also:
unused; reserved., (C/MM) 1754-1994

ignored conductor See! isolated conductor.

FH See: tntermediaie hub

ihandie A cell-sized datum identifying a particular package fn-
stance. {C/RA)Y 1275-1994
f3L. See: integrated injection logic.
IITRAN A programming language similar fo PL/L; designed
for use as an educational ool {(C) 610.13-1993w
JLD See: injection laser diode.
llegal character A character or combination of bits that 18 not
valid according to some criteria; for exaraple, a character that
is not a member of some specified alphabet. Synonyms: for-
bidden character; improper character. Conrast: forbidden
combination. [y 610.5-1990w
Hiegal Comumand (LC) bit A bif in the Bus Error register of
all S-modules. An S-medule sets this bit 1o ndicate that the
module has received an illegal command.
(TTAC) 1149.5-19958
flfegal Port Selected (JPS) Bit A bit in the Bus Emor register
of ali S-modules. An S-module sets this bit to indicate that
the module has received a command addressed to an Basup-
ported port, (YT/C) 1149.5-1995
tiumimance The unit density of Hapht flux (m/unit area) that is
incident on a surface, (TA/PSE) 241-1990¢
Hiuminance, £ = d®/dA (lluminating engineering) The den-
sity of the {fuminous flux incident at a point on a surface.
Average tluninance 18 the quotient of the luminous fux in-
cident on a surface by the area of the surface.
(BEC/IE) [i26]
illuminance (footcandie or lux) meter (1} (Hiuminating en-
pineering) An instrument for me ing ilhuminance on a
place. Instruments that accurately respond to more than one
spectral distrbution ave color comrected; that is, the spectral
response is balanced fo V(&) or V(). Instruments that ac
curately respond to more than ene spatial distribution of in-
cident Hux are cosine corrected: that is, the response to a
source of unit fuminous intensity, iliwminating the detector
from a fixed distance and from different directions decreases
as the cosine of the angle between the incident direction and
the normal to the detector surface. The ustrument is com-
prised of some form of photodetector with or without a filter
driving & digital or analog readout through appropriate cir-
cuitry. (EEC/E) [126]
{2} (television) See also: illumination.

(BT/AV)Y 201-1979w
Hiumination™ (1) Gilupdnating engineering) An alternate, but
deprecated, term for iluminance. 3 3s frequently used since
tiluminance 18 subject to confusion with Juminance and iiu-
minants, ¢ d. Note: The
term iifam 5 commoniy used in a quaiitat‘ve or
general seuse to designate the act of iHuminating or the state
of being tiluminated. Usually the context will indicate Wl.}cn
meaning 18 intended, but occasionally it is desirable to use
the expressiou level of iiurmination to indicate that the guan-
titative meaning 19 intended. (CECAE) [}
2y (& (tdevaswm {generaly The density of the Jurninous
fiux incident on a surface; it is the quotient of the luminous
flux by the area of the surface when the latter is uniformly
ifuminated. (B) {television} (at a point of a surface) The quo-
tient of the fuminous fux incident on an infinitesimal element
of surface containing the point under consideration by the
area of that element, Notes: 1. The term illumination also is
commonly used in a qualitative or general sense to designate
the act of ifuminating or the state of being ilinminated. Usu-

image anaiysis

ally the context will indicate which meaning is intended, but
occasionally it is desirable o use the expression }evn of" il-
lumination to indicate that the quantitative S -
tended. The term illuminance, which sometimes is used in
vace of itlumination, is subject to confusion with lumisance
ind dHuminates, especially when uot clearly promounced.
2. The units of measurements are: footcandle {Iumen per
square foot, lm/ft? lux (lumen per square meter, Ix or ln/m?).
This unit of umination i r»co*n-nmud by the IEC phot
(Jumen per square centimeter, m/jem?).

(BT/ED/AVY 201-1979, {127}
s aperture iHumination. (ANT)

3o e

(3} See als
* Depracated.

Hlumination (footcandle) meter An instrument for measuring
ithe illumination on a surface. Nore: Most such instruments
consist of barrier-layer cells connected to a meter calibrated
in footcandles. See afso: photometry. (EBECAE) {128]

iflumination sensitivity {camera tubes or phototubes} The
quotient of signal cutput carrent by the mudu}t ilumination,
under specified couditions of Huminatic 1. Since
illumination sensitivity is not an absu}at characterisiic but
depends on the spectral distribution of the incident flux, the
term 18 comrmonly used to designate the sensitivity to radia-
tion from a tungsten-filament izm\p operating at a color tem-
perature of 2870 K. 2. Hlumination sensitivity is usually mea-
sured with a cmhmdted beam at normal incidence, See aiso:
transfer characteristic. (ED} 161-1971w

Hluminater That part of a semiactive guidance missile weapon
system that radiates clectromagnetic waves in the direction of
a desiguated target so that echo signals reflected ho"u L}]c
illuminated target can be used by ancther sensor (the il

seekery for purposes of homing {AES) 686-1997
iiﬂustmtmn Material that is iabn;]u., numbered, set apart from
the main body of text, and, normally, cited within the main
text. (C/SEY 1063-198
flustrative diagram A disgram whose principal purpose is to
show the operating principle of a device or group of devices
without necessarily showing actual connections or circuits.
{llustrative diagrams may use pictares or symbols to itlusirate
or represent devices or their elements. ustrative diagrams
nay e made of " electric, hydraulic, preumatic, and combi-
nation systems. They are appucaolc chiefly to inmstruction
books, descriptive fokders, or other media whose purpose is

10 explain or instruct. See also: control.
UAACTLAAC) 270-1966w, [60]

ILS See: instrument landing svsten.

ILS reference point A point on the centeriine of the IL.S runway
designaied as the optimum peint of contact for landing: in
1mcnmnundl Civil Aviation Organization standards this point
is from 150 to 300 meters {300 to 1000 feet) from the ap-
proach end of the runway. {AES/RS) 686-1982s

image (1) {optoclectronic device) A spatial distribusion of a
physical property, such as radiation, electric charge, conduc-
tivity, or reflectivity, mapped from another distribution of et-
ther the same or another physical property. N The map-
ping process may be carried out by a flux of photons, electric
charges, or other means. See «lsor optociectronic device.

(EDy [46]

2} {(computer graphics) A displayed or drawn representa.

% (Cy 610.6-1991w

{image processing and pattern recognition) A two-di-

ensional representation of a scene. Synonvm: picture. See

afso; digital image. (Cy 610.4-1990w

\4) \A) In image processing, a two-dimensional representa-

ion of a scene. (B} In grap ,h;c s, a displayed or drawn repre-

sentaiiou () £10.10-1994

{3} See aiso: card tmage.

Tr

2
o
%
3

Image The data structure contained in the Load Server that the
Loadable Device wishes to load. (C) 15802-4-1994
image analysis The process of describing or evaluating an im-

age in terms of its parts, propertics, and relationships.
() 610.4-1990w
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office

P.O.

Box 1450

MA“—ED Alexandria, VA 22313-1450

www.uspto.gov

WILMERHALE/BOSTON NOV 2 02012

60 STATE STREET

BOSTON MA 02109 PCT LEGAL ADMINISTRATION

In re Application of: :

ABERCROMBIE, Philip, J., et al. : DECISION ON RENEWED
Application No.: 12/947,393 : REQUEST TO PARTICIPATE IN
Filing Date: 16 November 2010 _ : THE PATENT PROSECUTION
Attorney’s Docket No.: 2203828.00130US1  : HIGHWAY AND PETITION TO
For: SYSTEM AND METHOD FOR : MAKE SPECIAL UNDER 37

PERFORMING BACKUP OR : CFR 1.102(a)
RESTORE OPERATIONS ... :

This is a decision on the renewed request to participate in the PCT Patent Prosecution Highway
(PCT-PPH) pilot program and the petition under 37 CFR 1.102(a), filed on 10 October 2012, to
make the above-identified application special.

The renewed request and petition are DISMISSED.

Examination of the above-identified U.S. application has begun and therefore the renewed
request from applicant to participate in the PPH program is appropriately dismissed. A non-final
Office action was mailed 12 October 2012 in the above-identified application.

Telephone inquiries concerning this decision should be directed to the undersigned.

All other inquiries concerning the examination or status of the application is accessible in the
PAIR system at http://www.uspto.gov/ebc/index.html.

/RichardMRoss/

Richard M. Ross

Attorney Advisor

Office of PCT Legal Administration
Tel.: (571) 272-3296
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Docket No.: 2203828.00130US1

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicant: Philip J. Abercrombie et al. Confirmation No.: 1801
Application No.: 12/947,393 Art Unit: 2189
Filed: November 16, 2010 Examiner: G. Bansal
Title: SYSTEM AND METHOD FOR PERFORMING BACKUP OR RESTORE

OPERATIONS UTILIZING DIFFERENCE INFORMATION AND
TIMELINE STATE INFORMATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT (IDS)

Dear Sir:

This Supplemental Information Disclosure Statement is being filed after the mailing date of the first
Office Action on the merits and before the mailing date of a final Office Action or a Notice of Allowance.
The $180.00 fee is included herewith. The Information Disclosure Statement is not a response to the
outstanding Office Action, a proper response will be filed shortly.

Applicants request that the Examiner initial and return a copy of the enclosed Form PTO SB-08 with
the next communication. Please charge the required fee to our Deposit Account No. 08-0219, under Order
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ignitron 532

igaitron A single-anode poo} tube in which aun ignitor is em-
ploved to iniflate the cathode spot before each conducting
period. See alse: electronic controller. (ED) 161-1971w

iguored Used to describe an instruction field, the contents of
which are arbitrary and have no effect on the execution of the
instruction. The contents of an ignoved fickd will continue to
be ignored in future versions of the architecture. See also:
unused; reserved., (C/MM) 1754-1994

ignored conductor See! isolated conductor.

FH See: tntermediaie hub

ihandie A cell-sized datum identifying a particular package fn-
stance. {C/RA)Y 1275-1994
f3L. See: integrated injection logic.
IITRAN A programming language similar fo PL/L; designed
for use as an educational ool {(C) 610.13-1993w
JLD See: injection laser diode.
llegal character A character or combination of bits that 18 not
valid according to some criteria; for exaraple, a character that
is not a member of some specified alphabet. Synonyms: for-
bidden character; improper character. Conrast: forbidden
combination. [y 610.5-1990w
Hiegal Comumand (LC) bit A bif in the Bus Error register of
all S-modules. An S-medule sets this bit 1o ndicate that the
module has received an illegal command.
(TTAC) 1149.5-19958
flfegal Port Selected (JPS) Bit A bit in the Bus Emor register
of ali S-modules. An S-module sets this bit to indicate that
the module has received a command addressed to an Basup-
ported port, (YT/C) 1149.5-1995
tiumimance The unit density of Hapht flux (m/unit area) that is
incident on a surface, (TA/PSE) 241-1990¢
Hiuminance, £ = d®/dA (lluminating engineering) The den-
sity of the {fuminous flux incident at a point on a surface.
Average tluninance 18 the quotient of the luminous fux in-
cident on a surface by the area of the surface.
(BEC/IE) [i26]
illuminance (footcandie or lux) meter (1} (Hiuminating en-
pineering) An instrument for me ing ilhuminance on a
place. Instruments that accurately respond to more than one
spectral distrbution ave color comrected; that is, the spectral
response is balanced fo V(&) or V(). Instruments that ac
curately respond to more than ene spatial distribution of in-
cident Hux are cosine corrected: that is, the response to a
source of unit fuminous intensity, iliwminating the detector
from a fixed distance and from different directions decreases
as the cosine of the angle between the incident direction and
the normal to the detector surface. The ustrument is com-
prised of some form of photodetector with or without a filter
driving & digital or analog readout through appropriate cir-
cuitry. (EEC/E) [126]
{2} (television) See also: illumination.

(BT/AV)Y 201-1979w
Hiumination™ (1) Gilupdnating engineering) An alternate, but
deprecated, term for iluminance. 3 3s frequently used since
tiluminance 18 subject to confusion with Juminance and iiu-
minants, ¢ d. Note: The
term iifam 5 commoniy used in a quaiitat‘ve or
general seuse to designate the act of iHuminating or the state
of being tiluminated. Usually the context will indicate Wl.}cn
meaning 18 intended, but occasionally it is desirable to use
the expressiou level of iiurmination to indicate that the guan-
titative meaning 19 intended. (CECAE) [}
2y (& (tdevaswm {generaly The density of the Jurninous
fiux incident on a surface; it is the quotient of the luminous
flux by the area of the surface when the latter is uniformly
ifuminated. (B) {television} (at a point of a surface) The quo-
tient of the fuminous fux incident on an infinitesimal element
of surface containing the point under consideration by the
area of that element, Notes: 1. The term illumination also is
commonly used in a qualitative or general sense to designate
the act of ifuminating or the state of being ilinminated. Usu-

image anaiysis

ally the context will indicate which meaning is intended, but
occasionally it is desirable o use the expression }evn of" il-
lumination to indicate that the quantitative S -
tended. The term illuminance, which sometimes is used in
vace of itlumination, is subject to confusion with lumisance
ind dHuminates, especially when uot clearly promounced.
2. The units of measurements are: footcandle {Iumen per
square foot, lm/ft? lux (lumen per square meter, Ix or ln/m?).
This unit of umination i r»co*n-nmud by the IEC phot
(Jumen per square centimeter, m/jem?).

(BT/ED/AVY 201-1979, {127}
s aperture iHumination. (ANT)

3o e

(3} See als
* Depracated.

Hlumination (footcandle) meter An instrument for measuring
ithe illumination on a surface. Nore: Most such instruments
consist of barrier-layer cells connected to a meter calibrated
in footcandles. See afso: photometry. (EBECAE) {128]

iflumination sensitivity {camera tubes or phototubes} The
quotient of signal cutput carrent by the mudu}t ilumination,
under specified couditions of Huminatic 1. Since
illumination sensitivity is not an absu}at characterisiic but
depends on the spectral distribution of the incident flux, the
term 18 comrmonly used to designate the sensitivity to radia-
tion from a tungsten-filament izm\p operating at a color tem-
perature of 2870 K. 2. Hlumination sensitivity is usually mea-
sured with a cmhmdted beam at normal incidence, See aiso:
transfer characteristic. (ED} 161-1971w

Hluminater That part of a semiactive guidance missile weapon
system that radiates clectromagnetic waves in the direction of
a desiguated target so that echo signals reflected ho"u L}]c
illuminated target can be used by ancther sensor (the il

seekery for purposes of homing {AES) 686-1997
iiﬂustmtmn Material that is iabn;]u., numbered, set apart from
the main body of text, and, normally, cited within the main
text. (C/SEY 1063-198
flustrative diagram A disgram whose principal purpose is to
show the operating principle of a device or group of devices
without necessarily showing actual connections or circuits.
{llustrative diagrams may use pictares or symbols to itlusirate
or represent devices or their elements. ustrative diagrams
nay e made of " electric, hydraulic, preumatic, and combi-
nation systems. They are appucaolc chiefly to inmstruction
books, descriptive fokders, or other media whose purpose is

10 explain or instruct. See also: control.
UAACTLAAC) 270-1966w, [60]

ILS See: instrument landing svsten.

ILS reference point A point on the centeriine of the IL.S runway
designaied as the optimum peint of contact for landing: in
1mcnmnundl Civil Aviation Organization standards this point
is from 150 to 300 meters {300 to 1000 feet) from the ap-
proach end of the runway. {AES/RS) 686-1982s

image (1) {optoclectronic device) A spatial distribusion of a
physical property, such as radiation, electric charge, conduc-
tivity, or reflectivity, mapped from another distribution of et-
ther the same or another physical property. N The map-
ping process may be carried out by a flux of photons, electric
charges, or other means. See «lsor optociectronic device.

(EDy [46]

2} {(computer graphics) A displayed or drawn representa.

% (Cy 610.6-1991w

{image processing and pattern recognition) A two-di-

ensional representation of a scene. Synonvm: picture. See

afso; digital image. (Cy 610.4-1990w

\4) \A) In image processing, a two-dimensional representa-

ion of a scene. (B} In grap ,h;c s, a displayed or drawn repre-

sentaiiou () £10.10-1994

{3} See aiso: card tmage.

Tr

2
o
%
3

Image The data structure contained in the Load Server that the
Loadable Device wishes to load. (C) 15802-4-1994
image analysis The process of describing or evaluating an im-

age in terms of its parts, propertics, and relationships.
() 610.4-1990w
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Docket No.: 2203828.00130US1
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Philip J. Abercrombie et al. Confirmation No.: 1801
Application No.:  12/947,393 Art Unit: 2189

Filed: November 16, 2010 Examiner: G. Bansal
Title: SYSTEM AND METHOD FOR PERFORMING BACKUP OR

RESTORE OPERATIONS UTILIZING DIFFERENCE
INFORMATION AND TIMELINE STATE INFORMATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. 1.111

Dear Madam:

INTRODUCTORY COMMENTS

In response to the Office Action dated October 12, 2012, please amend the above-identified

U.S. patent application as follows:
Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims arc reflected in the listing of claims which begins on page 3 of

this paper.

Remarks/Arguments begin on page 6 of this paper.
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Application No. 12/947,393 Docket No.: 2203828.00130US1
Amendment dated April 12,2013
Reply to Office Action of October 12, 2012

AMENDMENTS TO THE SPECIFICATION

Please amend Paragraph [0001] as follows:

[0001] This application is related to the following applications, filed herewith and hereby

incorporated by reference:

. “System and Method for Managing Data with Service Level Agreements That May
Specify Non-Uniform Copying of Data” (U.S. Application No. FBDB 12/947.385);

. “System and Method for Performing a Plurality of Prescribed Data Management
Functions in a Manner That Reduces Redundant Access Operations to Primary Storage” (U.S.

Application No. FBD 12/947.436);

. “System and Method for Creating Deduplicated Copies of Data by Tracking
Temporal Relationships Among Copies and by Ingesting Difference Data ” (U.S. Application No.
TBD 12/947.418);

. “System and Method for Managing Deduplicated Copies of Data Using Temporal
Relationships Among Copies ” (U.S. Application No. FBD 12/947.375);

. “System and Method for Creating Deduplicated Copies of Data by Sending
Difference Data Between Two Near-Neighbor Temporal States” (U.S. Application No. ¥FBB
12/947.513);

. “System and Method for Creating Deduplicated Copies of Data Storing Non-Lossy
Encodings of Data Directly in a Content Addressable Store” (U.S. Application No. FBB
12/947.438); and

. “System and Method for Improved Garbage Collection Operations in a Deduplicated
Store by Tracking Temporal Relationships Among Copies” (U.S. Application No. FBB
12/947,383).
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Application No. 12/947,393 Docket No.: 2203828.00130US1
Amendment dated April 12,2013
Reply to Office Action of October 12, 2012

AMENDMENTS TO THE CLAIMS

1. (Cancelled)

2. (Currently Amended) The system of claim 9[[1]], wherein difference information includes
bitmap information with each bit of the bitmap corresponding to a portion of primary storage data,
and including new data for those portions of the bitmap which are set to indicate that data has

changed.

3. (Currently Amended) The system of claim 9[[1]], wherein difference information includes

extent information.

4. (Currently Amended) The system of claim 9[[1]], wherein multiple back-up functions are
scheduled to occur simultaneously, each with different gaps of non-consecutive time-states, and

each with different composite difference information generated corresponding to the different gaps.

5. (Currently Amended) A system for restoring data in a storage pool from a back-up copy

of the data using difference information between time states, said system comprising:
a data management engine wherein said data management engine is operable to

maintain history information indicating the time-states for which storage pools have point-

in-time images of application data; and
herein saidd e includes losic & .

restore application data in a storage pool to a point-in-time image of the data for a specified

time-state;

satd-data-management-engine-operable-te identify the existence of a prior point-in-time

image of the data at the storage pool for a time-state prior to the specified time-state,

ActiveUS 104636221v.3
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Application No. 12/947,393 Docket No.: 2203828.00130US1
Amendment dated April 12,2013
Reply to Office Action of October 12, 2012

create composite difference information from difference information for each point-in-time

image of the data with a time-state between the specified time-state and the prior time-state, and

sending

send the composite difference information from the back-up copy of data to the storage pool,

said difference information indicating which application data has changed and the content of the
changed application data for the time between the specified time state and the time state prior to the

specified time-state.

6. (Original) The system of claim 5, wherein difference information includes bitmap
information with each bit of the bitmap corresponding to a portion of primary storage data, and
includes back-up data for those portions of the bitmap which are set to indicate that data has

changed.

7. (Original) The system of claim 5, wherein difference information includes extent

information.

8. (Original) The system of claim 5, wherein the prior time-state and the specified time-

state are non-consecutive time-states.

9. (New) A system for backing-up data from a first storage pool to a second storage pool
using difference information between time states, said system comprising a data management

engine operable to:

identify a first set of point-in-time images on a first storage pool and a second set of point-

in-time images on a second storage pool, cach point-in-time image:

corresponding to a time-state of when the point-in-time image was made for

application data; and

ActiveUS 104636221v.3
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Application No. 12/947,393 Docket No.: 2203828.00130US1
Amendment dated April 12,2013
Reply to Office Action of October 12, 2012

comprising difference information indicating a portion of changed application data
from a previous point-in-time image in the set of point-in-time images, and content of the portion of

changed application data for the time-state;

identify a common point-in-time image between the first set of point-in-time images and the
second set of point-in-time images, the common point-in-time image comprising a most recent
common time-state between the first set of point-in-time images and the second set of point-in-time

images;

identify a third set of point-in-time images on the first storage pool comprising time-states

between:
the time-state of the common point-in-time image; and

a time-state of a back-up function scheduled to back up the application data to the

second storage pool;

generate composite difference information based on difference information for each point-

in-time image in the third set of point-in-time images; and

transmit the composite difference information to the second storage pool to be compiled
with the second point-in-time image to create a back-up copy of the application data for the time-

state of the scheduled back-up function.
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Application No. 12/947,393 Docket No.: 2203828.00130US1
Amendment dated April 12,2013
Reply to Office Action of October 12, 2012

REMARKS

Claims 1-8 are pending. Claim 1 is cancelled, claim 9 is newly added, and claims 2-5 are
amended. Support for the amendments can be found in the Present Application, as filed, at least at

the original claims and § [00123]. Applicants respectfully submit that no new matter is added.

Rejections under 35 U.S.C. 102 and 103

Claims 1, 4, 5 and 8 are rejected under 35 U.S.C. 102(¢) as being anticipated by Botes (US
7,640,454). Claims 2 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over Botes
(US 7,640,454) as applied to claims 1 and 5, in view of Yagisawa et al. (US 2007/0162716)
(hereinafter Yagisawa). Claims 3 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Botes as applied to claims 1 and 5 above, and further in view of Beatty et al. (US
2012/0078855) (hereinafter Beatty).

Botes discloses recovery software for restoring configurations of, e.g., databases, file
systems, logical volumes and physical disks. In Botes, recovery software is used to “combine
configuration information in volatile storage with configuration information from various locations
in persistent storage,” and to “store a previous state of the combined configuration information.”

Botes at Col. 6, lines 5-10. Botes is not directed to storing snapshots of application data.

Yagisawa discloses a storage controller in a storage system in which snapshots are made of
two logical volumes. Each pair of logical volumes is assigned a pool volume, to which the
appropriate snapshots are stored. The snapshots include difference data, and the difference data of

each pair of logical volumes is stored in the associated pool volume.

Beatty discloses a method of performing a granular restore of a database from a differential
backup using a bitmask. A differential backup file and bitmask is stored for each point in time at
which a differential backup is performed. The bitmask is used to determine whether to read from a

differential backup file or from a full backup file.

ActiveUS 104636221v.3
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Application No. 12/947,393 Docket No.: 2203828.00130US1
Amendment dated April 12,2013
Reply to Office Action of October 12, 2012

However, none of the cited prior art discloses “transmit[ting] the composite difference
information to the second storage pool to be compiled with the second point-in-time image to create
a back-up copy of the application data for the time-state of the scheduled back-up function,” as is
claimed by Claim 9. As well, neither does the cited prior art disclose “identify[ing] a third set of
point-in-time images on the first storage pool comprising time-states between: the time-state of the
common point-in-time image; and a time-state of a back-up function scheduled to back up the
application data to the second storage pool; [and] generat[ing] composite difference information
based on difference information for each point-in-time image in the third set of point-in-time

images,” as is claimed by Claim 9.

The present application teaches the use of difference information from multiple time-states
to create a full back-up copy of data. By compositing the differences from multiple time-states, and
by using the differences to create another full back-up copy, the present application teaches a
system whereby the need for creating full back-up copies by directly copying application data is
greatly reduced.

While Botes combines configuration information from various locations, Botes fails to teach
or suggest “identify[ing] a third set of point-in-time images on the first storage pool comprising
time-states between: the time-state of the common point-in-time image; and a time-state of a back-
up function scheduled to back up the application data to the second storage pool,” as is recited in
claim 9. Without configuration information from multiple time-states, Botes therefore cannot
transmit the composite difference information to a second storage pool to be compiled with a point-
in-time image to create a back-up copy of the application data for a time-state of a scheduled back-

up function.

Yagisawa and Beatty also do not disclose the claimed limitations. Although Yagisawa
discloses snapshots with difference data, and although Beatty discloses differential backups using
bitmasks, neither discloses compositing difference information from multiple point-in-time images,

or creating full back-ups from composited difference information. Therefore none of Botes,
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Yagisawa and Beatty, cither alone or in combination, teach, suggest, or otherwise render obvious all

the elements of claim 9.

Claim 5 recites that the data management engine is operable to “identify the existence of a
prior point-in-time image of the data at the storage pool for a time-state prior to the specified time-
state, create composite difference information from difference information for each point-in-time
image of the data with a time-state between the specified time-state and the prior time-state, and
send the composite difference information from the back-up copy of data to the storage pool.”
Therefore Botes, Yagisawa and Beatty, either alone or in combination, fail to teach, suggest, or
otherwise render obvious all the elements of claim 5 for at least the reasons described above for

claim 9.
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In view of the above amendment, applicant believes the pending application is in condition

for allowance.

Applicant respectfully requests Examiner to return the signed Form SB-08 submitted on

February 14, 2013.
A three month extension of time, and appropriate fee, is filed herewith.

Applicant believes no additional fee is due with this response. However, if a fee is due,
please charge our Deposit Account No. 08-0219, under Order No. 2203828.00130US1 from which

the undersigned is authorized to draw.

Respectfully submitted,

Dated: April 12,2013

/Zachary P. Piccolomini/
Zachary P. Piccolomini
Registration No.: 63,390
Attorney for Applicant(s)

Wilmer Cutler Pickering Hale and Dorr LLP
60 State Street

Boston, Massachusetts 02109

(617) 526-6000 (telephone)

(617) 526-5000 (facsimile)
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DIFFERENCE INFORMATION AND TIMELINE STATE INFORMATION

Art Unit 2189 I Examiner G. Bansal

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee
|:| One month (37 CFR 1.17(a)(1)) $150 $75 $
|:| Two months (37 CFR 1.17(a)(2)) $570 $285 $
Three months (37 CFR 1.17(a)(3)) $1,290 $645 $ 700.00
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Applicant claims small entity status. See 37 CFR 1.27.

D A check in the amount of the fee is enclosed.

Payment by credit card. Ferm-PTO-2038-sattached.

D The Director has already been authorized to charge fees in this application to a Deposit Account.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 08-0219

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit
card information and authorization on PTO-2038.

| am the
|:| applicant/inventor.

|:| assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73(b) statement is enclosed (Form PTO/SB/96).

attorney or agent of record. Registration Number 63,390

I:I attorney or agent under 37 CFR 1.34. Registration number

/Zachary P. Piccolomini/ April 12, 2013
Signature Date
Zachary P. Piccolomini (617) 526-6000
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
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Application No. Applicant(s)
12/947,393 ABERCROMBIE ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
GURTEJ BANSAL 2189 ﬁl‘g‘”s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)X] Responsive to communication(s) filed on 12 April 2013.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon _____.
2a)X] This action is FINAL. 2b)[] This action is non-final.

3)[1 An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.

4[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X Claim(s) 2-9 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.

6)[1 Claim(s) is/are allowed.

7)X Claim(s) 2-9 is/are rejected.

8)[] Claim(s) _____is/are objected to.

9 Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitoyhwww. Usplo.aov/patenis/init_events/peh/indax.jsp or send an inquiry to PPHeadback@usplo.qoyv.

Application Papers
10)[ The specification is objected to by the Examiner.
11)IX] The drawing(s) filed on 16 November 2010 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)lJ Al b)[]Some* c)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
Interim copies:
a)JAIl b)[JSome c¢)[] None of the: Interim copies of the priority documents have been received.

Attachment(s)
1) EI Notice of References Cited (PTO-892) 3) D Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) x Information Disclosure Statement(s) (PTO/SB/08) 4 D Other-
Paper No(s)/Mail Date 02/14/2013. ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-13) Office Action Summary Part of Paper No./Mail Date 20130429
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DETAILED ACTION
Remarks
In response to Non-Final Office Action dated October 12, 2012, Applicant
presents claims 2-9 for examination, whereby claim 5 has been amended, claim 1 has
been cancelled and claim 9 has been newly added.
Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

1. Claims 2-3 and 6-9 are rejected under 35 U.S.C. 102(e) as being anticipated by
Monckton (US 8,099,391).

As per claims 5 and 9, Monckton teaches a system for backing-up data from a
first storage pool (virtual disk file 5 is construed to be a first storage pool) to a second
storage pool (the storage region where backup data is held is construed to be a second
storage pool) using difference information between time states, said system comprising
a data management engine operable to:

identify a first set of point-in-time images on a first storage pool and a second set
of point- in-time images on a second storage pool (fig. 2 which illustrates a backup of a

image file on 5 and also 8), each point-in-time image:
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corresponding to a time-state of when the point-in-time image was made for
application data (As illustrated in fig. 2, the backup is at T1, fig. 3 is at T2); and

comprising difference information indicating a portion of changed application data
from a previous point-in-time image in the set of point-in-time images, and content of the
portion of changed application data for the time-state (col. 8, lines 5-40 describing how
a bitmap is used to describe the sectors which have changed and also see col. 9, lines
1-15 describing fingerprint information);

identify a common point-in-time image between the first set of point-in-time
images and the second set of point-in-time images (fig, 3, incremental backup), the
common point-in-time image comprising a most recent common time-state between the
first set of point-in-time images and the second set of point-in-time images (As
illustrated in fig. 3 and described in col. 7, lines 17-35, this incremental backup is the
most recent data as of time T2);

identify a third set of point-in-time images on the first storage pool (col. 8, lines5-
35 describes how a bitmap is used to identify a third set between backups which have
been updated and by comparing fingerprints as described in fig. 7; see also col. 9, lines
30-40) comprising time-states between:

the time-state of the common point-in-time image ; and

a time-state of a back-up function scheduled to back up the application data to
the second storage pool (this information is applicable between every backup including
the common point in time image and next back up; see fig. 7 which describes how the

bitmap is used);

ACT6002415

Delphix Corp.
DPHX 1006
Page 418



Application/Control Number: 12/947,393 Page 4
Art Unit: 2189

generate composite difference information based on difference information for
each point- in-time image in the third set of point-in-time images (as illustrated in fig. 3-6
and described in col. 7, lines 20-35 the sectors which have been updated are found);
and

transmit the composite difference information to the second storage pool to be
compiled with the second point-in-time image to create a back-up copy of the
application data for the time- state of the scheduled back-up function (As illustrated in
the figures, this incremental backup with updated sectors is then stored in the backup
area).

As per claims 2 and 6, Monckton teaches wherein difference information includes
bitmap information with each bit of the bitmap corresponding to a portion of primary
storage data, and including new data for those portions of the bitmap which are set to
indicate that data has changed (col. 8, lines 20-25).

As per claims 3 and 7, Monckton teaches wherein difference information includes
extent information (col. 8, lines 20-25 wherein the sectors are construed to be extents of
the file which have been updated).

As per claim 8, Monckton teaches wherein the prior time-state and the specified
time- state are non-consecutive time-states (As illustrated in fig. 5 with the differential
backup not being consecutive to the full backup).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

2. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Monckton
as applied to claim 9 above, in view of Scheid (US 2006/0271622).

As per claim 4, Monckton teaches all the limitations of claim 9 and further
teaches wherein multiple back-up functions are to occur each with different gaps of non-
consecutive time-states (As described in col. 4, lines 25-50 with examples being given
showing that each full backup is not consecutive since there multiple backups there
between), and each with different composite difference information generated
corresponding to the different gaps (As illustrated in figs 2-7, the amount backed up
changes).

Monckton does not explicitly teach wherein multiple back-up functions are
scheduled to occur simultaneously.

However, Scheid teaches wherein multiple back-up functions are scheduled to
occur simultaneously ([0010]).

t would have been obvious to a person of ordinary skill in the art at the time of the
invention to have combined the simultaneous backup of Scheid with the system of
Monckton because it is known in the art that performing multiple tasks in parallel is
faster than performing them in parallel and also it allows for multiple copies of the data

to be stored in different places to increase security/protection.
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Response to Arguments

Applicant’s arguments with respect to claims 2-9 have been considered but are
moot because the arguments do not apply to any of the references being used in the
current rejection.

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to GURTEJ BANSAL whose telephone number is
(5671)270-5588. The examiner can normally be reached on Monday - Friday, 7:30 a.m. -

5:00 p.m., EST.
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